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What Is AWS Control Tower?

AWS Control Tower offers a straightforward way to set up and govern an AWS multi-account 
environment, following prescriptive best practices. AWS Control Tower orchestrates the capabilities 
of several other AWS services, including AWS Organizations, AWS Service Catalog, and AWS IAM 
Identity Center, to build a landing zone in less than an hour. Resources are set up and managed on 
your behalf.

AWS Control Tower orchestration extends the capabilities of AWS Organizations. To help keep your 
organizations and accounts from drift, which is divergence from best practices, AWS Control Tower 
applies controls (sometimes called guardrails). For example, you can use controls to help ensure 
that security logs and necessary cross-account access permissions are created, and not altered.

If you are hosting more than a handful of accounts, it’s beneficial to have an orchestration layer 
that facilitates account deployment and account governance. You can adopt AWS Control Tower as 
your primary way to provision accounts and infrastructure. With AWS Control Tower, you can more 
easily adhere to corporate standards, meet regulatory requirements, and follow best practices.

AWS Control Tower enables end users on your distributed teams to provision new AWS accounts 
quickly, by means of configurable account templates in Account Factory. Meanwhile, your central 
cloud administrators can monitor that all accounts are aligned with established, company-wide 
compliance policies.

In short, AWS Control Tower offers the easiest way to set up and govern a secure, compliant, 
multi-account AWS environment based on best practices established by working with thousands 
of enterprises. For more information about the working with AWS Control Tower and the best 
practices outlined in the AWS multi-account strategy, see AWS multi-account strategy: Best 
practices guidance.

Features

AWS Control Tower has the following features:

• Landing zone – A landing zone is a well-architected, multi-account environment that's based on 
security and compliance best practices. It is the enterprise-wide container that holds all of your 
organizational units (OUs), accounts, users, and other resources that you want to be subject to 
compliance regulation. A landing zone can scale to fit the needs of an enterprise of any size.
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• Controls – A control (sometimes called a guardrail) is a high-level rule that provides ongoing 
governance for your overall AWS environment. It's expressed in plain language. Three kinds of 
controls exist: preventive, detective, and proactive. Three categories of guidance apply to controls:
mandatory, strongly recommended, or elective. For more information about controls, see How 
controls work.

• Account Factory – An Account Factory is a configurable account template that helps to 
standardize the provisioning of new accounts with pre-approved account configurations. AWS 
Control Tower offers a built-in Account Factory that helps automate the account provisioning 
workflow in your organization. For more information, see Provision and manage accounts with 
Account Factory.

• Dashboard – The dashboard offers continuous oversight of your landing zone to your team 
of central cloud administrators. Use the dashboard to see provisioned accounts across your 
enterprise, controls enabled for policy enforcement, controls enabled for continuous detection of 
policy non-conformance, and noncompliant resources organized by accounts and OUs.

How AWS Control Tower interacts with other AWS services

AWS Control Tower is built on top of trusted and reliable AWS services including AWS Service 
Catalog, AWS IAM Identity Center, and AWS Organizations. For more information, see Integrated 
services.

You can incorporate AWS Control Tower with other AWS services into a solution that helps you 
migrate your existing workloads to AWS. For more information, see How to take advantage of AWS 
Control Tower and CloudEndure to migrate workloads to AWS.

Configuration, Governance, and Extensibility

• Automated account configuration: AWS Control Tower automates account deployment and 
enrollment by means of an Account Factory (or “vending machine”), which is built as an 
abstraction on top of provisioned products in AWS Service Catalog. The Account Factory can 
create and enroll AWS accounts, and it automates the process of applying controls and policies 
to those accounts.

• Centralized governance: By employing the capabilities of AWS Organizations, AWS Control 
Tower sets up a framework that ensures consistent compliance and governance across your 
multi-account environment. The AWS Organizations service provides essential capabilities for 
managing a multi-account environment, including central governance and management of 
accounts, account creation from AWS Organizations APIs, and service control policies (SCPs).

How AWS Control Tower interacts with other AWS services 2
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• Extensibility: You can build or extend your own AWS Control Tower environment by working 
directly in AWS Organizations, as well as in the AWS Control Tower console. You can see your 
changes reflected in AWS Control Tower after you register your existing organizations and enroll 
your existing accounts into AWS Control Tower. You can update your AWS Control Tower landing 
zone to reflect your changes. If your workloads require further advanced capabilities, you can 
leverage other AWS partner solutions along with AWS Control Tower.

Are You a First-Time User of AWS Control Tower?

If you’re a first-time user of this service, we recommend that you read the following:

1. If you need more information about how to plan and organize your landing zone, see Plan your 
AWS Control Tower landing zone and AWS multi-account strategy for your AWS Control Tower 
landing zone.

2. If you’re ready to create your first landing zone, see Getting started with AWS Control Tower.

3. For information on drift detection and prevention, see Detect and resolve drift in AWS Control 
Tower.

4. For security details, see Security in AWS Control Tower.

5. For information on updating your landing zone and member accounts, see Configuration update 
management in AWS Control Tower.

How AWS Control Tower Works

This section describes at a high level how AWS Control Tower works. Your landing zone is a well-
architected multi-account environment for all of your AWS resources. You can use this environment 
to enforce compliance regulations on all of your AWS accounts.

Structure of an AWS Control Tower Landing Zone

The structure of a landing zone in AWS Control Tower is as follows:

• Root – The parent that contains all other OUs in your landing zone.

• Security OU – This OU contains the Log Archive and Audit accounts. These accounts often are 
referred to as shared accounts. When you launch your landing zone, you can choose customized 
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names for these shared accounts, and you have the option to bring existing AWS accounts into 
AWS Control Tower for security and logging. However, these cannot be renamed later, and 
existing accounts cannot be added for security and logging after initial launch.

• Sandbox OU – The Sandbox OU is created when you launch your landing zone, if you enable 
it. This and other registered OUs contain the enrolled accounts that your users work with to 
perform their AWS workloads.

• IAM Identity Center directory – This directory houses your IAM Identity Center users. It defines 
the scope of permissions for each IAM Identity Center user.

• IAM Identity Center users – These are the identities that your users can assume to perform their 
AWS workloads in your landing zone.

What happens when you set up a landing zone

When you set up a landing zone, AWS Control Tower performs the following actions in your 
management account on your behalf:

• Creates two AWS Organizations organizational units (OUs): Security, and Sandbox (optional), 
contained within the organizational root structure.

• Creates or adds two shared accounts in the Security OU: the Log Archive account and the Audit 
account.

• Creates a cloud-native directory in IAM Identity Center, with preconfigured groups and single 
sign-on access, if you choose the default AWS Control Tower configuration, or it allows you to 
self-manage your identity provider.

• Applies all mandatory, preventive controls to enforce policies.

• Applies all mandatory, detective controls to detect configuration violations.

• Preventive controls are not applied to the management account.

• Except for the management account, controls are applied to the organization as a whole.

Safely Managing Resources Within Your AWS Control Tower Landing Zone and Accounts

• When you create your landing zone, a number of AWS resources are created. To use AWS Control 
Tower, you must not modify or delete these AWS Control Tower managed resources outside 
of the supported methods described in this guide. Deleting or modifying these resources will 
cause your landing zone to enter an unknown state. For details, see Guidance for creating and 
modifying AWS Control Tower resources

What happens when you set up a landing zone 4
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• When you enable optional controls (those with strongly recommended or elective  guidance), 
AWS Control Tower creates AWS resources that it manages in your accounts. Do not modify or 
delete resources created by AWS Control Tower. Doing so can result in the controls entering an 
unknown state. For more information, see The AWS Control Tower controls library.

What are the shared accounts?

In AWS Control Tower, the shared accounts in your landing zone are provisioned during setup: the 
management account, the log archive account, and the audit account.

What is the management account?

This is the account that you created specifically for your landing zone. This account is used for 
billing for everything in your landing zone. It's also used for Account Factory provisioning of 
accounts, as well as to manage OUs and controls.

Note

It is not recommended to run any type of production workloads from an AWS Control 
Tower management account. Create a separate AWS Control Tower account to run your 
workloads.

For more information, see Management account.

What is the log archive account?

This account works as a repository for logs of API activities and resource configurations from all 
accounts in the landing zone.

For more information, see Log archive account.

What is the audit account?

The audit account is a restricted account that's designed to give your security and compliance 
teams read and write access to all accounts in your landing zone. From the audit account, you 
have programmatic access to review accounts, by means of a role that is granted to Lambda 
functions only. The audit account does not allow you to log in to other accounts manually. For 
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more information about Lambda functions and roles, see Configure a Lambda function to assume a 
role from another AWS account.

For more information, see Audit account.

How controls work

A control is a high-level rule that provides ongoing governance for your overall AWS environment. 
Each control enforces a single rule, and it's expressed in plain language. You can change the 
elective or strongly recommended controls that are in force, at any time, from the AWS Control 
Tower console or the AWS Control Tower APIs. Mandatory controls are always applied, and they 
can't be changed.

Preventive controls prevent actions from occurring. For example, the elective control called
Disallow Changes to Bucket Policy for Amazon S3 Buckets (Previously called Disallow Policy 
Changes to Log Archive) prevents any IAM policy changes within the log archive shared account. 
Any attempt to perform a prevented action is denied and logged in CloudTrail. The resource is also 
logged in AWS Config.

Detective controls detect specific events when they occur and log the action in CloudTrail. For 
example, the strongly recommended control called Detect Whether Encryption is Enabled for 
Amazon EBS Volumes Attached to Amazon EC2 Instances detects whether an unencrypted 
Amazon EBS volume is attached to an EC2 instance in your landing zone.

Proactive controls check whether resources are compliant with your company policies and 
objectives, before the resources are provisioned in your accounts. If the resources are out of 
compliance, they are not provisioned. Proactive controls monitor resources that would be deployed 
in your accounts by means of AWS CloudFormation templates.

For those who are familiar with AWS: In AWS Control Tower preventive controls are implemented 
with Service Control Policies (SCPs). Detective controls are implemented with AWS Config rules. 
Proactive controls are implemented with AWS CloudFormation hooks.

Related Topics

• About controls in AWS Control Tower

• Detect and resolve drift in AWS Control Tower

• The AWS Control Tower controls library

How controls work 6
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How AWS Control Tower works with StackSets

AWS Control Tower uses AWS CloudFormation StackSets to set up resources in your accounts. Each 
stack set has StackInstances that correspond to accounts, and to AWS Regions per account. AWS 
Control Tower deploys one stack set instance per account and Region.

AWS Control Tower applies updates to certain accounts and AWS Regions selectively, based on 
AWS CloudFormation parameters. When updates are applied to some stack instances, other stack 
instances may be left in Outdated status. This behavior is expected and normal.

When a stack instance goes into Outdated status, it usually means that the stack corresponding 
to that stack instance is not aligned with the latest template in the stack set. The stack remains 
in the older template, so it might not include the latest resources or parameters. The stack is still 
completely usable.

Here's a quick summary of what behavior to expect, based on AWS CloudFormation parameters 
that are specified during an update:

If the stack set update includes changes to the template (that is, if the TemplateBody or
TemplateURL properties are specified), or if the Parameters property is specified, AWS 
CloudFormation marks all stack instances with a status of Outdated prior to updating the stack 
instances in the specified accounts and AWS Regions. If the stack set update does not include 
changes to the template or parameters, AWS CloudFormation updates the stack instances in the 
specified accounts and Regions, while leaving all other stack instances with their existing stack 
instance status. To update all of the stack instances associated with a stack set, do not specify the
Accounts or Regions properties.

For more information, see Update Your Stack Set in the AWS CloudFormation User Guide.

How AWS Control Tower works with StackSets 7
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Terminology

Here’s a quick review of some terms you'll see in the AWS Control Tower documentation.

First, it's good to know that AWS Control Tower shares a lot of terminology with the AWS 
Organizations service, including the terms organization and organizational unit (OU), which appear 
throughout this document.

• For more information about organizations and OUs, see AWS Organizations terminology and 
concepts. If you're new to AWS Control Tower, that terminology is a good place to begin.

•  AWS Organizations is an AWS service that helps you centrally govern your environment as you 
grow and scale your workloads on AWS. AWS Control Tower relies on AWS Organizations to 
create accounts, to enforce preventive controls at the OU level, and to provide centralized billing.

• An AWS Account Factory account is an AWS account provisioned using Account Factory in AWS 
Control Tower. Sometimes, Account Factory is referred to informally as a “vending machine” for 
accounts.

• Your AWS Control Tower home Region is the AWS Region in which your AWS Control Tower 
landing zone was deployed. You can view your home Region in your landing zone settings.

• AWS Service Catalog allows you to manage commonly deployed IT services, centrally. In the 
context of this document, Account Factory uses AWS Service Catalog to provision new AWS 
accounts, including accounts from customized blueprints.

• AWS CloudFormation StackSets  are a type of resource that extends the functionality of stacks so 
that you can create, update, or delete stacks across multiple accounts and Regions with a single 
operation and a single CloudFormation template.

• A   stack instance is a reference to a stack in a target account within a Region.

• A stack is a collection of AWS resources that you can manage as a single unit.

• An aggregator is an AWS Config resource type that collects AWS Config configuration and 
compliance data from multiple accounts and Regions within the organization, allowing you to 
view and query this compliance data within a single account.

• A conformance pack is a collection of AWS Config rules and remediation actions that can 
be deployed as a single entity in an account and a Region, or across an organization in AWS 
Organizations. You can use a conformance pack to help customize your AWS Control Tower 
environment. For technical blogs that provide more details, see Related information.

• A baseline in AWS Control Tower is a group of resources and specific configurations that you 
can apply to a target. Baseline targets may be organizational units (OUs) or landing zones. For 
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example, the baseline called AWSControlTowerBaseline is available to help register your OUs 
with AWS Control Tower.

• Blueprint: A blueprint is an artifact that encapsulates some metadata, which describes 
infrastructure components that are deployed within an account. For example, an AWS 
CloudFormation template can serve as a blueprint for an AWS Control Tower account.

• Drift: A change in a resource installed by and configured by AWS Control Tower. Resources 
without drift enable AWS Control Tower to function properly.

• Non-compliant resource: A resource that is in violation of an AWS Config rule that defines a 
particular detective control.

• Shared account: One of the three accounts that AWS Control Tower creates automatically when 
you set up your landing zone: the management account, the log archive account, and the audit 
account. You can choose customized names for the log archive account and the audit account, 
during setup.

• Member account: A member account belongs to the AWS Control Tower organization. The 
member account can be enrolled or unenrolled in AWS Control Tower. When a registered OU 
contains a mix of enrolled and unenrolled accounts:

• Preventive controls enabled on the OU apply to all accounts within it, including unenrolled 
ones. This is true because preventive controls are enforced with SCPs at the OU level, not the 
account level. For more information, see Inheritance for service control policies in the AWS 
Organizations documentation.

• Detective controls enabled on the OU do not apply to unenrolled accounts.

An account can be a member of only one organization at a time, and its charges are billed to 
the management account for that organization. A member account can be moved to the root 
container of an organization.

• AWS account: An AWS account acts as a resource container and resource isolation boundary. An 
AWS account can be associated with billing and payment. An AWS account is different than a 
user account (sometimes called an IAM user account) in AWS Control Tower. Accounts created 
through the Account Factory provisioning process are AWS accounts. AWS accounts also can be 
added to AWS Control Tower by means of the account enrollment or OU registration process.

• Control: A control (also known as a guardrail) is a high-level rule that provides ongoing 
governance for your overall AWS Control Tower environment. Each control enforces a single rule. 
Preventive controls are implemented with SCPs. Detective controls are implemented with AWS 
Config rules. Proactive controls are implemented with AWS CloudFormation hooks. For more 
information, see How controls work.
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• Landing zone: A landing zone is a cloud environment that offers a recommended starting point, 
including default accounts, account structure, network and security layouts, and so forth. From a 
landing zone, you can deploy workloads that utilize your solutions and applications.

• Nested OU: A nested OU in AWS Control Tower is an OU contained within another OU. A nested 
OU can have exactly one parent OU, and each account can be a member of exactly one OU. 
Nested OUs create a hierarchy. When you attach a policy to one of the OUs in the hierarchy, 
it flows down and affects all the OUs and accounts beneath it. A nested OU hierarchy in AWS 
Control Tower can be a maximum of five levels deep.

• Parent OU: The OU immediately above the current OU in the hierarchy. Each OU can have 
exactly one parent OU.

• Child OU: Any OU below the current OU in the hierarchy. An OU can have many child OUs.

• OU hierarchy: In AWS Control Tower, the hierarchy of nested OUs can have up to five levels. The 
order of nesting is referred to as Levels. The top of the hierarchy is designated as Level 1.

• Top-level OU: A top-level OU is any OU that's directly under the Root, not the Root itself. The 
Root is not considered an OU.

10
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Pricing

No additional charge exists for using AWS Control Tower. You only pay for the AWS services 
enabled by AWS Control Tower, and the services you use in your landing zone. For example, you 
pay for Service Catalog for provisioning accounts with Account Factory, and AWS CloudTrail for 
events tracked in your landing zone. For information about the pricing and fees associated with 
AWS Control Tower, see AWS Control Tower pricing.

If you are running ephemeral workloads from accounts in AWS Control Tower, you may see an 
increase in costs associated with AWS Config. For details, see AWS Config pricing. Contact your 
AWS account representative for more specific information about managing these costs. To learn 
more about how AWS Config works with AWS Control Tower, see Monitor resource changes with 
AWS Config.

If you implement AWS CloudTrail trails outside of AWS Control Tower, you can use them with AWS 
Control Tower. However, you may incur duplicate charges, if you also opt in to trails managed by 
AWS Control Tower. We do not recommend setting up external trails, unless you have a specific 
requirement. If you choose to opt in during landing zone setup or update, AWS Control Tower sets 
up and activates an organization-level CloudTrail trail for you in the management account. For 
information about managing CloudTrail costs, see Managing CloudTrail costs.
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Setting up

Before you use AWS Control Tower for the first time, follow the steps in this section to create 
an AWS account and protect your AWS Control Tower management account. For information on 
additional setup tasks specifically for AWS Control Tower, see Getting started with AWS Control 
Tower.

Sign up for AWS

When you sign up for Amazon Web Services (AWS), your AWS account is automatically signed up 
for all services in AWS, including AWS Control Tower. If you have an AWS account already, skip to 
the next task. If you don't have an AWS account, use the following procedure to create one.

Note your AWS account number, because you need it for other tasks.

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.

To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code 
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user 
has access to all AWS services and resources in the account. As a security best practice, assign 
administrative access to an administrative user, and use only the root user to perform tasks 
that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can 
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.
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Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity 
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Sign in to the AWS Management Console as the account owner by choosing Root user and 
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User 
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in 
the IAM User Guide.

Create an administrative user

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User 
Guide.

2. In IAM Identity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see 
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity 
Center User Guide.

Sign in as the administrative user

• To sign in with your IAM Identity Center user, use the sign-in URL that was sent to your email 
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in 
the AWS Sign-In User Guide.

Create an administrative user 13

https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html


AWS Control Tower User Guide

Security for your accounts

You can find additional guidance about how to set up best practices that protect the 
security of your AWS Control Tower accounts, in the AWS Organizations documentation.

• Best practices for the management account

• Best practices for member accounts

Next step

Getting started with AWS Control Tower
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Getting started with AWS Control Tower

This getting started procedure is intended for AWS Control Tower administrators. Follow this 
procedure when you're ready to set up your landing zone using the AWS Control Tower console or 
APIs.

If you are an AWS customer currently, but new to AWS Control Tower, you may wish to review the 
section called Plan your AWS Control Tower landing zone, before you proceed.

Topics

• AWS Control Tower quick start guide

• Prerequisite: Automated pre-launch checks for your management account

• Getting started with AWS Control Tower from the console

• Getting started with AWS Control Tower using APIs

• Next steps

AWS Control Tower quick start guide

If you are new to AWS, you can follow the steps in this section to get started quickly with AWS 
Control Tower. If you prefer to customize your AWS Control Tower environment right away, see 
Step 2. Configure and launch your landing zone .

Note

AWS Control Tower sets up paid services, such as AWS CloudTrail, AWS Config, Amazon 
CloudWatch, Amazon S3, and Amazon VPC. When used, these services may incur costs, as 
shown on the pricing page. The AWS management console shows you the usage of any 
paid services and the costs incurred. No additional costs are created by AWS Control Tower 
itself.

Before you begin

The most important decision to make before you begin the setup process is to choose your home 
Region. Your home Region is the AWS Region in which you'll run most of your workloads or store 
most of your data. It cannot be changed after you've set up your AWS Control Tower landing zone. 
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For more information about how to choose a home Region, see  Administrative tips for landing 
zone setup .

Note

By default, AWS Control Tower chooses the Region in which your account is operating 
currently as your home Region. You can see your current Region in the upper right of your 
AWS management console screen.

The quick start procedure assumes that you'll accept the default values for the resources in your 
AWS Control Tower environment. Many of these choices can be changed later. A few one-time 
choices are listed in the section called  Expectations for landing zone configuration .

If you've created a new AWS account, it automatically meets the required prerequisites for setting 
up AWS Control Tower. You can proceed through the steps that follow.

Quick start steps

1. Sign in to the AWS management console with your administrator user credentials.

2. Navigate to the AWS Control Tower console at https://console.aws.amazon.com/ 
controltower.

3. Verify that you are working in your desired home Region.

4. Choose Set up landing zone.

5. Follow the instructions in the console, accepting all the default values. You will need to type in 
the email address for your account, a log archive account, and an audit account.

6. Confirm your choices and choose Set up landing zone.

7. AWS Control Tower takes about 30 minutes to set up all of the resources in your landing zone.

For a more detailed version of how to set up AWS Control Tower, including ways to customize your 
environment, read and follow the procedures in the next few topics.

Note

If you are a first-time customer and you encounter a setup issue, contact AWS Support for 
diagnostic assistance.
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Prerequisite: Automated pre-launch checks for your 
management account

Before AWS Control Tower sets up the landing zone, it automatically runs a series of pre-launch 
checks in your account. There's no action required on your part for these checks, which ensure that 
your management account is ready for the changes that establish your landing zone. Here are the 
checks that AWS Control Tower runs before setting up a landing zone:

• The existing service limits for the AWS account must be sufficient for AWS Control Tower to 
launch. For more information, see Limitations and quotas in AWS Control Tower.

• The AWS account must be subscribed to the following AWS services:

• Amazon Simple Storage Service (Amazon S3)

• Amazon Elastic Compute Cloud (Amazon EC2)

• Amazon SNS

• Amazon Virtual Private Cloud (Amazon VPC)

• AWS CloudFormation

• AWS CloudTrail

• Amazon CloudWatch

• AWS Config

• AWS Identity and Access Management (IAM)

• AWS Lambda

Note

By default, all accounts are subscribed to these services.

Considerations for AWS IAM Identity Center (IAM Identity Center) 
customers

• If AWS IAM Identity Center (IAM Identity Center) is already set up, the AWS Control Tower home 
Region must be the same as the IAM Identity Center Region.

• IAM Identity Center can be installed only in the management account of an organization.
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• Three options apply to your IAM Identity Center directory, based on the identity source you 
choose:

• IAM Identity Center User Store: If AWS Control Tower is set up with IAM Identity Center, AWS 
Control Tower creates groups in the IAM Identity Center directory and provisions access to 
these groups, for the user you select, for member accounts.

• Active Directory: If IAM Identity Center for AWS Control Tower is set up with Active Directory, 
AWS Control Tower does not manage the IAM Identity Center directory. It does not assign 
users or groups to new AWS accounts.

• External Identity Provider: If IAM Identity Center for AWS Control Tower is set up with an 
external identity provider (IdP), AWS Control Tower creates groups in the IAM Identity Center 
directory and provisions access to these groups for the user you select for member accounts. 
You can specify an existing user from your external IdP in Account Factory during account 
creation, and AWS Control Tower gives this user access to the newly vended account when it 
synchronizes users of the same name between IAM Identity Center and the external IdP. You 
can also create groups in your external IdP to match the names of the default groups in AWS 
Control Tower. When you assign users to these groups, these users will have access to your 
enrolled accounts.

For more information about working with IAM Identity Center and AWS Control Tower see Things 
to know about IAM Identity Center accounts and AWS Control Tower

Considerations for AWS Config and AWS CloudTrail customers

• The AWS account cannot have trusted access enabled in the organization management account 
for AWS Config or CloudTrail. For information about how to disable trusted access, see the AWS 
Organizations documentation on how to enable or disable trusted access.

• If you have an existing AWS Config recorder, delivery channel, or aggregation setup in any 
existing accounts that you plan to enroll in AWS Control Tower, you must modify or remove 
these configurations before you start enrolling the accounts, after your landing zone is set up. 
This pre-check doesn't apply to the AWS Control Tower management account during landing 
zone launch. For more information, see Enroll accounts that have existing AWS Config resources.

• If you are running ephemeral workloads from accounts in AWS Control Tower, you may see an 
increase in costs associated with AWS Config. Contact your AWS account representative for more 
specific information about managing these costs.
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• When you enroll an account into AWS Control Tower, your account is governed by the AWS 
CloudTrail trail for the AWS Control Tower organization. If you have an existing deployment of a 
CloudTrail trail in the account, you may see duplicate charges unless you delete the existing trail 
for the account before you enroll it in AWS Control Tower. For information about organization-
level trails and AWS Control Tower, see Pricing.

Note

When launching, AWS Security Token Service (STS) endpoints must be activated in the 
management account, for all Regions governed by AWS Control Tower. Otherwise, the 
launch may fail midway through the configuration process.

Getting started with AWS Control Tower from the console

This getting started procedure is intended for AWS Control Tower administrators. Follow this 
procedure when you're ready to set up your landing zone using the AWS Control Tower console. 
From start to finish, it should take about half an hour. This procedure requires some prerequisites 
and three main steps.

If you are an AWS customer currently, but new to AWS Control Tower, you may wish to review the 
section called Plan your AWS Control Tower landing zone, before you proceed.

Topics

• Step 1: Create your shared account email addresses

• Expectations for landing zone configuration

• Step 2. Configure and launch your landing zone

• Step 3. Review and set up the landing zone

Step 1: Create your shared account email addresses

If you're setting up your landing zone in a new AWS account, see Setting up.

• To set up your landing zone with new shared accounts, AWS Control Tower requires two unique 
email addresses that aren't already associated with an AWS account. Each of these email 
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addresses will serve as a collaborative inbox -- a shared email account -- intended for the various 
users in your enterprise that will do specific work related to AWS Control Tower.

• If you are setting up AWS Control Tower for the first time, and if you are bringing existing 
security and log archive accounts into AWS Control Tower, you can enter the current email 
addresses of the existing AWS accounts.

The email addresses are required for:

• Audit account – This account is for your team of users that need access to the audit information 
made available by AWS Control Tower. You can also use this account as the access point for third-
party tools that will perform programmatic auditing of your environment to help you audit for 
compliance purposes.

• Log archive account – This account is for your team of users that need access to all the logging 
information for all of your enrolled accounts within registered OUs in your landing zone.

These accounts are set up in the Security OU when you create your landing zone. As a best 
practice, we recommend that when you perform actions in these accounts, you should use an IAM 
Identity Center user with the appropriately scoped permissions.

Note

If you specify existing AWS accounts as your audit and log archive accounts, the existing 
accounts must pass some pre-launch checks to ensure that no resources are in conflict 
with AWS Control Tower requirements. If these checks are not successful, your landing 
zone setup may not succeed. In particular, the accounts must not have existing AWS Config 
resources. For more information, see Considerations for bringing existing security or 
logging accounts.

For the sake of clarity, this User Guide always refers to the shared accounts by their default names:
log archive and audit. As you read this document, remember to substitute the customized names 
you give to these accounts initially, if you choose to customize them. You can view your accounts 
with their customized names on the Account details page.
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Note

We are changing our terminology regarding the default names of some AWS Control Tower 
organizational units (OUs) to align with the AWS multi-account strategy. You may notice 
some inconsistencies while we are making a transition to improve the clarity of these 
names. The Security OU was formerly called the Core OU. The Sandbox OU was formerly 
called the Custom OU.

Expectations for landing zone configuration

The process of setting up your AWS Control Tower landing zone has multiple steps. Certain aspects 
of your AWS Control Tower landing zone are configurable. Other choices cannot be changed after 
setup.

Key items to configure during setup

• You can select your top-level OU names during setup, and you also can change OU names after 
you've set up your landing zone. By default, the top-level OUs are named Security and Sandbox. 
For more information, see Guidelines to set up a well-architected environment.

• During setup, you can select customized names for the shared accounts that AWS Control Tower 
creates, called log archive and audit by default, but you cannot change these names after setup. 
(This is a one-time selection.)

• During setup, you can optionally specify existing AWS accounts for AWS Control Tower to use 
as audit and log archive accounts. If you plan to specify existing AWS accounts, and if those 
accounts have existing AWS Config resources, you must delete the existing AWS Config resources 
before you can enroll the accounts into AWS Control Tower. (This is a one-time selection.)

• If you are setting up for the first time, or if you're upgrading to landing zone version 3.0, you can 
choose whether to allow AWS Control Tower to set up an organization-level AWS CloudTrail trail 
for your organization, or you can opt out of trails that are managed by AWS Control Tower and 
manage your own CloudTrail trails. You can opt into or opt out of organization-level trails that 
are managed by AWS Control Tower any time you update your landing zone.

• You can optionally set a customized retention policy for your Amazon S3 log bucket and log 
access bucket, when you set up or update your landing zone.

• You can optionally specify a previously-defined blueprint to use for provisioning customized 
member accounts from the AWS Control Tower console. You can customize accounts later if you 

Expectations for landing zone configuration 21



AWS Control Tower User Guide

do not have a blueprint available. See Customize accounts with Account Factory Customization 
(AFC).

Configuration choices that cannot be undone

• You cannot change your home Region after you've set up your landing zone.

• If you're provisioning Account Factory accounts with VPCs, VPC CIDRs can't be changed after they 
are created.

Step 2. Configure and launch your landing zone

Before you launch your AWS Control Tower landing zone, determine the most appropriate home 
Region. For more information, see  Administrative tips for landing zone setup .

Important

Changing your home Region after you have deployed your AWS Control Tower landing zone 
requires decommissioning as well as the assistance of AWS Support. This practice is not 
recommended.

Learn how to configure and launch your landing zone using the AWS CLI in Getting started with 
AWS Control Tower using APIs.

To configure and launch your landing zone in the console, perform the following series of steps.

Prepare: Navigate to the AWS Control Tower console

1. Open a web browser, and navigate to the AWS Control Tower console at https:// 
console.aws.amazon.com/controltower.

2. In the console, verify that you are working in your desired home Region for AWS Control 
Tower. Then choose Set up your landing zone.

Step 2a. Review and select your AWS Regions

Be sure you've correctly designated the AWS Region that you select for your home Region. After 
you've deployed AWS Control Tower, you can't change the home Region.
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In this section of the setup process, you can add any additional AWS Regions that you require. You 
can add more Regions at a later time, if needed, and you can remove Regions from governance.

To select additional AWS Regions to govern

1. The panel shows you the current Region selections. Open the dropdown menu to see a list of 
additional Regions available for governance.

2. Check the box next to each Region to bring into governance by AWS Control Tower. Your home 
Region selection is not editable.

To deny access to certain Regions

To deny access to AWS resources and workloads in certain AWS Regions, select Enabled in the 
section for the Region deny control. By default, the setting for this control is Not enabled.

Step 2b. Configure your organizational units (OUs)

If you accept the default names of these OUs, there's no action you need to take for setup to 
continue. To change the names of the OUs, enter the new names directly in the form field.

• Foundational OU – AWS Control Tower relies upon a Foundational OU that is initially named 
the Security OU. You can change the name of this OU during initial setup and afterward, from 
the OU details page. This Security OU contains your two shared accounts, which by default are 
called the log archive account and the audit account.

• Additional OU – AWS Control Tower can set up one or more Additional OUs for you. We 
recommend that you provision at least one Additional OU in your landing zone, besides the
Security OU. If this Additional OU is intended for development projects, we recommend that you 
name it the Sandbox OU, as given in the Guidelines to set up a well-architected environment. If 
you already have an existing OU in AWS Organizations, you may see the option to skip setting up 
an Additional OU in AWS Control Tower.

Step 2c. Configure your shared accounts, logging, and encryption

In this section of the setup process, the panel shows the default selections for the names of your 
shared AWS Control Tower accounts. These accounts are an essential part of your landing zone. Do 
not move or delete these shared accounts. You can choose customized names for the audit and
log archive accounts during setup. Alternatively, you have a one-time option to specify existing 
AWS accounts as your shared accounts.
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You must provide unique email addresses for your log archive and audit accounts, and you can 
verify the email address that you previously provided for your management account. Choose the
Edit button to change the editable default values.

About the shared accounts

• The management account – The AWS Control Tower management account is part of the Root 
level. The management account allows for AWS Control Tower billing. The account also has 
administrator permissions for your landing zone. You cannot create separate accounts for billing 
and for administrator permissions in AWS Control Tower.

The email address shown for the management account is not editable during this phase of setup. 
It is shown as a confirmation, so you can check that you're editing the correct management 
account, in case you have multiple accounts.

• The two shared accounts – You can choose customized names for these two accounts, or bring 
your own accounts, and you must supply a unique email address for each account, either new or 
existing. If you choose to have AWS Control Tower create new shared accounts for you, the email 
addresses must not already have associated AWS accounts.

To configure the shared accounts, fill in the requested information.

1. At the console, enter a name for the account initially called the log archive account. Many 
customers decide to keep the default name for this account.

2. Provide a unique email address for this account.

3. Enter a name for the account initially called the audit account. Many customers choose to call 
it the Security account.

4. Provide a unique email address for this account.

Optionally configure log retention

During this phase of setup, you can customize the log retention policy for Amazon S3 buckets 
that store your AWS CloudTrail logs in AWS Control Tower, in increments of days or years, up to a 
maximum of 15 years. If you choose not to customize your log retention, the default settings are 
one year for standard account logging and 10 years for access logging. This feature also is available 
when you update or repair your landing zone.
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Optionally self-manage AWS account access

You can select whether AWS Control Tower sets up AWS account access with AWS Identity and 
Access Management (IAM), or whether to self-manage AWS account access—either with AWS IAM 
Identity Center users, roles, and permissions that you can set up and customize on your own, or 
with another method such as an external IdP, either for direct account federation or federation to 
multiple accounts by means of IAM Identity Center. You can change this selection later.

By default, AWS Control Tower sets up AWS IAM Identity Center for your landing zone, in 
alignment with best-practices guidance defined in Organizing your AWS environment using 
multiple accounts. Most customers choose the default. Alternative access methods are required 
sometimes, for regulatory compliance in specific industries or countries, or in AWS Regions where 
AWS IAM Identity Center is not available.

Selection of identity providers at the account level is not supported. This option applies only for 
the landing zone as a whole.

For more information, see IAM Identity Center guidance.

Optionally configure AWS CloudTrail trails

As a best practice, we recommend that you set up logging. If you wish to allow AWS Control Tower 
to set up an organization-level CloudTrail trail and manage it for you, choose Opt in. If you wish 
to manage logging with your own CloudTrail trails or a third-party logging tool, choose Opt out. 
Confirm your selection when requested to do so in the console. You can change your selection, and 
opt into, or opt out of, organization-level trails when you update your landing zone.

You can set up and manage your own CloudTrail trails at any time, including organization-level and 
account-level trails. If you set up duplicate CloudTrail trails, you may incur duplicate costs when 
CloudTrail events are logged.

Optionally configure AWS KMS keys

If you wish to encrypt and decrypt your resources with an AWS KMS encryption key, select the 
checkbox. If you have existing keys, you'll be able to select them from identifiers displayed in a 
dropdown menu. You can generate a new key by choosing Create a key. You can add or change a 
KMS key any time you update your landing zone.

When you select Set up landing zone, AWS Control Tower performs a pre-check to validate your 
KMS key. The key must meet these requirements:
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• Enabled

• Symmetric

• Not a multi-Region key

• Has correct permissions added to the policy

• Key is in the management account

You may see an error banner if the key does not meet these requirements. In that case, choose 
another key or generate a key. Be sure to edit the key's permissions policy, as described in the next 
section.

Update the KMS key policy

Before you can update a KMS key policy, you must create a KMS key. For more information, see
Creating a key policy in the AWS Key Management Service Developer Guide.

To use a KMS key with AWS Control Tower, you must update the default KMS key policy by adding 
the minimum required permissions for AWS Config and AWS CloudTrail. As a best practice, we 
recommend that you include the minimum required permissions in any policy. When updating a 
KMS key policy, you can add permissions as a group in a single JSON statement or line by line.

The procedure describes how to update the default KMS key policy in the AWS KMS console by 
adding policy statements that allow AWS Config and CloudTrail to use AWS KMS for encryption. 
The policy statements require that you include the following information:

• YOUR-MANAGEMENT-ACCOUNT-ID – the ID of the management account in which AWS Control 
Tower will be set up.

• YOUR-HOME-REGION – the home Region that you will select when setting up AWS Control Tower.

• YOUR-KMS-KEY-ID – the KMS key ID that will be used with the policy.

To update the KMS key policy

1. Open the AWS KMS console at https://console.aws.amazon.com/kms

2. From the navigation pane, choose Customer managed keys.

3. In the table, select the key that you want to edit.

4. In the Key policy tab, make sure that you can view the key policy. If you can't view the key 
policy, choose Switch to policy view.
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5. Choose Edit, and update the default KMS key policy by adding the following policy statements 
for AWS Config and CloudTrail.

AWS Config policy statement

{ 
    "Sid": "Allow Config to use KMS for encryption", 
    "Effect": "Allow", 
    "Principal": { 
        "Service": "config.amazonaws.com" 
    }, 
    "Action": [ 
        "kms:Decrypt", 
        "kms:GenerateDataKey" 
    ], 
    "Resource": "arn:aws:kms:YOUR-HOME-REGION:YOUR-MANAGEMENT-ACCOUNT-ID:key/YOUR-
KMS-KEY-ID"
}

CloudTrail policy statment

{ 
    "Sid": "Allow CloudTrail to use KMS for encryption", 
    "Effect": "Allow", 
    "Principal": { 
        "Service": "cloudtrail.amazonaws.com" 
    }, 
    "Action": [ 
        "kms:GenerateDataKey*", 
        "kms:Decrypt" 
    ], 
    "Resource": "arn:aws:kms:YOUR-HOME-REGION:YOUR-MANAGEMENT-ACCOUNT-ID:key/YOUR-
KMS-KEY-ID", 
    "Condition": { 
        "StringEquals": { 
            "aws:SourceArn": "arn:aws:cloudtrail:YOUR-HOME-REGION:YOUR-MANAGEMENT-
ACCOUNT-ID:trail/aws-controltower-BaselineCloudTrail" 
        }, 
        "StringLike": { 
            "kms:EncryptionContext:aws:cloudtrail:arn": "arn:aws:cloudtrail:*:YOUR-
MANAGEMENT-ACCOUNT-ID:trail/*" 
        } 
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    }
}

6. Choose Save changes.

Example KMS key policy

The following example policy shows what your KMS key policy might look like after you add the 
policy statements that grant AWS Config and CloudTrail the minimum required permissions. The 
example policy doesn't include your default KMS key policy.

{ 
    "Version": "2012-10-17", 
    "Id": "CustomKMSPolicy", 
    "Statement": [ 
        { 
        ... YOUR-EXISTING-POLICIES ... 
        }, 
        { 
            "Sid": "Allow Config to use KMS for encryption", 
            "Effect": "Allow", 
            "Principal": { 
                "Service": "config.amazonaws.com" 
            }, 
            "Action": [ 
                "kms:Decrypt", 
                "kms:GenerateDataKey" 
            ], 
            "Resource": "arn:aws:kms:YOUR-HOME-REGION:YOUR-MANAGEMENT-ACCOUNT-
ID:key/YOUR-KMS-KEY-ID" 
        }, 
        { 
            "Sid": "Allow CloudTrail to use KMS for encryption", 
            "Effect": "Allow", 
            "Principal": { 
                "Service": "cloudtrail.amazonaws.com" 
            }, 
            "Action": [ 
                "kms:GenerateDataKey*", 
                "kms:Decrypt" 
              ], 
            "Resource": "arn:aws:kms:YOUR-HOME-REGION:YOUR-MANAGEMENT-ACCOUNT-
ID:key/YOUR-KMS-KEY-ID", 
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            "Condition": { 
                "StringEquals": { 
                    "aws:SourceArn": "arn:aws:cloudtrail:YOUR-HOME-REGION:YOUR-
MANAGEMENT-ACCOUNT-ID:trail/aws-controltower-BaselineCloudTrail" 
                }, 
                "StringLike": { 
                    "kms:EncryptionContext:aws:cloudtrail:arn": 
 "arn:aws:cloudtrail:*:YOUR-MANAGEMENT-ACCOUNT-ID:trail/*" 
                } 
            } 
        } 
    ]
} 
                     

To view other example policies, see the following pages:

• Granting encrypt permissions in the AWS CloudTrail User Guide.

• Required Permissions for the KMS Key When Using Service-Linked RolesS3 Bucket Delivery) in 
the AWS Config Developer Guide.

Protect against attackers

For more information about how to help protect against attackers when you grant 
permissions to other AWS service principals, see Optional conditions for your role trust 
relationships. By adding certain conditions to your policies, you can help prevent a specific 
type of attack, known as a confused deputy attack, which occurs if an entity coerces a 
more-privileged entity to perform an action, such as with cross-service impersonation. For 
general information about policy conditions, also see Specifying conditions in a policy.

The AWS Key Management Service (AWS KMS) allows you to create multi-Region KMS keys and 
asymmetric keys; however, AWS Control Tower does not support multi-Region keys or asymmetric 
keys. AWS Control Tower performs a pre-check of your existing keys. You may see an error message 
if you select a multi-Region key or an asymmetric key. In that case, generate another key for use 
with AWS Control Tower resources.

For more information about AWS KMS, see  the AWS KMS Developer Guide.

Note that customer data in AWS Control Tower is encrypted at rest, by default, using SSE-S3.
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Optionally configure and create customized member accounts

When you follow the Create account workflow to add your member accounts, you can optionally 
specify a previously-defined blueprint to use for provisioning customized member accounts from 
the AWS Control Tower console. You can customize accounts later if you do not have a blueprint 
available. See Customize accounts with Account Factory Customization (AFC).

Step 3. Review and set up the landing zone

The next section in the setup shows you the permissions that AWS Control Tower requires for 
your landing zone. Choose a checkbox to expand each topic. You'll be asked to agree to these 
permissions, which may affect multiple accounts, and to agree to the overall Terms of Service.

To finalize

1. At the console, review the Service permissions, and when you're ready, choose I understand 
the permissions AWS Control Tower will use to administer AWS resources and enforce rules 
on my behalf.

2. To finalize your selections and initialize launch, choose Set up landing zone.

This series of steps starts the process of setting up your landing zone, which can take about thirty 
minutes to complete. During setup, AWS Control Tower creates your Root level, the Security OU, 
and the shared accounts. Other AWS resources are created, modified, or deleted.

Confirm SNS subscriptions

The email address you provided for the audit account will receive AWS Notification – 
Subscription Confirmation emails from every AWS Region supported by AWS Control 
Tower. To receive compliance emails in your audit account, you must choose the Confirm 
subscription link within each email from each AWS Region supported by AWS Control 
Tower.

Getting started with AWS Control Tower using APIs

This getting started procedure is intended for AWS Control Tower administrators. This procedure 
requires some prerequisites and includes two main steps.
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In this procedure, you will use APIs from AWS Control Tower and other AWS services to configure 
and launch a landing zone. These APIs allow you to create a AWS Control Tower environment 
programatically, either through the AWS CloudFormation console, or through the AWS CLI.

Before you launch your AWS Control Tower landing zone, perform these prerequisite tasks:

• Determine the most appropriate home Region. For more information, see  Administrative tips for 
landing zone setup .

• Review  Prerequisite: Automated pre-launch checks for your management account  to learn 
about the automated pre-launch checks that make sure your management account is ready for 
changes that establish your landing zone.

Topics

• Expectations for landing zone configuration with APIs

• Step 1: Configure your landing zone

• Step 2: Launch your landing zone

• Identify your landing zone

• Update your landing zone

• Reset the landing zone to resolve drift

• Decommission your landing zone

• Examples: Set up an AWS Control Tower landing zone with APIs only

• Launching a landing zone using AWS CloudFormation

Expectations for landing zone configuration with APIs

The process of setting up your AWS Control Tower landing zone has multiple steps. Certain aspects 
of your AWS Control Tower landing zone are configurable. Other choices cannot be changed after 
setup.

Key items to configure during setup

• You can select your Foundational OU names during setup, and you also can change OU names 
after you've set up your landing zone. By default, the Foundational OUs are named Security and
Sandbox. For more information, see Guidelines to set up a well-architected environment.
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• During setup, you can select customized names for the shared accounts that AWS Control Tower 
creates, called log archive and audit by default, but you cannot change these names after setup. 
(This is a one-time selection.)

• During setup with APIs, you must specify existing AWS accounts for AWS Control Tower to use as 
audit and log archive accounts. To specify existing AWS accounts, if those accounts have existing 
AWS Config resources, you must delete or modify the existing AWS Config resources before you 
can enroll the accounts into AWS Control Tower. (This is a one-time selection.)

• If you are setting up for the first time, or if you're upgrading to landing zone version 3.0, you can 
choose whether to allow AWS Control Tower to set up an organization-level AWS CloudTrail trail 
for your organization, or you can opt out of trails that are managed by AWS Control Tower and 
manage your own CloudTrail trails. You can opt into or opt out of organization-level trails that 
are managed by AWS Control Tower any time you update your landing zone.

• You can optionally set a customized retention policy for your Amazon S3 log bucket and log 
access bucket, when you set up or update your landing zone.

Configuration choices that cannot be undone

• You cannot change your home Region after you've set up your landing zone.

• If you're provisioning accounts with VPCs, VPC CIDRs can't be changed after they are created.

The next sections give the setup prerequisites and steps in detail, with explanations and caveats. 
For additional code examples, see Examples: Set up an AWS Control Tower landing zone with APIs 
only.

Step 1: Configure your landing zone

The process of setting up your AWS Control Tower landing zone has multiple steps. Certain aspects 
of your AWS Control Tower landing zone are configurable, but other choices cannot be changed 
after setup. To learn more about these important considerations prior to launching your landing 
zone, review  Expectations for landing zone configuration .

Before using the AWS Control Tower landing zone APIs, you must first call APIs from other AWS 
services to configure your landing zone prior to launch. The process includes three main steps:

• creating a new AWS Organizations organization,

• setting up your shared account email addresses,
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• and creating an IAM role or IAM Identity Center user with the required permissions to call the 
landing zone APIs.

Step 1. Create the organization that will contain your landing zone:

1. Call the AWS Organizations CreateOrganization API and enable all features to create the
Foundational OU. AWS Control Tower initially names this the Security OU. This Security OU 
contains your two shared accounts, which by default are called the log archive account and the
audit account.

aws organizations create-organization --feature-set ALL

AWS Control Tower can set up one or more Additional OUs. We recommend that you provision 
at least one Additional OU in your landing zone, besides the Security OU. If this Additional OU is 
intended for development projects, we recommend that you name it the Sandbox OU, as given 
in the AWS multi-account strategy for your AWS Control Tower landing zone.

Step 2. Provision shared accounts if needed:

To set up your landing zone, AWS Control Tower requires two email addresses. If you are using 
landing zone APIs to set up AWS Control Tower for the first time, you must use existing security 
and log archive AWS accounts. You can use the current email addresses of the existing AWS 
accounts. Each of these email addresses will serve as a collaborative inbox -- a shared email 
account -- intended for the various users in your enterprise that will do specific work related to 
AWS Control Tower.

To begin setting up a new landing zone, if you don't have existing AWS accounts, you can provision 
the security and log archive AWS accounts using AWS Organizations APIs.

1. Call the AWS Organizations CreateAccount API to create the Log archive account and Audit
account in the Security OU.

aws organizations create-account --email mylog@example.com --account-name "Logging 
 Account"

aws organizations create-account --email mysecurity@example.com --account-name 
 "Security Account"
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2. (Optional) Check the status of the CreateAccount operation using the AWS Organizations
DescribeAccount API.

Step 3. Create the required service roles

Create the following IAM service roles that enable AWS Control Tower to perform the API calls 
required to set up your landing zone:

• AWSControlTowerAdmin

• AWSControlTowerCloudTrailRole

• AWSControlTowerStackSetRole

• AWSControlTowerConfigAggregatorRoleForOrganizations

For more information about these roles and their policies, see Using identity-based policies (IAM 
policies) for AWS Control Tower.

To create an IAM role:

1. Create an IAM role with the necessary permissions to call all landing zone APIs. Alternatively, you 
can create an IAM Identity Center user and assign the necessary permissions.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "controltower:CreateLandingZone", 
                "controltower:UpdateLandingZone", 
                "controltower:ResetLandingZone", 
                "controltower:DeleteLandingZone", 
                "controltower:GetLandingZoneOperation", 
                "controltower:GetLandingZone", 
                "controltower:ListLandingZones", 
                "controltower:ListTagsForResource", 
                "controltower:TagResource", 
                "controltower:UntagResource", 
                "servicecatalog:*", 
                "organizations:*", 
                "sso:*", 
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                "sso-directory:*", 
                "logs:*", 
                "cloudformation:*", 
                "kms:*", 
                "iam:GetRole", 
                "iam:CreateRole", 
                "iam:GetSAMLProvider", 
                "iam:CreateSAMLProvider", 
                "iam:CreateServiceLinkedRole", 
                "iam:ListRolePolicies", 
                "iam:PutRolePolicy", 
                "iam:ListAttachedRolePolicies", 
                "iam:AttachRolePolicy", 
                "iam:DeleteRole", 
                "iam:DeleteRolePolicy", 
                "iam:DetachRolePolicy" 
            ], 
            "Resource": "*" 
        } 
    ]
}

Step 2: Launch your landing zone

The AWS Control Tower CreateLandingZone API requires a landing zone version and a manifest 
file as input parameters. You can use the manifest file to configure the following features:

• Optionally configure log retention

• Optionally self-manage AWS account access

• Optionally configure AWS CloudTrail trails

• Optionally configure AWS KMS keys

After compiling your manifest file, you're ready to create a new landing zone.
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Note

AWS Control Tower does not support the Region deny control when using APIs to configure 
and launch a landing zone. After successfully launching your landing zone using APIs, you 
can use the AWS Control Tower console to Configure the Region deny control.

1. Call the AWS Control Tower CreateLandingZone API. This API requires a landing zone version 
and a manifest file as input.

aws controltower create-landing-zone --landing-zone-version 3.2 --manifest "file://
LandingZoneManifest.json"

Example LandingZoneManifest.json manifest:

{ 
   "governedRegions": ["us-west-2","us-west-1"], 
   "organizationStructure": { 
       "security": { 
           "name": "CORE" 
       }, 
       "sandbox": { 
           "name": "Sandbox" 
       } 
   }, 
   "centralizedLogging": { 
        "accountId": "222222222222", 
        "configurations": { 
            "loggingBucket": { 
                "retentionDays": 60 
            }, 
            "accessLoggingBucket": { 
                "retentionDays": 60 
            }, 
            "kmsKeyArn": "arn:aws:kms:us-west-1:123456789123:key/
e84XXXXX-6bXX-49XX-9eXX-ecfXXXXXXXXX" 
        }, 
        "enabled": true 
   }, 
   "securityRoles": { 
        "accountId": "333333333333" 
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   }, 
   "accessManagement": { 
        "enabled": true 
   }
}

Note

As shown in the example, the AccountId for the CentralizedLogging and SecurityRoles 
accounts must be different.

Output:

{ 
   "arn": "arn:aws:controltower:us-west-2:123456789012:landingzone/1A2B3C4D5E6F7G8H", 
   "operationIdentifier": "55XXXXXX-e2XX-41XX-a7XX-446XXXXXXXXX"
}

2. Call the GetLandingZoneOperation API to check the status of the CreateLandingZone
operation. The GetLandingZoneOperation API returns a status of SUCCEEDED, FAILED, or
IN_PROGRESS.

aws controltower get-landing-zone-operation --operation-identifier "55XXXXXX-
eXXX-4XXX-aXXX-44XXXXXXXXXX"

Output:

{ 
    "operationDetails": { 
        "operationType": "CREATE", 
        "startTime": "Thu Nov 09 20:39:19 UTC 2023", 
        "endTime": "Thu Nov 09 21:02:01 UTC 2023", 
        "status": "SUCCEEDED" 
    }
}

3. When the status returns as SUCCEEDED, you can call the GetLandingZone API to review the 
landing zone configuration.
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aws controltower get-landing-zone --landing-zone-identifier "arn:aws:controltower:us-
west-2:123456789123:landingzone/1A2B3C4D5E6F7G8H"

Output:

{ 
    "landingZone": { 
        "arn": "arn:aws:controltower:us-
west-2:123456789012:landingzone/1A2B3C4D5E6F7G8H", 
        "driftStatus": { 
            "status": "IN_SYNC" 
        }, 
        "latestAvailableVersion": "3.2", 
        "manifest": { 
            "accessManagement": { 
                "enabled": true 
            }, 
            "securityRoles": { 
                "accountId": "333333333333" 
            }, 
            "governedRegions": [ 
                "us-west-1", 
                "eu-west-3", 
                "us-west-2" 
            ], 
            "organizationStructure": { 
                "sandbox": { 
                    "name": "Sandbox" 
                }, 
                "security": { 
                    "name": "CORE" 
                } 
            }, 
            "centralizedLogging": { 
                "accountId": "222222222222", 
                "configurations": { 
                    "loggingBucket": { 
                        "retentionDays": 60 
                    }, 
                    "kmsKeyArn": "arn:aws:kms:us-west-1:123456789123:key/
e84XXXXX-6bXX-49XX-9eXX-ecfXXXXXXXXX", 
                    "accessLoggingBucket": { 
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                        "retentionDays": 60 
                    } 
                }, 
                "enabled": true 
            } 
        }, 
        "status": "PROCESSING", 
        "version": "3.2" 
    }
}

Identify your landing zone

Calling ListLandingZones can help you determine if your account is already set up with AWS 
Control Tower. This API returns one landing zone identifier (ARN) across any commercial region, 
regardless of the landing zone's home region. Landing zone ARNs are regionally unique.

aws controltower list-landing-zones --region us-east-1

For opt-in regions, the ListLandingZones API only returns the landing zone identifier if you call 
the API in the same region as the API's home region. For example, if your landing zone is set up in af-
south-1 and you call ListLandingZones in af-south-1, the API returns the landing zone identifier. 
If your landing zone is set up in af-south-1 and you call ListLandingZones in ap-east-1, the API
does not return the landing zone identifier.

Output:

{ 
   "landingZones" [ 
        "arn": "arn:aws:controltower:us-
west-2:123456789123:landingzone/1A2B3C4D5E6F7G8H" 
   ]
}

Update your landing zone

When a new landing zone version is available, or to make other updates to your landing zone 
configuration, you can call the UpdateLandingZone API and reference an updated manifest 
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file. This API returns an OperationIdentifier, which you can then use when calling the
GetLandingZoneOperation API to check the update operation's status.

To update the landing zone

1. Call the AWS Control Tower UpdateLandingZone API and refer to the updated landing zone 
version or your updated manifest.

aws controltower update-landing-zone --landing-zone-version 3.3 --landing-zone-
identifier "arn:aws:controltower:us-west-2:123456789123:landingzone/1A2B3C4D5E6F7G8H" 
 --manifest file://LandingZoneManifest.json

LandingZoneManifest.json:

{ 
   "governedRegions": ["us-west-2","us-west-1"], 
   "organizationStructure": { 
       "security": { 
           "name": "CORE" 
       }, 
       "sandbox": { 
           "name": "Sandbox" 
       } 
   }, 
   "centralizedLogging": { 
        "accountId": "222222222222", 
        "configurations": { 
            "loggingBucket": { 
                "retentionDays":2555 
            }, 
            "accessLoggingBucket": { 
                "retentionDays": 2555 
            }, 
            "kmsKeyArn": "arn:aws:kms:us-west-1:123456789123:key/
e84XXXXX-6bXX-49XX-9eXX-ecfXXXXXXXXX" 
        }, 
        "enabled": true 
   }, 
   "securityRoles": { 
        "accountId": "333333333333" 
   }, 
   "accessManagement": { 
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        "enabled": true 
   }
}

Output:

{ 
   "operationIdentifier": "55XXXXXX-e2XX-41XX-a7XX-446XXXXXXXXX"
}

Optionally Re-register OU to update accounts

For registered AWS Control Tower OUs with fewer than 300 accounts, you can use the AWS 
Control Tower console access the OU page in the dashboard and select Re-register OU to 
update the accounts in that OU.

Reset the landing zone to resolve drift

When you create your landing zone, the landing zone and all the organizational units (OUs), 
accounts, and resources are compliant with the governance rules enforced by your chosen controls. 
As you and your organization members use the landing zone, changes in this compliance status 
may occur. These changes are called drift.

To identify if your landing zone is in drift, you can call the GetLandingZone API. This API returns 
the landing zone's drift status of DRIFTED or IN_SYNC.

To resolve drift within your landing zone you can use the ResetLandingZone API to reset the 
landing zone back to its original configuration. For example, AWS Control Tower enables IAM 
Identity Center by default to help you manage your AWS accounts-- but if you configure your 
original landing zone parameters with IAM Identity Center disabled, calling ResetLandingZone
maintains that disabled IAM Identity Center configuration.

You can only use the ResetLandingZone API if you are using the latest available landing zone 
version. You can call the GetLandingZone API and compare your landing zone version with the
latest available version. If necessary, you can  Update your landing zone  so your landing zone uses 
the latest available version.

Reset the landing zone to resolve drift 41



AWS Control Tower User Guide

1. Call the GetLandingZone API. If the API returns a drift status of DRIFTED, your landing zone is 
in drift.

2. Call the ResetLandingZone API to reset your landing zone to its original configuration.

aws controltower reset-landing-zone --landing-zone-identifier 
 "arn:aws:controltower:us-west-2:123456789123:landingzone/1A2B3C4D5E6F7G8H" 

Output:

{ 
   "operationIdentifier": "55XXXXXX-e2XX-41XX-a7XX-446XXXXXXXXX"
}

Note

Resetting the landing zone does not update the landing zone version. Review  Update your 
landing zone  for details about updating the landing zone version.

Decommission your landing zone

The process of cleaning up all of a landing zones resources is referred to as decommissioning a 
landing zone.

Important

We strongly recommend that you perform this decommissioning process only if you intend 
to stop using your landing zone. It is not possible to re-create your existing landing zone 
after you've decommissioned it.

For more details about decommissioning a landing zone, including important information about 
how AWS Control Tower handles your data and existing AWS Organizations, review Walkthrough: 
Decommission an AWS Control Tower Landing Zone.

To decommission a landing zone, call DeleteLandingZone API. This API returns an
OperationIdentifier, which you can then use when calling the GetLandingZoneOperation
API to check the delete operation's status.
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 aws controltower delete-landing-zone --landing-zone-identifier 
 "arn:aws:controltower:us-west-2:123456789012:landingzone/1A2B3C4D5E6F7G8H"

Output:

{ 
   "operationIdentifier": "55XXXXXX-e2XX-41XX-a7XX-446XXXXXXXXX"
}

Examples: Set up an AWS Control Tower landing zone with APIs only

This walkthrough of examples is a companion document. For explanations, caveats, and more 
information, see Getting started with AWS Control Tower using APIs.

Prerequisites

Before creating an AWS Control Tower landing zone, you must create an organization, two shared 
accounts, and some IAM roles. This walkthrough tutorial includes these steps, with example CLI 
commands and output.

Step 1. Create the organization and two required accounts.

aws organizations create-organization --feature-set ALL
aws organizations create-account --email example+log@example.com --account-name "Log 
 archive account"
aws organizations create-account --email example+aud@example.com --account-name "Audit 
 account" 
     

Step 2. Create the required IAM roles.

AWSControlTowerAdmin

cat <<EOF >controltower_trust.json
{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 

Examples: Set up an AWS Control Tower landing zone with APIs only 43

https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-apis.html


AWS Control Tower User Guide

      "Principal": { 
        "Service": "controltower.amazonaws.com" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}
EOF
aws iam create-role --role-name AWSControlTowerAdmin --path /service-role/ --assume-
role-policy-document file://controltower_trust.json
cat <<EOF >ct_admin_role_policy.json
{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Action": "ec2:DescribeAvailabilityZones", 
            "Resource": "*" 
        } 
    ]
}
EOF
aws iam put-role-policy --role-name AWSControlTowerAdmin --policy-name 
 AWSControlTowerAdminPolicy --policy-document file://ct_admin_role_policy.json
aws iam attach-role-policy --role-name AWSControlTowerAdmin --policy-arn 
 arn:aws:iam::aws:policy/service-role/AWSControlTowerServiceRolePolicy

AWSControlTowerCloudTrailRole

cat <<EOF >controltower_trust.json 
        { 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Principal": { 
                "Service": "cloudtrail.amazonaws.com" 
            }, 
            "Action": "sts:AssumeRole" 
        } 
    ]
}
EOF
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aws iam create-role --role-name AWSControlTowerCloudTrailRole --path /service-role/ --
assume-role-policy-document file://cloudtrail_trust.json
cat <<EOF >cloudtrail_role_policy.json
{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Action": "logs:CreateLogStream", 
            "Resource": "arn:aws:logs:*:*:log-group:aws-controltower/CloudTrailLogs:*", 
            "Effect": "Allow" 
        }, 
        { 
            "Action": "logs:PutLogEvents", 
            "Resource": "arn:aws:logs:*:*:log-group:aws-controltower/CloudTrailLogs:*", 
            "Effect": "Allow" 
        } 
    ]
}
EOF
aws iam put-role-policy --role-name AWSControlTowerCloudTrailRole --
policy-name AWSControlTowerCloudTrailRolePolicy --policy-document file://
cloudtrail_role_policy.json

AWSControlTowerStackSetRole

cat <<EOF >cloudformation_trust.json
{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Principal": { 
                "Service": "cloudformation.amazonaws.com" 
            }, 
            "Action": "sts:AssumeRole" 
        } 
    ]
}
EOF
aws iam create-role --role-name AWSControlTowerStackSetRole --path /service-role/ --
assume-role-policy-document file://cloudformation_trust.json
cat <<EOF >stackset_role_policy.json
{ 
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    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Action": [ 
                "sts:AssumeRole" 
            ], 
            "Resource": [ 
                "arn:aws:iam::*:role/AWSControlTowerExecution" 
            ], 
            "Effect": "Allow" 
        } 
    ]
}
EOF
aws iam put-role-policy --role-name AWSControlTowerStackSetRole --policy-name 
 AWSControlTowerStackSetRolePolicy --policy-document file://stackset_role_policy.json

AWSControlTowerConfigAggregatorRoleForOrganizations

cat <<EOF >config_trust.json
{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Principal": { 
                "Service": "config.amazonaws.com" 
            }, 
            "Action": "sts:AssumeRole" 
        } 
    ]
}
EOF
aws iam create-role --role-name AWSControlTowerConfigAggregatorRoleForOrganizations --
path /service-role/ --assume-role-policy-document file://config_trust.json
aws iam attach-role-policy --role-name 
 AWSControlTowerConfigAggregatorRoleForOrganizations --policy-arn 
 arn:aws:iam::aws:policy/service-role/AWSConfigRoleForOrganizations

Step 3. Get account IDs and generate the landing zone manifest file.

The first two commands in the following example store the account IDs for the accounts you 
created in Step 1 into variables. These variables then help generate the landing zone manifest file.
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sec_account_id=$(aws organizations list-accounts | jq -r '.Accounts[] | select(.Name == 
 "Audit account") | .Id')
log_account_id=$(aws organizations list-accounts | jq -r '.Accounts[] | select(.Name == 
 "Log archive account") | .Id')

cat <<EOF >landing_zone_manifest.json
{ 
   "governedRegions": ["us-west-1", "us-west-2"], 
   "organizationStructure": { 
       "security": { 
           "name": "Security" 
       }, 
       "sandbox": { 
           "name": "Sandbox" 
       } 
   }, 
   "centralizedLogging": { 
        "accountId": "$log_account_id", 
        "configurations": { 
            "loggingBucket": { 
                "retentionDays": 60 
            }, 
            "accessLoggingBucket": { 
                "retentionDays": 60 
            } 
        }, 
        "enabled": true 
   }, 
   "securityRoles": { 
        "accountId": "$sec_account_id" 
   }, 
   "accessManagement": { 
        "enabled": true 
   }
}
EOF

Step 4. Create the landing zone with the latest version.

You must set up the landing zone with the manifest file and the latest version. This example shows 
version 3.3.
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aws --region us-west-1 controltower create-landing-zone --manifest file://
landing_zone_manifest.json --landing-zone-version 3.3

The output will contain an arn and an operationIdentifier, as shown in the example that follows.

{ 
    "arn": "arn:aws:controltower:us-west-1:0123456789012:landingzone/4B3H0ULNUOL2AXXX", 
    "operationIdentifier": "16bb47f7-b7a2-4d90-bc71-7df4ca1201xx"
}

Step 5. (Optional) Track the status of your landing zone creation operation.

To track status, use the operationIdentifier from the previous create-landing-zone
command's output.

aws --region us-west-1 controltower get-landing-zone-operation --operation-identifier 
 16bb47f7-b7a2-4d90-bc71-7df4ca1201xx

Sample status output:

{ 
    "operationDetails": { 
        "operationType": "CREATE", 
        "startTime": "2024-02-28T21:49:31Z", 
        "status": "IN_PROGRESS" 
    }
}

You can use the following example script to help you set up a loop, which reports the operation's 
status over and over, like a log file. Then you don't need to keep entering the command.

while true; do echo "$(date) $(aws --region us-west-1 controltower get-landing-
zone-operation --operation-identifier 16bb47f7-b7a2-4d90-bc71-7df4ca1201xx | jq -
r .operationDetails.status)"; sleep 15; done

To show detailed information about your landing zone

Step 1. Find the ARN of the landing zone

aws --region us-west-1 controltower list-landing-zones
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Output will include the identifier of the landing zone, as shown in the following example of output.

{ 
    "landingZones": [ 
        { 
            "arn": "arn:aws:controltower:us-
west-1:123456789012:landingzone/4B3H0ULNUOL2AXXX" 
        } 
    ]
}

Step 2. Get the information

aws --region us-west-1 controltower get-landing-zone --landing-zone-identifier 
 arn:aws:controltower:us-west-1:123456789012:landingzone/4B3H0ULNUOL2AXXX

Here's an example of the kind of output you may see:

{ 
    "landingZone": { 
        "arn": "arn:aws:controltower:us-
west-1:123456789012:landingzone/4B3H0ULNUOL2AXXX", 
        "driftStatus": { 
            "status": "IN_SYNC" 
        }, 
        "latestAvailableVersion": "3.3", 
        "manifest": { 
            "accessManagement": { 
                "enabled": true 
            }, 
            "securityRoles": { 
                "accountId": "9750XXXX4444" 
            }, 
            "governedRegions": [ 
                "us-west-1", 
                "us-west-2" 
            ], 
            "organizationStructure": { 
                "sandbox": { 
                    "name": "Sandbox" 
                }, 
                "security": { 
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                    "name": "Security" 
                } 
            }, 
            "centralizedLogging": { 
                "accountId": "012345678901", 
                "configurations": { 
                    "loggingBucket": { 
                        "retentionDays": 60 
                    }, 
                    "accessLoggingBucket": { 
                        "retentionDays": 60 
                    } 
                }, 
                "enabled": true 
            } 
        }, 
        "status": "ACTIVE", 
        "version": "3.3" 
    }
}

Launching a landing zone using AWS CloudFormation

You can configure and launch a landing zone with AWS CloudFormation either through the AWS 
CloudFormation console, or through the AWS CLI. This section provides instructions and examples 
to launch a landing zone using APIs through AWS CloudFormation.

Topics

• Prerequisites for launching a landing zone using AWS CloudFormation

• Create a new landing zone using AWS CloudFormation

• Manage an existing landing zone using AWS CloudFormation

Prerequisites for launching a landing zone using AWS CloudFormation

1. From the AWS CLI, use the AWS Organizations CreateOrganization API to create an 
organization and enable all features.

For more detailed instructions, review  Step 1: Configure your landing zone .

2. From the AWS CloudFormation console or using the AWS CLI, deploy a AWS CloudFormation 
template that creates the following resources in the management account:
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• Log Archive account (sometimes called the "Logging" account)

• Audit account (sometimes called the "Security" account)

• The AWSControlTowerAdmin, AWSControlTowerCloudTrailRole,
AWSControlTowerConfigAggregatorRoleForOrganizations, and
AWSControlTowerStackSetRole service roles.

For information about how AWS Control Tower uses these roles to perform landing zone API 
calls, see Step 1: Configure your landing zone.

Parameters: 
  LoggingAccountEmail: 
    Type: String 
    Description: The email Id for centralized logging account 
  LoggingAccountName: 
    Type: String 
    Description: Name for centralized logging account 
  SecurityAccountEmail: 
    Type: String 
    Description: The email Id for security roles account 
  SecurityAccountName: 
    Type: String 
    Description: Name for security roles account
Resources: 
  MyOrganization: 
    Type: 'AWS::Organizations::Organization' 
    Properties: 
      FeatureSet: ALL 
  LoggingAccount: 
    Type: 'AWS::Organizations::Account' 
    Properties: 
      AccountName: !Ref LoggingAccountName 
      Email: !Ref LoggingAccountEmail 
  SecurityAccount: 
    Type: 'AWS::Organizations::Account' 
    Properties: 
      AccountName: !Ref SecurityAccountName 
      Email: !Ref SecurityAccountEmail 
  AWSControlTowerAdmin: 
    Type: 'AWS::IAM::Role' 
    Properties: 
      RoleName: AWSControlTowerAdmin 
      AssumeRolePolicyDocument: 
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        Version: 2012-10-17 
        Statement: 
          - Effect: Allow 
            Principal: 
              Service: controltower.amazonaws.com 
            Action: 'sts:AssumeRole' 
      Path: '/service-role/' 
      ManagedPolicyArns: 
        - !Sub >- 
          arn:${AWS::Partition}:iam::aws:policy/service-role/
AWSControlTowerServiceRolePolicy 
  AWSControlTowerAdminPolicy: 
    Type: 'AWS::IAM::Policy' 
    Properties: 
      PolicyName: AWSControlTowerAdminPolicy 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Effect: Allow 
            Action: 'ec2:DescribeAvailabilityZones' 
            Resource: '*' 
      Roles: 
        - !Ref AWSControlTowerAdmin 
  AWSControlTowerCloudTrailRole: 
    Type: 'AWS::IAM::Role' 
    Properties: 
      RoleName: AWSControlTowerCloudTrailRole 
      AssumeRolePolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Effect: Allow 
            Principal: 
              Service: cloudtrail.amazonaws.com 
            Action: 'sts:AssumeRole' 
      Path: '/service-role/' 
  AWSControlTowerCloudTrailRolePolicy: 
    Type: 'AWS::IAM::Policy' 
    Properties: 
      PolicyName: AWSControlTowerCloudTrailRolePolicy 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 'logs:CreateLogStream' 
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              - 'logs:PutLogEvents' 
            Resource: !Sub >- 
              arn:${AWS::Partition}:logs:*:*:log-group:aws-controltower/
CloudTrailLogs:* 
            Effect: Allow 
      Roles: 
        - !Ref AWSControlTowerCloudTrailRole 
  AWSControlTowerConfigAggregatorRoleForOrganizations: 
    Type: 'AWS::IAM::Role' 
    Properties: 
      RoleName: AWSControlTowerConfigAggregatorRoleForOrganizations 
      AssumeRolePolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Effect: Allow 
            Principal: 
              Service: config.amazonaws.com 
            Action: 'sts:AssumeRole' 
      Path: '/service-role/' 
      ManagedPolicyArns: 
        - !Sub arn:${AWS::Partition}:iam::aws:policy/service-role/
AWSConfigRoleForOrganizations 
  AWSControlTowerStackSetRole: 
    Type: 'AWS::IAM::Role' 
    Properties: 
      RoleName: AWSControlTowerStackSetRole 
      AssumeRolePolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Effect: Allow 
            Principal: 
              Service: cloudformation.amazonaws.com 
            Action: 'sts:AssumeRole' 
      Path: '/service-role/' 
  AWSControlTowerStackSetRolePolicy: 
    Type: 'AWS::IAM::Policy' 
    Properties: 
      PolicyName: AWSControlTowerStackSetRolePolicy 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 'sts:AssumeRole' 
            Resource: !Sub 'arn:${AWS::Partition}:iam::*:role/
AWSControlTowerExecution' 
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            Effect: Allow 
      Roles: 
        - !Ref AWSControlTowerStackSetRole

Outputs: 
  LogAccountId: 
    Value: 
      Fn::GetAtt: LoggingAccount.AccountId 
    Export: 
      Name: LogAccountId 
  SecurityAccountId: 
    Value: 
      Fn::GetAtt: SecurityAccount.AccountId 
    Export: 
      Name: SecurityAccountId

Create a new landing zone using AWS CloudFormation

From the AWS CloudFormation console or using the AWS CLI, deploy the following AWS 
CloudFormation template to create a landing zone.

Parameters: 
  Version: 
    Type: String 
    Description: The version number of Landing Zone 
  GovernedRegions: 
    Type: List 
    Description: List of governed regions 
  SecurityOuName: 
    Type: String 
    Description: The security Organizational Unit name 
  SandboxOuName: 
    Type: String 
    Description: The sandbox Organizational Unit name 
  CentralizedLoggingAccountId: 
    Type: String 
    Description: The AWS account ID for centralized logging 
  SecurityAccountId: 
    Type: String 
    Description: The AWS account ID for security roles 
  LoggingBucketRetentionPeriod: 
    Type: Number 
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    Description: Retention period for centralized logging bucket 
  AccessLoggingBucketRetentionPeriod: 
    Type: Number 
    Description: Retention period for access logging bucket 
  KMSKey: 
    Type: String 
    Description: KMS key ARN used by CloudTrail and Config service to encrypt data in 
 logging bucket
Resources: 
  MyLandingZone: 
    Type: 'AWS::ControlTower::LandingZone' 
    Properties: 
      Version: 
        Ref: Version 
      Tags: 
        - Key: "keyname1" 
          Value: "value1" 
        - Key: "keyname2" 
          Value: "value2" 
      Manifest: 
        governedRegions: 
          Ref: GovernedRegions 
        organizationStructure: 
          security: 
            name: 
              Ref: SecurityOuName 
          sandbox: 
            name: 
              Ref: SandboxOuName 
        centralizedLogging: 
          accountId: 
            Ref: CentralizedLoggingAccountId 
          configurations: 
            loggingBucket: 
              retentionDays: 
                Ref: LoggingBucketRetentionPeriod 
            accessLoggingBucket: 
              retentionDays: 
                Ref: AccessLoggingBucketRetentionPeriod 
            kmsKeyArn: 
              Ref: KMSKey     
          enabled: true 
        securityRoles: 
          accountId: 
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            Ref: SecurityAccountId 
        accessManagement: 
          enabled: true

Manage an existing landing zone using AWS CloudFormation

You can use AWS CloudFormation to manage a landing zone that you have already launched by 
importing the landing zone in a new or existing AWS CloudFormation stack. Review  Bringing 
existing resources into CloudFormation management for details and instructions.

To detect and resolve drift within a landing zone, you can use the AWS Control Tower console, the 
AWS CLI, or the ResetLandingZone API.

Next steps

Now that your landing zone is set up, it's ready for use.

To learn more about how you can use AWS Control Tower, see the following topics:

• For recommended administrative practices, see Best Practices.

• You can set up IAM Identity Center users and groups with specific roles and permissions. For 
recommendations, see  Recommendations for setting up groups, roles, and policies .

• To begin enrolling organizations and accounts from your AWS Organizations deployments, see
Govern existing organizations and accounts.

• Your end users can provision their own AWS accounts in your landing zone using Account 
Factory. For more information, see Permissions for configuring and provisioning accounts.

• To assure Compliance Validation for AWS Control Tower, your central cloud administrators can 
review log archives in the Log Archive account, and designated third-party auditors can review 
audit information in the Audit (shared) account, which is a member of the Security OU.

• To learn more about the capabilities of AWS Control Tower, see Related information.

• Try visiting a curated list of YouTube videos that explain more about how to use AWS Control 
Tower functionality.

• From time to time, you may need to update your landing zone to get the latest backend updates, 
the latest controls, and to keep your landing zone up-to-date. For more information, see
Configuration update management in AWS Control Tower.

• If you encounter issues while using AWS Control Tower, see Troubleshooting.
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Important

If you have not yet enabled MFA for your account's root user, do so now. For more 
information about best practices for the root user, see Best practices to protect your 
account's root user.
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Limitations and quotas in AWS Control Tower

This chapter covers the AWS service limitations and quotas that you should keep in mind as you 
use AWS Control Tower. If you're unable to set up your landing zone due to a service quota issue, 
contact AWS Support.

For more information about limitations that are specific to controls, see Control limitations.

Limitations in AWS Control Tower

This section describes known limitations and unsupported use cases in AWS Control Tower.

• AWS Control Tower has overall concurrency limitations. In general, one operation at a time is 
permitted. Two exceptions to this limitation are allowed:

• Optional controls can be activated and deactivated concurrently, through an asynchronous 
process. Up to ten (10) control-related operations at a time can be in progress, in total, no 
matter if they are called from the console or from an API.

• Accounts can be provisioned, updated, and enrolled concurrently in Account Factory, 
through an asynchronous process, with up to five (5) account-related operations in progress 
simultaneously. Unmanaging accounts must be performed one account at a time.

• Email addresses of shared accounts in the Security OU can be changed, but you must update 
your landing zone to see these changes in the AWS Control Tower console.

• A limit of five (5) SCPs per OU applies to OUs in your AWS Control Tower landing zone.

• AWS Control Tower supports up to 10,000 accounts in your landing zone's organization, divided 
among all of your OUs.

• Existing OUs with over 300 directly nested accounts cannot be registered or re-registered in AWS 
Control Tower. For more information about limitations with registering OUs, see Regions and 
stack set limitations.

• Customizations for AWS Control Tower (CfCT) is unavailable in these AWS Regions, because some 
dependencies are not available:

• Asia Pacific (Jakarta and Osaka)

• Israel (Tel Aviv)

• Middle East (UAE)

• Europe (Spain)
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• Asia Pacific (Hyderabad)

• Europe (Zurich)

You can deploy and manage resources in these Regions with CfCT, if you deploy CfCT to your 
AWS Control Tower home Region, but you cannot build CfCT in these Regions.

• AWS Control Tower Account Factory for Terraform (AFT) is not available in the following AWS 
Regions, because some dependencies are not available:

• Israel (Tel Aviv)

• Middle East (UAE)

• Europe (Spain)

• Asia Pacific (Hyderabad)

• Europe (Zurich)

• The following Regions do not support IAM Identity Center.

• Middle East (UAE) Region, me-central-1

• Asia Pacific (Hyderabad) Region, ap-south-2

For more information about AWS Regions and support for IAM Identity Center, see Regions and 
endpoints in the AWS Identity and Access Management User Guide.

• When calling a control API to activate or deactivate a control, the limit for EnableControl and
DisableControl updates in AWS Control Tower is ten (10) concurrent operations. You may 
need to adjust your code to wait for completions.

• When you are provisioning accounts with AFC, with blueprints that are based in Terraform, you 
can deploy those blueprints to only one AWS Region. By default, AWS Control Tower deploys to 
the home Region.

You can contact AWS Support to request a limit increase for some resources in AWS Control 
Tower. For example, you can request a limit increase from five of up to ten concurrent account-
related operations. Some AWS Control Tower performance characteristics may change after a limit 
increase. For example, it may take longer to update an OU when you have more accounts in it. Or it 
may take longer to complete an action on OU with five SCPs than with three SCPs.

Video: Automate requests for service limit increase

This video (7:24) describes how to automate service limit increases for deployments in AWS Control 
Tower. It also shows how to automate enrollment of new accounts into AWS Enterprise support 
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for your organization. For better viewing, select the icon at the lower right corner of the video to 
enlarge it to full screen. Captioning is available.

Video Walkthrough of Managing Nested OUs in AWS Control Tower.

When provisioning new accounts in this environment, you can use lifecycle events to trigger 
automated requests for service limit increases in specified AWS Regions.

More information about AWS quotas is available in the AWS General Reference.

Control behavior also is limited in case of mixed governance. For more information, see Avoid mixed 
governance when configuring Regions.

Control limitations

If you modify AWS Control Tower resources, such as an SCP, or remove any AWS Config resource, 
such as a Config recorder or aggregator, AWS Control Tower can no longer guarantee that the 
controls are functioning as designed. Therefore, the security of your multi-account environment 
may be compromised. The AWS shared responsibility model of security is applicable to any such 
changes you may make.

Note

AWS Control Tower helps maintain the integrity of your environment by resetting the 
SCPs of the controls to their standard configuration when you update your landing zone. 
Changes that you may have made to SCPs are replaced by the standard version of the 
control, by design.

Some controls in AWS Control Tower do not operate in certain AWS Regions where AWS Control 
Tower is available, because those Regions do not support the required underlying functionality. 
This limitation affects certain detective controls, certain proactive controls, and certain controls in 
the Security Hub Service-managed Standard: AWS Control Tower. For more information about 
Regional availability, see the Regional services list documentation and the Security Hub controls 
reference documentation.

For more information about how AWS Control Tower manages the limitations of Regions and 
controls, see Considerations for activating AWS opt-in Regions.
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You can view the Regions for each control in the AWS Control Tower console.

The following AWS Regions do not support controls that are part of the Security Hub Service-
managed Standard: AWS Control Tower.

• Asia Pacific (Hong Kong) Region, ap-east-1

• Asia Pacific (Jakarta) Region, ap-southeast-3

• Asia Pacific (Osaka) Region, ap-northeast-3

• Europe (Milan) Region, eu-south-1

• Africa (Cape Town) Region, af-south-1

• Middle East (Bahrain) Region, me-south-1

• Israel (Tel Aviv), il-central-1

• Middle East (UAE) Region, me-central-1

• Europe (Spain) Region, eu-south-2

• Asia Pacific (Hyderabad) Region, ap-south-2

• Europe (Zurich) Region, eu-central-2

• Asia Pacific (Melbourne) Region, ap-southeast-4

For a list of AWS Regions that do not support certain controls that are part of the AWS Security 
Hub Service-Managed Standard AWS Control Tower, see Unsupported Regions.

The following table shows proactive controls that are not supported in certain AWS Regions.

Control identifier Unsupported regions

CT.REDSHIFT.PR.5 ap-southeast-4, ap-south-2, ap-southeast-3, 
eu-central-2, eu-south-2, il-central-1, me-
central-1

CT.DAX.PR.2 us-west-1

CT.GLUE.PR.2 Unsupported

The following table shows AWS Control Tower detective controls that are not supported in 
certain AWS Regions.
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Control identifier Unsupported regions

AWS-GR_AUTOSCALING_LAUNCH_C 
ONFIG_PUBLIC_IP_DISABLED

ap-northeast-3, ap-southeast-3, il-central-1, 
ap-southeast-4

AWS-GR_LAMBDA_FUNCTION_PUBL 
IC_ACCESS_PROHIBITED

eu-south-2

AWS-GR_EMR_MASTER_NO_PUBLIC_IP ap-northeast-3, ap-southeast-3, af-south- 
1, eu-south-1, il-central-1, me-central-1, eu-
south-2, ap-south-2, eu-central-2, ap-southe 
ast-4

AWS-GR_EBS_SNAPSHOT_PUBLIC_ 
RESTORABLE_CHECK

eu-south-2

AWS-GR_NO_UNRESTRICTED_ROUT 
E_TO_IGW

ap-northeast-3, ap-southeast-3, ap-south-2, 
eu-south-2

AWS-GR_SAGEMAKER_NOTEBOOK_N 
O_DIRECT_INTERNET_ACCESS

ap-northeast-3, ap-southeast-3, af-south- 
1, eu-south-1, il-central-1, me-central-1, eu-
south-2, ap-south-2, eu-central-2, ap-southe 
ast-4

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP ap-northeast-3

AWS-GR_EKS_ENDPOINT_NO_PUBL 
IC_ACCESS

ap-northeast-3, ap-southeast-3, af-south-1, 
eu-south-1, us-west-1, il-central-1, me-centra 
l-1, eu-south-2, ap-south-2, eu-central-2, ap-
southeast-4

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY ap-southeast-3, il-central-1, eu-south-2, ap-
south-2, eu-central-2, ap-southeast-4

AWS-GR_RESTRICTED_SSH af-south-1, ap-northeast-3, ap-south-2, ap-
southeast-3, ap-southeast-4, eu-central-2, eu-
south-1, eu-south-2, il-central-1, me-central-1
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Control identifier Unsupported regions

AWS-GR_DMS_REPLICATION_NOT_ 
PUBLIC

af-south-1, ap-south-2, ap-southeast-3, ap-
southeast-4, eu-central-2, eu-south-1, eu-
south-2, il-central-1, me-central-1

AWS-GR_RDS_SNAPSHOTS_PUBLIC 
_PROHIBITED

af-south-1, ap-southeast-4, eu-central-2, eu-
south-1, eu-south-2, il-central-1

AWS-GR_SUBNET_AUTO_ASSIGN_P 
UBLIC_IP_DISABLED

ap-northeast-3

AWS-GR_ENCRYPTED_VOLUMES af-south-1, ap-northeast-3, eu-south-1, il-
central-1

AWS-GR_RESTRICTED_COMMON_PORTS af-south-1, ap-northeast-3, eu-central-2, eu-
south-1, eu-south-2, il-central-1, me-central-1

AWS-GR_IAM_USER_MFA_ENABLED il-central-1, me-central-1, eu-south-2, ap-
south-2, eu-central-2, ap-southeast-4

AWS-GR_MFA_ENABLED_FOR_IAM_ 
CONSOLE_ACCESS

il-central-1, me-central-1, eu-south-2, ap-
south-2, eu-central-2, ap-southeast-4

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC il-central-1

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED il-central-1, me-central-1

AWS-GR_S3_ACCOUNT_LEVEL_PUB 
LIC_ACCESS_BLOCKS_PERIODIC

il-central-1, eu-south-2, eu-central-2

AWS-GR_RDS_STORAGE_ENCRYPTED eu-central-2, eu-south-2

AWS-GR_RDS_INSTANCE_PUBLIC_ 
ACCESS_CHECK

ap-south-2, eu-south-2

AWS-GR_REDSHIFT_CLUSTER_PUB 
LIC_ACCESS_CHECK

ap-south-2, ap-southeast-3, eu-south-2
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Regions and stack set limitations

If you plan to extend governance to OUs with a large number of accounts across a large number of 
AWS Regions, you may encounter limits created by AWS CloudFormation stack sets on the overall 
size of an organization. You can estimate the limitation with this formula:

Number of managed accounts in Organization x Number of governed Regions <= 150,000

As a general rule, we expect that the number of accounts supported when extending governance to 
an OU diminishes with the number of Regions governed.

This limitation becomes apparent if more than 15 Regions where AWS Control Tower is available 
are activated when you're extending governance to an OU. The upper limit on the number of 
accounts per organizational unit (OU) is reduced.

For example, if 22 Regions are activated, the limit is 220 accounts per OU, instead of 300. If you 
require to extend governance to OUs with more than 220 accounts, you must reduce the number of 
activated Regions. This reduction is due to stack set limitations.

Guidelines:

• With 15 activated Regions, OUs of up to 300 accounts are supported

• With 22 activated Regions, OUs of up to 220 accounts are supported

• With 16 to 21 activated Regions, the maximum supported OU size is somewhere in the range of 
220-300 accounts

• With 23+ activated Regions, the maximum supported OU size is less than 220 accounts
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Best practices for AWS Control Tower administrators

This topic is intended primarily for management account administrators.

Management account administrators are responsible for explaining some tasks that AWS Control 
Tower controls prevent their member account administrators from doing. This topic describes some 
best practices and procedures for transferring this knowledge, and it gives other tips for setting up 
and maintaining your AWS Control Tower environment efficiently.

Explaining access to users

The AWS Control Tower console is available only to users with the management account 
administrator permissions. Only these users can perform administrative work within your 
landing zone. In accordance with best practices, this means that the majority of your users and 
member account administrators will never see the AWS Control Tower console. As a member of 
the management account administrator group, it's your responsibility to explain the following 
information to the users and administrators of your member accounts, as appropriate.

• Explain which AWS resources that users and administrators have access to within the landing 
zone.

• List the preventive controls that apply to each organizational unit (OU) so that the other 
administrators can plan and execute their AWS workloads accordingly.

Explaining resource access

Some administrators and other users may need an explanation of the AWS resources to which they 
have access to within your landing zone. This access can include programmatic access and console-
based access. Generally speaking, read access and write access for AWS resources is allowed. To 
perform work within AWS, your users require some level of access to the specific services they need 
to do their jobs.

Some users, such as your AWS developers, may need to know about the resources to which they 
have access, so they can create engineering solutions. Other users, such as the end users of the 
applications that run on AWS services, do not need to know about AWS resources within your 
landing zone.
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AWS offers tools to identify the scope of a user's AWS resource access. After you identify the 
scope of a user's access, you can share that information with the user, in accordance with your 
organization's information management policies. For more information about these tools, see the 
links that follow.

• AWS access advisor – The AWS Identity and Access Management (IAM) access advisor tool lets 
you determine the permissions that your developers have by analyzing the last timestamp when 
an IAM entity, such as a user, role, or group, called an AWS service. You can audit service access 
and remove unnecessary permissions, and you can automate the process if needed. For more 
information, see our AWS Security blog post.

• IAM policy simulator – With the IAM policy simulator, you can test and troubleshoot IAM-based 
and resource-based policies. For more information, see Testing IAM Policies with the IAM Policy 
Simulator.

• AWS CloudTrail logs – You can review AWS CloudTrail logs to see actions taken by a user, role, or 
AWS service. For more information about CloudTrail, see the AWS CloudTrail User Guide.

Actions taken by AWS Control Tower landing zone administrators are viewable in the landing 
zone management account. Actions taken by member account administrators and users are 
viewable in the shared log archive account.

You can view a summary table of AWS Control Tower events in the Activities page.

Explaining preventive controls

A preventive control ensures that your organization's accounts maintain compliance with your 
corporate policies. The status of a preventive control is either enforced or not-enabled. A 
preventive control prevents policy violations by using service control policies (SCPs). In comparison, 
a detective control informs you of various events or states that exist, by means of defined AWS 
Config rules.

Some of your users, such as AWS developers, may need to know about the preventive controls that 
apply to any accounts and OUs they use, so they can create engineering solutions. The following 
procedure offers some guidance on how to provide this information for the right users, according 
to your organization's information management policies.
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Note

This procedure assumes you've already created at least one child OU within your landing 
zone, as well as at least one AWS IAM Identity Center user.

To show preventive controls for users with a need to know

1. Sign in to the AWS Control Tower console at https://console.aws.amazon.com/controltower/.

2. From the left navigation, choose Organization.

3. From the table, choose the name of one of the OUs for which your user needs information 
about the applicable controls.

4. Note the name of the OU and the controls that apply to this OU.

5. Repeat the previous two steps for each OU about which your user needs information.

For detailed information about the controls and their functions, see About controls in AWS Control 
Tower.

Plan your AWS Control Tower landing zone

When you go through the setup process, AWS Control Tower launches a key resource associated 
with your account, called a landing zone, which serves as a home for your organizations and their 
accounts.

Note

You can have one landing zone per organization.

For information about some best practices to follow when you plan and set up your landing zone, 
see AWS multi-account strategy for your AWS Control Tower landing zone.

Ways to Set Up AWS Control Tower

You can set up an AWS Control Tower landing zone in an existing organization, or you can start by 
creating a new organization that contains your AWS Control Tower landing zone.
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• Launch AWS Control Tower in an Existing Organization: This section is for customers who have 
existing AWS Organizations ready to bring into governance by AWS Control Tower.

• Launch AWS Control Tower in a New Organization: This section is for customers without existing 
AWS Organizations, OUs, and accounts.

Note

If you already have an AWS Organizations landing zone, you can extend AWS Control Tower 
governance from the existing landing zone to some or all of your existing OUs and accounts 
within an organization. See Govern existing organizations and accounts.

Compare functionality

Here's a brief comparison of the differences between adding AWS Control Tower to an existing 
organization or extending AWS Control Tower governance to OUs and accounts. Also, some special 
considerations apply if you are moving to AWS Control Tower from the AWS Landing Zone solution.

About Adding to an Existing Organization: Adding AWS Control Tower to an existing organization 
is something you can accomplish within the AWS console. In this case, you’ve already got an 
organization that you’ve created in the AWS Organizations service, that organization is not 
currently registered with AWS Control Tower, and you want to add a landing zone afterward.

When you add a landing zone to an existing organization, AWS Control Tower sets up a parallel 
structure, at the AWS Organizations level. It doesn’t change the OUs and accounts within your 
existing organization.

About Extending Governance: Extending governance applies to specific OUs and accounts within 
a single organization that's already registered with AWS Control Tower, which means that a landing 
zone already exists for that organization. Extending governance means that AWS Control Tower 
controls are extended so that their constraints apply to the specific OUs and accounts within 
that registered organization. In this case, you're not launching a new landing zone, you're only 
expanding the current landing zone for your organization.

Important

Special consideration: If you currently are using the AWS Landing Zone solution (ALZ)
for AWS Organizations, check with your AWS solutions architect before you try to enable 
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AWS Control Tower in your organization. AWS Control Tower cannot perform pre-checks 
that determine whether AWS Control Tower may interfere with your current landing zone 
deployment. For more information, see Walkthrough: Move from ALZ to AWS Control 
Tower. Also, for information about moving accounts from one landing zone to another, see
What if the account does not meet the prerequisites?

Launch AWS Control Tower in an Existing Organization

By setting up an AWS Control Tower landing zone in an existing organization, you can start working 
immediately, in parallel with your existing AWS Organizations environment. Your other OUs 
created within AWS Organizations are unchanged, because they are not registered with AWS 
Control Tower. You can continue to use those OUs and accounts exactly as they are.

AWS Control Tower consolidates by using the management account from your existing 
organization as its management account. No new management account is needed. You can launch 
your AWS Control Tower landing zone from your existing management account.

Note

To set up AWS Control Tower on an existing organization, your service limits must allow for 
the creation of at least two additional accounts.

Effects of adding AWS Control Tower to your existing organization

AWS Control Tower creates two accounts in your organization: an audit account and a logging 
account. These accounts keep a record of actions taken by your team, in their individual end-user 
accounts. The Audit and Log archive accounts appear in the Security OU within your AWS Control 
Tower landing zone.

When you set up your landing zone, the accounts added by AWS Control Tower become part of 
your existing AWS Organizations, and as such they become part of the billing for your existing 
organization.

Summary of capabilities

Enabling AWS Control Tower on an existing AWS Organizations organization provides several major 
enhancements to the organization.
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• It allows for unified billing across your organization’s groups, because accounts added by AWS 
Control Tower will become part of your existing organization.

• It gives you the ability to administer all accounts from one management account in your OU.

• It simplifies how you apply and enforce controls that cover security and compliance for existing 
and new accounts.

Important

Launching your AWS Control Tower landing zone in an existing AWS Organizations 
organization does not enable you to extend AWS Control Tower governance from that 
organization to other OUs or accounts that are not registered with AWS Control Tower.

To launch AWS Control Tower in your existing organization, follow the process outlined in Getting 
started with AWS Control Tower.

For more information about how AWS Control Tower interacts with existing AWS Organizations 
organizations, see Govern organizations and accounts with AWS Control Tower.

Launch AWS Control Tower in a New Organization

If you're new to AWS Control Tower and you haven't worked with AWS Organizations, the best 
place to begin is with our Setting up document.

AWS Control Tower sets up an organization for you automatically when you don't have one set up.

AWS multi-account strategy for your AWS Control Tower 
landing zone

AWS Control Tower customers often seek guidance about how to set up their AWS environment 
and accounts for best results. AWS has created a unified set of recommendations, called the multi-
account strategy, to help you make the best use of your AWS resources, including your AWS Control 
Tower landing zone.

Essentially, AWS Control Tower acts as an orchestration layer that works with other AWS services, 
which assist you with implementing the AWS multi-account recommendations for AWS accounts 
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and AWS Organizations. After your landing zone is set up, AWS Control Tower continues to assist 
you with maintaining your corporate policies and security practices across multiple accounts and 
workloads.

Most landing zones develop over time. As the number of organizational units (OUs) and accounts 
in your AWS Control Tower landing zone increases, you can extend your AWS Control Tower 
deployment in ways that help organize your workloads effectively. This chapter provides 
prescriptive guidance on how to plan and set up your AWS Control Tower landing zone, in 
alignment with the AWS multi-account strategy, and extend it over time.

For a general discussion about best practices for organizational units, see Best Practices for 
Organizational Units with AWS Organizations.

AWS multi-account strategy: Best practices guidance

AWS best practices for a well-architected environment recommend that you should separate your 
resources and workloads into multiple AWS accounts. You can think of AWS accounts as isolated 
resource containers: they offer workload categorization, as well as blast radius reduction when 
things go wrong.

Definition of an AWS account

An AWS account acts as a resource container and resource isolation boundary.

Note

An AWS account is not the same as a user account, which is set up through Federation or 
AWS Identity and Access Management (IAM).

More about AWS accounts

An AWS account provides the ability to isolate resources and to contain security threats for 
your AWS workloads. An account also provides a mechanism for billing and for governance of a 
workload environment.

The AWS account is the primary implementation mechanism to provide a resource container for 
your workloads. If your environment is well-architected, you can manage multiple AWS accounts 
effectively, and thus, manage multiple workloads and environments.
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AWS Control Tower sets up a well-architected environment. It relies upon AWS accounts, along 
with AWS Organizations, which help govern changes to your environment that can extend across 
multiple accounts.

Definition of a well-architected environment

AWS defines a well-architected environment as one that begins with a landing zone.

AWS Control Tower offers a landing zone that is set up automatically. It enforces controls to ensure 
compliance with your corporate guidelines, across multiple accounts in your environment.

Definition of a landing zone

The landing zone is a cloud environment that offers a recommended starting point, including 
default accounts, account structure, network and security layouts, and so forth. From a landing 
zone, you can deploy workloads that utilize your solutions and applications.

Guidelines to set up a well-architected environment

The three key components of a well-architected environment, explained in the following sections, 
are:

• Multiple AWS accounts

• Multiple organizational units (OUs)

• A well-planned structure

Use multiple AWS accounts

One account isn’t enough to set up a well-architected environment. By using multiple accounts, 
you can best support your security goals and business processes. Here are some benefits of using a 
multi-account approach:

• Security controls – Applications have different security profiles, so they require different control 
policies and mechanisms. For example, it’s far easier to talk to an auditor and point to a single 
account hosting the payment card industry (PCI) workload.

• Isolation – An account is a unit of security protection. Potential risks and security threats can be 
contained within an account without affecting others. Therefore, security needs may require you 
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to isolate accounts from one another. For example, you may have teams with different security 
profiles.

• Many teams – Teams have different responsibilities and resource needs. By setting up multiple 
accounts, the teams cannot interfere with one another, as they might when using the same 
account.

• Data Isolation – Isolating data stores to an account helps limit the number of people who 
have access to data and can manage the data store. This isolation helps prevent unauthorized 
exposure of highly private data. For example, data isolation helps support compliance with the 
General Data Protection Regulation (GDPR).

• Business process – Business units or products often have completely different purposes and 
processes. Individual accounts can be established to serve business-specific needs.

• Billing – An account is the only way to separate items at a billing level, including things like 
transfer charges and so forth. The multi-account strategy helps create separate billable items 
across business units, functional teams, or individual users.

• Quota allocation – AWS quotas are set up on a per-account basis. Separating workloads into 
different accounts gives each account (such as a project) a well-defined, individual quota.

Use multiple organizational units

AWS Control Tower and other account orchestration frameworks can make changes that cross 
account boundaries. Therefore, the AWS best practices address cross-account changes, which 
potentially can break an environment or undermine its security. In some cases, changes can affect 
the overall environment, beyond policies. As a result, we recommend that you should set up at 
least two mandatory accounts, Production and Staging.

Furthermore, AWS accounts often are grouped into organizational units (OUs), for purposes of 
governance and control. OUs are designed to handle enforcement of policies across multiple 
accounts.

Our recommendation is that, at a minimum, you create a pre-production (or Staging) environment 
that is distinct from your Production environment—with distinct controls and policies. The 
Production and Staging environments can be created and governed as separate OUs, and billed as 
separate accounts. In addition, you may want to set up a Sandbox OU for code testing.

Use a well-planned structure for OUs in your landing zone
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AWS Control Tower sets up some OUs for you automatically. As your workloads and requirements 
expand over time, you can extend the original landing zone configuration to suit your needs.

Note

The names given in the examples follow the suggested AWS naming conventions for 
setting up a multi-account AWS environment. You can rename your OUs after you've set up 
your landing zone, by selecting Edit on the OU detail page.

Recommendations

After AWS Control Tower sets up the first, required OU for you — the Security OU — we 
recommend creating some additional OUs in your landing zone.

We recommend that you allow AWS Control Tower to create at least one additional OU, called the 
Sandbox OU. This OU is for your software development environments. AWS Control Tower can set 
up the Sandbox OU for you during landing zone creation, if you select it.

Two recommended other OUs you can set up on your own: the Infrastructure OU, to contain your 
shared services and networking accounts, and an OU to contain your production workloads, called 
the Workloads OU. You can add additional OUs in your landing zone through the AWS Control 
Tower console on the Organizational units page.

Recommended OUs besides the ones set up automatically

• Infrastructure OU – Contains your shared services and networking accounts.

Note

AWS Control Tower does not set up the Infrastructure OU for you.

• Sandbox OU – A software development OU. For example, it may have a fixed spending limit, or it 
may not be connected to the production network.

Note

AWS Control Tower recommends that you set up the Sandbox OU, but it is optional. It 
can be set up automatically as part of configuring your landing zone.
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• Workloads OU – Contains accounts that run your workloads.

Note

AWS Control Tower does not set up the Workloads OU for you.

For more information see Production starter organization with AWS Control Tower.

Example of AWS Control Tower with a complete multi-account OU 
structure

AWS Control Tower supports a nested OU hierarchy, which means that you can create a hierarchical 
OU structure that meets your organization's requirements. You can build an AWS Control Tower 
environment to match the AWS multi-account strategy guidance.

You also can build a simpler, flat OU structure that performs well and aligns with the AWS multi-
account guidance. Just because you can build a hierarchical OU structure, it does not mean that 
you must do so.

• To view a diagram that shows an example set of OUs in an expanded, flat AWS Control Tower 
environment with AWS multi-account guidance, see  Example: Workloads in a Flat OU Structure.

• For more information about how AWS Control Tower works with nested OU structures, see
Nested OUs in AWS Control Tower.

• For more information about how AWS Control Tower aligns with the AWS guidance, see the AWS 
white paper, Organizing Your AWS Environment Using Multiple Accounts.

The diagram on the linked page shows that more Foundational OUs and more Additional OUs have 
been created. These OUs serve the additional needs of a larger deployment.

In the Foundational OUs column, two OUs have been added to the basic structure:

• Security_Prod OU – Provides a read-only area for security policies, as well as a break-glass 
security audit area.

• Infrastructure OU – You may wish to separate the Infrastructure OU, recommended previously, 
into two OUs, Infrastructure_Test (for pre-production infrastructure) and Infrastructure_Prod (for 
production infrastructure).
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In the Additional OUs area, several more OUs have been added to the basic structure. These 
following are the next recommended OUs to create as your environment grows:

• Workloads OU – The Workloads OU, recommended previously but optional, has been separated 
into two OUs, Workloads_Test (for pre-production workloads) and Workloads_Prod (for 
production workloads).

• PolicyStaging OU – Allows system administrators to test their changes to controls and policies 
before fully applying them.

• Suspended OU – Offers a location for accounts that may have been disabled temporarily.

About the Root

The Root is not an OU. It is a container for the management account, and for all OUs and accounts 
in your organization. Conceptually, the Root contains all of the OUs. It cannot be deleted. 
You cannot govern enrolled accounts at the Root level within AWS Control Tower. Instead, 
govern enrolled accounts within your OUs. For a helpful diagram, see the AWS Organizations 
documentation.

Administrative tips for landing zone setup

• The AWS Region where you do the most work should be your home Region.

• Set up your landing zone and deploy your Account Factory accounts from within your home 
Region.

• If you’re investing in several AWS Regions, be sure that your cloud resources are in the Region 
where you’ll do most of your cloud administrative work and run your workloads.

• By keeping your workloads and logs in the same AWS Region, you reduce the cost that would be 
associated with moving and retrieving log information across regions.

• The audit and other Amazon S3 buckets are created in the same AWS Region from which you 
launch AWS Control Tower. We recommend that you do not move these buckets.

• You can make your own log buckets in the Log Archive account, but it is not recommended. Be 
sure to leave the buckets created by AWS Control Tower.

• Your Amazon S3 access logs must be in the same AWS Region as the source buckets.

• When launching, AWS Security Token Service (STS) endpoints must be activated in the 
management account, for all Regions supported by AWS Control Tower. Otherwise, the launch 
may fail midway through the configuration process.
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• AWS Control Tower supports tagging for enabled controls only. For more information, see AWS 
Control Tower supports tagging for enabled controls.

• We recommend enabling multi-factor authentication (MFA) for every account that AWS Control 
Tower manages.

Considerations about VPCs

• The VPC created by AWS Control Tower is limited to the AWS Regions in which AWS Control 
Tower is available. Some customers whose workloads run in non-supported Regions may want 
to disable the VPC that is created with your Account Factory account. They may prefer to create 
a new VPC using the Service Catalog portfolio, or to create a custom VPC that runs only in the 
required Regions.

• The VPC created by AWS Control Tower is not the same as the default VPC that is created for all 
AWS accounts. In Regions where AWS Control Tower is supported, AWS Control Tower deletes 
the default VPC when it creates the AWS Control Tower VPC.

• If you delete your default VPC in your home AWS Region, it's best to delete it in all other AWS 
Regions.

Recommendations for setting up groups, roles, and policies

As you set up your landing zone, it's a good idea to decide ahead of time which users will require 
access to certain accounts and why. For example, a security account should be accessible only to 
the security team, the management account should be accessible only to the cloud administrators' 
team, and so forth.

For more information about this topic, see Identity and access management in AWS Control Tower.

Recommended restrictions

You can restrict the scope of administrative access to your organizations by setting up an 
IAM role or policy that allows administrators to manage AWS Control Tower actions only. The 
recommended approach is to use the IAM policy arn:aws:iam::aws:policy/service-role/
AWSControlTowerServiceRolePolicy. With the AWSControlTowerServiceRolePolicy
role enabled, an administrator can manage AWS Control Tower only. Be sure to include appropriate 
access to AWS Organizations for managing your preventive controls, and SCPs, and access to AWS 
Config, for managing detective controls, in each account.
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When you're setting up the shared audit account in your landing zone, we recommend that you 
assign the AWSSecurityAuditors group to any third-party auditors of your accounts. This 
group gives its members read-only permission. An account must not have write permissions on 
the environment that it is auditing, because it can violate compliance with Separation of Duty 
requirements for auditors.

You can impose conditions in your role trust policies, to restrict the accounts and resources 
that interact with certain roles in AWS Control Tower. We strongly recommend that you restrict 
access to the AWSControlTowerAdmin role, because it allows wide access permissions. for more 
information, see Optional conditions for your role trust relationships.

Guidance for creating and modifying AWS Control Tower 
resources

We recommend the following best practices as you create and modify resources in AWS Control 
Tower. This guidance might change as the service is updated.

General Guidance

• Do not modify or delete resources created by AWS Control Tower in the management account or 
in the shared accounts. Modification of these resources can require you to update your landing 
zone or re-register an OU.

• Do not modify or delete the AWS Identity and Access Management (IAM) roles created within the 
shared accounts in the Security organizational unit (OU). Modification of these roles can require 
an update to your landing zone.

• For more information about the resources created by AWS Control Tower, see What are the 
shared accounts?.

• Do not disallow usage of any AWS Regions through either SCPs or AWS Security Token Service 
(AWS STS). Doing so will cause AWS Control Tower to enter an undefined state. If you disallow 
Regions with AWS STS, your functionality will fail in those Regions, because authentication 
would be unavailable in those Regions. Instead, rely on the AWS Control Tower Region deny 
capability, as shown in the control, Deny access to AWS based on the requested AWS Region
which works at the landing zone level, or the control Region deny control applied to the OU, 
which works at the OU level to restrict access to Regions.

• The AWS Organizations FullAWSAccess SCP must be applied and should not be merged with 
other SCPs. Change to this SCP is not reported as drift; however, some changes may affect AWS 
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Control Tower functionality in unpredictable ways, if access to certain resources is denied. For 
example, if the SCP is detached, or modified, an account may lose access to an AWS Config 
recorder or create a gap in CloudTrail logging.

• In general, AWS Control Tower performs a single action at a time, which must be completed 
before another action can begin. For example, if you attempt to provision an account while the 
process of enabling a control is already in operation, account provisioning will fail.

Exception:

• AWS Control Tower allows concurrent actions to deploy optional preventive and detective 
controls. See Concurrent deployment for optional controls.

• AWS Control Tower allows up to ten concurrent create, update, or enroll actions on accounts, 
with account factory.

• Keep an active AWS Config recorder. If you delete your Config recorder, detective controls 
cannot detect and report drift. Non-compliant resources may be reported as Compliant due to 
insufficient information.

• Do not delete the AWSControlTowerExecution role from your member accounts, even in 
unenrolled accounts. If you do, you will not be able to enroll these accounts with AWS Control 
Tower, or register their immediate parent OUs.

• Do not use the AWS Organizations DisableAWSServiceAccess API to turn off AWS Control 
Tower service access to the organization where you’ve set up your landing zone. If you do so, 
certain AWS Control Tower drift detection features may not function properly without messaging 
support from AWS Organizations. These drift detection features help guarantee that AWS 
Control Tower can report the compliance status of of organizational units, accounts, and controls 
in your organization accurately. For more information, see API_DisableAWSServiceAccess in the 
AWS Organizations API Reference.

Tips about accounts and OUs

• We recommend that you keep each registered OU to a maximum of 300 accounts, so that you 
can update those accounts with the Re-register OU capability whenever account updates are 
required, such as when you configure new Regions for governance.

• To reduce the time required when registering an OU, we recommend that you keep the number 
of accounts per OU to around 150, even though the limit is 300 accounts per OU. As a general 
rule, the time required to register an OU increases according to the number of Regions in which 
your OU is operating, multiplied by the number of accounts in the OU.
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• As an estimate, an OU with 150 accounts requires approximately 2 hours to register and enable 
controls, and about 1 hour to re-register. Also, an OU that has many controls takes longer to 
register than an OU with few controls.

• One concern about allowing a longer timeframe for registering an OU is that this process blocks 
other actions. Some customers are comfortable allowing longer times to register or re-register 
an OU, because they prefer to allow more accounts in each OU.

When to sign in as a root user

Certain administrative tasks require that you must sign in as a root user. You can sign in as a root 
user to an AWS account that was created by account factory in AWS Control Tower.

You must sign in as a root user to perform the following actions:

• Change certain account settings, including the account name, root user password, or email 
address. For more information, see Update and move account factory accounts with AWS Control 
Tower or with AWS Service Catalog.

• To close an AWS account.

• For more information about actions that require root user login credentials, see Tasks that 
require root user credentials in the AWS Account Management Reference Guide.

Note

To change or enable your AWS Support plan, you must be signed in as the root user or be a 
user with the appropriate IAM permissions. .

To sign in as root user

1. Open the AWS sign-in page.

If you don't have the email address of the AWS account to which you require access, you 
can get it from AWS Control Tower. Open the console for the management account, 
choose Accounts, and look for the email address.

2. Enter the email address of the AWS account to which you require access, and then 
choose Next.
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3. Choose Forgot password? to have password reset instructions sent to the root user email 
address.

4. Open the password reset email message from the root user mailbox, then follow the 
instructions to reset your password.

5. Open the AWS sign-in page, then sign in with your reset password.

AWS Organizations guidance

• You can find guidance about best practices to protect the security of your AWS Control Tower 
management account and member accounts in the AWS Organizations documentation.

• Best practices for the management account

• Best practices for member accounts

• Don't use AWS Organizations to update service control policies (SCPs) attached to an OU that is 
registered with AWS Control Tower. Doing so could result in the controls entering an unknown 
state, which will require you to repair your landing zone or re-register your OU in AWS Control 
Tower. Instead, you can create new SCPs and attach those to the OUs rather than editing the 
SCPs that AWS Control Tower has created.

• Moving individual, already enrolled, accounts into AWS Control Tower, from outside of a 
registered OU, causes drift that must be repaired. See Types of Governance Drift.

• If you use AWS Organizations to create, invite, or move accounts within an organization 
registered with AWS Control Tower, those accounts are not enrolled by AWS Control Tower and 
those changes are not recorded. If you need access to these accounts through SSO, see Member 
Account Access.

• If you use AWS Organizations to move an OU into an organization created by AWS Control 
Tower, the external OU is not registered by AWS Control Tower.

• AWS Control Tower handles permission filtering differently than AWS Organizations does. If your 
accounts are provisioned with AWS Control Tower account factory, end-users can see the names 
and parents of all OUs in the AWS Control Tower console, even if they don't have permission to 
retrieve those names and parents from AWS Organizations directly.

• AWS Control Tower does not support mixed permissions on organizations, such as permission 
to view an OU's parent but not to view OU names. For this reason, AWS Control Tower 
administrators are expected to have full permissions.

• The AWS Organizations FullAWSAccess SCP must be applied and should not be merged with 
other SCPs. Change to this SCP is not reported as drift; however, some changes may affect AWS 
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Control Tower functionality in unpredictable ways, if access to certain resources is denied. For 
example, if the SCP is detached, or modified, an account may lose access to an AWS Config 
recorder or create a gap in CloudTrail logging.

• Don't use the AWS Organizations DisableAWSServiceAccess API to turn off AWS Control 
Tower service access to the organization where you’ve set up your landing zone. If you do so, 
certain AWS Control Tower drift detection features may not function properly without messaging 
support from AWS Organizations. These drift detection features help guarantee that AWS 
Control Tower can report the compliance status of of organizational units, accounts, and controls 
in your organization accurately. For more information, see API_DisableAWSServiceAccess in the 
AWS Organizations API Reference.

IAM Identity Center guidance

Note

SSO is an abbreviation used in the technology industry to denote single sign-on. In general 
terms, SSO is a session and user authentication service. It permits someone to use one set 
of login credentials for access to many applications. When referring to the single-sign on 
capability in AWS, we are referring to the AWS service called AWS Identity and Access 
Management, and abbreviated as IAM or IAM Identity Center.

AWS Control Tower recommends that you use AWS Identity and Access Management (IAM) to 
regulate access to your AWS accounts. However, you have the option to choose whether AWS 
Control Tower sets up IAM Identity Center for you, whether you set up IAM Identity Center for 
yourself, in a way that meets your business requirements most effectively, or whether to select 
another method for account access.

By default, AWS Control Tower sets up AWS IAM Identity Center for your landing zone, in 
alignment with best-practices guidance defined in Organizing your AWS environment using 
multiple accounts. Most customers choose the default. Alternative access methods are required 
sometimes, for regulatory compliance in specific industries or countries, or in AWS Regions where 
AWS IAM Identity Center is not available.

Choosing an option
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From the console, you can choose to self-manage IAM Identity Center during the landing zone set 
up process, rather than allowing AWS Control Tower to set it up for you. At any time later, you can 
choose to change this selection, by modifying the landing zone settings and updating your landing 
zone on the landing zone Settings page.

To discontinue AWS IAM Identity Center in AWS Control Tower, or to begin using AWS IAM 
Identity Center

1. Navigate to the landing zone Settings page

2. Select the Configurations tab

3. Then choose the appropriate radio button, to change your selection for AWS IAM Identity 
Center.

After you choose to self-manage AWS IAM Identity Center as your IdP, AWS Control Tower 
creates only those roles and policies needed to manage AWS Control Tower, such as
AWSControlTowerAdmin and AWSControlTowerAdminPolicy. For landing zones that self-
manage, AWS Control Tower no longer creates IAM roles and groupings for customer-specific 
use — not during the landing zone set-up process, nor during account provisioning with Account 
Factory.

Note

If you remove AWS IAM Identity Center from your AWS Control Tower landing zone, the 
users, groups, and permission sets that AWS Control Tower created are not removed. We 
recommend that you remove these resources.

Account Factory customers with alternative identity providers (IdPs) such as Azure AD, Ping, or 
Okta, can follow the AWS IAM Identity Center process to connect to an external identity provider 
and onboard their IdP. You can return to having AWS Control Tower generate your groupings and 
roles at any time, by modifying the landing zone settings.

• For specific information about how AWS Control Tower works with IAM Identity Center based 
on your identity source, see Considerations for AWS IAM Identity Center customers in the Pre-
launch checks section of the Getting Started page of this User Guide.
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• For additional information about how the behavior of AWS Control Tower interacts with IAM 
Identity Center and different identity sources, refer to Considerations for Changing Your Identity 
Source in the IAM Identity Center User Guide.

• See Working with AWS IAM Identity Center and AWS Control Tower for more information about 
working with AWS Control Tower and IAM Identity Center.

Account Factory guidance

You can encounter issues when using Account Factory to provision a new account in AWS Control 
Tower. For information about how to troubleshoot these issues, see the section New Account 
Provisioning Failed in Troubleshooting of the AWS Control Tower User Guide.

We recommend that you create federated users or IAM roles instead of IAM users. Federated users 
and IAM roles provide you with temporary credentials. IAM users have long-term credentials that 
can be difficult to manage. For more information, see IAM identities (users, user groups, and roles)
in the IAM User Guide.

If you're authenticated as an IAM user or IAM Identity Center user when provisioning a new account 
in Account Factory or when using the Enroll account feature AWS Control Tower, verify that your 
user has access to your AWS Service Catalog portfolio. Otherwise, you might receive an error 
message from Service Catalog. For more information, see No Launch Paths Found Error in the 
Troubleshooting section of the AWS Control Tower User Guide.

Note

Up to five accounts can be provisioned at a time.

Guidance on subscribing to SNS Topics

• The aws-controltower-AllConfigNotifications SNS topic receives all events published 
by AWS Config, including compliance notifications and Amazon CloudWatch event notifications. 
For example, this topic informs you if a control violation has occurred. It also gives information 
about other types of events. (Learn more from AWS Config about what they publish when this 
topic is configured.)

• Data Events from the aws-controltower-BaselineCloudTrail trail are set to publish to 
the aws-controltower-AllConfigNotifications SNS topic as well.
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• To receive detailed compliance notifications, we recommend that you subscribe to the aws-
controltower-AllConfigNotifications SNS topic. This topic aggregates compliance 
notifications from all child accounts.

• To receive drift notifications and other notifications as well as compliance notifications, but 
fewer notifications overall, we recommend that you subscribe to the aws-controltower-
AggregateSecurityNotifications SNS topic.

• To receive notifications about AWS Control Tower Account Factory for Terraform (AFT) errors, 
you can subscribe to an SNS topic called aft_failure_notifications, shown in the AFT repository. 
For example:

resource "aws_sns_topic" "aft_failure_notifications" { 
    name = "aft-failure-notifications" 
    kms_master_key_id = "alias/aws/sns"
}

For more information about SNS topics and compliance, see Drift prevention and notification.

Guidance for KMS keys

AWS Control Tower works with AWS Key Management Service (AWS KMS). Optionally, if you 
wish to encrypt and decrypt your AWS Control Tower resources with an encryption key that you 
manage, you can generate and configure AWS KMS keys. You can add or change a KMS key any 
time you update your landing zone. As a best practice, we recommend using your own KMS keys 
and changing them from time to time.

AWS KMS allows you to create multi-Region KMS keys and asymmetric keys. However, AWS Control 
Tower does not support multi-Region keys or asymmetric keys. AWS Control Tower performs a pre-
check of your existing keys. You may see an error message if you select a multi-Region key or an 
asymmetric key. In that case, generate another key for use with AWS Control Tower resources.

For customers who operate an AWS CloudHSM cluster: Create a custom key store associated with 
your CloudHSM cluster. Then you can create a KMS key, which resides in the CloudHSM custom key 
store you created. You can add this KMS key to AWS Control Tower.

You must make a specific update to the permissions policy of a KMS key to make it work with AWS 
Control Tower. For details, refer to the section called Update the KMS key policy.
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Configuration update management in AWS Control 
Tower

It is the responsibility of the members of your central cloud administrators' team to keep your 
landing zone updated. Updating your landing zone ensures that AWS Control Tower is patched and 
updated. In addition, to protect your landing zone from potential compliance issues, the members 
of the central cloud administrator team should resolve drift issues as soon as they're detected and 
reported.

Note

The AWS Control Tower console indicates when your landing zone needs to be updated. If 
you don't see an option to update, your landing zone is already up to date.

The following table contains a list of AWS Control Tower landing zone update releases, with links 
to descriptions of each release.

Version Release date Description

3.3 12-12-2023 Landing zone version 3.3

3.2 6-09-2023 Landing zone version 3.2

3.1 2-09-2023 Landing zone version 3.1

3.0 7-26-2022 Landing zone version 3.0

2.9 4-22-2022 Landing zone version 2.9

2.8 2-10-2022 Landing zone version 2.8

2.7 4-8-2021 Landing zone version 2.7

2.6 12-29-2020 Landing zone version 2.6

2.5 11-18-2020 Landing zone version 2.5
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Version Release date Description

2.4 None None

2.3 3-5-2020 Landing zone version 2.3

2.2 11-13-19 Landing zone version 2.2

2.1 6-24-19 Landing zone version 2.1

Each time you update your landing zone, you have the opportunity to modify your landing zone 
settings.

Benefits of updating

• You can change your governed Regions

• You can change your log retention policy

• You can add or remove the Region deny control

• You can apply AWS KMS encryption keys

• You can activate or deactivate your organization-level CloudTrail trail.

• You can resolve landing zone drift

When you update your landing zone, you receive the latest features for AWS Control Tower, 
automatically. View your current landing zone version on the Landing zone settings page.

If an update fails, AWS Control Tower does not roll back to a previous landing zone version. 
You may find your landing zone in an indeterminate state. If so, contact AWS support. For more 
information about troubleshooting a failure to update, see Unable to Update Landing Zone.

You have the opportunity to clear unused AWS Identity center (formerly called AWS SSO) 
mappings when you update your landing zone. For more information, see Field Notes: Clear 
Unused IAM Identity Center Mappings Automatically During AWS Control Tower Upgrades.

Prerequisite for Update and Repair – turn off Requester Pays

Before you update or repair your landing zone, be sure that the Amazon S3 logging bucket 
for the Log Archive account does not have the Requester Pays feature enabled. You 
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must turn off that feature before you begin the Update or Repair process. When AWS 
Control Tower sets up your logging bucket, this feature is not enabled. Therefore, only the 
customers who have subesquently activated the Requester Pays feature must turn it off. For 
more information, see Amazon S3 bucket policy for CloudTrail and Using Requester Pays 
buckets.

About Updates

Updates are required to correct governance drift, or to move to a new version of AWS Control 
Tower. To perform a complete update of AWS Control Tower, you must update your landing zone 
first and then update the enrolled accounts individually. You may need to perform three types of 
updates at different times.

• A landing zone update: Most often this type of update is performed by choosing Update on the
Landing zone settings page. You may need to perform a landing zone update to repair certain 
types of drift, and you can choose Repair when necessary.

• An update of one or more individual accounts: You must update accounts if the associated 
information changes, or if certain types of drift have occurred. If an account requires an update, 
the account's status will show Update available on the Accounts page.

To update a single account, navigate to the account detail page and select Update account. 
Accounts also may be updated by a manual process, by choosing Re-register OU, or with an 
automated scripting approach, described in a later section of this page.

• A full update: A full update includes an update of your landing zone, followed by an update of 
all the enrolled accounts in your registered OU. Full updates are required with a new release of 
AWS Control Tower such as 2.9, 3.0, and so forth.

Note

After completing a landing zone update, you cannot undo the update or downgrade to a 
previous version.
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Update Your Landing Zone

The easiest way to update your AWS Control Tower landing zone is through the Landing zone 
settings page, which you can reach by choosing Landing zone settings in the left navigation of the 
AWS Control Tower dashboard.

The Landing zone settings page shows you the current version of your landing zone, and it lists 
any updated versions that may be available. You can choose the Update button if you need to 
update your version.

Note

Alternatively, you can update your landing zone manually. The update takes approximately 
the same amount of time, whether you use the Update button or the manual process. To 
perform a manual update of your landing zone only, see steps 1 and 2 that follow.

Manual updates

The following procedure walks you through the steps of a full update for AWS Control Tower 
manually. To update an individual account, see Update the account in the console.

To update your landing zone manually, with any number of accounts per OU

1. Open a web browser, and navigate to the AWS Control Tower console at https:// 
console.aws.amazon.com/controltower/home/update.

2. Review the information in the wizard and choose Update. This updates the backend of the 
landing zone as well as your shared accounts. This process can take a little more than half an 
hour.

3. Update your member accounts (this procedure must be followed for an OU that contains over 
300 accounts).

4. From the left navigation pane, choose Organization.

5. To update each account, follow the steps given in Update the account in the console.
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Optionally Re-register OU to update accounts

For registered AWS Control Tower OUs with fewer than 300 accounts, you can go to the OU 
page in the dashboard and select Re-register OU to update the accounts in that OU.

Resolve drift with Repair and Re-register

Drift often occurs as you and your organization members use the landing zone.

Drift detection is automatic in AWS Control Tower. Automated scans of your SCPs help you identify 
resources that need changes or configuration updates that must be made to resolve the drift.

To repair most types of drift, choose Repair on the Landing zone settings page. Also, you can 
repair some types of drift by choosing to  Re-register an OU. For more information about types of 
drift and how to resolve them, see Types of Governance Drift and Detect and resolve drift in AWS 
Control Tower.

One special case of repair occurs for role drift. If a required role is not available, the console shows 
a warning page and some instructions on how to restore the role. Your landing zone is unavailable 
until the role drift is repaired. This drift repair is not the same as a full landing zone repair. For 
more information, see Don't delete required roles in the section called Types of drift to repair right 
away.

Note

When you fully repair your landing zone, the landing zone is upgraded to the latest landing 
zone version.

Provision and update accounts using automation

You can provision or update individual accounts in AWS Control Tower by several methods:

• You can provision and customize accounts with AWS Control Tower Account Factory for Terraform
(AFT). For more information, see Overview of AWS Control Tower Account Factory for Terraform 
(AFT).

• You can update accounts with Customizations for AWS Control Tower (CfCT). For more 
information, see  Customizations for AWS Control Tower (CfCT) overview .
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• Script automation: If you prefer to use an API approach, you can update accounts using the API 
framework of Service Catalog and the AWS CLI to update the accounts in a batch process. You'd 
call the UpdateProvisionedProduct API of Service Catalog for each account. You can write a 
script to update the accounts, one by one, with this API. More information about this approach, 
when adding Regions for governance, is available in a blog post, Enabling guardrails in new AWS 
Regions.

You can update as many as five (5) accounts at a time. You must wait for at least one account 
update to succeed before beginning the next account update. Therefore, the process may take a 
long time if you have a lot of accounts, but it is not complicated. For more information about this 
approach, see the Walkthrough: Automate Account Provisioning in AWS Control Tower by Service 
Catalog APIs.

Video walkthrough

The Video Walkthrough is designed for automated account provisioning with a script, but 
the steps also apply to account updating. Use the UpdateProvisionedProduct API 
instead of the ProvisionProduct API.

A further step of automation by script is to check for Succeed status of the AWS Control Tower
UpdateLandingZone lifecycle event. Use it as a trigger to begin updating individual accounts 
as described in the video. A lifecycle event marks the completion of a sequence of activities, so 
the occurrence of this event means that a landing zone update is complete. The landing zone 
update must be complete before account updates begin. For more information about working with 
lifecycle events, see Lifecycle Events.

Also see:

• Using AWS CloudShell to work with AWS Control Tower.

• Automate tasks in AWS Control Tower .
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Automate tasks in AWS Control Tower

Many customers prefer to automate tasks in AWS Control Tower, such as account provisioning, 
control assignment, and auditing. You can set up these automated actions with calls to:

• AWS Service Catalog APIs

• AWS Organizations APIs

• AWS Control Tower APIs

• the AWS CLI

The Related information page contains links to many excellent technical blog posts that can help 
you automate tasks in AWS Control Tower. The sections that follow provide links to areas in this
AWS Control Tower User Guide that can assist you with automating tasks.

Automating control tasks

You can automate tasks related to applying and removing controls (also known as guardrails) 
through the AWS Control Tower API. For details, see the AWS Control Tower API Reference.

For more information about how to perform operations with AWS Control Tower APIs, see the blog 
post AWS Control Tower releases API, pre-defined controls to your organizational units.

Automated account closure

You can automate the closure of AWS Control Tower member accounts with an AWS Organizations 
API. For more information, see Close an AWS Control Tower member account through AWS 
Organizations.

Automated account provisioning and updating

AWS Control Tower Account Factory Customization (AFC) helps you create accounts from the AWS 
Control Tower console, with customized AWS CloudFormation templates that we refer to as 
blueprints. This process is automated in the sense that you can create new accounts and update 
accounts repeatedly, after setting up a single blueprint, without maintaining pipelines.

AWS Control Tower Account Factory for Terraform (AFT) follows a GitOps model to automate 
the processes of account provisioning and account updating in AWS Control Tower. For more 
information, see  Provision accounts with AWS Control Tower Account Factory for Terraform (AFT) .
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Customizations for AWS Control Tower (CfCT) helps you customize your AWS Control Tower 
landing zone and stay aligned with AWS best practices. Customizations are implemented with 
AWS CloudFormation templates and service control policies (SCPs). For more information, see 
Customizations for AWS Control Tower (CfCT) overview .

For more information and a video about automated account provisioning, see Walkthrough: 
Automated account provisioning in AWS Control Tower and Automated provisioning with IAM 
roles.

Also see Update accounts by script.

Programmatic auditing of accounts

For more information about auditing accounts programmatically, see Programmatic roles and trust 
relationships for the AWS Control Tower audit account.

Automating other tasks

For information about how to increase certain AWS Control Tower service quotas with an 
automated request method, view this video: Automate Service Limit Increases.

For technical blogs that cover automation and integration use cases, see Automation and 
integration.

Two open source samples are available on GitHub to help you with certain automation tasks 
related to security.

• The sample called aws-control-tower-org-setup-sample shows how to automate setting up the 
Audit account as the delegated administrator for security-related services.

• The sample called aws-control-tower-account-setup-using-step-functions shows how to 
automate security best practices using Step Functions, when provisioning and configuring new 
accounts. This sample includes adding principals to organizationally-shared AWS Service Catalog 
portfolios and associating organization-wide AWS IAM Identity Center groups to new accounts 
automatically. It also illustrates how to delete the default VPC in every Region.

The AWS Security Reference Architecture includes code examples for automating tasks related 
to AWS Control Tower. For more information, see the AWS Prescriptive Guidance pages and the
associated GitHub repository.

93

https://docs.aws.amazon.com/controltower/latest/userguide/automated-provisioning-walkthrough.html
https://docs.aws.amazon.com/controltower/latest/userguide/automated-provisioning-walkthrough.html
https://docs.aws.amazon.com/controltower/latest/userguide/roles-how.html#automated-provisioning
https://docs.aws.amazon.com/controltower/latest/userguide/roles-how.html#automated-provisioning
https://docs.aws.amazon.com/controltower/latest/userguide/configuration-updates.html#update-accounts-by-script
https://docs.aws.amazon.com/controltower/latest/userguide/roles-how.html#stacksets-and-roles
https://docs.aws.amazon.com/controltower/latest/userguide/roles-how.html#stacksets-and-roles
https://www.youtube.com/watch?v=3WUShZ4lZGE
https://docs.aws.amazon.com/controltower/latest/userguide/related-information.html#automation-and-integration
https://docs.aws.amazon.com/controltower/latest/userguide/related-information.html#automation-and-integration
https://github.com/aws-samples/aws-control-tower-org-setup-sample
https://github.com/aws-samples/aws-control-tower-account-setup-using-step-functions
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples


AWS Control Tower User Guide

For information about using AWS Control Tower with AWS CloudShell, an AWS service that 
facilitates working in the AWS CLI, see AWS CloudShell and the AWS CLI.

Because AWS Control Tower is an orchestration layer for AWS Organizations, many other AWS 
services are available by means of APIs and the AWS CLI. For more information, see Related AWS 
services.

Using AWS CloudShell to work with AWS Control Tower

AWS CloudShell is an AWS service that facilitates working in the AWS CLI — it's a browser-based, 
pre-authenticated shell that you can launch directly from the AWS Management Console. There's 
no need to download or install command line tools. You can run AWS CLI commands for AWS 
Control Tower and other AWS services from your preferred shell (Bash, PowerShell or Z shell).

When you launch AWS CloudShell from the AWS Management Console, the AWS credentials you 
used to sign in to the console are available in a new shell session. You can skip entering your 
configuring credentials when you interact with AWS Control Tower and other AWS services, and 
you'll be using AWS CLI version 2, which is pre-installed on the shell's compute environment.You're 
pre-authenticated with AWS CloudShell.

Obtaining IAM permissions for AWS CloudShell

AWS Identity and Access Management provides access management resources that allow 
administrators to grant permissions to IAM users and IAM Identity Center users for access to AWS 
CloudShell.

The quickest way for an administrator to grant access to users is through an AWS managed policy. 
An AWS managed policy is a standalone policy that's created and administered by AWS. The 
following AWS managed policy for CloudShell can be attached to IAM identities:

• AWSCloudShellFullAccess: Grants permission to use AWS CloudShell with full access to all 
features.

If you want to limit the scope of actions that an IAM user or IAM Identity Center user can perform 
with AWS CloudShell, you can create a custom policy that uses the AWSCloudShellFullAccess
managed policy as a template. For more information about limiting the actions that are available 
to users in CloudShell, see Managing AWS CloudShell access and usage with IAM policies in the
AWS CloudShell User Guide.
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Note

Your IAM identity also requires a policy that grants permission to make calls to AWS Control 
Tower. For more information, see Permissions required to use the AWS Control Tower 
console.

Interacting with AWS Control Tower using AWS CloudShell

After you launch AWS CloudShell from the AWS Management Console, you can immediately start 
to interact with AWS Control Tower from the command line interface. AWS CLI commands work in 
the standard way in CloudShell.

Note

When using AWS CLI in AWS CloudShell, you don't need to download or install any 
additional resources. You're already authenticated within the shell, so you don't need to 
configure credentials before making calls.

Launch AWS CloudShell

• From the AWS Management Console, you can launch CloudShell by choosing the following 
options available on the navigation bar:

• Choose the CloudShell icon.

• Start typing "cloudshell" in Search box and then choose the CloudShell option.

Now that you've started CloudShell, you can enter any AWS CLI commands you require to work 
with AWS Control Tower. For example, you can check your AWS Config status.

Using AWS CloudShell to help set up AWS Control Tower

Before performing these procedures, unless it's otherwise indicated, you must be signed in to the 
AWS Management Console in the home Region for your landing zone, and you must be signed in 
as an IAM Identity Center user or IAM user with administrative permissions for the management 
account that contains your landing zone.
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1. Here's how you can use AWS Config CLI commands in AWS CloudShell to determine the status 
of your configuration recorder and delivery channel before you start to configure your AWS 
Control Tower landing zone.

Check your AWS Config status

View commands:

• aws configservice describe-delivery-channels

• aws configservice describe-delivery-channel-status

• aws configservice describe-configuration-recorders

• The normal response is something like "name": "default"

2. If you have an existing AWS Config recorder or delivery channel that you need to delete before 
you set up your AWS Control Tower landing zone, here are some commands you can enter:

Manage your pre-existing AWS Config resources

Delete commands:

• aws configservice stop-configuration-recorder --configuration-
recorder-name NAME-FROM-DESCRIBE-OUTPUT

• aws configservice delete-delivery-channel --delivery-channel-name
NAME-FROM-DESCRIBE-OUTPUT

• aws configservice delete-configuration-recorder --configuration-
recorder-name NAME-FROM-DESCRIBE-OUTPUT

Important

Do not delete the AWS Control Tower resources for AWS Config. Loss of these 
resources can cause AWS Control Tower to enter an inconsistent state.

For more information, see the AWS Config documentation

• Managing the Configuration Recorder (AWS CLI)

•
Managing the Delivery Channel
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3. This example shows AWS CLI commands you'd enter from AWS CloudShell to enable or disable 
trusted access for AWS Organizations. For AWS Control Tower you do not need to enable or 
disable trusted access for AWS Organizations, it is just an example. However, you may need to 
enable or disable trusted access for other AWS services if you're automating or customizing 
actions in AWS Control Tower.

Enable or disable trusted service access

• aws organizations enable-aws-service-access

• aws organizations disable-aws-service-access

Create an Amazon S3 bucket with AWS CloudShell

In the following example, you can use AWS CloudShell to create an Amazon S3 bucket and then 
use the PutObject method to add a code file as an object in that bucket.

1. To create a bucket in a specified AWS Region, enter the following command in the CloudShell 
command line:

aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

If the call is successful, the command line displays a response from the service similar to the 
following output:

{ 
    "Location": "/insert-unique-bucket-name-here"
}

Note

If you don't adhere to the rules for naming buckets (using only lowercase letters, for 
example), the following error is displayed: An error occurred (InvalidBucketName) when 
calling the CreateBucket operation: The specified bucket is not valid.

2. To upload a file and add it as an object to the bucket that was just created, call the PutObject
method:
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aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body 
 add_prog.py

If the object is uploaded successfully to the Amazon S3 bucket, the command line displays a 
response from the service similar to the following output:

{ 
           "ETag": "\"ab123c1:w:wad4a567d8bfd9a1234ebeea56\""}

The ETag is the hash of the object that's been stored. It can be used to check the integrity of 
the object uploaded to Amazon S3.

Creating AWS Control Tower resources with AWS 
CloudFormation

AWS Control Tower is integrated with AWS CloudFormation, a service that helps you to model and 
set up your AWS resources so that you can spend less time creating and managing your resources 
and infrastructure. You create a template that describes all the AWS resources that you want, such 
as AWS::ControlTower::EnabledControl for controls. AWS CloudFormation provisions and 
configures those resources for you.

When you use AWS CloudFormation, you can reuse your template to set up your AWS Control 
Tower resources consistently and repeatedly. Describe your resources once, and then provision the 
same resources over and over in multiple AWS accounts and Regions.

AWS Control Tower and AWS CloudFormation templates

To provision and configure resources for AWS Control Tower and related services, you must 
understand AWS CloudFormation templates. Templates are formatted text files in JSON or YAML. 
These templates describe the resources that you want to provision in your AWS CloudFormation 
stacks. If you're unfamiliar with JSON or YAML, you can use AWS CloudFormation Designer to help 
you get started with AWS CloudFormation templates. For more information, see What is AWS 
CloudFormation Designer? in the AWS CloudFormation User Guide.

AWS Control Tower supports creating AWS::ControlTower::EnabledControl (control 
resources) and AWS::ControlTower::LandingZone (landing zones) in AWS CloudFormation. For 
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more information, including examples of JSON and YAML templates for these resource types, see 
the AWS Control Tower resource type reference in the AWS CloudFormation User Guide.

Note

The limit for EnableControland DisableControl updates in AWS Control Tower is 10 
concurrent operations.

To view some AWS Control Tower examples for the CLI and the console, see Enable controls with 
AWS CloudFormation.

Learn more about AWS CloudFormation

To learn more about AWS CloudFormation, see the following resources:

• AWS CloudFormation

• AWS CloudFormation User Guide

• AWS CloudFormation API Reference

• AWS CloudFormation Command Line Interface User Guide
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Customize your AWS Control Tower landing zone

Certain aspects of your AWS Control Tower landing zone are configurable in the console, such as 
selection of Regions and optional controls. Other changes may be made outside the console, with 
automation.

For example, you can create more extensive customizations of your landing zone with the
Customizations for AWS Control Tower capability, a GitOps-style customization framework that 
works with AWS CloudFormation templates and AWS Control Tower lifecycle events.

Customize from the AWS Control Tower console

To make these customizations to your landing zone, follow the steps given by the AWS Control 
Tower console.

Select customized names during setup

• You can select your top-level OU names during setup. You can rename your OUs at any time 
using the AWS Organizations console, but making changes to your OUs in AWS Organizations 
may cause repairable drift.

• You can select the names of your shared Audit and Log Archive accounts, but you cannot change 
the names after setup. (This is a one-time selection.)

Tip

Remember that renaming an OU in AWS Organizations does not update the corresponding 
provisioned product in Account Factory. To update the provisioned product automatically 
(and avoid drift), you must perform the OU operation through AWS Control Tower, 
including creating, deleting, or re-registering an OU.

Select AWS Regions

• You can customize your landing zone by selecting specific AWS Regions for governance. Follow 
the steps in the AWS Control Tower console.
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• You can select and de-select AWS Regions for governance when you update your landing zone.

• You can set the Region Deny control to Enabled or Not enabled, and control user access to most 
AWS services in ungoverned AWS Regions.

For information about AWS Regions where CfCT has deployment limitations, see Control 
limitations.

Customize by adding optional controls

• Strongly recommended and elective controls are optional, which means that you can customize 
the level of enforcement for your landing zone by choosing which ones to enable. Optional 
controls are not enabled by default.

• The optional Controls that enhance data residency protection allow you to customize the 
Regions in which you store and allow access to your data.

• The optional controls that are part of the integrated Security Hub standard allow you to scan 
your AWS Control Tower environment to check for security risks.

• The optional proactive controls allow you to check your AWS CloudFormation resources before 
they are provisioned, to make sure the new resources will comply with your environment's 
control objectives.

Customize your AWS CloudTrail trails

• When you update your landing zone to version 3.0 or later, you can choose to opt into or opt 
out of organization-level CloudTrail trails managed by AWS Control Tower. You can change this 
selection any time you update your landing zone. AWS Control Tower creates an organization-
level trail in your management account, and that trail enters active or inactive status, based on 
your choice. Landing zone 3.0 does not support account-level CloudTrail trails; however, if you 
require these, you can configure and manage your own trails. You may incur additional cost for 
duplicate trails.

Create customized member accounts in the console

• You can create AWS Control Tower member accounts that are customized, and you can update 
existing member accounts to add customizations, from the AWS Control Tower console. For more 
information, see Customize accounts with Account Factory Customization (AFC).
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Automate customizations outside the AWS Control Tower 
console

Some customizations are not available through the AWS Control Tower console, but they can be 
implemented in other ways. For example:

• You can customize accounts during provisioning, in a GitOps-style workflow, with Account 
Factory for Terraform (AFT).

AFT is deployed with a Terraform module, available in the AFT repository.

• You can customize your AWS Control Tower landing zone with Customizations for AWS Control 
Tower (CfCT), a package of functionality that is built upon AWS CloudFormation templates and 
service control policies (SCPs). You can deploy the custom templates and policies to individual 
accounts and organizational units (OUs) within your organization.

Source code for CfCT is available in a GitHub repository.

Benefits of Customizations for AWS Control Tower (CfCT)

The package of functionality that we refer to as Customizations for AWS Control Tower (CfCT) helps 
you create more extensive customizations for your landing zone than you can create in the AWS 
Control Tower console. It offers a GitOps-style, automated process. You can reshape your landing 
zone to meet your business requirements.

This infrastructure-as-code customization process integrates AWS CloudFormation templates with 
AWS service control policies (SCPs) and AWS Control Tower lifecycle events, so that your resource 
deployments remain synchronized with your landing zone. For example, when you create a new 
account with Account Factory, the resources attached to the account and the OU can be deployed 
automatically.

Note

Unlike Account Factory and AFT, CfCT is not specifically intended to create new accounts, 
but to customize accounts and OUs in your landing zone by deploying resources that you 
specify.
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Benefits

• Expand a customized and secure AWS environment – You can expand your multi-account AWS 
Control Tower environment more quickly, and incorporate AWS best practices into a repeatable 
customization workflow.

• Instantiate your requirements – You can customize your AWS Control Tower landing zone for 
your business requirements, with the AWS CloudFormation templates and service control policies 
that express your policy intentions.

• Automate further with AWS Control Tower lifecycle events – Lifecycle events allow you to 
deploy resources based on completion of a previous series of events. You can rely on a lifecycle 
event to help you deploy resources to accounts and OUs, automatically.

• Extend your network architecture – You can deploy customized network architectures that 
improve and protect your connectivity, such as a transit gateway.

Additional CfCT examples

• An example networking use case with Customizations for AWS Control Tower (CfCT) is given in 
the AWS Architecture blog post, Deploy consistent DNS with Service Catalog and AWS Control 
Tower customizations.

• A specific example related to CfCT and Amazon GuardDuty is available on GitHub in the aws-
samples repository.

• Additional code examples regarding CfCT are available as part of the AWS Security Reference 
Architecture, in the aws-samples repository. Many of these examples contain sample
manifest.yaml files in a directory named customizations_for_aws_control_tower.

For more information about the AWS Security Reference Architecture, see the AWS Prescriptive 
Guidance pages.

Customizations for AWS Control Tower (CfCT) overview

Customizations for AWS Control Tower (CfCT) helps you customize your AWS Control Tower landing 
zone and stay aligned with AWS best practices. Customizations are implemented with AWS 
CloudFormation templates and service control policies (SCPs).

This CfCT capability is integrated with AWS Control Tower lifecycle events, so that your resource 
deployments remain synchronized with your landing zone. For example, when a new account is 
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created through account factory, all resources attached to the account are deployed automatically. 
You can deploy the custom templates and policies to individual accounts and organizational units 
(OUs) within your organization.

The following video describes best practices for deploying a scalable CfCT pipeline and common 
CfCT customizations.

The following section provides architectural considerations and configuration steps for deploying 
Customizations for AWS Control Tower (CfCT). It includes a link to the AWS CloudFormation
template that launches, configures, and runs the required AWS services, in alignment with AWS 
best practices for security and availability.

This topic is intended for IT infrastructure architects and developers who have practical experience 
architecting in the AWS Cloud.

For information about the latest updates and changes to Customizations for AWS Control Tower 
(CfCT), refer to the CHANGELOG.md file in the GitHub repository.

Architecture overview

Deploying CfCT builds the following environment in the AWS Cloud.

Figure 1: Customizations for AWS Control Tower architecture
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CfCT includes an AWS CloudFormation template that you deploy in your AWS Control Tower 
management account. The template launches all the components necessary to build the 
workflows, so you can customize your AWS Control Tower landing zone.

Note

CfCT must be deployed in the AWS Control Tower home Region and in the AWS Control 
Tower management account, because that is where your AWS Control Tower landing zone 
is deployed. For information about setting up an AWS Control Tower landing zone, refer to
Getting started.

As you deploy CfCT, it packages and uploads the custom resources to the code pipeline source, by 
means of Amazon Simple Storage Service (Amazon S3). The upload process automatically invokes 
the service control policies (SCPs) state machine and the AWS CloudFormation StackSets state 
machine to deploy the SCPs at the OU level, or to deploy stack instances at the OU or account 
level.

Note

By default, CfCT creates an Amazon S3 bucket to store the pipeline source, but you can 
change the location to an AWS CodeCommit repository. For more information, refer to Set 
up Amazon S3 as the configuration source.

CfCT deploys two workflows:

• an AWS CodePipeline workflow

• and an AWS Control Tower lifecycle event workflow.

The AWS CodePipeline workflow

The AWS CodePipeline workflow configures AWS CodePipeline, AWS CodeBuild projects, and AWS 
Step Functions that orchestrate the management of AWS CloudFormation StackSets and SCPs in 
your organization.

When you upload the configuration package, CfCT invokes the code pipeline to run three stages.

• Build Stage – validates the contents of the configuration package using AWS CodeBuild.

Architecture 105

https://aws.amazon.com/s3/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/step-functions/


AWS Control Tower User Guide

• SCP Stage – invokes the service control policy state machine, which calls the AWS Organizations 
API to create SCPs.

• AWS CloudFormation Stage – invokes the stack set state machine to deploy the resources 
specified in the list of accounts or OUs, which you've provided in the manifest file.

At each stage, the code pipeline invokes the stack set and SCP step functions, which deploy custom 
stack sets and SCPs to the targeted individual accounts, or to an entire organizational unit.

Note

For detailed information about customizing the configuration package, refer to CfCT 
customization guide.

The AWS Control Tower lifecycle event workflow

When a new account is created in AWS Control Tower, a lifecycle event can invoke the AWS 
CodePipeline workflow. You can customize the configuration package through this workflow, which 
consists of an Amazon EventBridge event rule, an Amazon Simple Queue Service (Amazon SQS) 
first-in first-out (FIFO) queue, and an AWS Lambda function.

When the Amazon EventBridge event rule detects a matching lifecycle event, it passes the event to 
the Amazon SQS FIFO queue, invokes the AWS Lambda function, and invokes the code pipeline to 
perform downstream deployment of stack sets and SCPs.

Cost

The cost for running CfCT depends on the number of AWS CodePipeline runs, the duration of 
AWS CodeBuild runs, the number and duration of AWS Lambda functions, and the number of 
Amazon EventBridge events published. For example, if you run 100 builds in one month using
build.general1.small where each build runs for five minutes, then the approximate cost for 
running CfCT is $3.00 per month. For full details, you can review the pricing webpage for each 
AWS service you are running.

The Amazon Simple Storage Service (Amazon S3) bucket and AWS CodeCommit Git-based 
repository resources are retained after you delete the template, to protect your configuration 
information. Depending on the option you select, you are charged based on the amount of data 
stored in the Amazon S3 bucket and the number of Git requests (not applicable to Amazon S3 
resource). Refer to Amazon S3 and AWS CodeCommit pricing for details.
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Component services

The following AWS services are components of Customizations for AWS Control Tower (CfCT).

AWS CodeCommit

Based on your input to the AWS CloudFormation template, CfCT can create an AWS CodeCommit
repository with the same sample configuration that's explained in the Amazon Simple Storage 
Service section.

To clone the CfCT AWS CodeCommit repository to your local computer, you must create credentials 
that give you temporary access to the repository, as explained in the AWS CodeCommit User Guide. 
For information about version compatibility, see Setting up for AWS CodeCommit.

AWS CodePipeline

AWS CodePipeline validates, tests, and implements changes based on updates to the configuration 
package, which you'll make in either the default Amazon S3 bucket or the AWS CodeCommit 
repository. For more information about changing the configuration source control to AWS 
CodeCommit, refer to Using Amazon S3 as the Configuration Source. The pipeline includes stages 
to validate and manage the configuration files and templates, core accounts, AWS Organizations 
service control policies, and AWS CloudFormation StackSets. For more information about the 
pipeline stages, refer to CfCT customization guide

AWS Key Management Service

CfCT creates an AWS Key Management Service (AWS KMS) CustomControlTowerKMSKey
encryption key. This key is used to encrypt objects in the Amazon S3 configuration bucket, Amazon 
SQS queue, and sensitive parameters in the AWS Systems Manager Parameter Store. By default, 
only roles provisioned by CfCT have permission to perform encryption or decryption operations 
with this key. For access to the configuration file, FIFO queue, or Parameter Store SecureString
values, administrators must be added to the CustomControlTowerKMSKey policy. Automatic key 
rotation is enabled by default.

AWS Lambda

CfCT uses AWS Lambda functions to invoke the installation components during the initial 
installation and deployment of AWS CloudFormation StackSets or AWS Organizations SCPs during 
an AWS Control Tower lifecycle event.
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Amazon Simple Notification Service

CfCT may publish notifications, such as pipeline approval to Amazon Simple Notification Service
(Amazon SNS) topics during the workflow. Amazon SNS is launched only when you choose to 
receive pipeline approval notifications.

Amazon Simple Storage Service

When you deploy CfCT, CfCT creates an Amazon Simple Storage Service (Amazon S3) bucket with a 
unique name:

Example: Amazon S3 bucket name

custom-control-tower-configuration-accountID-region

The bucket contains a sample configuration file called _custom-control-tower-
configuration.zip

Notice the leading underscore in the file name.

This zip file provides a sample manifest and the related sample templates that describe the 
necessary folder structure. These examples help you develop a configuration package to 
customize your AWS Control Tower landing zone. The sample manifest identifies the required 
configurations for stack sets and service control policies (SCPs) you'll need, when you implement 
your customizations.

You can use this sample configuration package as a model, to develop and upload your custom 
package, which triggers the CfCT configuration pipeline automatically.

For information about customizing the configuration file, see CfCT customization guide.

Amazon Simple Queue Service

CfCT uses an Amazon Simple Queue Service (Amazon SQS) FIFO queue to capture lifecycle events 
from Amazon EventBridge. It triggers an AWS Lambda function, which invokes AWS CodePipeline 
to deploy AWS CloudFormation StackSets or SCPs. For more information about SCPs, see AWS 
Organizations.

AWS Step Functions

CfCT creates Step Functions to orchestrate customization deployments. These Step Functions 
translate configuration files to deploy the customizations as needed across environments.
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AWS Systems Manager Parameter Store

AWS Systems Manager Parameter Store stores the CfCT configuration parameters. These 
parameters allow you to integrate related configuration templates. For example, you can configure 
each account to log AWS CloudTrail data to a centralized Amazon S3 bucket. Also, the Systems 
Manager Parameter Store provides a centralized location where administrators can view CfCT 
inputs and parameters.

Deployment considerations

Be sure to launch Customizations for AWS Control Tower  (CfCT) in the same account and Region 
where your AWS Control Tower landing zone is deployed; that is, you must deploy it in the AWS 
Control Tower management account in your AWS Control Tower home Region. By default, CfCT 
creates and runs the landing zone configuration package by setting up a configuration pipeline in 
that account and Region.

Prepare for deployment

You have some options when you prepare your AWS CloudFormation template for initial 
deployment. You can choose the configuration source, and you can allow for manual approval of 
pipeline deployments. The next two sections explain more about these options.

Choose your configuration source

By default, the template creates an Amazon Simple Storage Service (Amazon S3) bucket to 
store the sample configuration package as a .zip file called _custom-control-tower-
configuration.zip. The Amazon S3 bucket is version controlled, and you can update the 
configuration package as needed. For information about updating the configuration package, refer 
to Using Amazon S3 as the Configuration Source.

Note

The sample configuration package filename begins with an underscore (_) so that 
AWS CodePipeline is not initiated automatically. When you have finished customizing 
the configuration package, be sure to upload the custom-control-tower-
configuration.zip without the underscore (_) in order to begin the deployment in AWS 
CodePipeline.
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You can change the storage location of the configuration package from the S3 bucket to an AWS 
CodeCommit Git repository by selecting the AWS CodeCommit option in the AWS CloudFormation 
parameter. This option enables you to manage version control easily.

Note

When you're using the default S3 bucket, be sure that the configuration package is 
available as a .zip file. When you're using the AWS CodeCommit repository, be sure 
that the configuration package is placed in the repository without zipping the files. For 
information about creating and storing the configuration package in AWS CodeCommit, see
CfCT customization guide.

You can use the sample configuration package to create your own custom configuration source. 
When you are ready to deploy your custom configurations, manually upload the configuration 
package, either to the Amazon S3 bucket or to the AWS CodeCommit repository. The pipeline 
begins automatically when you upload the configuration file.

Note

When you're using AWS CodeCommit to store the configuration package, it is not necessary 
to zip the package. For information about creating and storing the configuration package in 
AWS CodeCommit, refer to CfCT customization guide.

Choose your pipeline configuration approval parameters

The AWS CloudFormation template provides the option to approve the deployment of 
configuration changes manually. By default, manual approval is not enabled. For more information, 
refer to Step 1. Launch the stack.

When manual approval is enabled, the configuration pipeline validates the customizations made 
to the AWS Control Tower file manifest and templates, then it pauses the process until manual 
approval is granted. After approval, the deployment proceeds to run the remaining pipeline stages, 
as needed, to implement the Customizations for AWS Control Tower (CfCT) functionality.

You can use the manual approval parameter to keep the customizations for the AWS Control 
Tower configuration from running, by rejecting the first attempt to run through the pipeline. This 
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parameter also allows you to validate customizations for the AWS Control Tower configuration 
changes manually, as a final control before implementation.

To update Customizations for AWS Control Tower

If you have previously deployed CfCT, you must update the AWS CloudFormation stack to get the 
latest version of the CfCT framework. For details, refer to Update the Stack.

Template and source code

Customizations for AWS Control Tower (CfCT) are deployed in your management account after you 
launch your AWS CloudFormation template. You can download the template from GitHub and then 
launch it from AWS CloudFormation.

The customizations-for-aws-control-tower.template deploys the following:

• An AWS CodeBuild project

• An AWS CodePipeline project

• An Amazon EventBridge rule

• AWS Lambda functions

• An Amazon Simple Queue Service queue

• An Amazon Simple Storage Service bucket with a sample configuration package

• AWS Step Functions

Note

You can customize the template based on your specific requirements.

Source code repository

You can visit our GitHub repository to download the templates and scripts for CfCT, and to share 
your landing zone customizations with others.
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Automated deployment

Before you launch the automated deployment, review the considerations. Follow the step-by-
step instructions in this section to configure and deploy the solution into your AWS Control Tower 
management account.

Time to deploy: Approximately 15 minutes

Prerequisites

CfCT must be deployed in your AWS Control Tower management account, and in your AWS Control 
Tower home Region. If you do not have a landing zone set up, see Getting started.

Deployment steps

The procedure for deploying CfCT consists of two major steps. For detailed instructions, follow the 
links for each step.

Step 1. Launch the stack

• Launch the AWS CloudFormation template into your management account.

• Review the template parameters, and adjust if necessary.

Step 2. Create a custom package

• Create a custom configuration package.

Important

To download the correct AWS CloudFormation template and launch CfCT, follow the 
GitHub link given in this section. Do not follow older links to any previously specified S3 
buckets.

Step 1. Launch the stack

The AWS CloudFormation template in this section deploys Customizations for AWS Control Tower
(CfCT) in your account.
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Note

You are responsible for the cost of the AWS services used while you run CfCT. For more 
details, see Cost.

1. To launch Customizations for AWS Control Tower, download the template from GitHub and 
then launch it from AWS CloudFormation.

2. The template launches in the US East (N. Virginia) Region by default. To launch CfCT in a 
different AWS Region, use the Region selector in the console navigation bar.

Note

CfCT must be launched in the same Region and account where you deployed your AWS 
Control Tower landing zone, which is your home Region.

3. On the Create stack page, verify that the correct template URL shows in the  URL text box and 
choose Next.

4. On the Specify stack details page, assign a name to your CfCT stack.

5. Under Parameters, review the following parameters and modify them in the template, if 
necessary.

Pipeline Configuration

Parameter Default Description

Pipeline Approval Stage No Choose whether to change 
the pipeline configuration 
from the default automated 
approval stage to a manual 
approval stage. For more 
information, see the section 
called “CfCT customization 
guide”.

Pipeline Approval Email 
Address

<Optional Input> The email address for 
approval notifications. 

Step 1. Launch the stack 113

https://github.com/aws-solutions/aws-control-tower-customizations/blob/main/customizations-for-aws-control-tower.template
https://console.aws.amazon.com/cloudformation/home?region=us-east-1


AWS Control Tower User Guide

Pipeline Configuration

Parameter Default Description

To use this parameter, 
you must set the Pipeline 
Approval Stage parameter 
to Yes.

AWS CodePipeline Source Amazon S3 The source for AWS 
CodePipeline to help you 
select where to store 
and configure the CfCT 
customizations.

AWS CodeCommit Setup

Parameter Default Description

Existing CodeCommit 
Repository?

No Choose whether to use 
an existing CodeCommi 
t Git repository. If you 
choose Yes, you must 
set the CodePipeline 
Source parameter to AWS 
CodeCommit .
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AWS CodeCommit Setup

Parameter Default Description

CodeCommit Repository 
Name

custom-control-tow 
er-configuration

The Git repository name. 
To use this parameter 
, you must set the AWS 
CodePipeline Source
parameter to AWS 
CodeCommit . This name 
is used to create a new Git 
repository, and must be 
unique. If you provide the 
name of an existing Git 
repository, you must set 
the Existing CodeCommi 
t Repository? parameter 
to Yes and enter the exact 
name of that repository.

CodeCommit Branch Name main The Git branch where the 
customization package 
is stored. Git repositories 
can have many branches. 
This is the default name 
given to the branch in 
the Git repository. To use 
this parameter, you must 
set the CodePipeline 
Source parameter to AWS 
CodeCommit .
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AWS CloudFormation StackSets Configuration

Parameter Default Description

Region Concurrency Type PARALLEL Select the concurrency type 
of deploying StackSets 
 operations in Regions. This 
setting is applicable for 
create, update, and delete 
workflows. Other allowed 
value is SEQUENTIAL .

Max Concurrent Percentage 100 The maximum percentag 
e of accounts in which to 
perform this operation at 
one time. The max allowed 
value is 100. For more 
information, refer to Stack 
Set operation options.

Failure Tolerance Percentag 
e

10 The percentage of accounts, 
per Region, for which this 
stack operation can fail 
before AWS CloudForm 
ation stops the operation in 
that Region. The minimum 
allowed value is 0 and max 
allowed value is 100. For 
more information, refer to
Stack Set operation options.

6. Choose Next.

7. On the Configure stack options page, choose Next.

8. On the Review page, review and confirm the settings. Be sure to check the box acknowledging 
that the template will create AWS Identity and Access Management (IAM) resources.

9. Choose Create stack to deploy the stack.

Step 1. Launch the stack 116

https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-concepts.html#stackset-ops-options
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-concepts.html#stackset-ops-options
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-concepts.html#stackset-ops-options


AWS Control Tower User Guide

You can view the status of the stack in the AWS CloudFormation console in the Status column. 
You should see a status of CREATE_COMPLETE in approximately 15 minutes.

Step 2. Create a custom package

With the launched stack, you can add customizations to your AWS Control Tower landing zone and 
service control policies (SCPs) by customizing the included configuration package. For detailed 
instructions on creating a custom package, refer to the CfCT customization guide.

Note

The pipeline does not run without uploading the custom configuration package.

Update the stack

If you previously deployed Customizations for AWS Control Tower (CfCT), follow the procedure to 
update the AWS CloudFormation stack for the latest version of the CfCT framework.

Important

Before you can complete the following procedure, you must upload the latest template 
from GitHub to an Amazon Simple Storage Service (Amazon S3) bucket. For instructions 
on how to get started with Amazon S3, see Getting started with Amazon S3 in the Amazon 
Simple Storage Service User Guide.

1. Sign in to the AWS CloudFormation console.

2. Select your existing Customizations for AWS Control Tower (CfCT) CloudFormation stack, and 
then select Update.

3. Under Prerequisite — Prepare template, select Replace current template.

4. Under Specify template, do the following:

a. For Template source, select Replace current template.

b. For Amazon S3 URL, enter the template URL for the template that you previously 
uploaded from GitGub to Amazon S3, and then choose Next.
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c. Verify that the template URL is correct. Then choose Next and Next again.

5. Under Parameters, review the parameters for the template and modify them as necessary. 
Refer to Step 1. Launch the stack for details about the parameters.

6. Choose Next.

7. On the Configure stack options page, choose Next.

8. On the Review page, review and confirm the settings. Be sure to check the box acknowledging 
that the template might create AWS Identity and Access Management (IAM) resources.

9. Choose View change set and verify the changes.

10. Choose Update stack to deploy the stack.

You can view the status of the stack in the AWS CloudFormation console in the Status column. 
You should see a status of UPDATE_COMPLETE in approximately 15 minutes.

Delete a stack set

You can delete a stack set if you've enabled stack set deletion in the manifest file. By default, the
enable_stack_set_deletion parameter is set to false. In this configuration, no action is 
taken to delete the associated stack set when a resource is removed from the CfCT manifest file.

If you change the value of enable_stack_set_deletion to true in the manifest file, CfCT 
deletes the stack set and all of its resources when you remove an associated resource from the 
manifest file.

This capability is supported in v2 of the manifest file.

Important

When you initially set the value of enable_stack_set_deletion to true, 
the next time you invoke CfCT, ALL resources that begin with the prefix
CustomControlTower-, which have the associated key tag Key:AWS_Solutions, 
Value: CustomControlTowerStackSet, and which are not declared in the manifest 
file, are staged for deletion.

Here's an example of how to set this parameter in a manifest.yaml file:

version: 2021-03-15
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region: us-east-1
enable_stack_set_deletion: true   #New opt-in functionality

resources:  
  - name: demo_resource_1 
    resource_file: s3://demo_bucket/resource.template 
    deployment_targets: 
      accounts: 
        - 012345678912 
    deploy_method: stack_set 
    ... 
    regions: 
    - us-east-1 
    - us-west-2 

  - name: demo_resource_2 
    resource_file: s3://demo_bucket/resource.template 
    deployment_targets: 
      accounts: 
        - 012345678912 
    deploy_method: stack_set 
    ... 
    regions:  
    - us-east-1 
    - eu-north-1 
                         
         

Set up Amazon S3 as the configuration source

When you set up Customizations for AWS Control Tower, it stores an initial configuration file, called
_custom-control-tower-configuration.zip file in an Amazon Simple Storage Service 
(Amazon S3) bucket, named custom-control-tower-configuration-account-ID-region.

Note

If you choose to download and modify this file, remember to zip the changes, save as a new 
file named custom-control-tower-configuration.zip, and then upload it back to 
the same Amazon S3 bucket.
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The Amazon S3 bucket is the default source of the pipeline. When default settings are in 
place, uploading a configuration zip file without the underscore prefix in the file name to 
the S3 bucket will initiate the pipeline automatically.

The zip file is protected by Server-Side Encryption (SSE) with AWS Key Management Service (AWS 
KMS), and denial of use of the KMS key. For access to the zip file, you must update the KMS Key 
Policy to specify the role(s) that should be granted access. The role may be an administrator role, a 
user, or both. Follow this procedure:

1. Navigate to the AWS Key Management Service console.

2. In Customer Managed Keys, select CustomControlTowerKMSKey.

3. Select the Key policy tab. Then, select Edit.

4. In the Edit key policy page, find the Allow Use of the key section in the code, and add one of 
the following permissions:

• To add an administration role:

arn:aws:iam::<account-ID>:role/<administrator-role>

• To add a user::

arn:aws:iam::<account-ID>:user/<username>

5. Select Save Changes.

6. Navigate to the Amazon S3 console, find the S3 bucket containing the configuration zip file, and 
select download.

7. Make the necessary configuration changes to the manifest file and template files. For 
information about customizing the manifest and template files, see the section called “CfCT 
customization guide”.

8. Upload your changes:

a. Zip the modified configuration files, and name the file: custom-control-tower-
configuration.zip.

b. Upload the file to Amazon S3 using SSE with the AWS KMS master-key:
CustomControlTowerKMSKey.
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Collection of operational metrics

Customizations for AWS Control Tower (CfCT) includes an option to send anonymous operational 
metrics to AWS. AWS uses this data to understand how customers are using CfCT, as well as other 
related services and products. When data collection is enabled, the following information is sent to 
AWS:

• Solution ID: The AWS solution identifier

• Unique ID (UUID): Randomly generated, unique identifier for each deployment

• Timestamp: Data-collection timestamp

• State Machine Execution Count: Incrementally counts the number of times this state machine 
runs

• Manifest Version: The manifest version used in the configuration

Note

AWS owns the data it collects. Data collection is subject to the AWS Privacy Policy.

To opt out of sending anonymous operational metrics to AWS, complete one of the following tasks:

• Update the AWS CloudFormation template mapping section as follows:

from

AnonymousData: 
     SendAnonymousData: 
        Data: Yes

to

AnonymousData: 
     SendAnonymousData: 
        Data: No

• After CfCT is deployed, find the /org/primary/metrics_flag SSM parameter key in the 
Parameter Store console, and update the value to No.
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CfCT customization guide

The Customizations for AWS Control Tower (CfCT) guide is for administrators, DevOps professionals, 
independent software vendors, IT infrastructure architects, and systems integrators who want to 
customize and extend their AWS Control Tower environments for their company and customers. It 
provides information about customizing and extending the AWS Control Tower environment with 
the CfCT customization package.

Note

To deploy and configure (CfCT), you must deploy and process a configuration package 
through AWS CodePipeline. The following sections describe the process in detail.

Code pipeline overview

The configuration package requires Amazon Simple Storage Service (Amazon S3) and AWS 
CodePipeline. The configuration package contains these items:

• A manifest file

• An accompanying set of templates

• Other JSON files for describing and implementing your AWS Control Tower environment 
customizations

By default, the _custom-control-tower-configuration.zip configuration package is loaded 
in an Amazon S3 bucket with the following naming convention:

custom-control-tower-configuration-accountID-region.

Note

By default, CfCT creates an Amazon S3 bucket to store the pipeline source, but you can 
change the source location to an AWS CodeCommit repository. For more information, see
Edit a pipeline in CodePipeline in the AWS CodePipeline User Guide.

The manifest file is a text file that describes the AWS resources you can deploy to customize your 
landing zone. CodePipeline does these tasks:
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• extracts the manifest file, accompanying set of templates, and other JSON files

• performs manifest and template validations

• invokes sections in the manifest file to run specific pipeline stages.

When you update the configuration package by customizing the manifest file and removing 
the underscore (_) from the configuration package filename, it automatically initiates AWS 
CodePipeline.

Note

The sample configuration package filename begins with an underscore (_) so that 
AWS CodePipeline is not automatically triggered. When you have completed the 
customization of the configuration package, upload the file custom-control-tower-
configuration.zip without the underscore (_) in order to trigger the deployment in 
AWS CodePipeline.

AWS CodePipeline stages

The CfCT pipeline requires several AWS CodePipeline stages to implement and update your AWS 
Control Tower environment.

1. Source stage

The source stage is the initial stage. Your customized configuration package initiates this 
pipeline stage. The source for the AWS CodePipeline can be either an Amazon S3 bucket or an 
AWS CodeCommit repository, in which the configuration package can be hosted.

2. Build stage

The build stage requires AWS CodeBuild to validate the contents of the configuration 
package. These checks include testing the manifest.yaml file syntax and schema, along 
with all AWS CloudFormation templates included in the package or remotely hosted, using 
AWS CloudFormation validate-template and cfn_nag. If the manifest file and AWS 
CloudFormation templates pass the tests, the pipeline continues to the next stage. If the tests 
fail, you can review the CodeBuild logs to identify the issue and edit the configuration source file 
as needed.

3. Manual approval stage (optional)
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The manual approval stage is optional. If you enable this stage, it provides additional control 
over the configuration pipeline. It pauses the pipeline during deployment, until an approval is 
given. You can opt into manual approval by editing the Pipeline Approval Stage parameter to
Yes when you launch the stack.

4. Service control policy stage

The service control policy stage invokes the service control policy state machine to call AWS 
Organizations APIs that create service control policies (SCPs).

5. AWS CloudFormation resource stage

The AWS CloudFormation resource stage invokes the stack set state machine to deploy the 
resources specified in the list of accounts or organizational units (OUs), which you provided in 
the manifest file. The state machine creates the AWS CloudFormation resources in the order that 
they are specified in the manifest file, unless a resource dependency is specified.

Define a custom configuration

You'll define your custom AWS Control Tower configuration with the manifest file, the 
accompanying set of templates, and other JSON files. You'll package these files into a folder 
structure and place them in the Amazon S3 bucket as a .zip file, as shown in the following code 
example.

Custom configuration folder structure

- manifest.yaml
- policies/                                                [optional] 
   - service control policies files (*.json)
- templates/                                               [optional] 
   - template files for AWS CloudFormation Resources (*.template)

The previous example depicts the structure of a custom configuration folder. The folder structure 
stays the same whether you choose Amazon S3 or an AWS CodeCommit repository as your source 
storage location. If you choose Amazon S3 as source storage, compress all the folders and files 
into a custom-control-tower-configuration.zip file, and upload only the .zip file to the 
designated Amazon S3 bucket.
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Note

If you are using AWS CodeCommit, place the files in the repository without zipping the 
files.

The manifest file

The manifest.yaml file is a text file that describes your AWS resources. The following example 
shows the structure of the manifest file.

---
region: String
version: 2021-03-15

resources: 
  #set of CloudFormation resources or SCP policies
...

As shown in the previous code example, the first two lines of the manifest file specify the values of 
the region and the version keywords. Here are the definitions of those keywords.

region – A text string for the AWS Control Tower default Region. This value must be a valid AWS 
Region name (such as us-east-1, eu-west-1, or ap-southeast-1). The AWS Control Tower 
home Region is the default when you create custom AWS Control Tower resources (such as AWS 
CloudFormation StackSets), unless a more resource-specific Region is specified.

region:your-home-region

version – The manifest schema version number. The latest supported version is 2021-03-15.

version: 2021-03-15

Note

We strongly recommend you use the latest version. To update manifest properties in the 
latest version, refer to Manifest version upgrades.
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The next keyword shown in the previous example is the resources keyword. The resources section 
of the manifest file is highly structured. It contains a detailed list of AWS resources, which will be 
deployed automatically by the CfCT pipeline. These descriptions of resources and their available 
parameters are given in the next section.

The resources section of the manifest file

This topic describes the resources section of the manifest file, where you'll define the resources 
that are required for your customizations. This section of the manifest file begins at the keyword
resources and continues to the end of the file.

The resources section of the manifest file specifies the AWS CloudFormation StackSets or AWS 
Organizations SCPs, which CfCT deploys automatically through the code pipeline. You can list OUs, 
accounts, and Regions to deploy stack instances.

Stack instances are deployed at the account level instead of the OU level. SCPs are deployed at the 
OU level. For more information, see Build your own customizations.

The following example template describes the possible entries that are available for the resources
section of the manifest file.

resources: # List of resources 
  - name: [String] 
    resource_file: [String] [Local File Path, S3 URI, S3 URL]  
    deployment_targets: # account and/or organizational unit names 
      accounts: # array of strings, [0-9]{12} 
        - 012345678912 
        - AccountName1 
      organizational_units: #array of strings 
        - OuName1 
        - OuName2  
    deploy_method: scp | stack_set 
    parameters: # List of parameters [SSM, Alfred, Values] 
      - parameter_key: [String] 
        parameter_value: [String]   
    export_outputs: # list of ssm parameters to store output values 
      - name: /org/member/test-ssm/app-id 
        value: $[output_ApplicationId]     
    regions: #list of strings 
    - [String]

Define a custom configuration 126

https://docs.aws.amazon.com/controltower/latest/userguide/cfcn-byo-customizations.html


AWS Control Tower User Guide

The remainder of this topic gives detailed definitions for the keywords shown in the previous 
code example.

name – The name that is associated with the AWS CloudFormation StackSets.
The string you provide assigns a more user-friendly name for a stack set.

• Type: String

• Required: Yes

• Valid Values: a-z, A-Z, 0-9, and an underscore (_). Any other character is automatically replaced 
with an underscore (_).

description – The description for the resource.

• Type: String

• Required: No

resource_file – This file can be specified as the relative location to the manifest file, an Amazon S3 
URI or URL that points to an AWS CloudFormation template or AWS Organizations service control 
policy in JSON for creating AWS CloudFormation resources or SCPs.

• Type: String

• Required: Yes

1. The following example shows the resource_file, given as a relative location to the resource 
file inside the configuration package.

resources: 
  - name: SecurityRoles 
    resource_file: templates/custom-security.template

2. The following example shows the resource file given as an Amazon S3 URI

resources: 
  - name: SecurityRoles 
    resource_file: s3://bucket-name/[key-name]

3. The following example shows the resource file given as an Amazon S3 HTTPS URL
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resources: 
  - name: SecurityRoles 
    resource_file: https://bucket-name.s3.Region.amazonaws.com/key-name

Note

If you provide an Amazon S3 URL, verify that the bucket policy allows read access for 
the AWS Control Tower management account from which you are deploying CfCT. If you 
provide an Amazon S3 HTTPS URL, verify that the path uses dot notation. For example,
S3.us-west-1. CfCT does not support endpoints that contain a dash between S3 and 
the Region, such as S3‐us-west-2.

4. The following example shows an Amazon S3 bucket policy and an ARN where resources are 
stored.

{ 
   "Version": "2012-10-17", 
   "Statement": [ 
       { 
        "Effect": "Allow", 
        "Principal": {"AWS": "arn:aws:iam::AccountId:root"}, 
        "Action": "s3:GetObject", 
        "Resource": "arn:aws:s3:::my-bucket/*” 
       } 
   ]
}

You'll replace the AccountId variable shown in the example with the AWS account ID for 
the management account that is deploying CfCT. For more examples, refer to Bucket policy 
examples in the Amazon Simple Storage Service User Guide.

parameters – Specifies the name and value for AWS CloudFormation parameters.

• Type: MapList

• Required: No
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The parameters section contains pairs of key/value parameters. The following pseudo template 
outlines the parameters section.

parameters: 
  - parameter_key: [String] 
    parameter_value: [String]

• parameter_key – The key associated with the parameter.

• Type: String

• Required: Yes (under parameters property)

• Valid Values: a-z, A-Z, and 0-9

• parameter_value – The input value associated with the parameter.

• Type: String

• Required: Yes (under parameters property)

deploy_method – The deployment method for deploying resource(s) into the account. Currently,
deploy_method supports deploying resources using the stack_set option for resource 
deployment through AWS CloudFormation StackSets, or the scp option if you are deploying SCPs.

• Type: String

• Valid Values: stack_set | scp

• Required: Yes

deployment_targets – List of accounts or Organizational Units (OUs), into which CfCT will deploy 
the AWS CloudFormation resources, specified as accounts or organizational_units.

Note

If you want to deploy an SCP, the target must be an OU, not an account.

• Type: List of string account name or account number to indicate that this resource will be 
deployed into the given account list, or OU names to indicate that this resource will be deployed 
into the given OU list.

• Required: At least one of accounts or organizational_units
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• accounts:

Type: List of string account name or account number to indicate that this resource will be 
deployed into the given account list.

• organizational_units:

Type: List of string OU names to indicate that this resource will be deployed into a given 
OU list. If you provide an OU that doesn’t contain accounts and the accounts property is not 
added, CfCT only creates the stack set.

Note

The organization’s management account ID is not an allowed value. CfCT does not 
support deploying stack instances into the organization’s management account.

export_outputs – List of name/value pairs that denote SSM parameter keys. These SSM parameter 
keys allow you to store template outputs into the SSM parameter store. The output is intended for 
reference by other resources, defined earlier in the manifest file.

export_outputs: # List of SSM parameters 
  - name: [String] 
    value: [String]

• Type: List of name and value key pairs. The name contains the name string of an SSM parameter 
store key, and value contains the parameter's value string.

• Valid Values: Any string or the $[output_CfnOutput-Logical-ID] variable where
CfnOutput-Logical-ID corresponds to the template output variable. For more information 
about the Outputs section in an AWS CloudFormation template, see Outputs in the AWS 
CloudFormation User Guide.

• Required: No

For example, the following code snippet stores the template VPCID output variable into the SSM 
parameter key that's named /org/member/audit/vpc_id.

export_outputs: # List of SSM parameters 
  - name: /org/member/audit/VPC-ID 
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    value: $[output_VPCID]

Note

The export_outputs key name may contain a value other than output. For example, if the
name is /org/environment-name, the value may be production.

regions – List of Regions in which CfCT will deploy the AWS CloudFormation stack instances.

• Type: Any list of AWS commercial Region names, to indicate that this resource will be deployed 
into the given Region list. If this keyword does not exist in the manifest file, the resources are 
deployed in the home Region only.

• Required: No

Root OU

CfCT supports Root as a value for an organizationl unit (OU) under organizational_units in
manifest V2 version (2021-03-15).

• If you choose the deployment method of scp, when you add Root under
organizational_units, AWS Control Tower applies the policies to all of the OUs under 
the Root. If you choose the deployment method of stack_set, when you add Root under
organizational_units, CfCT deploys the stack sets in all the accounts under the Root that 
are enrolled in AWS Control Tower, except for the management account.

• As per AWS Control Tower best practices, the management account is intended only to manage 
member accounts and for billing purposes. Do not run production workloads in the AWS Control 
Tower management account.

In accordance with best practices guidance, AWS Control Tower deployment puts the 
management account under the Root OU, so that it has full access and does not run additional 
resources. For this reason, the AWSControlTowerExecution role is not deployed to the 
management account.

• We recommend that you follow these best practices for the management account. If you have 
a specific use case that requires you to deploy stacksets in the management account, include
accounts as a deployment target and specify the management account. Otherwise, do not 
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include accounts as a deployment target. You must create the missing resources, including 
required IAM roles, in the management account.

To deploy stacksets in the management account, include accounts as a deployment target and 
specify the management account. Otherwise, do not include accounts as a deployment target.

---
region: your-home-region
version: 2021-03-15

resources: 

  …truncated… 

    deployment_targets: 
      organizational_units: 
        - Root

Note

The Root OU feature is supported only in the V2 version of the manifest file (2021-03-15). 
If you add Root as an OU under organizational_units, do not add any other OUs.

Nested OU

CfCT supports listing one or more nested OUs under the organizational_units keyword in 
manifest V2 version (2021-03-15).

A complete path (excluding Root) for the nested OU is required, using a colon as the separator 
between OUs. For deployment method scp, AWS Control Tower deploys the SCPs to the last OU 
in the nested OU path. For deployment method stack_set, AWS Control Tower deploys the stack 
sets to all the accounts under the last OU in the nested OU path.

For example, consider the path OUName1:OUName2:OUName3. The last OU in the path is OUName3. 
CfCT deploys the SCPs to OUName3 and stack sets to all of the accounts directly under OUName3, 
only.

---
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region: your-home-region
version: 2021-03-15

resources: 

  …truncated… 

    deployment_targets: 
      organizational_units: 
        - OuName1:OUName2:OUName3

Note

The nested OU feature is supported only in the V2 version of the manifest file 
(2021-03-15).

Build your own customizations

To build your own customizations, you can modify the manifest.yaml file by adding or updating 
service control policies (SCPs) and AWS CloudFormation resources. For resources that must 
be deployed, you can add or remove accounts and OUs. You can add or modify the templates 
in the package folders, create your own folders, and reference the templates or folders in the
manifest.yaml file.

This section explains the two main parts of building your own customizations:

• how to set up your own configuration package for service control policies

• how to set up your own configuration package for AWS CloudFormation stack sets

Set up a configuration package for service control policies

This section explains how to create a configuration package for service control policies (SCPs). 
The two main parts of this process are (1) prepare the manifest file, and (2) prepare your folder 
structure.

Step 1: Edit the manifest.yaml file

Use the sample manifest.yaml file as your starting point. Enter all necessary configurations. Add 
the resource_file and deployment_targets details.
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The following snippet shows the default manifest file.

---
region: us-east-1
version: 2021-03-15

resources: []

The value for region is added automatically during deployment. It must match the Region where 
you deployed CfCT. This Region must be the same as the AWS Control Tower region.

To add a custom SCP in the example-configuration folder in the zip package stored in the 
Amazon S3 bucket, open the example-manifest.yaml file and begin editing.

---
region: your-home-region
version: 2021-03-15

resources: 
  - name: test-preventive-controls 
    description: To prevent from deleting or disabling resources in member accounts 
    resource_file: policies/preventive-controls.json 
    deploy_method: scp 
    #Apply to the following OU(s) 
    deployment_targets: 
      organizational_units: #array of strings 
        - OUName1 
        - OUName2  

…truncated…

The following snippet shows an example of a customized manifest file. You can add more than one 
policy in a single change.

---
region: us-east-1
version: 2021-03-15

resources: 
  - name: block-s3-public-access 
    description: To S3 buckets to have public access 
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    resource_file: policies/block-s3-public.json 
    deploy_method: scp 
    #Apply to the following OU(s) 
    deployment_targets: 
      organizational_units: #array of strings 
        - OUName1 
        - OUName2 

Step 2: Create a folder structure

You can skip this step if you are using an Amazon S3 URL for the resource file and using
parameters with key/value pairs.

You must include an SCP policy in JSON format to support the manifest, because the manifest file 
references the JSON file. Ensure that the file paths match the path information provided in the 
manifest file.

• A policy JSON file contains the SCPs to be deployed to OUs.

The following snippet shows the folder structure for the sample manifest file.

- manifest.yaml
- policies/ 
   - block-s3-public.json

The following snippet is an example of a block-s3-public.json policy file.

{ 
   "Version":"2012-10-17", 
   "Statement":[ 
      { 
         "Sid":"GuardPutAccountPublicAccessBlock", 
         "Effect":"Deny", 
         "Action":"s3:PutAccountPublicAccessBlock", 
         "Resource":"arn:aws:s3:::*" 
      } 
   ]
}
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Set up a configuration package for AWS CloudFormation StackSets

This section explains how to set up a configuration package for AWS CloudFormation StackSets. 
The two main parts of this process are: (1) prepare the manifest file, and (2) update the folder 
structure.

Step 1: Edit the existing manifest file

Add the new AWS CloudFormation StackSets information to the manifest file that you previously 
edited.

Just for review, the following snippet contains the same customized manifest file that was shown 
previously to set up a configuration package for SCPs. Now you can edit this file further, to include 
the details about your resources.

---
region: us-east-1
version: 2021-03-15

resources: 
   
  - name: block-s3-public-access 
    description: To S3 buckets to have public access 
    resource_file: policies/block-s3-public.json 
    deploy_method: scp 
    #Apply to the following OU(s) 
    deployment_targets: 
    organizational_units: #array of strings 
    - OUName1 
    - OUName2 

The following snippet shows an edited sample manifest file that contains the resources details. 
The order of resources determines the execution order for creating resources dependencies. 
You can edit the following example manifest file according to your business requirements.

---
region: your-home-region
version: 2021-03-15

…truncated…

resources: 
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  - name: stackset-1 
    resource_file: templates/create-ssm-parameter-keys-1.template 
    parameters: 
      - parameter_key: parameter-1 
        parameter_value: value-1 
    deploy_method: stack_set 
    deployment_targets: 
      accounts: # array of strings, [0-9]{12} 
        - account number or account name 
        - 123456789123 
      organizational_units: #array of strings, ou ids, ou-xxxx 
        - OuName1 
        - OUName2  
    export_outputs: 
      - name: /org/member/test-ssm/app-id 
        value: $[output_ApplicationId] 
    regions: 
      - region-name

  - name: stackset-2 
    resource_file: s3://bucket-name/key-name 
    parameters: 
      - parameter_key: parameter-1 
        parameter_value: value-1 
    deploy_method: stack_set 
    deployment_targets: 
      accounts: # array of strings, [0-9]{12} 
        - account number or account name 
        - 123456789123 
      organizational_units: #array of strings 
        - OuName1 
        - OUName2  
regions: 
  - region-name

The following example shows that you can add more than one AWS CloudFormation resource in 
the manifest file.

---
region: us-east-1
version: 2021-03-15

resources: 
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  - name: block-s3-public-access 
    description: To S3 buckets to have public access 
    resource_file: policies/block-s3-public.json 
    deploy_method: scp 
    #Apply to the following OU(s) 
    deployment_targets: 
      organizational_units: #array of strings 
        - Custom 
        - Sandbox 

  - name: transit-network 
    resource_file: templates/transit-gateway.template 
    parameter_file: parameters/transit-gateway.json 
    deploy_method: stack_set 
    deployment_targets: 
      accounts: # array of strings, [0-9]{12} 
        - Prod 
        - 123456789123 #Network 
      organizational_units: #array of strings 
        - Custom 
    export_outputs: 
      - name: /org/network/transit-gateway-id 
        value: $[output_TransitGatewayID] 
    regions: 
      - us-east-1

Step 2: Update the folder structure

When you update the folder structure, you can include all supporting AWS CloudFormation 
template files and SCP policy files that are in the manifest file. Verify that the file paths match 
what is provided in the manifest file.

• A template file contains the AWS resources to be deployed in OUs and accounts.

• A policy file contains the input parameters used in the template file.

The following example shows the folder structure for the sample manifest file created in Step 1.

- manifest.yaml
- policies/ 
   - block-s3-public.json
- templates/ 
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   - transit-gateway.template

The ‘alfred’ helper and the AWS CloudFormation parameter files

CfCT provides you with a mechanism known as the alfred helper to get the value for an SSM 
Parameter Store key that's defined in the AWS CloudFormation template. Using the alfred helper, 
you can use values that are stored in the SSM Parameter Store and without updating the AWS 
CloudFormation template. For more information, see What is an AWS CloudFormation template? in 
the AWS CloudFormation User Guide.

Important

The alfred helper has two limitations. Parameters are available only in the home region of 
the AWS Control Tower management account. As a best practice, consider working with 
values that don't change from stack instance to stack instance. When the 'alfred' helper 
retreives parameters, it chooses a random stack instance from the stack set that exports 
the variable.

Example

Suppose that you have two AWS CloudFormation stack sets. Stack set 1 has one stack instance 
and deploys to one account in one Region. It creates an Amazon VPC and subnets in an availability 
zone, and the VPC ID and subnet ID must be passed into stack set 2 as parameter values. 
Before the VPC ID and subnet ID can be passed to stack set 2, the VPC ID and subnet 
ID must be stored in stack set 1 using AWS:::SSM::Parameter. For more information, see
AWS:::SSM::Parameter in the AWS CloudFormation User Guide.

AWS CloudFormation stack set 1:

In the following snippet, the alfred helper can gets value for the VPC ID and subnet ID from the 
parameter store and pass them as input to the StackSet state machine.

VpcIdParameter: 
    Type: AWS::SSM::Parameter 
    Properties: 
      Name: '/stack_1/vpc/id' 
      Description: Contains the VPC id 
      Type: String 
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      Value: !Ref MyVpc

SubnetIdParameter: 
    Type: AWS::SSM::Parameter 
    Properties: 
      Name: '/stack_1/subnet/id' 
      Description: Contains the subnet id 
      Type: String 
      Value: !Ref MySubnet

AWS CloudFormation stack set 2:

The snippet shows the parameters that are specified in the AWS CloudFormation stack 2
manifest.yaml file.

parameters: 
      - parameter_key: VpcId 
        parameter_value: $[alfred_ssm_/stack_1/vpc/id] 
      - parameter_key: SubnetId 
        parameter_value: $[alfred_ssm_/stack_1/subnet/id]

AWS CloudFormation stack set 2.1:

The snippet shows that you can list alfred_ssm properties to support parameters of type
CommaDelimitedList. For more information, see Parameters in the AWS CloudFormation User 
Guide.

parameters: 
      - parameter_key: VpcId # Type: String 
        parameter_value: $[alfred_ssm_/stack_1/vpc/id'] 
      - parameter_key: SubnetId # Type: String 
        parameter_value: $[ alfred_ssm_/stack_1/subnet/id'] 
      - parameter_key: AvailablityZones # Type: CommaDelimitedList 
        parameter_value: 
  - "$[alfred_ssm_/availability_zone_1]" 
 - "$[alfred_ssm_/availability_zone_2]"

JSON schema for the customization package

The JSON schema for the customization package for CfCT is located in the source code 
repository on GitHub. You can use the schema with many of your favorite development 
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tools, and you may find it helpful for reducing errors when you build your own
manifest.yaml file.

Manifest version upgrades

For information about the latest version of Customizations for AWS Control Tower (CfCT), see the
CHANGELOG.md file in the GitHub repository.

Warning

Version 2.2.0 of Customizations for AWS Control Tower (CfCT) introduced a manifest schema 
(version 2021-03-15) to align with related AWS service APIs. The manifest schema allows a 
single manifest.yaml file to manages supported resources (AWS CloudFormation templates 
and SCPs) through decoupled DevOps workflows.
We strongly recommend that you update the manifest schema from version 2020-01-01 to 
version 2021-03-15 or later.
CfCT continues to support version 2021-03-15 and 2020-01-01 of the manifest.yaml
file. No changes to your existing configuration are required. However, version 2020-01-01
is at End of Support. We no longer provide updates or add enhancements to version
2020-01-01. The Root OU and nested OU features aren't supported in version 2020-01-01.

Deprecated properties in manifest version 2021-03-15:

organization_policies
policy_file
apply_to_accounts_in_ou

cloudformation_resources
template_file
deploy_to_account
deploy_to_ou
ssm_parameters
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Mandatory upgrade steps

When you upgrade to the manifest schema version 2021-03-15 version, here are the changes you 
must make to update your files. The next sections outline mandatory and recommended changes 
for the transition.

Organizations polices

1. Move the SCPs under organization_policies under new property resources.

2. Change the policy_file property to new property resource_file.

3. Change the apply_to_accounts_in_ou to new property deployment_targets. The OU list 
should be defined under sub-property organizational_units. The accounts sub-property is not 
supported for organizations policies.

4. Add a new property deploy_method with the value scp.

AWS CloudFormation resources

1. Move the CloudFormation resources under cloudformation_resources under new property
resources.

2. Change the template_file property to new property resource_file.

3. Change the deploy_to_ou to new property deployment_targets. The OU list should be defined 
under sub-property organizational_units.

4. Change the deploy_to_accounts to new property deployment_targets. The account list should 
be defined under sub-property accounts.

5. Change the ssm_parameters property to new property export_outputs.

Highly recommended upgrade steps

AWS CloudFormation parameters

1. Change the parameter_file property to new property parameters.

2. Remove the file path in the value of the parameter_file property.

3. Copy the parameter key and parameter value from the existing parameter JSON file into the 
new format for the parameters property. This would help you manage them in the manifest file.
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Note

The parameter_file property is supported in manifest version 2021-03-15.
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Networking in AWS Control Tower

AWS Control Tower provides basic support for networking through VPCs.

If the default configuration or capabilities of the AWS Control Tower VPC do not meet your needs, 
you can use other AWS services to configure your VPC. For more information about how to work 
with VPCs and AWS Control Tower, see Building a Scalable and Secure Multi-VPC AWS Network 
Infrastructure.

Related topics

• For information about how AWS Control Tower works when you enroll accounts that have 
existing VPCs, see Enrolling existing accounts with VPCs.

• With Account Factory, you can provision accounts that include an AWS Control Tower VPC, or 
you can provision accounts without a VPC. For information about how to delete the AWS Control 
Tower VPC or configure AWS Control Tower accounts without a VPC, see Walkthrough: Configure 
AWS Control Tower Without a VPC.

• For information about how to change account settings for VPCs, see the  Account Factory 
documentation on updating an account.

• For more information about working with networking and VPCs in AWS Control Tower, see the 
section about Networking on the Related information page of this User Guide.

VPCs and AWS Regions in AWS Control Tower

As a standard part of account creation, AWS creates an AWS-default VPC in every Region, even 
the Regions you are not governing with AWS Control Tower. This default VPC is not the same as a 
VPC that AWS Control Tower creates for a provisioned account, but the AWS default VPC in a non-
governed Region may be accessible to IAM users.

Adminstrators can enable the Region deny control, so that your end-users do not have permission 
to connect to a VPC in a Region that's supported by AWS Control Tower but outside your governed 
Regions. To configure the Region deny control, go to the Landing zone settings page and select
Modify settings.

The Region deny control blocks API calls to most services in non-governed Regions. For more 
information, see Deny access to AWS based on the requested AWS Region.
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Note

The Region deny control may not prevent IAM users from connecting to an AWS default 
VPC in a Region where AWS Control Tower is not supported.

Optionally, you can remove the AWS default VPCs in non-governed Regions. To list the default VPC 
in a Region you can use a CLI command similar to this example:

aws ec2 --region us-west-1 describe-vpcs --filter Name=isDefault,Values=true

Overview of AWS Control Tower and VPCs

Here are some essential facts about AWS Control Tower VPCs:

• The VPC created by AWS Control Tower when you provision an account in Account Factory is not 
the same as the AWS default VPC.

• When AWS Control Tower sets up a new account in a supported AWS Region, AWS Control Tower 
automatically deletes the default AWS VPC, and it sets up a new VPC configured by AWS Control 
Tower.

• Each AWS Control Tower account is allowed one VPC that's created by AWS Control Tower. An 
account can have additional AWS VPCs within the account limit.

• Every AWS Control Tower VPC has three Availability Zones in all Regions except for the US West 
(N. California) Region,us-west-1, and two Availability Zones in us-west-1. By default, each 
Availability Zone is assigned one public subnet and two private subnets. Therefore, in Regions 
except US West (N. California) each AWS Control Tower VPC contains nine subnets by default, 
divided across three Availability Zones. In US West (N. California), six subnets are divided across 
two Availability Zones.

• Each of the subnets in your AWS Control Tower VPC is assigned a unique range, of equal size.

• The number of subnets in a VPC is configurable. For more information about how to change your 
VPC subnet configuration, see the Account Factory topic.

• Because the IP addresses do not overlap, the six or nine subnets within your AWS Control Tower 
VPC can communicate with each other in an unrestricted manner.
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When working with VPCs, AWS Control Tower makes no distinction at the Region level. Every 
subnet is allocated from the exact CIDR range that you specify. The VPC subnets can exist in any 
Region.

Notes

Manage VPC costs

If you set the Account Factory VPC configuration so that public subnets are enabled when 
provisioning a new account, Account Factory configures VPC to create a NAT Gateway. You 
will be billed for your usage by Amazon VPC.

VPC and control settings

If you provision Account Factory accounts with VPC internet access settings enabled, that 
Account Factory setting overrides the control Disallow internet access for an Amazon VPC 
instance managed by a customer. To avoid enabling internet access for newly provisioned 
accounts, you must change the setting in Account Factory. For more information, see
Walkthrough: Configure AWS Control Tower Without a VPC.

CIDR and Peering for VPC and AWS Control Tower

This section is intended primarily for network administrators. Your company’s network 
administrator usually is the person who selects the overall CIDR range for your AWS Control Tower 
organization. The network administrator then allocates subnets from within that range for specific 
purposes.

When you choose a CIDR range for your VPC, AWS Control Tower validates the IP address ranges 
according to the RFC 1918 specification. Account Factory allows a CIDR block of up to /16 in the 
ranges of:

• 10.0.0.0/8

• 172.16.0.0/12

• 192.168.0.0/16

• 100.64.0.0/10 (only if your internet provider allows usage of this range)
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The /16 delimiter allows up to 65,536 distinct IP addresses.

You can assign any valid IP addresses from the following ranges:

• 10.0.x.x to 10.255.x.x

• 172.16.x.x – 172.31.x.x

• 192.168.0.0 – 192.168.255.255 (no IPs outside of 192.168 range)

If the range you specify is outside of these, AWS Control Tower provides an error message.

The default CIDR range is 172.31.0.0/16.

When AWS Control Tower creates a VPC using the CIDR range you select, it assigns the identical 
CIDR range to every VPC for every account you create within the organizational unit (OU). Due to 
the default overlap of IP addresses, this implementation does not initially permit peering among 
any of your AWS Control Tower VPCs in the OU.

Subnets

Within each VPC, AWS Control Tower divides your specified CIDR range evenly into nine subnets 
(except in US West (N. California), where it is six subnets). None of the subnets within a VPC 
overlap. Therefore, they all can communicate with each other, within the VPC.

In summary, by default, subnet communication within the VPC is unrestricted. The best practice 
for controlling communication among your VPC subnets, if needed, is to set up access control lists 
with rules that define the permitted traffic flow. Use security groups for control of traffic among 
specific instances. For more information about setting up security groups and firewalls in AWS 
Control Tower, see Walkthrough: Set Up Security Groups in AWS Control Tower With AWS Firewall 
Manager.

Peering

AWS Control Tower does not restrict VPC-to-VPC peering for communication across multiple VPCs. 
However, by default, all AWS Control Tower VPCs have the same default CIDR range. To support 
peering, you can modify the CIDR range in the settings of Account Factory so that the IP addresses 
do not overlap.

If you change the CIDR range in the settings of Account Factory, all new accounts that are 
subsequently created by AWS Control Tower (using Account Factory) are assigned the new CIDR 
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range. The old accounts are not updated. For example, you can create an account, then change the 
CIDR range and create a new account, and the VPCs allocated to those two accounts can be peered. 
Peering is possible because their IP address ranges are not identical.
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Required roles and permissions

AWS Control Tower uses IAM roles to help manage access to resources.

For general information about roles, see User groups, roles, and permission sets.

About permissions

• For information about IAM groups and their permissions in AWS Control Tower, see IAM Identity 
Center Groups for AWS Control Tower.

• For information about permissions required to provision accounts, see Permissions required for 
accounts.

• For information about console permissions required for AWS Control Tower, see Permissions 
Required to Use the AWS Control Tower Console.

About roles

• For information about how to create a role, including permissions designed for programmatic 
access, see Create roles and assign permissions, and Programmatic roles and trust relationships 
for the AWS Control Tower audit account.

• For information about other roles that AWS Control Tower uses to manage your accounts, see
Using identity-based policies (IAM policies) for AWS Control Tower, and the Managed policies for 
AWS Control Tower.

• For information about AWS Control Tower and AWS Config roles, see AWS Control Tower 
ConfigRecorderRole.

• For information about roles that AWS Control Tower uses to aggregate AWS Config information 
for your accounts, see How AWS Control Tower aggregates AWS Config rules in unmanaged OUs 
and accounts.

• For information about how to protect your resources as you are assigning roles and permissions, 
see Optional conditions for your role trust relationships, Optionally configure AWS KMS keys, 
and Prevent cross-service impersonation.

• For specific information about automated account provisioning in AWS Control Tower with IAM 
roles, see Automated Account Provisioning With IAM Roles.
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How AWS Control Tower works with roles to create and manage 
accounts

In general, roles are a part of identity and access management (IAM) in AWS. For general 
information about IAM and roles in AWS, see  the IAM roles topic in the AWS IAM User Guide.

Roles and account creation

AWS Control Tower creates a customer's account by calling the CreateAccount API of AWS 
Organizations. When AWS Organizations creates this account, it creates a role within that account, 
which AWS Control Tower names by passing in a parameter to the API. The name of the role is
AWSControlTowerExecution.

AWS Control Tower takes over the AWSControlTowerExecution role for all accounts created by 
Account Factory. Using this role, AWS Control Tower baselines the account and applies mandatory 
(and any other enabled) controls, which results in creation of other roles. These roles in turn are 
used by other services, such as AWS Config.

Note

To baseline an account is to set up its resources, which include Account Factory templates, 
sometimes referred to as blueprints, and controls. The baselining process also sets up 
the centralized logging and security audit roles on the account, as part of deploying the 
templates. AWS Control Tower baselines are contained in the roles that you apply to every 
enrolled account.

For more information about accounts and resources, see About AWS accounts in AWS Control 
Tower.

The AWSControlTowerExecution role, explained

The AWSControlTowerExecution role must be present in all enrolled accounts. It allows AWS 
Control Tower to manage your individual accounts and report information about them to your 
Audit and Log Archive accounts.

The AWSControlTowerExecution role can be added into an account in several ways, as follows:
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• For accounts in the Security OU (sometimes called core accounts), AWS Control Tower creates the 
role at the time of initial AWS Control Tower setup.

• For an Account Factory account created through the AWS Control Tower console, AWS Control 
Tower creates this role at the time of account creation.

• For a single account enrollment, we ask customers to manually create the role and then enroll 
the account in AWS Control Tower.

• When extending governance to an OU, AWS Control Tower uses the StackSet-
AWSControlTowerExecutionRole to create the role in all accounts in that OU.

Purpose of the AWSControlTowerExecution role:

• AWSControlTowerExecution allows you to create and enroll accounts, automatically, with 
scripts and Lambda functions.

• AWSControlTowerExecution helps you configure your organizations's logging, so that all the 
logs for every account are sent to the logging account.

• AWSControlTowerExecution allows you to enroll an individual account in AWS Control Tower. 
First, you must add the AWSControlTowerExecution role to that account. For steps on how to 
add the role, see Manually add the required IAM role to an existing AWS account and enroll it.

How the AWSControlTowerExecution role works with OUs:

The AWSControlTowerExecution role ensures that your selected AWS Control Tower controls 
apply automatically to every individual account, in each OU, in your organization, as well as to 
every new account you create in AWS Control Tower. As a result:

• You can provide compliance and security reports more easily, based on the auditing and logging 
features embodied by AWS Control Tower controls.

• Your security and compliance teams can verify that all requirements are met, and that no 
organizational drift has occurred.

For more information about drift, see Detect and resolve drift in AWS Control Tower.

To summarize, the AWSControlTowerExecution role and its associated policy gives you flexible 
control of security and compliance across your entire organization. Therefore, breaches of security 
or protocol are less likely to occur.
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Optional conditions for your role trust relationships

You can impose conditions in your role trust policies, to restrict the accounts and resources that 
interact with certain roles in AWS Control Tower. We strongly recommend that you restrict access 
to the AWSControlTowerAdmin role, because it allows wide access permissions.

To help prevent an attacker from gaining access to your resources, manually edit your AWS Control 
Tower trust policy to add at least one aws:SourceArn or aws:SourceAccount conditional to the 
policy statement. As a security best practice, we strongly recommend adding the aws:SourceArn
condition, because it is more specific than aws:SourceAccount, limiting access to a specific 
account and a specific resource.

If you don't know the full ARN of the resource, or if you are specifying multiple resources, you can 
use the aws:SourceArn condition with wildcards (*) for the unknown portions of the ARN. For 
example, arn:aws:controltower:*:123456789012:* works if you don't wish to specify a 
Region.

The following example demonstrates the use of the aws:SourceArn IAM condition with your IAM 
role trust polices. Add the condition in your trust relationship for the AWSControlTowerAdmin
role, because the AWS Control Tower service principal interacts with it.

As shown in the example, the source ARN is of the format:
arn:aws:controltower:${HOME_REGION}:${CUSTOMER_AWSACCOUNT_id}:*

Replace the strings ${HOME_REGION} and ${CUSTOMER_AWSACCOUNT_id} with your own home 
Region and account ID of the calling account.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "Service": [ 
          "controltower.amazonaws.com" 
        ] 
      }, 
      "Action": "sts:AssumeRole", 
      "Condition": { 
        "ArnEquals": { 
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          "aws:SourceArn": "arn:aws:controltower:us-west-2:012345678901:*" 
        } 
      } 
    } 
  ]
}

In the example, the Source ARN designated as arn:aws:controltower:us-
west-2:012345678901:* is the only ARN allowed to perform the sts:AssumeRole action. 
In other words, only users who can sign in to the account ID 012345678901, in the us-west-2
Region, are allowed to perform actions that require this specific role and trust relationship for the 
AWS Control Tower service, designated as controltower.amazonaws.com.

The next example shows the aws:SourceAccount and aws:SourceArn conditions applied to the 
role trust policy.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "Service": [ 
          "controltower.amazonaws.com" 
        ] 
      }, 
      "Action": "sts:AssumeRole", 
      "Condition": { 
        "StringEquals": { 
          "aws:SourceAccount": "012345678901" 
        }, 
        "StringLike": { 
          "aws:SourceArn": "arn:aws:controltower:us-west-2:012345678901:*" 
        } 
      } 
    } 
  ]
}

The example illustrates the aws:SourceArn condition statement, with an added
aws:SourceAccount condition statement. For more information, see Prevent cross-service 
impersonation.
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For general information about permission policies in AWS Control Tower see Manage access to 
resources.

Recommendations:

We recommend that you add conditions to the roles that AWS Control Tower creates, because 
those roles are directly assumed by other AWS services. For more information, see the example 
for AWSControlTowerAdmin, shown previously in this section. For the AWS Config recorder role, 
we recommend adding the aws:SourceArn condition, specifying the Config recorder ARN as the 
permitted source ARN.

For roles such as AWSControlTowerExecution or the  roles that can be assumed by the AWS 
Control Tower Audit account in all managed accounts, we recommend that you add the
aws:PrincipalOrgID condition to the trust policy for these roles, which validates that the 
principal accessing the resource belongs to an account in the correct AWS organization. Do not add 
the aws:SourceArn condition statement, because it will not work as expected.

Note

In case of drift, it is possible that an AWS Control Tower role may be reset under certain 
circumstances. It is recommended that you re-check the roles periodically, if you have 
customized them.

AWS Control Tower ConfigRecorderRole

AWS Control Tower deploys this role as a resource in the log archive account, the audit account, 
and in each account created by Account Factory. The role can be assumed by AWS Config, as shown 
in the role trust relationship artifact, given later in this section. This role is over 1000 lines long, 
because it allows multiple actions by many AWS services. The role grants permission to AWS Config 
to record configurations and deliver them to the delivery channels.

Note

When you create this IAM role, you give AWS Control Tower permission to manage the AWS 
Config resources as defined in the permissions policy for this role. The first time that AWS 
Control Tower uses this role, AWS Config might create a new service-linked role in your 
account. That role grants AWS Config access to other AWS resources that are required to 
complete your original AWS Control Tower request.
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To learn more about how AWS Config or other services create and use service-linked roles, 
see AWS Services That Work with IAM. Look for the services that have Yes in the Service-
Linked Role column to indicate that they support using service-linked roles. Choose a Yes
with a link to view the service-linked role documentation for that service.
For a definition of AWS service-linked role, see AWS service-linked role.

Role name: aws-controltower-ConfigRecorderRole

Deployed in these accounts: Log archive, Audit, Account factory accounts

Assumed by: AWS Config

You can view the details and JSON artifacts of the AWS managed policies for this role.

• ReadOnlyAccess

• To view the complete JSON policy artifact for the AWS Control Tower ConfigRecorderRole, see
AWS_ConfigRole.

Role trust relationship

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "Service": "config.amazonaws.com" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

How AWS Control Tower aggregates AWS Config rules in unmanaged 
OUs and accounts

The AWS Control Tower management account creates an organization-level aggregator, which 
assists in detecting external AWS Config rules, so that AWS Control Tower does not need to gain 
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access to unmanaged accounts. The AWS Control Tower console shows you how many externally 
created AWS Config rules you have for a given account. You can view details about those external 
rules in the External Config Rule Compliance tab of the Account details page.

To create the aggregator, AWS Control Tower adds a role with the permissions 
required to describe an organization and list the accounts under it. The
AWSControlTowerConfigAggregatorRoleForOrganizations role requires the
AWSConfigRoleForOrganizations managed policy and a trust relationship with
config.amazonaws.com.

Here is the IAM policy (JSON artifact) attached to the role:

{ 
    "Version": "2012-10-17", 
      "Statement": [ 
       { 
        "Effect": "Allow", 
        "Action": [ 
          "organizations:ListAccounts", 
          "organizations:DescribeOrganization", 
          "organizations:ListAWSServiceAccessForOrganization" 
         ], 
       "Resource": "*" 
      } 
    ] 
  }

Here is the AWSControlTowerConfigAggregatorRoleForOrganizations trust relationship:

{ 
    "Version": "2012-10-17", 
      "Statement": [ 
      { 
        "Effect": "Allow", 
        "Principal": { 
        "Service": "config.amazonaws.com" 
        }, 
        "Action": "sts:AssumeRole" 
      } 
    ] 
  }
}
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To deploy this functionality in the management account, the following permissions are 
added in the managed policy AWSControlTowerServiceRolePolicy, which is used by the
AWSControlTowerAdmin role when it creates the AWS Config aggregator:

{ 
  "Version": "2012-10-17", 
    "Statement": [ 
      { 
        "Effect": "Allow", 
        "Action": [ 
          "config:PutConfigurationAggregator", 
          "config:DeleteConfigurationAggregator", 
          "iam:PassRole" 
          ], 
        "Resource": [ 
          "arn:aws:iam:::role/service-role/
AWSControlTowerConfigAggregatorRoleForOrganizations", 
          "arn:aws:config:::config-aggregator/" 
          ] 
        }, 
      { 
        "Effect": "Allow", 
        "Action": "organizations:EnableAWSServiceAccess", 
        "Resource": "*" 
      } 
    ]
}

New resources created: AWSControlTowerConfigAggregatorRoleForOrganizations and
aws-controltower-ConfigAggregatorForOrganizations

When you are ready, you can enroll accounts individually, or enroll them as a group by registering 
an OU. When you've enrolled an account, if you create a rule in AWS Config, AWS Control Tower 
detects the new rule. The aggregator shows the number of external rules and provides a link to the 
AWS Config console where you can view the details of each external rule for your account. Use the 
information in the AWS Config console and the AWS Control Tower console to determine whether 
you have the appropriate controls enabled for the account.
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Programmatic roles and trust relationships for the AWS Control Tower 
audit account

You can sign into the audit account and assume a role to review other accounts programmatically. 
The audit account does not allow you to log in to other accounts manually.

The audit account gives you programmatic access to other accounts, by means of some roles 
that are granted to AWS Lambda functions only. For security purposes, these roles have trust 
relationships with other roles, which means that the conditions under which the roles can be 
utilized are strictly defined.

The AWS Control Tower stack set StackSet-AWSControlTowerBP-BASELINE-ROLES creates 
these programmatic-only, cross-account roles in the audit account:

• aws-controltower-AdministratorExecutionRole

• aws-controltower-AuditAdministratorRole

• aws-controltower-ReadOnlyExecutionRole

• aws-controltower-AuditReadOnlyRole

ReadOnlyExecutionRole: Note that this role allows the audit account to read objects in 
Amazon S3 buckets across the entire organization (in contrast to the SecurityAudit policy, 
which allows for metadata access only).

aws-controltower-AdministratorExecutionRole:

• Has administrator permissions

• Cannot be assumed from the console

• Can be assumed only by a role in the audit account – the aws-controltower-
AuditAdministratorRole

The following artifact shows the trust relationship for aws-controltower-
AdministratorExecutionRole. The placeholder number 012345678901 will be replaced by 
the Audit_acct_ID number for your audit account.

{ 
  "Version": "2012-10-17", 
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  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "AWS": "arn:aws:iam::012345678901:role/aws-controltower-AuditAdministratorRole" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

aws-controltower-AuditAdministratorRole:

• Can be assumed by the AWS Lambda service only

• Has permission to perform read (Get) and write (Put) operations on Amazon S3 objects with 
names that start with the string log

Attached policies:

1. AWSLambdaExecute – AWS managed policy

2. AssumeRole-aws-controltower-AuditAdministratorRole – inline policy – Created by AWS 
Control Tower, artifact follows.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
 { 
 "Action": [ 
   "sts:AssumeRole" 
   ], 
 "Resource": [ 
   "arn:aws:iam::*:role/aws-controltower-AdministratorExecutionRole" 
   ], 
 "Effect": "Allow" 
 } 
   ]
}

The following artifact shows the trust relationship for aws-controltower-
AuditAdministratorRole:
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{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "Service": "lambda.amazonaws.com" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

aws-controltower-ReadOnlyExecutionRole:

• Cannot be assumed from the console

• Can be assumed only by another role in the audit account – the AuditReadOnlyRole

The following artifact shows the trust relationship for aws-controltower-
ReadOnlyExecutionRole. The placeholder number 012345678901 will be replaced by the
Audit_acct_ID number for your audit account.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "AWS": "arn:aws:iam::012345678901:role/aws-controltower-AuditReadOnlyRole " 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

aws-controltower-AuditReadOnlyRole:

• Can be assumed by the AWS Lambda service only

• Has permission to perform read (Get) and write (Put) operations on Amazon S3 objects with 
names that start with the string log
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Attached policies:

1. AWSLambdaExecute – AWS managed policy

2. AssumeRole-aws-controltower-AuditReadOnlyRole – inline policy – Created by AWS Control 
Tower, artifact follows.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
 { 
 "Action": [ 
  "sts:AssumeRole" 
 ], 
 "Resource": [ 
  "arn:aws:iam::*:role/aws-controltower-ReadOnlyExecutionRole" 
 ], 
 "Effect": "Allow" 
   } 
  ]
}

The following artifact shows the trust relationship for aws-controltower-
AuditAdministratorRole:

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "Service": "lambda.amazonaws.com" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

Automated Account Provisioning With IAM Roles

To configure Account Factory accounts in a more automated way, you can create Lambda functions 
in the AWS Control Tower management account, which assumes the AWSControlTowerExecution
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role  in the member account. Then, using the role, the management account performs the desired 
configuration steps in each member account.

If you're provisioning accounts using Lambda functions, the identity that will 
perform this work must have the following IAM permissions policy, in addition to
AWSServiceCatalogEndUserFullAccess.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "AWSControlTowerAccountFactoryAccess", 
            "Effect": "Allow", 
            "Action": [ 
                "sso:GetProfile", 
                "sso:CreateProfile", 
                "sso:UpdateProfile", 
                "sso:AssociateProfile", 
                "sso:CreateApplicationInstance", 
                "sso:GetSSOStatus", 
                "sso:GetTrust", 
                "sso:CreateTrust", 
                "sso:UpdateTrust", 
                "sso:GetPeregrineStatus", 
                "sso:GetApplicationInstance", 
                "sso:ListDirectoryAssociations", 
                "sso:ListPermissionSets", 
                "sso:GetPermissionSet", 
                "sso:ProvisionApplicationInstanceForAWSAccount", 
                "sso:ProvisionApplicationProfileForAWSAccountInstance", 
                "sso:ProvisionSAMLProvider", 
                "sso:ListProfileAssociations", 
                "sso-directory:ListMembersInGroup", 
                "sso-directory:AddMemberToGroup", 
                "sso-directory:SearchGroups", 
                "sso-directory:SearchGroupsWithGroupName", 
                "sso-directory:SearchUsers", 
                "sso-directory:CreateUser", 
                "sso-directory:DescribeGroups", 
                "sso-directory:DescribeDirectory", 
                "sso-directory:GetUserPoolInfo", 
                "controltower:CreateManagedAccount", 
                "controltower:DescribeManagedAccount", 
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                "controltower:DeregisterManagedAccount", 
                "s3:GetObject", 
                "organizations:describeOrganization", 
                "sso:DescribeRegisteredRegions" 
            ], 
            "Resource": "*" 
        } 
    ]
}    

The permissions sso:GetPeregrineStatus,
sso:ProvisionApplicationInstanceForAWSAccount,
sso:ProvisionApplicationProfileForAWSAccountInstance, and
sso:ProvisionSAMLProvide are required by AWS Control Tower Account Factory to interact 
with AWS IAM Identity Center.
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Resources in AWS Control Tower

• For general information about resource ownership in AWS Control Tower, see Overview of 
managing access permissions to your AWS Control Tower resources.

• For information about resources that AWS Control Tower creates in the shared accounts, see
About the shared accounts.

• For information about resources that AWS Control Tower creates when it provisions an account 
through Account Factory, see Resource Considerations for Account Factory.

• To view details about the AWS resource types that are defined by AWS Control Tower, for use 
with the AWS Control Tower APIs, see the AWS Control Tower resource type reference in the AWS 
CloudFormation User Guide.
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How AWS Regions Work With AWS Control Tower

Currently, AWS Control Tower is supported in the following AWS Regions:

• US East (N. Virginia)

• US East (Ohio)

• US West (Oregon)

• Canada (Central)

• Asia Pacific (Sydney)

• Asia Pacific (Singapore)

• Europe (Frankfurt)

• Europe (Ireland)

• Europe (London)

• Europe (Stockholm)

• Asia Pacific (Mumbai)

• Asia Pacific (Seoul)

• Asia Pacific (Tokyo)

• Europe (Paris)

• South America (São Paulo)

• US West (N. California)

• Asia Pacific (Hong Kong)

• Asia Pacific (Jakarta)

• Asia Pacific (Osaka)

• Europe (Milan)

• Africa (Cape Town)

• Middle East (Bahrain)

• Israel (Tel Aviv)

• Middle East (UAE)

• Europe (Spain)

• Asia Pacific (Hyderabad)
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• Europe (Zurich)

• Asia Pacific (Melbourne)

About your home Region

When you create a landing zone, the Region that you're using for access to the AWS Management 
console becomes your home AWS Region for AWS Control Tower. During the creation process, 
some resources are provisioned in the home Region. Other resources, such as OUs and AWS 
accounts, are global.

After you've selected a home Region, you cannot change it.

Controls and Regions

Currently, all preventive controls work globally. Detective and proactive controls, however, only 
work in Regions where AWS Control Tower is supported. For more information about the behavior 
of controls when you activate AWS Control Tower in a new Region, see Configure your AWS Control 
Tower Regions.

Configure your AWS Control Tower Regions

This section describes the behavior you can expect when you extend your AWS Control Tower 
landing zone into a new AWS Region, or remove a Region from your landing zone configuration. 
Generally, this action is performed through the Update function of the AWS Control Tower console.

Note

We recommend that you avoid expanding your AWS Control Tower landing zone into AWS 
Regions in which you do not require your workloads to run. Opting out of a Region does 
not prevent you from deploying resources in that Region, but those resources will remain 
outside of AWS Control Tower governance.

During configuration of a new Region, AWS Control Tower updates the landing zone, which means 
that it baselines your landing zone —

• to operate actively in all newly-selected Regions, and

• to cease governing resources in deselected Regions.
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Individual accounts within your organizational units (OUs) that are managed by AWS Control Tower 
are not updated as part of this landing zone update process. Therefore, you must update your 
accounts by re-registering your OUs.

When configuring your AWS Control Tower Regions, be aware of the following recommendations 
and limitations:

• Select Regions in which you plan to host AWS resources or workloads.

• Opting out of a Region does not prevent you from deploying resources in that Region, but those 
resources will remain outside of AWS Control Tower governance.

When you configure your landing zone for new Regions, AWS Control Tower detective controls 
adhere to the following rules:

• What exists stays the same. Guardrail behavior, detective as well as preventive, is unchanged for 
existing accounts, in existing OUs, in existing Regions.

• You can’t apply new detective controls to existing OUs containing accounts that are not updated.
When you’ve configured your AWS Control Tower landing zone into a new Region (by updating 
your landing zone), you must update existing accounts in your existing OUs before you can 
enable new detective controls on those OUs and accounts.

• Your existing detective controls begin working in the newly configured Regions as soon as you 
update the accounts. When you update your AWS Control Tower landing zone to configure new 
Regions and then update an account, the detective controls that already are enabled on the OU 
will begin working on that account in the newly configured Regions.

Configure AWS Control Tower Regions

1. Sign in to the AWS Control Tower console at https://console.aws.amazon.com/controltower

2. In the left-pane navigation menu, choose Landing zone settings.

3. On the Landing zone settings page,in the Details section, choose the Modify settings button 
in the upper right. You are directed to the update landing zone workflow, because governing 
new Regions, or removing Regions from governance, requires you to update to the latest 
landing zone version.

4. Under Additional AWS Regions for governance, search for the Regions you want to govern (or 
stop governing). The State column indicates which Regions you currently govern, and which 
ones you don't.
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5. Select the checkbox for each additional Region to govern. Deselect the checkbox for each 
Region from which you are removing governance.

Note

If you opt not to govern a Region, you can still deploy resources in that Region, but 
those resources will remain outside of AWS Control Tower governance.

6. Complete the rest of the workflow, then choose Update landing zone.

7. When the landing zone setup completes, Re-register the OUs to update the accounts in 
your new Regions. For more information, see When to update AWS Control Tower OUs and 
accounts.

An alternative method of provisioning or updating individual accounts after configuring new 
Regions is by using the API framework of Service Catalog and the AWS CLI to update the accounts 
in a batch process. For more information, see Provision and update accounts using automation.

Avoid mixed governance when configuring Regions

It is important to update all accounts in an OU after you extend AWS Control Tower governance to 
a new AWS Region, and after you remove AWS Control Tower governance from a Region.

Mixed governance is an undesirable situation that can occur if the controls governing an OU are not 
a complete match to the controls governing each account within an OU. Mixed governance occurs 
in an OU if accounts are not updated after AWS Control Tower extends governance to a new AWS 
Region, or removes governance.

In this situation, certain accounts within an OU may have different controls applied in different 
Regions, when compared to other accounts in the OU, or when compared to the landing zone's 
overall governance posture.

In an OU with mixed governance, if you provision a new account, that new account receives 
the same (updated) Region and OU governance posture as the landing zone. However, existing 
accounts that are not yet updated do not receive the updated Region governance posture.

In general, mixed governance may create contradictory or inaccurate status indicators in the AWS 
Control Tower console. For example, during mixed governance, opt-in Regions are shown with Not 
governed status, in registered OUs, for accounts that are not yet updated.
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Note

AWS Control Tower does not permit controls to be enabled during a state of mixed 
governance.

Behavior of controls during mixed governance

• During mixed governance, AWS Control Tower cannot consistently deploy controls that are 
based on AWS Config rules (that is, detective controls) in Regions that the OU already shows 
as Governed, because some accounts in the OU have not been updated. You may receive a
FAILED_TO_ENABLE error message.

• During mixed governance, if you extend the landing zone's governance to an opt-in Region 
while any account in the OU has not yet been updated, the EnableControl API operation on 
the OU fails for detective and proactive controls. You will receive a FAILED_TO_ENABLE error 
message, because non-updated member accounts within the OU have not yet been opted into 
those Regions.

• During mixed governance, controls that are part of the Security Hub Service-managed 
Standard: AWS Control Tower cannot report compliance accurately in Regions where there is a 
mismatch between the landing zone configuration and the accounts that are not updated.

• Mixed governance does not change the behavior of SCP-based controls (preventive controls), 
which apply uniformly to every account in an OU, in every governed Region.

Note

Mixed governance is not the same as drift, and it is not reported as drift.

To repair mixed governance

• Choose Update account for each account in the OU that shows Update available status on the
Organizations page in the console.

• Choose Re-Register OU on the Organizations page, which automatically updates all accounts in 
the OU, for OUs with fewer than 300 accounts.
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Considerations for activating AWS opt-in Regions

Although most AWS Regions are active by default for your AWS account, certain Regions are 
activated only when you manually select them. This document refers to those Regions as opt-in 
Regions. In contrast, Regions that are active by default, as soon as your AWS account is created, are 
referred to as commercial Regions, or simply, Regions.

The term opt-in has a historical basis. Any AWS Regions introduced after March 20, 2019 
are considered to be opt-in Regions. Opt-in Regions have higher security requirements than 
commercial Regions, regarding the sharing of IAM data through accounts that are active in opt-
in Regions. All of the data managed through the IAM service is considered identity data, including 
users, groups, roles, policies, identity providers, their associated data (for example, X.509 signing 
certificates or context-specific credentials), and other account-level settings, such as password 
policy and the account alias.

You can activate opt-in Regions automatically during landing zone setup, by selecting them. Your 
landing zone becomes active in all selected Regions.

If you choose to select an opt-in Region as your AWS Control Tower home Region, activate it first 
by following the steps in Enabling a Region, when signed in to the AWS Management Console. To 
bring your own existing Log Archive and Audit accounts from an opt-in Region, manually activate 
that Region first.

The AWS opt-in Regions include several Regions in which AWS Control Tower is available:

• Asia Pacific (Hong Kong) Region, ap-east-1

• Asia Pacific (Jakarta) Region, ap-southeast-3

• Europe (Milan) Region, eu-south-1

• Africa (Cape Town) Region, af-south-1

• Middle East (Bahrain) Region, me-south-1

• Israel (Tel Aviv), il-central-1

• Middle East (UAE) Region, me-central-1

• Europe (Spain) Region, eu-south-2

• Asia Pacific (Hyderabad) Region, ap-south-2

• Europe (Zurich) Region, eu-central-2
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• Asia Pacific (Melbourne) Region ap-southeast-4

AWS Control Tower has some controls that work differently in the opt-in Regions than in 
commercial Regions. For more information, see Control limitations. Here are some considerations 
to keep in mind as you deploy workloads into opt-in Regions.

Governing or activating?

Remember that governing a Region is an action that you can select from the AWS Control 
Tower console, so that controls can be appplied in the Region. Activating or deactivating an 
opt-in Region is a different action that you can choose in the AWS console, which opens the 
Region to your account, so that you can deploy resources and workloads in the Region.

Behavioral considerations

• If you choose to govern opt-in Regions, we recommend that you do not deactivate (opt-out 
of) any of your governed opt-in Regions, because it can lead to failure of your workloads. AWS 
Control Tower does not allow deactivation of a governed Region from within the AWS Control 
Tower console, but be sure that you do not deactivate governed Regions from a source outside of 
AWS Control Tower, such as the AWS Billing console or AWS SDK.

• When AWS Control Tower extends governance to an opt-in Region, it activates (opts-in) to the 
Region in all member accounts. When you remove a Region from governance, AWS Control 
Tower does not deactivate (opt-out of) the Region in the member accounts.

• During Region deselection, AWS Control Tower skips removing resources from an opt-in Region 
if that Region was deactivated manually for an account from a source outside AWS Control 
Tower, such as the AWS Billing console or AWS SDK. We recommend that you remove resources 
from the Regions you’ve deactivated, or you may receive unexpected billing charges for those 
resources.

• If your landing zone is decommissioned, AWS Control Tower cleans up resources in all the 
governed Regions, including the opt-in Regions. However, AWS Control Tower does not 
deactivate the opt-in Regions. You can deactivate the opt-in Regions as an additional step after 
decommissioning.

• If your home Region is an opt-in Region, and if you intend to enroll existing accounts as your Log 
Archive and Audit accounts, you must manually activate the opt-in Region before you can select 
it as the home Region for your landing zone. See Enabling a Region.
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• If AWS Control Tower is set up with an opt-in Region as your home Region, and if you visit the 
AWS Control Tower service from the AWS console in any other Region, the console does not 
redirect you automatically to the home Region.

• The underlying API has capacity limits, which may increase latency from a few minutes to many 
hours, depending on the number of Regions, accounts, and service load. As a best practice, opt-in 
only to those the AWS Regions where you will run workloads, and opt-in one Region at a time.

Important limitations for governance and controls

• If you currently have enabled an AWS Control Tower control that is not supported in an opt-in 
Region, you will not be able to extend AWS Control Tower governance into that opt-in Region 
until the control is supported in that Region. For more information see Control limitations.

• If you extend AWS Control Tower governance into an opt-in Region in which a specific control 
is not supported, you will not be able to enable that control in any Region until the control is 
supported in all the Regions you are governing with AWS Control Tower For more information 
see Control limitations

• If all 22 commercial Regions where AWS Control Tower is available are activated, including 
opt-in Regions, the upper limit on the number of accounts per organizational unit (OU), when 
extending governance to an OU, is reduced. The limit is 220 instead of 300 accounts. This 
reduction is due to StackSet limitations. If you require to extend governance to OUs with more 
than 220 accounts, reduce the number of activated Regions.

Configure the Region deny control

AWS Control Tower offers two Region deny controls. One control, GRREGIONDENY, when activated, 
applies to the entire landing zone. Another control, CTMULTISERVICEPV1, when activated, can 
apply to specific OUs that you specify. For more information see Deny access to AWS based on the 
requested AWS Region and Region deny control applied to the OU.

The Region deny control, GRREGIONDENY is unique, because it applies to the landing zone as a 
whole, rather than to any specific OU. To configure the Region deny control, go to the Landing 
zone settings page and select Modify settings.

• This setting can be changed at a later time.

• When enabled, this control applies to all registered OUs.

• This control cannot be configured for individual OUs.
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Note

Before you enable the Region deny control, be sure that you do not have existing resources 
in these Regions, because you will not have access to your resources after you apply the 
control. While the control is enabled, you will not be able to deploy resources in the denied 
Regions.

The Region deny control prohibits access to AWS services, based on your AWS Control Tower 
Region configuration. It denies access to AWS Regions with status Not Governed. The Region deny 
control also denies access to Regions in which AWS Control Tower is not available. You cannot deny 
access to your home Region. Certain global AWS services, such as IAM and AWS Organizations, 
are exempt from the Region deny control. To learn more, see Deny access to AWS based on the 
requested AWS Region.

When you enable the control, it applies to all registered, top-level OUs in your hierarchy, and it is 
inherited by OUs lower in the chain. When you remove the control, it is removed on all registered 
OUs, all non-governed Regions in AWS Control Tower remain in a Not governed status, and you 
can deploy resources in Regions outside of AWS Control Tower availability.

• Full control name: Deny access to AWS based on the requested AWS Region

• Guardrail description: Disallows access to unlisted operations in global and regional services 
outside of the specified Regions.

• This is an elective control with preventive guidance.

To view the template for the Region deny control SCP, see Deny access to AWS based on the 
requested AWS Region in the AWS Control Tower Guardrail reference. The AWS Control Tower SCP is 
similar to the SCP for AWS Organizations, but not identical.

You can determine Regional service endpoints on the Regional services page.

Considerations for the OU-level Region deny control

The primary consideration about the OU-level Region deny control is to determine how it will 
interact with the landing zone region deny control, if both are activated. For more information, see
Region deny control applied to the OU.
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Provision and manage accounts in AWS Control Tower

This chapter includes an overview and procedures for provisioning and managing member accounts 
in your AWS Control Tower landing zone.

It also includes an overview and procedures for enrolling an existing AWS account into AWS Control 
Tower.

For more information about accounts in AWS Control Tower, see About AWS accounts in AWS 
Control Tower. For information about enrolling multiple acounts into AWS Control Tower, see
Register an existing organizational unit with AWS Control Tower.

Note

You can perform up to five (5) account-related operations concurrently, including 
provisioning, updating, and enrolling.

Methods of provisioning

AWS Control Tower provides several methods for creating and updating member accounts. Some 
methods are primarily console-based, and some methods are primarily automated.

Overview

The standard way to create member accounts is through Account Factory, a console-based product 
that's part of the Service Catalog. If your landing zone is not in a state of drift, you can use Create 
account as a method to add new accounts from the console, as well as Enroll account to enroll 
existing AWS accounts into AWS Control Tower.

With Account Factory, you can provision basic accounts, by relying on the AWS Control Tower 
default settings. You also can provision customized accounts that meet requirements for 
specialized use cases.

Account Factory Customization (AFC) is a way of provisioning customized accounts from the AWS 
Control Tower console, and it automates the customization and deployment of your accounts. It 
allows console-based, automated provisioning, after some one-time setup steps, which eliminates 

Methods of provisioning 174



AWS Control Tower User Guide

the need to write scripts or set up pipelines. For more information, see Customize accounts with 
Account Factory Customization (AFC).

Console-based methods:

• Through the Account Factory console that is part of AWS Service Catalog, for basic or customized 
accounts. Review Provision and manage accounts with Account Factory for details and 
instructions.

• Through the Enroll account feature within AWS Control Tower, if your landing zone is not in a 
state of drift. See Enroll an existing account.

• In the AWS Control Tower console, you can use Account Factory to create, update, or enroll up to 
five accounts at the same time.

Automated methods:

• Lambda code: From your AWS Control Tower landing zone's management account, using 
Lambda code and appropriate IAM roles. See Automated Account Provisioning With IAM Roles.

• Terraform: From the AWS Control Tower Account Factory for Terraform (AFT), which relies on 
Account Factory and a GitOps model to allow automation of account provisioning and updating. 
See  Provision accounts with AWS Control Tower Account Factory for Terraform (AFT) .

• Account Factory customization in the AWS Control Tower console: After the setup steps, 
future provisioning of customized accounts requires no additional configuration or pipeline 
maintenance. Accounts are provisioned by means of a AWS Service Catalog product called a
blueprint. A blueprint can use AWS CloudFormation templates, or Terraform templates.

Note

AWS CloudFormation blueprints can deploy resources to multiple Regions. Terraform 
blueprints can deploy resources to a single Region only. By default, that is the home 
Region.

What happens when AWS Control Tower creates an account

New accounts in AWS Control Tower are created and then provisioned by an interaction among 
AWS Control Tower, AWS Organizations, and AWS Service Catalog. For steps to enroll an existing 
AWS account using the AWS Control Tower console, see Enroll an existing account.
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Behind the scenes of account creation

1. You initiate the request, for example, from the AWS Control Tower Account Factory 
page, or directly from the AWS Service Catalog console, or by calling the Service Catalog
ProvisionProduct API.

2. AWS Service Catalog calls AWS Control Tower.

3. AWS Control Tower begins a workflow, which as a first step calls the AWS Organizations
CreateAccount API.

4. After AWS Organizations creates the account, AWS Control Tower completes the provisioning 
process by applying blueprints and controls.

5. Service Catalog continues to poll AWS Control Tower to check for completion of the provisioning 
process.

6. When the workflow in AWS Control Tower is complete, Service Catalog finalizes the account's 
state and informs you (the requester) of the result.

Permissions required for accounts

The permissions required for each method of provisioning and updating accounts are discussed in 
each section, respectively. With the appropriate user group permissions, provisioners can specify 
standardized baselines and network configurations for any accounts in their organization.

Note

When provisioning an account, the account requester always must have the
CreateAccount and the DescribeCreateAccountStatus permissions. This permission 
set is part of the Admin role, and it is given automatically when a requester assumes the 
Admin role. If you delegate permission to provision accounts, you may need to add these 
permissions directly for the account requestors.

When you create accounts from the AWS Control Tower console with Account Factory, you must be 
signed into an account with an IAM user that has the AWSServiceCatalogEndUserFullAccess
policy enabled, along with permissions to use the AWS Control Tower console, and you cannot be 
signed in as the Root user.
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For general information about permissions required in AWS Control Tower, see Using identity-
based policies (IAM policies) for AWS Control Tower. For information about roles and accounts in 
AWS Control Tower, see How AWS Control Tower works with roles to create and manage accounts.

Security for your accounts

You can find guidance about best practices to protect the security of your AWS 
Control Tower management account and member accounts in the AWS Organizations 
documentation.

• Best practices for the management account

• Best practices for member accounts

About AWS accounts in AWS Control Tower

An AWS account is the container for all your owned resources. These resources include the AWS 
Identity and Access Management (IAM) identities accepted by the account, which determine who 
has access to that account. IAM identities can include users, groups, roles, and more. For more 
information about working with IAM, users, roles, and policies in AWS Control Tower, see Identity 
and access management in AWS Control Tower.

Resources and account creation time

When AWS Control Tower creates or enrolls an account, it deploys the minimum necessary resource 
configuration for the account, including resources in the form of Account Factory templates and 
other resources in your landing zone. These resources may include IAM roles, AWS CloudTrail trails,
Service Catalog provisioned products, and IAM Identity Center users. AWS Control Tower also 
deploys resources, as required by the control configuration, for the organizational unit (OU) in 
which the new account is destined to become a member account.

AWS Control Tower orchestrates the deployment of these resources on your behalf. It may require 
several minutes per resource to complete the deployment, so consider the total time before you 
create or enroll an account. For more information about managing resources in your accounts, see
Guidance for creating and modifying AWS Control Tower resources.
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Considerations for bringing existing security or logging accounts

Before accepting an AWS account as a security or logging account, AWS Control Tower checks the 
account for resources that conflict with AWS Control Tower requirements. For example, you may 
have a logging bucket with the same name that AWS Control Tower requires. Also, AWS Control 
Tower validates that the account can provision resources; for example, by ensuring that AWS 
Security Token Service (AWS STS) is enabled, that the account is not suspended, and that AWS 
Control Tower has permission to provision resources within the account.

AWS Control Tower does not remove any existing resources in the logging and security accounts 
that you provide. However, if you choose to enable the AWS Region deny capability, the Region 
deny control prevents access to resources in denied Regions.

View your accounts

The Organization page lists all OUs and accounts in your organization, regardless of OU or 
enrollment status in AWS Control Tower. You can view and enroll member accounts into AWS 
Control Tower—individually or by OU groups—if each account meets the prerequisites for 
enrollment.

To view a specific account on the Organization page, you can choose Accounts only from the 
dropdown menu at the upper right, and then select the name of your account from the table. 
Alternatively, you can select the name of the parent OU from the table, and you can view a list of 
all accounts within that OU on the Details page for that OU.

On the Organization page and theAccount details page, you can see the account's State, which is 
one of these:

• Not enrolled – The account is a member of the parent OU, but it is not fully managed by AWS 
Control Tower. If the parent OU is registered, the account is governed by the preventive controls 
configured for its registered parent OU, but the OU’s detective controls do not apply to this 
account. If the parent OU is unregistered, no controls apply to this account.

• Enrolling – The account is being brought into governance by AWS Control Tower. We are aligning 
the account with the control configuration for the parent OU. This process may require several 
minutes per account resource.

• Enrolled – The account is governed by the controls configured for its parent OU. It is fully 
managed by AWS Control Tower.
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• Enrollment failed – The account could not be enrolled in AWS Control Tower. For more 
information, see Common causes for failure of enrollment.

• Update available – The account has an update available. Accounts in this state are still Enrolled, 
but the account must be updated to reflect recent changes made to your environment. To 
update a single account, navigate to the account detail page and select Update account.

If you have multiple accounts with this state under a single OU, you can choose to Re-register
the OU and update those accounts together.

Resources created in the shared accounts

This section shows the resources that AWS Control Tower creates in the shared accounts, when you 
set up your landing zone.

For information about member account resources, see Resource Considerations for Account 
Factory.

Management account resources

When you set up your landing zone, the following AWS resources are created within your 
management account.

AWS service Resource type Resource name

AWS Organizations Accounts audit

log archive

AWS Organizations OUs Security

Sandbox

AWS Organizations Service Control Policies aws-guardrails-*

AWS CloudFormation Stacks AWSControlTowerBP- 
BASELINE-CLOUDTRAIL-
MASTER
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AWS service Resource type Resource name

AWSControlTowerBP- 
BASELINE-CONFIG-MASTER 
(in version 2.6 and later)
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AWS service Resource type Resource name

AWS CloudFormation StackSets AWSControlTowerBP- 
BASELINE-CLOUDTRAIL (Not 
deployed in 3.0 and later)

AWSControlTowerBP_ 
BASELINE_SERVICE_L 
INKED_ROLE (Deployed in 3.2 
and later)

AWSControlTowerBP- 
BASELINE-CLOUDWATCH

AWSControlTowerBP- 
BASELINE-CONFIG

AWSControlTowerBP- 
BASELINE-ROLES

AWSControlTowerBP- 
BASELINE-SERVICE-ROLES

AWSControlTowerBP- 
SECURITY-TOPICS

AWSControlTowerGua 
rdrailAWS-GR-AUDIT-
BUCKET-PUBLIC-READ-
PROHIBITED

AWSControlTowerGua 
rdrailAWS-GR-AUDIT-
BUCKET-PUBLIC-WRITE-
PROHIBITED

AWSControlTowerLog 
gingResources

Shared account resources 181



AWS Control Tower User Guide

AWS service Resource type Resource name

AWSControlTowerSec 
urityResources

AWSControlTowerExe 
cutionRole

AWS Service Catalog Product AWS Control Tower Account 
Factory

AWS Config Aggregator aws-controltower-ConfigAggr 
egatorForOrganizations

AWS CloudTrail Trail aws-controltower-BaselineCl 
oudTrail

Amazon CloudWatch CloudWatch Logs aws-controltower/CloudTrail 
Logs

AWS Identity and Access 
Management

Roles AWSControlTowerAdmin

AWSControlTowerSta 
ckSetRole

AWSControlTowerClo 
udTrailRolePolicy

AWS Identity and Access 
Management

Policies AWSControlTowerSer 
viceRolePolicy

AWSControlTowerAdm 
inPolicy

AWSControlTowerClo 
udTrailRolePolicy

AWSControlTowerSta 
ckSetRolePolicy
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AWS service Resource type Resource name

AWS IAM Identity Center Directory groups AWSAccountFactory

AWSAuditAccountAdmins

AWSControlTowerAdmins

AWSLogArchiveAdmins

AWSLogArchiveViewers

AWSSecurityAuditors

AWSSecurityAuditPowerUsers

AWSServiceCatalogAdmins

AWS IAM Identity Center Permission Sets AWSAdministratorAccess

AWSPowerUserAccess

AWSServiceCatalogA 
dminFullAccess

AWSServiceCatalogE 
ndUserAccess

AWSReadOnlyAccess

AWSOrganizationsFullAccess

Note

The AWS CloudFormation StackSet BP_BASELINE_CLOUDTRAIL is not deployed in landing 
zone versions 3.0 or later. However, it continues to exist in earlier versions of the landing 
zone, until you update your landing zone.
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Log archive account resources

When you set up your landing zone, the following AWS resources are created within your log 
archive account.

AWS service Resource type Resource Name

AWS CloudFormation Stacks StackSet-AWSContro 
lTowerGuardrailAWS-GR-
AUDIT-BUCKET-PUBLIC-REA 
D-PROHIBITED-

StackSet-AWSContro 
lTowerGuardrailAWS-GR-
AUDIT-BUCKET-PUBLIC-WRI 
TE-PROHIBITED

StackSet-AWSContro 
lTowerBP-BASELINE- 
CLOUDWATCH-

StackSet-AWSContro 
lTowerBP-BASELINE-CONFIG-

StackSet-AWSContro 
lTowerBP-BASELINE- 
CLOUDTRAIL-

StackSet-AWSContro 
lTowerBP-BASELINE-SERVICE-
ROLES-

StackSet-AWSContro 
lTowerBP-BASELINE-SERVICE-
LINKED-ROLE-(In 3.2 and 
later)

StackSet-AWSContro 
lTowerBP-BASELINE-ROLES-
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AWS service Resource type Resource Name

StackSet-AWSContro 
lTowerLoggingResources-

AWS Config AWS Config Rules AWSControlTower_AW 
S-GR_AUDIT_BUCKET_ 
PUBLIC_READ_PROHIBITED

AWSControlTower_AW 
S-GR_AUDIT_BUCKET_ 
PUBLIC_WRITE_PROHIBIT

AWS CloudTrail Trails aws-controltower-BaselineCl 
oudTrail

Amazon CloudWatch CloudWatch Event Rules aws-controltower-C 
onfigComplianceCha 
ngeEventRule

Amazon CloudWatch CloudWatch Logs aws-controltower/CloudTrail 
Logs

/aws/lambda/aws-co 
ntroltower-NotificationForw 
arder
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AWS service Resource type Resource Name

AWS Identity and Access 
Management

Roles aws-controltower-Administra 
torExecutionRole

aws-controltower-C 
loudWatchLogsRole

aws-controltower-ConfigReco 
rderRole

aws-controltower-ForwardSns 
NotificationRole

aws-controltower-R 
eadOnlyExecutionRole

AWSControlTowerExecution

AWS Identity and Access 
Management

Policies AWSControlTowerSer 
viceRolePolicy

Amazon Simple Notification 
Service

Topics aws-controltower-SecurityNo 
tifications

AWS Lambda Applications StackSet-AWSContro 
lTowerBP-BASELINE- 
CLOUDWATCH-*

AWS Lambda Functions aws-controltower-Notificati 
onForwarder

Amazon Simple Storage 
Service

Buckets aws-controltower-logs-*

aws-controltower-s3-access- 
logs-*
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Audit account resources

When you set up your landing zone, the following AWS resources are created within your audit 
account.

AWS service Resource type Resource name

AWS CloudFormation Stacks StackSet-AWSContro 
lTowerGuardrailAWS-GR-
AUDIT-BUCKET-PUBLIC-REA 
D-PROHIBITED-

StackSet-AWSContro 
lTowerGuardrailAWS-GR-
AUDIT-BUCKET-PUBLIC-WRI 
TE-PROHIBITED-

StackSet-AWSContro 
lTowerBP-BASELINE- 
CLOUDWATCH-

StackSet-AWSContro 
lTowerBP-BASELINE-CONFIG-

StackSet-AWSContro 
lTowerBP-BASELINE- 
CLOUDTRAIL-

StackSet-AWSContro 
lTowerBP-BASELINE-SERVICE-
ROLES-

StackSet-AWSContro 
lTowerBP-BASELINE-SERVICE-
LINKED-ROLE-(In 3.2 and 
later)

StackSet-AWSContro 
lTowerBP-SECURITY-TOPICS-
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AWS service Resource type Resource name

StackSet-AWSContro 
lTowerBP-BASELINE-ROLES-

StackSet-AWSContro 
lTowerSecurityResources-*

AWS Config Aggregator aws-controltower-Guardrails 
ComplianceAggregator

AWS Config AWS Config Rules AWSControlTower_AW 
S-GR_AUDIT_BUCKET_ 
PUBLIC_READ_PROHIBITED

AWSControlTower_AW 
S-GR_AUDIT_BUCKET_ 
PUBLIC_WRITE_PROHIBITED

AWS CloudTrail Trail aws-controltower-BaselineCl 
oudTrail

Amazon CloudWatch CloudWatch Event Rules aws-controltower-C 
onfigComplianceCha 
ngeEventRule

Amazon CloudWatch CloudWatch Logs aws-controltower/CloudTrail 
Logs

/aws/lambda/aws-co 
ntroltower-NotificationForw 
arder
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AWS service Resource type Resource name

AWS Identity and Access 
Management

Roles aws-controltower-Administra 
torExecutionRole

aws-controltower-C 
loudWatchLogsRole

aws-controltower-ConfigReco 
rderRole

aws-controltower-ForwardSns 
NotificationRole

aws-controltower-R 
eadOnlyExecutionRole

aws-controltower-A 
uditAdministratorRole

aws-controltower-A 
uditReadOnlyRole

AWSControlTowerExecution

AWS Identity and Access 
Management

Policies AWSControlTowerSer 
viceRolePolicy

Amazon Simple Notification 
Service

Topics aws-controltower-AggregateS 
ecurityNotifications

aws-controltower-AllConfigN 
otifications

aws-controltower-SecurityNo 
tifications

AWS Lambda Functions aws-controltower-Notificati 
onForwarder
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About the shared accounts

Three special AWS accounts are associated with AWS Control Tower; the management account, 
the audit account, and the log archive account. These accounts usually are referred to as shared 
accounts, or sometimes as core accounts.

• You can select customized names for the audit and log archive accounts when you're setting up 
your landing zone. For information about changing an account name, see Externally changing 
AWS Control Tower resource names.

• You also can specify an existing AWS account as an AWS Control Tower security or logging 
account, during the initial landing zone setup process. This option eliminates the need for AWS 
Control Tower to create new, shared accounts. (This is a one-time selection.)

For more information about the shared accounts and their associated resources, see Resources 
created in the shared accounts.

Management account

This AWS account launches AWS Control Tower. By default, the root user for this account and the 
IAM user or IAM administrator user for this account have full access to all resources within your 
landing zone.

Note

As a best practice, we recommend signing in as an IAM Identity Center user with
Administrator privileges when performing administrative functions within the AWS Control 
Tower console, instead of the signing in as the root user or IAM administrator user for this 
account.

For more information about the roles and resources available in the management account, see
Resources created in the shared accounts.

Log archive account

The log archive shared account is set up automatically when you create your landing zone.

This account contains a central Amazon S3 bucket for storing a copy of all AWS CloudTrail and 
AWS Config log files for all other accounts in your landing zone. As a best practice, we recommend 
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restricting log archive account access to teams responsible for compliance and investigations, and 
their related security or audit tools. This account can be used for automated security audits, or to 
host custom AWS Config Rules, such as Lambda functions, to perform remediation actions.

Amazon S3 bucket policy

For AWS Control Tower landing zone version 3.3 and later, accounts must meet an
aws:SourceOrgID condition for any write permissions to your Audit bucket. This 
condition ensures that CloudTrail only can write logs on behalf of accounts within your 
organization to your S3 bucket; it prevents CloudTrail logs outside your organization from 
writing to your AWS Control Tower S3 bucket. For more information, see AWS Control 
Tower landing zone version 3.3.

For more information about the roles and resources available in the log archive account, see Log 
archive account resources

Note

These logs cannot be changed. All logs are stored for the purposes of audit and compliance 
investigations related to account activity.

Audit account

This shared account is set up automatically when you create your landing zone.

The audit account should be restricted to security and compliance teams with auditor (read-only) 
and administrator (full-access) cross-account roles to all accounts in the landing zone. These roles 
are intended to be used by security and compliance teams to:

• Perform audits through AWS mechanisms, such as hosting custom AWS Config rule Lambda 
functions.

• Perform automated security operations, such as remediation actions.

The audit account also receives notifications through the Amazon Simple Notification Service 
(Amazon SNS) service. Three categories of notification can be received:
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• All Configuration Events – This topic aggregates all CloudTrail and AWS Config notifications 
from all accounts in your landing zone.

• Aggregate Security Notifications – This topic aggregates all security notifications from specific 
CloudWatch events, AWS Config Rules compliance status change events, and GuardDuty findings.

• Drift Notifications – This topic aggregates all the drift warnings discovered across all accounts, 
users, OUs, and SCPs in your landing zone. For more information on drift, see Detect and resolve 
drift in AWS Control Tower.

Audit notifications that are triggered within a member account also can send alerts to a local 
Amazon SNS topic. This functionality allows account administrators to subscribe to audit 
notifications that are specific to an individual member account. As a result, administrators can 
resolve issues that affect an individual account, while still aggregating all account notifications 
to your centralized audit account. For more information, see Amazon Simple Notification Service 
Developer Guide.

For more information about the roles and resources available in the audit account, see Audit 
account resources.

For more information about programmatic auditing, see Programmatic roles and trust relationships 
for the AWS Control Tower audit account.

Important

The email address you provided for the audit account receives AWS Notification - 
Subscription Confirmation emails from every AWS Region supported by AWS Control 
Tower. To receive compliance emails in your audit account, you must choose the Confirm 
subscription link within each email from each AWS Region supported by AWS Control 
Tower.

About member accounts

Member accounts are the accounts through which your users perform their AWS workloads. These 
member accounts can be created in Account Factory, by IAM Identity Center users with Admin
privileges in the Service Catalog console, or by automated methods. When created, these member 
accounts exist in an OU that was created in the AWS Control Tower console, or registered with AWS 
Control Tower. For more information, see these related topics:
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• Provision and manage accounts with Account Factory

• Automate tasks in AWS Control Tower

• AWS Organizations Terminology and Concepts in the AWS Organizations User Guide.

Also see  Provision accounts with AWS Control Tower Account Factory for Terraform (AFT) .

Accounts and controls

Member accounts can be enrolled in AWS Control Tower, or they can be unenrolled. Controls 
apply differently to enrolled and unenrolled accounts, and controls may apply to accounts 
in nested OUs based on inheritance.

For information about member account resources that AWS Control Tower allocates, see Resource 
Considerations for Account Factory.

Enroll an existing AWS account

You can extend AWS Control Tower governance to an individual, existing AWS account when you
enroll it into an organizational unit (OU) that's already governed by AWS Control Tower. Eligible 
accounts exist in unregistered OUs that are part of the same AWS Organizations organization as the 
AWS Control Tower OU.

Note

You cannot enroll an existing account to serve as your audit or log archive account except 
during initial landing zone setup.

Set up trusted access first

Before you can enroll an existing AWS account into AWS Control Tower you must give permission 
for AWS Control Tower to manage, or govern, the account. Specifically, AWS Control Tower requires 
permission to establish trusted access between AWS CloudFormation and AWS Organizations on 
your behalf, so that AWS CloudFormation can deploy your stack automatically to the accounts 
in your selected organization. With this trusted access, the AWSControlTowerExecution role 
conducts activities required to manage each account. That's why you must add this role to each 
account before you enroll it.
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When trusted access is enabled, AWS CloudFormation can create, update, or delete stacks across 
multiple accounts and AWS Regions with a single operation. AWS Control Tower relies on this trust 
capability so it can apply roles and permissions to existing accounts before it moves them into a 
registered organizational unit, and thereby brings them under governance.

To learn more about trusted access and AWS CloudFormation StackSets, see AWS 
CloudFormationStackSets and AWS Organizations.

What happens during account enrollment

During the enrollment process, AWS Control Tower performs these actions:

• Baselines the account, which includes deploying these stack sets:

• AWSControlTowerBP-BASELINE-CLOUDTRAIL

• AWSControlTowerBP-BASELINE-CLOUDWATCH

• AWSControlTowerBP-BASELINE-CONFIG

• AWSControlTowerBP-BASELINE-ROLES

• AWSControlTowerBP-BASELINE-SERVICE-ROLES

• AWSControlTowerBP-BASELINE-SERVICE-LINKED-ROLES

• AWSControlTowerBP-VPC-ACCOUNT-FACTORY-V1

It is a good idea to review the templates of these stack sets and make sure that they don’t 
conflict with your existing policies.

• Identifies the account through AWS IAM Identity Center or AWS Organizations.

• Places the account into the OU that you've specified. Be sure to apply all SCPs that are applied in 
the current OU, so that your security posture remains consistent.

• Applies mandatory controls to the account by means of the SCPs that apply to the selected OU 
as a whole.

• Enables AWS Config and configures it to record all resources in the account.

• Adds the AWS Config rules that apply the AWS Control Tower detective controls to the account.

Accounts and organization-level CloudTrail trails

All member accounts in an OU are governed by the AWS CloudTrail trail for the OU, 
enrolled or not:
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• When you enroll an account into AWS Control Tower, your account is governed by the 
AWS CloudTrail trail for the new organization. If you have an existing deployment of a 
CloudTrail trail, you may see duplicate charges unless you delete the existing trail for the 
account before you enroll it in AWS Control Tower.

• If you move an account into a registered OU—for example by means of the AWS 
Organizations console—and you do not proceed to enroll the account into AWS Control 
Tower, you may wish to remove any remaining account-level trails for the account. If 
you have an existing deployment of a CloudTrail trail, you will incur duplicate CloudTrail 
charges.

If you update your landing zone and choose to opt out of organization-level trails, or if 
your landing zone is older than version 3.0, organization-level CloudTrail trails do not apply 
to your accounts.

Enrolling existing accounts with VPCs

AWS Control Tower handles VPCs differently when you provision a new account in Account Factory 
than when you enroll an existing account.

• When you create a new account, AWS Control Tower automatically removes the AWS default VPC 
and creates a new VPC for that account.

• When you enroll an existing account, AWS Control Tower does not create a new VPC for that 
account.

• When you enroll an existing account, AWS Control Tower does not remove any existing VPC or 
AWS default VPC associated with the account.

Tip

You can change the default behavior for new accounts by configuring Account Factory, so 
it does not set up a VPC by default for accounts in your organization under AWS Control 
Tower. For more information, see Create an Account in AWS Control Tower Without a VPC.

Enrolling existing accounts with VPCs 195



AWS Control Tower User Guide

Prerequisites for enrollment

These prerequisites are required before you can enroll an existing AWS account in AWS Control 
Tower:

1. To enroll an existing AWS account, the AWSControlTowerExecution role must be present in 
the account you are enrolling. You can review Enroll an account for details and instructions.

2. In addition to the AWSControlTowerExecution role, the existing AWS account you want 
to enroll must have the following permissions and trust relationships in place. Otherwise, 
enrollment will fail.

Role Permission: AdministratorAccess (AWS managed policy)

Role Trust Relationship:

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "AWS": "arn:aws:iam::Management Account ID:root" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

3. We recommend that the account should not have an AWS Config configuration recorder or 
delivery channel. These may be deleted or modified through the AWS CLI before you can enroll 
an account. Otherwise, review Enroll accounts that have existing AWS Config resources for 
instructions on how you can modify your existing resources.

4. The account that you wish to enroll must exist in the same AWS Organizations organization as 
the AWS Control Tower management account. The account that exists can be enrolled only into 
the same organization as the AWS Control Tower management account, in an OU that already is 
registered with AWS Control Tower.

To check other prerequisites for enrollment, see Getting Started with AWS Control Tower.
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Note

When you enroll an account into AWS Control Tower, your account is governed by the AWS 
CloudTrail trail for the AWS Control Tower organization. If you have an existing deployment 
of a CloudTrail trail, you may see duplicate charges unless you delete the existing trail for 
the account before you enroll it in AWS Control Tower.

Enroll an existing account

The Enroll account feature is available in the AWS Control Tower console, for enrolling existing 
AWS accounts so that they are governed by AWS Control Tower. For more information, see Enroll 
an existing AWS account.

The Enroll account capability is available when your landing zone is not in a state of drift. To view 
this capability in the console:

• Navigate to the Organization page in AWS Control Tower.

• Find the name of the account you wish to enroll. To find it, choose Accounts only from the 
dropdown menu at the upper right, and then locate the account name in the filtered table.

• Follow the steps for enrolling an individual account, as shown in the Steps to enroll an account
section.

Note

When you are enrolling an existing AWS account, be sure to verify the existing email 
address. Otherwise, a new account may be created.

Certain errors may require that you refresh the page and try again. If your landing zone is in a 
state of drift, you may not be able to use the Enroll account capability successfully. You'll need to 
provision new accounts through Account Factory until your landing zone drift has been resolved.

When you enroll accounts from the AWS Control Tower console, you must be signed into an 
account with a user that has the AWSServiceCatalogEndUserFullAccess policy enabled, 
along with Administrator access permissions to use the AWS Control Tower console, and you 
cannot be signed in as the root user.
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Accounts that you enroll may be updated by means of AWS Service Catalog and the AWS Control 
Tower account factory, as you would update any other account. Update procedures are given in the 
section called Update and move account factory accounts with AWS Control Tower or with AWS 
Service Catalog.

Steps to enroll an account

After the AdministratorAccess permission (policy) is in place in your existing account, follow these 
steps to enroll the account:

To enroll an individual account in AWS Control Tower

• Navigate to the AWS Control Tower Organization page.

• On the Organization page, accounts that are eligible to be enrolled allow you to select Enroll
from the Actions dropdown menu at the top of the section. These accounts also show an Enroll 
account button when you view them on the Account details page.

• When you choose Enroll account, you’ll see an Enroll account page, where you are prompted to 
add the AWSControlTowerExecution role to the account. For some instructions, see Manually 
add the required IAM role to an existing AWS account and enroll it.

• Next, select a registered OU from the drop down list. If the account is already in a registered OU, 
this list will show the OU.

• Choose Enroll account.

• You’ll see a modal reminder to add the AWSControlTowerExecution role and confirm the 
action.

• Choose Enroll.

• AWS Control Tower begins the process of enrollment, and you are directed back to the Account 
details page.

Common causes for failure of enrollment

• To enroll an existing account, the AWSControlTowerExecution role must be present in the 
account you're enrolling.

• Your IAM principal may lack the necessary permissions to provision an account.

• AWS Security Token Service (AWS STS) is disabled in your AWS account in your home Region, or 
in any Region supported by AWS Control Tower.
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• You may be signed in to an account that needs to be added to the Account Factory Portfolio in 
AWS Service Catalog. The account must be added before you'll have access to Account Factory 
so you can create or enroll an account in AWS Control Tower. If the appropriate user or role is 
not added to the Account Factory portfolio, you’ll receive an error when you attempt to add an 
account. For instructions on how to grant access to AWS Service Catalog portfolios, see Granting 
access to users.

• You may be signed in as root.

• The account you're trying to enroll may have AWS Config settings that are residual. In particular, 
the account may have a configuration recorder or delivery channel. These must be deleted or 
modified through the AWS CLI before you can enroll an account. For more information, see
Enroll accounts that have existing AWS Config resources and Interacting with AWS Control Tower 
using AWS CloudShell.

• If the account belongs to another OU with a management account, including another AWS 
Control Tower OU, you must terminate the account in its current OU before it can join another 
OU. Existing resources must be removed in the original OU. Otherwise, enrollment will fail.

• Account provisioning and enrollment fails if your destination OU’s SCPs don’t allow you to create 
all of the resources required for that account. For example, an SCP in your destination OU may 
block resource creation without certain tags. In this case, account provisioning or enrollment 
fails, because AWS Control Tower does not support tagging of resources. For help, contact your 
account representative, or AWS Support.

For more information about how AWS Control Tower works with roles when you're creating new 
accounts or enrolling existing accounts, see How AWS Control Tower works with roles to create and 
manage accounts.

Tip

If you cannot confirm that an existing AWS account meets the enrollment prerequisites, 
you can set up an Enrollment OU and enroll the account into that OU. After enrollment is 
successful, you can move the account to the desired OU. If enrollment happens to fail, no 
other accounts or OUs are affected by the failure.

If you have doubts that your existing accounts and their configurations are compatible with AWS 
Control Tower, you can follow the best practice recommended in the following section.
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Recommended: You can set up a two-step approach to account enrollment

• First, use an AWS Config conformance pack to evaluate how your accounts may be affected by 
some AWS Control Tower controls. To determine how enrollment into AWS Control Tower may 
affect your accounts, see  Extend AWS Control Tower governance using AWS Config conformance 
packs.

• Next, you may wish to enroll the account. If the compliance results are satisfactory, the migration 
path is easier because you can enroll the account without unexpected consequences.

• After you've done your evaluation, if you decide to set up an AWS Control Tower landing zone, 
you may need to remove the AWS Config delivery channel and configuration recorder that were 
created for your evaluation. Then you'll be able to set up AWS Control Tower successfully.

Note

The conformance pack also works in situations where the accounts are located in OUs 
registered by AWS Control Tower, but the workloads run within AWS Regions that don’t 
have AWS Control Tower support. You can use the conformance pack to manage resources 
in accounts that exist in Regions where AWS Control Tower is not deployed.

What if the account does not meet the prerequisites?

Remember that, as a prerequisite, accounts eligible to be enrolled into AWS Control Tower 
governance must be part of the same overall organization. To fulfill this prerequisite for account 
enrollment, you can follow these preparatory steps to move an account into the same organization 
as AWS Control Tower.

Preparatory steps to bring an account into the same organization as AWS Control Tower

1. Drop the account from its existing organization. You must provide a separate payment method 
if you use this approach.

2. Invite the account to join the AWS Control Tower organization. For more information, see
Inviting an AWS account to join your organization in the AWS Organizations User Guide.

3. Accept the invitation. The account shows up in the root of the organization. This step moves 
the account into the same organization as AWS Control Tower. and establishes SCPs and 
consolidated billing.
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Tip

You can send the invitation for the new organization before the account drops out of the 
old organization. The invitation will be waiting when the account officially drops out of its 
existing organization.

Steps to fulfill the remaining prerequisites:

1. Create the necessary AWSControlTowerExecution role.

2. Clear out the default VPC. (This part is optional. AWS Control Tower doesn't change your 
existing default VPC.)

3. Delete or modify any existing AWS Config configuration recorder or delivery channel 
through the AWS CLI or AWS CloudShell. For more information, see Example AWS Config CLI 
commands for resource status and Enroll accounts that have existing AWS Config resources

After you've completed these preparatory steps, you can enroll the account into AWS Control 
Tower. For more information, see Steps to enroll an account. This step brings the account into full 
AWS Control Tower governance.

Optional steps to deprovision an account, so it can be enrolled and keep its stack

1. To keep the applied AWS CloudFormation stack, delete the stack instance from the stack sets, 
and choose Retain stacks for the instance.

2. Terminate the account provisioned product in AWS Service Catalog Account Factory. (This step 
only removes the provisioned product from AWS Control Tower. It doesn't delete the account.)

3. Set up the account with the necessary billing details, as required for any account that doesn't 
belong to an organization. Then remove the account from the organization. (You do this, so 
the account doesn't count against the total in your AWS Organizations quota.)

4. Clean up the account if resources remain, and then close it, following the account closure steps 
in Unmanage an account.

5. If you have a Suspended OU with defined controls, you can move the account there instead of 
doing Step 1.
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Example AWS Config CLI commands for resource status

Here are some example AWS Config CLI commands you can use to determine the status of your 
configuration recorder and delivery channel.

View commands:

• aws configservice describe-delivery-channels

• aws configservice describe-delivery-channel-status

• aws configservice describe-configuration-recorders

The normal response is something like "name": "default"

Delete commands:

• aws configservice stop-configuration-recorder --configuration-recorder-
name NAME-FROM-DESCRIBE-OUTPUT

• aws configservice delete-delivery-channel --delivery-channel-name NAME-
FROM-DESCRIBE-OUTPUT

• aws configservice delete-configuration-recorder --configuration-recorder-
name NAME-FROM-DESCRIBE-OUTPUT

Manually add the required IAM role to an existing AWS account and 
enroll it

If you’ve already set up your AWS Control Tower landing zone, you can begin enrolling your 
organization’s accounts into an OU that is registered with AWS Control Tower. If you haven't set up 
your landing zone, follow the steps as described in the AWS Control Tower User Guide at Getting 
Started, Step 2. After the landing zone is ready, complete the following steps to bring existing 
accounts into governance by AWS Control Tower, manually.

Be sure to review the Prerequisites for enrollment noted previously in this chapter.

Before enrolling an account with AWS Control Tower, you must give AWS Control Tower permission 
to manage that account. To do so, you’ll add a role that has full access to the account, as shown in 
the steps that follow. These steps must be performed for each account that you enroll.
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For each account:

Step 1: Sign in with administrator access to the management account of the organization that 
currently contains the account you wish to enroll.

For example, if you created this account from AWS Organizations and you use a cross-account IAM 
role to sign in, then you may follow these steps:

1. Sign in to your organization’s management account.

2. Go to AWS Organizations.

3. Under Accounts, select the account you want to enroll and copy its account ID.

4. Open the account dropdown menu on the top navigation bar and choose Switch Role.

5. On the Switch role form, fill in the following fields:

• Under Account, enter the account ID you copied.

• Under Role, enter the name of the IAM role that enables cross-account access to this 
account. The name of this role was defined when the account was created. If you did 
not specify a role name when you created the account, enter the default role name,
OrganizationAccountAccessRole.

6. Choose Switch Role.

7. You should now be signed into the AWS Management Console as the child account.

8. When you’re finished, stay in the child account for the next part of the procedure.

9. Make note of the management account ID, because you will need to enter it in the next step.

Step 2: Give AWS Control Tower permission to manage the account.

1. Go to IAM.

2. Go to Roles.

3. Choose Create role.

4. When asked to select which service the role is for, choose Custom trust policy.

5. Copy the code example shown here and paste it into the Policy Document. Replace the string
Management Account ID with the actual management account ID of your management 
account. Here is the policy to paste:

{ 
   "Version":"2012-10-17", 
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   "Statement":[ 
      { 
      "Effect":"Allow", 
      "Principal":{ 
         "AWS": "arn:aws:iam::Management Account ID:root" 
         }, 
         "Action": "sts:AssumeRole", 
         "Condition": {}  
      } 
   ] 
  }

6. When asked to attach policies, choose AdministratorAccess.

7. Choose Next:Tags.

8. You may see an optional screen titled Add tags. Skip this screen for now by choosing
Next:Review

9. On the Review screen, in the Role name field, enter AWSControlTowerExecution.

10. Enter a brief description in the Description box, such as Allows full account access for 
enrollment.

11. Choose Create role.

Step 3: Enroll the account by moving it into a registered OU, and verify enrollment.

After you’ve set up the necessary permissions by creating the role, follow these steps to enroll the 
account and verify enrollment.

1. Sign in again as Admin and go to AWS Control Tower.

2. Enroll the account.

• From the Organization page in AWS Control Tower, select your account, then choose Enroll
from the Actions dropdown menu at the upper right.

• Follow the steps for enrolling an individual account, as shown on the Steps to enroll an 
account page.

3. Verify enrollment.

• From AWS Control Tower, choose Organization in the left navigation.

• Look for the account you have recently enrolled. Its initial state will show a status of
Enrolling.
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• When the state changes to Enrolled, the move was successful.

To continue this process, sign into each account in your organization that you want to enroll in AWS 
Control Tower. Repeat the prerequisite steps and the enrollment steps for each account.

Automated enrollment of AWS Organizations accounts

You can use the enrollment method described in a blog post called Enroll existing AWS accounts 
into AWS Control Tower to enroll your AWS Organizations accounts into AWS Control Tower with a 
programmatic process.

The following YAML template may assist you in creating the required role in an account, so that it 
can be enrolled programmatically.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure the AWSControlTowerExecution role to enable use of your 
  account as a target account in AWS CloudFormation StackSets.
Parameters: 
  AdministratorAccountId: 
    Type: String 
    Description: AWS Account Id of the administrator account (the account in which 
      StackSets will be created). 
    MaxLength: 12 
    MinLength: 12
Resources: 
  ExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      RoleName: AWSControlTowerExecution 
      AssumeRolePolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Effect: Allow 
            Principal: 
              AWS: 
                - !Ref AdministratorAccountId 
            Action: 
              - sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
        - !Sub arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess
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Enroll accounts that have existing AWS Config resources

This topic provides a step-by-step approach for how to enroll accounts that have existing AWS 
Config resources. For examples of how to check your existing resources, see Example AWS Config 
CLI commands for resource status.

Note

If you plan to bring existing AWS accounts into AWS Control Tower as Audit and Log 
archive accounts, and if those accounts have existing AWS Config resources, you must 
delete the existing AWS Config resources completely, before you can enroll these accounts 
into AWS Control Tower for this purpose. For accounts that are not intended to become
Audit and Log archive accounts, you can modify the existing Config resources.

Examples of AWS Config resources

Here are some types of AWS Config resources that your account could have already. These 
resources may need to be modified so that you can enroll your account into AWS Control Tower.

• AWS Config recorder

• AWS Config delivery channel

• AWS Config aggregation authorization

Assumptions

• You have deployed an AWS Control Tower landing zone

• Your account is not enrolled with AWS Control Tower already.

• Your account has at least one pre-existing AWS Config resource in at least one of the AWS 
Control Tower Regions governed by the management account.

• Your account is not the AWS Control Tower management account.

• Your account is not in governance drift.

For a blog that describes an automated approach to enrolling accounts with existing AWS Config 
resources, see Automate enrollment of accounts with existing AWS Config resources into AWS 
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Control Tower. You'll be able to submit a single support ticket for all of the accounts you wish to 
enroll, as described in Step 1: Contact customer support with a ticket, to add the account to the 
AWS Control Tower allow list, which follows.

Limitations

• The account can be enrolled only by using the AWS Control Tower workflow for extending 
governance.

• If the resources are modified and create drift on the account, AWS Control Tower does not 
update the resources.

• AWS Config resources in Regions that are not governed by AWS Control Tower are not changed.

Note

If you attempt to enroll an account that has existing Config resources, without having 
the account added to the allow list, enrollment will fail. Thereafter, if you subsequently 
try to add that same account to the allow list, AWS Control Tower cannot validate that 
the account is provisioned correctly. You must deprovision the account from AWS Control 
Tower before you can request the allow list and then enroll it. If you only move the account 
to a different AWS Control Tower OU, it causes governance drift, which also prevents the 
account from being added to the allow list.

This process has 5 main steps.

1. Add the account to the AWS Control Tower allow list.

2. Create a new IAM role in the account.

3. Modify pre-existing AWS Config resources.

4. Create AWS Config resources in AWS Regions where they don't exist.

5. Enroll the account with AWS Control Tower.

Before you proceed, consider the following expectations regarding this process.

• AWS Control Tower does not create any AWS Config resources in this account.

• After enrollment, AWS Control Tower controls automatically protect the AWS Config resources 
you created, including the new IAM role.
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• If any changes are made to the AWS Config resources after enrollment, those resources must be 
updated to align with AWS Control Tower settings before you can re-enroll the account.

Step 1: Contact customer support with a ticket, to add the account to 
the AWS Control Tower allow list

Include this phrase in your ticket subject line:

Enroll accounts that have existing AWS Config resources into AWS Control Tower

Include the following details in the body of your ticket:

• Management account number

• Account numbers of member accounts that have existing AWS Config resources

• Your selected home Region for AWS Control Tower setup

Note

The required time for adding your account to the allow list is 2 business days.

Step 2: Create a new IAM role in the member account

1. Open the AWS CloudFormation console for the member account.

2. Create a new stack using the following template

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config 
     
Resources: 
  CustomerCreatedConfigRecorderRole: 
    Type: AWS::IAM::Role 
    Properties: 
      RoleName: aws-controltower-ConfigRecorderRole-customer-created 
      AssumeRolePolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Effect: Allow 
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            Principal: 
              Service: 
                - config.amazonaws.com 
            Action: 
              - sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
        - arn:aws:iam::aws:policy/service-role/AWS_ConfigRole 
        - arn:aws:iam::aws:policy/ReadOnlyAccess

3. Provide the name for the stack as CustomerCreatedConfigRecorderRoleForControlTower

4. Create the stack.

Note

Any SCPs that you create should exclude an aws-controltower-
ConfigRecorderRole* role. Do not modify the permissions that restrict the ability for 
AWS Config rules to perform evaluations.
Follow these guidelines so that you don't receive an AccessDeniedException when you 
have SCPs that block aws-controltower-ConfigRecorderRole* from calling Config.

Step 3: Identify the AWS Regions with pre-existing resources

For each governed Region (AWS Control Tower governed) in the account, identify and note 
the Regions that have at least one of the existing AWS Config resource example types shown 
previously.

Step 4: Identify the AWS Regions without any AWS Config resources

For each governed Region (AWS Control Tower governed) in the account, identify and note the 
Regions in which there are no AWS Config resources of the example types shown previously.

Step 5: Modify the existing resources in each AWS Region

For this step, the following information is needed about your AWS Control Tower setup.

• LOGGING_ACCOUNT - the Logging account ID

• AUDIT_ACCOUNT - the Audit account ID
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• IAM_ROLE_ARN - the IAM role ARN created in Step 1

• ORGANIZATION_ID - the organization ID for the management account

• MEMBER_ACCOUNT_NUMBER - the member account that is being modified

• HOME_REGION - the home Region for AWS Control Tower setup.

Modify each existing resource by following the instructions given in sections 5a through 5c, which 
follow.

Step 5a. AWS Config recorder resources

Only one AWS Config recorder can exist per AWS Region. If one exists, modify the settings as 
shown. Replace the item GLOBAL_RESOURCE_RECORDING with true in your home Region. Replace 
the item with false for other Regions where an AWS Config recorder exists.

• Name: DON'T CHANGE

• RoleARN: IAM_ROLE_ARN

• RecordingGroup:

• AllSupported: true

• IncludeGlobalResourceTypes: GLOBAL_RESOURCE_RECORDING

• ResourceTypes: Empty

This modification can be made through the AWS CLI using the following command. Replace the 
string RECORDER_NAME with the existing AWS Config recorder name.

aws configservice put-configuration-recorder --configuration-recorder 
  name=RECORDER_NAME,roleARN=arn:aws:iam::MEMBER_ACCOUNT_NUMBER:role/
aws-controltower-ConfigRecorderRole-customer-created --recording-group 
 allSupported=true,includeGlobalResourceTypes=GLOBAL_RESOURCE_RECORDING --
region CURRENT_REGION
        

Step 5b. Modify AWS Config delivery channel resources

Only one AWS Config delivery channel can exist per Region. If another exists, modify the settings 
as shown.
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• Name: DON’T CHANGE

• ConfigSnapshotDeliveryProperties: TwentyFour_Hours

• S3BucketName: The logging bucket name from the AWS Control Tower logging account

aws-controltower-logs-LOGGING_ACCOUNT-HOME_REGION

• S3KeyPrefix: ORGANIZATION_ID

• SnsTopicARN: The SNS topic ARN from the audit account, with the following format:

arn:aws:sns:CURRENT_REGION:AUDIT_ACCOUNT:aws-controltower-
AllConfigNotifications

This modification can be made through the AWS CLI using the following command. Replace the 
string DELIVERY_CHANNEL_NAME with the existing AWS Config recorder name.

aws configservice put-delivery-channel --delivery-channel 
 name=DELIVERY_CHANNEL_NAME,s3BucketName=aws-controltower-
logs-LOGGING_ACCOUNT_ID-
HOME_REGION,s3KeyPrefix="ORGANIZATION_ID",configSnapshotDeliveryProperties={deliveryFrequency=TwentyFour_Hours},snsTopicARN=arn:aws:sns:CURRENT_REGION:AUDIT_ACCOUNT:aws-
controltower-AllConfigNotifications --region CURRENT_REGION
            

Step 5c. Modify AWS Config aggregation authorization resources

Multiple aggregation authorizations can exist per Region. AWS Control Tower requires an 
aggregation authorization that specifies the audit account as the authorized account, and has the 
home Region for AWS Control Tower as the authorized Region. If it doesn’t exist, create a new one 
with the following settings:

• AuthorizedAccountId: The Audit account ID

• AuthorizedAwsRegion: The home Region for the AWS Control Tower setup

This modification can be made through the AWS CLI using the following command:

aws configservice put-aggregation-authorization --authorized-account-
id AUDIT_ACCOUNT_ID --authorized-aws-region HOME_REGION --region
CURRENT_REGION
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Step 6: Create resources where they don’t exist, in Regions governed by 
AWS Control Tower

Revise the AWS CloudFormation template, so that in your home Region the
IncludeGlobalResourcesTypes parameter has the value GLOBAL_RESOURCE_RECORDING, as 
shown in the example that follows. Also update the required fields in the template, as specified in 
this section.

Replace the item GLOBAL_RESOURCE_RECORDING with true in your home Region. Replace the 
item with false for other Regions where an AWS Config recorder exists.

1. Navigate to the management account’s AWS CloudFormation console.

2. Create a new StackSet with the name CustomerCreatedConfigResourcesForControlTower.

3. Copy and update the following template:

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config
Resources: 
  CustomerCreatedConfigRecorder: 
    Type: AWS::Config::ConfigurationRecorder 
    Properties: 
      Name: aws-controltower-BaselineConfigRecorder-customer-created 
      RoleARN: !Sub arn:aws:iam::${AWS::AccountId}:role/aws-controltower-
ConfigRecorderRole-customer-created 
      RecordingGroup: 
        AllSupported: true 
        IncludeGlobalResourceTypes: GLOBAL_RESOURCE_RECORDING
        ResourceTypes: [] 
  CustomerCreatedConfigDeliveryChannel: 
    Type: AWS::Config::DeliveryChannel 
    Properties: 
      Name: aws-controltower-BaselineConfigDeliveryChannel-customer-created 
      ConfigSnapshotDeliveryProperties: 
        DeliveryFrequency: TwentyFour_Hours 
      S3BucketName: aws-controltower-logs-LOGGING_ACCOUNT-HOME_REGION
      S3KeyPrefix: ORGANIZATION_ID
      SnsTopicARN: !Sub arn:aws:sns:${AWS::Region}:AUDIT_ACCOUNT:aws-controltower-
AllConfigNotifications 
  CustomerCreatedAggregationAuthorization: 
    Type: "AWS::Config::AggregationAuthorization" 
    Properties: 
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      AuthorizedAccountId: AUDIT_ACCOUNT
      AuthorizedAwsRegion: HOME_REGION

Update the template with required fields:

a. In the S3BucketName field, replace the LOGGING_ACCOUNT_ID and HOME_REGION

b. In the S3KeyPrefix field, replace the ORGANIZATION_ID

c. In the SnsTopicARN field, replace the AUDIT_ACCOUNT

d. In the AuthorizedAccountId field, replace the AUDIT_ACCOUNT

e. In the AuthorizedAwsRegion field, replace the HOME_REGION

4. During deployment on the AWS CloudFormation console, add the member account number.

5. Add the AWS Regions that were identified in Step 4.

6. Deploy the stack set.

Step 7: Register the OU with AWS Control Tower

In the AWS Control Tower dashboard, register the OU.

Note

The Enroll account workflow will not succeed for this task. You must choose Register OU
or Re-register OU.

Provision and manage accounts with Account Factory

This chapter includes an overview and procedures for provisioning new member accounts in an 
AWS Control Tower landing zone with Account Factory.

Permissions for configuring and provisioning accounts

The AWS Control Tower Account Factory enables cloud administrators and users in AWS IAM 
Identity Center to provision accounts in your landing zone. By default, IAM Identity Center users 
that provision accounts must be in the AWSAccountFactory group or the management group.
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Note

Exercise caution when working from the management account, as you would when using 
any account that has permissions across your organization.

The AWS Control Tower management account has a trust relationship with the
AWSControlTowerExecution role, which allows account setup from the management 
account, including some automated account setup. For more information about the
AWSControlTowerExecution role, see How AWS Control Tower works with roles to create and 
manage accounts.

Note

To enroll an existing AWS account into AWS Control Tower, that account must have the
AWSControlTowerExecution role enabled. For more information about how to enroll an 
existing account, see Enroll an existing AWS account.

For more information about permissions, see Permissions required for accounts.

Provision accounts with AWS Service Catalog Account Factory

The following procedure describes how to create and provision accounts as a user in IAM Identity 
Center through AWS Service Catalog. This procedure also is referred to as advanced account 
provisioning, or manual account provisioning. Optionally, you may be able to provision accounts 
programmatically, with the AWS CLI or with AWS Control Tower Account Factory for Terraform 
(AFT). You may be able to provision customized accounts in the console if you've previously set 
up custom blueprints. For more information about customization, see Customize accounts with 
Account Factory Customization (AFC).

To provision accounts individually in Account Factory, as a user

1. Sign in from your user portal URL.

2. From Your applications, choose AWS Account.

3. From the list of accounts, choose the account ID for your management account. This ID may 
also have a label, for example, (Management).
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4. From AWSServiceCatalogEndUserAccess, choose Management console. This opens the AWS 
Management Console for this user in this account.

5. Ensure that you've selected the correct AWS Region for provisioning accounts, which should be 
your AWS Control Tower Region.

6. Search for and choose Service Catalog to open the Service Catalog console.

7. In the navigation pane, choose Products.

8. Select AWS Control Tower Account Factory, then choose the Launch product button. This 
selection starts the wizard to provision a new account.

9. Fill in the information, and keep the following in mind:

• The SSOUserEmail can be a new email address, or the email address associated with an 
existing IAM Identity Center user. Whichever you choose, this user will have administrative 
access to the account you're provisioning.

• The AccountEmail must be an email address that isn't already associated with an AWS 
account. If you used a new email address in SSOUserEmail, you can use that email address 
here.

10. Don't define TagOptions and don't enable Notifications, otherwise the account can fail to be 
provisioned. When you're finished, choose Launch product.

11. Review your account settings, and then choose Launch. Don't create a resource plan, otherwise 
the account will fail to be provisioned.

12. Your account is now being provisioned. It can take a few minutes to complete. You can refresh 
the page to update the displayed status information.

Note

Up to five accounts can be provisioned at a time.

Considerations for managing accounts in Account Factory

You can update, unmanage, and close accounts that you create and provision through Account 
Factory. You can recycle accounts by updating the user parameters in the accounts that you want to 
repurpose. You can also change an account's organizational unit (OU).

Account considerations 215



AWS Control Tower User Guide

Note

When updating a provisioned product that's associated with an account that Account 
Factory vends, if you specify a new user email address for AWS IAM Identity Center, AWS 
Control Tower creates a new user in IAM Identity Center. The previously created account 
isn't removed. For information about removing the previous IAM Identity Center user email 
address from IAM Identity Center, see Disabling a User.

Update and move account factory accounts with AWS Control Tower or 
with AWS Service Catalog

The easiest way to update an enrolled account is through the AWS Control Tower console. 
Individual account updates are useful for resolving drift, such as Moved Member Account. Account 
updates also are required as part of a full landing zone update.

If you move an account from one organizational unit (OU) to another, remember that the controls 
applied by the new OU may be different than the controls in the former OU. Be sure that the 
controls in the new OU meet your policy requirements for the account.

Control behavior when accounts are moved between 
OUs

When you move an account between OUs, the controls for the destination OU are applied to the 
account. However, the controls that applied to the account from the former OU are not 
removed. The exact behavior of the controls is specific to the implementation of the 
controls that are active on the former OU and the destination OU.

• For controls implemented with AWS Config rules: The controls from the previous OU 
are not removed. These controls must be removed manually.

• For controls implemented with SCPs: The SCP-based controls from the previous OU are 
removed. The SCP-based controls for the destination OU go into effect on this account.

• For controls implemented with AWS CloudFormation hooks: This behavior 
depends on the status of controls in the new OU.

• If the destination OU has no hook-based controls active: The old 
controls remain active for the moved account, unless you remove them 
manually.
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• If the destination OU has hook controls active: The old controls are 
removed and the controls in the destination OU are applied to the 
account.

Update the account in the console

To update an account in the AWS Control Tower console

1. When signed in to AWS Control Tower, navigate to the Organization page.

2. In the list of OUs and accounts, select the name of the account you wish to update. Accounts 
that are available for updating show a status of Update available.

3. Next you'll see the Account details page for your selected account.

4. In the upper right, choose Update account.

Update the provisioned product

The following procedure guides you through how to update your account in Account Factory or 
move it to a new OU, by updating the account's provisioned product in Service Catalog.

To update an Account Factory account or change its OU through Service Catalog

1. Sign in to the AWS Management Console, and open the AWS Service Catalog console at
https://console.aws.amazon.com/servicecatalog/.

Note

You must sign in as a user with permissions to provision new products in Service 
Catalog (for example, an IAM Identity Center user in AWSAccountFactory or
AWSServiceCatalogAdmins groups).

2. In the navigation pane, choose Provisioning, and then choose Provisioned products.

3. For each of the member accounts listed, perform the following steps to update all member 
accounts:

a. Select a member account. You're directed to the Provisioned product details page for that 
account.

b. On the Provisioned product details page, choose the Events tab.
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c. Make a note of the following parameters:

• SSOUserEmail (Available in provisioned product details)

• AccountEmail (Available in provisioned product details)

• SSOUserFirstName (Available in IAM Identity Center)

• SSOUSerLastName (Available in IAM Identity Center)

• AccountName (Available in IAM Identity Center)

d. From Actions, choose Update.

e. Choose the button next to the Version of the product you want to update, and choose
Next.

f. Provide the parameter values that were mentioned previously.

• If you want to keep the existing OU, for ManagedOrganizationalUnit, choose the OU 
that the account was already in.

• If you want to migrate the account to a new OU, for ManagedOrganizationalUnit, 
choose the new OU for the account.

A central cloud administrator can find this information in the AWS Control Tower console, 
on the Organization page.

g. Choose Next.

h. Review your changes, and then choose Update. This process can take a few minutes per 
account.

Change email address of an enrolled account

To change the email address of an enrolled member account in AWS Control Tower, follow the 
procedure in this section.

Note

The following procedure doesn't allow you to change the email address of a management 
account, log archive account, or audit account. For more information about that, see How 
do I change the email address associated with my AWS account? or contact AWS Support.
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To change the email address of an account that AWS Control Tower creates

1. Recover the root user password for the account. You can follow the steps in the article How do 
I recover a lost or forgotten AWS password?

2. Sign in to the account with the root user password.

3. Change the email address as you would for any other AWS account, and wait for the change 
to reflect in AWS Organizations. You might experience a delay while the email address change 
finishes updating.

4. Update the provisioned product in Service Catalog using the email address that previously 
belonged to the account. The process for updating the provisioned product includes 
associating the new email address with the provisioned product. This way the email address 
change takes effect in AWS Control Tower. Use the new email address for updates to 
subsequently provisioned products.

To change the password or email address of a member account that you created with AWS 
Organizations, see Accessing a member account as the root user in the AWS Organizations User 
Guide.

Change the name of an enrolled account

Follow the procedure in this section to change the name of an enrolled AWS Control Tower 
account.

Note

To change the name of an AWS administrator account, you must have admin permissions 
and be logged in as the account's root user.

To change the name of an account created by AWS Control Tower

1. Recover the root password for the account. You can follow the steps outlined in this article,
How do I recover a lost or forgotten AWS password?

2. Sign in to the account with the root password.

3. In the AWS Billing console, navigate to the Account settings page.

4. Change the name in Account settings, as you would for any other AWS account.
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5. AWS Control Tower automatically updates itself to reflect the name change. This update will 
not be reflected in the provisioned product in AWS Service Catalog.

Configure Account Factory with Amazon Virtual Private Cloud settings

Account Factory allows you to create pre-approved baselines and configuration options for 
accounts in your organization. You can configure and provision new accounts through AWS Service 
Catalog.

On the Account Factory page, you can see a list of organizational units (OUs) and their allow list
status. By default, all OUs are on the allow list, which means that accounts can be provisioned 
under them. You can disable certain OUs for account provisioning through AWS Service Catalog.

You can view the Amazon VPC configuration options available to your end users when they 
provision new accounts.

To configure Amazon VPC settings in Account Factory

1. As a central cloud administrator, sign into the AWS Control Tower console with administrator 
permissions in the management account.

2. From the left side of the dashboard, select Account Factory to navigate to the Account Factory 
network configuration page. There you can see the default network settings displayed. To 
edit, select Edit and view the editable version of your Account Factory network configuration 
settings.

3. You can modify each field of the default settings as needed. Choose the VPC configuration 
options you'd like to establish for all new Account Factory accounts that your end users may 
create, and enter your settings into the fields.

• Choose disabled or enabled to create a public subnet in Amazon VPC. By default, the internet-
accessible subnet is disallowed.

Note

If you set the account factory VPC configuration so that public subnets are enabled when 
provisioning a new account, account factory configures Amazon VPC to create a NAT 
Gateway. You will be billed for your usage by Amazon VPC. See VPC Pricing for more 
information.
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• Choose the maximum number of private subnets in Amazon VPC from the list. By default, 1 is 
selected. The maximum number of private subnets allowed is 2 per availability zone.

• Enter the range of IP addresses for creating your account VPCs. The value must be in the form 
of a classless inter-domain routing (CIDR) block (for example, the default is 172.31.0.0/16). 
This CIDR block provides the overall range of subnet IP addresses for the VPC that Account 
Factory creates for your account. Within your VPC, subnets are assigned automatically from the 
range you specify, and they are equal in size. By default, subnets within your VPC do not overlap. 
However, subnet IP address ranges in the VPCs of all your provisioned accounts could overlap.

• Choose a region or all the regions for creating a VPC when an account is provisioned. By default 
all available regions are selected.

• From the list, choose the number of Availability Zones to configure subnets for in each VPC. The 
default and recommended number is 3.

• Choose Save.

You can set up these configuration options to create new accounts that don't include a VPC. See 
the walkthrough.

Unmanage an account

If you created an account in Account Factory or enrolled an AWS account, and you no longer want 
the account to be managed by AWS Control Tower in a landing zone, you can unmanage the 
account from the AWS Control Tower console.

When you unmanage an AWS Control Tower account, all resources provisioned by AWS Control 
Tower are removed, including any blueprints. The account is moved out of any AWS Control Tower 
OU and into the Root area. The account is no longer part of a registered OU, and it is no longer 
subject to AWS Control Tower SCPs. You can close the account through AWS Organizations.

Unmanaging an account also can be done in the Service Catalog console by an IAM Identity 
Center user in the AWSAccountFactory group, by terminating the Provisioned Product. For more 
information on IAM Identity Center users or groups, see Manage users and access through AWS IAM 
Identity Center. The following procedure describes how to unmanage a member account in Service 
Catalog.

To unmanage an enrolled account

1. Open the Service Catalog console in your web browser at https://console.aws.amazon.com/ 
servicecatalog.
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2. In the left navigation pane, choose Provisioned products list.

3. From the list of provisioned accounts, choose the name of the account that you want AWS 
Control Tower no longer to manage.

4. On the Provisioned product details page, from the Actions menu, choose Terminate.

5. From the dialog box that appears, choose Terminate.

Important

The word terminate is specific to Service Catalog. When you terminate an account in 
Service Catalog Account Factory, the account is not closed. This action removes the 
account from its OU and your landing zone.

6. When the account has been unmanaged, its status changes to Not Enrolled.

7. If you no longer need the account, close it. For more information about closing AWS accounts, 
see Closing an account in the AWS Billing User Guide

When you unmanage a customized account, AWS Control Tower removes the resources that the 
blueprint has deployed, as well as any other resources that AWS Control Tower created within the 
account. After you unmanage the account, you can close the account through AWS Organizations.

Note

An unmanaged account is not closed or deleted. When the account has been unmanaged, 
the IAM Identity Center user that you selected when you created the account in Account 
Factory still has administrative access to the account. If you do not want this user to have 
administrative access, you must change this setting in IAM Identity Center by updating the 
account in Account Factory and changing the IAM Identity Center user email address for the 
account. For more information, see Update and move account factory accounts with AWS 
Control Tower or with AWS Service Catalog.

Video Walkthrough

This video (3:25) describes how to remove an account from AWS Control Tower, gain root access 
to the account, and finally close the AWS account. You also can close an account with an AWS 
Organizations API. For better viewing, select the icon at the lower right corner of the video to 
enlarge it to full screen. Captioning is available.
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Video Walkthrough of Closing an Account in AWS Control Tower.

You can view a list of AWS YouTube videos that explain common tasks in AWS Control Tower.

Close an account created in Account Factory

Accounts created in Account Factory are AWS accounts. For information about closing AWS 
accounts, see Closing an account in the AWS Account Management Reference Guide.

Note

Closing an AWS account is not the same as unmanaging an account from AWS Control 
Tower—these are separate actions. You must unmanage the account before you close it.

Close an AWS Control Tower member account through AWS Organizations

You can close your AWS Control Tower member accounts from your organization’s management 
account without a requirement to sign in to each member account individually with root 
credentials, by means of AWS Organizations. You cannot close your management account in this 
way, however.

When you call the AWS Organizations CloseAccount API, or close an account in the AWS 
Organizations console, the member account is isolated for 90 days, as any AWS account would 
be. The account shows a Suspended status in AWS Control Tower and AWS Organizations. If you 
attempt to work with the account during that 90 days, AWS Control Tower gives an error message.

Before the 90 days expire, you can restore the member account, as you can do with any AWS 
account. After that 90-day time, the account’s records are removed.

We recommend, as a best practice, to unmanage a member account before you close that account. 
If you close a member account without first unmanaging it, AWS Control Tower shows the 
account’s status as Suspended, but also as Enrolled. As a result, if you attempt to Re-register
the account's OU during that 90-day time, AWS Control Tower produces an error message. The 
suspended account essentially blocks the re-registering actions with a pre-check failure. If you 
remove the account from the OU, you can Re-register the OU, but AWS may produce an error 
regarding a missing method of payment for the account. To work around this constraint, create 
another OU, and move the account to that OU before you try to re-register. We recommend 
naming this OU the Suspended OU.
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Note

If you do not unmanage the account before you close it, you must delete the account's 
provisioned product in AWS Service Catalog after those 90 days are finished.

For more information, see the AWS Organizations documentation about the CloseAccount API.

Resource Considerations for Account Factory

When an account is provisioned with Account Factory, the following AWS resources are created 
within the account.

AWS service Resource type Resource name

AWS CloudFormation Stacks StackSet-AWSContro 
lTowerBP-BASELINE- 
CLOUDTRAIL-*

StackSet-AWSContro 
lTowerBP-BASELINE- 
CLOUDWATCH-*

StackSet-AWSContro 
lTowerBP-BASELINE-CONFIG-
*

StackSet-AWSContro 
lTowerBP-BASELINE-ROLES-*

StackSet-AWSContro 
lTowerBP-BASELINE-SERVICE-
ROLES-*

AWS CloudTrail Trail aws-controltower-BaselineCl 
oudTrail
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AWS service Resource type Resource name

Amazon CloudWatch CloudWatch Event Rules aws-controltower-C 
onfigComplianceCha 
ngeEventRule

Amazon CloudWatch CloudWatch Logs aws-controltower/CloudTrail 
Logs

/aws/lambda/aws-co 
ntroltower-NotificationForw 
arder

AWS Identity and Access 
Management

Roles aws-controltower-Administra 
torExecutionRole

aws-controltower-C 
loudWatchLogsRole

aws-controltower-ConfigReco 
rderRole

aws-controltower-ForwardSns 
NotificationRole

aws-controltower-R 
eadOnlyExecutionRole

AWSControlTowerExecution

AWS Identity and Access 
Management

Policies AWSControlTowerSer 
viceRolePolicy

Amazon Simple Notification 
Service

Topics aws-controltower-SecurityNo 
tifications

AWS Lambda Applications StackSet-AWSContro 
lTowerBP-BASELINE- 
CLOUDWATCH-*
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AWS service Resource type Resource name

AWS Lambda Functions aws-controltower-Notificati 
onForwarder

Customize accounts with Account Factory Customization (AFC)

AWS Control Tower allows you to customize new and existing AWS accounts when you 
provision their resources from the AWS Control Tower console. After you set up account factory 
customization, AWS Control Tower automates this process for future provisioning, so you don't 
have to maintain any pipelines. Customized accounts are available for use immediately after the 
resources are provisioned.

Your customized accounts are provisioned in account factory, through AWS CloudFormation 
templates, or with Terraform. You'll define a template that serves as customized account blueprint. 
Your blueprint describes the specific resources and configurations you require when an account is 
provisioned. Pre-defined blueprints, built and managed by AWS partners, also are available. For 
more information about partner-managed blueprints, see the AWS Service Catalog Getting Started 
Library.

Note

AWS Control Tower contains proactive controls, which monitor AWS CloudFormation 
resources in AWS Control Tower. Optionally, you can activate these controls in your landing 
zone. When you apply proactive controls, they check to make sure that the resources 
you're about to deploy to your accounts are compliant with your organization's policies and 
procedures. For more information about proactive controls, see Proactive controls.

Your account blueprints are stored in an AWS account, which for our purposes is referred to as a
hub account. Blueprints are stored in the form of an Service Catalog product. We call this product 
a blueprint, to distinguish it from any other Service Catalog products. To learn more about how to 
create Service Catalog products, see Creating products in the AWS Service Catalog Administrator 
Guide.
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You can apply customized blueprints to existing accounts, also, by following the Update account
steps in the AWS Control Tower console. For details, see Update the account in the console.

Before you begin

Before you begin to create customized accounts with AWS Control Tower Account Factory, 
you must have an AWS Control Tower landing zone environment deployed, and you must 
have an organizational unit (OU) registered with AWS Control Tower, where your newly 
created accounts will be placed.

For more information about working with AFC, see Automate account customization using Account 
Factory Customization in AWS Control Tower.

Preparation for customization

• You may create a new account to serve as the hub account, or you may use an existing AWS 
account. We strongly recommend that you do not use the AWS Control Tower management 
account as your blueprint hub account.

• If you plan to enroll AWS accounts into AWS Control Tower and customize them, you must first 
add the AWSControlTowerExecution role to those accounts, as you would for any other 
account you are enrolling into AWS Control Tower.

• If you plan to use partner blueprints that have marketplace subscription requirements, you must 
configure these from your AWS Control Tower management account before you deploy the 
partner blueprints as account factory customization blueprints.

Topics

• Set up for customization

• Create a customized account from a blueprint

• Enroll and customize accounts

• Add a blueprint to an AWS Control Tower account

• Update a blueprint

• Remove a blueprint from an account

• Partner blueprints

• Considerations for Account Factory Customizations (AFC)
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• In case of a blueprint error

• Customizing your policy document for AFC blueprints based on CloudFormation

• Additional permissions required for creating a Terraform-based Service Catalog product

Set up for customization

The next sections give steps to set up Account Factory for the customization process. We 
recommend that you set up delegated admin for the hub account, before you begin these steps.

Summary

• Step 1. Create the required role. Create an IAM role that grants permission for AWS Control 
Tower to have access to the (hub) account, where the Service Catalog products, also called 
blueprints, are stored.

• Step 2. Create the AWS Service Catalog product. Create the AWS Service Catalog product (also 
called a “blueprint product”) that you'll need for baselining the custom account.

• Step 3. Review your custom blueprint. Inspect the AWS Service Catalog product (blueprint) that 
you created.

• Step 4. Call your blueprint to create a customized account. Enter the blueprint product 
information and the role information into the proper fields in Account Factory, in the AWS 
Control Tower console, while creating the account.

Step 1. Create the required role

Before you begin to customize accounts, you must set up a role that contains a trust 
relationship between AWS Control Tower and your hub account. When assumed, the role 
grants AWS Control Tower access to administer the hub account. The role must be named
AWSControlTowerBlueprintAccess.

AWS Control Tower assumes this role to create a Portfolio resource on your behalf in AWS Service 
Catalog, then to add your blueprint as a Service Catalog Product to this Portfolio, and then to 
share this Portfolio, and your blueprint, with your member account during account provisioning.

You'll create the AWSControlTowerBlueprintAccess role, as explained in the following 
sections.
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Navigate to the IAM console to set up the required role.

To set up the role in an enrolled AWS Control Tower account

1. Federate or sign in as the principal in the AWS Control Tower management account.

2. From the federated principal in the management account, assume or switch roles to the
AWSControlTowerExecution role in the enrolled AWS Control Tower account that you select 
to serve as the blueprint hub account.

3. From the AWSControlTowerExecution role in the enrolled AWS Control Tower account, create 
the AWSControlTowerBlueprintAccess role with proper permissions and trust relationships.

Note

To comply with AWS best practices guidance, it's important that you sign out 
of the AWSControlTowerExecution role immediately after you create the
AWSControlTowerBlueprintAccess role.
To prevent unintended changes to resources, the AWSControlTowerExecution role is 
intended for use by AWS Control Tower only.

If your blueprint hub account isn't enrolled in AWS Control Tower, the
AWSControlTowerExecution role won't exist in the account, and there's no need to assume it 
before you continue with setting up the AWSControlTowerBlueprintAccess role.

To set up the role in an unenrolled member account

1. Federate or sign in as a principal in the account that you wish to designate as the hub account, 
by means of your preferred method.

2. When signed in as the principal in the account, create the
AWSControlTowerBlueprintAccess role with proper permissions and trust relationships.

The AWSControlTowerBlueprintAccess role must be set up to grant trust to two principals:

• The principal (user) that runs AWS Control Tower in the AWS Control Tower management 
account.
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• The role named AWSControlTowerAdmin in the AWS Control Tower management account.

Here's an example trust policy, similar to one you will need to include for your role. This policy 
demonstrates the best practice of granting least-privilege access. When you make your own policy, 
replace the term YourManagementAccountId with the actual acccount ID of your AWS Control 
Tower management account, and replace the term YourControlTowerUserRole with the 
identifier of the IAM role for your management account.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Principal": { 
                "AWS": [ 
                "arn:aws:iam::YourManagementAccountId:role/service-role/
AWSControlTowerAdmin",  
                "arn:aws:iam::YourManagementAccountId:role/YourControlTowerUserRole" 
                ] 
            }, 
            "Action": "sts:AssumeRole" 
        } 
    ]
}

Required permissions policy

AWS Control Tower requires that the managed policy named
AWSServiceCatalogAdminFullAccess must be attached to the
AWSControlTowerBlueprintAccess role. This policy provides permissions that AWS Service 
Catalog looks for when it allows AWS Control Tower to administer your portfolio and AWS Service 
Catalog Product resources. You can attach this policy when you're creating the role in the IAM 
console.

Additional permissions may be required

• If you store your blueprints in Amazon S3, AWS Control Tower also 
requires the AmazonS3ReadOnlyAccess permission policy for the
AWSControlTowerBlueprintAccess role.
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• The AWS Service Catalog Terraform type of product requires you to add some additional 
permissions to the AFC custom IAM policy, if you don't utilize the default Admin policy. 
It requires these in addition to the permissions required to create the resources that you 
define in your terraform template.

Step 2. Create the AWS Service Catalog product

To create an AWS Service Catalog product, follow the steps at Creating products in the AWS Service 
Catalog Administrator Guide. You'll add your account blueprint as a template when you create the 
AWS Service Catalog product.

Important

As a result of HashiCorp's updated Terraform licensing, AWS Service Catalog changed 
support for Terraform Open Source products and provisioned products to a new product 
type, called External. To learn more about how this change effects AFC, including how to 
update your existing account blueprints to the External product type, review Transition to 
External product type.

Summary of steps to create a blueprint

• Create or download an AWS CloudFormation template or Terraform tar.gz configuration file that 
will become your account blueprint. Some template examples are given later in this section.

• Sign in to the AWS account where you store your Account Factory blueprints (sometimes called 
the hub account).

• Navigate to the AWS Service Catalog console. Choose Product list, and then choose Upload new 
product.

• In the Product details pane, enter details for your blueprint product, such as a name and 
description.

• Select Use a template file and then select Choose file. Select or paste the template or 
configuration file you've developed or downloaded for use as your blueprint.

• Choose Create product at the bottom of the console page.
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You can download an AWS CloudFormation template from the AWS Service Catalog reference 
architecture repository. One example from that repository helps set up a backup plan for your 
resources.

Here's an example template, for a fictitious company called Best Pets. It helps set up a connection 
to their pet database.

Resources: 
  ConnectionStringGeneratorLambdaRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
        Statement: 
          - Effect: Allow 
            Principal: 
              Service: 
                - lambda.amazonaws.com 
            Action: 
              - "sts:AssumeRole" 
  ConnectionStringGeneratorLambda: 
    Type: AWS::Lambda::Function 
    Properties: 
      FunctionName: !Join ['-', ['ConnectionStringGenerator', !Select [4, !Split 
 ['-', !Select [2, !Split ['/', !Ref AWS::StackId]]]]]] 
      Description: Retrieves the connection string for this account to access the Pet 
 Database 
      Role: !GetAtt ConnectionStringGeneratorLambdaRole.Arn 
      Runtime: nodejs16.x 
      Handler: index.handler 
      Timeout: 5 
      Code: 
        ZipFile: > 
          const response = require("cfn-response"); 
          exports.handler = function (event, context) { 
            const awsAccountId = context.invokedFunctionArn.split(":")[4] 
            const connectionString= "fake connection string that's specific to account 
 " + awsAccountId; 
            const responseData = { 
              Value: connectionString, 
            } 
            response.send(event, context, response.SUCCESS, responseData); 
            return connectionString; 
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          }; 

  ConnectionString: 
    Type: Custom::ConnectionStringGenerator 
    Properties: 
      ServiceToken: !GetAtt ConnectionStringGeneratorLambda.Arn 

  PetDatabaseConnectionString: 
    DependsOn: ConnectionString 
    # For example purposes we're using SSM parameter store. 
    # In your template, use secure alternatives to store 
    # sensitive values such as connection strings. 
    Type: AWS::SSM::Parameter 
    Properties:  
      Name: pet-database-connection-string 
      Description: Connection information for the BestPets pet database 
      Type: String 
      Value: !GetAtt ConnectionString.Value

Step 3. Review your custom blueprint

You can view your blueprint in the AWS Service Catalog console. For more information, see
Managing products in the Service Catalog Adminstrator Guide.

Step 4. Call your blueprint to create a customized account

When you follow the Create account workflow in the AWS Control Tower console, you'll see 
an optional section where you can enter information about the blueprint you'd like to use for 
customizing accounts.

Note

You must set up your customization hub account and add at least one blueprint (Service 
Catalog product) before you can enter that information into the AWS Control Tower 
console and begin to provision customized accounts.

Create or update a customized account in the AWS Control Tower console.

1. Enter the account ID for the account that contains your blueprints.

2. From that account, select an existing Service Catalog product (existing blueprint).
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3. Select the proper version of the blueprint (Service Catalog product), if you have more than one 
version.

4. (Optional) You can add or change a blueprint provisioning policy at this point in the process. 
The blueprint provisioning policy is written in JSON and attached to an IAM role, so it can 
provision the resources that are specified in the blueprint template. AWS Control Tower creates 
this role in the member account so that Service Catalog can deploy resources using AWS 
CloudFormation stack sets. The role is named AWSControlTower-BlueprintExecution-
bp-xxxx. The AdministratorAccess policy is applied here by default.

5. Choose the AWS Region or Regions in which you wish to deploy accounts based on this 
blueprint.

6. If your blueprint contains parameters, you can enter the values for the parameters into 
additional fields in the AWS Control Tower workflow. The additional values may include: a 
GitHub repository name, a GitHub branch, an Amazon ECS cluster name, and a GitHub identity 
for the repository owner.

7. You can customize accounts at a later time by following the Account update process, if your 
hub account or blueprints are not yet ready.

For more details, see Create a customized account from a blueprint.

Create a customized account from a blueprint

After you have created custom blueprints, you can start creating custom accounts in AWS Control 
Tower account factory.

Follow these steps to deploy a custom blueprint when you're creating a new AWS account:

1. Go to AWS Control Tower in the AWS Management Console.

2. Select Account factory and Create account.

3. Enter account details such as account name and email address.

4. Configure IAM Identity Center details with email address and user name.

5. Select a registered OU where your account will be added.

6. Expand the Account factory customization section.

7. Enter the account ID of the blueprint hub account that contains your Service Catalog products 
and choose Validate. For more information about a blueprint hub account, see Customize 
accounts with Account Factory Customization (AFC).
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8. Select the dropdown menu that contains all blueprints from your Service Catalog Product List 
(all custom and partner blueprints). Choose a blueprint and corresponding version to deploy.

9. If your blueprint contains parameters, these fields are displayed for you to populate. Default 
values are pre-populated.

10. Finally, select where you'll deploy your blueprint, either Home Region or All governed 
Regions. Global resources such as Route 53 or IAM, may need to be deployed to a single 
Region only. Regional resources, such as Amazon EC2 instances or Amazon S3 buckets, could 
be deployed to all governed Regions

11. After all fields are completed, select Create account.

Note

Blueprints created with Terraform can deploy to one Region only, not multiple Regions.

You can view the progress of your account provisioning on the Organization page. When your 
account provisioning is complete, the resources specified by your blueprint are already deployed 
within it. To view the details of the account and blueprint, go to the Account details page.

Enroll and customize accounts

To enroll and customize accounts in the AWS Control Tower console.

1. Navigate to the AWS Control Tower console and select Organization from the left navigation.

2. You will see a list of your available accounts. Identify the account you would like to enroll with 
a custom blueprint. The State column for that account should reflect the account in a Not 
enrolled status.

3. Select the radio button to the left of the account and choose the Actions dropdown menu, in 
the top right of the screen. Here you will select the Enroll option.

4. Complete the Access configuration section with the account's IAM Identity Center information.

5. Select the registered OU where your account will become a member.

6. Complete the Account factory customization section using the same steps as 7-12 of the
Create account procedure. For more information, see Provision Account Factory accounts with 
AWS Service Catalog.
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You can view the status of your account progress on the Organization page. When your account 
enrollment is complete, the resources specified by the blueprint are already deployed within it.

Add a blueprint to an AWS Control Tower account

To add a blueprint to an existing AWS Control Tower member account, follow the Update account
workflow in the AWS Control Tower console, and choose a new blueprint to add to the account. For 
more information, see Update and move Account Factory accounts with AWS Control Tower or with 
AWS Service Catalog.

Note

If you add a new blueprint to an account, the existing blueprint is overwritten.

Note

One blueprint may be deployed per AWS Control Tower account.

Update a blueprint

The following procedures describe how to update custom blueprints and how to deploy them.

To update your custom blueprints

1. Update your AWS CloudFormation template or Terraform tar.gz file (blueprint) with your new 
configurations.

2. Save the updated blueprint as a new version in AWS Service Catalog.

To deploy your updated blueprint

1. Navigate to the Organization page in the AWS Control Tower console.

2. Filter the Organization page by blueprint name and version.

3. Follow the Update account process, and deploy the latest blueprint version in your account.

If a blueprint update is unsuccessful
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AWS Control Tower allows blueprint updates when the provisioned product is in the AVAILABLE
state. If your provisioned product is in a TAINTED state, the update will fail. We recommend the 
following workaround:

1. In the AWS Service Catalog console, manually update the TAINTED provisioned product to 
change the state to AVAILABLE. For more information, see Updating provisioned products.

2. Then, follow the update account process from AWS Control Tower to fix the blueprint 
deployment error.

We recommend this manual step because: When you remove a blueprint, it can cause resources in 
the member account to be removed. Removing resources may affect your existing workloads. For 
this reason, we recommend this method rather than the alternative way of updating a blueprint—
which is by removing and replacing the original blueprint—especially if you are running production 
workloads.

Remove a blueprint from an account

To remove a blueprint from an account, follow the Update account workflow to remove the 
blueprint and return the account to the AWS Control Tower default configurations.

As you enter the Update account workflow in the console, you will see that all of the account 
details are populated, and the customization details are not populated. If you leave these AFC 
details blank, AWS Control Tower removes the blueprint from the account. You will see a warning 
message before the action begins.

Note

AWS Control Tower adds a blueprint to an account only if you select a blueprint during the
Create account or Update account process.

Partner blueprints

AWS Control Tower Account Factory Customization (AFC) provides access to pre-defined 
customization blueprints that are built and managed by AWS Partners. These partner blueprints 
help you customize your accounts for specific use cases. Each partner's blueprints help you build 
customized accounts, which are pre-configured to work with the product offerings from that 
particular partner.
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To view a complete list of AWS Control Tower partner blueprints, navigate to the Service 
Catalog Getting Started Library in your console. Search for the source type AWS Control Tower 
Blueprints.

Considerations for Account Factory Customizations (AFC)

• AFC supports customization using a single AWS Service Catalog blueprint product only.

• The AWS Service Catalog blueprint products must be created in the hub account, and in the same 
Region as the AWS Control Tower landing zone home Region.

• The AWSControlTowerBlueprintAccess IAM role must be created with the proper name, 
permissions, and trust policy.

• AWS Control Tower supports two deployment options for blueprints: deploy to the home Region 
only, or deploy to all Regions governed by AWS Control Tower. Selection of Regions is not 
available.

• When you update a blueprint in a member account, the blueprint hub account ID and the AWS 
Service Catalog blueprint product cannot be changed.

• AWS Control Tower doesn't support removing an existing blueprint and adding a new blueprint 
in a single blueprint update operation. You can remove a blueprint and then add a new blueprint 
in separate operations.

• AWS Control Tower changes behavior, based on whether you are creating or enrolling 
customized accounts, or non-customized accounts. If you are not creating or enrolling 
customized accounts with blueprints, AWS Control Tower creates an Account Factory provisioned 
product (through Service Catalog) in the AWS Control Tower management account. If you are 
specifying customization when creating or enrolling accounts with blueprints, AWS Control 
Tower does not create an Account Factory provisioned product in the AWS Control Tower 
management account.

In case of a blueprint error

Error while applying a blueprint

If an error occurs during the process of applying a blueprint to an account—either a new account or 
an existing account that you are enrolling into AWS Control Tower—the recovery procedure is the 
same. The account will exist, but it is not customized, and it is not enrolled into AWS Control Tower. 
To continue, follow the steps to enroll the account into AWS Control Tower, and add the blueprint 
at time of enrollment.
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Error while creating the AWSControlTowerBlueprintAccess role, and workarounds

When you create the AWSControlTowerBlueprintAccess role from an AWS Control Tower 
account, you must be signed in as the principal using the AWSControlTowerExecution role. If 
you are signed in as any other, the CreateRole operation is prevented by an SCP, as shown in the 
artifact that follows:

{ 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalArn": [ 
                        "arn:aws:iam::*:role/AWSControlTowerExecution", 
                        "arn:aws:iam::*:role/stacksets-exec-*" 
                    ] 
                } 
            }, 
            "Action": [ 
                "iam:AttachRolePolicy", 
                "iam:CreateRole", 
                "iam:DeleteRole", 
                "iam:DeleteRolePermissionsBoundary", 
                "iam:DeleteRolePolicy", 
                "iam:DetachRolePolicy", 
                "iam:PutRolePermissionsBoundary", 
                "iam:PutRolePolicy", 
                "iam:UpdateAssumeRolePolicy", 
                "iam:UpdateRole", 
                "iam:UpdateRoleDescription" 
            ], 
            "Resource": [ 
                "arn:aws:iam::*:role/aws-controltower-*", 
                "arn:aws:iam::*:role/*AWSControlTower*", 
                "arn:aws:iam::*:role/stacksets-exec-*" 
            ], 
            "Effect": "Deny", 
            "Sid": "GRIAMROLEPOLICY" 
        }

The following workarounds are available:

• (Most recommended) Assume the AWSControlTowerExecution role and create the
AWSControlTowerBlueprintAccess role. If you choose this workaround, be sure to sign out 
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from the AWSControlTowerExecution role immediately afterward, to prevent unintended 
changes to resources.

• Sign into an account that is not enrolled in AWS Control Tower, and therefore not subject to this 
SCP.

• Temporarily edit this SCP to permit the operation.

• (Strongly not recommended) Use your AWS Control Tower management account as your hub 
account, so it is not subject to the SCP.

Customizing your policy document for AFC blueprints based on 
CloudFormation

When you enable a blueprint through account factory, AWS Control Tower directs AWS 
CloudFormation to create a StackSet on your behalf. AWS CloudFormation requires access to 
your managed account to create AWS CloudFormation stacks in the StackSet. Although AWS 
CloudFormation already has administrator privileges in the managed account through the
AWSControlTowerExecution role, this role is not assumable by AWS CloudFormation.

As part of enabling a blueprint, AWS Control Tower creates a role in the member account, which 
AWS CloudFormation may assume to complete the StackSet management tasks. The simplest way 
to enable your customized blueprint through account factory is to use an allow-all policy, because 
those policies are compatible with any blueprint template.

However, best practices suggest that you must restrict the permissions for AWS CloudFormation 
in the target account. You can provide a customized policy, which AWS Control Tower applies to 
the role it creates for AWS CloudFormation to use. For example, if your blueprint creates an SSM 
Parameter called something-important, you could provide the following policy:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "AllowCloudFormationActionsOnStacks", 
            "Effect": "Allow", 
            "Action": "cloudformation:*", 
            "Resource": "arn:aws:cloudformation:*:*:stack/*" 
        }, 
        { 
            "Sid": "AllowSsmParameterActions", 
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            "Effect": "Allow", 
            "Action": [ 
                "ssm:PutParameter", 
                 "ssm:DeleteParameter", 
                 "ssm:GetParameter", 
                 "ssm:GetParameters" 
            ], 
            "Resource": "arn:*:ssm:*:*:parameter/something-important" 
        } 
    ]
}

The AllowCloudFormationActionsOnStacks statement is required for all AFC custom policies; 
AWS CloudFormation uses this role to create stack instances, therefore it requires permission to 
perform AWS CloudFormation actions on stacks. The AllowSsmParameterActions section is 
specific to the template being enabled.

Resolve permission issues

When you enable a blueprint with a restricted policy, you may find that there are insufficient 
permissions to enable the blueprint. To resolve these issues, revise your policy document and 
update the member account's blueprint preferences to use the corrected policy. To check that the 
policy is sufficient to enable the blueprint, ensure that the AWS CloudFormation permissions are 
granted, and that you can create a stack directly using that role.

Additional permissions required for creating a Terraform-based Service 
Catalog product

When you're creating an AWS Service Catalog External product with a Terraform configuration file 
for AFC, AWS Service Catalog requires certain permissions to be added to your AFC custom IAM 
policy, in addition to permissions required to create the resources defined in your template. If you 
choose the default full Admin policy, you do not need to add these extra permissions.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Action": [ 
                "resource-groups:CreateGroup", 
                "resource-groups:ListGroupResources", 
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                "resource-groups:DeleteGroup", 
                "resource-groups:Tag" 
            ], 
            "Resource": "*", 
            "Effect": "Allow" 
        }, 
        { 
            "Action": [ 
                "tag:GetResources", 
                "tag:GetTagKeys", 
                "tag:GetTagValues", 
                "tag:TagResources", 
                "tag:UntagResources" 
            ], 
            "Resource": "*", 
            "Effect": "Allow" 
        }, 
        { 
            "Action": "s3:GetObject", 
            "Effect": "Allow", 
            "Resource": "*", 
            "Condition": { 
                "StringEquals": { 
                    "s3:ExistingObjectTag/servicecatalog:provisioning": "true" 
                } 
            } 
        } 
    ]
}

For more information about creating Terraform products using the External product type in AWS 
Service Catalog, see Step 5: Create launch roles in the Service Catalog Administrator Guide.

Provision accounts with AWS Control Tower Account Factory for 
Terraform (AFT)

AWS Control Tower Account Factory for Terraform (AFT) adopts a GitOps model that automates 
the process of account provisioning and updating in AWS Control Tower.
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Note

AFT doesn't impact workflow performance in AWS Control Tower. If you provision an 
account through AFT or Account Factory, the same backend workflow occurs.

With AFT, you create an account request Terraform file, which contains the input that invokes the 
AFT workflow. After account provisioning and updating finishes, the AFT workflow continues by 
running the AFT account provisioning framework and account customizations steps.

Prerequisites

Before getting started with AFT, you must create the following:

• A fully deployed AFT environment. For more information, see Overview of AWS Control Tower 
Account Factory for Terraform (AFT) and Deploy AWS Control Tower Account Factory for 
Terraform (AFT)

• One or more AFT git repositories in your fully deployed AFT environment. For more 
information, see Post-deplyment steps for AFT.

Tip

Optionally, you can create an account template folder in the aft-account-customizations
repository.

For information about AWS Regions where AFT has deployment limitations, see Control limitations.

Provision a new account with AFT

To provision a new account with AFT, create an account request Terraform file. This file contains 
the input for parameters in the aft-account-request repository. After creating an account request 
Terraform file, begin processing your account request by running git push. This command 
invokes the ct-aft-account-request operation in the AWS CodePipeline, which is created in 
the AFT management account after account provisioning finishes. For more information, see AFT 
account provisioning pipeline.
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Account request Terraform file parameters

You must include the following parameters in your account request Terraform file. You can view an 
example account request Terraform file on GitHub.

• The value of module name must be unique per the AWS account request.

• The value of module source is the path to the account request Terraform module that AFT 
provides.

• The value of control_tower_parameters captures the required input to create an AWS 
Control Tower account. The value includes the following input fields:

• AccountEmail

• AccountName

• ManagedOrganizationalUnit

• SSOUserEmail

• SSOUserFirstName

• SSOUserLastName

Note

The input that you provide for control_tower_parameters can't be changed during the 
account provisioning.
The supported formats for specifying ManagedOrganizationalUnit in the aft-account-
request repository include OUName and OUName (OU-ID).

• account_tags captures user-defined keys and values, which can tag AWS accounts according 
to business criteria. For more information, see Tagging AWS Organizations resources in the AWS 
Organizations User Guide.

• The value of change_management_parameters captures additional information, such as why 
an account request was created and who initiated the account request. The value includes the 
following input fields:

• change_reason

• change_requested_by
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• custom_fields captures additional metadata with keys and values that deploy as SSM 
parameters in the vended account under /aft/account-request/custom-fields/. You can 
reference this metadata during account customizations to deploy proper controls. For example, 
an account that's subject to regulatory compliance might deploy additional AWS Config Rules. 
The metadata that you collect with custom_fields can invoke additional processing during 
account provisioning and updating. If a custom field is removed from the account request, the 
custom field is removed from the SSM Parameter Store for the vended account.

• (Optional) account_customizations_name captures the account template folder in the aft-
account-customizations repository. For more information, see Account customizations.

Submit multiple account requests

AFT processes account requests one at a time, but you can submit multiple account requests to 
the AFT pipeline. When you submit multiple account requests to the AFT pipeline, AFT queues and 
processes the account requests in a first-in, first-out order.

Note

You can create an account request Terraform file for each account that you want AFT to 
provision or cascade multiple account requests in a single account request Terraform file.

Update an existing account

You can update accounts that AFT provisions by editing previously submitted account requests 
and running git push. This command invokes the account provisioning workflow and can process 
account update requests. You can update the input for ManagedOrganizationalUnit, which is 
part of the required value for control_tower_parameters, and other parameters in the account 
request Terraform file. For more information, see Provision a new account with AFT.

Note

The input that you provide for control_tower_parameters can't be changed during 
account provisioning.
The supported formats for specifying ManagedOrganizationalUnit in the aft-account-
request repository include OUName and OUName (OU-ID).
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Update an account that AFT doesn't provision

You can update AWS Control Tower accounts created outside of AFT by specifying the account in 
the aft-account-request repository.

Note

Make sure that all account details are correct and consistent with the AWS Control Tower 
organization and respective AWS Service Catalog provisioned product.

Prerequisites for updating an existing AWS account with AFT

• The AWS account must be enrolled in AWS Control Tower.

• The AWS account must be part of the AWS Control Tower organization.

Deploy AWS Control Tower Account Factory for Terraform (AFT)

This section is for administrators of AWS Control Tower environments who wish to set up Account 
Factory for Terraform (AFT) in their existing environment. It describes how to set up an Account 
Factory for Terraform (AFT) environment with a new, dedicated AFT management account.

Note

A Terraform module deploys AFT. This module is available in the AFT repository on GitHub, 
and the entire AFT repository is considered the module.
We recommend that you refer to the AFT modules on GitHub instead of cloning the AFT 
repository. This way you can control and consume updates to the modules as they are 
available.

For details about the latest releases of the AWS Control Tower Account Factory for Terraform (AFT) 
functionality, see the Releases file for this GitHub repository.

Deployment prerequisites

Before you configure and launch your AFT environment, you must have the following:
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• An AWS Control Tower landing zone. For more information, see Plan your AWS Control Tower 
landing zone.

• A home Region for your AWS Control Tower landing zone. For more information, see How AWS 
Regions work with AWS Control Tower.

• A Terraform version and distribution. For more information, see Terraform and AFT versions.

• A VCS provider for tracking and managing changes to code and other files. By default, AFT 
uses AWS CodeCommit. For more information, see What is AWS CodeCommit? in the AWS 
CodeCommit User Guide. If you'd like to choose a different VCS provider, see Alternatives for 
version control of source code in AFT.

• A runtime environment where you can run the Terraform module that installs AFT.

• AFT feature options. For more information, see Enable feature options.

Configure and launch your AWS Control Tower Account Factory for Terraform

The following steps assume that you're familiar with the Terraform workflow. You can also learn 
more about deploying AFT by following the Introduction to AFT lab on the AWS Workshop Studio 
website.

Step 1: Launch your AWS Control Tower landing zone

Complete the steps in Getting started with AWS Control Tower. This is where you create the AWS 
Control Tower management account and set up your AWS Control Tower landing zone.

Note

Make sure to create a role for the AWS Control Tower management account that has
AdministratorAccess credentials. For more information, see the following:

• IAM Identities (users, user groups, and roles) in the AWS Identity and Access Management 
User Guide

• AdministratorAccess in the AWS Managed Policy Reference Guide

Step 2: Create a new organizational unit for AFT (recommended)

We recommend that you create a separate OU in your AWS organization. This is where you deploy 
the AFT management account. Create the new OU with your AWS Control Tower management 
account. For more information, see Create a new OU.
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Step 3: Provision the AFT management account

AFT requires that you provision an AWS account dedicated to AFT management operations. The 
AWS Control Tower management account, which is associated to your AWS Control Tower landing 
zone, vends the AFT management account. For more information, see Provision accounts with AWS 
Service Catalog Account Factory.

Note

If you created a separate OU for AFT, make sure to select this OU when you create the AFT 
management account.

It can take up to 30 minutes to fully provision the AFT management account.

Step 4: Verify the Terraform environment is available for deployment

This step assumes that you have experience with Terraform and have procedures in place for 
executing Terraform. For more information, see Command: init on the HashiCorp Developer 
website.

Note

AFT supports Terraform Version 0.15.x or later.

Step 5: Call the Account Factory for Terraform module to deploy AFT

Call the AFT module with the role that you created for the AWS Control Tower management 
account that has AdministratorAccess credentials. AWS Control Tower provisions a Terraform 
module through the AWS Control Tower management account, which establishes all of the 
infrastructure required to orchestrate AWS Control Tower Account Factory requests.

You can view the AFT module in the AFT repository on GitHub. The entire GitHub repository is 
considered the AFT module. Refer to the README file for information about the inputs that are 
required to run the AFT module and deploy AFT. Alternatively, you can view the AFT module in the
Terraform Registry.

The AFT module includes a aft_enable_vpc parameter that specifies if AWS Control Tower 
provisions account resources within a virtual private cloud (VPC) in the central AFT management 

Deploy AFT 248

https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
https://developer.hashicorp.com/terraform/cli/commands/init
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/blob/main/README.md
https://registry.terraform.io/modules/aws-ia/control_tower_account_factory/aws/latest


AWS Control Tower User Guide

account. By default, the parameter is set to true. If you set this parameter to false, AWS Control 
Tower deploys AFT without the use of a VPC and private networking resources, such as NAT 
Gateways or VPC endpoints. Disabling aft_enable_vpc may help reduce the operating cost of 
AFT for some usage patterns.

Note

Re-enabling the aft_enable_vpc parameter (switching the value from false to true) 
may require you to run the terraform apply command twice in succession.

If you have pipelines in your environment that are established for managing Terraform, you can 
integrate the AFT module into your existing workflow. Otherwise, run the AFT module from any 
environment that's authenticated with the required credentials.

Timeout causes deployment to fail. We recommend using AWS Security Token Service (STS) 
credentials to ensure you have a timeout that's sufficient for a full deployment. The minimum 
timeout for AWS STS credentials is 60 minutes. For more informaiton, see Temporary security 
credentials in IAM in the AWS Identity and Access Management User Guide.

Note

You might wait up to 30 minute for AFT to finish deploying through the Terraform module.

Step 6: Manage the Terraform state file

A Terraform state file is generated when you deploy AFT. This artifact describes the state of the 
resources that Terraform created. If you plan to update the AFT version, make sure to preseve the 
Terraform state file, or set up a Terraform backend using Amazon S3 and DynamoDB. The AFT 
module doesn't manage a backend Terraform state.

Note

You're responsible for protecting the Terraform state file. Some input variables might 
contain sensitive values, such as a private ssh key or Terraform token. Depending on your 
deployment method, these values can be viewable as plain text in the Terraform state file. 
For more informaiton, see Sensitive data in State on the HashiCorp website.
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Post-deployment steps

After the AFT infrastructure deployment is complete, follow these additional steps to complete the 
setup process and get ready to provision accounts.

Step 1: (Optional) Complete AWS CodeStar Connections with your desired VCS provider

If you choose a third-party VCS provider, AFT establishes AWS CodeStar Connections, and you 
confirm them. Refer to Alternatives for version control of source code in AFT to learn how to set up 
AFT with your preferred VCS.

The initial step of establishing the AWS CodeStar connection is accomplished by AFT. You must 
confirm the connection.

Step 2: (Mandatory) Populate each repository

AFT requires that you manage four repositories:

1. Account requests – This repository handles placing or updating account requests. Examples 
available . For more information about AFT account requests, see Provision a new account with 
AFT.

2. AFT account provisioning customizations – This repository manages customizations that 
are applied to all accounts created by and managed with AFT, before beginning the global 
customizations stage. Examples available . To create AFT account provisioning customizations, 
see Create your AFT account provisioning customizations state machine.

3. Global customizations – This repository manages customizations that are applied to all accounts 
created by and managed with AFT. Examples available . To create AFT global customizations, see
Apply global customizations.

4. Account customizations – This repository manages customizations that are applied only to 
specific accounts created by and managed with AFT. Examples available . To create AFT account 
customizations, see Apply account customizations.

AFT expects that each of these repositories follow a specific directory structure. The templates 
that are used to populate your repositories and instructions that describe how to populate the 
templates are available in the Account Factory for Terraform module in the AFT github repository.
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Overview of AWS Control Tower Account Factory for Terraform (AFT)

Account Factory for Terraform (AFT) sets up a Terraform pipeline to help you provision and 
customize accounts in AWS Control Tower. AFT provides you with the advantage of Terraform-
based account provisioning while allowing you to govern your accounts with AWS Control Tower.

With AFT you create an account request Terraform file to get the input that triggers the AFT 
workflow for account provisioning. After the account provisioning stage is complete, AFT 
automatically runs a series of steps before the account customizations stage begins. For more 
information, see AFT account provisioning pipeline.

AFT supports Terraform Cloud, Terraform Enterprise, and Terraform Community Edition. With 
AFT you can initiate account creation using an input file and a simple git push command and 
customize new or existing accounts. Account creation includes all of the AWS Control Tower 
governance benefits and account customizations that help you meet your organization’s standard 
security procedures and compliance guidelines.

AFT supports account customization request tracing. Every time you submit an account 
customization request, AFT generates a unique tracing token that passes through an AFT 
customizations AWS Step Functions state machine, which logs the token as part of its execution. 
You can then use Amazon CloudWatch Logs insights queries to search timestamp ranges and 
retrieve the request token. As a result, you can see payloads that accompany the token, so you can 
trace your account customization request throughout the entire AFT workflow. For information 
about CloudWatch Logs and Step Functions, see the following:

• What is Amazon CloudWatch Logs? in the Amazon CloudWatch Logs User Guide

• What is AWS Step Functions? in the AWS Step Functions Developer Guide

AFT combines the capabilities of other AWS services as Component services, to build a framework, 
with pipelines that deploy Terraform Infrastructure as Code (IaC). AFT enables you to:

• Submit account provisioning and update requests in a GitOps model

• Store account metadata and audit history

• Apply account-level tags

• Add customizations to all accounts, to a set of accounts, or to individual accounts

• Enable feature options
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AFT creates a separate account, called the AFT management account, to deploy AFT capabilities. 
Before you can set up AFT, you must have an existing AWS Control Tower landing zone. The AFT 
management account is not the same as the AWS Control Tower management account.

AFT offers flexibility

• Flexibility for your platform: AFT supports any Terraform Distribution for initial deployment 
and ongoing operation: Community Edition, Cloud, and Enterprise.

• Flexibility for your version control system: AFT natively relies on AWS CodeCommit, but it 
supports alternative sources for AWS CodeStar Connections.

AFT offers feature options

You can enable several feature options, based on best practices:

• Creating an organization-level CloudTrail for logging data events

• Deleting the AWS default VPC for accounts

• Enrolling provisioned accounts into the AWS Enterprise Support plan

Note

The AFT pipeline is not intended for use in deploying resources, such as Amazon EC2 
instances, that your accounts require to run your applications. It is intended solely for 
automated provisioning and customizing of AWS Control Tower accounts.

Video Walkthrough

This video (7:33) describes how to deploy accounts with AWS Control Tower Account Factory for 
Terraform. For better viewing, select the icon at the lower right corner of the video to enlarge it to 
full screen. Captioning is available.

Video Walkthrough of Automated Account Provisioning in AWS Control Tower.
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AFT Architecture

Order of operations

You run AFT operations in the AFT management account. For a full account provisioning workflow, 
the order of stages from left to right in the diagram are as follows:

1. Account requests are created and submitted to the pipeline. You can create and submit more 
than one account request at a time. Account Factory processes requests in a first-in-first-out 
order. For more information, see Submit multiple account requests.

2. Each account is provisioned. This stage runs in the AWS Control Tower management account.

3. Global customizations run in the pipelines that are created for each vended account.

4. If customizations are specified in the initial account provisioning requests, the customizations 
run only on targeted accounts. If you have an account that's already provisioned, you must 
initiate further customizations manually in the account's pipeline.

AWS Control Tower Account Factory for Terraform – account provisioning workflow

Cost

No additional charge exists for AFT. You pay only for the resources deployed by AFT, the AWS 
services enabled by AFT, and the resources you deploy in your AFT environment.

The default AFT configuration includes the allocation of AWS PrivateLink endpoints, for enhanced 
data protection and security, and a NAT gateway that is required to support AWS CodeBuild. For 
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details on the pricing of this infrastructure, see the AWS PrivateLink pricing and the Amazon 
VPC pricing for the NAT Gateway. Contact your AWS account representative for more specific 
information about managing these costs. You can change these default settings for AFT.

Terraform and AFT versions

Account Factory for Terraform (AFT) supports Terraform version 0.15.x or later. You must provide 
a Terraform version as an input parameter for the AFT deployment process, as shown in the 
example that follows.

terraform_version = "0.15.1"

Terraform distributions

AFT supports three Terraform distributions:

• Terraform Community Edition

• Terraform Cloud

• Terraform Enterprise

These distributions are explained in the sections that follow. Provide the Terraform distribution of 
your choice as an input parameter during the AFT bootstrap process. For more information on AFT 
deployment and input parameters, see Deploy AWS Control Tower Account Factory for Terraform 
(AFT) .

If you choose the Terraform Cloud or Terraform Enterprise distributions, the API token you specify 
for terraform_token must be a User or Team API token. An Organization token is not supported 
for all required APIs. For security reasons, you must avoid checking in this token's value to your 
version control system (VCS) by assigning a terraform variable, as shown in the example that 
follows.

 # Sensitive variable managed in Terraform Cloud: 
 terraform_token = var.terraform_cloud_token

Terraform Community Edition

When you select Terraform Community Edition as your distribution, AFT manages the Terraform 
backend for you in the AFT management account. AFT downloads the terraform-cli of your 
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specified Terraform version to run during the AFT deployment and the AFT pipeline phases. 
The resulting Terraform state configuration is stored in an Amazon S3 bucket, named with the 
following form:

aft-backend-[account_id]-primary-region

AFT also creates an Amazon S3 bucket that replicates your Terraform state configuration in 
another AWS Region, for disaster recovery purposes, named with the following form:

aft-backend-[account_id]-secondary-region

We recommend that you enable multi-factor authentication (MFA) for delete functions on these 
Terraform state Amazon S3 buckets. To learn more about Terraform Community Edition, see the 
Terraform documentation .

To select Terraform OSS as your distribution, provide the following input parameter:

terraform_distribution = "oss"

Terraform Cloud

When you select Terraform Cloud as your distribution, AFT creates workspaces for the following 
components in your Terraform Cloud organization, which initiates an API-driven workflow.

• Account request

• AFT customizations for accounts that AFT provisions

• Account customizations for accounts that AFT provisions

• Global customizations for accounts that AFT provisions

Terraform Cloud manages the resulting Terraform state configuration.

When you select Terraform Cloud as your distribution, provide the following input parameters:

• terraform_distribution = "tfc"

• terraform_token – This parameter contains the value of the Terraform Cloud token. AFT 
marks the as sensitive and stores the value as a secure string in the SSM parameter store in 
the AFT management account. We recommend that you periodically rotate the value of the 
Terraform token according to your company's security policies and compliance guidelines. 
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The Terraform token should be a User or Team level API token. Organization tokens are not 
supported.

• terraform_org_name – This parameter contains the name of your Terraform Cloud 
organization.

Note

Multiple AFT deployments in a single Terraform Cloud organization is not supported.

For information about how to set up Terraform Cloud, see the Terraform documentation.

Terraform Enterprise

When you select Terraform Enterprise as your distribution, AFT creates workspaces for the 
following components in your Terraform Enterprise organization, and it triggers API-driven 
workflow for the resulting Terraform runs.

• Account request

• AFT account provisioning customizations for accounts provisioned by AFT

• Account customizations for accounts provisioned by AFT

• Global customizations for accounts provisioned by AFT

The resulting Terraform state configuration is managed by your Terraform Enterprise setup.

To select Terraform Enterprise as your distribution, provide the following input parameters:

• terraform_distribution = "tfe"

• terraform_token – This parameter contains the value of your Terraform Enterprise token. AFT 
marks its value as sensitive and stores it as a secure string in the SSM parameter store, in the AFT 
management account. We recommend that you periodically rotate the value of the Terraform 
token, according to your company's security policies and compliance guidelines.

• terraform_org_name – This parameter contains the name of your Terraform Enterprise 
organization.

• terraform_api_endpoint – This parameter contains the URL of your Terraform Enterprise 
environment. The value of this parameter must be in the format:
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https://{fqdn}/api/v2/

See the Terraform documentation to learn more about how to set up Terraform Enterprise.

Check the AFT version

You can check your deployed AFT version by querying the AWS SSM Parameter Store key:

/aft/config/aft/version

If you use the registry method, you can pin the version.

module "control_tower_account_factory" { 
  source  = "aws-ia/control_tower_account_factory/aws" 
  version = "1.3.2" 
  # insert the 6 required variables here
}

You can view more information about AFT versions in the AFT repository.

Update the AFT version

You can update your deployed AFT version by pulling it in from the main repository branch:

terraform get -update

After the pull is complete, you can re-run the Terraform plan or run apply to update the AFT 
infrastructure with the latest changes.

Enable feature options

AFT offers feature options based on best practices. You can opt-in to these features, by means 
of feature flags, during AFT deployment. Refer to Provision a new account with AFT for more 
information about AFT input configuration parameters.

These features are not enabled by default. You must explicitly enable each one in your 
environment.
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Topics

• AWS CloudTrail data events

• AWS Enterprise Support plan

• Delete the AWS default VPC

AWS CloudTrail data events

When enabled, the AWS CloudTrail data events option configures these capabilities.

• Creates an Organization Trail in the AWS Control Tower management account, for CloudTrail

• Turns on logging for Amazon S3 and Lambda data events

• Encrypts and exports all the CloudTrail data events to an aws-aft-logs-* S3 bucket in the 
AWS Control Tower Log Archive account, with AWS KMS encryption

• Turns on the Log file validation setting

To enable this option, set the following feature flag to True in your AFT deployment input 
configuration.

aft_feature_cloudtrail_data_events

Prerequisite

Before you enable this feature option, be sure that trusted access for AWS CloudTrail is enabled in 
your organization.

To check the status of trusted access for CloudTrail :

1. Navigate to the AWS Organizations console.

2. Choose Services > CloudTrail.

3. Then select Enable trusted access in the upper right, if needed.

You may receive a warning message that advises you to use the AWS CloudTrail console, but in this 
case, disregard the warning. AFT creates the trail as part of enabling this feature option, after you 
allow trusted access. If trusted access is not enabled, you will receive an error message when AFT 
attempts to create your trail for data events.

Enable feature options 258



AWS Control Tower User Guide

Note

This setting works at the organization level. Enabling this setting affects all accounts in 
AWS Organizations, whether they are managed by AFT or not. All buckets in the AWS 
Control Tower Log Archive account at the time of enabling are excluded from Amazon S3 
data events. Refer to the AWS CloudTrail User Guide to learn more about CloudTrail.

AWS Enterprise Support plan

When this option is enabled, the AFT pipeline turns on the AWS Enterprise Support plan for 
accounts provisioned by AFT.

AWS accounts by default come with the AWS Basic Support plan enabled. AFT provides automated 
enrollment into the enterprise support level, for accounts that AFT provisions. The provisioning 
process opens a support ticket for the account, requesting it to be added to the AWS Enterprise 
Support plan.

To enable the Enterprise Support option, set the following feature flag to True in your AFT 
deployment input configuration.

aft_feature_enterprise_support=false

Refer to Compare AWS Support Plans to learn more about AWS Support Plans.

Note

To allow this feature to operate, you must enroll the payer account into the Enterprise 
Support plan.

Delete the AWS default VPC

When you enable this option, AFT deletes all AWS default VPCs in the management account and in 
all AWS Regions, even if haven't deployed AWS Control Tower resources in those AWS Regions.

AFT doesn't delete AWS default VPCs automatically for any AWS Control Tower accounts that AFT 
provisions or for existing AWS accounts that you enroll in AWS Control Tower through AFT.
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New AWS accounts are created with a VPC set up in each AWS Region, by default. Your enterprise 
may have standard practices for creating VPCs, which require you to delete the AWS default VPC 
and avoid enabling it, especially for the AFT management account.

To enable this option, set the following feature flag to True in your AFT deployment input 
configuration.

aft_feature_delete_default_vpcs_enabled

Refer to Default VPC and default subnets to learn more about default VPCs.

Resource considerations for AWS Control Tower Account Factory for 
Terraform

When you set up your landing zone using AWS Control Tower Account Factory for Terraform, 
several types of AWS resources are created within your AWS accounts.

Search for resources

• You can use tags to search for the most updated list of AFT resources. The key-value pair for your 
search is:

Key: managed_by | Value: AFT

• For component services that do not support tags, you can locate resources with a search for aft
in the resource names.

Tables of resources initially created, by account

AWS Control Tower Account Factory for Terraform management account

AWS service Resource type Resource name

AWS Identity and Access 
Management

Roles AWSAFTAdministrator

AWSAFTExecution

AWSAFTService

aws-ct-aft-*
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AWS service Resource type Resource name

AWS Identity and Access 
Management

Policies aws-ct-aft-*

CodeCommit Repositories aws-ct-aft-*

CodeBuild Build Projects aws-ct-aft-*

Code Pipeline Pipelines *-baseline-*

Amazon S3 Buckets *-aws-ct-aft-*

aws-ct-aft-*

Lambda Functions aws-ct-aft-*

Lambda Layers aws-ct-aft-common-layer

DynamoDB Tables aws-ct-aft-request

aws-ct-aft-request-audit

aws-ct-aft-request-metadata

aws-ct-aft-controltower-eve 
nts

Step Functions State Machines aws-ct-aft-prebaseline

aws-ct-aft-prebaseline-cust 
omizations

aws-ct-aft-trigger-baseline

aws-ct-aft-features

VPC VPC aws-ct-aft-vpc
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AWS service Resource type Resource name

Amazon SNS Topics aws-ct-aft-notifications

aws-ct-aft-failure-notifica 
tions

Amazon EventBridge Event buses aws-ct-aft-events-from-ct-m 
anagement

Amazon EventBridge Event rules aws-ct-aft-capture-ct-events

aws-ct-aft-lambda-account-r 
equest-processor

Key Management Service 
(KMS)

Customer Managed Keys *-aws-ct-aft-*

aws-ct-aft-*

AWS Systems Manager Parameter store /aws-ct-aft/account/*

/aws/ct-aft/config/*

Amazon SQS Queues aws-ct-aft-account-request. 
fifo

aws-ct-aft-account-request- 
dlg.fifo

CloudWatch Log groups /aws/*/aws-ct-aft-*

aws-ct-aft-*

AWS Support Center 
(Optional)

Support plans Enterprise
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AWS accounts provisioned through AWS Control Tower Account Factory for Terraform

AWS service Resource type Resource name

AWS Identity and Access 
Management

Roles AWSAFTExecution

AWS Support Center 
(Optional)

Support plans Enterprise

AWS Control Tower management account

AWS service Resource type Resource name

AWS Identity and Access 
Management

Roles AWSAFTExecutionRole

AWSAFTExecution

aws-ct-aft-controltower-eve 
nts-rule

AWS Systems Manager Parameter store /aws-ct-aft/account/aws-ct- 
aft-management/account-id

AWS Organizations (Optional) Service Control Policies aws-ct-aft-protect-resources

CloudTrail (Optional) Trails aws-ct-aft-BaselineCloudTrail

AWS Support Center 
(Optional)

Support plans Enterprise

AWS Control Tower log archive account

AWS service Resource type Resource name

AWS Identity and Access 
Management

Roles AWSAFTExecutionRole

AWSAFTExecution
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AWS service Resource type Resource name

aws-ct-aft-cloudtrail-data- 
events-role

Key Management Service 
(KMS)

Customer Managed Keys *-aws-ct-aft-kms-gd-findings

Amazon S3 Buckets *-aws-ct-aft-logs*

aws-ct-aft-s3-access-logs*

AWS Support Center 
(Optional)

Support plans Enterprise

AWS Control Tower audit account

AWS service Resource type Resource name

AWS Identity and Access 
Management

Roles AWSAFTExecutionRole

AWSAFTExecution

Amazon S3 Buckets *-aws-ct-aft-logs-*

aws-ct-aft-s3-access-logs*

AWS Support Center 
(Optional)

Support plans Enterprise

Required roles

In general, roles and policies are part of identity and access management (IAM) in AWS. Refer to 
the AWS IAM User Guide for more information.

AFT creates multiple IAM roles and policies in the AFT management and AWS Control Tower 
management accounts to support the operations of the AFT pipeline. These roles are created based 
on the least privilege access model, which restricts permission to the minimally required sets of 
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actions and resources for each role and policy. These roles and policies are assigned an AWS tag
key:value pair, as  managed_by:AFT for identification.

Besides these IAM roles, AFT creates three essential roles:

• the AWSAFTAdmin role

• the AWSAFTExecution role

• the AWSAFTService role

These roles are explained in the following sections.

The AWSAFTAdmin role, explained

When you deploy AFT, the AWSAFTAdmin role is created in the AFT management account. This 
role allows the AFT pipeline to assume the AWSAFTExecution role in AWS Control Tower 
and AFT provisioned accounts, thereby to perform actions related to account provisioning and 
customizations.

Here is the inline policy (JSON artifact) attached to the AWSAFTAdmin role:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Action": "sts:AssumeRole", 
            "Resource": [ 
                "arn:aws:iam::*:role/AWSAFTExecution", 
                "arn:aws:iam::*:role/AWSAFTService" 
            ] 
        } 
    ]
}

The following JSON artifact shows the trust relationship for the AWSAFTAdmin role. The 
placeholder number 012345678901 is replaced by the AFT management account ID number.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
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      "Effect": "Allow", 
      "Principal": { 
        "AWS": "arn:aws:iam::012345678901:root" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

The AWSAFTExecution role, explained

When you deploy AFT, the AWSAFTExecution role is created in the AFT management and AWS 
Control Tower management accounts. Later, the AFT pipeline creates the AWSAFTExecution role 
in each AFT provisioned account during the AFT account provisioning stage.

AFT utilizes the AWSControlTowerExecution role initially, to create the AWSAFTExecution role 
in specified accounts. The AWSAFTExecution role allows the AFT pipeline to run the steps that are 
performed during the AFT framework's provisioning and provisioning customizations stages, for 
AFT provisioned accounts and for shared accounts.

Distinct roles help you limit scope

As a best practice, keep the customization permissions separate from the permissions 
allowed during your initial deployment of resources. Remember that the AWSAFTService
role is intended for account provisioning, and the AWSAFTExecution role is intended for 
account customization. This separation limits the scope of permissions that are allowed 
during each phase of the pipeline. This distinction is especially important if you are 
customizing the AWS Control Tower shared accounts, because the shared accounts may 
contain sensitive information, such as billing details or user information.

Permissions for AWSAFTExecution role: AdministratorAccess – an AWS managed policy

The following JSON artifact shows the IAM policy (trust relationship) attached to the
AWSAFTExecution role. The placeholder number 012345678901 is replaced by the AFT 
management account ID number.

Trust policy for AWSAFTExecution

{ 
  "Version": "2012-10-17", 
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  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "AWS": "arn:aws:iam::012345678901:role/AWSAFTAdmin" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

The AWSAFTService role, explained

The AWSAFTService role deploys AFT resources in all enrolled and managed accounts, including 
the shared accounts and management account. Resources formerly were deployed by the
AWSAFTExecution role only.

The AWSAFTService role is intended for use by the service infrastructure to deploy resources 
during the provisioning stage, and the AWSAFTExecution role is intended to be used only to 
deploy customizations. By assuming the roles in this way, you can maintain more granular access 
control during the each stage.

Permissions for AWSAFTService role: AdministratorAccess – an AWS managed policy

The following JSON artifact shows the IAM policy (trust relationship) attached to the
AWSAFTService role. The placeholder number 012345678901 is replaced by the AFT 
management account ID number.

Trust policy for AWSAFTService

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "AWS": "arn:aws:iam::012345678901:role/AWSAFTAdmin" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}
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Component services

When you deploy AFT, components are added to your AWS environment from each of these AWS 
services.

• AWS Control Tower – AFT uses AWS Control Tower Account Factory in the AWS Control Tower 
management account to provision accounts.

• Amazon DynamoDB – AFT creates Amazon DynamoDB tables in the AFT management account, 
which store account requests, audit history of account updates, account metadata, and 
AWS Control Tower lifecycle events. AFT also creates DynamoDB Lambda triggers to initiate 
downstream processes, such as starting the AFT account provisioning workflow.

• Amazon Simple Storage Service – AFT creates Amazon Simple Storage Service (S3) buckets 
in the AFT management account and the AWS Control Tower log archive account, which store 
logs generated by the AWS services that the AFT pipeline requires. AFT also creates a Terraform 
backend S3 bucket, in primary and secondary AWS Regions, to store Terraform states generated 
during AFT pipeline workflows.

• Amazon Simple Notification Service – AFT creates Amazon Simple Notification Service (SNS) 
topics in the AFT management account, which stores success and failure notifications after 
processing every AFT account request. You may receive these messages using your choice of 
protocol.

• Amazon Simple Queuing Service – AFT creates an Amazon Simple Queuing Service (Amazon 
SQS) FIFO queue in the AFT management account. The queue allows you to submit multiple 
account requests in parallel, but it sends one request at a time to AWS Control Tower Account 
Factory, for sequential processing.

• AWS CodeBuild – AFT creates AWS CodeBuild build projects in the AFT management account to 
initialize, compile, test, and apply Terraform plans for AFT source code in various build stages.

• AWS CodePipeline – AFT creates AWS CodePipeline pipelines in the AFT management account to 
integrate with your selected, supported AWS CodeStar connections provider for AFT source code, 
and to trigger build jobs in AWS CodeBuild.

• AWS Lambda – AFT creates AWS Lambda functions and layers in the AFT management 
account to perform steps during the account request, AFT account provisioning, and account 
customizations processes.

• AWS Systems Manager Parameter Store – AFT sets up the AWS Systems Manager Parameter 
Store in the AFT management account, to store the configuration parameters required for the 
AFT pipeline processes.
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• Amazon CloudWatch – AFT creates Amazon CloudWatch log groups in the AFT management 
account to store logs generated by AWS services employed by the AFT pipeline. The retention 
period for CloudWatch logs is set to Never Expire.

• Amazon VPC – AFT creates an Amazon Virtual Private Cloud (VPC) to isolate services and 
resources in the AFT management account into a separate networking environment, for 
enhanced security.

• AWS KMS – AFT uses the AWS Key Management Service (KMS) in the AFT management account 
and in the AWS Control Tower log archive account. AFT creates keys to encrypt Terraform states, 
data stored in DynamoDB tables, and SNS topics. These logs and artifacts are generated when 
AWS resources and services are deployed by AFT. KMS keys created by AFT have yearly rotation 
enabled by default.

• AWS Identity and Access Management (IAM) – AFT follows the recommended Least Privilege 
model. It creates AWS Identity and Access Management (IAM) roles and policies in the AFT 
management account, in AWS Control Tower accounts, and in AFT provisioned accounts, as 
needed, to perform actions required during the AFT pipeline workflow.

• AWS Step Functions – AFT creates AWS Step Functions state machines in the AFT management 
account. These state machines orchestrate and automate the process and steps for the AFT 
account provisioning framework and customizations.

• Amazon EventBridge – AFT creates an Amazon EventBridge event bus in the AFT and AWS 
Control Tower management account to capture and store AWS Control Tower lifecycle events 
long-term in the AFT management account's DynamoDB table. AFT creates AWS CloudWatch 
event rules in the AFT management and AWS Control Tower management accounts, which 
trigger multiple steps required during running of the AFT pipeline workflow

• AWS CloudTrail (Optional) – When this feature is enabled, AFT creates an AWS CloudTrail 
organization trail in the AWS Control Tower management account, for logging data events for 
Amazon S3 buckets and AWS Lambda functions. AFT sends these logs to a central S3 bucket in 
the AWS Control Tower log archive account.

• AWS Support (Optional) – When this feature is enabled, AFT turns on the AWS Enterprise 
Support plan for accounts provisioned by AFT. By default, AWS accounts are created with the 
AWS Basic Support plan enabled.
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AFT account provisioning pipeline

After the account provisioning stage of the pipeline is complete, the AFT framework continues. It 
automatically runs a series of steps to ensure that the newly provisioned accounts have details in 
place, before the Account customizations stage begins.

Here are the next steps that the AFT pipeline runs.

1. Validates the account request input.

2. Retrieves information about the account provisioned, for example, the account ID.

3. Stores the account metadata in a DynamoDB table in the AFT management account.

4. Creates the AWSAFTExecution IAM role in the newly provisioned account. AFT assumes this role 
to perform the account customizations stage, because this role grants access to the account 
factory portfolio.

5. Applies the account tags that you provided as part of the account request input parameters.

6. Applies the AFT feature options you chose at the time of AFT deployment.

7. Applies the AFT account provisioning customizations you provided. The next section tells more 
about how to set up these customizations with an AWS Step Functions state machine, in a git
repository. This stage is sometimes referred to as the account provisioning framework stage. It 
is part of the core provisioning process, but you've previously set up a framework that delivers 
customized integrations as part of your account provisioning workflow, before additional 
customizations are added to the accounts in the next stage.

8. For each account provisioned, it creates an AWS CodePipeline in the AFT management account, 
which will run to perform the (next, global) Account customizations stage.

9. Invokes the account customizations pipeline for each account provisioned (and targeted).

10.Sends a success or failure notification to the SNS topic, from which you can retrieve the 
messages.

Set up the account provisioning framework customizations with a state machine

If you set up custom, non-Terraform integrations before you provision your accounts, these 
customizations are included in your AFT account provisioning workflow. For example, you may 
require certain customizations to ensure that all accounts created by AFT are compliant with the 
standards and policies of your organization, such as security standards, and these standards may 
be added to accounts before additional customization. These account provisioning framework
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customizations are implemented on every provisioned account, before the global account 
customization stage begins next.

Note

The AFT feature described in this section is intended for advanced users who understand 
the functioning of AWS Step Functions. As an alternative, we recommend that you work 
with the global helpers in the account customizations stage.

The AFT account provisioning framework calls an AWS Step Functions state machine, which you 
define, to implement your customizations. Refer to the AWS Step Functions documentation to 
learn more about the possible state machine integrations.

Here are some common integrations.

• AWS Lambda functions in the language of your choice

• AWS ECS or AWS Fargate tasks, using Docker containers

• AWS Step Functions activities using custom workers, hosted either in AWS or on-premises

• Amazon SNS or SQS integrations

If no AWS Step Functions state machine is defined, the stage passes with a no-op. To create an 
AFT account provisioning customizations state machine, follow the instructions in Create your AFT 
account provisioning customizations state machine. Before you add customizations, be sure you 
have the prerequisites in place.

These types of integrations are not part of AWS Control Tower, and they cannot be added during 
the global pre-API stage of AFT account customization. Instead, the AFT pipeline allows you to set 
up these customizations as part of the provisioning process, and they are run in the provisioning 
workflow. You must implement these customizations by creating your state machine ahead of time, 
before you kick off the AFT account provisioning stage, as described in the following sections.

Prerequisites for creating a state machine

• A fully deployed AFT. See Deploy AWS Control Tower Account Factory for Terraform (AFT) for 
more information about AFT deployment.

• Set up a git repository in your environment for AFT account provisioning customizations. See
Post-deployment steps for more information.
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Create your AFT account provisioning customizations state machine

Step 1: Modify the state machine definition

Modify the example customizations.asl.json state machine definition. The example is 
available in the git repository you set up for storing AFT account provisioning customizations, 
in your post-deployment steps. Refer to the AWS Step Functions Developer Guide to learn more 
about state machine definitions.

Step 2: Include the corresponding Terraform configuration

Include Terraform files with the .tf extension in the same git repository with the state machine 
definition for your custom integration. For example, if you choose to call a Lambda function in your 
state machine task definition, you’d include the lambda.tf file in the same directory. Make sure 
you include the required IAM roles and permissions for your custom configurations.

When you provide the appropriate input, the AFT pipeline automatically invokes your state 
machine and deploys your customizations as part of the AFT account provisioning framework 
stage.

To re-start the AFT account provisioning framework and customizations

AFT runs the account provisioning framework and customizations steps for every account vended 
through the AFT pipeline. To re-start account provisioning customizations, you can use one of 
these two methods:

1. Make any change to an existing account in the account request repo.

2. Provision a new account with AFT.

Account customizations

AFT can deploy standard or customized configurations in provisioned accounts. In the AFT 
management account, AFT provides one pipeline for each account. With this pipeline, you can 
implement your customizations in all accounts, in a set of accounts, or in individual accounts. You 
can run Python scripts, bash scripts, and Terraform configurations, or you can interact with the 
AWS CLI as part of your account customizations stage.
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Overview

After your customizations are specified in your chosen git repositories, either the one where you 
store your global customizations or where you store your account customizations, the account 
customizations stage is completed automatically by the AFT pipeline. To customize accounts 
retroactively, see Re-invoke customizations.

Global customizations (optional)

You can choose to apply certain customizations to all accounts that are provisioned by AFT. For 
example, if you need to create a particular IAM role, or to deploy a custom control in every account, 
the global customizations stage in AFT pipeline allows you to do so, automatically.

Account customizations (optional)

To customize an individual account, or a set of accounts, differently than other AFT provisioned 
accounts, you can leverage the account customizations portion of the AFT pipeline to implement 
account-specific configurations. For example, only a certain account may require access to an 
internet gateway.

Customization prerequisites

Before you begin to customize accounts, be sure these prerequisites are in place.

• A fully deployed AFT. For information about how to deploy, see Configure and launch your AWS 
Control Tower Account Factory for Terraform.

• Pre-populated git repositories for global customizations and account customizations in 
your environment. See Step 3: Populate each repository in Post-deployment steps for more 
information.

Apply global customizations

To apply global customizations, you must push a specific folder structure to your chosen 
repository.

• If your custom configurations are in the form of Python programs or scripts, place those under
api_helpers/python folder in your repository.

• If your custom configurations are in the form of Bash scripts, place those under api_helpers
folder in your repository.
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• If your custom configurations are in the form of Terraform, place those under the terraform
folder in your repository.

• Refer to the global customizations README file for more details on creating custom 
configurations.

Note

Global customizations are applied automatically, after the AFT account provisioning 
framework stage in the AFT pipeline.

Apply account customizations

You can apply account customizations by pushing a specific folder structure to your chosen 
repository. Account customizations are applied automatically in the AFT pipeline and after the 
global customizations stage. You can also create multiple folders that contain different account 
customizations in your account customizations repository. For each account customization that you 
require, use the following steps.

To apply account customizations

1. Step 1: Create a folder for an account customization

In your chosen repository, copy the ACCOUNT_TEMPLATE folder that AFT provides to a new 
folder. The name of your new folder should match the account_customizations_name
that you provide in your account request.

2. Add the configurations to your specific account customizations folder

You can add configurations to your account customizations folder based on the format of your 
configurations.

• If your custom configurations are in the form of Python programs or scripts, place them 
under the [account_customizations_name]/api_helpers/python folder that's in your 
repository.

• If your custom configurations are in the form of Bash scripts, place them under the
[account_customizations_name]/api_helpers folder that's in your repository.
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• If your custom configurations are in the form of Terraform, place them under the
[account_customizations_name]/terraform folder that's in your repository.

For more information about creating custom configurations, refer to the account 
customizations README file.

3. Refer to the specific account_customizations_name parameter in the account request 
file

The AFT account request file includes the input parameter account_customizations_name. 
Enter the name of your account customization as the value for this parameter.

Note

You can submit multiple account requests for accounts in your environment. When 
you want to apply different or similar account customizations, specifiy the account 
customizations using the account_customizations_name input parameter in your 
account requests. For more information, see Submit multiple account requests.

Re-invoke customizations

AFT provides a way to re-invoke customizations in the AFT pipeline. This method is useful 
when you’ve added a new customization step, or when you are making changes to an existing 
customization. When you re-invoke, AFT initiates the customizations pipeline to make changes to 
the AFT provisioned account. An event-source-based re-invoke allows you to apply customizations 
to individual accounts, to all accounts, to accounts according to their OU, or to accounts selected 
according to tags.

Follow these three steps to re-invoke customizations for AFT-provisioned accounts.

Step 1: Push changes to global or account customizations git repositories

You can update your global and account customizations as needed and push changes back to your
git repositories. At this point, nothing happens, The customizations pipeline must be invoked by 
an event source, as explained in the next two steps.

Step 2: Start an AWS Step Function run for re-invoking customizations
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AFT provides an AWS Step Function called aft-invoke-customizations in the AFT 
management account. The purpose of that function is to re-invoke the customization pipeline for 
AFT-provisioned accounts.

Here is an example of an event schema (JSON format) you can create to pass input to the aft-
invoke-customizations AWS Step Function.

{ 
  "include": [ 
    { 
      "type": "all" 
    }, 
    { 
      "type": "ous", 
      "target_value": [ "ou1","ou2"] 
    }, 
    { 
      "type": "tags", 
      "target_value": [ {"key1": "value1"}, {"key2": "value2"}] 
    }, 
    { 
      "type": "accounts", 
      "target_value": [ "acc1_ID","acc2_ID"] 
    } 
  ], 

  "exclude": [ 
    { 
      "type": "ous", 
      "target_value": [ "ou1","ou2"] 
    }, 
    { 
      "type": "tags", 
      "target_value": [ {"key1": "value1"}, {"key2": "value2"}] 
    }, 
    { 
      "type": "accounts", 
      "target_value": [ "acc1_ID","acc2_ID"] 
    } 
  ]
}
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The example event schema shows that you can choose accounts to include or exclude from the 
re-invoke process. You can filter by organizational unit (OU), account tags, and account ID. If you 
don’t apply any filters and include the statement "type":"all", the customization for all AFT-
provisioned accounts is re-invoked.

Note

If your version of AWS Control Tower is 1.6.5 or later, you can target nested OUs with the 
syntax OU Name (ou-id-1234). For more information, see the following topic on GitHub.

After you fill out the event parameters, Step Functions runs and invokes the corresponding 
customizations. AFT can invoke a maximum of 5 customizations at a time. Step Functions waits and 
loops until all accounts matching the event criteria are complete.

Step 3: Monitor the AWS Step Function output and watch AWS CodePipeline running

• The resulting Step Function output contains account IDs that match the Step Function input 
event source.

• Navigate to AWS CodePipeline under Developer Tools and view the corresponding customization 
pipelines for the account ID.

Troubleshooting with AFT account customization request tracing

Account customization workflows that are based on AWS Lambda emit logs containing target 
account and customization request IDs. AFT allows you to trace and troubleshoot customization 
requests with Amazon CloudWatch Logs by providing you with CloudWatch Logs Insights queries 
that you can use to filter CloudWatch Logs related to your customization request by your target 
account or customization request ID. For more information, see Analyzing log data with Amazon 
CloudWatch Logs in the Amazon CloudWatch Logs User Guide.

To use CloudWatch Logs Insights for AFT

1. Open the CloudWatch console at https://console.aws.amazon.com/cloudwatch/.

2. From the navigation pane, choose Logs, and then choose Logs insights.

3. Choose Queries.

4. Under Sample queries, choose Account Factory for Terraform, and then select one of the 
following queries:
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• Customization Logs by Account ID

Note

Make sure to replace "YOUR-ACCOUNT-ID" with your target account ID.

fields @timestamp, log_message.account_id as target_account_id, 
 log_message.customization_request_id as customization_request_id, 
 log_message.detail as detail, @logStream
| sort @timestamp desc
| filter log_message.account_id == "YOUR-ACCOUNT-ID" and @message like /
customization_request_id/

• Customization Logs by Customization Request ID

Note

Make sure to replace "YOUR-CUSTOMIZATION-REQUEST-ID" with your 
customization request ID. You can find your customization request ID in the output 
of the AFT account provisioning framework AWS Step Functions state machine. For 
more information about the AFT account provisioning framework, see AFT account 
provisioning pipeline

fields @timestamp, log_message.account_id as target_account_id, 
 log_message.customization_request_id as customization_request_id, 
 log_message.detail as detail, @logStream
| sort @timestamp desc
| filter log_message.customization_request_id == "YOUR-CUSTOMIZATION-REQUEST-ID"

5. After you select a query, make sure to select a time interval, and then choose Run query.

Alternatives for version control of source code in AFT

AFT natively uses AWS CodeCommit for a source code version control system (VCS), but it allows 
other AWS CodeStar Connections that meet your business requirements or existing architecture. 
You can specify a third-party VCS as part of the AFT deployment prerequisites.
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AFT supports the following source code control alternatives:

• GitHub

• GitHub Enterprise Server

• BitBucket

If you select AWS CodeCommit as your VCS, no additional steps are required. By default, AFT 
creates the necessary git repositories in your environment, with default names. However, you 
can override the default repository names for CodeCommit, as needed, to comply with your 
organizational standards.

Set up an alternative source code version control system (custom VCS) with AFT

To set up an alternative source code version control system for your AFT deployment, follow these 
steps.

Step 1: Create git repositories in a supported third-party version control system (VCS).

If you are not using AWS CodeCommit, you must create git repositories in your AFT-supported, 
third-party VCS provider environment for the following items.

• AFT account requests. Sample code available . For more information about AFT account 
requests, see Provision a new account with AFT.

• AFT account provisioning customizations. Sample code available . For more information on AFT 
account provisioning customizations, see Create your AFT account provisioning customizations 
state machine.

• AFT global customizations. Sample code available . For more information on AFT global 
customizations, see Account customizations.

• AFT account customizations. Sample code available . For more information on AFT account 
customizations, see Account customizations.

Step 2: Specify the VCS configuration parameters required for AFT deployment

The following input parameters are needed to configure your VCS provider as part of the AFT 
deployment.

• vcs_provider: If you are not using AWS CodeCommit, specify the VCS provider as "bitbucket",
"github", or "githubenterprise", based on your use case.
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• github_enterprise_url: For GitHub Enterprise customers only, specify the GitHub URL.

• account_request_repo_name: By default, this value is set to aft-account-request for AWS 
CodeCommit users. If you created your repository with a new name in CodeCommit or in an 
AFT-supported, third-party VCS provider environment, update this input value with your actual 
repository name. For BitBucket, Github, and GitHub Enterprise, the repository name must have 
the format [Org]/[Repo].

• account_customizations_repo_name: By default, this value is set to aft-account-
customizations for AWS CodeCommit users. If you created repository with a new name in 
CodeCommit or in an AFT-supported, third-party VCS provider environment, update this input 
value with your repository name. For BitBucket, Github, and GitHub Enterprise, the repository 
name must have the format [Org]/[Repo].

• account_provisioning_customizations_repo_name: By default, this value is set to aft-
account-provisioning-customizations for AWS CodeCommit users. If you created 
repository with a new name in AWS CodeCommit or in an AFT- supported, third-party VCS 
provider environment, update this input value with your repository name. For BitBucket, Github, 
and GitHub Enterprise, the repository name must have the format [Org]/[Repo].

• global_customizations_repo_name: By default, this value is set to aft-global-
customizations for AWS CodeCommit users. If you created repository with a new name in 
CodeCommit or in an AFT-supported, third-party VCS provider environment, update this input 
value with your repository name. For BitBucket, Github, and GitHub Enterprise, the repository 
name must have the format [Org]/[Repo].

• account_request_repo_branch: The branch is main by default, but the value can be overridden.

By default, AFT sources from the main branch of each git repository. You can override the branch 
name value with an additional input parameter. For more information about input parameters, 
refer to the README file in the AFT Terraform module.

Step 3: Complete the AWS CodeStar connection for third-party VCS providers

When your deployment runs, AFT either creates the required AWS CodeCommit repositories, or it 
creates an AWS CodeStar connection for your chosen third-party VCS provider. In case of the latter, 
you must manually sign in to the AFT management account’s console to complete the pending 
AWS CodeStar connection. See the AWS CodeStar documentation for further instructions on 
completing the AWS CodeStar connection.
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Data protection

The AWS shared responsibility model applies to data protection in AFT. For data protection 
purposes, we recommend the following best practices for security.

• Follow the Data Protection guidelines provided by AWS Control Tower. For details, see Data 
Protection in AWS Control Tower.

• Preserve Terraform state configuration generated at the time of AFT deployment. For details, see
Deploy AWS Control Tower Account Factory for Terraform (AFT).

• Rotate sensitive credentials periodically as directed by your organization’s security policy. 
Examples of secrets are Terraform tokens, git tokens, and so forth.

Encryption at rest

AFT creates Amazon S3 buckets, Amazon SNS topics, Amazon SQS queues, and Amazon 
DynamoDB databases that are encrypted at rest with AWS Key Management Service keys. 
KMS keys created by AFT have yearly rotation enabled by default. If you choose the Terraform 
Cloud or Terraform Enterprise distributions of Terraform, AFT includes a AWS Systems Manager 
SecureString parameter to store Terraform token values that are sensitive.

AFT uses AWS services described in Component services that are, by default, encrypted at rest. For 
details, see the AWS documentation for each component AWS service of AFT, and learn about the 
data protection practices followed by each service.

Encryption in transit

AFT relies upon AWS services described in Component services that employ encryption in transit, 
by default. For details, see the AWS documentation for each component AWS service of AFT, and 
learn about the data protection practices followed by each service.

For Terraform Cloud or Terraform Enterprise distributions, AFT calls an HTTPS endpoint API for 
access to your Terraform organization. If you choose a third-party VCS provider supported by 
AWS CodeStar connections, AFT calls an HTTPS endpoint API for access to your VCS provider 
organization.

Remove an account from AFT

This topic describes how to remove an account from AFT, so the AFT pipeline stops deploying and 
updating the account.
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Important

Removing an account from the AFT pipeline is irreversible and can result in a loss of state.

You might remove an account from AFT when you want to close an account for a retired 
application, isolate a compromised account, or move an account from one organization to another 
organization.

Note

Removing an account from AFT is different than deleting an AWS Control Tower account or 
AWS account. When you remove an account from AFT, AWS Control Tower still manages the 
account. To delete an AWS Control Tower account or AWS account, see the following:

• Unmanage an account in the AWS Control Tower User Guide.

• Closing an account in the AWS Billing User Guide.

To remove an account from the AFT pipelines

The following procedure describes how to remove an account from AFT.

1. Remove account from git repository that stores account requests

In the git repository where you store account requests, delete the account request for the 
account you want to remove from AFT.

When you remove an account request from the account request repository, AFT deletes the 
customization pipeline and account metadata. For more information, see the 1.8.0 release 
notes for AFT on GitHub.

2. Delete Terraform workspace (For Terraform Cloud and Terraform Enterprise customers 
only)

Delete the global customizations and account customizations workspaces for the account that 
you want to remove from AFT.

3. Delete Terraform state from Amazon S3 backend
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In the AFT management account, delete all relevant folders inside of the Amazon S3 buckets 
for the account that you want to remove from AFT.

Tip

In the following examples, replace 012345678901 with the AFT management account 
ID number.

Example: Terraform OSS

When you choose Terraform OSS, you find 3 folders for each account in the aft-
backend-012345678901-primary-region and aft-backend-012345678901-
secondary-region Amazon S3 buckets. These folders are related to the account 
customizations state, customizations pipeline state, and global customizations state

Example: Terraform Cloud or Terraform Enterprise

When you choose Terraform Cloud or Terraform Enterprise, you find a folder for 
each account in the aft-backend-012345678901-primary-region and aft-
backend-012345678901-secondary-region Amazon S3 buckets. These folders are 
related to the customizations pipeline state.

Operational metrics

By default, Account Factory for Terraform (AFT) sends anonymous operational metrics to AWS. 
We use this data to understand how customers are using AFT so we can improve the quality and 
features of the solution. You can opt out of data collection by changing a parameter during AFT 
deployment. When collection is enabled, the following data is sent to AWS:

• Solution: The AFT-specific identifier

• Version: The version of AFT

• Universally Unique Identifier (UUID): Randomly generated, unique identifier for each AFT 
deployment

• Timestamp: Data-collection timestamp

• Data: AFT configuration and actions taken by the customer
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AWS owns the data collected. Data collection is subject to the AWS Privacy Policy.

Note

Versions of AFT prior to 1.6.0 do not report usage metrics to AWS.

To opt out of reporting metrics:

• Set the input value of aft_metrics_reporting to false in your Terraform input 
configuration file, as shown in the example that follows, and redeploy AFT. This value is set to
true by default, if you do not set it explicitly.

If you copy the example, remember to substitute your actual ID and Region values for the items 
given in strings with x.

    module "control_tower_account_factory" { 
    source = "aws-ia/control_tower_account_factory/aws" 
     
    # Required Vars 
    ct_management_account_id    = "xxxxxxxxxxx" 
    log_archive_account_id      = "xxxxxxxxxxx" 
    audit_account_id            = "xxxxxxxxxxx" 
    aft_management_account_id   = "xxxxxxxxxxx" 
    ct_home_region              = "xx-xxxx-x" 
    tf_backend_secondary_region = "xx-xxxx-x" 
     
    # Optional Vars 
    aft_metrics_reporting = false    # to opt out, set this value to false  
    }

Account Factory for Terraform (AFT) troubleshooting guide

This section can help you troubleshoot common issues that you might encounter when using 
Account Factory for Terraform (AFT).

Topics

• General issues

• Issues related to account provisioning/registration
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• Issues related to customizations invocation

• Issues related to the account customizations workflow

General issues

• Exceeded AWS resource quotas

If your log groups indicate that you exceeded AWS resource quotas, contact AWS Support. 
Account Factory uses AWS services with resource quotas that include AWS CodeBuild, AWS 
Organizations, and AWS Systems Manager. For more information, see the following:

• What is AWS CodeBuild? in the CodeBuild User Guide.

• What is AWS Organizations? in the Organizations User Guide.

• What is AWS Systems Manager? in the Systems Manager User Guide.

• Outdated version of Account Factory

If you encounter an issue and believe the issue is a bug, make sure that you have the latest 
version of Account Factory. For more information, see Updating the Account Factory version.

• Local changes were made to the Account Factory source code

Account Factory is an open source project. AWS Control Tower supports the Account Factory 
core code. If you make a local change to the Account Factory core code, AWS Control Tower only 
supports your Account Factory deployment on a best-effort basis.

• Insufficient Account Factory role permissions

Account Factory creates IAM roles and policies to manage vended account deployments and 
customizations. If you change these roles or policies, the Account Factory pipeline may be unable 
to perform certain actions. For more information, see Required roles.

• Account repositories not populated correctly

Make sure that you follow the post-deployment steps before provisioning accounts.

• Not detecting drift after changing the OU manually

Note

AWS Control Tower detects drift automatically. For information about resolving drift, see
Detect and resolve drift in AWS Control Tower.
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Drift isn't detected when the organizational unit (OU) is changed manually. This is due to the 
event-driven nature of Account Factory. When an account request is submitted, the resource 
that Terraform manages is an Amazon DynamoDB item, not a direct account. After an item 
is changed, the request is put in a queue, where AWS Control Tower processes them through 
Service Catalog (the service that manages account details). If you change the OU manually, drift 
isn't detected because the account request hasn't changed.

Issues related to account provisioning/registration

• Account request (email address/name) already exists

The issue typically results in an Service Catalog product failure during provisioning or as
ConditionalCheckFailedException.

You can find more information about the issue by doing one of the following:

• Review your Terraform or CloudWatch Logs log groups.

• Review the failures that are emitted to the Amazon SNS topic aft-failure-
notifications.

• Malformed account request

Make sure that your account request follows the expected schema. For examples, see terraform-
aws-control_tower_account_factory on GitHub.

• Exceeded AWS Organizations resource quotas

Make sure that your account request doesn't exceed AWS Organizations resource quotas. For 
more information, see Quotas for AWS Organizations.

Issues related to customizations invocation

• Target account not onboarded to Account Factory

Make sure all accounts that are included in a customization request have been onboarded to 
Account Factory. For more information, see Update an existing account.

• Account that customization request targets exists in the DynamoDB table aft-request-
metadata, but not in account request repository

Troubleshooting guide 286

https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-request/examples
https://github.com/aws-ia/terraform-aws-control_tower_account_factory/tree/main/sources/aft-customizations-repos/aft-account-request/examples
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_reference_limits.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-update-account.html


AWS Control Tower User Guide

Format your customization invocation request to exclude the offending account by doing one of 
the following:

• In the DynamoDB table aft-request-metadata, delete the entry referencing the account 
that's no longer in your account request repository.

• Not using "all" as the target.

• Not targeting the OU that the account belongs to.

• Not targeting the account directly.

• Used incorrect token for Terraform Cloud

Make sure that you set up the correct token. Terraform Cloud only supports team-based tokens, 
not organization-based tokens.

• Failed to create account before account customizations pipeline is created; can't customize 
account

Make a change to the account specification in the account request repository. When you make a 
change, such as changing a tag value for an account, Account Factory follows the path that tries 
to create the pipeline, even if the pipeline doesn't exist.

Issues related to the account customizations workflow

If you're experiencing issues related to the account customizations workflow, make sure that your 
version of AFT is 1.8.0 or higher, and that you delete all instances of account-related metadata 
from your DynamoDB request table.

For information about AFT version 1.8.0, see Release 1.8.0 on GitHub.

For information about how to check and update your version of AFT, see the following:

• Check the AFT version

• Update the AFT version

You can also trace and troubleshoot customization requests by using Amazon CloudWatch Logs 
Insights queries to filter logs containing your target account and customization request IDs. For 
more information, see Troubleshooting with AFT account customization request tracing.
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Detect and resolve drift in AWS Control Tower

Identifying and resolving drift is a regular operations task for AWS Control Tower management 
account administrators. Resolving drift helps to ensure your compliance with governance 
requirements.

When you create your landing zone, the landing zone and all the organizational units (OUs), 
accounts, and resources are compliant with the governance rules enforced by your chosen controls. 
As you and your organization members use the landing zone, changes in this compliance status 
may occur. Some changes may be accidental, and some may be made intentionally to respond to 
time-sensitive operational events.

Drift detection assists you in identifying resources that need changes or configuration updates to 
resolve the drift.

Detecting drift

AWS Control Tower detects drift automatically. To detect drift, the AWSControlTowerAdmin role 
requires persistent access to your management account so AWS Control Tower can make read-only 
API calls to AWS Organizations. These API calls show up as AWS CloudTrail events.

Drift is surfaced in the Amazon Simple Notification Service (Amazon SNS) notifications that are 
aggregated in the audit account. Notifications in each member account send alerts to a local 
Amazon SNS topic, and to a Lambda function.

For controls that are part of the AWS Security Hub Service-Managed Standard: AWS Control 
Tower, drift is shown on the Account and Account details pages in the AWS Control Tower console, 
as well as by means of an Amazon SNS notification.

Member account administrators can (and as a best practice, they should) subscribe to 
the SNS drift notifications for specific accounts. For example, the aws-controltower-
AggregateSecurityNotifications SNS topic provides drift notifications. The AWS Control 
Tower console indicates to management account administrators when drift has occurred. For 
more information about SNS topics for drift detection and notification, see Drift prevention and 
notification.

Drift notification de-duplication
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If the same type of drift occurs on the same set of resources multiple times, AWS Control Tower 
sends an SNS notification only for the initial instance of drift. If AWS Control Tower detects that 
this instance of drift has been remediated, it sends another notification only if drift re-occurs for 
those identical resources.

Examples: Account drift and SCP drift are handled in the following manner

• If you modify the same managed SCP multiple times, you receive a notification for the first time 
you modify it.

• If you modify a managed SCP, then remediate drift, then modify it again, you'll receive two 
notifications.

Types of account drift

• Account moved between OUs

• Account removed from organization

Note

When you move an account from one OU to another, the controls from the previous OU are 
not removed. If you enable any new hook-based control on the destination OU, the old 
hook-based control is removed from the account, and the new control replaces it. Controls 
implemented with SCPs and AWS Config rules always must be removed manually when an 
account changes OUs.

Types of policy drift

• SCP updated

• SCP attached to OU

• SCP detached from OU

• SCP attached to account

For more information, see Types of Governance Drift.
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Resolving drift

Although detection is automatic, the steps to resolve drift must be done through the console.

• Many types of drift can be resolved through the Landing zone settings page. You can choose the
Repair button in the Versions section to repair these types of drift.

• If your OU has fewer than 300 accounts, you can repair drift in Account Factory provisioned 
accounts, or SCP drift, by selecting Re-register OU on the Organization page or the OU details
page.

• You may be able to repair account drift, such as Moved Member Account, by updating an 
individual account. For more information, see Update the account in the console.

Note

When you repair your landing zone, the landing zone is upgraded to the latest landing zone 
version.

Considerations about drift and SCP scans

AWS Control Tower scans your managed SCPs daily to verify that the corresponding controls are 
applied correctly and that they have not drifted. To retrieve the SCPs and run checks on them, AWS 
Control Tower calls AWS Organizations on your behalf, using a role in your management account.

If an AWS Control Tower scan discovers drift, you'll receive a notification. AWS Control Tower sends 
only one notification per drift issue, so if your landing zone already is in a state of drift, you won't 
receive additional notifications unless a new drift item is found.

AWS Organizations limits how often each of its APIs can be called. This limit is expressed in 
transactions per second (TPS), and known as the TPS limit, throttling rate, or API request rate. 
When AWS Control Tower audits your SCPs by calling AWS Organizations, the API calls that AWS 
Control Tower makes are counted towards your TPS limit, because AWS Control Tower uses the 
management account to make the calls.

In rare situations, this limit can be reached when you call the same APIs repeatedly, whether 
through a third-party solution or a custom script you wrote. For example, if you and AWS Control 
Tower call the same AWS Organizations APIs at the same moment in time (within 1 second), and 
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the TPS limits are reached, subsequent calls are throttled. That is, these calls return an error such 
as Rate exceeded.

If an API request rate is exceeded

• If AWS Control Tower hits the limit and is throttled, we pause the execution of the audit and 
resume it at a later time.

• If your workload hits the limit and is throttled, the result can range from slight latency all the 
way to a fatal error in the workload, depending on how the workload is configured. This edge 
case is something to be aware of.

A daily SCP scan consists of

1. Retrieving all of your OUs.

2. For each registered OU, retrieving all SCPs managed by AWS Control Tower that are attached 
to the OU. Managed SCPs have identifiers that begin with aws-guardrails.

3. For each preventive control enabled on the OU, verifying that the control's policy statement is 
present in the OU's managed SCPs.

The daily scans consume the TPS for the following AWS Organizations APIs:

listOrganizational 
Units

8 burst, 5 sustained 1 per landing zone

listPoliciesForTar 
get

8 burst, 5 sustained 1 per registered OU

describePolicy 2 TPS 1 per managed SCP

An OU may have one or more managed SCPs.

Types of drift to repair right away

Most types of drift can be resolved by administrators. A few types of drift must be repaired 
immediately, including deletion of an organizational unit that the AWS Control Tower landing zone 
requires. Here are some examples of major drift that you may wish to avoid:
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• Don't delete the Security OU: The organizational unit originally named Security during landing 
zone setup by AWS Control Tower should not be deleted. If you delete it, you'll see an error 
message instructing you to repair the landing zone immediately. You won't be able to take any 
other actions in AWS Control Tower until the repair is complete.

• Don't delete required roles: AWS Control Tower checks certain AWS Identity and Access 
Management (IAM) roles when you log into the console for IAM role drift. If these roles 
are missing or inaccessible, you'll see an error page instructing you to repair your landing 
zone. These roles are AWSControlTowerAdmin AWSControlTowerCloudTrailRole
AWSControlTowerStackSetRole.

For more information about these roles, see Permissions Required to Use the AWS Control Tower 
Console.

• Don't delete all Additional OUs: If you delete the organizational unit originally named Sandbox
during landing zone setup by AWS Control Tower, your landing zone will be in a state of drift, 
but you still can use AWS Control Tower. At least one Additional OU is required for AWS Control 
Tower to operate, but it doesn’t have to be the Sandbox OU.

• Don't remove shared accounts: If you remove shared accounts from Foundational OUs, such as 
removing the logging account from the Security OU, your landing zone will be in a state of drift 
and must be repaired before you can continue using the AWS Control Tower console.

Repairable changes to resources

Here's a list of changes to AWS Control Tower resources that are permitted, although they create 
repairable drift. Results of these permitted operations are viewable in the AWS Control Tower 
console, although a refresh may be required.

For more information about how to resolve the resulting drift, see Managing Resources Outside of 
AWS Control Tower.

Changes Permitted Outside the AWS Control Tower Console

• Change the name of a registered OU.

• Change the name of the Security OU.

• Change the name of member accounts in non-Foundational OUs.

• Change the name of AWS Control Tower shared accounts in the Security OU.

• Delete a non-Foundational OU.
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• Delete an enrolled account from a non-Foundational OU.

• Change the email address of a shared account in the Security OU.

• Change the email address of a member account in a registered OU.

Note

Moving accounts between OUs is considered drift, and it must be repaired.

Drift and New Account Provisioning

If your landing zone is in a state of drift, the Enroll account feature in AWS Control Tower will not 
work. In that case, you must provision new accounts through AWS Service Catalog. For instructions, 
see Provision accounts with AWS Service Catalog Account Factory .

In particular, if you've made certain changes to your accounts by means of Service Catalog, such as 
changing the name of your portfolio, the Enroll account feature will not work.

Types of Governance Drift

Governance drift, also called organizational drift occurs when OUs, SCPs, and member accounts are 
changed or updated. The types of governance drift that can be detected in AWS Control Tower are 
as follows:

• Moved Member Account

• Removed Member Account

• Unplanned Update to Managed SCP

• SCP Attached to Member Account

• SCP Attached to Managed OU

• SCP Detached from Managed OU

• Deleted Foundational OU

• Security Hub control drift

• Trusted access disabled
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Another type of drift is landing zone drift, which may be found through the management account. 
Landing zone drift consists of IAM role drift, or any type of organizational drift that specifically 
affects Foundational OUs and shared accounts.

A special case of landing zone drift is role drift, which is detected when a required role is not 
available. If this type of drift occurs, the console displays a warning page and some instructions on 
how to restore the role. Your landing zone is unavailable until the role drift is repaired. For more 
information about drift, see Don't delete required roles in the section called Types of drift to repair 
right away.

AWS Control Tower does not look for drift regarding other services that work with the 
management account, including CloudTrail, CloudWatch, IAM Identity Center, AWS 
CloudFormation, AWS Config, and so forth. No drift detection is available in child accounts, 
because these accounts are protected by preventive mandatory controls.

However, it does report drift regarding controls that are part of the AWS Security Hub Service-
managed Standard: AWS Control Tower.

Moved Member Account

This type of drift occurs on the account rather than the OU. This type of drift can occur when an 
AWS Control Tower member account, the audit account, or the log archive account is moved from 
a registered AWS Control Tower OU to any other OU. The following is an example of the Amazon 
SNS notification when this type of drift is detected.

{ 
  "Message" : "AWS Control Tower has detected that your member account 'account-
email@amazon.com (012345678909)' has been moved from organizational unit 'Sandbox 
 (ou-0123-eEXAMPLE)' to 'Security (ou-3210-1EXAMPLE)'. For more information, including 
 steps to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/
move-account'", 
  "ManagementAccountId" : "012345678912", 
  "OrganizationId" : "o-123EXAMPLE", 
  "DriftType" : "ACCOUNT_MOVED_BETWEEN_OUS", 
  "RemediationStep" : "Re-register this organizational unit (OU), or if the OU has more 
 than 300 accounts, you must update the provisioned product in Account Factory.", 
  "AccountId" : "012345678909", 
  "SourceId" : "012345678909", 
  "DestinationId" : "ou-3210-1EXAMPLE"
} 
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Resolutions

When this type of drift occurs for an Account Factory provisioned account in an OU with up to 300 
accounts, you can resolve it by:

• Navigating to the Organization page in the AWS Control Tower console, selecting the account, 
and choosing Update account at the upper right (fastest option for individual accounts).

• Navigating to the Organization page in the AWS Control Tower console, then choosing Re-
register for the OU that contains the account (fastest option for multiple accounts). For more 
information, see Register an existing organizational unit with AWS Control Tower.

• Updating the provisioned product in Account Factory. For more information, see Update and 
move account factory accounts with AWS Control Tower or with AWS Service Catalog.

Note

If you have several individual accounts to update, also see this method for making 
updates with a script: Provision and update accounts using automation.

• When this type of drift occurs in an OU with more than 300 accounts, the drift resolution may 
depend on which type of account has been moved, as explained in the next paragraphs. For more 
information, see Update Your Landing Zone.

• If an Account Factory provisioned account is moved – In an OU with fewer than 300 
accounts, you can resolve the account drift by updating the provisioned product in Account 
Factory, by re-registering the OU, or by updating your landing zone.

In an OU with more than 300 accounts, you must resolve the drift by making an update 
to each moved account, either through the AWS Control Tower console or the provisioned 
product because re-register OU will not perform the update. For more information, see Update 
and move account factory accounts with AWS Control Tower or with AWS Service Catalog.

• If a shared account is moved – You can resolve the drift from moving the audit or log archive 
account by updating your landing zone. For more information, see Update Your Landing Zone.
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Deprecated field name

The field name MasterAccountID has been changed to ManagementAccountID to 
comply with AWS guidelines. The old name is deprecated. Beginning in 2022, scripts that 
contain the deprecated field name will no longer work.

Removed Member Account

This type of drift can occur when a member account is removed from a registered AWS Control 
Tower organizational unit. The following example shows the Amazon SNS notification when this 
type of drift is detected.

{ 
  "Message" : "AWS Control Tower has detected that the member account 012345678909 has 
 been removed from organization o-123EXAMPLE. For more information, including steps 
 to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/remove-
account'", 
  "ManagementAccountId" : "012345678912", 
  "OrganizationId" : "o-123EXAMPLE", 
  "DriftType" : "ACCOUNT_REMOVED_FROM_ORGANIZATION", 
  "RemediationStep" : "Add account to Organization and update Account Factory 
 provisioned product", 
  "AccountId" : "012345678909"
}

Resolution

• When this type of drift occurs in a member account, you can resolve the drift by updating 
the account in the AWS Control Tower console, or in Account Factory. For example, you can 
add the account to another registered OU from the Account Factory update wizard. For more 
information, see Update and move account factory accounts with AWS Control Tower or with 
AWS Service Catalog.

• If a shared account is removed from a Foundational OU, you must resolve the drift by repairing 
your landing zone. Until this drift is resolved, you will not be able to use the AWS Control Tower 
console.

• For more information about resolving drift for accounts and OUs, see If you manage resources 
outside of AWS Control Tower.
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Note

In Service Catalog, the Account Factory provisioned product that represents the account 
is not updated to remove the account. Instead, the provisioned product is displayed 
as TAINTED and in an error state. To clean up, go to the Service Catalog, choose the 
provisioned product, and then choose Terminate.

Unplanned Update to Managed SCP

This type of drift can occur when an SCP for a control is updated in the AWS Organizations console 
or programmatically using the AWS CLI or one of the AWS SDKs. The following is an example of the 
Amazon SNS notification when this type of drift is detected.

{ 
  "Message" : "AWS Control Tower has detected that the managed service control policy 
 'aws-guardrails-012345 (p-tEXAMPLE)', attached to the registered organizational unit 
 'Security (ou-0123-1EXAMPLE)', has been modified. For more information, including 
 steps to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/
update-scp'", 
  "ManagementAccountId" : "012345678912", 
  "OrganizationId" : "o-123EXAMPLE", 
  "DriftType" : "SCP_UPDATED", 
  "RemediationStep" : "Update Control Tower Setup", 
  "OrganizationalUnitId" : "ou-0123-1EXAMPLE", 
  "PolicyId" : "p-tEXAMPLE"
}

Resolution

When this type of drift occurs in an OU with up to 300 accounts, you can resolve it by:

• Navigating to the Organization page in the AWS Control Tower console to re-register the OU 
(fastest option). For more information, see Register an existing organizational unit with AWS 
Control Tower.

• Updating your landing zone (slower option). For more information, see Update Your Landing 
Zone.
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When this type of drift occurs in an OU with more than 300 accounts, resolve it by updating your 
landing zone. For more information, see Update Your Landing Zone.

SCP Attached to Managed OU

This type of drift can occur when an SCP for a control is attached to any other OU. This occurrence 
is especially common when you are working on your OUs from outside of the AWS Control Tower 
console. The following is an example of the Amazon SNS notification when this type of drift is 
detected.

{ 
  "Message" : "AWS Control Tower has detected that the managed service control 
 policy 'aws-guardrails-012345 (p-tEXAMPLE)' has been attached to the registered 
 organizational unit 'Sandbox (ou-0123-1EXAMPLE)'. For more information, including 
 steps to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/
scp-detached-ou'", 
  "ManagementAccountId" : "012345678912", 
  "OrganizationId" : "o-123EXAMPLE", 
  "DriftType" : "SCP_ATTACHED_TO_OU", 
  "RemediationStep" : "Update Control Tower Setup", 
  "OrganizationalUnitId" : "ou-0123-1EXAMPLE", 
  "PolicyId" : "p-tEXAMPLE"
}

Resolution

When this type of drift occurs in an OU with up to 300 accounts, you can resolve it by:

• Navigating to the Organization page in the AWS Control Tower console to re-register the OU 
(fastest option). For more information, see Register an existing organizational unit with AWS 
Control Tower.

• Updating your landing zone (slower option). For more information, see Update Your Landing 
Zone.

When this type of drift occurs in an OU with more than 300 accounts, resolve it by updating your 
landing zone. For more information, see Update Your Landing Zone.
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SCP Detached from Managed OU

This type of drift can occur when an SCP for a control has been detached from an OU that's 
managed by AWS Control Tower. This occurrence is especially common when you're working 
from outside of the AWS Control Tower console. The following is an example of the Amazon SNS 
notification when this type of drift is detected.

{ 
  "Message" : "AWS Control Tower has detected that the managed service control 
 policy 'aws-guardrails-012345 (p-tEXAMPLE)' has been detached from the registered 
 organizational unit 'Sandbox (ou-0123-1EXAMPLE)'. For more information, including 
 steps to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/
scp-detached'", 
  "ManagementAccountId" : "012345678912", 
  "OrganizationId" : "o-123EXAMPLE", 
  "DriftType" : "SCP_DETACHED_FROM_OU", 
  "RemediationStep" : "Update Control Tower Setup", 
  "OrganizationalUnitId" : "ou-0123-1EXAMPLE", 
  "PolicyId" : "p-tEXAMPLE"
}

Resolution

When this type of drift occurs in an OU with up to 300 accounts, you can resolve it by:

• Navigating to the OU in the AWS Control Tower console to re-register the OU (fastest option). 
For more information, see Register an existing organizational unit with AWS Control Tower.

• Updating your landing zone (slower option). If the drift is affecting a mandatory control, the 
update process creates a new service control policy (SCP) and attaches it to the OU to repair the 
drift. For more information about how to update your landing zone, see Update Your Landing 
Zone.

When this type of drift occurs in an OU with more than 300 accounts, resolve it by updating your 
landing zone. If the drift is affecting a mandatory control, the update process creates a new service 
control policy (SCP) and attaches it to the OU to repair the drift. For more information about how 
to update your landing zone, see Update Your Landing Zone.
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SCP Attached to Member Account

This type of drift can occur when an SCP for a control is attached to an account in the 
Organizations console. Guardrails and their SCPs can be enabled on OUs (and thus applied to all of 
an OU's enrolled accounts) through the AWS Control Tower console. The following is an example of 
the Amazon SNS notification when this type of drift is detected.

{ 
  "Message" : "AWS Control Tower has detected that the managed service control policy 
 'aws-guardrails-012345 (p-tEXAMPLE)' has been attached to the member account 'account-
email@amazon.com (012345678909)'. For more information, including steps to resolve this 
 issue, see 'https://docs.aws.amazon.com/console/controltower/scp-detached-account'", 
  "ManagementAccountId" : "012345678912", 
  "OrganizationId" : "o-123EXAMPLE", 
  "DriftType" : "SCP_ATTACHED_TO_ACCOUNT", 
  "RemediationStep" : "Re-register this organizational unit (OU)", 
  "AccountId" : "012345678909", 
  "PolicyId" : "p-tEXAMPLE"
}

Resolution

This type of drift occurs on the account rather than the OU.

When this type of drift occurs for accounts in a Foundational OU, such as the Security OU, the 
resolution is to update your landing zone. For more information, see Update Your Landing Zone.

When this type of drift occurs in a non-Foundational OU with up to 300 accounts, you can resolve 
it by:

• Detaching the AWS Control Tower SCP from the account factory account.

• Navigating to the OU in the AWS Control Tower console to re-register the OU (fastest option). 
For more information, see Register an existing organizational unit with AWS Control Tower.

When this type of drift occurs in an OU with more than 300 accounts, you may attempt to resolve 
it by updating the account factory configuration for the account. It may not be possible to resolve 
it successfully. For more information, see Update Your Landing Zone.
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Deleted Foundational OU

This type of drift applies only to AWS Control Tower Foundational OUs, such as the Security OU. It 
can occur if a Foundational OU is deleted outside of the AWS Control Tower console. Foundational 
OUs cannot be moved without creating this type of drift, because moving an OU is the same as 
deleting it and then adding it someplace else. When you resolve the drift by updating your landing 
zone, AWS Control Tower replaces the Foundational OU in the original location. The following 
example shows an Amazon SNS notification you may receive when this type of drift is detected.

{ 
  "Message" : "AWS Control Tower has detected that the registered organizational unit 
 'Security (ou-0123-1EXAMPLE)' has been deleted. For more information, including steps 
 to resolve this issue, see 'https://docs.aws.amazon.com/console/controltower/delete-
ou'", 
  "ManagementAccountId" : "012345678912", 
  "OrganizationId" : "o-123EXAMPLE", 
  "DriftType" : "ORGANIZATIONAL_UNIT_DELETED", 
  "RemediationStep" : "Delete organizational unit in Control Tower", 
  "OrganizationalUnitId" : "ou-0123-1EXAMPLE"
}

Resolution

Because this drift occurs for Foundational OUs only, the resolution is to update the landing zone. 
When other types of OUs are deleted, AWS Control Tower is updated automatically.

For more information about resolving drift for accounts and OUs, see If you manage resources 
outside of AWS Control Tower.

Security Hub control drift

This type of drift occurs when a control that's part of the AWS Security Hub Service-Managed 
Standard: AWS Control Tower reports a state of drift. The AWS Security Hub service itself does 
not report a state of drift for these controls. Instead, the service sends its findings to AWS Control 
Tower.

Security Hub control drift also can be detected if AWS Control Tower has not received a status 
update from Security Hub in more than 24 hours. If those findings are not received as expected, 
AWS Control Tower verifies that the control is in drift. The following example shows an Amazon 
SNS notification you may receive when this type of drift is detected.
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{
"Message" : "AWS Control Tower has detected that an AWS Security Hub control 
 was removed in your account example-account@amazon.com <mailto:example-
account@amazon.com>. The artifact deployed on the target OU and accounts does not match 
 the expected template and configuration for the control. This mismatch indicates that 
 configuration changes were made outside of AWS Control Tower. For more information, 
 view Security Hub standard",
"MasterAccountId" : "123456789XXX",
"ManagementAccountId" : "123456789XXX",
"OrganizationId" : "o-123EXAMPLE",
"DriftType" : "SECURITY_HUB_CONTROL_DISABLED",
"RemediationStep" : "To remediate the issue, Re-register the OU, or remove the control 
 and enable it again. If the problem persists, contact AWS support.",
"AccountId" : "7876543219XXX",
"ControlId" : "PYBETSAGNUZB",
"ControlName" : "EBS snapshots should not be publicly restorable",
"ApiControlIdentifier" : "arn:aws:controltower:us-east-1::control/PYBETSAGNUZB",
"Region" : "us-east-1"
}

Resolution

For OUs with fewer than 300 accounts, the resolution is to Re-register the OU, which resets the 
control to the original state. For any OU, you can remove and re-enable the control through the 
console or the AWS Control Tower APIs, which also resets the control.

For more information about resolving drift for accounts and OUs, see If you manage resources 
outside of AWS Control Tower.

Trusted access disabled

This type of drift applies to AWS Control Tower landing zones. It occurs when you disable trusted 
access to AWS Control Tower in AWS Organizations after you set up your AWS Control Tower 
landing zone.

When trusted access is disabled, AWS Control Tower no longer receives change events from AWS 
Organizations. AWS Control Tower relies on these change events to stay synchronized with AWS 
Organizations. As a result, AWS Control Tower may miss organizational changes in accounts and 
OUs. That is why it is important to re-register each OU, each time you update your landing zone.

Example: Amazon SNS notification
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The following is an example of the Amazon SNS notification that you receive when this type of 
drift occurs.

{ 
  "Message" : "AWS Control Tower has detected that trusted access has been disabled in 
 AWS Organizations. For more information, including steps to resolve this issue, see 
 https://docs.aws.amazon.com/controltower/latest/userguide/drift.html#drift-trusted-
access-disabled", 
  "ManagementAccountId" : "012345678912", 
  "OrganizationId" : "o-123EXAMPLE", 
  "DriftType" : "TRUSTED_ACCESS_DISABLED", 
  "RemediationStep" : "Repair Control Tower landing zone."
}

Resolution

AWS Control Tower notifies you when this type of drift occurs in the AWS Control Tower console. 
The resolution is to repair your AWS Control Tower landing zone. For more information, see
Resolving drift.

If you manage resources outside of AWS Control Tower

AWS Control Tower sets up accounts, organizational units, and other resources on your behalf, but 
you are the owner of these resources. You can change these resources within AWS Control Tower 
or outside it. The most common place to change resources outside of AWS Control Tower is the 
AWS Organizations console. This topic describes how to reconcile changes to AWS Control Tower 
resources when you make the changes outside of AWS Control Tower.

Renaming, deleting, and moving resources outside of the AWS Control Tower console causes the 
console to become out of sync. Many changes can be reconciled automatically. Certain changes 
require a repair to your landing zone to update the information that's displayed in the AWS Control 
Tower console.

In general, changes that you make outside the AWS Control Tower console to AWS Control Tower 
resources create a state of repairable drift in your landing zone. For more information about these 
changes, see Repairable changes to resources.

Tasks that require landing zone repair

• Deleting the Security OU (A special case, not to be done lightly.)
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• Removing a shared account from the Security OU (Not recommended.)

• Updating, attaching, or detaching an SCP associated with the Security OU.

Changes that are updated automatically by AWS Control Tower

• Changing the email address of an enrolled account

• Renaming an enrolled account

• Creating a new top-level organizational unit (OU)

• Renaming a registered OU

• Deleting a registered OU (Except the Security OU, which requires an update.)

• Deleting an enrolled account (Except a shared account in the Security OU.)

Note

AWS Service Catalog handles changes differently than AWS Control Tower. AWS Service 
Catalog may create a change in governance posture when it reconciles your changes. 
For more information about updating a provisioned product, see Updating Provisioned 
Products in the AWS Service Catalog documentation.

Referring to resources outside of AWS Control Tower

When you create new OUs and accounts outside of AWS Control Tower, they are not governed by 
AWS Control Tower, even though they may be displayed.

Creating an OU

Organizational Units (OUs) created outside of AWS Control Tower are referred to as Unregistered. 
They are displayed in the Organization page, but they are not governed by AWS Control Tower 
controls.

Creating an account

Accounts created outside of AWS Control Tower are referred to as Unenrolled. Enrolled and 
unenrolled accounts that belong to an OU that’s registered with AWS Control Tower are displayed 
in the Organization page. Accounts that do not belong to a registered OU can be invited by using 
the AWS Organizations console. This invitation to join does not enroll the account in AWS Control 

Referring to resources outside of AWS Control Tower 304

https://docs.aws.amazon.com/servicecatalog/latest/userguide/enduser-update.html
https://docs.aws.amazon.com/servicecatalog/latest/userguide/enduser-update.html


AWS Control Tower User Guide

Tower or extend AWS Control Tower governance to the account. To extend governance by enrolling 
the account, go to the Organization page or the Account detail page in AWS Control Tower and 
choose Enroll account.

Externally changing AWS Control Tower resource names

You can change the names of your organizational units (OUs) and accounts outside of the AWS 
Control Tower console, and the console updates automatically to reflect those changes.

Renaming an OU

In AWS Organizations, you can change the name of an OU by using either the AWS Organizations 
API or the console. When you change an OU name outside of AWS Control Tower, the AWS Control 
Tower console automatically reflects the name change. However, if you provision your accounts 
using AWS Service Catalog, you also must repair your landing zone to ensure that AWS Control 
Tower stays consistent with AWS Organizations. The Repair workflow ensures consistency across 
services for the Foundational and Additional OUs. You can repair this type of drift from the
Landing zone settings page. See the section called "Resolving Drift" in Detect and resolve drift in 
AWS Control Tower.

AWS Control Tower displays the names of OUs on the Organization page in the AWS Control 
Tower dashboard. You can see when your landing zone repair has succeeded.

Renaming an enrolled account

Each AWS account has a display name that can be changed by the account's root user in the AWS 
Billing and Cost Management console. When you rename an account that's enrolled in AWS Control 
Tower, the name change is automatically reflected in AWS Control Tower. For more information 
about changing an account's name, see Managing an AWS account in the AWS Billing User Guide.

Deleting the Security OU

This type of drift is a special case. If you delete the Security OU, you will see an error message 
page, prompting you to repair your landing zone. You must repair your landing zone before you 
can take any other actions in AWS Control Tower.

• You will not be able to perform any actions in the AWS Control Tower console and you will not 
be able to create any new accounts in AWS Service Catalog until the repair is done.

• You won't be able to view the Landing zone settings page to see the Repair button there.
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In this situation, the landing zone repair process creates a new Security OU and moves the two 
shared accounts into the new Security OU. AWS Control Tower marks the Log Archive and Audit 
accounts as drifted. The same process repairs the drift in these accounts.

If you determine that you must delete the Security OU, here's what you need to know:

Before you can delete the Security OU, you must make sure it contains no accounts. Specifically, 
you must remove the Log Archive and Audit accounts from the OU. We recommend that you move 
these accounts to another OU.

Note

The action of deleting your Security OU is not to be performed without due consideration. 
The action could create compliance concerns if logging is suspended temporarily, and 
because some controls might not be enforced.

For general information about drift, see "Resolving Drift" in Detect and resolve drift in AWS Control 
Tower.

Removing an account from the Security OU

We do not recommend that you remove any of the shared accounts from your organization or 
move them out of the Security OU. If you have removed a shared account accidentally, you can 
follow the remediation steps in this section to restore the account.

• From within the AWS Control Tower console: To start the remediation process, follow the semi-
manual remediation steps. Ensure the user or role you use to access the AWS Control Tower 
console has permissions to run organizations:InviteAccountToOrganization. If you 
don't have such permissions, follow the manual remediation steps, which use both the AWS 
Control Tower console and the AWS Organizations console.

• Starting from the AWS Organizations console: This remediation process is a slightly longer, 
fully manual procedure. When following the manual remediation steps, you'll switch between 
the AWS Organizations console and the AWS Control Tower console. When working in AWS 
Organizations, you'll need a user or role with the AWSOrganizationsFullAccess managed 
policy or equivalent. When working in the AWS Control Tower console, you'll need a user or 
role with the AWSControlTowerServiceRolePolicy managed policy or equivalent, and 
permission to run all AWS Control Tower actions (controltower:*).
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• If the remediation steps don't restore the account, contact AWS Support.

The results of removing a shared account through AWS Organizations:

• The account is no longer protected by AWS Control Tower mandatory controls with service 
control policies (SCPs). Result: The resources created by AWS Control Tower in the account may be 
modified or deleted.

• The account is no longer under the AWS Organizations management account. Result: The 
administrator of the AWS Organizations management account no longer has visibility into the 
account's spending.

• The account is no longer guaranteed to be monitored by AWS Config. Result: The administrator 
of the AWS Organizations management account may not be able to detect resource changes.

• The account is no longer in the organization. Result: AWS Control Tower updates and repair will 
fail.

To restore a shared account using the AWS Control Tower console (semi-manual procedure)

1. Sign in to the AWS Control Tower console at https://console.aws.amazon.com/controltower. 
You must sign in as an IAM user, user in IAM Identity Center, or role with permissions to run
organizations:InviteAccountToOrganization. If you don't have such permissions, use 
the manual remediation procedure described later in this topic.

2. On the Landing zone drift detected page, choose Re-Invite to remediate shared account 
removal by re-inviting the shared account into the organization. An automatically-generated 
email is sent to the email address for the account.

3. Accept the invitation to bring the shared account back into the organization. Do one of the 
following:

• Sign in to the shared account that was removed, then go to https:// 
console.aws.amazon.com/organizations/home#/invites

• If you have access to the email message sent when you re-invited the account, sign in to 
the removed account, then click the link in the message to navigate directly to the account 
invitation.

• If the shared account that was removed is not in another organization, sign into the account, 
open the AWS Organizations console and navigate to Invitations.
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4. Sign in to the management account again, or reload the AWS Control Tower console if it's 
already open. You'll see the Landing zone drift page. Choose Repair to repair the landing 
zone.

5. Wait for the repair process to complete.

If remediation is successful, the shared account appears in a normal state and compliance.

If the remediation steps don't restore the account, contact AWS Support.

To restore a shared account using the AWS Control Tower and AWS Organizations consoles 
(Manual remediation)

1. Sign in to the AWS Organizations console at https://console.aws.amazon.com/ 
organizations/. You must sign in as an IAM user, user in IAM Identity Center, or role with the
AWSOrganizationsFullAccess managed policy or equivalent.

2. Invite the shared account back to the organization. For information on the requirements, 
prerequisites, and procedure for inviting an account to AWS Organizations, see Inviting an AWS 
account to your organization  in the AWS Organizations User Guide.

3. Sign in to the shared account that was removed, then go to https://console.aws.amazon.com/ 
organizations/home#/invites to accept the invitation.

4. Sign in to the management account again.

5. Sign in to the AWS Control Tower console as a user or role with the
AWSControlTowerServiceRolePolicy managed policy or equivalent, and permissions to 
run all AWS Control Tower actions (controltower:*).

6. You'll see the Landing zone drift page with an option to repair the landing zone. Choose
Repair to repair the landing zone.

7. Wait for the repair process to complete.

If remediation is successful, the shared account appears in a normal state and compliance.

If the remediation steps don't restore the account, contact AWS Support.

External changes that are updated automatically

Changes that you make to your account email addresses are updated by AWS Control Tower 
automatically, but Account Factory does not update them automatically.
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Changing the email address of a governed account

AWS Control Tower retrieves and displays email addresses as required by the console experience. 
Therefore, shared and other account email addresses are updated and shown consistently in AWS 
Control Tower after you change them.

Note

In AWS Service Catalog, the Account Factory displays the parameters that were specified in 
the console when you created a provisioned product. However, the original account email 
address is not updated automatically when the account email address changes. That’s 
because the account is conceptually contained within the provisioned product; it is not the 
same as the provisioned product. To update this value, you must update the provisioned 
product, which may cause a change in governance posture.

Applying external AWS Config rules

AWS Control Tower displays the compliance status of all AWS Config rules deployed into 
organizational units registered with AWS Control Tower, including rules that were activated outside 
of the AWS Control Tower console.

Deleting AWS Control Tower resources outside AWS Control Tower

You can delete OUs and accounts in AWS Control Tower and you don't need to take any further 
action to see the updates. Account Factory is updated automatically when you delete an OU, but 
not when you delete an account.

Deleting a registered OU (except the Security OU)

Within AWS Organizations, you can remove empty organizational units (OUs) by using the API or 
the console. OUs that contain accounts cannot be deleted.

AWS Control Tower receives a notification from AWS Organizations when an OU is deleted. It 
updates the OU list in the Account Factory, so that the list of registered OUs remains consistent.

Note

In AWS Service Catalog, the Account Factory is updated to remove the deleted OU from the 
list of available OUs into which you can provision an account.
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Deleting an enrolled account from an OU

When you delete an enrolled account, AWS Control Tower receives a notification and makes 
updates, so that the information remains consistent.

Note

In AWS Service Catalog, the Account Factory provisioned product that represents the 
governed account is not updated to delete the account. Instead, the provisioned product is 
displayed as TAINTED and in an error state. To clean up, go to AWS Service Catalog, choose 
the provisioned product, and then choose Terminate.
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Tagging EnabledControl resources in AWS Control 
Tower

You can add tags to EnabledControl resources by means of AWS CloudFormation templates, 
through the AWS Control Tower console, and by calling the AWS Control Tower APIs.

Note

The AWS Control Tower GetEnabledControl, EnableControl, and
ListTagsforResource API operations rely on the EnabledControl resource tagging 
functionality for proper drift reporting.

Required permissions

When you configure resource tags with CloudFormation, you must add the new
ListTagsforResource IAM permission to the policy for the customer-managed role that you 
use to update your controls. If you do not add the permission, the CloudFormation template 
may have the tags, but AWS CloudFormation cannot see them without the ability to call
ListTagsforResource. If you already have created a role that updates your AWS Control Tower 
landing zone, that role probably has this permission in place already, because the same permission 
is required to view tags associated with the landing zone resource.

Step 1: Add the permissions

To tag a resource, update a tag, and enable proper drift reporting, three permissions are required, 
as shown in the example that follows.

{ 
 "Version": "2012-10-17", 
 "Statement": [ 
  { 
   "Sid": "VisualEditor0", 
   "Effect": "Allow", 
   "Action": [ 
    "controltower:TagResource", 
    "controltower:ListTagsForResource", 
    "controltower:UntagResource" 
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   ], 
   "Resource": "*" 
  } 
 ]
}

CloudFormation drift

If you do not add the proper permissions, you can experience some side-effects that we refer to 
as false positive or false negative CloudFormation drift. During CloudFormation drift, the Detect 
drift command in the AWS CloudFormation console may not give reliable results. You also 
can encounter these side effects if you modify your CloudFormation resource outside the AWS 
CloudFormation console.

We strongly recommend

If you provision a resource, including a tag, with AWS CloudFormation, it is important to 
update the resource through AWS CloudFormation only.

When you experience false positive CloudFormation drift, the AWS CloudFormation console shows 
a Modified status (drifted) for a resource, although you are not aware of making any modifications. 
In this situation, the status means that you have not added the ListTagsforResource
permission. When the permission is not present in the role, the ReadHandler cannot read the 
tags. AWS CloudFormation returns an error, because it cannot tell whether the resource actually 
was modified. The error is surfaced as Modified status.

When you experience false negative drift the CloudFormation console shows a resource as 
unmodified, when in fact, it has been modified. This situation means that the AWS Control Tower
EnabledControl resource has tags, but CloudFormation cannot retrieve those tags. In this case, 
two things must have occurred: the resource has been modified outside AWS CloudFormation, 
which is not a recommended practice, and also the ListTagsforResource permission was not 
added to the policy.

Step 2. Add the tags to the resource

Here is an example CloudFormation resource template with tags added.

AWSTemplateFormatVersion: 2010-09-09
Resources: 
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  myEnabledControlTest: 
    Type: 'AWS::ControlTower::EnabledControl' 
    Properties: 
      ControlIdentifier: 'arn:aws:controltower:us-west-2::control/ZTCMZEXAMPLE' 
      TargetIdentifier: 'arn:aws:organizations::012345678901:ou/o-exampleou/ou-xxxx-
f35g82v9' 
      Tags: 
        - Key: "K1" 
          Value: "V1" 
      Parameters: 
        - Key: AllowedRegions 
          Value: 
            - us-west-2 
            - us-west-1 
            - us-east-1

For more information, see EnabledControl in the AWS CloudFormation User Guide.
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Govern organizations and accounts with AWS Control 
Tower

All organizational units (OUs) and accounts that you create in AWS Control Tower are governed 
automatically by AWS Control Tower. Also, if you have existing OUs and accounts that were created 
outside of AWS Control Tower, you can bring them into AWS Control Tower governance.

For existing AWS Organizations and AWS accounts, most customers prefer to enroll groups of 
accounts by registering the entire organizational unit (OU) that contains the accounts. You also can 
enroll accounts individually. For more information on enrolling individual accounts, see Enroll an 
existing AWS account.

Terminology

• When you bring an existing organization into AWS Control Tower, it's called registering the 
organization, or extending governance to the organization.

• When you bring an AWS account into AWS Control Tower, it's called enrolling the account.

View your OUs and accounts

On the AWS Control Tower Organization page, you can view all the OUs in your AWS 
Organizations, including OUs that are registered with AWS Control Tower and those that are 
not registered. You can view nested OUs as part of the hierarchy. An easy way to view your 
organizational units on the Organization page is to select Organizational units only from the 
dropdown at the upper right.

The Organization page lists all accounts in your organization, regardless of OU or enrollment 
status in AWS Control Tower. An easy way to view your accounts on the Organization page is to 
select Accounts only from the dropdown at the upper right. You can view, update, and enroll 
accounts individually within the OUs, if the accounts meet the prerequisites for enrollment.

If you do not select any filtering, the Organization page displays your accounts and OUs in a 
hierarchy. It is a central location for monitoring and taking actions on all of your AWS Control 
Tower resources. For more information about the Organization page, you can view the video 
walkthrough.
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Video Walkthrough

This video (4:01) describes how to work with the Organization page in AWS Control Tower. For 
better viewing, select the icon at the lower right corner of the video to enlarge it to full screen. 
Captioning is available.

Video Walkthrough of Working with the Organization Page in AWS Control Tower.

Topics

• Register an existing organizational unit with AWS Control Tower

• Enroll an existing AWS account

Extend governance to an existing organization

You can add AWS Control Tower governance to an existing organization by setting up a landing 
zone (LZ) as outlined in the AWS Control Tower User Guide at Getting Started, Step 2.

Here's what to expect when you set up your AWS Control Tower landing zone in an existing 
organization.

• You can have one landing zone per AWS Organizations organization.

• AWS Control Tower uses the management account from your existing AWS Organizations 
organization as its management account. No new management account is needed.

• AWS Control Tower sets up two new accounts in a registered OU: an audit account and a logging 
account.

• Your organization's service limits must allow for the creation of these two additional accounts.

• After you've launched your landing zone or registered an OU, AWS Control Tower controls apply 
automatically to all enrolled accounts in that OU.

• You can Enroll additional existing AWS accounts into an OU that's governed by AWS Control 
Tower, so that controls apply to those accounts.

• You can add more OUs in AWS Control Tower and you can Register existing OUs.

To check other prerequisites for registration and enrollment, see Getting Started with AWS Control 
Tower.
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Here's more detail about how AWS Control Tower controls do not apply to your OUs in AWS 
organizations that don't have AWS Control Tower landing zones set up:

• New accounts created outside of AWS Control Tower Account Factory are not bound by the 
registered OU's controls.

• New accounts created in OUs that are not registered with AWS Control Tower are not bound by 
controls, unless you specifically Enroll those accounts into AWS Control Tower. See Enroll an 
existing AWS account for more information about enrolling accounts.

• Additional existing organizations, existing accounts, and any new OUs or any accounts that you 
create outside of AWS Control Tower, are not bound by AWS Control Tower controls, unless you 
separately register the OU or enroll the account.

For more information about how to apply AWS Control Tower to existing OUs and accounts, see
Register an existing organizational unit with AWS Control Tower.

For an overview of the process of setting up an AWS Control Tower landing zone in your existing 
organization, see the video in the next section.

Note

During set up, AWS Control Tower performs pre-checks to avoid common issues. However, 
if you are currently using the AWS Landing Zone solution for AWS Organizations, check 
with your AWS solutions architect before you try to enable AWS Control Tower in your 
organization to determine if AWS Control Tower may interfere with your current landing 
zone deployment. Also, see What if the account does not meet the prerequisites? for 
information about moving accounts from one landing zone to another.

Video: Enable a Landing Zone in existing AWS Organizations

This video (7:48), describes how to set up and enable an AWS Control Tower landing zone in 
existing AWS Organizations structures. For better viewing, select the icon at the lower right corner 
of the video to enlarge it to full screen. Captioning is available.

Enable AWS Control Tower for existing organizations
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Considerations for IAM Identity Center and existing organizations

• If AWS IAM Identity Center (IAM Identity Center) is already set up, the AWS Control Tower home 
Region must be the same as the IAM Identity Center Region.

• AWS Control Tower does not delete an existing configuration.

• If IAM Identity Center is already enabled, and if you are using IAM Identity Center Directory, AWS 
Control Tower adds resources such as permission sets, groups, and so forth, and proceeds as 
usual.

• If another directory (external, AD, Managed AD) is set up, AWS Control Tower does not change 
the existing configuration. For more details, see Considerations for AWS IAM Identity Center (IAM 
Identity Center) customers.

Access to other AWS services

After you bring your organization into AWS Control Tower governance, you still have access to any 
AWS services that are available through AWS Organizations, by means of the AWS Organizations 
console and APIs. For more information, see Related AWS services.

Nested OUs in AWS Control Tower

This chapter lists the expectations and considerations you'll want to be aware of when working 
with nested OUs in AWS Control Tower. In most ways, working with nested OUs is the same as 
working with a flat OU structure. The Register and Re-register features work with nested OUs, 
except for the changed behaviors that are noted in this chapter.

Video Walkthrough

This video (4:46) describes how to manage nested OU deployments in AWS Control Tower. For 
better viewing, select the icon at the lower right corner of the video to enlarge it to full screen. 
Captioning is available.

Video Walkthrough of Managing Nested OUs in AWS Control Tower.

For guidance regarding best practices for nested OUs and your landing zone, see the blog post
Organizing your AWS Control Tower landing zone with nested OUs.
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Expand from flat OU structure to nested OU structure

If you created your AWS Control Tower landing zone with a flat OU structure, you can expand it to 
a nested OU structure.

This process has four main steps:

1. Create your desired nested OU structure in AWS Control Tower.

2. Go to the AWS Organizations console and use their bulk move feature to move the accounts 
from the source OU (flat) into the destination OU (nested). Here’s how:

a. Go to the OU from which you want to move accounts.

b. Select all the accounts in the OU.

c. Choose Move.

Note

This step must be done in the in AWS Organizations console because AWS Control 
Tower doesn’t have a Move feature.

3. Go to the nested OU in AWS Control Tower and Register or Re-register it. All of the accounts in 
the nested OU will be enrolled.

• If you created the OU in AWS Control Tower, Re-register the OU.

• If you created the OU in AWS Organizations, Register the OU for the first time.

4. After your accounts are moved and enrolled, delete the empty top-level OU, either from the 
AWS Organizations console or from the AWS Control Tower console.

Nested OU registration pre-checks

To support successful registration of your nested OUs and their member accounts, AWS Control 
Tower performs a series of pre-checks. These same prechecks are performed when registering 
any top-level OU or nested OU. For more information, see Common causes of failure during 
registration or re-registration.

• If all pre-checks pass, AWS Control Tower begins registering your OU, automatically.

• If any pre-checks fail, AWS Control Tower stops the registration process and provides you with a 
list of items that must be fixed before you can register your OU.
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Nested OUs and roles

AWS Control Tower deploys the AWSControlTowerExecution role to accounts under the target 
OU, and to accounts in all OUs nested under the target OU, even when your intention is to register 
the target OU only. This role gives any user of the management account Administrator permissions 
on any account that has the AWSControlTowerExecution role. The role can be used to perform 
actions that normally would be disallowed by AWS Control Tower controls.

You can delete this role from unenrolled accounts that you don't plan to enroll. If you delete this 
role, you cannot enroll the account with AWS Control Tower, or register the immediate parent OUs, 
unless you restore the role to the account. To delete the AWSControlTowerExecution role from 
an account, you must be signed in under the AWSControlTowerExecution role, because no 
other IAM principals are allowed to delete roles managed by AWS Control Tower.

For information about how to restrict role access, see Optional conditions for your role trust 
relationships.

What happens during registration and re-registration of nested OUs 
and accounts

When you register or re-register a nested OU, AWS Control Tower enrolls all unenrolled accounts of 
the target OU, and it updates all enrolled accounts. Here's what to expect.

AWS Control Tower performs the following tasks

• Adds the AWSControlTowerExecution role to all unenrolled accounts under this OU, and to 
all unenrolled accounts in its nested OUs.

• Enrolls member accounts that are not enrolled.

• Re-enrolls enrolled member accounts.

• Creates an IAM Identity Center login for newly enrolled member accounts.

• Updates existing enrolled member accounts to reflect your landing zone changes.

• Updates controls that are configured for this OU and its member accounts.

Considerations for nested OU registration

• You cannot register an OU under the core OU (Security OU).

• Nested OUs must be registered separately.
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• You cannot register an OU unless its parent OU is registered.

• You cannot register an OU unless all OUs higher in the tree have been registered successfully at 
some time (some may have been deleted).

• You can register an OU that is under a drifted higher OU, but the drift is not repaired by that 
action.

Nested OU limitations

• OUs may be nested a maximum of 5 levels deep under the root.

• Nested OUs under the target OU must be registered or re-registered separately.

• If the target OU is at Level 2 or below in the hierarchy, that is, if it is not a top-level OU, 
preventive controls enabled on higher OUs are enforced on this OU and all OUs below it, 
automatically.

• OU registration failures do not propagate up the hierarchy tree. You can see details about the 
states of nested OUs on the parent’s OU details page.

• OU registration failures do not propagate down the hierarchy tree.

• AWS Control Tower does not modify your VPC settings for any new or existing accounts.

Nested OUs and compliance

From the AWS Control Tower console, you can view OUs and accounts that are non-compliant in 
the Organization page, so you can understand compliance at a larger scale.

Considerations about compliance for nested OUs and accounts

• An OU's compliance is not determined based on the compliance of the OUs nested under it.

• A control's compliance status is computed over all OUs on which the control is enabled, including 
nested OUs. See AWS Control Tower compliance status for OUs and accounts.

• An OU is shown as noncompliant only if it has accounts that are noncompliant, regardless of 
where the OU sits in the OU hierarchy.

• If a nested OU is noncompliant, its parent OU is not automatically considered to be 
noncompliant.

• On the OU detail or Account detail page, you can view a list of noncompliant resources that may 
be causing your OUs or accounts to show a non-compliant status.
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Nested OUs and drift

In certain situations, drift can prevent the registration of nested OUs.

Expectations for drift and nested OUs

• You can enable controls on OUs with drifted parents, but not on drifted OUs directly.

• You are allowed to enable detective controls under a drifted OU, as long as it’s not a top-level 
drifted OU.

• Mandatory controls are enabled on top-level OUs only. Mandatory controls are skipped when 
you register a nested OU.

• One mandatory control protects AWS Config resources; therefore, that control must be in a non-
drifted state to register nested OUs. If drifted, AWS Control Tower blocks registration of nested 
OUs.

• If the top-level OU is in drift, the control that protects AWS Config resources may be in drift. 
In this situation, AWS Control Tower blocks any action that requires creation or update of AWS 
Config resources, including application of detective controls.

Nested OUs and controls

When you enable a control on a registered OU, preventive and detective controls have different 
behaviors. For nested OUs, proactive controls behave similarly to detective controls.

Preventive controls

• Preventive controls are enforced on nested OUs.

• Mandatory preventive controls are enforced on all accounts under the OU and its nested OUs.

• Preventive controls affect all accounts and OUs nested under the target OU, even if those 
accounts and OUs are not registered.

Detective and proactive controls

• Nested OUs do not inherit detective or proactive controls automatically; these must be enabled 
separately.

• Detective and proactive controls are deployed only to registered accounts in your landing zone’s 
operating Regions.
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Enabled control states and inheritance

You can view inherited controls for each OU, on the OU details page.

Tip

You can make use of control inheritance to help stay within an OU's SCP quota. For 
example, you can enable a control at the top-level OU of an OU hierarchy, instead of 
enabling directly for a nested OU.

Inherited status

• The status Inherited indicates that the control is enabled by inheritance only, and it has not been 
applied directly to the OU.

• The status Enabled means the control is enforced on this OU, regardless of its state on other 
OUs.

• The status Failed means the control is not enforced on this OU, regardless of its state on other 
OUs.

Note

The status Inherited indicates that the control was applied to an OU higher in the tree, and 
it is enforced on this OU, but it was not added directly to this OU.

If your landing zone is not the current version

Each row in the Enabled controls table represents one enabled control on one, individual 
OU.

Nested OUs and the root

The root is not an OU, and it cannot be registered or re-registered. You also can’t create accounts 
directly in the root. The root cannot be noncompliant or have a lifecycle state, such as registered or
in drift.
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However, the root is the top-level container for all accounts and OUs. In the context of nested OUs, 
it is the node under which all other OUs are nested.

Register an existing organizational unit with AWS Control 
Tower

An efficient way to bring multiple, existing AWS accounts into AWS Control Tower is to extend 
governance by AWS Control Tower to an entire organizational unit (OU).

To enable AWS Control Tower governance over an existing OU that was created with AWS 
Organizations, and its accounts, register the OU with your AWS Control Tower landing zone. You 
can register OUs that contain up to 300 accounts. If an OU contains more than 300 accounts, you 
cannot register it in AWS Control Tower.

When you register an OU, its member accounts are enrolled into the AWS Control Tower landing 
zone. They are governed by the controls that apply to their OU.

Note

If you don't already have an AWS Control Tower landing zone, start by setting up a landing 
zone, either in a new organization created by AWS Control Tower, or in an existing AWS 
Organizations organization. For more details about how to set up a landing zone, see
Getting started with AWS Control Tower.

What happens to my accounts when I register my OU?

AWS Control Tower requires permission to establish trusted access between AWS CloudFormation 
and AWS Organizations on your behalf, so that AWS CloudFormation can deploy your stack to the 
accounts in your organization automatically.

• The AWSControlTowerExecution role is added to all accounts with status Not enrolled.

• Mandatory controls are enabled by default to your OU and all its accounts when you register 
your OU.

Partial enrollment of accounts after an OU is registered
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It's possible to register an OU successfully, yet certain accounts may remain unenrolled. If so, these 
accounts do not meet some of the prerequisites for enrollment. If an account enrollment as part 
of the Register OU process does not succeed, the account status on the accounts page shows
Enrollment failed. You may also see account information on your OU page such as 4 of 5, in the 
accounts field.

For example, if you see 4 of 5, it means that your OU has 5 accounts in total, and 4 of them 
enrolled successfully, but one account failed to enroll during the Register OU process. You can 
choose Re-Register OU to bring accounts into enrollment, after you make sure the accounts meet 
the enrollment prerequisites.

IAM user prerequisites for registering an OU

Your AWS Identity and Access Management (IAM) identity (user or role) or IAM Identity Center user 
identity must be included on the appropriate Account Factory portfolio when you perform the
Register OU operation, even if you already have Admin permissions. Otherwise, the creation of the 
provisioned products will fail during registration. Failure occurs because AWS Control Tower relies 
upon the credentials of the IAM user or IAM Identity Center user identity when registering an OU.

The relevant portfolio is one created by AWS Control Tower, called AWS Control Tower Account 
Factory Portfolio. Navigate to it by choosing Service Catalog > Account Factory > AWS Control 
Tower Account Factory Portfolio. Then select the tab called Groups, roles, and users to view 
your IAM or IAM Identity Center identity. For more information on how to grant access, see the 
documentation for AWS Service Catalog.

Register an existing OU

In the AWS Control Tower console, on the Organization page, you can view all of of your 
organization's OUs and accounts in a hierarchy, including OUs that are registered with AWS Control 
Tower, and those that are not registered.

In general, unregistered OUs were created in AWS Organizations, and they are not governed by 
any other landing zone. You can register existing OUs that contain up to 300 accounts. If an OU 
contains more than 300 accounts, you cannot register it in AWS Control Tower.

To register an existing OU

1. Sign in to the AWS Control Tower console at https://console.aws.amazon.com/controltower.

2. In the left-pane navigation menu, choose Organization.
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3. On the Organization page, select the radio button next to the OU you want to register, then 
select Register organizational unit from the Actions dropdown menu at the upper right, or 
alternatively, select the name of the OU so you can view the OU details page for that OU.

4. On the OU details page, at the upper right you can select Register OU from the Actions
dropdown menu.

The registration process takes a minimum of 10 minutes to extend governance to the OU, and up 
to 2 additional minutes for each additional account.

Results of registering an existing OU

After you register an existing OU, the AWSControlTowerExecution role allows AWS Control 
Tower to extend governance to its individual accounts. Guardrails are enforced, and information 
about account activities is reported to your audit and logging accounts.

Other results include the following:

• AWSControlTowerExecution allows auditing by the AWS Control Tower audit account.

• AWSControlTowerExecution helps you configure your organization’s logging, so that all the 
logs for every account are sent to the logging account.

• AWSControlTowerExecution ensures that your selected AWS Control Tower controls apply 
automatically to every individual account in your OUs, as well as to every new account you create 
in AWS Control Tower.

For a registered OU, you can provide compliance and security reports based on the auditing and 
logging features embodied by AWS Control Tower controls. Your security and compliance teams 
can verify that all requirements are met, and that no organizational drift has occurred. For more 
information about drift, see Detect and resolve drift in AWS Control Tower.

Note

One unusual situation can occur when AWS Control Tower displays OUs and their accounts. 
If you have created an account in a registered OU and then you subsequently move 
that enrolled account into another OU that’s not registered, particularly if you use AWS 
Organizations to move the account, you can see a result “1 of 0” accounts in your OU 
details page. Furthermore, you may have created another unenrolled account in that 
unregistered OU. If there’s an unregistered account, the console may read “1 of 1” for the 

Register an existing OU 325



AWS Control Tower User Guide

OU. It will seem that the single (newly created) account is enrolled, but in fact it is not. You 
must enroll the new account.

Create a new OU

To create a new OU in AWS Control Tower

1. Navigate to the Organization page.

2. Select Create organizational unit from the Create resources dropdown menu in the upper 
right.

3. Specify a name in the OU name field.

4. In the Parent OU dropdown, you can see the hierarchy of registered OUs. Select a parent OU for 
the new OU you’re creating.

5. Choose Add.

Tip

To add a nested OU in fewer steps, select the name of the parent OU shown in the table on 
the Organization page, view the OU page for that parent OU, and then choose Add an OU
from the Actions dropdown menu in the upper right. The new OU is created as a nested OU 
under your selected OU, automatically.

Note

If your landing zone is not up to date, you will see a flat list instead of a hierarchy in the 
dropdown menu. Even if your landing zone includes nested OUs, you will not see L5 
OU’s in the dropdown, because you cannot create a new OU beneath a L5 OU. For more 
information about nested OUs in AWS Control Tower, see Nested OUs in AWS Control 
Tower.
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Common causes of failure during registration or re-registration

If registration (or re-registration) of an OU or any of its member accounts fails, you can download 
a file containing a detailed report that shows which pre-checks did not pass. You can complete the 
download by choosing the Download button, which appears at the upper right of the registration 
area.

This section lists the types of errors you may receive if pre-checks fail, and how to correct the 
errors.

In general, when you register or re-register an OU, all accounts within that OU are enrolled in AWS 
Control Tower. However, it is possible that some accounts may fail to enroll, even if the OU as a 
whole is registered successfully. In these cases, you must resolve the pre-check failure related to 
the account and then try re-enrolling that account or OU.

Landing Zone error

• Landing zone not ready

Repair your current landing zone, or update it to the latest version.

OU errors

• Exceeds maximum number of SCPs

You may be over the limit for service control policies (SCPs) per OU, or you may have reached 
another quota. A limit of 5 SCPs per OU applies to all OUs in your AWS Control Tower landing 
zone. If you have more SCPs than the quota allows, you must delete or combine the SCPs.

• Conflicting SCPs

Existing SCPs may be applied to the OU or account, which prevent AWS Control Tower from 
enrolling the account. Check the applied SCPs for any policy that may prevent AWS Control 
Tower from working. Be sure to check the SCPs that are inherited from OUs higher in the 
hierarchy.

• Exceeds stack set quota

The stack set quota may have been exceeded. If you have more instances than the quota allows, 
you must delete some stack instances. For more information, see AWS CloudFormation quotas in 
the AWS CloudFormation User Guide.
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• Exceeds account limit

AWS Control Tower limits each OU to 300 accounts during registration.

Account errors

• Pre-checks prevented on accounts

An existing SCP on the OU prevents AWS Control Tower from conducting pre-checks on your OU 
member accounts. To resolve this pre-check failure, update or remove the SCP from the OU.

• Email address error

The email address you specified for the account does not conform to the naming standards. Here 
is the regular expression (regex) that specifies which characters are allowed: [A-Z0-9a-z._%
+-]+@[A-Za-z0-9.-]+[.]+[A-Za-z]+

• Config recorder or delivery channel enabled

The account may have an existing AWS Config configuration recorder or delivery channel. These 
must be deleted or modified through the AWS CLI in all AWS Regions where the AWS Control 
Tower management account has governed resources, before you can enroll an account.

• STS disabled

AWS Security Token Service (AWS STS) may be disabled in the account. AWS STS endpoints must 
be activated in the accounts for all Regions supported by AWS Control Tower.

• IAM Identity Center conflict

The AWS Control Tower home Region is not the same as the AWS IAM Identity Center (IAM 
Identity Center) Region. If IAM Identity Center is already set up, the AWS Control Tower home 
region must be the same as the IAM Identity Center Region.

• Conflicting SNS topic

The account has an Amazon Simple Notification Service (Amazon SNS) topic name that AWS 
Control Tower needs to use. AWS Control Tower creates resources (such as SNS topics) with 
specific names. If these names are already taken, AWS Control Tower setup fails. This situation 
could occur if you are reusing an account previously enrolled in AWS Control Tower.

• Suspended account detected
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This account has been suspended. It cannot be enrolled into AWS Control Tower. Remove the 
account from this OU, and try again.

• IAM user not in portfolio

Add the AWS Identity and Access Management (IAM) user to the Service Catalog portfolio before 
registering your OU. This error pertains to the management account only.

• Account does not meet prerequisites

The account doesn’t meet prerequisites for account enrollment. For example, the account may be 
missing roles and permissions required to enroll it in AWS Control Tower. Instructions for adding 
a role are available in Manually add the required IAM role to an existing AWS account and enroll 
it.

As a reminder, AWS CloudTrail is auto-enabled on all of your AWS accounts when you enroll 
them in AWS Control Tower. If CloudTrail is enabled on an account previous to enrollment, you 
could experience double-billing unless you deactivate CloudTrail before you begin the enrollment 
process.

Update organizations

The quickest way to update an organizational unit (OU) or to update multiple accounts within an 
OU is to Re-register the OU.

When to update AWS Control Tower OUs and accounts

When you perform a landing zone update, you must update your enrolled accounts to apply new 
controls to those accounts.

• You can perform an update to all accounts under an OU using the Re-Register option.

• If you have more than one registered OU in your landing zone, re-register all of your OUs to 
update all of your accounts.

• To update a single account, you can update from the AWS Control Tower console, or you can 
select the Update provisioned product option in AWS Service Catalog. See Update the account 
in the console.
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Update multiple accounts in the same OU

To update multiple accounts in one OU, with one action

1. Sign in to the AWS Control Tower console at https://console.aws.amazon.com/controltower.

2. In the left-pane navigation menu, choose Organization .

3. On the Organization page, choose any OU to view the OU details page.

4. Under Actions in the upper right, select Re-Register OU.

Repeat these steps for each OU in your AWS Control Tower organization, if you need to update all 
of your accounts and OUs.

Alternatively, you can select any account that shows a status of Update available and then choose
Update account for as many accounts as needed.

What happens during re-registration

When you re-register an OU:

• The State field indicates whether the account currently is enrolled with AWS Control Tower 
(Enrolled), whether the account has never been enrolled (Not enrolled), or whether enrollment 
failed previously (Enrollment failed).

• When you re-register the OU, the AWSControlTowerExecution role is added to all accounts 
with status Not enrolled or Enrollment failed.

• AWS Control Tower creates a single sign-on (IAM Identity Center) login for those new enrolled 
accounts.

• Enrolled accounts are re-enrolled into AWS Control Tower.

• Drift on any preventive controls applied to the OU is fixed, because the SCPs are returned to their 
default definitions.

• All accounts are updated to reflect the latest landing zone changes.

For more information, see Enroll an existing AWS account.
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Tip

When you re-register an OU, or when you're updating your landing zone version and 
multiple member accounts, you may see a failure message mentioning the StackSet-
AWSControlTowerExecutionRole. This StackSet in the management account can fail 
because the AWSControlTowerExecution IAM role already exists in all enrolled member 
accounts. This error message is expected behavior, and it can be disregarded.

Update a single account

You can update individual AWS Control Tower accounts in the AWS Control Tower console, or in the 
Service Catalog console.

To update a single account in the AWS Control Tower console, see Update the account in the 
console.

To update a single account in AWS Service Catalog

1. Go to AWS Service Catalog.

2. In the left-pane navigation menu, choose Provisioned products.

3. On the Provisioned products page, select the radio button next to the provisioned product 
you want to update.

4. In the upper right, choose the Actions dropdown to Update.

To learn more about updating in AWS Service Catalog, see Update the provisioned product and
Updating products in the Service Catalog Administrator Guide.
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About controls in AWS Control Tower

A control is a high-level rule that provides ongoing governance for your overall AWS environment. 
It's expressed in plain language. AWS Control Tower implements preventive, detective, and proactive
controls that help you govern your resources and monitor compliance across groups of AWS 
accounts.

A control applies to an entire organizational unit (OU), and every AWS account within the OU is 
affected by the control. Therefore, when users perform work in any AWS account in your landing 
zone, they're always subject to the controls that are governing their account's OU.

Note

We are transitioning our terminology to align better with industry usage and with other 
AWS services. During this time, you may see the previous term, guardrail, as well as the 
new term, control, in our documentation, console, blogs, and videos. These terms are 
synonymous for our purposes.

The purpose of controls

Controls assist you to express your policy intentions. For example, if you enable the detective 
control Detect Whether Public Read Access to Amazon S3 Buckets is Allowed on an OU, you 
can determine whether an entity (such as a user) would be permitted to have read access over the 
internet to any Amazon S3 buckets, for any accounts under that OU.

Control behavior and guidance

Controls are categorized according to their behavior and their guidance.

The behavior of each control is one of preventive, detective, or proactive. Control guidance refers to 
the recommended practice for how to apply each control to your OUs. The guidance of a control is 
independent of whether its behavior is preventive, detective, or proactive.
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Control behavior

• Preventive – A preventive control ensures that your accounts maintain compliance, because 
it disallows actions that lead to policy violations. The status of a preventive control is either
enforced or not enabled. Preventive controls are supported in all AWS Regions.

• Detective – A detective control detects noncompliance of resources within your accounts, such 
as policy violations, and provides alerts through the dashboard. The status of a detective control 
is either clear, in violation, or not enabled. Detective controls apply only in those AWS Regions 
supported by AWS Control Tower.

• Proactive – A proactive control scans your resources before they are provisioned, and makes sure 
that the resources are compliant with that control. Resources that are not compliant will not 
be provisioned. Proactive controls are implemented by means of AWS CloudFormation hooks, 
and they apply to resources that would be provisioned by AWS CloudFormation. The status of a 
proactive control is PASS, FAIL, or SKIP. For more information about AWS CloudFormation hooks, 
see Characteristics of hooks in the AWS CloudFormation documentation.

Implementation of control behavior

• The preventive controls are implemented using Service Control Policies (SCPs), which are part of 
AWS Organizations.

• The detective controls are implemented using AWS Config rules.

• The proactive controls are implemented using AWS CloudFormation hooks.

• Certain mandatory controls are implemented by means of a single SCP that performs multiple 
actions, rather than as unique SCPs. Therefore, the same SCP is shown in the control reference, 
under each mandatory control to which that SCP applies.

• The integrated, detective Security Hub controls are implemented using AWS Config rules, 
similarly to all Security Hub controls. These controls are owned by the Service-Managed 
Standard: AWS Control Tower, which is part of Security Hub.

Control guidance

AWS Control Tower provides three categories of guidance: mandatory, strongly recommended, and
elective controls.

• Mandatory controls are always enforced in your landing zone. You cannot turn them off for any 
OU.
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• Strongly recommended controls are designed to enforce some common best practices for well-
architected, multi-account environments. These controls apply at the OU level, for all accounts in 
that OU.

• Elective controls enable you to track or lock down actions that are commonly restricted in an 
AWS enterprise environment. These controls apply at the OU level, for all accounts in that OU.

Defaults: When you create a new landing zone, AWS Control Tower enables all mandatory controls 
by default and applies them to your top-level OUs. When you extend governance to an OU, AWS 
Control Tower applies mandatory controls to the OU by default. Strongly recommended and 
elective controls are not enabled by default.

Considerations for controls and OUs

When working with controls and OUs, consider the following properties:

Controls, landing zones, and OUs

• After you create your landing zone, all resources in your landing zone are subject to controls. For 
example, certain controls apply to Amazon S3 buckets.

• OUs created through AWS Control Tower have mandatory controls applied to them 
automatically. Optional controls are applied at the discretion of administrators.

• OUs created outside of an AWS Control Tower landing zone (such as, unregistered OUs created 
in AWS Organizations) are displayed in the AWS Control Tower console, but AWS Control Tower 
controls do not apply to those OUs, unless they become registered OUs.

• Regarding nested OUs, preventive controls enabled on any OUs higher in the tree will apply to 
unregistered OUs in that tree.

• When you enable controls on an organizational unit (OU) that is registered with AWS Control 
Tower, preventive controls apply to all member accounts under the OU, enrolled and unenrolled. 
Detective controls apply to enrolled accounts only.

For more information about how controls are applied to nested OUs, in AWS Control Tower, see
Nested OUs and controls.
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Exception to controls for the management account

The root user and any administrators in the management account can perform work that controls 
would otherwise deny. This exception is intentional. It prevents the management account from 
entering into an unusable state. All actions taken within the management account continue to be 
tracked in the logs contained within the log archive account, for purposes of accountability and 
auditing.

Considerations for controls and accounts

When working with controls and accounts, consider the following properties:

Controls and accounts

• Accounts created through the Account Factory in AWS Control Tower inherit the controls of the 
parent OU, and the associated resources are created.

• Accounts created outside of an AWS Control Tower landing zone do not inherit AWS Control 
Tower controls. These are called  unenrolled accounts.

• Accounts created outside of AWS Control Tower won't inherit controls in AWS Control Tower until 
you enroll them. However, these unenrolled accounts are displayed in AWS Control Tower.

Accounts inherit controls from an OU upon enrollment in that OU.

• An OU can contain enrolled or unenrolled member accounts.

• Controls do not apply to an unenrolled account unless it becomes a member account of a 
registered AWS Control Tower OU. In that case, preventive controls for the OU will apply to the 
unenrolled account. Detective controls will not apply.

• When you enable optional controls, AWS Control Tower creates and manages certain additional 
AWS resources in your accounts. Do not modify or delete resources created by AWS Control 
Tower. Doing so could result in the controls entering an unknown state. For more information, 
see The AWS Control Tower controls library.

• When you move an account from one OU to another, the controls from the previous OU are not 
removed. If you enable any new hook-based control on the destination OU, the old hook-based 
control is removed from the account, and the new control replaces it. Controls implemented with 
SCPs and AWS Config rules always must be removed manually when an account changes OUs.
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View control details

To view details about an individual control in the console, select the name of the control from the 
table on the Controls page.

To view more details about an individual control in the AWS Control Tower User Guide, see Tables 
of control metadata. For each control, the API controlIdentifer for each Region is available, along 
with the framework and objective. Certain additional information is available only in the console, 
as described in the next sections.

In each Control details page of the console, you can find the following details for each control:

• Name – The name of the control.

• Control objective – The pre-defined objective that this control helps you enforce. See the List of 
control objectives.

• Service – The AWS service to which this control applies.

• Control owner – The AWS service that owns and maintains this control.

• Behavior – A control's behavior is set to preventive, detective, or proactive.

• Implementation – The underlying implementation method for this control, such as SCP, AWS 
Config managed rule, or AWS CloudFormation hook.

• Resource – The AWS resource that is monitored or affected by this control.

• Framework – The industry-standard compliance framework that this control helps to enforce, for 
example, NIST 800-53 Rev 5.

• Control ID – A unique identifier assigned to each control. This identifier is part of a classification 
system for the controls.

• API controlIdentifier – This identifier is needed when calling the AWS Control Tower APIs.

• Guidance – The guidance is either mandatory, strongly recommended, or elective.

• Severity – The relative risk associated with any violation of this control.

• Release date –The date the control became available.

The status of the Region deny control is shown as a separate entry.

Other information may appear on the Control details page, including these:

• Description – A brief description of the control and its function.
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• Remediation message – Suggestions for what to change if your AWS CloudFormation hook 
control returns a FAIL status.

• Remediation samples  – Examples showing configurations that can return a PASS or FAIL result 
for your AWS CloudFormation hook control.

• Usage considerations – Additional information about how to apply this control or about the 
resources it can affect.

• The Gherkin artifact – The Gherkin is a readable specification for the AWS CloudFormation hook 
controls, showing requirements for tests that cause PASS, FAIL, or SKIP results to be returned.

To view a control artifact

Each control is implemented by one or more artifacts. These artifacts can include a baseline AWS 
CloudFormation template, a service control policy (SCP) to prevent account-level configuration 
changes or activity that may create configuration drift, and AWS Config Rules to detect account-
level policy violations.

To view a control's artifact, select the Artifact tab to view the Service control policy (SCP), AWS 
Config rule, or AWS CloudFormation policy template on the Control details page.

List of control objectives

Each control enforces one of these objectives. Sometimes controls must be applied in a group so 
that the control objective is enforced. Information about related controls is viewable in the AWS 
Control Tower console, on the Control details page.

Control objectives

For more information about controls and their associated control objectives, see Tables of control 
metadata.

• CO.1 Establish logging and monitoring

• CO.2 Encrypt data at rest

• CO.3 Encrypt data in transit

• CO.4 Protect data integrity

• CO.5 Enforce least privilege

• CO.6 Limit network access
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• CO.7 Optimize costs

• CO.8 Improve resiliency

• CO.9 Improve availability

• CO.10 Protect configurations

• CO.11 Prepare for incident response

• CO.12 Manage vulnerabilities

• CO.13 Manage secrets

• CO.14 Prepare for disaster recovery

• CO.15 Use strong authentication

Resource identifiers for APIs and controls

Each control in AWS Control Tower has a unique identifier for use with the control APIs. A different 
identifier is given for each Region in which AWS Control Tower operates. The identifier for each 
control is shown in the API controlIdentifier field, on the Control details page in the AWS Control 
Tower console, and in the Tables of control metadata.

Note

This identifier is distinct from the ControlID field, which is a classification system for 
controls.

View the control identifiers for all controls

To view the tables of control metadata, including the controlIdentifier ARN for each control 
and Region, see Tables of control metadata. The tables also include the identifiers for Security Hub 
controls that are part of the AWS Security Hub Service-Managed Standard:AWS Control Tower.

View control identifiers in the console

To view the control identifiers and other details about AWS Control Tower controls in the console, 
navigate to the Control details page in the AWS Control Tower console. You can find the identifier 
in the API controlIdentifier field.
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Example forms of Identifiers

When you look in the AWS Control Tower console, here are examples of identifiers you may 
see.

• Security Hub example API controlIdentifier: arn:aws:controltower:us-
east-1::control/OOTDCUSIKIZZ

• Legacy control example API controlIdentifier: arn:aws:controltower:us-
east-1::control/AWS-GR_LOG_GROUP_POLICY

• Proactive control example API controlIdentifier: arn:aws:controltower:us-
east-1::control/EHSOKSSMVFWF

Older controls (legacy controls) include the name of the control in the ARN, but newer 
controls have a different identifier, and that is expected.
Old example: arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDTRAIL_CHANGE_PROHIBITED
New example: arn:aws:controltower:us-east-1::control/WTDSMKDKDNLE

The following list contains the API controlIdentifier designations of the (legacy) Strongly 
recommended and Elective, preventive and detective, controls that are owned by AWS Control 
Tower, including the elective Data residency controls. Mandatory controls cannot be deactivated 
by the control APIs.

Each item in the list that follows serves as a link, which provides more information about these 
individual (legacy) controls that are owned by AWS Control Tower, as given in The AWS Control 
Tower controls library.

Designations for legacy Elective controls

• arn:aws:controltower:REGION::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:REGION::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:REGION::control/AWS-
GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:REGION::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:REGION::control/AWS-GR_IAM_USER_MFA_ENABLED

Resource identifiers for APIs and controls 339

https://docs.aws.amazon.com/controltower/latest/userguide/elective-controls.html#log-archive-encryption-enabled
https://docs.aws.amazon.com/controltower/latest/userguide/elective-controls.html#log-archive-access-enabled
https://docs.aws.amazon.com/controltower/latest/userguide/elective-controls.html#log-archive-policy-changes
https://docs.aws.amazon.com/controltower/latest/userguide/elective-controls.html#log-archive-policy-changes
https://docs.aws.amazon.com/controltower/latest/userguide/elective-controls.html#log-archive-retention-policy
https://docs.aws.amazon.com/controltower/latest/userguide/elective-controls.html#disallow-access-mfa


AWS Control Tower User Guide

• arn:aws:controltower:REGION::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:REGION::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:REGION::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:REGION::control/AWS-GR_S3_VERSIONING_ENABLED

Designations for legacy Data residency controls (elective)

• arn:aws:controltower:REGION::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:REGION::control/AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:REGION::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:REGION::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:REGION::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:REGION::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:REGION::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:REGION::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:REGION::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:REGION::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:REGION::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:REGION::control/AWS-
GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:REGION::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:REGION::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:REGION::control/AWS-
GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:REGION::control/AWS-
GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:REGION::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

Designations for legacy Strongly recommended controls

• arn:aws:controltower:REGION::control/AWS-GR_ENCRYPTED_VOLUMES
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• arn:aws:controltower:REGION::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:REGION::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:REGION::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:REGION::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:REGION::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:REGION::control/AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:REGION::control/AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:REGION::control/AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:REGION::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:REGION::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:REGION::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:REGION::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:REGION::control/AWS-
GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

Controls that cannot be changed with the AWS Control Tower APIs

The following controls cannot be activated or deactivated by means of the AWS Control Tower 
APIs. Except for the Region deny control, all of these are mandatory controls. In general, 
mandatory controls cannot be deactivated. The Region deny control must be changed in the 
console.

• AWS-GR_REGION_DENY

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• AWS-GR_CLOUDTRAIL_ENABLED

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY
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• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• AWS-GR_CONFIG_ENABLED

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• AWS-GR_LOG_GROUP_POLICY

• AWS-GR_SNS_CHANGE_PROHIBITED

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• AWS-GR_ENSURE_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

Find identifiers for OUs

For more information about how to find the resource identifier for an OU and its resources, see
Resource types defined by AWS Organizations.

To learn more about how to get information from an OU, see the AWS Organizations API 
Reference.

Note

The control State and status information is available in the console only. It is not available 
from the public API. To view the status of a control, navigate to the Control details page in 
the AWS Control Tower console.

Control API examples

Each control in AWS Control Tower has a unique identifier for use with the control APIs. The 
identifier for each control is shown in the API controlIdentifier field, on the Control details page 
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in the AWS Control Tower console. This identifier is distinct from the ControlID field, which is a 
classification system for controls.

Note

When you invoke EnableControl on an account or OU, the operationIdentifier
value is returned by means of ListEnabledControls or GetEnabledControl even if 
the enable operation fails. In the AWS Control Tower console, you can determine whether 
the EnableControl operation was successful, by verifying that the control is enabled 
on the account or OU. Programatically, you can track the status of the EnableControl
operation with the GetControlOperation API command, by passing it the value of
operationIdentifier as shown in an example that follows.

EnableControl

For more information about this API operation, see EnableControl.

Example input for EnableControl:

This example shows how to specify the control you wish to enable, and activate that control for the 
target OU that you identify.

{ 
        controlIdentifier: "arn:aws:controltower:us-west-2::control/AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED", 
        targetIdentifier: "arn:aws:organizations::123456789123:ou/o-kg8aXXXXXX/ou-prlj-
a5kXXXXX" 
        }

Example output for EnableControl:

As an example of how to use this output parameter, you can pass the operationIdentifier
parameter as an input to the GetControlOperation API, to track the status of your EnableControl
task.

{ 
    "operationIdentifier":"e2bXXXXX-6cab-XXXX-bde7-XX0c6fXXXXXX"  
} 
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Example CLI command:

aws controltower enable-control \
--control-identifier arn:aws:controltower:us-west-2::control/AWS-
GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED \
--target-identifier arn:aws:organizations::123456789123:ou/o-qnilXXXXXX/ou-vwxu-
qqlXXXXX \
--region us-west-2

DisableControl

For more information about this API operation, see DisableControl.

Example input for DisableControl:

{ 
    controlIdentifier: "arn:aws:controltower:us-west-2::control/AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED", 
    targetIdentifier: "arn:aws:organizations::123456789123:ou/o-kg8aXXXXXX/ou-prlj-
a5kXXXXX"
}

Example output for DisableControl:

{  
    "operationIdentifier":"e2bXXXXX-8xai-XXXX-bde7-XX0c6fXXXXXX"  
}

GetControlOperation

For more information about this API operation, see GetControlOperation.

Example input for GetControlOperation:

When you give an operationIdentifier as input, you receive a status message as output.

{ 
    operationIdentifier: "e2bXXXXX-6cab-XXXX-bde7-XX0c6fXXXXXX"
}
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Example output for GetControlOperation:

{  
    "ControlOperationStatus":{ 
        "OperationType": "ENABLE_CONTROL",  
        "StartTime": "2022-02-02T20:52:08.034Z",  
        "Status": "IN_PROGRESS"  
    }  
}

Example output for GetControlOperation:

{ 
    "ControlOperationStatus": { 
        "EndTime": "2022-04-28T19:36:31Z", 
        "OperationType": "DISABLE_CONTROL", 
        "StartTime": "2022-04-28T19:35:00Z", 
        "Status": "SUCCEEDED" 
    }
}

{ 
    "ControlOperationStatus": { 
        "EndTime": "2022-04-28T19:36:31Z", 
        "OperationType": "DISABLE_CONTROL", 
        "StartTime": "2022-04-28T19:35:00Z", 
        "Status": "FAILED", 
        "StatusMessage": "AWS Control Tower cannot add the SCP because the IAM 
 user or role does not have permission to perform the requested operation in AWS 
 Organizations. To continue, update your access permissions for AWS Organizations. For 
 more information, see Access Management in the IAM User Guide." 
    }
}

GetEnabledControl

For more information about this API operation, see GetEnabledControl.

Example for GetEnabledControl

aws controltower get-enabled-control --enabled-control-identifier 
 arn:aws:controltower:us-east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57{ 
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    "enabledControlDetails": { 
        "arn": "arn:aws:controltower:us-
east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57", 
        "controlIdentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_EBS_OPTIMIZED_INSTANCE", 
        "targetIdentifier": "arn:aws:organizations::123456789012:ou/o-ct7amci1en/ou-
slfp-nay7ybhu", 
        "targetRegions": [ 
            { 
                "name": "eu-north-1" 
            }, 
            { 
                "name": "eu-west-2" 
            } 
        ], 
        "statusSummary": { 
            "status": "SUCCEEDED", 
            "lastOperationIdentifier": "12e51344-a73a-439a-8477-fb3cd7f8b410" 
        }, 
        "driftStatusSummary": { 
            "driftStatus": "NOT_CHECKING" 
        } 
    }
}

ListEnabledControls

For more information about this API operation, see ListEnabledControls.

Example input for ListEnabledControls:

This example shows how to specify the target OU as input, so you can receive a list of controls as 
output.

{ 
    targetIdentifier: "arn:aws:organizations::123456789123:ou/o-kg8aXXXXXX/ou-prlj-
a5kXXXXX", 
    nextToken: "bde7-XX0c6fXXXXXX", 
    maxResults: 2
}

Example output for ListEnabledControls:
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{ 
    "enabledControls": [ 
        { 
            "controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED" 
        }, 
        { 
            "controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-
GR_RESTRICT_ROOT_USER" 
        } 
    ], 
    "nextToken": "e2bXXXXX-6cab-XXXX"
} 

This example shows a larger set of returned values for ListEnabledControls.

aws controltower list-enabled-controls --target-identifier 
 arn:aws:organizations::072569612342:ou/o-yy67i3pfv2/ou-slt4-fl6mi3bd --max-items 3
{ 
    "enabledControls": [ 
        { 
            "arn": "arn:aws:controltower:us-west-2::enabledcontrol/
SOME_ENABLED_CONTROL", 
            "controlIdentifier": "arn:aws:controltower:us-west-2::control/
SOME_CONTROL", 
            "targetIdentifier": "arn:aws:organizations::072569612342:ou/o-yy67i3pfv2/
ou-slt4-fl6mi3bd", 
            "statusSummary": { 
                "status": "SUCCEEDED", 
                "lastOperationIdentifier": "12e51344-a73a-439a-8477-fb3cd7f8b410" 
            }, 
            "driftStatusSummary": { 
                "driftStatus": "NOT_CHECKING" 
            } 
        }, 
        { 
            "arn": "arn:aws:controltower:us-west-2::enabledcontrol/
OTHER_ENABLED_CONTROL", 
            "controlIdentifier": "arn:aws:controltower:us-west-2::control/
OTHER_CONTROL", 
            "targetIdentifier": "arn:aws:organizations::072569612342:ou/o-yy67i3pfv2/
ou-slt4-fl6mi3bd", 
            "statusSummary": { 
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                "status": "FAILED", 
                "lastOperationIdentifier": "12e51344-a73a-439a-8477-fb3cd7f8b410" 
            }, 
            "driftStatusSummary": { 
                "driftStatus": "UNKNOWN" 
            } 
        }, 
        { 
            "arn": "arn:aws:controltower:us-west-2::enabledcontrol/
ANOTHER_ENABLED_CONTROL", 
            "controlIdentifier": "arn:aws:controltower:us-west-2::control/
ANOTHER_CONTROL", 
            "targetIdentifier": "arn:aws:organizations::072569612342:ou/o-yy67i3pfv2/
ou-slt4-fl6mi3bd", 
            "statusSummary": { 
                "status": "SUCCEEDED", 
                "lastOperationIdentifier": "12e51344-a73a-439a-8477-fb3cd7f8b410" 
            }, 
            "driftStatusSummary": { 
                "driftStatus": "IN_SYNC" 
            } 
        } 
    ], 
    "nextToken": "eyJuZXh0VG9rZW4iOiBudWxsLCAiYm90b190cnVuY2F0ZV9hbW91bnQiOiAyfQ=="
}

ListTagsForResource

For more information about this API operation, see ListTagsForResource.

Example for ListTagsForResource

aws controltower list-tags-for-resource --resource-arn "arn:aws:controltower:us-
east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57"
{ 
  "TestTagKey": "TestTagValue"
}

TagResource

For more information about this API operation, see TagResource.

Example for TagResource
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aws controltower tag-resource --resource-arn "arn:aws:controltower:us-
east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57"} --tags "TestTagKey=TestTagValue"
{
}

UntagResource

For more information about this API operation, see UntagResource.

Example for UntagResource

aws controltower untag-resource --resource-arn "arn:aws:controltower:us-
east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57" --tag-keys "TestTagKey"
{
}

UpdateEnabledControl

For more information about this API operation, see UpdateEnabledControl.

Change the parameters of a control:

aws controltower update-enabled-control \ 
    --enabled-control-identifier arn:aws:controltower:us-
east-1:01234567890:enabledcontrol/EXAMPLE_NAME \ 
    --parameters '[{"key":"AllowedRegions","value":["us-east-1","us-west-1","us-
west-2","us-east-2"]},{"key":"ExemptedPrincipalArns","value":["arn:aws:iam::*:role/
ReadOnly","arn:aws:sts::*:assumed-role/ReadOnly/*"]},{"key":"ExemptedActions","value":
["logs:DescribeLogGroups","logs:StartQuery","logs:GetQueryResults","cloudwatch:Get*","cloudwatch:Describe*"]}]'

Here's a more readable version of parameters input:

[ 
    { 
        "key": "AllowedRegions", 
        "value": 
        [ 
            "us-east-1", 
            "us-west-1", 
            "us-west-2", 
            "us-east-2" 
        ] 
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    }, 
    { 
        "key": "ExemptedPrincipalArns", 
        "value": 
        [ 
            "arn:aws:iam::*:role/ReadOnly", 
            "arn:aws:sts::*:assumed-role/ReadOnly/*" 
        ] 
    }, 
    { 
        "key": "ExemptedActions", 
        "value": 
        [ 
            "logs:DescribeLogGroups", 
            "logs:StartQuery", 
            "logs:GetQueryResults", 
            "cloudwatch:Get*", 
            "cloudwatch:Describe*" 
        ] 
    }
]

View parameters

You can view the existing parameters for a control with the GetEnabledControl API call.

Example input:

aws controltower get-enabled-control --enabled-control-identifier 
 arn:aws:controltower:us-east-1:01234567890:enabledcontrol/EXAMPLE_NAME \

Example output:

{ 
    "enabledControlDetails": { 
        "arn": "arn:aws:controltower:us-east-1:01234567890:enabledcontrol/
EXAMPLE_NAME", 
        "controlIdentifier": "arn:aws:controltower:us-east-1::control/EXAMPLE_NAME", 
        "targetIdentifier": "arn:aws:organizations::01234567890:ou/o-EXAMPLE/ou-zzxx-
zzx0zzz2", 
        ... 
        ... 
        ... 

View parameters 350



AWS Control Tower User Guide

        "parameters": [ 
            { 
                "key": "ExemptedPrincipalArns", 
                "value": [ 
                    "arn:aws:iam::*:role/ReadOnly" 
                ] 
            }, 
            { 
                "key": "AllowedRegions", 
                "value": [ 
                    "us-east-1", 
                    "us-west-1" 
                ] 
            }, 
            { 
                "key": "ExemptedActions", 
                "value": [ 
                    "logs:DescribeLogGroups", 
                    "logs:StartQuery", 
                    "logs:GetQueryResults" 
                ] 
            } 
        ] 
    }
}

Enable controls with AWS CloudFormation

You can enable controls with AWS CloudFormation, either through the AWS CloudFormation 
console, or through the AWS CLI. This section gives an example of each type.

Each control in AWS Control Tower has a unique identifier for use with the control APIs. The 
identifier for each control is shown in the API controlIdentifier field, on the Control details page 
in the AWS Control Tower console. This identifier is distinct from the ControlID field, which is a 
classification system for controls.

Create the stack through AWS CloudFormation

You can use AWS CloudFormation to help you enable AWS Control Tower controls. Here's an 
example template.

Resources: 
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    TestControl: 
        Type: AWS::ControlTower::EnabledControl 
        Properties: 
            ControlIdentifier: arn:aws:controltower:us-west-2::control/AWS-
GR_RESTRICT_ROOT_USER 
            TargetIdentifier: arn:aws:organizations::123456789012:ou/o-ybfpt9XXXl/ou-
XXXc-nlqXXXXX

To create your stack through the AWS CloudFormation console, edit the template to contain the 
control and target of your choice, then save the template with the file name template.yaml. 
Follow the AWS CloudFormation wizard. When the wizard asks for a template file, enter the 
file you saved as template.yaml. For more information, see Creating a stack on the Amazon 
CloudFormation console.

Note

The limit for EnableControl and DisableControl updates in AWS Control Tower is 10 
concurrent operations.

Create the stack through AWS CloudFormation and the AWS CLI

Here's an example of creating the stack with the CLI.

aws cloudformation create-stack --region us-west-2 --stack-name testControlTower --
template-body "$(cat << TEMPLATE
Resources: 
  TestControl: 
    Type: AWS::ControlTower::EnabledControl 
    Properties: 
      ControlIdentifier: arn:aws:controltower:us-west-2::control/AWS-
GR_RESTRICT_ROOT_USER 
      TargetIdentifier: arn:aws:organizations::123456789012:ou/o-ybfpt9XXXl/ou-XXXc-
nlqXXXXX
TEMPLATE)"

You can also save the example template as a template.yaml file, then upload your file to an 
Amazon S3 bucket. Later, you can provide the URL for the bucket with the --template-url flag.

When you enter your template into the wizard or through the CLI, if the stack is created, it means 
that the control was enabled.
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View the progress of your stack through the AWS CLI:

aws cloudformation describe-stack-events --region us-west-2 --stack-name 
 testControlTower

or

aws cloudformation describe-stacks --region us-west-2 --stack-name testControlTower

Delete the stack through the AWS CLI:

aws cloudformation delete-stack --region us-west-2 --stack-name testControlTower

Configure controls with AWS CloudFormation

The following examples show how to configure controls through AWS CloudFormation templates. 
These examples happen to show Value as a list, but it can be any of several types.

Enable configurable controls with AWS CloudFormation templates

Enable a control with parameters through AWS CloudFormation:

aws cloudformation create-stack \ 
    --stack-name ExampleStack \ 
    --template-body file://ExampleStack.yml \ 
    --region us-east-1

Example templates in YAML and JSON:

Resources: 
  MyExampleControl: 
    Properties: 
      ControlIdentifier: arn:aws:controltower:us-east-1::control/EXAMPLE_NAME 
      TargetIdentifier: arn:aws:organizations::01234567890:ou/o-EXAMPLE/ou-zzxx-
zzx0zzz2 
      Parameters: 
      - Key: AllowedRegions 
        Value: 
        - us-east-1 
        - us-west-1 
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      - Key: ExemptedPrincipalArns 
        Value: 
        - arn:aws:iam::*:role/ReadOnly 
      - Key: ExemptedActions 
        Value: 
        - logs:DescribeLogGroups 
        - logs:StartQuery 
        - logs:GetQueryResults 
    Type: AWS::ControlTower::EnabledControl

{ 
  "Resources": { 
    "MyExampleControl": { 
      "Type": "AWS::ControlTower::EnabledControl",  
      "Properties": { 
        "TargetIdentifier": "arn:aws:organizations::01234567890:ou/o-EXAMPLE/ou-zzxx-
zzx0zzz2",  
        "ControlIdentifier": "arn:aws:controltower:us-east-1::control/EXAMPLE_NAME",  
        "Parameters": [ 
          { 
            "Key": "AllowedRegions",  
            "Value": [ 
              "us-east-1",  
              "us-west-1" 
            ] 
          },  
          { 
            "Key": "ExemptedPrincipalArns",  
            "Value": [ 
              "arn:aws:iam::*:role/ReadOnly" 
            ] 
          },  
          { 
            "Key": "ExemptedActions",  
            "Value": [ 
              "logs:DescribeLogGroups",  
              "logs:StartQuery",  
              "logs:GetQueryResults" 
            ] 
          } 
        ] 
      } 
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    } 
  }
}

Enable controls on an OU from the console

Mandatory and inherited controls are enabled automatically according to an OU's configuration. 
Optional controls can be enabled manually on your OUs, from the console, or by means of the
control APIs. The following procedure describes the steps for enabling controls on an OU, from the 
console.

Important

When you enable optional controls, AWS Control Tower creates and manages AWS 
resources in your accounts. Do not modify or delete resources created by AWS Control 
Tower. Doing so could result in the controls entering an unknown state.

To enable controls in an OU, from the console

1. Using a web browser, navigate to the AWS Control Tower console at https:// 
console.aws.amazon.com/controltower.

2. From the left navigation, choose All Controls.

3. Choose a control that you want to enable; for example, Control: Detect Whether Encryption 
is Enabled for Amazon EBS Volumes Attached to Amazon EC2 Instances. This choice opens 
the control's details page.

4. From Organizational units enabled, choose Enable control on OU.

5. A new page is displayed that lists the names of your OUs. Identify the OU on which you want 
to enable this control.

6. Choose Enable control on OU.

7. Your control is now enabled. It may take several minutes for the change to complete. When it 
does, you'll see that this control is applied to the OU you selected.
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Note

You can enable preventive and detective controls concurrently.

To deactivate controls for an OU, from the console

1. Using a web browser, navigate to the AWS Control Tower console at https:// 
console.aws.amazon.com/controltower.

2. From the left navigation, choose Controls.

3. Choose a control that you want to deactivate; for example, Control: Detect Whether 
Encryption is Enabled for Amazon EBS Volumes Attached to Amazon EC2 Instances. This 
choice opens the control's details page.

4. From the Organizational units enabled tab, select the radio button next to the OU from 
which you want to remove the control.

5. Choose Disable control at the upper right.

6. Your control is now deactivated. It may take several minutes for the change to complete. When 
it does, you'll see that this control is no longer applied to the OU you selected.

Note

The OU Region deny control is a specialized control with parameters. For steps on how to 
enable that control, see Region deny control applied to the OU.

Concurrent deployment for optional controls

When applying optional controls, you can deploy more than one control at a time. For example, 
you can enable Detect Whether MFA for the Root User is Enabled and Detect Whether Public 
Write Access to Amazon S3 Buckets is Allowed, at the same time.

You can apply and remove multiple optional controls without waiting for individual control 
operations to complete, and up to 25 control operations are queued. The only restricted times are 
when AWS Control Tower is in the process of landing zone setup, or while extending governance to 
a new organization.
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Functionality available in the console and with APIs

• Apply and remove different detective controls on the same OU, concurrently.

• Apply and remove different detective controls on different OUs, concurrently.

• Apply and remove the same detective control on multiple OUs, concurrently.

• Apply and remove different preventive controls on the same OU, concurrently.

• Apply and remove different preventive controls on different OUs, concurrently.

• Apply and remove the same preventive control on multiple OUs, concurrently.

• Apply and remove different proactive controls on the same OU, concurrently.

• Apply and remove different proactive controls on different OUs, concurrently.

• Apply and remove the same proactive control on multiple OUs, concurrently.

• You can apply and remove preventive, detective, and proactive controls, concurrently.

When you apply preventive controls to nested OUs, the preventive controls affect all accounts 
and OUs nested under the target OU, even if those accounts and OUs are not registered with AWS 
Control Tower. Preventive controls are implemented using Service Control Policies (SCPs), which are 
part of AWS Organizations. Detective controls are implemented using AWS Config rules. Proactive 
controls are implemented using CloudFormation hooks.

Controls remain in effect for the entire OU, as you create new accounts or make changes to 
your existing accounts, and AWS Control Tower provides a summary report of how each account 
conforms to your enabled controls. For a full list of available controls, see The AWS Control Tower 
controls library.

Controls and compliance

Within AWS Control Tower, compliance refers to the state of a resource, when it is evaluated with 
respect to a deployed detective control, or a drift detection rule. Compliance in AWS Control 
Tower is related to drift — usually, a non-compliant resource is in a state of drift. AWS Control 
Tower controls embody rules of compliance. They help you identify compliant and non-compliant 
resources by helping identify drift.

When AWS Control Tower evaluates the compliance of resources, it reports the compliance results 
at the OU, account, and control levels. This section describes compliance status in detail, for 
controls, OUs, and accounts.
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Compliance reporting is intended to let cloud administrators know when the resources associated 
with the accounts in their organization are compliant with established policies. When the resources 
are in compliance, builders can provision new AWS accounts quickly in a few clicks.

When we talk about compliance in AWS Control Tower, we do not intend the same meaning as 
compliance with governmental regulations, such as data privacy or health information standards. 
However, AWS Control Tower can assist your organization to comply with many governmental 
regulations, sometimes referred to as frameworks.

• For more information about how AWS Control Tower helps you maintain compliance with 
governmental regulations and industry standards, see Compliance Validation.

• For more information about how you can verify AWS Control Tower resource compliance during 
AWS CloudFormation stack creation, see this blog post, How AWS Control Tower users can 
proactively verify compliance in AWS CloudFormationstacks.

For ongoing governance, administrators can enable pre-configured controls—clearly defined rules 
for security, operations, and compliance. These controls can:

• Prevent deployment of resources that don’t conform to policies (by means of preventive 
controls, implemented with SCPs, or by means of proactive controls, implemented with AWS 
CloudFormation hooks).

• Continuously monitor deployed resources for nonconformance (by means of detective controls, 
implemented with AWS Config rules).

Examples of compliance rules (controls) in AWS Control Tower:

• Detect Whether Public Write Access to Amazon S3 Buckets is Allowed

• Detect Whether Unrestricted Incoming TCP Traffic is Allowed

Examples of governmental compliance regulations (frameworks):

• The U.S. Health Insurance Portability and Accountability Act of 1996 (HIPAA)

• The European Union’s General Data Protection Regulation of 2016 (GDPR)
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How can administrators review compliance?

Compliance with detective controls is determined according to data retrieved from the AWS Config 
aggregator in the AWS Control Tower Audit account. You can review compliance status in the 
AWS Control Tower console, by subscribing to SNS topics that send email messages to the Audit 
account, or both.

Detective control status

To view the compliance status of detective controls in the AWS Control Tower console, select
Controls in the left navigation, choose the control name from the controls table, and then scroll to 
the Accounts section on that control details page. Accounts may show a control compliance status 
of Unknown if any detective controls are misconfigured. For example, status Unknown often can 
appear due to account drift, such as Moved account drift. The Unknown status also can appear as 
a result of SCP drift.

Note

AWS Control Tower displays the compliance status of all AWS Config rules deployed into 
organizational units registered with AWS Control Tower, including rules that were activated 
outside of the AWS Control Tower console. To view the compliance status of all your Config 
rules, navigate to the Account details page in the AWS Control Tower console. You will 
see a list showing the compliance status of controls managed by AWS Control Tower and 
Config rules deployed outside of AWS Control Tower. You can identify any non-compliant 
AWS Config rule.

Preventive control status

The compliance status of preventive controls on an OU may be viewed on the OU detail page, 
by scrolling to the Enabled controls section. If any preventive controls are misconfigured for an 
OU, the State field for that OU may show the state of Registration failed, in the Details section 
near the top of the page. Preventive control misconfiguration is caused most often by SCP drift, 
which can occur if the control's SCP is modified or detached from the OU by means of the AWS 
Organizations console.

Proactive control status

The control compliance status also can be viewed on other pages:
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• On the AWS Control Tower Dashboard page, by scrolling to the Controls section near the 
bottom of the page.

• On the Control details page, which you can view by selecting the name of a control on another 
page.

Note

The State of a control, as viewed in the AWS Control Tower console, reflects only the 
enabled or de-activated state of the control for a specific OU. This field does not reflect any 
information about the framework compliance status or the drift status of the landing zone 
environment. The control State and Status information is available in the console only. 
It is not available from the public API. To view the control status, navigate to the Control 
details page in the AWS Control Tower console.

Nested OUs and compliance

When an OU shows a status of Noncompliant, it means that one of the accounts directly under 
the OU contains noncompliant resources. The compliance status of an OU is not influenced by the 
compliance status of nested OUs under the OU, or the compliance status of any accounts that are 
not directly under the OU.

Other resources

If an account has any non-compliant resources, that account may be shown with Noncompliant
status on the OU or Account page in the AWS Control Tower console. Details about the specific 
resources that have caused the non-compliant status are shown on the Account details page.

If an account shows Compliant status, that means it has no resources that are non-compliant; 
therefore, no resource details are shown on the Account details page, only an empty table.

Receive compliance status updates

To receive updates about compliance, you can subscribe to SNS topics that send notifications when 
resource compliance status changes. See Compliance notifications by SNS in the audit account, 
later in this chapter.

For more information on how AWS Control Tower collects information about resources, see the
AWS Config Aggregator Documentation.
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Drift changes the compliance status for OU and account resources

Drifted resources may be shown with status Unknown in the Compliance status field of 
the AWS Control Tower console. The Unknown state indicates that AWS Control Tower 
cannot determine the compliance status of the resource, because drift is present. Drift is 
not necessarily a detective control compliance violation. For more information about drift, 
see Detect and resolve drift in AWS Control Tower.
In another case of this type of drift, resources may be shown as compliant when they are 
not. If you delete an AWS Config rule, or if you turn off the Config recorder, compliance 
status may be reflected inaccurately in the console, because compliance no longer 
can be evaluated. For example, if you turn off the Config recorder, the last evaluated 
status continues to appear in the console. Similarly, if you delete an AWS Config rule, 
the resources covered by that rule always show to be compliant. In this situation, your 
environment could have some non-compliant resources that are not reported. Avoid 
deleting or turning off your AWS Config resources.

AWS Control Tower compliance status for OUs and accounts

Compliance is reported in the AWS Control Tower dashboard for accounts and OUs. This section 
lists the possible categories of compliance and non-compliance in AWS Control Tower, assuming 
that controls are enabled for an account or an OU.

• For an account or OU: A compliance status of Compliant, Noncompliant, or Unknown is 
possible. The compliance status refers to the status of the resources associated with a single 
account, or the status of all accounts in an OU that has multiple controls enabled on it. The 
account or OU compliance status can be found on the account or OU detail pages.

Note

The State of a control, as viewed in the AWS Control Tower console, reflects only the 
enabled or de-activated state of the control for a specific OU. This field does not reflect any 
information about the framework compliance status or the drift status of the landing zone 
environment. The control State and Status information is available in the AWS Control 
Tower console. Enabled controls can be viewed through the public API.
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The following list gives more information about compliance status as reported specifically for 
OUs and their member accounts.

• Compliant – Compliance rules are properly in place. No violations have been detected for any 
resources. Controls are applied at the OU level, for all enrolled accounts in the OU, and their 
resources.

• Reported for: Detective controls (AWS Config Rules)

• What it checks:

• Any individual detective control that's applied to the member accounts in an OU

• Multiple detective controls that are applied to the member accounts in an OU

• Noncompliant – Compliance rules are in place. However, non-compliant resources have been 
detected in one or more member accounts in the OU.

• Reported for: Detective controls (AWS Config Rules)

• What it checks:

• Any individual detective control that's applied to the member accounts in an OU

• Multiple detective controls that are applied to the member accounts in an OU

The following status can be reported for any account, control, or OU.

Unknown – A compliance rule is broken or compliance cannot be guaranteed.

• Reported for:

• Detective controls (AWS Config Rules)

• Preventive controls (SCPs)

• What it checks:

• Any detective control that's enabled on any accounts that are members of an OU. Controls are 
enabled at the OU level.

• Any preventive control that's enabled on any accounts that are members of an OU. Controls 
are enabled at the OU level.

• Basically anything with a compliance status (account, control, resource, or OU).
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Drift prevention and notification

You can enable certain controls and subscribe to certain SNS notifications that help you maintain 
compliance in AWS Control Tower.

Drift monitoring protection

AWS Control Tower provides passive and active methods of drift monitoring protection for 
preventive controls.

• Passive protection: AWS Organizations monitors and logs preventive control (SCP) drift.

• Active protection: The AWS Control Tower drift monitoring service actively scans the preventive 
control SCPs, on a regular basis.

AWS Control Tower notifies you by means of SNS messaging, if drift is detected.

Drift prevention

Some controls prevent modification of compliance reporting mechanisms.

• Disallow Changes to AWS Config Rules Set Up by AWS Control Tower (Mandatory, preventive 
control)

• Disallow Deletion of AWS Config Aggregation Authorizations Created by AWS Control Tower
(Mandatory, preventive control)

• Disallow Changes to Tags Created by AWS Control Tower for AWS Config Resources (Mandatory, 
preventive control)

• Disallow Configuration Changes to AWS Config (Mandatory, preventive control)

In contrast to preventive controls, detective controls notify you of resources that violate the 
associated AWS Config rule.

To receive SNS notifications about drift and control compliance

For information about how to receive appropriate drift and control compliance notifications by 
Amazon SNS, see Compliance notifications by SNS in the audit account.
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Publishers and subscribers for SNS topics

The aws-controltower-AllConfigNotifications topic:

• The AWS::Config::DeliveryChannel resource is configured to send notifications about 
configuration changes to this topic.

• The possible types of notifications that AWS Config can send are defined in the Amazon SNS 
Topic section of the AWS Config documentation.

• The AWS::CloudTrail::Trail resource is configured to send notifications of log file delivery 
to this topic.

• You may subscribe to this topic.

The aws-controltower-SecurityNotifications topic:

• The AWS::Events::Rule resource is configured to send notifications about AWS Config Rule 
compliance changes (one of the SNS notification types) to this topic.

• The aws-controltower-NotificationForwarder Lambda function is subscribed 
to this topic, and it forwards the SNS notifications to the aws-controltower-
AggregateSecurityNotifications topic.

The aws-controltower-AggregateSecurityNotifications topic:

• This topic receives notifications from aws-controltower-SecurityNotifications, 
forwarded by the Lambda function.

• It also receives drift notifications in the home Region.

• When AWS Control Tower creates the topic, a subscription is added for the audit account email 
address, and you must confirm the subscription.

Note

The endpoint, such as an email address, must confirm each subscription, SNS doesn’t send 
messages to an endpoint until the subscription is confirmed.
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Compliance notifications by SNS in the audit account

To receive compliance change notifications in email sent to your audit account, subscribe to this 
Amazon SNS topic:

arn:aws:sns:AWSRegion:AuditAccount:aws-controltower-
AggregateSecurityNotifications

When subscribing, substitute your actual AWS Control Tower home Region and audit account 
information into the topic name shown. You can subscribe to SNS topics that receive notifications 
about each supported AWS Region in which you run AWS Control Tower.

SNS topics and notifications you can receive

• The aws-controltower-AllConfigNotifications topic:

It receives notifications from AWS Config regarding compliance, noncompliance, and change. It 
also receives notification from AWS CloudTrail on log file delivery.

• The aws-controltower-SecurityNotifications topic:

One of these topics exists for each supported AWS Region. It receives compliance, 
noncompliance, and change notifications from AWS Config in that Region. It forwards all 
incoming notifications to aws-controltower-AggregateSecurityNotifications

• The aws-controltower-AggregateSecurityNotifications topic:

This topic exists in each supported AWS Region. It receives compliance change notifications from 
the region-specific aws-controltower-SecurityNotifications topics. Additionally, in the 
home Region, it also receives drift notifications.

Other considerations about SNS topics:

• All of these topics exist and receive notifications in the Audit account.

• By default, the Audit account email address is subscribed to the aws-controltower-
AggregateSecurityNotifications SNS topic.

• SNS topics in AWS Control Tower are extremely noisy, by design. For example, AWS Config sends 
a notification every time AWS Config discovers a new resource.

• Administrators who wish to filter out specific types of notifications from an SNS topic can create 
an AWS Lambda function and subscribe it to the SNS topic. Alternatively, you can set up an 
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EventBridge rule to filter notifications, as described in this support article, How can I be notified 
when an AWS resource is non-compliant using AWS Config?

• AWS Config notifications contain a JSON object.

• AWS Control Tower drift notifications appear in plain text.

The AWS Config SNS topic policy

The AWS Config SNS topic policy contains the aws:SourceOrgID condition key. The policy is 
shown in the following example.

 SNSAllConfigurationTopicPolicy: 
    Type: AWS::SNS::TopicPolicy 
    Properties: 
      Topics: 
        - !Ref SNSAllConfigurationTopic 
      PolicyDocument: 
        Statement: 
          - Sid: AWSSNSPolicy 
            Action: 
              - sns:Publish 
            Effect: Allow 
            Resource: !Ref SNSAllConfigurationTopic 
            Principal: 
              Service: 
                - cloudtrail.amazonaws.com 
                - config.amazonaws.com             
            Condition: 
              StringEquals: 
                aws:SourceOrgID: !Ref OrganizationId

The AWS Control Tower controls library

The following sections include an individual reference entry for each of the controls available in 
AWS Control Tower. The controls are grouped into sections according to common characteristics. 
Each control reference entry includes the details, artifacts, additional information, and 
considerations to keep in mind when enabling a specific control on a OU in your landing zone.

For summary tables of control information, see Tables of control metadata. Additional detail is 
available in the AWS Control Tower console.
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Topics

• Mandatory controls

• Proactive controls

• Security Hub standard

• Controls that enhance digital sovereignty protection

• Optional controls

Note

The four mandatory controls with "Sid": "GRCLOUDTRAILENABLED" are identical by 
design. The sample code is correct.

Mandatory controls

Mandatory controls are owned by AWS Control Tower, and they apply to every OU on your landing 
zone. These controls are applied by default when you set up your landing zone, and they can't be 
deactivated. Following, you'll find a reference for each of the mandatory controls available in AWS 
Control Tower.

Topics

• Disallow Changes to Encryption Configuration for AWS Control Tower Created Amazon S3 
Buckets in Log Archive

• Disallow Changes to Logging Configuration for AWS Control Tower Created Amazon S3 Buckets 
in Log Archive

• Disallow Changes to Bucket Policy for AWS Control Tower Created Amazon S3 Buckets in Log 
Archive

• Disallow Changes to Lifecycle Configuration for AWS Control Tower Created Amazon S3 Buckets 
in Log Archive

• Disallow Changes to Amazon CloudWatch Logs Log Groups set up by AWS Control Tower

• Disallow Deletion of AWS Config Aggregation Authorizations Created by AWS Control Tower

• Disallow Deletion of Log Archive

• Detect Public Read Access Setting for Log Archive

• Detect Public Write Access Setting for Log Archive
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• Disallow Configuration Changes to CloudTrail

• Integrate CloudTrail Events with Amazon CloudWatch Logs

• Enable CloudTrail in All Available Regions

• Enable Integrity Validation for CloudTrail Log File

• Disallow Changes to Amazon CloudWatch Set Up by AWS Control Tower

• Disallow Changes to Tags Created by AWS Control Tower for AWS Config Resources

• Disallow Configuration Changes to AWS Config

• Enable AWS Config in All Available Regions

• Disallow Changes to AWS Config Rules Set Up by AWS Control Tower

• Disallow Changes to AWS IAM Roles Set Up by AWS Control Tower and AWS CloudFormation

• Disallow Changes to AWS Lambda Functions Set Up by AWS Control Tower

• Disallow Changes to Amazon SNS Set Up by AWS Control Tower

• Disallow Changes to Amazon SNS Subscriptions Set Up by AWS Control Tower

• Detect whether shared accounts under the Security organizational unit have AWS CloudTrail or 
CloudTrail Lake enabled

Note

The four mandatory controls with "Sid": "GRCLOUDTRAILENABLED" are identical by 
design. The sample code is correct.

Disallow Changes to Encryption Configuration for AWS Control Tower Created 
Amazon S3 Buckets in Log Archive

This control prevents changes to encryption for the Amazon S3 buckets that AWS Control Tower 
creates in the log archive account. This is a preventive control with mandatory guidance. By default, 
this control is enabled on the Security OU. It cannot be enabled on additional OUs.

The artifact for this control is the following service control policy (SCP).

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
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        { 
            "Sid": "GRCTAUDITBUCKETENCRYPTIONCHANGESPROHIBITED", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutEncryptionConfiguration" 
            ], 
            "Resource": ["arn:aws:s3:::aws-controltower*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Disallow Changes to Logging Configuration for AWS Control Tower Created 
Amazon S3 Buckets in Log Archive

This control prevents changes to logging configuration for the Amazon S3 buckets that AWS 
Control Tower creates in the log archive account. This is a preventive control with mandatory 
guidance. By default, this control is enabled on the Security OU. It cannot be enabled on additional 
OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRCTAUDITBUCKETLOGGINGCONFIGURATIONCHANGESPROHIBITED", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutBucketLogging" 
            ], 
            "Resource": ["arn:aws:s3:::aws-controltower*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
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        } 
    ]
}

Disallow Changes to Bucket Policy for AWS Control Tower Created Amazon S3 
Buckets in Log Archive

This control prevents changes to bucket policy for the Amazon S3 buckets that AWS Control Tower 
creates in the log archive account. This is a preventive control with mandatory guidance. By default, 
this control is enabled on the Security OU. It cannot be enabled on additional OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRCTAUDITBUCKETPOLICYCHANGESPROHIBITED", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutBucketPolicy", 
                "s3:DeleteBucketPolicy" 
            ], 
            "Resource": ["arn:aws:s3:::aws-controltower*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Disallow Changes to Lifecycle Configuration for AWS Control Tower Created 
Amazon S3 Buckets in Log Archive

This control prevents lifecycle configuration changes for the Amazon S3 buckets that AWS Control 
Tower creates in the log archive account. This is a preventive control with mandatory guidance. By 
default, this control is enabled on the Security OU. It cannot be enabled on additional OUs.

The artifact for this control is the following SCP.
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{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRCTAUDITBUCKETLIFECYCLECONFIGURATIONCHANGESPROHIBITED", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutLifecycleConfiguration" 
            ], 
            "Resource": ["arn:aws:s3:::aws-controltower*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Disallow Changes to Amazon CloudWatch Logs Log Groups set up by AWS Control 
Tower

This control prevents changes to the retention policy for Amazon CloudWatch Logs log groups that 
AWS Control Tower created in the log archive account when you set up your landing zone. It also 
prevents modifying the log retention policy in customer accounts. This is a preventive control with 
mandatory guidance. By default, this control is enabled on all OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRLOGGROUPPOLICY", 
            "Effect": "Deny", 
            "Action": [ 
                "logs:DeleteLogGroup", 
                "logs:PutRetentionPolicy" 
            ], 
            "Resource": [ 
                "arn:aws:logs:*:*:log-group:*aws-controltower*" 
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            ], 
            "Condition": { 
                "StringNotLike": { 
                    "aws:PrincipalArn": [ 
                        "arn:aws:iam::*:role/AWSControlTowerExecution" 
                    ] 
                } 
            } 
        } 
    ]
}

Disallow Deletion of AWS Config Aggregation Authorizations Created by AWS 
Control Tower

This control prevents deletion of AWS Config aggregation authorizations that AWS Control Tower 
created in the audit account when you set up your landing zone. This is a preventive control with 
mandatory guidance. By default, this control is enabled on all OUs.

The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRCONFIGAGGREGATIONAUTHORIZATIONPOLICY", 
      "Effect": "Deny", 
      "Action": [ 
        "config:DeleteAggregationAuthorization" 
      ], 
      "Resource": [ 
        "arn:aws:config:*:*:aggregation-authorization*" 
      ], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalArn": "arn:aws:iam::*:role/AWSControlTowerExecution" 
        }, 
        "StringLike": { 
          "aws:ResourceTag/aws-control-tower": "managed-by-control-tower" 
        } 
      } 
    } 
  ]
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}

Disallow Deletion of Log Archive

This control prevents deletion of Amazon S3 buckets created by AWS Control Tower in the log 
archive account. This is a preventive control with mandatory guidance. By default, this control is 
enabled on the Security OU.

The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRAUDITBUCKETDELETIONPROHIBITED", 
      "Effect": "Deny", 
      "Action": [ 
        "s3:DeleteBucket" 
        ], 
      "Resource": [ 
        "arn:aws:s3:::aws-controltower*" 
        ], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
          } 
      } 
    } 
  ]
}

Detect Public Read Access Setting for Log Archive

This control detects whether public read access is enabled to the Amazon S3 buckets in the log 
archive shared account. This control does not change the status of the account. This is a detective 
control with mandatory guidance. By default, this control is enabled on the Security OU.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check that your S3 buckets do not allow 
 public access
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Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForS3PublicRead: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks that your S3 buckets do not allow public read access. If an 
 S3 bucket policy or bucket ACL allows public read access, the bucket is noncompliant. 
      Source: 
        Owner: AWS 
        SourceIdentifier: S3_BUCKET_PUBLIC_READ_PROHIBITED 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::S3::Bucket

Detect Public Write Access Setting for Log Archive

This control detects whether public write access is enabled to the Amazon S3 buckets in the log 
archive shared account. This control does not change the status of the account. This is a detective 
control with mandatory guidance. By default, this control is enabled on the Security OU.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check that your S3 buckets do not allow 
 public access
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForS3PublicWrite: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks that your S3 buckets do not allow public write access. If an 
 S3 bucket policy or bucket ACL allows public write access, the bucket is noncompliant. 
      Source: 
        Owner: AWS 
        SourceIdentifier: S3_BUCKET_PUBLIC_WRITE_PROHIBITED 
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      Scope: 
        ComplianceResourceTypes: 
          - AWS::S3::Bucket

Disallow Configuration Changes to CloudTrail

This control prevents configuration changes to CloudTrail in your landing zone. This is a preventive 
control with mandatory guidance. By default, this control is enabled on all OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRCLOUDTRAILENABLED", 
            "Effect": "Deny", 
            "Action": [ 
                "cloudtrail:DeleteTrail", 
                "cloudtrail:PutEventSelectors", 
                "cloudtrail:StopLogging", 
                "cloudtrail:UpdateTrail" 
            ], 
            "Resource": ["arn:aws:cloudtrail:*:*:trail/aws-controltower-*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Integrate CloudTrail Events with Amazon CloudWatch Logs

This control performs real-time analysis of activity data by sending CloudTrail events to 
CloudWatch Logs log files. This is a preventive control with mandatory guidance. By default, this 
control is enabled on all OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
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    "Statement": [ 
        { 
            "Sid": "GRCLOUDTRAILENABLED", 
            "Effect": "Deny", 
            "Action": [ 
                "cloudtrail:DeleteTrail", 
                "cloudtrail:PutEventSelectors", 
                "cloudtrail:StopLogging", 
                "cloudtrail:UpdateTrail" 
            ], 
            "Resource": ["arn:aws:cloudtrail:*:*:trail/aws-controltower-*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Enable CloudTrail in All Available Regions

This control enables CloudTrail in all available AWS Regions. This is a preventive control with 
mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRCLOUDTRAILENABLED", 
            "Effect": "Deny", 
            "Action": [ 
                "cloudtrail:DeleteTrail", 
                "cloudtrail:PutEventSelectors", 
                "cloudtrail:StopLogging", 
                "cloudtrail:UpdateTrail" 
            ], 
            "Resource": ["arn:aws:cloudtrail:*:*:trail/aws-controltower-*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
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                } 
            } 
        } 
    ]
}

Enable Integrity Validation for CloudTrail Log File

This control enables integrity validation for the CloudTrail log file in all accounts and OUs. It 
protects the integrity of account activity logs using CloudTrail log file validation, which creates a 
digitally signed digest file that contains a hash of each log that CloudTrail writes to Amazon S3. 
This is a preventive control with mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRCLOUDTRAILENABLED", 
            "Effect": "Deny", 
            "Action": [ 
                "cloudtrail:DeleteTrail", 
                "cloudtrail:PutEventSelectors", 
                "cloudtrail:StopLogging", 
                "cloudtrail:UpdateTrail" 
            ], 
            "Resource": ["arn:aws:cloudtrail:*:*:trail/aws-controltower-*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Disallow Changes to Amazon CloudWatch Set Up by AWS Control Tower

This control disallows changes to Amazon CloudWatch; as it was configured by AWS Control Tower 
when you set up your landing zone. This is a preventive control with mandatory guidance. By 
default, this control is enabled in all OUs.
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The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRCLOUDWATCHEVENTPOLICY", 
      "Effect": "Deny", 
      "Action": [ 
        "events:PutRule", 
        "events:PutTargets", 
        "events:RemoveTargets", 
        "events:DisableRule", 
        "events:DeleteRule" 
      ], 
      "Resource": [ 
        "arn:aws:events:*:*:rule/aws-controltower-*" 
      ], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalARN": "arn:aws:iam::*:role/AWSControlTowerExecution" 
        } 
      } 
    } 
  ]
}

Disallow Changes to Tags Created by AWS Control Tower for AWS Config 
Resources

This control prevents changes to the tags that AWS Control Tower created when you set up your 
landing zone, for AWS Config resources that collect configuration and compliance data. It denies 
any TagResource and UntagResource operation for aggregation authorizations tagged by AWS 
Control Tower. This is a preventive control with mandatory guidance. By default, this control is 
enabled in all OUs.

The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
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      "Sid": "GRCONFIGRULETAGSPOLICY", 
      "Effect": "Deny", 
      "Action": [ 
        "config:TagResource", 
        "config:UntagResource" 
      ], 
      "Resource": ["*"], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalARN": "arn:aws:iam::*:role/AWSControlTowerExecution" 
        }, 
        "ForAnyValue:StringEquals": { 
          "aws:TagKeys": "aws-control-tower" 
        } 
      } 
    } 
  ]
}

Disallow Configuration Changes to AWS Config

This control prevents configuration changes to AWS Config. It ensures that AWS Config records 
resource configurations in a consistent manner by disallowing AWS Config settings changes. This is 
a preventive control with mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRCONFIGENABLED", 
            "Effect": "Deny", 
            "Action": [ 
                "config:DeleteConfigurationRecorder", 
                "config:DeleteDeliveryChannel", 
                "config:DeleteRetentionConfiguration", 
                "config:PutConfigurationRecorder", 
                "config:PutDeliveryChannel", 
                "config:PutRetentionConfiguration", 
                "config:StopConfigurationRecorder" 
            ], 
            "Resource": ["*"], 
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            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Enable AWS Config in All Available Regions

This control enables AWS Config in all available AWS Regions. This is a preventive control with 
mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRCONFIGENABLED", 
            "Effect": "Deny", 
            "Action": [ 
                "config:DeleteConfigurationRecorder", 
                "config:DeleteDeliveryChannel", 
                "config:DeleteRetentionConfiguration", 
                "config:PutConfigurationRecorder", 
                "config:PutDeliveryChannel", 
                "config:PutRetentionConfiguration", 
                "config:StopConfigurationRecorder" 
            ], 
            "Resource": ["*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}
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Disallow Changes to AWS Config Rules Set Up by AWS Control Tower

This control disallows changes to AWS Config Rules that were implemented by AWS Control 
Tower when the landing zone was set up. This is a preventive control with mandatory guidance. By 
default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRCONFIGRULEPOLICY", 
      "Effect": "Deny", 
      "Action": [ 
        "config:PutConfigRule", 
        "config:DeleteConfigRule", 
        "config:DeleteEvaluationResults", 
        "config:DeleteConfigurationAggregator", 
        "config:PutConfigurationAggregator" 
      ], 
      "Resource": ["*"], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalARN": "arn:aws:iam::*:role/AWSControlTowerExecution" 
        }, 
        "StringEquals": { 
          "aws:ResourceTag/aws-control-tower": "managed-by-control-tower" 
        } 
      } 
    } 
  ]
}

Disallow Changes to AWS IAM Roles Set Up by AWS Control Tower and AWS 
CloudFormation

This control disallows changes to the AWS IAM roles that AWS Control Tower created when the 
landing zone was set up. This is a preventive control with mandatory guidance. By default, this 
control is enabled in all OUs.
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Control update

An updated version has been released for the mandatory control AWS-
GR_IAM_ROLE_CHANGE_PROHIBITED.

This change to the control is required because accounts in OUs that are being enrolled into AWS 
Control Tower must have the AWSControlTowerExecution role enabled. The previous version of 
the control prevents this role from being created.

AWS Control Tower updated the existing control to add an exception so that AWS CloudFormation 
StackSets can create the AWSControlTowerExecution role. As a second measure, this new 
control protects the StackSets role to prevent principals in the child account from gaining access.

The new control version performs the following actions, in addition to all actions provided in the 
previous version:

• Allows the stacksets-exec-* role (owned by AWS CloudFormation) to perform actions on 
IAM roles that were created by AWS Control Tower.

• Prevents changes to any IAM role in child accounts, where the IAM role name matches the 
pattern stacksets-exec-*.

The update to the control version affects your OUs and accounts as follows:

• If you extend governance to an OU, that incoming OU receives the updated version of the control 
as part of the registration process. You do not need to update your landing zone to get the latest 
version for this OU. AWS Control Tower applies the latest version automatically to OUs that 
register.

• If you update or repair your landing zone at any time after this release, your control will be 
updated to this version for future provisioning.

• OUs created in or registered with AWS Control Tower before this release date, and which 
are part of a landing zone that has not been repaired or updated after the release date, will 
continue to operate with the old version of the control, which blocks the creation of the
AWSControlTowerExecution role.

• One consequence of this control update is that your OUs can be functioning with different 
versions of the control. Update your landing zone to apply the updated version of the control to 
your OUs uniformly.

Mandatory controls 382



AWS Control Tower User Guide

The artifact of the updated control is the following SCP.

       
{ 
  "Version": "2012-10-17", 
  "Statement": [ 
     { 
        "Sid": "GRIAMROLEPOLICY", 
        "Effect": "Deny", 
        "Action": [ 
          "iam:AttachRolePolicy", 
          "iam:CreateRole", 
          "iam:DeleteRole", 
          "iam:DeleteRolePermissionsBoundary", 
          "iam:DeleteRolePolicy", 
          "iam:DetachRolePolicy", 
          "iam:PutRolePermissionsBoundary", 
          "iam:PutRolePolicy", 
          "iam:UpdateAssumeRolePolicy", 
          "iam:UpdateRole", 
          "iam:UpdateRoleDescription" 
        ], 
        "Resource": [ 
          "arn:aws:iam::*:role/aws-controltower-*", 
          "arn:aws:iam::*:role/*AWSControlTower*", 
          "arn:aws:iam::*:role/stacksets-exec-*"    #this line is new 
        ], 
        "Condition": { 
          "ArnNotLike": { 
            "aws:PrincipalArn": [ 
                "arn:aws:iam::*:role/AWSControlTowerExecution", 
                "arn:aws:iam::*:role/stacksets-exec-*"    #this line is new 
         ] 
       } 
      } 
    } 
  ]
}

The former artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
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  "Statement": [ 
    { 
      "Sid": "GRIAMROLEPOLICY", 
      "Effect": "Deny", 
      "Action": [ 
        "iam:AttachRolePolicy", 
        "iam:CreateRole", 
        "iam:DeleteRole", 
        "iam:DeleteRolePermissionsBoundary", 
        "iam:DeleteRolePolicy", 
        "iam:DetachRolePolicy", 
        "iam:PutRolePermissionsBoundary", 
        "iam:PutRolePolicy", 
        "iam:UpdateAssumeRolePolicy", 
        "iam:UpdateRole", 
        "iam:UpdateRoleDescription" 
      ], 
      "Resource": [ 
        "arn:aws:iam::*:role/aws-controltower-*", 
        "arn:aws:iam::*:role/*AWSControlTower*" 
      ], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
        } 
      } 
    } 
  ]
}

Disallow Changes to AWS Lambda Functions Set Up by AWS Control Tower

This control disallows changes to AWS Lambda functions set up by AWS Control Tower. This is a 
preventive control with mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRLAMBDAFUNCTIONPOLICY", 
      "Effect": "Deny", 
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      "Action": [ 
        "lambda:AddPermission", 
        "lambda:CreateEventSourceMapping", 
        "lambda:CreateFunction", 
        "lambda:DeleteEventSourceMapping", 
        "lambda:DeleteFunction", 
        "lambda:DeleteFunctionConcurrency", 
        "lambda:PutFunctionConcurrency", 
        "lambda:RemovePermission", 
        "lambda:UpdateEventSourceMapping", 
        "lambda:UpdateFunctionCode", 
        "lambda:UpdateFunctionConfiguration" 
      ], 
      "Resource": [ 
        "arn:aws:lambda:*:*:function:aws-controltower-*" 
      ], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
        } 
      } 
    } 
  ]
}

Disallow Changes to Amazon SNS Set Up by AWS Control Tower

This control disallows changes to Amazon SNS set up by AWS Control Tower. It protects the 
integrity of Amazon SNS notification settings for your landing zone. This is a preventive control 
with mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRSNSTOPICPOLICY", 
      "Effect": "Deny", 
      "Action": [ 
        "sns:AddPermission", 
        "sns:CreateTopic", 
        "sns:DeleteTopic", 
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        "sns:RemovePermission", 
        "sns:SetTopicAttributes" 
      ], 
      "Resource": [ 
        "arn:aws:sns:*:*:aws-controltower-*" 
      ], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
        } 
      } 
    } 
  ]
}

Disallow Changes to Amazon SNS Subscriptions Set Up by AWS Control Tower

This control disallows changes to Amazon SNS subscriptions set up by AWS Control Tower. It 
protects the integrity of Amazon SNS subscriptions settings for your landing zone, to trigger 
notifications for AWS Config Rules compliance changes. This is a preventive control with 
mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRSNSSUBSCRIPTIONPOLICY", 
      "Effect": "Deny", 
      "Action": [ 
        "sns:Subscribe", 
        "sns:Unsubscribe" 
      ], 
      "Resource": [ 
        "arn:aws:sns:*:*:aws-controltower-SecurityNotifications" 
      ], 
      "Condition": { 
        "ArnNotLike": { 
          "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
        } 
      } 
    } 
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  ]
}

Detect whether shared accounts under the Security organizational unit have AWS 
CloudTrail or CloudTrail Lake enabled

This control detects whether shared accounts under the Security organizational unit have AWS 
CloudTrail or CloudTrail Lake enabled. The rule is NON_COMPLIANT if either CloudTrail or 
CloudTrail Lake is not enabled in a shared account. This is a detective control with mandatory 
guidance. By default, this control is enabled on the Security OU.

The artifact for this control is the following AWS Config rule.

     AWSTemplateFormatVersion: 2010-09-09 
  Description: Configure AWS Config rules to detect whether an account has AWS 
 CloudTrail or CloudTrail Lake enabled. 
   
  Parameters: 
    ConfigRuleName: 
      Type: 'String' 
      Description: 'Name for the Config rule' 
   
  Resources: 
    CheckForCloudtrailEnabled: 
      Type: AWS::Config::ConfigRule 
      Properties: 
        ConfigRuleName: !Sub ${ConfigRuleName} 
        Description: Detects whether an account has AWS CloudTrail or CloudTrail Lake 
 enabled. The rule is NON_COMPLIANT if either CloudTrail or CloudTrail Lake is not 
 enabled in an account. 
        Source: 
          Owner: AWS 
          SourceIdentifier: CLOUD_TRAIL_ENABLED

Proactive controls

Proactive controls are optional controls implemented with AWS CloudFormation hooks. Proactive 
controls fall into four main Categories.
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These controls are referred to as proactive because they check your resources – before the resources 
are deployed – to determine whether the new resources will comply with the controls that are 
activated in your environment.

In the AWS Control Tower console, you can view the controls in groups according to their assigned 
categories, which are:

• Control objectives: Specific purposes for implementing controls in your environment.

• Frameworks: Industry-standard compliance frameworks.

• Services: The AWS services that the control may govern.

• Groups: Groups of controls designed to help you meet a specific policy standard.

In this reference guide, the proactive controls are categorized according to their associated AWS 
services.

Note

You must apply an elective, SCP-based control with the identifier
CT.CLOUDFORMATION.PR.1 before you can activate proactive controls on an OU. 
See Disallow management of resource types, modules, and hooks within the AWS 
CloudFormation registry. If this SCP is not activated, you'll see an error message directing 
you to enable this control as a prerequisite, or showing it as a dependency for other 
proactive controls.

Behavior of proactive controls

Proactive controls check resources whenever those resources are created or updated by means 
of AWS CloudFormation stack operations. Specifically, these proactive controls are implemented 
as preCreate and preUpdate AWS CloudFormation hook handlers. As a consequence, these 
controls may not affect requests that are made directly to services through the AWS console, 
through AWS APIs, or through other means such as AWS SDKs, or other Infrastructure-as-Code 
(IaC) tools. For more information about when preCreate and preUpdate hooks operate, see AWS 
CloudFormation hooks.
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Note

Proactive controls evaluate strings passed into the AWS CloudFormation hook within the
targetNames property. Secure strings and secrets are not resolved before they are sent 
to the hook, which prevents the proactive control from evaluating the string. For more 
information about how the targetNames are passed to hooks, see AWS CloudFormation 
Hooks structure overview.

When you follow an example template to set up a test for a proactive control in your environment, 
be aware that the template is created to test one specific control only. Other controls may not 
receive a PASS rating for that template. This behavior is expected. We recommend that you test 
proactive controls individually before you enable them in your environment.

Note

It is important to know that some proactive controls in AWS Control Tower do not operate 
in certain AWS Regions where AWS Control Tower is available, because those Regions do 
not support the required underlying functionality for AWS CloudFormation hooks. As a 
result, when you deploy a proactive control through AWS Control Tower, the control may 
not be operating in all Regions that you govern with AWS Control Tower.
You can view the Regions for each proactive control in the AWS Control Tower console.

Topics

• Amazon API Gateway controls

• AWS Certificate Manager controls

• AWS AppSync controls

• Amazon Athena controls

• Amazon CloudFront controls

• AWS CloudTrail controls

• Amazon CloudWatch controls

• AWS CodeBuild controls

• AWS Database Migration Service (AWS DMS) controls

• Amazon DocumentDB controls
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• Amazon DynamoDB controls

• DynamoDB Accelerator controls

• AWS Elastic Beanstalk controls

• Amazon Elastic Compute Cloud (Amazon EC2) controls

• Amazon Elastic Compute Cloud (Amazon EC2) Auto Scaling controls

• Amazon ElastiCache controls

• Amazon Elastic Container Registry controls

• Amazon Elastic Container Service controls

• Amazon Elastic File System controls

• Amazon Elastic Kubernetes Service (EKS) controls

• Elastic Load Balancing controls

• Amazon Elastic Map Reduce (Amazon EMR) controls

• AWS Glue controls

• Amazon GuardDuty controls

• AWS Identity and Access Management (IAM) controls

• AWS Key Management Service (AWS KMS) controls

• Amazon Kinesis controls

• AWS Lambda controls

• Amazon MQ controls

• Amazon Managed Streaming for Apache Kafka (Amazon MSK) controls

• Amazon Neptune controls

• AWS Network Firewall controls

• Amazon OpenSearch controls

• Amazon Relational Database Service (Amazon RDS) controls

• Amazon Redshift controls

• Amazon Simple Storage Service (Amazon S3) controls

• Amazon SageMaker controls

• Amazon Simple Queue Service (Amazon SQS) controls

• AWS Step Functions controls

• AWS WAF regional controls
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• AWS WAF controls

• AWS WAFV2 controls

Amazon API Gateway controls

Topics

• [CT.APIGATEWAY.PR.1] Require an Amazon API Gateway REST and WebSocket API to have 
logging activated

• [CT.APIGATEWAY.PR.2] Require an Amazon API Gateway REST API stage to have AWS X-Ray 
tracing activated

• [CT.APIGATEWAY.PR.3] Require that an Amazon API Gateway REST API stage has encryption at 
rest configured for cache data

• [CT.APIGATEWAY.PR.4] Require an Amazon API Gateway V2 stage to have access logging 
activated

• [CT.APIGATEWAY.PR.5] Require Amazon API Gateway V2 Websocket and HTTP routes to specify 
an authorization type

• [CT.APIGATEWAY.PR.6] Require an Amazon API Gateway REST domain to use a security policy 
that specifies a minimum TLS protocol version of TLSv1.2

[CT.APIGATEWAY.PR.1] Require an Amazon API Gateway REST and WebSocket API to have 
logging activated

This control checks whether all methods in Amazon API Gateway stage have execution logging 
configured.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ApiGateway::Stage

• AWS CloudFormation guard rule:  CT.APIGATEWAY.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.1 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.1 example templates

Explanation

Amazon API Gateway REST or WebSocket API stages should have relevant logs enabled. API 
Gateway REST and WebSocket API execution logging provides detailed records of requests made 
to API Gateway REST and WebSocket API stages. The stages include API integration backend 
responses, Lambda authorizer responses, and the requestId for AWS integration endpoints.

Usage considerations

• This control requires Amazon API Gateway stages to configure execution logging for all 
methods and resources (HttpMethod of * and ResourcePath of /*).

Remediation for rule failure

Configure execution logging on Amazon API Gateway stages with a MethodSetting that sets
LoggingLevel to ERROR or INFO for all methods (HttpMethod of * and ResourcePath of /*). 
Ensure that you do not set LoggingLevel to OFF for any method setting.

The examples that follow show how to implement this remediation.

Amazon API Gateway Stage - Example

Amazon API Gateway stage configured with error level execution logging for all methods and 
resources. The example is shown in JSON and in YAML.

JSON example

{ 
    "ApiGatewayStage": { 
        "Type": "AWS::ApiGateway::Stage", 
        "Properties": { 
            "StageName": "Sample", 
            "Description": "Sample Stage", 
            "RestApiId": { 
                "Ref": "RestApi" 
            }, 
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            "DeploymentId": { 
                "Ref": "Deployment" 
            }, 
            "MethodSettings": [ 
                { 
                    "ResourcePath": "/*", 
                    "HttpMethod": "*", 
                    "LoggingLevel": "ERROR" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ApiGatewayStage: 
  Type: AWS::ApiGateway::Stage 
  Properties: 
    StageName: Sample 
    Description: Sample Stage 
    RestApiId: !Ref 'RestApi' 
    DeploymentId: !Ref 'Deployment' 
    MethodSettings: 
      - ResourcePath: /* 
        HttpMethod: '*' 
        LoggingLevel: ERROR 

                 

CT.APIGATEWAY.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   api_gw_v1_execution_logging_enabled_check
#  
# Description:
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#   This control checks whether all methods in Amazon API Gateway stage have execution 
 logging configured.
#  
# Reports on:
#   AWS::ApiGateway::Stage
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any API Gateway stage resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
#       And: In the stage resource, 'MethodSettings' is not present or is provided and 
 is an empty list.
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
#       And: In the stage resource, Execution Logging is not configured for all HTTP 
 Methods and API resources (In
#            'MethodSettings', 'LoggingLevel' is omitted, or not set to 'ERROR' or 
 'INFO', for 'HttpMethod' of '*' and
#            'ResourcePath' of '/*' )
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
#       And: In the stage resource, Execution Logging is configured for all HTTP 
 Methods and API resources (In
#            'MethodSettings', 'LoggingLevel' is set to 'ERROR' or 'INFO', for 
 'HttpMethod' of '*' and
#            'ResourcePath' of '/*' )
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#       And: 'LoggingLevel' has been set to 'OFF' for any other Method Setting
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
#       And: In the stage resource, Execution Logging is configured for all HTTP 
 Methods and API resources (In
#            'MethodSettings', 'LoggingLevel' is set to 'ERROR' or 'INFO', for 
 'HttpMethod' of '*' and
#            'ResourcePath' of '/*' )
#       And: 'LoggingLevel' has not been provided or set to 'ERROR' or 'INFO' for all 
 other Method Settings
#      Then: PASS

#
# Constants
#
let API_GW_STAGE_TYPE = "AWS::ApiGateway::Stage"
let INPUT_DOCUMENT = this
let VALID_LOG_LEVELS = [ "ERROR", "INFO" ]

#
# Assignments
#
let api_gateway_stages = Resources.*[ Type == %API_GW_STAGE_TYPE ]

#
# Primary Rules
#
rule api_gw_v1_execution_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                    %api_gateway_stages not empty { 
    check(%api_gateway_stages.Properties) 
        << 
        [CT.APIGATEWAY.PR.1]: Require an Amazon API Gateway REST and WebSocket API to 
 have logging activated 
        [FIX]: Configure execution logging on Amazon API Gateway stages with a 
 'MethodSetting' that sets 'LoggingLevel' to 'ERROR' or 'INFO' for all methods 
 ('HttpMethod' of '*' and 'ResourcePath' of '/*'). Ensure that you do not set 
 'LoggingLevel' to 'OFF' for any method setting. 
        >>
}
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rule api_gw_v1_execution_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %API_GW_STAGE_TYPE) { 
    check(%INPUT_DOCUMENT.%API_GW_STAGE_TYPE.resourceProperties) 
        << 
        [CT.APIGATEWAY.PR.1]: Require an Amazon API Gateway REST and WebSocket API to 
 have logging activated 
        [FIX]: Configure execution logging on Amazon API Gateway stages with a 
 'MethodSetting' that sets 'LoggingLevel' to 'ERROR' or 'INFO' for all methods 
 ('HttpMethod' of '*' and 'ResourcePath' of '/*'). Ensure that you do not set 
 'LoggingLevel' to 'OFF' for any method setting. 
        >>
}

#
# Parameterized Rules
#
rule check(api_gateway_stage) { 
    %api_gateway_stage { 
        # Scenario 2 
        MethodSettings exists 
        MethodSettings is_list 
        MethodSettings not empty 

        # Scenario 3 
        # At least one wildcard entry exists with valid logging enabled 
        some MethodSettings[*] { 
            HttpMethod exists 
            ResourcePath exists 
            LoggingLevel exists 

            HttpMethod == "*" 
            ResourcePath == "/*" 
            LoggingLevel in %VALID_LOG_LEVELS 
        } 

        # Scenario 4, 5 
        # When other methods explictly set/override logging settings, ensure that 
 logging is not disabled 
        MethodSettings[*] { 
            when LoggingLevel exists { 
                LoggingLevel in %VALID_LOG_LEVELS 
            } 
        } 
    }
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}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.APIGATEWAY.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RestApi: 
    Type: AWS::ApiGateway::RestApi 
    Properties: 
      Name: ExampleRestApi 
  GetMethod: 
    DependsOn: PutMethod 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: GET 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
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      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  PutMethod: 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: PUT 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  Deployment: 
    DependsOn: GetMethod 
    Type: 'AWS::ApiGateway::Deployment' 
    Properties: 
      RestApiId: 
        Ref: RestApi 
  ApiGatewayStage: 
    Type: AWS::ApiGateway::Stage 
    Properties: 
      StageName: Example 
      RestApiId: 
        Ref: RestApi 
      DeploymentId: 
        Ref: Deployment 
      MethodSettings: 
      - ResourcePath: "/*" 
        HttpMethod: "*" 
        LoggingLevel: ERROR 
      - ResourcePath: "/" 
        HttpMethod: GET 
        LoggingLevel: INFO 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RestApi: 
    Type: AWS::ApiGateway::RestApi 
    Properties: 
      Name: ExampleRestApi 
  GetMethod: 
    DependsOn: PutMethod 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: GET 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  PutMethod: 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: PUT 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  Deployment: 
    DependsOn: GetMethod 
    Type: 'AWS::ApiGateway::Deployment' 
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    Properties: 
      RestApiId: 
        Ref: RestApi 
  ApiGatewayStage: 
    Type: AWS::ApiGateway::Stage 
    Properties: 
      StageName: Example 
      RestApiId: 
        Ref: RestApi 
      DeploymentId: 
        Ref: Deployment 

     

[CT.APIGATEWAY.PR.2] Require an Amazon API Gateway REST API stage to have AWS X-Ray 
tracing activated

This control ensures that AWS X-Ray tracing is enabled on Amazon API Gateway REST APIs.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ApiGateway::Stage

• AWS CloudFormation guard rule:  CT.APIGATEWAY.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.2 example templates

Explanation

AWS X-Ray active tracing enables a more rapid response to performance changes in the underlying 
infrastructure. Changes in performance could result in a lack of availability of the API. X-Ray active 
tracing provides real-time metrics of user requests that flow through your API Gateway REST API 
operations and connected services.
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Remediation for rule failure

Set TracingEnabled to true.

The examples that follow show how to implement this remediation.

Amazon API Gateway Stage - Example

Amazon API Gateway stage configured with AWS X-Ray tracing enabled. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "ApiGatewayStage": { 
        "Type": "AWS::ApiGateway::Stage", 
        "Properties": { 
            "StageName": "Sample", 
            "Description": "Sample Stage", 
            "TracingEnabled": true, 
            "RestApiId": { 
                "Ref": "RestApi" 
            }, 
            "DeploymentId": { 
                "Ref": "Deployment" 
            } 
        } 
    }
} 
                 

YAML example

ApiGatewayStage: 
  Type: AWS::ApiGateway::Stage 
  Properties: 
    StageName: Sample 
    Description: Sample Stage 
    TracingEnabled: true 
    RestApiId: !Ref 'RestApi' 
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    DeploymentId: !Ref 'Deployment' 

                 

CT.APIGATEWAY.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   api_gw_xray_enabled_check
#  
# Description:
#   This control ensures that AWS X-Ray tracing is enabled on Amazon API Gateway REST 
 APIs.
#  
# Reports on:
#   AWS::ApiGateway::Stage
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any API Gateway stage resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
#       And: 'TracingEnabled' is not present on the API Gateway stage
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
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#       And: 'TracingEnabled' is present on the API Gateway stage and is set to 
 bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
#       And: 'TracingEnabled' is present on the API Gateway stage and is set to 
 bool(true)
#      Then: PASS

#
# Constants
#
let API_GW_STAGE_TYPE = "AWS::ApiGateway::Stage"
let INPUT_DOCUMENT = this

#
# Assignments
#
let api_gateway_stages = Resources.*[ Type == %API_GW_STAGE_TYPE ]

#
# Primary Rules
#
rule api_gw_xray_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                    %api_gateway_stages not empty { 
    check(%api_gateway_stages.Properties) 
        << 
        [CT.APIGATEWAY.PR.2]: Require an Amazon API Gateway REST API stage to have AWS 
 X-Ray tracing activated 
        [FIX]: Set 'TracingEnabled' to 'true'. 
        >>
}

rule api_gw_xray_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, %API_GW_STAGE_TYPE) { 
    check(%INPUT_DOCUMENT.%API_GW_STAGE_TYPE.resourceProperties) 
        << 
        [CT.APIGATEWAY.PR.2]: Require an Amazon API Gateway REST API stage to have AWS 
 X-Ray tracing activated 
        [FIX]: Set 'TracingEnabled' to 'true'. 
        >>
}
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#
# Parameterized Rules
#
rule check(api_gateway_stage) { 
    %api_gateway_stage { 
        # Scenario 2, 3, 4 
        TracingEnabled exists 
        TracingEnabled == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.APIGATEWAY.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RestApi: 
    Type: AWS::ApiGateway::RestApi 
    Properties: 
      Name: Testing 
  GetMethod: 
    DependsOn: PutMethod 
    Type: AWS::ApiGateway::Method 
    Properties: 
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      HttpMethod: GET 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  PutMethod: 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: PUT 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  Deployment: 
    DependsOn: GetMethod 
    Type: 'AWS::ApiGateway::Deployment' 
    Properties: 
      RestApiId: 
        Ref: RestApi 
  ApiGatewayStage: 
    Type: AWS::ApiGateway::Stage 
    Properties: 
      StageName: Dev 
      Description: Dev Stage 
      TracingEnabled: true 
      RestApiId: 
        Ref: RestApi 
      DeploymentId: 
        Ref: Deployment 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RestApi: 
    Type: AWS::ApiGateway::RestApi 
    Properties: 
      Name: Testing 
  GetMethod: 
    DependsOn: PutMethod 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: GET 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  PutMethod: 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: PUT 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  Deployment: 
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    DependsOn: GetMethod 
    Type: 'AWS::ApiGateway::Deployment' 
    Properties: 
      RestApiId: 
        Ref: RestApi 
  ApiGatewayStage: 
    Type: AWS::ApiGateway::Stage 
    Properties: 
      StageName: Dev 
      Description: Dev Stage 
      TracingEnabled: false 
      RestApiId: 
        Ref: RestApi 
      DeploymentId: 
        Ref: Deployment 

     

[CT.APIGATEWAY.PR.3] Require that an Amazon API Gateway REST API stage has encryption at 
rest configured for cache data

This control checks whether an Amazon API Gateway REST API stage that has caching enabled also 
encrypts the caches.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types:  AWS::ApiGateway::Stage

• AWS CloudFormation guard rule:  CT.APIGATEWAY.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.3 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.3 example templates

Explanation
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Encrypting data at rest reduces the risk that data stored on disk may be accessible by a user not 
authenticated to AWS. It adds another set of access controls to limit unauthorized users' ability 
to obtain the data. For example, API permissions are required to decrypt the data before it can be 
read.

For an added layer of security, API Gateway REST API caches should be encrypted at rest.

Usage considerations

• This control applies only to API Gateway stage resources with cache clustering enabled.

• Where cache clustering is enabled, this control requires cache encryption to be 
enabled for all resources and methods by specifying a MethodSetting entry with an
HttpMethod of * and ResourcePath of /*.

Remediation for rule failure

Configure encryption on API Gateway caches with a MethodSetting that sets
CacheDataEncrypted to true for all methods (HttpMethod of * and ResourcePath of /*). 
Ensure that you do not set CacheDataEncrypted to false for any method setting.

The examples that follow show how to implement this remediation.

API Gateway stage examples

This example shows the API Gateway stage configured to encrypt cache data for all methods 
(HttpMethod of * and ResourcePath of /*). The example is shown in JSON and in YAML.

JSON example

{ 
    "ApiGatewayStage": { 
        "Type": "AWS::ApiGateway::Stage", 
        "Properties": { 
            "StageName": "Dev", 
            "Description": "Development Stage", 
            "CacheClusterEnabled": true, 
            "CacheClusterSize": 0.5, 
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            "RestApiId": { 
                "Ref": "RestApi" 
            }, 
            "DeploymentId": { 
                "Ref": "Deployment" 
            }, 
            "MethodSettings": [ 
                { 
                    "ResourcePath": "/*", 
                    "HttpMethod": "*", 
                    "CacheDataEncrypted": true 
                }, 
                { 
                    "ResourcePath": "/", 
                    "HttpMethod": "POST" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ApiGatewayStage: 
  Type: AWS::ApiGateway::Stage 
  Properties: 
    StageName: Dev 
    Description: Development Stage 
    CacheClusterEnabled: true 
    CacheClusterSize: 0.5 
    RestApiId: !Ref 'RestApi' 
    DeploymentId: !Ref 'Deployment' 
    MethodSettings: 
      - ResourcePath: /* 
        HttpMethod: '*' 
        CacheDataEncrypted: true 
      - ResourcePath: / 
        HttpMethod: POST 
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CT.APIGATEWAY.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   api_gw_cache_encrypted_check
#  
# Description:
#   This rule checks whether Amazon API Gateway REST API stages that have caching 
 enabled also encrypt the caches.
#  
# Reports on:
#   AWS::ApiGateway::Stage
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon API Gateway stage resources
#     Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon API Gateway stage resource
#       And: 'CacheClusterEnabled' is not set, or is set to bool(false) on the API 
 Gateway stage resource
#     Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon API Gateway stage resource
#       And: 'CacheClusterEnabled' is set to bool(true) on the API Gateway stage 
 resource
#       And: In the Stage resource, 'MethodSettings' is not present or is provided and 
 is an empty list.
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#     Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon API Gateway stage resource
#       And: 'CacheClusterEnabled' is set to bool(true) on the API Gateway stage 
 resource
#       And: In the stage resource, cache data encryption is not enabled for all HTTP 
 methods and API resources (In
#           'MethodSettings', 'CacheDataEncrypted' is omitted or set to bool(false) for 
 'HttpMethod' of '*' and
#           'ResourcePath' of '/*' )
#     Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
#       And: 'CacheClusterEnabled' is set to bool(true) on the API Gateway stage 
 resource
#       And: In the stage resource, cache data encryption is configured for all 
 'MethodSettings' (CacheDataEncrypted is
#           bool(true) for 'HttpMethod' of '*' and 'ResourcePath' of '/*')
#       And: 'CacheDataEncrypted' has been set to bool(false) for any other method 
 settings
#     Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an API Gateway stage resource
#       And: 'CacheClusterEnabled' is set to bool(true) on the API Gateway stage 
 resource
#       And: In the stage resource cache data encryption is configured for all 
 'MethodSettings' (CacheDataEncrypted is
#           bool(true) for 'HttpMethod' of '*' and 'ResourcePath' of '/*')
#       And: 'CacheDataEncrypted' has not been provided or set to bool(true) for all 
 other method settings
#     Then: PASS

#
# Constants
#
let API_GW_STAGE_TYPE = "AWS::ApiGateway::Stage"
let INPUT_DOCUMENT = this
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#
# Assignments
#
let api_gateway_stages = Resources.*[ Type == %API_GW_STAGE_TYPE ]

#
# Primary Rules
#
rule api_gw_cache_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                       %api_gateway_stages not empty { 
    check(%api_gateway_stages.Properties) 
        << 
        [CT.APIGATEWAY.PR.3]: Require that an Amazon API Gateway REST API stage has 
 encryption at rest configured for cache data 
        [FIX]: Configure encryption on API Gateway caches with a 'MethodSetting' 
 that sets 'CacheDataEncrypted' to true for all methods ('HttpMethod' of '*' and 
 'ResourcePath' of '/*'). Ensure that you do not set 'CacheDataEncrypted' to false for 
 any method setting. 
        >>
}

rule api_gw_cache_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, %API_GW_STAGE_TYPE) 
 { 
    check(%INPUT_DOCUMENT.%API_GW_STAGE_TYPE.resourceProperties) 
        << 
        [CT.APIGATEWAY.PR.3]: Require that an Amazon API Gateway REST API stage has 
 encryption at rest configured for cache data 
        [FIX]: Configure encryption on API Gateway caches with a 'MethodSetting' 
 that sets 'CacheDataEncrypted' to true for all methods ('HttpMethod' of '*' and 
 'ResourcePath' of '/*'). Ensure that you do not set 'CacheDataEncrypted' to false for 
 any method setting. 
        >>
}

#
# Parameterized Rules
#
rule check(api_gateway_stage) { 
    %api_gateway_stage [ 
        CacheClusterEnabled exists 
        CacheClusterEnabled == true 
    ] { 
        # Scenario 2, 3, 4, 6 
        cache_encrypted(this) 
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    }
}

rule cache_encrypted(api_gateway_stage) { 
    %api_gateway_stage { 
        MethodSettings exists 
        MethodSettings is_list 
        MethodSettings not empty 

        some MethodSettings[*] { 
            HttpMethod exists 
            ResourcePath exists 
            CacheDataEncrypted exists 

            HttpMethod == "*" 
            ResourcePath == "/*" 
            CacheDataEncrypted == true 
        } 

        MethodSettings[*] { 
            when CacheDataEncrypted exists { 
                CacheDataEncrypted == true 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.APIGATEWAY.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RestApi: 
    Type: AWS::ApiGateway::RestApi 
    Properties: 
      Name: ExampleRestApi 
  GetMethod: 
    DependsOn: PutMethod 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: GET 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  PutMethod: 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: PUT 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
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  Deployment: 
    DependsOn: GetMethod 
    Type: 'AWS::ApiGateway::Deployment' 
    Properties: 
      RestApiId: 
        Ref: RestApi 
  ApiGatewayStage: 
    Type: AWS::ApiGateway::Stage 
    Properties: 
      StageName: Example 
      Description: Example Stage 
      CacheClusterEnabled: true 
      CacheClusterSize: 0.5 
      RestApiId: 
        Ref: RestApi 
      DeploymentId: 
        Ref: Deployment 
      MethodSettings: 
      - ResourcePath: "/*" 
        HttpMethod: "*" 
        CacheDataEncrypted: true 
      - ResourcePath: "/" 
        HttpMethod: "POST" 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RestApi: 
    Type: AWS::ApiGateway::RestApi 
    Properties: 
      Name: ExampleRestApi 
  GetMethod: 
    DependsOn: PutMethod 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: GET 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
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        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  PutMethod: 
    Type: AWS::ApiGateway::Method 
    Properties: 
      HttpMethod: PUT 
      RestApiId: 
        Ref: RestApi 
      ResourceId: 
        Fn::GetAtt: 
        - "RestApi" 
        - "RootResourceId" 
      AuthorizationType: NONE 
      MethodResponses: 
      - StatusCode: "200" 
      Integration: 
        Type: MOCK 
  Deployment: 
    DependsOn: GetMethod 
    Type: 'AWS::ApiGateway::Deployment' 
    Properties: 
      RestApiId: 
        Ref: RestApi 
  ApiGatewayStage: 
    Type: AWS::ApiGateway::Stage 
    Properties: 
      StageName: Example 
      Description: Example Stage 
      CacheClusterEnabled: true 
      CacheClusterSize: 0.5 
      RestApiId: 
        Ref: RestApi 
      DeploymentId: 
        Ref: Deployment 
      MethodSettings: 
      - ResourcePath: "/*" 
        HttpMethod: "*" 
        CacheDataEncrypted: false 
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[CT.APIGATEWAY.PR.4] Require an Amazon API Gateway V2 stage to have access logging 
activated

This control checks whether Amazon API Gateway V2 stages have access logging enabled. Access 
logging is supported for HTTP and WebSocket APIs.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ApiGatewayV2::Stage

• AWS CloudFormation guard rule:  CT.APIGATEWAY.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.4 example templates

Explanation

Access logging allows you to log who has called your API and how the caller gained access to the 
API. You can create your own log group or choose an existing log group that could be managed by 
API Gateway.

Remediation for rule failure

Provide an AccessLogSettings configuration, setting DestinationArn to the ARN of an 
Amazon CloudWatch log group and Format to a single line log format configuration.

The examples that follow show how to implement this remediation.

Amazon API Gateway HTTP API Stage - Example

Amazon API Gateway HTTP API stage configured to send API access logs to Amazon CloudWatch 
Logs. The example is shown in JSON and in YAML.
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JSON example

{ 
    "HttpApiStage": { 
        "Type": "AWS::ApiGatewayV2::Stage", 
        "Properties": { 
            "StageName": "SampleStage", 
            "Description": "Sample Stage", 
            "ApiId": { 
                "Ref": "HttpApi" 
            }, 
            "AccessLogSettings": { 
                "DestinationArn": { 
                    "Fn::GetAtt": [ 
                        "LogGroup", 
                        "Arn" 
                    ] 
                }, 
                "Format": "{\"requestId\":\"$context.requestId\", \"ip\": 
 \"$context.identity.sourceIp\", \"user\":\"$context.identity.user\",\"requestTime\":
\"$context.requestTime\"}" 
            } 
        } 
    }
} 
                 

YAML example

HttpApiStage: 
  Type: AWS::ApiGatewayV2::Stage 
  Properties: 
    StageName: SampleStage 
    Description: Sample Stage 
    ApiId: !Ref 'HttpApi' 
    AccessLogSettings: 
      DestinationArn: !GetAtt 'LogGroup.Arn' 
      Format: '{"requestId":"$context.requestId", "ip": "$context.identity.sourceIp", 
        "user":"$context.identity.user","requestTime":"$context.requestTime"}' 
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CT.APIGATEWAY.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   api_gw_v2_access_logs_enabled_check
#  
# Description:
#   This control checks whether Amazon API Gateway V2 stages have access logging 
 enabled. Access logging is supported for HTTP and WebSocket APIs.
#  
# Reports on:
#   AWS::ApiGatewayV2::Stage
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any APIGatewayV2 stage resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an APIGatewayV2 stage resource
#       And: 'AccessLogSettings' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an APIGatewayV2 stage resource
#       And: 'AccessLogSettings' has been provided
#       And: 'AccessLogSettings.DestinationArn' has not been provided, or has been 
 provided as an empty string or
#            invalid local reference
#       And: 'AccessLogSettings.Format' is provided as a non-empty string
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#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an APIGatewayV2 stage resource
#       And: 'AccessLogSettings' has been provided
#       And: 'AccessLogSettings.DestinationArn' is provided as a non-empty string or 
 valid local reference
#       And: 'AccessLogSettings.Format' has not been provided, or is an empty string
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an APIGatewayV2 stage resource
#       And: 'AccessLogSettings' has been provided
#       And: 'AccessLogSettings.DestinationArn' is provided as a non-empty string or 
 valid local reference
#       And: 'AccessLogSettings.Format' is provided as a non-empty string
#      Then: PASS

#
# Constants
#
let API_GW_V2_STAGE_TYPE = "AWS::ApiGatewayV2::Stage"
let INPUT_DOCUMENT = this

#
# Assignments
#
let api_gateway_v2_stages = Resources.*[ Type == %API_GW_V2_STAGE_TYPE ]

#
# Primary Rules
#
rule api_gw_v2_access_logs_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %api_gateway_v2_stages not empty { 
    check(%api_gateway_v2_stages.Properties) 
        << 
        [CT.APIGATEWAY.PR.4]: Require an Amazon API Gateway V2 stage to have access 
 logging activated 
            [FIX]: Provide an 'AccessLogSettings' configuration, setting 
 'DestinationArn' to the ARN of an Amazon CloudWatch log group and 'Format' to a single 
 line log format configuration. 
        >>
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}

rule api_gw_v2_access_logs_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %API_GW_V2_STAGE_TYPE) { 
    check(%INPUT_DOCUMENT.%API_GW_V2_STAGE_TYPE.resourceProperties) 
        << 
        [CT.APIGATEWAY.PR.4]: Require an Amazon API Gateway V2 stage to have access 
 logging activated 
            [FIX]: Provide an 'AccessLogSettings' configuration, setting 
 'DestinationArn' to the ARN of an Amazon CloudWatch log group and 'Format' to a single 
 line log format configuration. 
        >>
}

#
# Parameterized Rules
#
rule check(api_gateway_v2_stage) { 
    %api_gateway_v2_stage { 
        # Scenario 2 
        AccessLogSettings exists 
        AccessLogSettings is_struct 

        AccessLogSettings { 
            # Scenario 3 
            DestinationArn exists 
            check_is_string_and_not_empty(DestinationArn) or 
            check_local_references(%INPUT_DOCUMENT, DestinationArn, 
 "AWS::Logs::LogGroup") 

            # Scenario 4, 5 
            Format exists 
            check_is_string_and_not_empty(Format) 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
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    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.APIGATEWAY.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: 
      RetentionInDays: 7 
  HttpApi: 
    Type: AWS::ApiGatewayV2::Api 
    Properties: 
      Name: ExampleApi 
      ProtocolType: HTTP 
  HttpApiStage: 
    Type: 'AWS::ApiGatewayV2::Stage' 
    Properties: 
      StageName: ExampleStage 
      Description: Example Stage 
      ApiId: 
        Ref: HttpApi 
      AccessLogSettings: 
        DestinationArn: 
          Fn::GetAtt: 
          - "LogGroup" 
          - "Arn" 
        Format: >- 
          {"requestId":"$context.requestId", "ip": "$context.identity.sourceIp", 
          "user":"$context.identity.user","requestTime":"$context.requestTime"} 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  HttpApi: 
    Type: AWS::ApiGatewayV2::Api 
    Properties: 
      Name: ExampleApi 
      ProtocolType: HTTP 
  HttpApiStage: 
    Type: 'AWS::ApiGatewayV2::Stage' 
    Properties: 
      StageName: ExampleStage 
      Description: Example Stage 
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      ApiId: 
        Ref: HttpApi 

     

[CT.APIGATEWAY.PR.5] Require Amazon API Gateway V2 Websocket and HTTP routes to specify 
an authorization type

This control checks whether Amazon API Gateway V2 API routes have an authorization type set.

• Control objective: Use strong authentication

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ApiGatewayV2::Route,
AWS::ApiGatewayV2::ApiGatewayManagedOverrides

• AWS CloudFormation guard rule:  CT.APIGATEWAY.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.5 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.5 example templates

Explanation

API Gateway supports multiple mechanisms for controlling and managing access to your 
Websocket or HTTP API. By specifying an authorization type, you can restrict access to your API, to 
allow only required users or processes.

Usage considerations

• This control applies only to routes created by means of the
AWS::ApiGatewayV2::Route resource, and to managed overrides that apply to HTTP 
API routes that are created through quick create.

Proactive controls 424



AWS Control Tower User Guide

• This control does not evaluate HTTP API routes imported using the Body or
BodyS3Location properties of AWS::ApiGatewayV2::API resources.

Remediation for rule failure

For Amazon API Gateway V2 routes, set AuthorizationType to AWS_IAM, JWT or CUSTOM. 
For Amazon API Gateway V2 managed route overrides with AuthorizationType, set
AuthorizationType to AWS_IAM, JWT or CUSTOM.

The examples that follow show how to implement this remediation.

Amazon API Gateway V2 Route - Example

Amazon API Gateway V2 route configured with AWS IAM authorization. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "ApiGatewayV2Route": { 
        "Type": "AWS::ApiGatewayV2::Route", 
        "Properties": { 
            "ApiId": { 
                "Ref": "WebsocketApi" 
            }, 
            "RouteKey": "$connect", 
            "AuthorizationType": "AWS_IAM" 
        } 
    }
} 
                 

YAML example

ApiGatewayV2Route: 
  Type: AWS::ApiGatewayV2::Route 
  Properties: 
    ApiId: !Ref 'WebsocketApi' 
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    RouteKey: $connect 
    AuthorizationType: AWS_IAM 

                 

The examples that follow show how to implement this remediation.

Amazon API Gateway V2 Managed Overrides - Example

Amazon API Gateway V2 managed overrides configured with AWS IAM authorization. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "ApiGatewayManagedOverride": { 
        "Type": "AWS::ApiGatewayV2::ApiGatewayManagedOverrides", 
        "Properties": { 
            "ApiId": { 
                "Ref": "HttpApi" 
            }, 
            "Route": { 
                "AuthorizationType": "AWS_IAM" 
            } 
        } 
    }
} 
                 

YAML example

ApiGatewayManagedOverride: 
  Type: AWS::ApiGatewayV2::ApiGatewayManagedOverrides 
  Properties: 
    ApiId: !Ref 'HttpApi' 
    Route: 
      AuthorizationType: AWS_IAM 
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CT.APIGATEWAY.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   api_gw_v2_authorization_type_configured_check
#  
# Description:
#   This control checks whether Amazon API Gateway V2 API routes have an authorization 
 type set.
#  
# Reports on:
#   AWS::ApiGatewayV2::Route, AWS::ApiGatewayV2::ApiGatewayManagedOverrides
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon API Gateway V2 route or 
 managed route overrides resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon API Gateway V2 managed route 
 overrides resource
#       And: In 'Route', 'AuthorizationType' has not been provided
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon API Gateway V2 route resource
#       And: 'AuthorizationType' has not been provided
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon API Gateway V2 route or managed 
 route overrides resource
#       And: 'AuthorizationType' has been provided and set to a value other than 
 'AWS_IAM', 'JWT' or 'CUSTOM'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon API Gateway V2 route or managed 
 route overrides resource
#       And: 'AuthorizationType' has been provided and set to a value of 'AWS_IAM', 
 'JWT' or 'CUSTOM'
#      Then: PASS

#
# Constants
#
let API_GW_ROUTE_TYPE = "AWS::ApiGatewayV2::Route"
let API_GW_MANAGED_OVERRIDE_TYPE = "AWS::ApiGatewayV2::ApiGatewayManagedOverrides"
let ALLOWED_AUTHORIZATION_TYPES = ["AWS_IAM", "JWT", "CUSTOM"]
let INPUT_DOCUMENT = this

#
# Assignments
#
let api_route = Resources.*[ Type == %API_GW_ROUTE_TYPE ]
let api_override = Resources.*[ Type == %API_GW_MANAGED_OVERRIDE_TYPE ]

#
# Primary Rules
#
rule api_gw_v2_authorization_type_configured_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %api_route not empty { 
    check_api_route(%api_route.Properties) 
         << 
         [CT.APIGATEWAY.PR.5]: Require Amazon API Gateway V2 Websocket and HTTP routes 
 to specify an authorization type 
            [FIX]: For Amazon API Gateway V2 routes, set 'AuthorizationType' to 
 'AWS_IAM', 'JWT' or 'CUSTOM'. For Amazon API Gateway V2 managed route overrides with 
 'AuthorizationType', set 'AuthorizationType' to 'AWS_IAM', 'JWT' or 'CUSTOM'. 
         >>
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}

rule api_gw_v2_authorization_type_configured_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %api_override not empty { 
    check_api_override(%api_override.Properties) 
         << 
         [CT.APIGATEWAY.PR.5]: Require Amazon API Gateway V2 Websocket and HTTP routes 
 to specify an authorization type 
            [FIX]: For Amazon API Gateway V2 routes, set 'AuthorizationType' to 
 'AWS_IAM', 'JWT' or 'CUSTOM'. For Amazon API Gateway V2 managed route overrides with 
 'AuthorizationType', set 'AuthorizationType' to 'AWS_IAM', 'JWT' or 'CUSTOM'. 
         >>
}

rule api_gw_v2_authorization_type_configured_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %API_GW_ROUTE_TYPE) { 
    check_api_route(%INPUT_DOCUMENT.%API_GW_ROUTE_TYPE.resourceProperties) 
         << 
         [CT.APIGATEWAY.PR.5]: Require Amazon API Gateway V2 Websocket and HTTP routes 
 to specify an authorization type 
            [FIX]: For Amazon API Gateway V2 routes, set 'AuthorizationType' to 
 'AWS_IAM', 'JWT' or 'CUSTOM'. For Amazon API Gateway V2 managed route overrides with 
 'AuthorizationType', set 'AuthorizationType' to 'AWS_IAM', 'JWT' or 'CUSTOM'. 
         >>
}

rule api_gw_v2_authorization_type_configured_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %API_GW_MANAGED_OVERRIDE_TYPE) { 
    check_api_override(%INPUT_DOCUMENT.
%API_GW_MANAGED_OVERRIDE_TYPE.resourceProperties) 
         << 
         [CT.APIGATEWAY.PR.5]: Require Amazon API Gateway V2 Websocket and HTTP routes 
 to specify an authorization type 
            [FIX]: For Amazon API Gateway V2 routes, set 'AuthorizationType' to 
 'AWS_IAM', 'JWT' or 'CUSTOM'. For Amazon API Gateway V2 managed route overrides with 
 'AuthorizationType', set 'AuthorizationType' to 'AWS_IAM', 'JWT' or 'CUSTOM'. 
         >>
}

#
# Parameterized Rules
#
rule check_api_route(api_route) { 
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    %api_route { 
        # Scenario 3 
        AuthorizationType exists 

        # Scenario 4 and 5 
        AuthorizationType in %ALLOWED_AUTHORIZATION_TYPES 
    }
}

rule check_api_override(api_override) { 
    %api_override [ 
        # Scenario 2 
        Route exists 
        Route is_struct 
        Route { 
            AuthorizationType exists 
        } 
    ]{ 
        check_api_route(Route) 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
     %doc.%RESOURCE_TYPE.resourceProperties exists 
 } 

     

CT.APIGATEWAY.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  ApiGatewayV2Route: 
    Type: AWS::ApiGatewayV2::Route 
    Properties: 
      ApiId: a1bcdef2gh 
      RouteKey: $connect 
      AuthorizationType: AWS_IAM 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ApiGatewayManagedOverride: 
    Type: AWS::ApiGatewayV2::ApiGatewayManagedOverrides 
    Properties: 
      ApiId: a1bcdef2gh 
      Route: 
        AuthorizationType: AWS_IAM 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ApiGatewayV2Route: 
    Type: AWS::ApiGatewayV2::Route 
    Properties: 
      ApiId: a1bcdef2gh 
      RouteKey: $connect 
      AuthorizationType: NONE 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  ApiGatewayManagedOverride: 
    Type: AWS::ApiGatewayV2::ApiGatewayManagedOverrides 
    Properties: 
      ApiId: a1bcdef2gh 
      Route: 
        AuthorizationType: NONE 

     

[CT.APIGATEWAY.PR.6] Require an Amazon API Gateway REST domain to use a security policy 
that specifies a minimum TLS protocol version of TLSv1.2

This control checks whether an Amazon API Gateway REST API domain name requires a minimum 
Transport Layer Security protocol version of TLSv1.2 by means of its security policy.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ApiGateway::DomainName

• AWS CloudFormation guard rule:  CT.APIGATEWAY.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.6 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.6 example templates

Explanation

The TLS protocol addresses network security problems, such as tampering and eavesdropping 
between a client and server. When your clients establish a TLS handshake to your API through 
the custom domain, you can choose a minimum Transport Layer Security (TLS) protocol version. 
This version is enforced for your Amazon API Gateway custom domain by setting a security policy, 
which is a predefined combination of minimum TLS version and cipher suite offered by Amazon API 
Gateway.
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Usage considerations

• TLS protocol versions and ciphers used by Amazon API Gateway security policies 
depend on the type of API Gateway endpoint in use. For more about supported TLS 
protocol versions and ciphers for each endpoint type, review the Amazon API Gateway 
documentation.

Remediation for rule failure

Set the value of SecurityPolicy to TLS_1_2, or to adopt the default value, do not provide a value for 
SecurityPolicy.

The examples that follow show how to implement this remediation.

Amazon API Gateway Domain Name - Example

An Amazon API Gateway regional domain name configured with a security policy that requires a 
minimum of TLSv1.2 for API client connections. The example is shown in JSON and in YAML.

JSON example

{ 
    "DomainName": { 
        "Type": "AWS::ApiGateway::DomainName", 
        "Properties": { 
            "DomainName": "example.com", 
            "RegionalCertificateArn": { 
                "Ref": "AcmCertificate" 
            }, 
            "EndpointConfiguration": { 
                "Types": [ 
                    "REGIONAL" 
                ] 
            }, 
            "SecurityPolicy": "TLS_1_2" 
        } 
    }
} 
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YAML example

DomainName: 
  Type: AWS::ApiGateway::DomainName 
  Properties: 
    DomainName: example.com 
    RegionalCertificateArn: !Ref 'AcmCertificate' 
    EndpointConfiguration: 
      Types: 
        - REGIONAL 
    SecurityPolicy: TLS_1_2 

                 

CT.APIGATEWAY.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   api_gw_domain_tls_check
#  
# Description:
#   This control checks whether an Amazon API Gateway REST API domain name requires a 
 minimum Transport Layer Security protocol version of TLSv1.2 by means of its security 
 policy.
#  
# Reports on:
#   AWS::ApiGateway::DomainName
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any API Gateway domain name resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway domain name resource
#       And: 'SecurityPolicy' has been provided and set to a security policy that 
 allows
#            a minimum TLS protocol version earlier than TLSv1.2
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway domain name resource
#       And: 'SecurityPolicy' has not been provided
#      Then: PASS
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an API Gateway domain name resource
#       And: 'SecurityPolicy' has been provided and set to a security policy that 
 requires
#            a minimum TLS protocol version of TLSv1.2
#      Then: PASS

#
# Constants
#
let API_GW_DOMAIN_NAME_TYPE = "AWS::ApiGateway::DomainName"
let ALLOWED_SECURITY_POLICIES = ["TLS_1_2"]
let INPUT_DOCUMENT = this

#
# Assignments
#
let api_gateway_domain_names = Resources.*[ Type == %API_GW_DOMAIN_NAME_TYPE ]

#
# Primary Rules
#
rule api_gw_domain_tls_check when is_cfn_template(%INPUT_DOCUMENT) 
                                  %api_gateway_domain_names not empty { 
    check(%api_gateway_domain_names.Properties) 
        << 
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        [CT.APIGATEWAY.PR.6]: Require an Amazon API Gateway REST domain to use a 
 security policy that specifies a minimum TLS protocol version of TLSv1.2 
        [FIX]: Set the value of SecurityPolicy to TLS_1_2, or to adopt the default 
 value, do not provide a value for SecurityPolicy. 
        >>
}

rule api_gw_domain_tls_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %API_GW_DOMAIN_NAME_TYPE) { 
    check(%INPUT_DOCUMENT.%API_GW_DOMAIN_NAME_TYPE.resourceProperties) 
        << 
        [CT.APIGATEWAY.PR.6]: Require an Amazon API Gateway REST domain to use a 
 security policy that specifies a minimum TLS protocol version of TLSv1.2 
        [FIX]: Set the value of SecurityPolicy to TLS_1_2, or to adopt the default 
 value, do not provide a value for SecurityPolicy. 
        >>
}

#
# Parameterized Rules
#
rule check(api_gateway_stage) { 
    %api_gateway_stage { 
        # Scenario 2, 3, 4 
        SecurityPolicy not exists or 
        SecurityPolicy in %ALLOWED_SECURITY_POLICIES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.APIGATEWAY.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DomainName: 
    Type: AWS::ApiGateway::DomainName 
    Properties: 
      DomainName: example.com 
      RegionalCertificateArn: arn:aws:acm:us-west-2:123456789012:certificate/abcd1234-
efg5-1234-1234-1234abcdefgh 
      EndpointConfiguration: 
        Types: 
        - REGIONAL 
      SecurityPolicy: TLS_1_2 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DomainName: 
    Type: AWS::ApiGateway::DomainName 
    Properties: 
      DomainName: example.com 
      RegionalCertificateArn: arn:aws:acm:us-west-2:123456789012:certificate/abcd1234-
efg5-1234-1234-1234abcdefgh 
      EndpointConfiguration: 
        Types: 
        - REGIONAL 
      SecurityPolicy: TLS_1_0 
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AWS Certificate Manager controls

Topics

• [CT.ACM.PR.1] Require an AWS Private CA certificate to have a single domain name

[CT.ACM.PR.1] Require an AWS Private CA certificate to have a single domain name

This control checks whether any AWS Certificate Manager (ACM) Private CA certificates have 
wildcard domain names instead of single domain names.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CertificateManager::Certificate

• AWS CloudFormation guard rule:  CT.ACM.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ACM.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ACM.PR.1 example templates

Explanation

AWS Private CA allows you to use wildcards (*) in the domain name, so you can protect several 
sites in the same domain. This type of certificate presents some risk, because if the private key of 
a certificate is compromised, all domain and subdomains with the compromised certificate are 
compromised. We recommend that you use single domain name certificates instead of wildcard 
certificates to reduce these associated risks.

Remediation for rule failure

Set DomainName and each entry within SubjectAlternativeNames to a fully qualified domain 
name (FQDN) that does not contain a wildcard (*).

The examples that follow show how to implement this remediation.
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AWS Certificate Manager Private CA Certificate - Example One

AWS Certificate Manager Private CA certificate configured with a single domain and no subject 
alternative names. The example is shown in JSON and in YAML.

JSON example

{ 
    "Resources": { 
        "ACMCertificate": { 
            "Type": "AWS::CertificateManager::Certificate", 
            "Properties": { 
                "CertificateAuthorityArn": "arn:aws:acm-pca:us-
east-1:123456789012:certificate-authority/12345678-1234-1234-1234-123456789012", 
                "DomainName": "example.com" 
            } 
        } 
    }
} 
                 

YAML example

Resources: 
  ACMCertificate: 
    Type: AWS::CertificateManager::Certificate 
    Properties: 
      CertificateAuthorityArn: arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012 
      DomainName: example.com 

                 

The examples that follow show how to implement this remediation.

AWS Certificate Manager Private CA Certificate - Example Two

AWS Certificate Manager private CA certificate configured with a single domain and one subject 
alternative name. The example is shown in JSON and in YAML.

JSON example
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{ 
    "Resources": { 
        "ACMCertificate": { 
            "Type": "AWS::CertificateManager::Certificate", 
            "Properties": { 
                "CertificateAuthorityArn": "arn:aws:acm-pca:us-
east-1:123456789012:certificate-authority/12345678-1234-1234-1234-123456789012", 
                "DomainName": "example.com", 
                "SubjectAlternativeNames": [ 
                    "www.example.com" 
                ] 
            } 
        } 
    }
} 
                 

YAML example

Resources: 
  ACMCertificate: 
    Type: AWS::CertificateManager::Certificate 
    Properties: 
      CertificateAuthorityArn: arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012 
      DomainName: example.com 
      SubjectAlternativeNames: 
        - www.example.com 

                 

CT.ACM.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   acm_certificate_domain_name_check
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#  
# Description:
#   This control checks whether any AWS Certificate Manager (ACM) Private CA 
 certificates have wildcard domain names instead of single domain names.
#  
# Reports on:
#   AWS::CertificateManager::Certificate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ACM certificate resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ACM certificate resource
#       And: 'CertificateAuthorityArn' has not been provided
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ACM certificate resource
#       And: 'CertificateAuthorityArn' has been provided
#       And: 'DomainName' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ACM certificate resource
#       And: 'CertificateAuthorityArn' has been provided
#       And: 'SubjectAlternativeNames' has not been provided or provided as an empty 
 list
#       And: 'DomainName' has been provided with a string that begins with a wildcard 
 character ('*').
#      Then: FAIL
#   Scenario: 5
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ACM certificate resource
#       And: 'CertificateAuthorityArn' has been provided
#       And: 'DomainName' has been provided with a string that does not begin with a 
 wildcard character ('*').
#       And: 'SubjectAlternativeNames' has been provided as a non-empty list containing 
 a string that
#            begins with a wildcard character ('*').
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ACM certificate resource
#       And: 'CertificateAuthorityArn' has been provided
#       And: 'DomainName' has been provided with a string that does not begin with a 
 wildcard character ('*').
#       And: 'SubjectAlternativeNames' has not been provided or provided as an empty 
 list
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ACM certificate resource
#       And: 'CertificateAuthorityArn' has been provided
#       And: 'DomainName' has been provided with a string that does not begin with a 
 wildcard character ('*').
#       And: 'SubjectAlternativeNames' has been provided as a non-empty list where no 
 entries are strings that
#            begin with a wildcard character ('*').
#      Then: PASS

#
# Constants
#
let ACM_CERTIFICATE_TYPE = "AWS::CertificateManager::Certificate"
let WILDCARD_DOMAIN_NAME_REGEX_PATTERN = /^(\*\.).*$/
let INPUT_DOCUMENT = this

#
# Assignments
#
let acm_certificates = Resources.*[ Type == %ACM_CERTIFICATE_TYPE ]

Proactive controls 442



AWS Control Tower User Guide

#
# Primary Rules
#
rule acm_certificate_domain_name_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %acm_certificates not empty { 
    check(%acm_certificates.Properties) 
        << 
        [CT.ACM.PR.1]: Require an AWS Private CA certificate to have a single domain 
 name 
            [FIX]: Set 'DomainName' and each entry within 'SubjectAlternativeNames' to 
 a fully qualified domain name (FQDN) that does not contain a wildcard (*). 
        >>
}

rule acm_certificate_domain_name_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ACM_CERTIFICATE_TYPE) { 
    check(%INPUT_DOCUMENT.%ACM_CERTIFICATE_TYPE.resourceProperties) 
        << 
        [CT.ACM.PR.1]: Require an AWS Private CA certificate to have a single domain 
 name 
            [FIX]: Set 'DomainName' and each entry within 'SubjectAlternativeNames' to 
 a fully qualified domain name (FQDN) that does not contain a wildcard (*). 
        >>
}

#
# Parameterized Rules
#
rule check(acm_certificate) { 
    %acm_certificate[ 
        CertificateAuthorityArn exists 
    ] { 
        # Scenario 2 
        DomainName exists 
        # Scenario 3 and 4 
        check_wildcarded_domain(DomainName) 
        check_subject_alternative_names(this) 
    }
}

rule check_subject_alternative_names(acm_certificate) { 
    %acm_certificate [ 
        SubjectAlternativeNames exists 
        SubjectAlternativeNames is_list 
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        SubjectAlternativeNames not empty 
    ] { 
        SubjectAlternativeNames[*] { 
            check_wildcarded_domain(this) 
        } 
    }
}

rule check_wildcarded_domain(domain) { 
    %domain { 
        this is_string 
        this != %WILDCARD_DOMAIN_NAME_REGEX_PATTERN 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ACM.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ACMCertificate: 
    Type: AWS::CertificateManager::Certificate 
    Properties: 
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      CertificateAuthorityArn: arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012 
      DomainName: example.com 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ACMCertificate: 
    Type: AWS::CertificateManager::Certificate 
    Properties: 
      CertificateAuthorityArn: arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012 
      DomainName: '*.example.com' 

     

AWS AppSync controls

Topics

• [CT.APPSYNC.PR.1] Require an AWS AppSync GraphQL API to have logging enabled

• [CT.APPSYNC.PR.2] Require an AWS AppSync GraphQL API to be configured with private visibility

• [CT.APPSYNC.PR.3] Require that an AWS AppSync GraphQL API is not authenticated with API 
keys

• [CT.APPSYNC.PR.4] Require an AWS AppSync GraphQL API cache to have encryption in transit 
enabled.

• [CT.APPSYNC.PR.5] Require an AWS AppSync GraphQL API cache to have encryption at rest 
enabled.

[CT.APPSYNC.PR.1] Require an AWS AppSync GraphQL API to have logging enabled

This control checks whether an AWS AppSync GraphQL API has been configured to send request-
level and field-level logs to Amazon CloudWatch Logs.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule
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• Control behavior: Proactive

• Resource types: AWS::AppSync::GraphQLApi

• AWS CloudFormation guard rule:  CT.APPSYNC.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.APPSYNC.PR.1 example templates

Explanation

AppSync logs are useful for debugging issues related to requests.

Remediation for rule failure

Within LogConfig, set FieldLogLevel to ALL or ERROR and set CloudWatchLogsRoleArn
to the ARN of an AWS IAM role configured to allow AWS AppSync to send logs to Amazon 
CloudWatch Logs.

The examples that follow show how to implement this remediation.

AWS AppSync GraphQL API - Example

An AWS AppSync GraphQL API configured to send GraphQL operations and tracing to Amazon 
CloudWatch Logs. The example is shown in JSON and in YAML.

JSON example

{ 
    "GraphQLApi": { 
        "Type": "AWS::AppSync::GraphQLApi", 
        "Properties": { 
            "Name": "SampleApi", 
            "AuthenticationType": "AWS_IAM", 
            "LogConfig": { 
                "FieldLogLevel": "ALL", 
                "CloudWatchLogsRoleArn": { 
                    "Fn::GetAtt": [ 
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                        "AppSyncLoggingRole", 
                        "Arn" 
                    ] 
                } 
            } 
        } 
    }
} 
                 

YAML example

GraphQLApi: 
  Type: AWS::AppSync::GraphQLApi 
  Properties: 
    Name: SampleApi 
    AuthenticationType: AWS_IAM 
    LogConfig: 
      FieldLogLevel: ALL 
      CloudWatchLogsRoleArn: !GetAtt 'AppSyncLoggingRole.Arn' 

                 

CT.APPSYNC.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   appsync_logging_enabled_check
#  
# Description:
#   This control checks whether an AWS AppSync GraphQL API has been configured to send 
 request-level and field-level logs to Amazon CloudWatch Logs.
#  
# Reports on:
#   AWS::AppSync::GraphQLApi
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
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#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AppSync GraphQL API resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AppSync GraphQL API resource
#       And: 'LogConfig' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AppSync GraphQL API resource
#       And: 'LogConfig' has been provided
#       And: 'FieldLogLevel' in 'LogConfig' has not been provided or provided and set 
 to a value other
#            than 'ERROR' or 'ALL'
#       And: 'CloudWatchLogsRoleArn' in 'LogConfig' has not been provided or provided 
 and set to an empty
#            string or invalid local reference
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AppSync GraphQL API resource
#       And: 'LogConfig' has been provided
#       And: 'FieldLogLevel' in 'LogConfig' has been provided and set to 'ERROR' or 
 'ALL'
#       And: 'CloudWatchLogsRoleArn' in 'LogConfig' has not been provided or provided 
 and set to an empty
#            string or invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AppSync GraphQL API resource
#       And: 'LogConfig' has been provided
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#       And: 'FieldLogLevel' in 'LogConfig' has not been provided or provided and set 
 to a value other
#            than 'ERROR' or 'ALL'
#       And: 'CloudWatchLogsRoleArn' in 'LogConfig' has been provided and set to a non-
empty string or valid
#            local reference
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AppSync GraphQL API resource
#       And: 'LogConfig' has been provided
#       And: 'FieldLogLevel' in 'LogConfig' has been provided and set to 'ERROR' or 
 'ALL'
#       And: 'CloudWatchLogsRoleArn' in 'LogConfig' has been provided and set to a non-
empty string or valid
#            local reference
#      Then: PASS

#
# Constants
#
let APPSYNC_GRAPHQL_API_TYPE = "AWS::AppSync::GraphQLApi"
let ALLOWED_APPSYNC_LOG_LEVELS = [ "ERROR", "ALL" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let appsync_graphql_apis = Resources.*[ Type == %APPSYNC_GRAPHQL_API_TYPE ]

#
# Primary Rules
#
rule appsync_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                        %appsync_graphql_apis not empty { 
    check(%appsync_graphql_apis.Properties) 
        << 
        [CT.APPSYNC.PR.1]: Require an AWS AppSync GraphQL API to have logging enabled 
        [FIX]: Within 'LogConfig', set 'FieldLogLevel' to 'ALL' or 'ERROR' and set 
 'CloudWatchLogsRoleArn' to the ARN of an AWS IAM role configured to allow AWS AppSync 
 to send logs to Amazon CloudWatch Logs. 
        >>
}
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rule appsync_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %APPSYNC_GRAPHQL_API_TYPE) { 
    check(%INPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_TYPE.resourceProperties) 
        << 
        [CT.APPSYNC.PR.1]: Require an AWS AppSync GraphQL API to have logging enabled 
        [FIX]: Within 'LogConfig', set 'FieldLogLevel' to 'ALL' or 'ERROR' and set 
 'CloudWatchLogsRoleArn' to the ARN of an AWS IAM role configured to allow AWS AppSync 
 to send logs to Amazon CloudWatch Logs. 
        >>
}

#
# Parameterized Rules
#
rule check(appsync_graphql_api) { 
    %appsync_graphql_api { 
        # Scenario 2 
        LogConfig exists 
        LogConfig is_struct 

        LogConfig { 
            # Scenarios 3, 4, 5 and 6 
            FieldLogLevel exists 
            FieldLogLevel in %ALLOWED_APPSYNC_LOG_LEVELS 

            CloudWatchLogsRoleArn exists 
            check_is_string_and_not_empty(CloudWatchLogsRoleArn) or 
            check_local_references(%INPUT_DOCUMENT, CloudWatchLogsRoleArn, 
 "AWS::IAM::Role") 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.APPSYNC.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  GraphQLApi: 

Proactive controls 451



AWS Control Tower User Guide

    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
      LogConfig: 
        FieldLogLevel: ALL 
        CloudWatchLogsRoleArn: 
          Fn::GetAtt: 
          - AppSyncLoggingRole 
          - Arn 
  AppSyncLoggingRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - appsync.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: AppSyncLoggingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
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  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
      LogConfig: 
        FieldLogLevel: NONE 
        CloudWatchLogsRoleArn: 
          Fn::GetAtt: 
          - AppSyncLoggingRole 
          - Arn 
  AppSyncLoggingRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - appsync.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: AppSyncLoggingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
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[CT.APPSYNC.PR.2] Require an AWS AppSync GraphQL API to be configured with private 
visibility

This control checks whether an AWS AppSync GraphQL API has been configured with private 
visibility.

• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AppSync::GraphQLApi

• AWS CloudFormation guard rule:  CT.APPSYNC.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.2 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APPSYNC.PR.2 example templates

Explanation

If you use Amazon Virtual Private Cloud (Amazon VPC), you can create AWS AppSync Private APIs, 
which are APIs that are accessible only from a Amazon VPC. With a Private API, you can restrict API 
access to your internal applications and connect to your GraphQL and Realtime endpoints without 
exposing data publicly.

Usage considerations

• This control requires AWS AppSync GraphQL APIs to be configured with private API 
features, so that they are accessible only from a Amazon VPC. If you require your AWS 
AppSync GraphQL APIs to be accessible from an AWS AppSync public endpoint, do not 
enable this control.

Remediation for rule failure

Set the Visibility property to PRIVATE.
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The examples that follow show how to implement this remediation.

AWS AppSync Private API - Example

An AWS AppSync GraphQL API configured with private visibility. The example is shown in JSON and 
in YAML.

JSON example

{ 
    "GraphQLApi": { 
        "Type": "AWS::AppSync::GraphQLApi", 
        "Properties": { 
            "Name": "SampleApi", 
            "AuthenticationType": "AWS_IAM", 
            "Visibility": "PRIVATE" 
        } 
    }
} 
                 

YAML example

GraphQLApi: 
  Type: AWS::AppSync::GraphQLApi 
  Properties: 
    Name: SampleApi 
    AuthenticationType: AWS_IAM 
    Visibility: PRIVATE 

                 

CT.APPSYNC.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   appsync_api_private_visibility_check
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#  
# Description:
#   This control checks whether an AWS AppSync GraphQL API has been configured with 
 private visibility.
#  
# Reports on:
#   AWS::AppSync::GraphQLApi
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS AppSync GraphQL API resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API resource
#       And: 'Visibility' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API resource
#       And: 'Visibility' has been provided and set to a value other than 'PRIVATE'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API resource
#       And: 'Visibility' has been provided and set to 'PRIVATE'
#      Then: PASS

#
# Constants
#
let APPSYNC_GRAPHQL_API_TYPE = "AWS::AppSync::GraphQLApi"
let ALLOWED_VISIBILITY_LEVELS = [ "PRIVATE" ]
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let INPUT_DOCUMENT = this

#
# Assignments
#
let appsync_graphql_apis = Resources.*[ Type == %APPSYNC_GRAPHQL_API_TYPE ]

#
# Primary Rules
#
rule appsync_api_private_visibility_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %appsync_graphql_apis not empty { 
    check(%appsync_graphql_apis.Properties) 
        << 
        [CT.APPSYNC.PR.2]: Require an AWS AppSync GraphQL API to be configured with 
 private visibility 
        [FIX]: Set the Visibility property to PRIVATE. 
        >>
}

rule appsync_api_private_visibility_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %APPSYNC_GRAPHQL_API_TYPE) { 
    check(%INPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_TYPE.resourceProperties) 
        << 
        [CT.APPSYNC.PR.2]: Require an AWS AppSync GraphQL API to be configured with 
 private visibility 
        [FIX]: Set the Visibility property to PRIVATE. 
        >>
}

#
# Parameterized Rules
#
rule check(appsync_graphql_api) { 
    %appsync_graphql_api { 
        # Scenario 2 
        Visibility exists 
        # Scenarios 3 and 4 
        Visibility in %ALLOWED_VISIBILITY_LEVELS 
    }
}

#
# Utility Rules
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#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.APPSYNC.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
      Visibility: PRIVATE 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
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        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
      Visibility: GLOBAL 

     

[CT.APPSYNC.PR.3] Require that an AWS AppSync GraphQL API is not authenticated with API 
keys

This control checks that an AWS AppSync GraphQL API has been configured with an authentication 
type other than API_KEY authentication.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AppSync::GraphQLApi

• AWS CloudFormation guard rule:  CT.APPSYNC.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.3 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APPSYNC.PR.3 example templates

Explanation

One way to control throttling for unauthenticated GraphQL endpoints is through the use of API 
keys. API keys are recommended only for development purposes, or in scenarios where it is safe to 
expose a public API. If static API keys are stolen, an API can become vulnerable to replay attacks.

Remediation for rule failure

Set the AuthenticationType property to a value other than API_KEY, and ensure no entry in the 
AdditionalAuthenticationProviders property has an AuthenticationType value of API_KEY.

The examples that follow show how to implement this remediation.
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AWS AppSync GraphQL API - Example

An AWS AppSync GraphQL API configured with IAM authorization. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "GraphQLApi": { 
        "Type": "AWS::AppSync::GraphQLApi", 
        "Properties": { 
            "Name": "SampleApi", 
            "AuthenticationType": "AWS_IAM" 
        } 
    }
} 
                 

YAML example

GraphQLApi: 
  Type: AWS::AppSync::GraphQLApi 
  Properties: 
    Name: SampleApi 
    AuthenticationType: AWS_IAM 

                 

CT.APPSYNC.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   appsync_authorization_check
#  
# Description:
#   This control checks that an AWS AppSync GraphQL API has been configured with an 
 authentication type other than API_KEY authentication.
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#  
# Reports on:
#   AWS::AppSync::GraphQLApi
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS AppSync GraphQL API resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API resource
#       And: 'AuthenticationType' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API resource
#       And: 'AuthenticationType' has been provided and is equal to 'API_KEY'
#       And: 'AdditionalAuthenticationProviders' has not been provided or provided as 
 an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API resource
#       And: 'AuthenticationType' has been provided and is equal to a value other than 
 'API_KEY'
#       And: 'AdditionalAuthenticationProviders' has been provided as a non-empty list
#       And: An entry in 'AdditionalAuthenticationProviders' has 'AuthenticationType' 
 equal to 'API_KEY'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API resource
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#       And: 'AuthenticationType' has been provided and is equal to a value other than 
 'API_KEY'
#       And: 'AdditionalAuthenticationProviders' has not been provided or provided as 
 an empty list
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API resource
#       And: 'AuthenticationType' has been provided and is equal to a value other than 
 'API_KEY'
#       And: 'AdditionalAuthenticationProviders' has been provided as a non-empty list
#       And: No entries in 'AdditionalAuthenticationProviders' have 
 'AuthenticationType' equal to 'API_KEY'
#      Then: PASS

#
# Constants
#
let APPSYNC_GRAPHQL_API_TYPE = "AWS::AppSync::GraphQLApi"
let DISALLOWED_AUTHORIZATION_TYPES = [ "API_KEY" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let appsync_graphql_apis = Resources.*[ Type == %APPSYNC_GRAPHQL_API_TYPE ]

#
# Primary Rules
#
rule appsync_authorization_check when is_cfn_template(%INPUT_DOCUMENT) 
                                      %appsync_graphql_apis not empty { 
    check(%appsync_graphql_apis.Properties) 
        << 
        [CT.APPSYNC.PR.3]: Require that an AWS AppSync GraphQL API is not authenticated 
 with API keys 
        [FIX]: Set the AuthenticationType property to a value other than API_KEY, 
 and ensure no entry in the AdditionalAuthenticationProviders property has an 
 AuthenticationType value of API_KEY. 
        >>
}
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rule appsync_authorization_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %APPSYNC_GRAPHQL_API_TYPE) { 
    check(%INPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_TYPE.resourceProperties) 
        << 
        [CT.APPSYNC.PR.3]: Require that an AWS AppSync GraphQL API is not authenticated 
 with API keys 
        [FIX]: Set the AuthenticationType property to a value other than API_KEY, 
 and ensure no entry in the AdditionalAuthenticationProviders property has an 
 AuthenticationType value of API_KEY. 
        >>
}

#
# Parameterized Rules
#
rule check(appsync_graphql_api) { 
    %appsync_graphql_api { 
        # Scenarios 2, 3 and 5 
        check_authentication_type(this) 
    } 

    %appsync_graphql_api [ 
        AdditionalAuthenticationProviders exists 
        AdditionalAuthenticationProviders is_list 
        AdditionalAuthenticationProviders not empty 
    ] { 
        AdditionalAuthenticationProviders[*] { 
            # Scenarios 4 and 6 
            check_authentication_type(this) 
        } 
    }
}

rule check_authentication_type(appsync_configuration) { 
    %appsync_configuration { 
        AuthenticationType exists 
        AuthenticationType not in %DISALLOWED_AUTHORIZATION_TYPES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
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    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.APPSYNC.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
      AdditionalAuthenticationProviders: 
      - AuthenticationType: OPENID_CONNECT 
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        OpenIDConnectConfig: 
          Issuer: https://example.com/ 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: API_KEY 

     

[CT.APPSYNC.PR.4] Require an AWS AppSync GraphQL API cache to have encryption in transit 
enabled.

This control checks whether an AWS AppSync API cache has encryption in transit enabled.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AppSync::ApiCache

• AWS CloudFormation guard rule:  CT.APPSYNC.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.4 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APPSYNC.PR.4 example templates

Explanation
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Enabling this feature ensures that requests between AWS AppSync, the cache, and the data sources 
(except insecure HTTP data sources) are encrypted at the network level. Because some processing 
is needed to encrypt and decrypt the data at the endpoints, in-transit encryption can affect 
performance.

Remediation for rule failure

Set the value of the TransitEncryptionEnabled property to true.

The examples that follow show how to implement this remediation.

AWS AppSync GraphQL API Cache - Example

An AWS AppSync GraphQL API cache configured with encryption in transit enabled. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "GraphQLApiCache": { 
        "Type": "AWS::AppSync::ApiCache", 
        "Properties": { 
            "ApiId": { 
                "Fn::GetAtt": "GraphQLApi.ApiId" 
            }, 
            "Type": "SMALL", 
            "ApiCachingBehavior": "FULL_REQUEST_CACHING", 
            "Ttl": 1200, 
            "TransitEncryptionEnabled": true 
        } 
    }
} 
                 

YAML example

GraphQLApiCache: 
  Type: AWS::AppSync::ApiCache 
  Properties: 
    ApiId: !GetAtt 'GraphQLApi.ApiId' 
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    Type: SMALL 
    ApiCachingBehavior: FULL_REQUEST_CACHING 
    Ttl: 1200 
    TransitEncryptionEnabled: true 

                 

CT.APPSYNC.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   appsync_cache_encryption_in_transit_check
#  
# Description:
#   This control checks whether an AWS AppSync API cache has encryption in transit 
 enabled.
#  
# Reports on:
#   AWS::AppSync::ApiCache
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS AppSync GraphQL API cache 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API cache resource
#       And: 'TransitEncryptionEnabled' has not been provided
#      Then: FAIL
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#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API cache resource
#       And: 'TransitEncryptionEnabled' been provided and is equal to a value other 
 than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API cache resource
#       And: 'TransitEncryptionEnabled' been provided and is equal to bool(true)
#      Then: PASS

#
# Constants
#
let APPSYNC_GRAPHQL_API_CACHE_TYPE = "AWS::AppSync::ApiCache"
let INPUT_DOCUMENT = this

#
# Assignments
#
let appsync_graphql_api_caches = Resources.*[ Type == %APPSYNC_GRAPHQL_API_CACHE_TYPE ]

#
# Primary Rules
#
rule appsync_cache_encryption_in_transit_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                    %appsync_graphql_api_caches not 
 empty { 
    check(%appsync_graphql_api_caches.Properties) 
        << 
        [CT.APPSYNC.PR.4]: Require an AWS AppSync GraphQL API cache to have encryption 
 in transit enabled. 
        [FIX]: Set the value of the TransitEncryptionEnabled property to true. 
        >>
}

rule appsync_cache_encryption_in_transit_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %APPSYNC_GRAPHQL_API_CACHE_TYPE) { 
    check(%INPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_CACHE_TYPE.resourceProperties) 
        << 
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        [CT.APPSYNC.PR.4]: Require an AWS AppSync GraphQL API cache to have encryption 
 in transit enabled. 
        [FIX]: Set the value of the TransitEncryptionEnabled property to true. 
        >>
}

#
# Parameterized Rules
#
rule check(appsync_graphql_api_cache) { 
    %appsync_graphql_api_cache { 
        # Scenario 2 
        TransitEncryptionEnabled exists 
        # Scenarios 3 and 4 
        TransitEncryptionEnabled == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.APPSYNC.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
  GraphQLApiCache: 
    Type: AWS::AppSync::ApiCache 
    Properties: 
      ApiId: 
        Fn::GetAtt: GraphQLApi.ApiId 
      Type: SMALL 
      ApiCachingBehavior: FULL_REQUEST_CACHING 
      Ttl: 1200 
      TransitEncryptionEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
  GraphQLApiCache: 
    Type: AWS::AppSync::ApiCache 
    Properties: 
      ApiId: 
        Fn::GetAtt: GraphQLApi.ApiId 
      Type: SMALL 
      ApiCachingBehavior: FULL_REQUEST_CACHING 
      Ttl: 1200 
      TransitEncryptionEnabled: false 
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[CT.APPSYNC.PR.5] Require an AWS AppSync GraphQL API cache to have encryption at rest 
enabled.

This control checks whether an AWS AppSync API cache has encryption at rest enabled.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AppSync::ApiCache

• AWS CloudFormation guard rule:  CT.APPSYNC.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.5 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APPSYNC.PR.5 example templates

Explanation

Data saved to disk from memory during swap operations is encrypted at the cache instance. 
Protecting data at rest is an important security best practice. It can mitigate the risk associated 
with unintended data exposure.

Remediation for rule failure

Set the value of the AtRestEncryptionEnabled property to true.

The examples that follow show how to implement this remediation.

AWS AppSync GraphQL API Cache - Example

An AWS AppSync GraphQL API cache configured with encryption at rest enabled. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "GraphQLApiCache": { 
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        "Type": "AWS::AppSync::ApiCache", 
        "Properties": { 
            "ApiId": { 
                "Fn::GetAtt": "GraphQLApi.ApiId" 
            }, 
            "Type": "SMALL", 
            "ApiCachingBehavior": "FULL_REQUEST_CACHING", 
            "Ttl": 1200, 
            "AtRestEncryptionEnabled": true 
        } 
    }
} 
                 

YAML example

GraphQLApiCache: 
  Type: AWS::AppSync::ApiCache 
  Properties: 
    ApiId: !GetAtt 'GraphQLApi.ApiId' 
    Type: SMALL 
    ApiCachingBehavior: FULL_REQUEST_CACHING 
    Ttl: 1200 
    AtRestEncryptionEnabled: true 

                 

CT.APPSYNC.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   appsync_cache_encryption_at_rest_check
#  
# Description:
#   This control checks whether an AWS AppSync API cache has encryption at rest 
 enabled.
#  
# Reports on:
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#   AWS::AppSync::ApiCache
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS AppSync GraphQL API cache 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API cache resource
#       And: 'AtRestEncryptionEnabled' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API cache resource
#       And: 'AtRestEncryptionEnabled' been provided and is equal to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS AppSync GraphQL API cache resource
#       And: 'AtRestEncryptionEnabled' been provided and is equal to bool(true)
#      Then: PASS

#
# Constants
#
let APPSYNC_GRAPHQL_API_CACHE_TYPE = "AWS::AppSync::ApiCache"
let INPUT_DOCUMENT = this

#
# Assignments
#
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let appsync_graphql_api_caches = Resources.*[ Type == %APPSYNC_GRAPHQL_API_CACHE_TYPE ]

#
# Primary Rules
#
rule appsync_cache_encryption_at_rest_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                 %appsync_graphql_api_caches not empty 
 { 
    check(%appsync_graphql_api_caches.Properties) 
        << 
        [CT.APPSYNC.PR.5]: Require an AWS AppSync GraphQL API cache to have encryption 
 at rest enabled. 
        [FIX]: Set the value of the AtRestEncryptionEnabled property to true. 
        >>
}

rule appsync_cache_encryption_at_rest_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %APPSYNC_GRAPHQL_API_CACHE_TYPE) { 
    check(%INPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_CACHE_TYPE.resourceProperties) 
        << 
        [CT.APPSYNC.PR.5]: Require an AWS AppSync GraphQL API cache to have encryption 
 at rest enabled. 
        [FIX]: Set the value of the AtRestEncryptionEnabled property to true. 
        >>
}

#
# Parameterized Rules
#
rule check(appsync_graphql_api_cache) { 
    %appsync_graphql_api_cache { 
        # Scenario 2 
        AtRestEncryptionEnabled exists 
        # Scenarios 3 and 4 
        AtRestEncryptionEnabled == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
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        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.APPSYNC.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  GraphQLApi: 
    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
  GraphQLApiCache: 
    Type: AWS::AppSync::ApiCache 
    Properties: 
      ApiId: 
        Fn::GetAtt: GraphQLApi.ApiId 
      Type: SMALL 
      ApiCachingBehavior: FULL_REQUEST_CACHING 
      Ttl: 1200 
      AtRestEncryptionEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  GraphQLApi: 
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    Type: AWS::AppSync::GraphQLApi 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      AuthenticationType: AWS_IAM 
  GraphQLApiCache: 
    Type: AWS::AppSync::ApiCache 
    Properties: 
      ApiId: 
        Fn::GetAtt: GraphQLApi.ApiId 
      Type: SMALL 
      ApiCachingBehavior: FULL_REQUEST_CACHING 
      Ttl: 1200 
      AtRestEncryptionEnabled: false 

     

Amazon Athena controls

Topics

• [CT.ATHENA.PR.2] Require an Amazon Athena workgroup to encrypt Athena query results at rest 
with an AWS Key Management Service (KMS) key

[CT.ATHENA.PR.2] Require an Amazon Athena workgroup to encrypt Athena query results at 
rest with an AWS Key Management Service (KMS) key

This control checks whether an Amazon Athena workgroup is configured to encrypt query results at 
rest with an AWS KMS key.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Athena::WorkGroup

• AWS CloudFormation guard rule:  CT.ATHENA.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ATHENA.PR.2 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ATHENA.PR.2 example templates

Explanation

For an added layer of security, you can encrypt the results of Athena queries in the workgroup with 
AWS Key Management Service (KMS).

Usage considerations

• This control requires an Athena workgroup to override client settings by requiring the
EnforceWorkGroupConfiguration property to be provided and set to true, or 
omitted to adopt the default value of true.

Remediation for rule failure

In the WorkGroupConfiguration.ResultConfiguration parameter, provide an
EncryptionConfiguration configuration with an EncryptionOption set to a KMS-based 
encryption option, and with KmsKey set to the identifier or ARN of an AWS KMS key, or the name 
of an AWS KMS key alias.

The examples that follow show how to implement this remediation.

Amazon Athena workgroup - Example

Amazon Athena workgroup configured to encrypt Athena query results with AWS KMS (SSE_KMS). 
The example is shown in JSON and in YAML.

JSON example

{ 
    "AthenaWorkGroup": { 
        "Type": "AWS::Athena::WorkGroup", 
        "Properties": { 
            "Name": { 
                "Fn::Sub": "${AWS::StackName}-example" 
            }, 
            "Description": "Example workgroup", 
            "State": "ENABLED", 
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            "WorkGroupConfiguration": { 
                "EnforceWorkGroupConfiguration": true, 
                "ResultConfiguration": { 
                    "EncryptionConfiguration": { 
                        "KmsKey": { 
                            "Ref": "Key" 
                        }, 
                        "EncryptionOption": "SSE_KMS" 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

AthenaWorkGroup: 
  Type: AWS::Athena::WorkGroup 
  Properties: 
    Name: !Sub '${AWS::StackName}-example' 
    Description: Example workgroup 
    State: ENABLED 
    WorkGroupConfiguration: 
      EnforceWorkGroupConfiguration: true 
      ResultConfiguration: 
        EncryptionConfiguration: 
          KmsKey: !Ref 'Key' 
          EncryptionOption: SSE_KMS 

                 

CT.ATHENA.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   athena_workgroup_results_encrypted_at_rest_kms_check
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#  
# Description:
#   This control checks whether an Amazon Athena workgroup is configured to encrypt 
 query results at rest with an AWS KMS key.
#  
# Reports on:
#   AWS::Athena::WorkGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Athena workgroup resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Athena workgroup resource
#       And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has been 
 provided and
#            set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Athena workgroup resource
#       And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been 
 provided or provided
#            and set to bool(true)
#       And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration' 
 has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Athena workgroup resource
#       And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been 
 provided or provided
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#            and set to bool(true)
#       And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration' 
 has been provided
#       And: 'EncryptionOption' in 'EncryptionConfiguration' has not been provided or 
 provided as an empty string
#       And: 'KmsKey' in 'EncryptionConfiguration' has not been provided or provided as 
 an empty string or
#            invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Athena workgroup resource
#       And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been 
 provided or provided
#            and set to bool(true)
#       And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration' 
 has been provided
#       And: 'EncryptionOption' in 'EncryptionConfiguration' has been provided as a 
 non-empty string
#       And: 'KmsKey' in 'EncryptionConfiguration' has not been provided or provided as 
 an empty string or
#            invalid local reference
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Athena workgroup resource
#       And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been 
 provided or provided
#            and set to bool(true)
#       And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration' 
 has been provided
#       And: 'EncryptionOption' in 'EncryptionConfiguration' has not been provided or 
 provided as an empty string
#       And: 'KmsKey' in 'EncryptionConfiguration' has been provided as a non-empty 
 string or valid local reference to
#            a KMS key or key alias
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Athena workgroup resource
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#       And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been 
 provided or provided
#            and set to bool(true)
#       And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration' 
 has been provided
#       And: 'EncryptionOption' in 'EncryptionConfiguration' has been provided as a 
 non-empty string
#       And: 'KmsKey' in 'EncryptionConfiguration' has been provided as a non-empty 
 string or valid local reference to
#            a KMS key or key alias
#      Then: PASS

#
# Constants
#
let ATHENA_WORKGROUP_TYPE = "AWS::Athena::WorkGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
let athena_workgroups = Resources.*[ Type == %ATHENA_WORKGROUP_TYPE ]

#
# Primary Rules
#
rule athena_workgroup_results_encrypted_at_rest_kms_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                               %athena_workgroups not 
 empty { 
    check(%athena_workgroups.Properties) 
        << 
        [CT.ATHENA.PR.2]: Require an Amazon Athena workgroup to encrypt Athena query 
 results at rest with an AWS Key Management Service (KMS) key 
        [FIX]: In the 'WorkGroupConfiguration.ResultConfiguration' parameter, provide 
 an 'EncryptionConfiguration' configuration with an 'EncryptionOption' set to a KMS-
based encryption option, and with 'KmsKey' set to the identifier or ARN of an AWS KMS 
 key, or the name of an AWS KMS key alias. 
        >>
}

rule athena_workgroup_results_encrypted_at_rest_kms_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %ATHENA_WORKGROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%ATHENA_WORKGROUP_TYPE.resourceProperties) 
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        << 
        [CT.ATHENA.PR.2]: Require an Amazon Athena workgroup to encrypt Athena query 
 results at rest with an AWS Key Management Service (KMS) key 
        [FIX]: In the 'WorkGroupConfiguration.ResultConfiguration' parameter, provide 
 an 'EncryptionConfiguration' configuration with an 'EncryptionOption' set to a KMS-
based encryption option, and with 'KmsKey' set to the identifier or ARN of an AWS KMS 
 key, or the name of an AWS KMS key alias. 
        >>
}

#
# Parameterized Rules
#
rule check(athena_workgroup) { 
    %athena_workgroup { 
        WorkGroupConfiguration exists 
        WorkGroupConfiguration is_struct 

        WorkGroupConfiguration { 
            # Scenario 2 
            EnforceWorkGroupConfiguration not exists or 
            EnforceWorkGroupConfiguration == true 

            ResultConfiguration exists 
            ResultConfiguration is_struct 
            ResultConfiguration { 
                # Scenario 3 
                EncryptionConfiguration exists 
                EncryptionConfiguration is_struct 

                EncryptionConfiguration { 
                    # Scenarios 4, 5, 6 and 7 
                    EncryptionOption exists 
                    check_is_string_and_not_empty(EncryptionOption) 

                    KmsKey exists 
                    check_is_string_and_not_empty(KmsKey) or 
                    check_local_references(%INPUT_DOCUMENT, KmsKey, "AWS::KMS::Key") or 
                    check_local_references(%INPUT_DOCUMENT, KmsKey, "AWS::KMS::Alias") 
                } 
            } 
        } 
    }
}

Proactive controls 482



AWS Control Tower User Guide

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 
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CT.ATHENA.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Key: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM user permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      KeySpec: SYMMETRIC_DEFAULT 
  AthenaWorkGroup: 
    Type: AWS::Athena::WorkGroup 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      Description: Example workgroup 
      State: ENABLED 
      WorkGroupConfiguration: 
        EnforceWorkGroupConfiguration: true 
        ResultConfiguration: 
          EncryptionConfiguration: 
            KmsKey: 
              Ref: Key 
            EncryptionOption: SSE_KMS 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  AthenaWorkGroup: 
    Type: AWS::Athena::WorkGroup 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      Description: Example workgroup 
      State: ENABLED 
      WorkGroupConfiguration: 
        ResultConfiguration: 
          EncryptionConfiguration: 
            EncryptionOption: SSE_S3 

     

Amazon CloudFront controls

Topics

• [CT.CLOUDFRONT.PR.1] Require an Amazon CloudFront distribution to have a default root object 
configured

• [CT.CLOUDFRONT.PR.2] Require any Amazon CloudFront distributions with Amazon S3 backed 
origins to have an origin access identity configured

• [CT.CLOUDFRONT.PR.3] Require an Amazon CloudFront distribution to have encryption in transit 
configured

• [CT.CLOUDFRONT.PR.4] Require an Amazon CloudFront distribution to have origin failover 
configured

• [CT.CLOUDFRONT.PR.5] Require any Amazon CloudFront distribution to have logging enabled

• [CT.CLOUDFRONT.PR.6] Require an Amazon CloudFront distribution to use custom SSL/TLS 
certificates

• [CT.CLOUDFRONT.PR.7] Require an Amazon CloudFront distribution to use SNI to serve HTTPS 
requests

• [CT.CLOUDFRONT.PR.8] Require an Amazon CloudFront distribution to encrypt traffic to custom 
origins

• [CT.CLOUDFRONT.PR.9] Require an Amazon CloudFront distribution to have a security policy of 
TLSv1.2 as a minimum
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• [CT.CLOUDFRONT.PR.10] Require any Amazon CloudFrontdistributions with Amazon S3 backed 
origins to have origin access control configured

• [CT.CLOUDFRONT.PR.11] Require an Amazon CloudFront distribution to use updated SSL 
protocols between edge locations and custom origins

[CT.CLOUDFRONT.PR.1] Require an Amazon CloudFront distribution to have a default root 
object configured

This control checks whether an Amazon CloudFront distribution is configured to return a specific 
object that is the default root object.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.1 example templates

Explanation

A user could possibly request a distribution's root URL instead of an object in the distribution. In 
this situation, specifying a default root object can help you to avoid exposing the contents of your 
web distribution.

Remediation for rule failure

Specify a default root object in the DefaultRootObject property.

The examples that follow show how to implement this remediation.
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Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured with a default root object. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "DefaultRootObject": "index.html" 
            } 
        } 
    }
} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
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    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      DefaultRootObject: index.html 

                 

CT.CLOUDFRONT.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_default_root_object_configured_check
#  
# Description:
#   This control checks whether an Amazon CloudFront distribution is configured to 
 return a specific object that is the default root object.
#  
# Reports on:
#    AWS::CloudFront::Distribution
#  
# Evaluates:
#    AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
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#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DefaultRootObject' is not present on the CloudFront distribution resource 
 or is present and
#            is an empty string
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DefaultRootObject' is present on the CloudFront distribution resource and 
 is a non-empty string
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_default_root_object_configured_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          %cloudfront_distributions not 
 empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.1]: Require an Amazon CloudFront distribution to have a 
 default root object configured 
            [FIX]: Specify a default root object in the 'DefaultRootObject' property. 
        >>
}
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rule cloudfront_default_root_object_configured_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.1]: Require an Amazon CloudFront distribution to have a 
 default root object configured 
            [FIX]: Specify a default root object in the 'DefaultRootObject' property. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            # Scenario 2 
            DefaultRootObject exists 
            # Scenario 3 
            check_is_string_and_not_empty(DefaultRootObject) 
        } 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CLOUDFRONT.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy 
         ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 

Proactive controls 491



AWS Control Tower User Guide

          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        DefaultRootObject: index.html 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
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          CachePolicyId: 
            Ref: CachePolicy 

     

[CT.CLOUDFRONT.PR.2] Require any Amazon CloudFront distributions with Amazon S3 backed 
origins to have an origin access identity configured

This control checks whether Amazon CloudFront distributions backed by Amazon S3 are configured 
with an origin access identity.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see:
CT.CLOUDFRONT.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.2 example templates

Explanation

CloudFront OAI prevents users from gaining direct access to Amazon S3 bucket content. With direct 
access to an Amazon S3 bucket, a user bypasses the CloudFront distribution and any permissions 
that are applied to the underlying S3 bucket content.

Usage considerations

• This control applies only to Amazon CloudFront distributions that are configured with 
one or more origins that are backed by Amazon S3.
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Remediation for rule failure

Configure Amazon S3 backed origins by means of the Origins property. For each origin backed 
by Amazon S3, configure an origin access identity by means of the OriginAccessIdentity
property within an S3OriginConfig configuration.

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example

Amazon CloudFront distribution with an Amazon S3 bucket origin and origin access identity. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleS3Origin", 
                        "DomainName": { 
                            "Fn::GetAtt": [ 
                                "OriginBucket", 
                                "RegionalDomainName" 
                            ] 
                        }, 
                        "S3OriginConfig": { 
                            "OriginAccessIdentity": { 
                                "Fn::Join": [ 
                                    "", 
                                    [ 
                                        "origin-access-identity/cloudfront/", 
                                        { 
                                            "Ref": "OriginBucketOai" 
                                        } 
                                    ] 
                                ] 
                            } 
                        } 
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                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleS3Origin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleS3Origin 
          DomainName: !GetAtt 'OriginBucket.RegionalDomainName' 
          S3OriginConfig: 
            OriginAccessIdentity: !Join 
              - '' 
              - - origin-access-identity/cloudfront/ 
                - !Ref 'OriginBucketOai' 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleS3Origin 
        CachePolicyId: !Ref 'CachePolicy' 

                 

CT.CLOUDFRONT.PR.2 rule specification

# ###################################
##       Rule Specification        ##

Proactive controls 495



AWS Control Tower User Guide

#####################################
#  
# Rule Identifier:
#   cloudfront_origin_access_identity_enabled_check
#  
# Description:
#   This control checks whether Amazon CloudFront distributions backed by Amazon S3 are 
 configured with an origin access identity.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: No S3 backed 'Origins' are provided on the CloudFront distribution 
 resource or 'Origins' is not present on
#            the CloudFront distribution resource or is present and an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'S3Origin' is present on the CloudFront distribution resource
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more S3 backed 'Origins' are configured on the CloudFront 
 distribution resource
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#       And: 'OriginAccessIdentity' is not present or is an empty string in the 
 'S3OriginConfig' property or invalid
#            local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more S3 backed 'Origins' are provided on the CloudFront 
 distribution resource
#       And: 'S3OriginConfig' is present with an 'OriginAccessIdentity for each S3 
 backed 'Origin' on the
#            CloudFront distribution resource that is a non-empty string or valid local 
 reference
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let S3_BUCKET_DNS_NAME_PATTERN = /(.*)\.s3(-external-\d|[-\.][a-z]*-[a-z]*-[0-9])?
\.amazonaws\.com(\.cn)?$/
let INPUT_DOCUMENT = this
#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_origin_access_identity_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          %cloudfront_distributions not 
 empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.2]: Require any Amazon CloudFront distributions with Amazon 
 S3 backed origins to have an origin access identity configured 
            [FIX]: Configure Amazon S3 backed origins by means of the 'Origins' 
 property. For each origin backed by Amazon S3, configure an origin access identity by 
 means of the 'OriginAccessIdentity' property within an 'S3OriginConfig' configuration. 
        >>
}
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rule cloudfront_origin_access_identity_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.2]: Require any Amazon CloudFront distributions with Amazon 
 S3 backed origins to have an origin access identity configured 
            [FIX]: Configure Amazon S3 backed origins by means of the 'Origins' 
 property. For each origin backed by Amazon S3, configure an origin access identity by 
 means of the 'OriginAccessIdentity' property within an 'S3OriginConfig' configuration. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution[ 
        filter_cloudfront_distribution_with_legacy_s3_origins(this) 
    ] { 
        DistributionConfig { 
            # Scenario 3 
            S3Origin not exists 
        } 
    } 

    %cloudfront_distribution[ 
        # Scenario 2 
        filter_cloudfront_distribution_with_origins(this) 
    ] { 
        DistributionConfig { 
            # Scenario 4 
            Origins [ 
                DomainName == %S3_BUCKET_DNS_NAME_PATTERN or 
                check_origin_domain_name_get_att(DomainName) 
            ] { 
                S3OriginConfig exists 
                S3OriginConfig is_struct 
                S3OriginConfig { 
                    # Scenario 3 and 5 
                    OriginAccessIdentity exists 
                    check_is_string_and_not_empty(OriginAccessIdentity) or 
                    check_local_oai(OriginAccessIdentity) 
                } 
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            } 
        } 
    }
}

rule check_origin_domain_name_get_att(domain) { 
  %domain { 
    'Fn::GetAtt' { 
        this is_list 
        this not empty 
        this[1] == "DomainName" or 
        this[1] == "RegionalDomainName" 
    } 
    check_local_references(%INPUT_DOCUMENT, this, "AWS::S3::Bucket") 
  }
}

rule check_local_oai(oai) { 
    %oai { 
        'Fn::Join' { 
            this[1] exists 
            this[1] is_list 
            this[1] not empty 
            some this[1].* { 
                check_local_references(%INPUT_DOCUMENT, this, 
 "AWS::CloudFront::CloudFrontOriginAccessIdentity") 
            } 
        } or 
        'Fn::Sub' { 
            when this is_list { 
                this[1] exists 
                this[1] is_struct 
                some this[1].* { 
                   check_local_references(%INPUT_DOCUMENT, this, 
 "AWS::CloudFront::CloudFrontOriginAccessIdentity") 
                } 
            } 
            when this is_string { 
                check_is_string_and_not_empty(this) 
            } 
        } 
    }
}
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rule filter_cloudfront_distribution_with_origins(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            Origins exists 
            Origins is_list 
            Origins not empty 
        } 
    }
}

rule filter_cloudfront_distribution_with_legacy_s3_origins(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            S3Origin exists 
        } 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}
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rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.CLOUDFRONT.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
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          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  OriginBucketOai: 
    Type: AWS::CloudFront::CloudFrontOriginAccessIdentity 
    Properties: 
      CloudFrontOriginAccessIdentityConfig: 
        Comment: 
          Fn::Sub: ${AWS::StackName}-example-oai 
  OriginBucket: 
    Type: AWS::S3::Bucket 
  OriginBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: OriginBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
              - '' 
              - - 'arn:aws:s3:::' 
                - Ref: OriginBucket 
                - /* 
            Principal: 
              AWS: 
                Fn::Join: 
                - '' 
                - - 'arn:aws:iam::cloudfront:user/CloudFront Origin Access Identity ' 
                  - Ref: OriginBucketOai 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleS3Origin 
          DomainName: 
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            Fn::GetAtt: 
            - OriginBucket 
            - RegionalDomainName 
          S3OriginConfig: 
            OriginAccessIdentity: 
              Fn::Join: 
              - "" 
              - - "origin-access-identity/cloudfront/" 
                - Ref: OriginBucketOai 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleS3Origin 
          CachePolicyId: 
            Ref: CachePolicy 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 

Proactive controls 503



AWS Control Tower User Guide

        Enabled: false 
        Origins: 
        - Id: exampleS3Origin 
          DomainName: examplebucket.s3.amazonaws.com 
          S3OriginConfig: {} 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleS3Origin 
          CachePolicyId: 
            Ref: CachePolicy 

     

[CT.CLOUDFRONT.PR.3] Require an Amazon CloudFront distribution to have encryption in 
transit configured

This control checks whether your Amazon CloudFront distributions use HTTPS, either directly or 
through a redirection.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.3 example templates

Explanation

HTTPS (TLS) can help prevent potential attackers from attempting person-in-the-middle or similar 
attacks, which can eavesdrop on or manipulate network traffic. Only encrypted connections over 
HTTPS (TLS) should be allowed. Encrypting data in transit can affect performance. We recommend 
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that you test your application with this feature to understand the performance profile and the 
impact of TLS.

Remediation for rule failure

Set ViewerProtocolPolicy in DefaultCacheBehavior and CacheBehavior to https-only
or redirect-to-https.

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example One

Amazon CloudFront distribution configured with a default cache behavior that requires viewer 
connections to use HTTPS. The example is shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                } 
            } 
        } 
    }
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} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 

                 

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example Two

Amazon CloudFront distribution configured with a cache behavior that redirects viewer HTTP 
connections to HTTPS. The example is shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
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                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "CacheBehaviors": [ 
                    { 
                        "ViewerProtocolPolicy": "redirect-to-https", 
                        "TargetOriginId": "sampleOrigin", 
                        "PathPattern": "*" 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      CacheBehaviors: 
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        - ViewerProtocolPolicy: redirect-to-https 
          TargetOriginId: sampleOrigin 
          PathPattern: '*' 

                 

CT.CLOUDFRONT.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_viewer_policy_https_check
#  
# Description:
#   This control checks whether your Amazon CloudFront distributions use HTTPS, either 
 directly or through a redirection.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.DefaultCacheBehavior' is missing on the CloudFront 
 distribution resource
#      Then: FAIL
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.DefaultCacheBehavior' is present on the CloudFront 
 distribution resource
#       And: 'ViewerProtocolPolicy' in 'DefaultCacheBehavior' is missing or set to a 
 value other than 'https-only' or
#            'redirect-to-https' (e.g. 'allow-all')
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.CacheBehavior' is provided on the CloudFront 
 distribution resource
#       And: 'ViewerProtocolPolicy' in the 'CacheBehavior' is  is missing or set to a 
 value other than 'https-only' or
#            'redirect-to-https' (e.g. 'allow-all')
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.DefaultCacheBehavior' is present on the CloudFront 
 distribution resource
#       And: 'ViewerProtocolPolicy' in 'DefaultCacheBehavior' is set to 'https-only' or 
 'redirect-to-https'
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.CacheBehavior' are provided on the CloudFront 
 distribution resource as a non-empty list
#       And: 'ViewerProtocolPolicy' in the 'CacheBehavior' is set to 'https-only' or 
 'redirect-to-https'
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let ALLOWED_VIEWER_PROTOCOL_POLICIES = [ "https-only", "redirect-to-https" ]
let INPUT_DOCUMENT = this
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#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_viewer_policy_https_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %cloudfront_distributions not empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.3]: Require an Amazon CloudFront distribution to have 
 encryption in transit configured 
            [FIX]: Set 'ViewerProtocolPolicy' in 'DefaultCacheBehavior' and 
 'CacheBehavior' to 'https-only' or 'redirect-to-https'. 
        >>
}

rule cloudfront_viewer_policy_https_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.3]: Require an Amazon CloudFront distribution to have 
 encryption in transit configured 
            [FIX]: Set 'ViewerProtocolPolicy' in 'DefaultCacheBehavior' and 
 'CacheBehavior' to 'https-only' or 'redirect-to-https'. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            DefaultCacheBehavior exists 
            DefaultCacheBehavior is_struct 

            DefaultCacheBehavior { 
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                # Scenarios 2 and 4 
                check_viewer_protocol_policy(this) 
            } 

            when CacheBehaviors exists 
                 CacheBehaviors is_list 
                 CacheBehaviors not empty { 

                    CacheBehaviors[*] { 
                        # Scenarios 3 and 5 
                        check_viewer_protocol_policy(this) 
                    } 
            } 
        } 
    }
}

rule check_viewer_protocol_policy(cache_behaviour) { 
    %cache_behaviour { 
        ViewerProtocolPolicy exists 
        ViewerProtocolPolicy in %ALLOWED_VIEWER_PROTOCOL_POLICIES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.CLOUDFRONT.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: allow-all 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
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[CT.CLOUDFRONT.PR.4] Require an Amazon CloudFront distribution to have origin failover 
configured

This control checks whether your Amazon CloudFront distribution is configured with an origin 
group that contains two origin group members.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.4 example templates

Explanation

CloudFront origin failover can increase availability. Origin failover automatically redirects traffic to 
a secondary origin if the primary origin is unavailable or if it returns specific HTTP response status 
codes.

Remediation for rule failure

Configure an origin group on the Amazon CloudFront Distribution with two origin group members.

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example One

Amazon CloudFront distribution configured with an origin group that contains two origin group 
members. The example is shown in JSON and in YAML.

JSON example

{ 
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    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "one.example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    }, 
                    { 
                        "Id": "sampleOrigin2", 
                        "DomainName": "two.example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "OriginGroups": { 
                    "Quantity": 1, 
                    "Items": [ 
                        { 
                            "Id": "ExampleOriginGroup", 
                            "FailoverCriteria": { 
                                "StatusCodes": { 
                                    "Items": [ 
                                        400 
                                    ], 
                                    "Quantity": 1 
                                } 
                            }, 
                            "Members": { 
                                "Quantity": 2, 
                                "Items": [ 
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                                    { 
                                        "OriginId": "sampleOrigin" 
                                    }, 
                                    { 
                                        "OriginId": "sampleOrigin2" 
                                    } 
                                ] 
                            } 
                        } 
                    ] 
                } 
            } 
        } 
    }
} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: one.example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        - Id: sampleOrigin2 
          DomainName: two.example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      OriginGroups: 
        Quantity: 1 
        Items: 
          - Id: ExampleOriginGroup 
            FailoverCriteria: 
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              StatusCodes: 
                Items: 
                  - 400 
                Quantity: 1 
            Members: 
              Quantity: 2 
              Items: 
                - OriginId: sampleOrigin 
                - OriginId: sampleOrigin2 

                 

CT.CLOUDFRONT.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_origin_failover_enabled_check
#  
# Description:
#   This control checks whether your Amazon CloudFront distribution is configured with 
 an origin group that contains two origin group members.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'OriginGroups' is not present on the CloudFront distribution resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'OriginGroups' is present on the CloudFront distribution resource
#       And: 'Quantity' within 'OriginGroups' is 0
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'OriginGroups' is present on the CloudFront distribution resource
#       And: 'Quantity' within 'OriginGroups' is >= 1
#       And: 'Quantity' within 'Members' is < 2
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'OriginGroups' is present on the CloudFront distribution resource
#       And: 'Quantity' within 'OriginGroups' is >= 1
#       And: 'Quantity' within 'Members' is == 2
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_origin_failover_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
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                                                   %cloudfront_distributions not empty 
 { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.4]: Require an Amazon CloudFront distribution to have origin 
 failover configured 
            [FIX]: Configure an origin group on the Amazon CloudFront Distribution with 
 two origin group members. 
        >>
}

rule cloudfront_origin_failover_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.4]: Require an Amazon CloudFront distribution to have origin 
 failover configured 
            [FIX]: Configure an origin group on the Amazon CloudFront Distribution with 
 two origin group members. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            # Scenario 2 
            OriginGroups exists 
            OriginGroups is_struct 

            OriginGroups { 
                # Scenario 3 
                Quantity exists 
                Quantity >= 1 

                Items exists 
                Items is_list 
                Items not empty 
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                Items[*] { 
                    Members exists 
                    Members is_struct 
                    Members { 
                        # Scenarios 4 and 5 
                        Quantity == 2 
                    } 
                } 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CLOUDFRONT.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
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        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: one.example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        - Id: exampleOrigin2 
          DomainName: two.example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        OriginGroups: 
          Quantity: 1 
          Items: 
          - Id: ExampleOriginGroup 
            FailoverCriteria: 
              StatusCodes: 
                Items: 
                - 400 
                Quantity: 1 
            Members: 
              Quantity: 2 
              Items: 
              - OriginId: exampleOrigin 
              - OriginId: exampleOrigin2 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
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[CT.CLOUDFRONT.PR.5] Require any Amazon CloudFront distribution to have logging enabled

This control checks whether Amazon CloudFront distributions are configured with access logging.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.5 example templates

Explanation

CloudFront access logs provide detailed information about every user request that CloudFront 
receives. Each log contains information such as the date and time the request was received, the IP 
address of the viewer that made the request, the source of the request, and the port number of the 
request from the viewer.

These access logs are useful for applications such as security and access audits, and in forensic 
investigation.

Remediation for rule failure

Set Bucket in DistributionConfig.Logging to an Amazon S3 bucket that has been 
configured to receive Amazon CloudFront distribution access logs.

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured with access logging enabled. The example is shown in 
JSON and in YAML.

JSON example
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{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "Logging": { 
                    "Bucket": { 
                        "Fn::GetAtt": [ 
                            "LoggingBucket", 
                            "RegionalDomainName" 
                        ] 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
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    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      Logging: 
        Bucket: !GetAtt 'LoggingBucket.RegionalDomainName' 

                 

CT.CLOUDFRONT.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_access_logs_enabled_check
#  
# Description:
#   This control checks whether Amazon CloudFront distributions are configured with 
 access logging.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.Logging.Bucket' configuration is not present on the 
 CloudFront distribution resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.Logging' configuration is present on the CloudFront 
 distribution resource
#       And: 'Bucket' has been provided in the 'DistributionConfig.Logging' 
 configuration with with an empty string or
#            invalid local reference
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.Logging' configuration is present on the CloudFront 
 distribution resource
#       And: A 'Bucket' property has been provided within the 
 'DistributionConfig.Logging' configuration with a
#            non-empty string or valid local stack reference
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
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#
rule cloudfront_access_logs_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %cloudfront_distributions not empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.5]: Require any Amazon CloudFront distribution to have 
 logging enabled 
            [FIX]: Set 'Bucket' in 'DistributionConfig.Logging' to an Amazon S3 bucket 
 that has been configured to receive Amazon CloudFront distribution access logs. 
        >>
}

rule cloudfront_access_logs_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.5]: Require any Amazon CloudFront distribution to have 
 logging enabled 
            [FIX]: Set 'Bucket' in 'DistributionConfig.Logging' to an Amazon S3 bucket 
 that has been configured to receive Amazon CloudFront distribution access logs. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            Logging exists 
            Logging is_struct 
            Logging { 
                # Scenario 2 
                Bucket exists 

                # Scenarios 3 and 4 
                check_is_string_and_not_empty(Bucket) or 
                check_local_references(%INPUT_DOCUMENT, Bucket, %S3_BUCKET_TYPE) 
            } 
        } 
    }
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}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 
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CT.CLOUDFRONT.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetBucketAcl' 
              - 's3:PutBucketAcl' 
            Effect: Allow 
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            Resource: 
              Fn::Join: 
              - '' 
              - - 'arn:aws:s3:::' 
                - Ref: LoggingBucket 
            Principal: 
              AWS: 
                Ref: AWS::AccountId 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        Logging: 
          Bucket: 
            Fn::GetAtt: 
            - LoggingBucket 
            - RegionalDomainName 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
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        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 

     

[CT.CLOUDFRONT.PR.6] Require an Amazon CloudFront distribution to use custom SSL/TLS 
certificates

This control checks whether the certificate associated with an Amazon CloudFront distribution is a 
custom SSL/TLS certificate.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.6 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.6 example templates

Explanation

Custom SSL/TLS certificates give your users access to content by using alternate domain names. 
You can store custom certificates in AWS Certificate Manager (recommended), or in IAM.

Usage considerations

• This control requires a viewer certificate configuration compatible only with Amazon 
CloudFront distributions that use Aliases, also known as alternate domain names or 
CNAMEs.

Remediation for rule failure

Provide a ViewerCertificate configuration with values for AcmCertificateArn,
MinimumProtocolVersion, and SslSupportMethod.

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured with an AWS Certificate Manager SSL certificate. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
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                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "ViewerCertificate": { 
                    "AcmCertificateArn": { 
                        "Ref": "ACMCertificate" 
                    }, 
                    "MinimumProtocolVersion": "TLSv1.2_2021", 
                    "SslSupportMethod": "sni-only" 
                } 
            } 
        } 
    }
} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
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        CachePolicyId: !Ref 'CachePolicy' 
      ViewerCertificate: 
        AcmCertificateArn: !Ref 'ACMCertificate' 
        MinimumProtocolVersion: TLSv1.2_2021 
        SslSupportMethod: sni-only 

                 

CT.CLOUDFRONT.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_custom_ssl_certificate_check
#  
# Description:
#   This control checks whether the certificate associated with an Amazon CloudFront 
 distribution is a custom SSL/TLS certificate.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is not present on the CloudFront distribution resource
#      Then: FAIL
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#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is present on the CloudFront distribution resource
#       And: 'CloudFrontDefaultCertificate' is set to bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is present on the CloudFront distribution resource
#       And: One of 'AcmCertificateArn' or 'IamCertificateId' are not provided or 
 provided as empty strings or invalid
#            local references
#       And: One of 'MinimumProtocolVersion' and 'SslSupportMethod' is not provided or 
 provided as an empty string
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is present on the CloudFront distribution resource
#       And: 'AcmCertificateArn' or 'IamCertificateId' are provided in the 
 'ViewerCertificate' configuration as
#             non-empty strings or 'AcmCertificateArn' is a valid local reference
#       And: 'MinimumProtocolVersion' and 'SslSupportMethod' are provided as non-empty 
 strings
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
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rule cloudfront_custom_ssl_certificate_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                  %cloudfront_distributions not empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.6]: Require an Amazon CloudFront distribution to use custom 
 SSL/TLS certificates 
            [FIX]: Provide a 'ViewerCertificate' configuration with values for 
 'AcmCertificateArn', 'MinimumProtocolVersion', and 'SslSupportMethod'. 
        >>
}

rule cloudfront_custom_ssl_certificate_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.6]: Require an Amazon CloudFront distribution to use custom 
 SSL/TLS certificates 
            [FIX]: Provide a 'ViewerCertificate' configuration with values for 
 'AcmCertificateArn', 'MinimumProtocolVersion', and 'SslSupportMethod'. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            ViewerCertificate exists 
            ViewerCertificate is_struct 

            ViewerCertificate { 
                CloudFrontDefaultCertificate not exists or 
                CloudFrontDefaultCertificate == false 

                check_custom_acm_certificate_provided(AcmCertificateArn, 
 "AWS::CertificateManager::Certificate") or 
                check_custom_iam_certificate_provided(IamCertificateId) 

                MinimumProtocolVersion exists 
                check_is_string_and_not_empty(MinimumProtocolVersion) 
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                SslSupportMethod exists 
                check_is_string_and_not_empty(SslSupportMethod) 
            } 
        } 
    }
}

rule check_custom_acm_certificate_provided(certificate, cfn_type) { 
    %certificate { 
        this exists 
        check_is_string_and_not_empty(this) or 
        check_local_references(%INPUT_DOCUMENT, this, %cfn_type) 
    }
}

rule check_custom_iam_certificate_provided(certificate) { 
    %certificate { 
        this exists 
        check_is_string_and_not_empty(this) 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}
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rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.CLOUDFRONT.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
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          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        ViewerCertificate: 
          AcmCertificateArn: 
            Ref: ACMCertificate 
          MinimumProtocolVersion: TLSv1.2_2021 
          SslSupportMethod: sni-only 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
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    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        ViewerCertificate: 
          CloudFrontDefaultCertificate: true 

     

[CT.CLOUDFRONT.PR.7] Require an Amazon CloudFront distribution to use SNI to serve HTTPS 
requests

This control checks whether your Amazon CloudFront distributions are configured to use SNI to 
serve HTTPS requests.

• Control objective: Encrypt data in transit, Improve availability

• Implementation: AWS CloudFormation Guard Rule

Proactive controls 540



AWS Control Tower User Guide

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.7 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.7 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.7 example templates

Explanation

Server Name Indication (SNI) is an extension to the TLS protocol. It is supported by browsers 
and clients released after 2010. If you configure CloudFront to serve HTTPS requests using SNI, 
CloudFront associates your alternate domain name with an IP address for each edge location. 
When a viewer submits an HTTPS request for your content, DNS routes the request to the IP 
address for the correct edge location. The IP address for your domain name is determined during 
the SSL/TLS handshake negotiation; the IP address isn't dedicated to your distribution.

Usage considerations

• This control requires a viewer certificate configuration which is only compatible with 
Amazon CloudFront distributions that use Aliases (also known as alternate domain 
names or CNAMEs)

Remediation for rule failure

Within ViewerCertificate, set SslSupportMethod to sni-only,
MinimumProtocolVersion to a protocol that supports SNI (TLSv1 or greater), and
AcmCertificateArn to the ARN of an AWS ACM certificate.

The examples that follow show how to implement this remediation.
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Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured to use SNI to serve HTTPS requests. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "ViewerCertificate": { 
                    "AcmCertificateArn": { 
                        "Ref": "ACMCertificate" 
                    }, 
                    "MinimumProtocolVersion": "TLSv1.2_2021", 
                    "SslSupportMethod": "sni-only" 
                } 
            } 
        } 
    }
} 
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YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      ViewerCertificate: 
        AcmCertificateArn: !Ref 'ACMCertificate' 
        MinimumProtocolVersion: TLSv1.2_2021 
        SslSupportMethod: sni-only 

                 

CT.CLOUDFRONT.PR.7 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_sni_enabled_check
#  
# Description:
#   This control checks whether your Amazon CloudFront distributions are configured to 
 use SNI to serve HTTPS requests.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
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#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is not present on the CloudFront distribution resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is present on the CloudFront distribution resource
#       And: 'CloudFrontDefaultCertificate' is set to bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is present on the CloudFront distribution resource
#       And: 'AcmCertificateArn' or 'IamCertificateId' are provided in the 
 'ViewerCertificate' configuration
#       And: 'MinimumProtocolVersion' is provided in the 'ViewerCertificate' 
 configuration with a protocol that does not
#            support SNI (SSLv3)
#       Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is present on the CloudFront distribution resource
#       And: 'AcmCertificateArn' or 'IamCertificateId' are provided in the 
 'ViewerCertificate' configuration
#       And: 'MinimumProtocolVersion' is provided in the 'ViewerCertificate' 
 configuration with a protocol that supports
#            SNI (TLSv1 or greater)
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#       And: 'SslSupportMethod' is set to 'vip'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'ViewerCertificate' is present on the CloudFront distribution resource
#       And: 'AcmCertificateArn' or 'IamCertificateId' are provided in the 
 'ViewerCertificate' configuration
#       And: 'MinimumProtocolVersion' is provided in the 'ViewerCertificate' 
 configuration with a protocol that supports
#            SNI (TLSv1 or greater)
#       And: 'SslSupportMethod' is set to 'sni-only'
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let UNSUPPORTED_PROTOCOLS_FOR_SNI = [ "SSLv3" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_sni_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                       %cloudfront_distributions not empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.7]: Require an Amazon CloudFront distribution to use SNI to 
 serve HTTPS requests 
            [FIX]: Within 'ViewerCertificate', set 'SslSupportMethod' to 'sni-only', 
 'MinimumProtocolVersion' to a protocol that supports SNI ('TLSv1' or greater), and 
 'AcmCertificateArn' to the ARN of an AWS ACM certificate. 
        >>
}

rule cloudfront_sni_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
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    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.7]: Require an Amazon CloudFront distribution to use SNI to 
 serve HTTPS requests 
            [FIX]: Within 'ViewerCertificate', set 'SslSupportMethod' to 'sni-only', 
 'MinimumProtocolVersion' to a protocol that supports SNI ('TLSv1' or greater), and 
 'AcmCertificateArn' to the ARN of an AWS ACM certificate. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            ViewerCertificate exists 
            ViewerCertificate is_struct 

            ViewerCertificate { 
                CloudFrontDefaultCertificate not exists or 
                CloudFrontDefaultCertificate == false 

                check_custom_acm_certificate_provided(AcmCertificateArn, 
 "AWS::CertificateManager::Certificate") or 
                check_custom_iam_certificate_provided(IamCertificateId) 

                MinimumProtocolVersion exists 
                MinimumProtocolVersion not in %UNSUPPORTED_PROTOCOLS_FOR_SNI 

                SslSupportMethod exists 
                SslSupportMethod == "sni-only" 
            } 
        } 
    }
}

rule check_custom_acm_certificate_provided(certificate, cfn_type) { 
    %certificate { 
        this exists 
        check_is_string_and_not_empty(this) or 
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        check_local_references(%INPUT_DOCUMENT, this, %cfn_type) 
    }
}

rule check_custom_iam_certificate_provided(certificate) { 
    %certificate { 
        this exists 
        check_is_string_and_not_empty(this) 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}
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rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.CLOUDFRONT.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
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          HostedZoneId: ZZZHHHHWWWWAAA 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        ViewerCertificate: 
          AcmCertificateArn: 
            Ref: ACMCertificate 
          MinimumProtocolVersion: TLSv1.2_2021 
          SslSupportMethod: sni-only 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
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            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        ViewerCertificate: 
          AcmCertificateArn: 
            Ref: ACMCertificate 
          MinimumProtocolVersion: TLSv1 
          SslSupportMethod: vip 

     

[CT.CLOUDFRONT.PR.8] Require an Amazon CloudFront distribution to encrypt traffic to custom 
origins

This control checks whether your Amazon CloudFront distributions are encrypting traffic to custom 
origins.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation Guard Rule
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• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.8 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.8 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.8 example templates

Explanation

HTTPS (TLS) can help prevent eavesdropping or manipulation of network traffic. Only encrypted 
connections over HTTPS (TLS) should be allowed.

Usage considerations

• This control applies only to Amazon CloudFront distributions that have one or more 
origins configured.

Remediation for rule failure

For Amazon CloudFront custom origins, set OriginProtocolPolicy to https-only or 
match-viewer. When setting OriginProtocolPolicy to match-viewer, do not set
ViewerProtocolPolicy to allow-all' for any cache behaviors.

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example One

Amazon CloudFront distribution configured to require HTTPS connections to custom origins, by 
means of an origin protocol policy of https-only. The example is shown in JSON and in YAML.

JSON example
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{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "CacheBehaviors": [ 
                    { 
                        "ViewerProtocolPolicy": "https-only", 
                        "TargetOriginId": "sampleOrigin", 
                        "PathPattern": "*", 
                        "CachePolicyId": { 
                            "Ref": "CachePolicy" 
                        } 
                    } 
                ], 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
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  Properties: 
    DistributionConfig: 
      Enabled: false 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      CacheBehaviors: 
        - ViewerProtocolPolicy: https-only 
          TargetOriginId: sampleOrigin 
          PathPattern: '*' 
          CachePolicyId: !Ref 'CachePolicy' 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 

                 

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example Two

Amazon CloudFront distribution configured to require HTTPS connections to custom origins, by 
means of an origin protocol policy of match-viewer. The example is shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
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                "CacheBehaviors": [ 
                    { 
                        "ViewerProtocolPolicy": "https-only", 
                        "TargetOriginId": "sampleOrigin", 
                        "PathPattern": "*", 
                        "CachePolicyId": { 
                            "Ref": "CachePolicy" 
                        } 
                    } 
                ], 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "match-viewer" 
                        } 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      CacheBehaviors: 
        - ViewerProtocolPolicy: https-only 
          TargetOriginId: sampleOrigin 
          PathPattern: '*' 
          CachePolicyId: !Ref 'CachePolicy' 
      Origins: 
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        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: match-viewer 

                 

CT.CLOUDFRONT.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_traffic_to_origin_encrypted_check
#  
# Description:
#   This control checks whether your Amazon CloudFront distributions are encrypting 
 traffic to custom origins.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIPs
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'Origins' is not present or is an empty list
#      Then: SKIP
#   Scenario: 3

Proactive controls 555



AWS Control Tower User Guide

#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
#       And: There are no 'Origins' with a 'CustomOriginConfig'
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'CustomOrigin' is present on the CloudFront distribution resource
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
#       And: There one or more 'Origins' with a 'CustomOriginConfig'
#       And: At least one 'Origins' with a 'CustomOriginConfig' has an 
 'OriginProtocolPolicy' of 'http-only'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
#       And: There one or more 'Origins' with a 'CustomOriginConfig'
#       And: At least one 'Origins' with a 'CustomOriginConfig' has an 
 'OriginProtocolPolicy' of 'match-viewer'
#       And: Any 'ViewerProtocolPolicy' is set to 'allow-all' for 
 'DefaultCacheBehavior' or any configured
#            'CacheBehaviors'
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
#       And: There one or more 'Origins' with a 'CustomOriginConfig'
#       And: All 'Origins' with a 'CustomOriginConfig' have an 'OriginProtocolPolicy' 
 of 'https-only'
#      Then: PASS
#   Scenario: 8
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront Distribution resource
#       And: One or more 'Origins' has been configured
#       And: There one or more 'Origins' with a 'CustomOriginConfig'
#       And: At least one 'Origins' with a 'CustomOriginConfig' has an 
 'OriginProtocolPolicy' of 'match-viewer'
#       And: 'ViewerProtocolPolicy' is not set to 'allow-all' for both 
 'DefaultCacheBehavior' and any configured
#            'CacheBehaviors'
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_traffic_to_origin_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %cloudfront_distributions not 
 empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.8]: Require an Amazon CloudFront distribution to encrypt 
 traffic to custom origins 
            [FIX]: For Amazon CloudFront custom origins, set 'OriginProtocolPolicy' to 
 'https-only' or match-viewer'. When setting 'OriginProtocolPolicy' to 'match-viewer', 
 do not set 'ViewerProtocolPolicy' to 'allow-all' for any cache behaviors. 
        >>
}

rule cloudfront_traffic_to_origin_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
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        [CT.CLOUDFRONT.PR.8]: Require an Amazon CloudFront distribution to encrypt 
 traffic to custom origins 
            [FIX]: For Amazon CloudFront custom origins, set 'OriginProtocolPolicy' to 
 'https-only' or match-viewer'. When setting 'OriginProtocolPolicy' to 'match-viewer', 
 do not set 'ViewerProtocolPolicy' to 'allow-all' for any cache behaviors. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution[ 
        filter_cloudfront_distribution_with_legacy_origins(this) 
    ] { 
        DistributionConfig { 
            # Scenario 4 
            CustomOrigin not exists 
        } 
    } 

    %cloudfront_distribution [ 
        # Scenario 2 
        filter_cloudfront_distribution_with_origins(this) 
    ] { 
        let cloudfront_distro = this 

        DistributionConfig { 
            Origins [ 
                # Scenario 3 
                CustomOriginConfig exists 
                CustomOriginConfig is_struct 
            ] { 
                CustomOriginConfig { 
                    # Scenario 5 
                    OriginProtocolPolicy != "http-only" 
                    # Scenario 6 
                    OriginProtocolPolicy == "https-only" or 
                    # Scenario 6 and 8 
                    
 match_viewer_policy_with_no_allow_all_viewer_protocol_policy(OriginProtocolPolicy, 
 %cloudfront_distro) 
                } 
            } 
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        } 
    }
}

rule 
 match_viewer_policy_with_no_allow_all_viewer_protocol_policy(origin_protocol_policy, 
 cloudfront_distribution) { 
    %origin_protocol_policy { 
        this == "match-viewer" 

        %cloudfront_distribution { 
            DistributionConfig { 
                DefaultCacheBehavior exists 
                DefaultCacheBehavior is_struct 

                DefaultCacheBehavior { 
                    check_viewer_protocol_policy(this) 
                } 

                when CacheBehaviors exists 
                     CacheBehaviors is_list 
                     CacheBehaviors not empty { 

                        CacheBehaviors[*] { 
                            check_viewer_protocol_policy(this) 
                        } 
                } 
            } 
        } 
    }
}

rule check_viewer_protocol_policy(cache_behaviour) { 
    %cache_behaviour { 
        ViewerProtocolPolicy exists 
        ViewerProtocolPolicy != "allow-all" 
    }
}

rule filter_cloudfront_distribution_with_origins(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 
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        DistributionConfig { 
            Origins exists 
            Origins is_list 
            Origins not empty 
        } 
    }
}

rule filter_cloudfront_distribution_with_legacy_origins(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            CustomOrigin exists 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CLOUDFRONT.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        CacheBehaviors: 
        - ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          PathPattern: '*' 
          CachePolicyId: 
            Ref: CachePolicy 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: allow-all 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: match-viewer 

     

[CT.CLOUDFRONT.PR.9] Require an Amazon CloudFront distribution to have a security policy of 
TLSv1.2 as a minimum

This control checks whether your Amazon CloudFront distributions are using a minimum security 
policy and cipher suite of TLSv1.2 or greater for viewer connections.
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• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.9 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.9 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.9 example templates

Explanation

AWS Control Tower recommends that you use SSL/TLS to communicate with AWS resources. We 
recommend TLS version 1.2 or later.

You can specify the security policy CloudFront will use for HTTPS connections with viewers. The 
security policy determines two settings: 1) the minimum SSL/TLS protocol that CloudFront can use 
to communicate with viewers, and 2) the ciphers that CloudFront can use to encrypt the content 
that it returns to viewers.

Usage considerations

• This control requires a viewer certificate configuration compatible only with Amazon 
CloudFront distributions that use Aliases, also known as alternate domain names or 
CNAMEs.

Remediation for rule failure

Provide a ViewerCertificate configuration with MinimumProtocolVersion set to TLSv1.2 or 
higher.

The examples that follow show how to implement this remediation.
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Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured to use TLS version 1.2 for viewer HTTPS connections. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only" 
                        } 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "ViewerCertificate": { 
                    "MinimumProtocolVersion": "TLSv1.2_2018", 
                    "AcmCertificateArn": { 
                        "Ref": "ACMCertificate" 
                    }, 
                    "SslSupportMethod": "vip" 
                } 
            } 
        } 
    }
} 
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YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      ViewerCertificate: 
        MinimumProtocolVersion: TLSv1.2_2018 
        AcmCertificateArn: !Ref 'ACMCertificate' 
        SslSupportMethod: vip 

                 

CT.CLOUDFRONT.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_security_policy_check
#  
# Description:
#   This control checks whether your Amazon CloudFront distributions are using a 
 minimum security policy and cipher suite of TLSv1.2 or greater for viewer connections.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
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#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.ViewerCertificate' is not present on the CloudFront 
 distribution resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.ViewerCertificate' is present on the CloudFront 
 distribution resource
#       And: 'CloudFrontDefaultCertificate' in 'ViewerCertificate' is set to bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.ViewerCertificate' is present on the CloudFront 
 distribution resource
#       And: 'CloudFrontDefaultCertificate' is not provided in 'ViewerCertificate' or 
 provided and set to bool(false)
#       And: 'MinimumProtocolVersion' is not provided in 'ViewerCertificate' or 
 provided as an empty string
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.ViewerCertificate' is present on the CloudFront 
 distribution resource
#       And: 'CloudFrontDefaultCertificate' is not provided in 'ViewerCertificate' or 
 provided and set to bool(false)
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#       And: 'MinimumProtocolVersion' is provided in 'ViewerCertificate' and is to one 
 of SSLv3, TLSv1,
#             TLSv1_2016, or TLSv1.1_2016
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'DistributionConfig.ViewerCertificate' is present on the CloudFront 
 distribution resource
#       And: 'CloudFrontDefaultCertificate' is not provided in 'ViewerCertificate' or 
 provided and set to bool(false)
#       And: 'MinimumProtocolVersion' is provided in 'ViewerCertificate' and is not set 
 to SSLv3, TLSv1,
#            TLSv1_2016, or TLSv1.1_2016
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this
let NON_COMPLIANT_TLS_POLICIES_LIST = ["SSLv3", "TLSv1", "TLSv1_2016", "TLSv1.1_2016"]

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_security_policy_check when is_cfn_template(%INPUT_DOCUMENT) 
                                           %cloudfront_distributions not empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.9]: Require an Amazon CloudFront distribution to have a 
 security policy of TLSv1.2 as a minimum 
            [FIX]: Provide a 'ViewerCertificate' configuration with 
 'MinimumProtocolVersion' set to TLSv1.2 or higher. 
        >>
}
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rule cloudfront_security_policy_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.9]: Require an Amazon CloudFront distribution to have a 
 security policy of TLSv1.2 as a minimum 
            [FIX]: Provide a 'ViewerCertificate' configuration with 
 'MinimumProtocolVersion' set to TLSv1.2 or higher. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            # Scenario 2 
            ViewerCertificate exists 
            ViewerCertificate is_struct 

            ViewerCertificate { 
                # Scenario 3 
                CloudFrontDefaultCertificate not exists or 
                CloudFrontDefaultCertificate == false 

                # Scenario 4, 5 and 6 
                MinimumProtocolVersion exists 

                check_is_string_and_not_empty(MinimumProtocolVersion) 
                MinimumProtocolVersion not in %NON_COMPLIANT_TLS_POLICIES_LIST 
            } 
        } 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
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        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CLOUDFRONT.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
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            QueryStringBehavior: none 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        ViewerCertificate: 
          MinimumProtocolVersion: TLSv1.2_2018 
          AcmCertificateArn: 
            Ref: ACMCertificate 
          SslSupportMethod: sni-only 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
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        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        ViewerCertificate: 
          MinimumProtocolVersion: TLSv1 
          AcmCertificateArn: 
            Ref: ACMCertificate 
          SslSupportMethod: vip 
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[CT.CLOUDFRONT.PR.10] Require any Amazon CloudFrontdistributions with Amazon S3 backed 
origins to have origin access control configured

This control checks whether your Amazon CloudFront distributions backed by Amazon S3 are 
configured to use an origin access control.

• Control objective: Enforce least privilege, Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.10 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.10 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.10 example templates

Explanation

CloudFront OAC prevents users from gaining direct access to an Amazon S3 bucket's content. Direct 
access an S3 bucket bypasses the CloudFront distribution and any permissions that are applied to 
the underlying S3 bucket content.

Usage considerations

• This control applies only to Amazon CloudFront distributions that have one or more 
origins backed by Amazon S3 configured.

Remediation for rule failure

The Origins property configures origins backed by Amazon S3. For each origin backed by Amazon 
S3, configure an origin access control identifier using the OriginAccessControlId property.

The examples that follow show how to implement this remediation.
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Amazon CloudFront Distribution - Example

Amazon CloudFront distribution with an Amazon S3 bucket origin, configured with an origin access 
control. The example is shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": { 
                            "Fn::GetAtt": [ 
                                "OriginBucket", 
                                "RegionalDomainName" 
                            ] 
                        }, 
                        "OriginAccessControlId": { 
                            "Ref": "OriginAccessControl" 
                        }, 
                        "S3OriginConfig": {} 
                    } 
                ], 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example
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CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      Origins: 
        - Id: sampleOrigin 
          DomainName: !GetAtt 'OriginBucket.RegionalDomainName' 
          OriginAccessControlId: !Ref 'OriginAccessControl' 
          S3OriginConfig: {} 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 

                 

CT.CLOUDFRONT.PR.10 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_origin_access_control_enabled_check
#  
# Description:
#   This control checks whether your Amazon CloudFront distributions backed by Amazon 
 S3 are configured to use an origin access control.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: No S3 backed 'Origins' are provided on the CloudFront distribution 
 resource or 'Origins' is not present on
#            the CloudFront distribution resource or is present and an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'S3Origin' is present on the CloudFront distribution resource
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more S3 backed 'Origins' are configured on the CloudFront 
 distribution resource
#       And: 'OriginAccessControlId' is not present for the 'Origin' or is an empty 
 string or invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more S3 backed 'Origins' are provided on the CloudFront 
 distribution resource
#       And: 'OriginAccessControlId' is present for each S3 backed 'Origin' and is a 
 non-empty string or valid local
#            reference
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let CLOUDFRONT_ORIGIN_ACCESS_CONTROL_TYPE = "AWS::CloudFront::OriginAccessControl"
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let S3_BUCKET_DNS_NAME_PATTERN = /(.*)\.s3(-external-\d|[-\.][a-z]*-[a-z]*-[0-9])?
\.amazonaws\.com(\.cn)?$/
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_origin_access_control_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          %cloudfront_distributions not 
 empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.10]: Require any Amazon CloudFront distributions with Amazon 
 S3 backed origins to have origin access control configured 
            [FIX]: The 'Origins' property configures origins backed by Amazon S3. For 
 each origin backed by Amazon S3, configure an origin access control identifier using 
 the 'OriginAccessControlId' property. 
        >>
}

rule cloudfront_origin_access_control_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.10]: Require any Amazon CloudFront distributions with Amazon 
 S3 backed origins to have origin access control configured 
            [FIX]: The 'Origins' property configures origins backed by Amazon S3. For 
 each origin backed by Amazon S3, configure an origin access control identifier using 
 the 'OriginAccessControlId' property. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution[ 
        filter_cloudfront_distribution_with_legacy_s3_origins(this) 
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    ] { 
        DistributionConfig { 
            # Scenario 3 
            S3Origin not exists 
        } 
    } 

    %cloudfront_distribution[ 
        # Scenario 2 
        filter_cloudfront_distribution_with_origins(this) 
    ] { 
        DistributionConfig { 
            Origins [ 
                # Scenario 4 
                DomainName == %S3_BUCKET_DNS_NAME_PATTERN or 
                check_origin_domain_name_get_att(DomainName) 
            ] { 
                # Scenario 3 and 5 
                OriginAccessControlId exists 
                check_is_string_and_not_empty(OriginAccessControlId) or 
                check_local_references(%INPUT_DOCUMENT, OriginAccessControlId, 
 %CLOUDFRONT_ORIGIN_ACCESS_CONTROL_TYPE) 
            } 
        } 
    }
}

rule filter_cloudfront_distribution_with_legacy_s3_origins(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            S3Origin exists 
        } 
    }
}

rule filter_cloudfront_distribution_with_origins(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
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            Origins exists 
            Origins is_list 
            Origins not empty 
        } 
    }
}

rule check_origin_domain_name_get_att(domain) { 
  %domain { 
    'Fn::GetAtt' { 
        this is_list 
        this not empty 
        this[1] == "DomainName" or 
        this[1] == "RegionalDomainName" 
    } 
    check_local_references(%INPUT_DOCUMENT, this, "AWS::S3::Bucket") 
  }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 

Proactive controls 578



AWS Control Tower User Guide

                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.CLOUDFRONT.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
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  OriginAccessControl: 
    Type: AWS::CloudFront::OriginAccessControl 
    Properties: 
      OriginAccessControlConfig: 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-oac 
        OriginAccessControlOriginType: s3 
        SigningBehavior: always 
        SigningProtocol: sigv4 
  OriginBucket: 
    Type: AWS::S3::Bucket 
  OriginBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: OriginBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
              - '' 
              - - 'arn:aws:s3:::' 
                - Ref: OriginBucket 
                - /* 
            Principal: 
              Service: cloudfront.amazonaws.com 
            Condition: 
              StringEquals: 
                "AWS:SourceArn": 
                  Fn::Join: 
                  - '' 
                  - - 'arn:aws:cloudfront::' 
                    - Ref: AWS::AccountId 
                    - ':distribution/' 
                    - Ref: CloudFrontDistribution 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
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        Origins: 
        - Id: exampleOrigin 
          DomainName: 
            Fn::GetAtt: 
            - OriginBucket 
            - RegionalDomainName 
          OriginAccessControlId: 
            Ref: OriginAccessControl 
          S3OriginConfig: {} 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
            QueryStringBehavior: none 
  OriginBucketOai: 
    Type: AWS::CloudFront::CloudFrontOriginAccessIdentity 
    Properties: 
      CloudFrontOriginAccessIdentityConfig: 
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        Comment: 
          Fn::Sub: ${AWS::StackName}-example-oai 
  OriginBucket: 
    Type: AWS::S3::Bucket 
  OriginBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: OriginBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
              - '' 
              - - 'arn:aws:s3:::' 
                - Ref: OriginBucket 
                - /* 
            Principal: 
              AWS: 
                Fn::Join: 
                - '' 
                - - 'arn:aws:iam::cloudfront:user/CloudFront Origin Access Identity ' 
                  - Ref: OriginBucketOai 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        Origins: 
        - Id: exampleS3Origin 
          DomainName: 
            Fn::GetAtt: 
            - OriginBucket 
            - RegionalDomainName 
          S3OriginConfig: 
            OriginAccessIdentity: 
              Fn::Sub: "origin-access-identity/cloudfront/${OriginBucketOai}" 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleS3Origin 
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          CachePolicyId: 
            Ref: CachePolicy 

     

[CT.CLOUDFRONT.PR.11] Require an Amazon CloudFront distribution to use updated SSL 
protocols between edge locations and custom origins

This control checks whether your Amazon CloudFront distributions are using deprecated SSL 
protocols for HTTPS communication between CloudFront edge locations and custom origins.

• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudFront::Distribution

• AWS CloudFormation guard rule:  CT.CLOUDFRONT.PR.11 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.11 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.11 example templates

Explanation

In 2015, the Internet Engineering Task Force (IETF) officially announced that SSL 3.0 should be 
deprecated, because the protocol is insufficiently secure. We recommend that you use TLSv1.2 or 
later for HTTPS communication to your custom origins.

Usage considerations

• This control applies only to Amazon CloudFront distributions that have one or more 
custom origins configured.
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Remediation for rule failure

Remove deprecated SSL protocols from OriginSSLProtocols in Origins that have
CustomOriginConfig configurations.

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured to use TLS v1.2 as an origin SSL protocol. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "CloudFrontDistribution": { 
        "Type": "AWS::CloudFront::Distribution", 
        "Properties": { 
            "DistributionConfig": { 
                "Enabled": false, 
                "DefaultCacheBehavior": { 
                    "ViewerProtocolPolicy": "https-only", 
                    "TargetOriginId": "sampleOrigin", 
                    "CachePolicyId": { 
                        "Ref": "CachePolicy" 
                    } 
                }, 
                "Origins": [ 
                    { 
                        "Id": "sampleOrigin", 
                        "DomainName": "example.com", 
                        "CustomOriginConfig": { 
                            "OriginProtocolPolicy": "https-only", 
                            "OriginSSLProtocols": [ 
                                "TLSv1.2" 
                            ] 
                        } 
                    } 
                ] 
            } 
        } 
    }
} 
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YAML example

CloudFrontDistribution: 
  Type: AWS::CloudFront::Distribution 
  Properties: 
    DistributionConfig: 
      Enabled: false 
      DefaultCacheBehavior: 
        ViewerProtocolPolicy: https-only 
        TargetOriginId: sampleOrigin 
        CachePolicyId: !Ref 'CachePolicy' 
      Origins: 
        - Id: sampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
            OriginSSLProtocols: 
              - TLSv1.2 

                 

CT.CLOUDFRONT.PR.11 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudfront_no_deprecated_ssl_protocols_check
#  
# Description:
#   This control checks whether your Amazon CloudFront distributions are using 
 deprecated SSL protocols for HTTPS communication between CloudFront edge locations and 
 custom origins.
#  
# Reports on:
#   AWS::CloudFront::Distribution
#  
# Evaluates:
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#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudFront distribution resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'Origins' is not present or is an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
#       And: There are no 'Origins' with a 'CustomOriginConfig'
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
#       And: There one or more 'Origins' with a 'CustomOriginConfig'
#       And: All 'Origins' with a 'CustomOriginConfig' have an 'OriginProtocolPolicy' 
 of 'http-only'
#      Then: SKIP
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: 'CustomOrigin' is present on the CloudFront distribution resource
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
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#       And: There one or more 'Origins' with a 'CustomOriginConfig'
#       And: One or more 'Origins' with a 'CustomOriginConfig' have an 
 'OriginProtocolPolicy' not equal to 'http-only'
#       And: 'OriginSSLProtocols' has not been specified or specified as an empty list
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
#       And: There one or more 'Origins' with a 'CustomOriginConfig'
#       And: One or more 'Origins' with a 'CustomOriginConfig' have an 
 'OriginProtocolPolicy' not equal to 'http-only'
#       And: 'OriginSSLProtocols' has been specified as a non-empty list and contains 
 'SSLv3'
#      Then: FAIL
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudFront distribution resource
#       And: One or more 'Origins' has been configured
#       And: There one or more 'Origins' with a 'CustomOriginConfig'
#       And: One or more 'Origins' with a 'CustomOriginConfig' have an 
 'OriginProtocolPolicy' not equal to 'http-only'
#       And: 'OriginSSLProtocols' has been specified as a non-empty list and does not 
 contain 'SSLv3'
#      Then: PASS

#
# Constants
#
let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let UNSUPPORTED_ORIGIN_SSL_PROTOCOLS = [ "SSLv3" ]
let OUT_OF_SCOPE_PROTOCOL_POLICIES = [ "http-only" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
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rule cloudfront_no_deprecated_ssl_protocols_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %cloudfront_distributions not 
 empty { 
    check(%cloudfront_distributions.Properties) 
        << 
        [CT.CLOUDFRONT.PR.11]: Require an Amazon CloudFront distribution to use updated 
 SSL protocols between edge locations and custom origins 
            [FIX]: Remove deprecated SSL protocols from 'OriginSSLProtocols' in 
 'Origins' that have 'CustomOriginConfig' configurations. 
        >>
}

rule cloudfront_no_deprecated_ssl_protocols_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDFRONT_DISTRIBUTION_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties) 
        << 
        [CT.CLOUDFRONT.PR.11]: Require an Amazon CloudFront distribution to use updated 
 SSL protocols between edge locations and custom origins 
            [FIX]: Remove deprecated SSL protocols from 'OriginSSLProtocols' in 
 'Origins' that have 'CustomOriginConfig' configurations. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudfront_distribution) { 
    %cloudfront_distribution[ 
        filter_cloudfront_distribution_with_legacy_origins(this) 
    ] { 
        DistributionConfig { 
            # Scenario 5 
            CustomOrigin not exists 
        } 
    } 

    %cloudfront_distribution[ 
        # Scenario 2 
        filter_cloudfront_distribution_with_origins(this) 
    ] { 
        DistributionConfig { 
            Origins [ 
                # Scenario 3 and 4 
                CustomOriginConfig exists 
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                CustomOriginConfig is_struct 
                filter_custom_origin_config(CustomOriginConfig) 
            ] { 
                CustomOriginConfig { 
                    # Scenario 6, 7 and 8 
                    OriginSSLProtocols exists 
                    OriginSSLProtocols is_list 
                    OriginSSLProtocols not empty 
                    %UNSUPPORTED_ORIGIN_SSL_PROTOCOLS.* not in OriginSSLProtocols 
                } 
            } 
        } 
    }
}

rule filter_cloudfront_distribution_with_origins(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            Origins exists 
            Origins is_list 
            Origins not empty 
        } 
    }
}

rule filter_cloudfront_distribution_with_legacy_origins(cloudfront_distribution) { 
    %cloudfront_distribution { 
        DistributionConfig exists 
        DistributionConfig is_struct 

        DistributionConfig { 
            CustomOrigin exists 
        } 
    }
}

rule filter_custom_origin_config(custom_origin_config) { 
    %custom_origin_config { 
        OriginProtocolPolicy exists 
        OriginProtocolPolicy not in %OUT_OF_SCOPE_PROTOCOL_POLICIES 
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    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CLOUDFRONT.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
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          QueryStringsConfig: 
            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
            OriginSSLProtocols: 
            - TLSv1 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CachePolicy: 
    Type: AWS::CloudFront::CachePolicy 
    Properties: 
      CachePolicyConfig: 
        DefaultTTL: 20 
        MaxTTL: 20 
        MinTTL: 19 
        Name: 
          Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
          CookiesConfig: 
            CookieBehavior: none 
          EnableAcceptEncodingGzip: false 
          HeadersConfig: 
            HeaderBehavior: none 
          QueryStringsConfig: 
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            QueryStringBehavior: none 
  CloudFrontDistribution: 
    Type: AWS::CloudFront::Distribution 
    Properties: 
      DistributionConfig: 
        Enabled: false 
        DefaultCacheBehavior: 
          ViewerProtocolPolicy: https-only 
          TargetOriginId: exampleOrigin 
          CachePolicyId: 
            Ref: CachePolicy 
        Origins: 
        - Id: exampleOrigin 
          DomainName: example.com 
          CustomOriginConfig: 
            OriginProtocolPolicy: https-only 
            OriginSSLProtocols: 
            - SSLv3 

     

AWS CloudTrail controls

Topics

• [CT.CLOUDTRAIL.PR.1] Require an AWS CloudTrail trail to have encryption at rest activated

• [CT.CLOUDTRAIL.PR.2] Require an AWS CloudTrail trail to have log file validation activated

• [CT.CLOUDTRAIL.PR.3] Require an AWS CloudTrail trail to have an Amazon CloudWatch Logs log 
group configuration

• [CT.CLOUDTRAIL.PR.4] Require an AWS CloudTrail Lake event data store to enable encryption at 
rest with an AWS KMS key

[CT.CLOUDTRAIL.PR.1] Require an AWS CloudTrail trail to have encryption at rest activated

This control checks whether your AWS CloudTrail is configured to use the server-side encryption 
(SSE) AWS KMS key encryption.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive
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• Resource types: AWS::CloudTrail::Trail

• AWS CloudFormation guard rule:  CT.CLOUDTRAIL.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDTRAIL.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDTRAIL.PR.1 example templates

Explanation

For an added layer of security for your sensitive CloudTrail log files, you should use server-side 
encryption with AWS KMS keys (SSE-KMS) for your CloudTrail log files for encryption at rest. Note 
that by default, the log files delivered by CloudTrail to your buckets are encrypted by Amazon 
server-side encryption with Amazon S3-managed encryption keys (SSE-S3).

Remediation for rule failure

Set the KMSKeyId property to a valid KMS key.

The examples that follow show how to implement this remediation.

AWS CloudTrail trail - Example

AWS CloudTrail Trail configured to use server-side encryption with AWS KMS keys (SSE-KMS). The 
example is shown in JSON and in YAML.

JSON example

{ 
    "CloudTrail": { 
        "Type": "AWS::CloudTrail::Trail", 
        "Properties": { 
            "IsLogging": true, 
            "KMSKeyId": { 
                "Ref": "KMSKey" 
            }, 
            "S3BucketName": { 
                "Ref": "LoggingBucket" 
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            } 
        } 
    }
} 
                 

YAML example

CloudTrail: 
  Type: AWS::CloudTrail::Trail 
  Properties: 
    IsLogging: true 
    KMSKeyId: !Ref 'KMSKey' 
    S3BucketName: !Ref 'LoggingBucket' 

                 

CT.CLOUDTRAIL.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloud_trail_encryption_enabled_check
#  
# Description:
#   This rule checks whether AWS CloudTrail is configured to use the server-side 
 encryption (SSE) AWS KMS key encryption.
#  
# Reports on:
#   AWS::CloudTrail::Trail
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
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#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any AWS CloudTrailtrails
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a CloudTrail trail resource
#       And: 'KMSKeyId' is not present
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a CloudTrail trail resource
#       And: 'KMSKeyId' has been provided and is set to an empty string or a non-valid 
 local reference to a KMS key or
#            Alias
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a CloudTrail trail resource
#       And: 'KMSKeyId' has been provided and is a non-empty string or a valid 
 reference to a KMS key or Alias.
#      Then: PASS

#
# Constants
#
let CLOUDTRAIL_TRAIL_TYPE = "AWS::CloudTrail::Trail"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudtrail_trails = Resources.*[ Type == %CLOUDTRAIL_TRAIL_TYPE ]

#
# Primary Rules
#
rule cloud_trail_encryption_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %cloudtrail_trails not empty { 
    check_cloudtrail_kms_key_configuration(%cloudtrail_trails.Properties) 
        < < 
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        [CT.CLOUDTRAIL.PR.1]: Require an AWS CloudTrail trail to have encryption at 
 rest activated 
        [FIX]: Set the 'KMSKeyId' property to a valid KMS key. 
        >>
}

rule cloud_trail_encryption_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDTRAIL_TRAIL_TYPE) { 
    check_cloudtrail_kms_key_configuration(%INPUT_DOCUMENT.
%CLOUDTRAIL_TRAIL_TYPE.resourceProperties) 
        << 
        [CT.CLOUDTRAIL.PR.1]: Require an AWS CloudTrail trail to have encryption at 
 rest activated 
        [FIX]: Set the 'KMSKeyId' property to a valid KMS key. 
        >>
}

#
# Parameterized Rules
#
rule check_cloudtrail_kms_key_configuration(cloudtrail_trail){ 
    %cloudtrail_trail { 
        # Scenario 2 
        KMSKeyId exists 
        # Scenario 3 and 4 
        check_is_string_and_not_empty(KMSKeyId) or 
        check_kms_key_id_local_ref(KMSKeyId) 
    }
}

rule check_kms_key_id_local_ref(key_ref) { 
    %key_ref { 
      check_local_references(%INPUT_DOCUMENT, this, "AWS::KMS::Key") or 
      check_local_references(%INPUT_DOCUMENT, this, "AWS::KMS::Alias") 
    } 
 }

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
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    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_RESOURCE_TYPE) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_RESOURCE_TYPE) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_RESOURCE_TYPE 
    }
} 

     

CT.CLOUDTRAIL.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  KMSKey: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-cloudtrail-key-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
        - Sid: Allow CloudTrail to encrypt logs 
          Effect: Allow 
          Action: "kms:GenerateDataKey*" 
          Principal: 
            Service: "cloudtrail.amazonaws.com" 
          Resource: '*' 
          Condition: 
            StringLike: 
              "kms:EncryptionContext:aws:cloudtrail:arn": [ 
                Fn::Sub: "arn:aws:cloudtrail:*:${AWS::AccountId}:trail/*" 
              ] 
            StringEquals: 
              "aws:SourceArn":  
                Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
        - Sid: Allow CloudTrail to describe key 
          Effect: Allow 
          Principal: 
            Service: "cloudtrail.amazonaws.com" 
          Action: kms:DescribeKey 
          Resource: '*' 
        - Sid: Allow principals in the account to decrypt log files 
          Effect: Allow 
          Principal: 
            AWS: "*" 
          Action: 
           - "kms:Decrypt" 
           - "kms:ReEncryptFrom" 
          Resource: "*" 
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          Condition: 
            StringEquals:  
              "kms:CallerAccount": 
                Ref: AWS::AccountId 
              "kms:EncryptionContext:aws:cloudtrail:arn": 
                Fn::Sub: "arn:aws:cloudtrail:*:${AWS::AccountId}:trail/*" 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetBucketAcl' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
          - Action: 
              - 's3:PutObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
                  - /AWSLogs/ 
                  - Ref: AWS::AccountId 
                  - /* 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
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            Condition: 
              StringEquals: 
                's3:x-amz-acl': 'bucket-owner-full-control' 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
  CloudTrail: 
    Type: AWS::CloudTrail::Trail 
    Properties: 
      IsLogging: true 
      TrailName: 
        Fn::Sub: ${AWS::StackName}-example-trail 
      KMSKeyId: 
        Ref: KMSKey 
      S3BucketName: 
        Ref: LoggingBucket 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetBucketAcl' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
            Principal: 
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              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
          - Action: 
              - 's3:PutObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
                  - /AWSLogs/ 
                  - Ref: AWS::AccountId 
                  - /* 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                's3:x-amz-acl': 'bucket-owner-full-control' 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
  CloudTrail: 
    Type: AWS::CloudTrail::Trail 
    Properties: 
      IsLogging: true 
      TrailName: 
        Fn::Sub: ${AWS::StackName}-example-trail 
      S3BucketName: 
        Ref: LoggingBucket 

     

[CT.CLOUDTRAIL.PR.2] Require an AWS CloudTrail trail to have log file validation activated

This control checks whether log file integrity validation is enabled on an AWS CloudTrail trail.

• Control objective: Manage secrets

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive
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• Resource types: AWS::CloudTrail::Trail

• AWS CloudFormation guard rule:  CT.CLOUDTRAIL.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDTRAIL.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDTRAIL.PR.2 example templates

Explanation

CloudTrail log file validation creates a digitally-signed digest file that contains a hash of each log 
that CloudTrail writes to Amazon S3. You can use these digest files to determine whether a log file 
was changed, deleted, or unchanged after CloudTrail delivered the log.

AWS Control Tower recommends that you enable file validation on all trails. Log file validation 
provides additional integrity checks of CloudTrail logs.

Remediation for rule failure

Set the CloudTrail resource EnableLogFileValidation property to true.

The examples that follow show how to implement this remediation.

AWS CloudTrail trail - Example

AWS CloudTrail trail configured with log file validation. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "CloudTrail": { 
        "Type": "AWS::CloudTrail::Trail", 
        "Properties": { 
            "IsLogging": true, 
            "S3BucketName": { 
                "Ref": "LoggingBucket" 
            }, 
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            "KMSKeyId": { 
                "Ref": "KMSKey" 
            }, 
            "EnableLogFileValidation": true 
        } 
    }
} 
                 

YAML example

CloudTrail: 
  Type: AWS::CloudTrail::Trail 
  Properties: 
    IsLogging: true 
    S3BucketName: !Ref 'LoggingBucket' 
    KMSKeyId: !Ref 'KMSKey' 
    EnableLogFileValidation: true 

                 

CT.CLOUDTRAIL.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloud_trail_log_file_validation_enabled_check
#  
# Description:
#   This control checks whether log file integrity validation is enabled on an AWS 
 CloudTrail trail.
#  
# Reports on:
#   AWS::CloudTrail::Trail
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
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#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any CloudTrail trails
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a CloudTrail trail resource
#       And: 'EnableLogFileValidation' is not present
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a CloudTrail trail resource
#       And: 'EnableLogFileValidation' is present and and is set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a CloudTrail trail resource
#       And: 'EnableLogFileValidation' is present and set to bool(true)
#      Then: PASS

#
# Constants
#
let CLOUDTRAIL_TRAIL_TYPE = "AWS::CloudTrail::Trail"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudtrail_trails = Resources.*[ Type == %CLOUDTRAIL_TRAIL_TYPE ]

#
# Primary Rules
#
rule cloud_trail_log_file_validation_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
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                                                        %cloudtrail_trails not empty { 
    check(%cloudtrail_trails.Properties) 
        << 
        [CT.CLOUDTRAIL.PR.2]: Require an AWS CloudTrail trail to have log file 
 validation activated 
        [FIX]: Set the CloudTrail resource 'EnableLogFileValidation' property to true. 
        >>
}

rule cloud_trail_log_file_validation_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDTRAIL_TRAIL_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDTRAIL_TRAIL_TYPE.resourceProperties) 
        << 
        [CT.CLOUDTRAIL.PR.2]: Require an AWS CloudTrail trail to have log file 
 validation activated 
        [FIX]: Set the CloudTrail resource 'EnableLogFileValidation' property to true. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudtrail_trail){ 
    %cloudtrail_trail { 
        # Scenario 2 
        EnableLogFileValidation exists 
        # Scenario 3 and 4 
        EnableLogFileValidation == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.CLOUDTRAIL.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetBucketAcl' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
          - Action: 
              - 's3:PutObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
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                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
                  - /AWSLogs/ 
                  - Ref: AWS::AccountId 
                  - /* 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                's3:x-amz-acl': 'bucket-owner-full-control' 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
  CloudTrail: 
    Type: AWS::CloudTrail::Trail 
    Properties: 
      IsLogging: true 
      TrailName: 
        Fn::Sub: ${AWS::StackName}-example-trail 
      S3BucketName: 
        Ref: LoggingBucket 
      EnableLogFileValidation: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetBucketAcl' 
            Effect: Allow 
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            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
          - Action: 
              - 's3:PutObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
                  - /AWSLogs/ 
                  - Ref: AWS::AccountId 
                  - /* 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                's3:x-amz-acl': 'bucket-owner-full-control' 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
  CloudTrail: 
    Type: AWS::CloudTrail::Trail 
    Properties: 
      IsLogging: true 
      TrailName: 
        Fn::Sub: ${AWS::StackName}-example-trail 
      S3BucketName: 
        Ref: LoggingBucket 
      EnableLogFileValidation: false 
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[CT.CLOUDTRAIL.PR.3] Require an AWS CloudTrail trail to have an Amazon CloudWatch Logs 
log group configuration

This control checks whether your AWS CloudTrail trail is configured to send logs to Amazon 
CloudWatch Logs Logs.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CloudTrail::Trail

• AWS CloudFormation guard rule:  CT.CLOUDTRAIL.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDTRAIL.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDTRAIL.PR.3 example templates

Explanation

CloudTrail records AWS API calls that are made in a given account. The recorded information 
includes: the identity of the API caller, the time of the API call, the source IP address of the API 
caller, the request parameters and the response elements returned by the AWS service.

CloudTrail uses Amazon S3 for log file storage and delivery. You can capture CloudTrail logs in 
a specified S3 bucket for long-term analysis. To perform real-time analysis, you can configure 
CloudTrail to send logs to CloudWatch Logs.

For a trail that is enabled in all AWS Regions in an account, CloudTrail sends log files from all of 
those Regions to a CloudWatch Logs log group.

AWS CloudTrail recommends that you send CloudTrail logs to CloudWatch Logs. Note that 
this recommendation is intended to ensure that account activity is captured, monitored, and 
appropriately alarmed on. You can use CloudWatch Logs to set this up with your AWS services. This 
recommendation does not preclude the use of a different solution.
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Sending CloudTrail logs to CloudWatch Logs facilitates real-time and historic activity logging 
based on user, API, resource, and IP address. You can use this approach to establish alarms and 
notifications for anomalous or sensitivity account activity.

Remediation for rule failure

Set the CloudWatchLogsLogGroupArn and CloudWatchLogsRoleArn properties.

The examples that follow show how to implement this remediation.

AWS CloudTrail trail - Example

AWS CloudTrail trail configured to send events to Amazon CloudWatch Logs. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "CloudTrail": { 
        "Type": "AWS::CloudTrail::Trail", 
        "Properties": { 
            "IsLogging": true, 
            "S3BucketName": { 
                "Ref": "LoggingBucket" 
            }, 
            "CloudWatchLogsRoleArn": { 
                "Fn::GetAtt": [ 
                    "LogRole", 
                    "Arn" 
                ] 
            }, 
            "CloudWatchLogsLogGroupArn": { 
                "Fn::GetAtt": [ 
                    "LogGroup", 
                    "Arn" 
                ] 
            } 
        } 
    }
} 
                 

YAML example
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CloudTrail: 
  Type: AWS::CloudTrail::Trail 
  Properties: 
    IsLogging: true 
    S3BucketName: !Ref 'LoggingBucket' 
    CloudWatchLogsRoleArn: !GetAtt 'LogRole.Arn' 
    CloudWatchLogsLogGroupArn: !GetAtt 'LogGroup.Arn' 

                 

CT.CLOUDTRAIL.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloud_trail_cloud_watch_logs_enabled_check
#  
# Description:
#   This rule checks whether AWS CloudTrail trails are configured to send logs to 
 Amazon CloudWatch Logs.
#  
# Reports on:
#   AWS::CloudTrail::Trail
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any AWS CloudTrail trails
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
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#       And: The input document contains an AWS CloudTrail trail resource
#       And: 'CloudWatchLogsLogGroupArn' or 'CloudWatchLogsRoleArn' is not present
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an AWS CloudTrail trail resource
#       And: 'CloudWatchLogsLogGroupArn' is set to a non-empty string or a valid local 
 reference to a log group
#       And: 'CloudWatchLogsRoleArn' is set to an empty string or a non-valid local 
 reference
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an AWS CloudTrail trail resource
#       And: 'CloudWatchLogsLogGroupArn' is set to an empty string or an invalid local 
 reference
#       And: 'CloudWatchLogsRoleArn' is set to a non-empty string or a valid local 
 reference to an IAM role
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an AWS CloudTrail trail resource
#       And: 'CloudWatchLogsRoleArn' is set to a non-empty string or a valid local 
 reference to an IAM role
#       And: 'CloudWatchLogsLogGroupArn' is set to a non-empty string or a valid local 
 reference to a log group
#      Then: PASS

#
# Constants
#
let CLOUDTRAIL_TRAIL_TYPE = "AWS::CloudTrail::Trail"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudtrail_trails = Resources.*[ Type == %CLOUDTRAIL_TRAIL_TYPE ]

#
# Primary Rules
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#
rule cloud_trail_cloud_watch_logs_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %cloudtrail_trails not empty { 
    check_cloudtrail_log_group_configuration(%cloudtrail_trails.Properties) 
        << 
        [CT.CLOUDTRAIL.PR.3]: Require an AWS CloudTrail trail to have an CloudTrail log 
 group configuration 
        [FIX]: Set the 'CloudWatchLogsLogGroupArn' and 'CloudWatchLogsRoleArn' 
 properties. 
        >>
}

rule cloud_trail_cloud_watch_logs_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDTRAIL_TRAIL_TYPE) { 
    check_cloudtrail_log_group_configuration(%INPUT_DOCUMENT.
%CLOUDTRAIL_TRAIL_TYPE.resourceProperties) 
        << 
        [CT.CLOUDTRAIL.PR.3]: Require an AWS CloudTrail trail to have an CloudTrail log 
 group configuration 
        [FIX]: Set the 'CloudWatchLogsLogGroupArn' and 'CloudWatchLogsRoleArn' 
 properties. 
        >>
}

#
# Parameterized Rules
#
rule check_cloudtrail_log_group_configuration(cloudtrail_trail) { 
    %cloudtrail_trail { 
        # Scenario 2 
        CloudWatchLogsLogGroupArn exists 
        CloudWatchLogsRoleArn exists 

        # Scenario 3, 4 and 5 
        check_cloudwatch_log_group_arn(CloudWatchLogsLogGroupArn) 
        check_cloudwatch_log_role_arn(CloudWatchLogsRoleArn) 
    }
}

rule check_cloudwatch_log_group_arn(log_group) { 
   %log_group { 
      check_is_string_and_not_empty(this) or 
      check_local_references(%INPUT_DOCUMENT, this, "AWS::Logs::LogGroup") 
    }
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}

rule check_cloudwatch_log_role_arn(log_role) { 
   %log_role { 
      check_is_string_and_not_empty(this) or 
      check_local_references(%INPUT_DOCUMENT, this, "AWS::IAM::Role") 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_RESOURCE_TYPE) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_RESOURCE_TYPE) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
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    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_RESOURCE_TYPE 
    }
} 

     

CT.CLOUDTRAIL.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetBucketAcl' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
          - Action: 
              - 's3:PutObject' 
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            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
                  - /AWSLogs/ 
                  - Ref: AWS::AccountId 
                  - /* 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                's3:x-amz-acl': 'bucket-owner-full-control' 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
  CloudWatchLogsRole: 
    Type: "AWS::IAM::Role" 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Sid: AssumeRole 
          Effect: Allow 
          Principal: 
            Service: 'cloudtrail.amazonaws.com' 
          Action: 'sts:AssumeRole' 
      Policies: 
      - PolicyName: 'cloudtrail-policy' 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - 'logs:CreateLogStream' 
            - 'logs:PutLogEvents' 
            Resource:  
              Fn::GetAtt: [LogGroup, Arn] 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: {} 
  CloudTrail: 
    Type: AWS::CloudTrail::Trail 
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    Properties: 
      IsLogging: true 
      TrailName: 
        Fn::Sub: ${AWS::StackName}-example-trail 
      S3BucketName: 
        Ref: LoggingBucket 
      CloudWatchLogsRoleArn: 
        Fn::GetAtt: 
        - CloudWatchLogsRole 
        - Arn 
      CloudWatchLogsLogGroupArn: 
        Fn::GetAtt: 
        - LogGroup 
        - Arn 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:GetBucketAcl' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
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              StringEquals: 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
          - Action: 
              - 's3:PutObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - 'arn:aws:s3:::' 
                  - Ref: LoggingBucket 
                  - /AWSLogs/ 
                  - Ref: AWS::AccountId 
                  - /* 
            Principal: 
              Service: "cloudtrail.amazonaws.com" 
            Condition: 
              StringEquals: 
                's3:x-amz-acl': 'bucket-owner-full-control' 
                "aws:SourceArn":  
                  Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS::AccountId}:trail/
${AWS::StackName}-example-trail" 
  CloudTrail: 
    Type: AWS::CloudTrail::Trail 
    Properties: 
      IsLogging: true 
      TrailName: 
        Fn::Sub: ${AWS::StackName}-example-trail 
      S3BucketName: 
        Ref: LoggingBucket 

     

[CT.CLOUDTRAIL.PR.4] Require an AWS CloudTrail Lake event data store to enable encryption 
at rest with an AWS KMS key

This control checks whether a CloudTrail Lake event data store is encrypted at rest with a KMS key.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive
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• Resource types: AWS::CloudTrail::EventDataStore

• AWS CloudFormation guard rule:  CT.CLOUDTRAIL.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDTRAIL.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDTRAIL.PR.4 example templates

Explanation

Encrypting data at rest reduces the risk that a user not authenticated to AWS may obtain access to 
data stored on disk. For added control over encryption keys, you can use customer-managed keys 
from AWS KMS. You have full control over these KMS keys. You can establish and maintain their key 
policies, IAM policies, and grants, enable and disable the keys, rotate their cryptographic material, 
add tags, create aliases that refer to the KMS keys, and schedule the KMS keys for deletion.

Usage considerations

• All events in an AWS CloudTrail Lake event data store are encrypted by CloudTrail using 
a KMS key that AWS owns and manages for you. For added control over encryption keys, 
you can use customer-managed keys from AWS KMS. For more information, see AWS 
KMS Concepts in the AWS KMS Developer Guide.

Remediation for rule failure

Set the KmsKeyId parameter to the ARN of an AWS KMS customer-managed key, configured with 
permissions that allow the CloudTrail service principal to use the key.

The examples that follow show how to implement this remediation.

CloudTrail Lake event data store - Example

CloudTrail Lake event data store configured to encrypt data at rest with an AWS KMS key. The 
example is shown in JSON and in YAML.

JSON example
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{ 
    "CloudTrailEventDataStore": { 
        "Type": "AWS::CloudTrail::EventDataStore", 
        "Properties": { 
            "Name": { 
                "Fn::Sub": "${AWS::StackName}-example" 
            }, 
            "TerminationProtectionEnabled": false, 
            "KmsKeyId": { 
                "Fn::GetAtt": [ 
                    "KMSKey", 
                    "Arn" 
                ] 
            } 
        } 
    }
} 
                 

YAML example

CloudTrailEventDataStore: 
  Type: AWS::CloudTrail::EventDataStore 
  Properties: 
    Name: !Sub '${AWS::StackName}-example' 
    TerminationProtectionEnabled: false 
    KmsKeyId: !GetAtt 'KMSKey.Arn' 

                 

CT.CLOUDTRAIL.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloud_trail_event_datastore_encrypted_at_rest_kms_check
#  
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# Description:
#   This control checks whether a CloudTrail Lake event data store is encrypted at rest 
 with a KMS key.
#  
# Reports on:
#   AWS::CloudTrail::EventDataStore
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudTrail event data store 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudTrail event data store resource
#       And: 'KmsKeyId' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudTrail event data store resource
#       And: 'KmsKeyId' has been provided as an empty string or invalid local reference
#            to a KMS keyID or alias
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation Hook 
 Document
#       And: The input document contains a CloudTrail event data store resource
#       And: 'KmsKeyId' has been provided as a non-empty string or valid local 
 reference
#            to a KMS keyID or alias
#      Then: PASS

#
# Constants
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#
let CLOUDTRAIL_EVENT_DATASTORE_TYPE = "AWS::CloudTrail::EventDataStore"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudtrail_event_datastores = Resources.*[ Type == 
 %CLOUDTRAIL_EVENT_DATASTORE_TYPE ]

#
# Primary Rules
#
rule cloud_trail_event_datastore_encrypted_at_rest_kms_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                  
 %cloudtrail_event_datastores not empty { 
    check(%cloudtrail_event_datastores.Properties) 
        << 
        [CT.CLOUDTRAIL.PR.4]: Require an CloudTrail Lake event data store to enable 
 encryption at rest with an AWS KMS key 
        [FIX]: Set the 'KmsKeyId' parameter to the ARN of an AWS KMS customer-managed 
 key, configured with permissions that allow the CloudTrail service principal to use 
 the key. 
        >>
}

rule cloud_trail_event_datastore_encrypted_at_rest_kms_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %CLOUDTRAIL_EVENT_DATASTORE_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDTRAIL_EVENT_DATASTORE_TYPE.resourceProperties) 
        << 
        [CT.CLOUDTRAIL.PR.4]: Require an CloudTrail Lake event data store to enable 
 encryption at rest with an AWS KMS key 
        [FIX]: Set the 'KmsKeyId' parameter to the ARN of an AWS KMS customer-managed 
 key, configured with permissions that allow the CloudTrail service principal to use 
 the key. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudtrail_event_datastore) { 
    %cloudtrail_event_datastore { 
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        # Scenario 2 
        KmsKeyId exists 

        # Scenario 3 and 4 
        check_is_string_and_not_empty(KmsKeyId) or 
        check_local_references(%INPUT_DOCUMENT, KmsKeyId, "AWS::KMS::Key") or 
        check_local_references(%INPUT_DOCUMENT, KmsKeyId, "AWS::KMS::Alias") 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_RESOURCE_TYPE) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_RESOURCE_TYPE) { 
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    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_RESOURCE_TYPE 
    }
} 

     

CT.CLOUDTRAIL.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  KMSKey: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
        - Sid: Allow CloudTrail to encrypt event data store 
          Effect: Allow 
          Principal: 
            Service: "cloudtrail.amazonaws.com" 
          Action: 
          - "kms:GenerateDataKey" 
          - "kms:Decrypt" 
          Resource: "*" 
      KeySpec: SYMMETRIC_DEFAULT 
      EnableKeyRotation: true 
  CloudTrailEventDataStore: 
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    Type: AWS::CloudTrail::EventDataStore 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      TerminationProtectionEnabled: false 
      MultiRegionEnabled: false 
      KmsKeyId: 
        Fn::GetAtt: 
        - KMSKey 
        - Arn 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CloudTrailEventDataStore: 
    Type: AWS::CloudTrail::EventDataStore 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      TerminationProtectionEnabled: false 
      MultiRegionEnabled: false 

     

Amazon CloudWatch controls

Topics

• [CT.CLOUDWATCH.PR.1] Require an Amazon CloudWatch alarm to have an action configured for 
the alarm state

• [CT.CLOUDWATCH.PR.2] Require an Amazon CloudWatch log group to be retained for at least 
one year

• [CT.CLOUDWATCH.PR.3] Require an Amazon CloudWatch log group to be encrypted at rest with 
an AWS KMS key

• [CT.CLOUDWATCH.PR.4] Require an Amazon CloudWatch alarm to have actions activated
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[CT.CLOUDWATCH.PR.1] Require an Amazon CloudWatch alarm to have an action configured for 
the alarm state

This control checks whether an Amazon CloudWatch alarm has at least one action configured for 
the alarm state.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::CloudWatch::Alarm

• AWS CloudFormation guard rule:  CT.CLOUDWATCH.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDWATCH.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.CLOUDWATCH.PR.1 example templates

Explanation

AWS Control Tower recommends configuring actions for alarms to alert you automatically when 
an alarm is in the alarm state and the monitored metric is outside the defined threshold. This 
configuration ensures that alarms are monitored, and that necessary actions are taken when the 
alarm is triggered. Monitoring alarms help you identify unusual activities and respond quickly to 
security and operational issues. You can specify the actions an alarm should take when it goes into 
OK, ALARM, and INSUFFICIENT_DATA states. The most common CloudWatch alarm action in the 
alarm state is to notify one or more users by sending a message to an Amazon Simple Notification 
Service (Amazon SNS) topic.

Remediation for rule failure

Set AlarmActions to a list with one or more alarm action values.

The examples that follow show how to implement this remediation.
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Amazon CloudWatch Alarm - Example

An Amazon CloudWatch alarm configured to notify an SNS topic when the CloudWatch alarm is in 
the alarm state. The example is shown in JSON and in YAML.

JSON example

{ 
    "Alarm": { 
        "Type": "AWS::CloudWatch::Alarm", 
        "Properties": { 
            "ComparisonOperator": "GreaterThanOrEqualToThreshold", 
            "EvaluationPeriods": 1, 
            "Period": 300, 
            "Threshold": 1.0, 
            "Namespace": "AWS/Lambda", 
            "MetricName": "Errors", 
            "TreatMissingData": "missing", 
            "Statistic": "Sum", 
            "DatapointsToAlarm": 1, 
            "ActionsEnabled": true, 
            "AlarmActions": [ 
                { 
                    "Ref": "Topic" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

Alarm: 
  Type: AWS::CloudWatch::Alarm 
  Properties: 
    ComparisonOperator: GreaterThanOrEqualToThreshold 
    EvaluationPeriods: 1 
    Period: 300 
    Threshold: 1.0 
    Namespace: AWS/Lambda 
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    MetricName: Errors 
    TreatMissingData: missing 
    Statistic: Sum 
    DatapointsToAlarm: 1 
    ActionsEnabled: true 
    AlarmActions: 
      - !Ref 'Topic' 

                 

CT.CLOUDWATCH.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudwatch_alarm_action_check
#  
# Description:
#   This control checks whether an Amazon CloudWatch alarm has at least one action 
 configured for the alarm state.
#  
# Reports on:
#   AWS::CloudWatch::Alarm
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudWatch alarm resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudWatch alarm resource
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#       And: 'AlarmActions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudWatch alarm resource
#       And: 'AlarmActions' has been provided as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation Hook 
 Document
#       And: The input document contains a CloudWatch alarm resource
#       And: 'AlarmActions' has been provided as a non-empty list
#      Then: PASS

#
# Constants
#
let CLOUDWATCH_ALARM_TYPE = "AWS::CloudWatch::Alarm"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudwatch_alarms = Resources.*[ Type == %CLOUDWATCH_ALARM_TYPE ]

#
# Primary Rules
#
rule cloudwatch_alarm_action_check when is_cfn_template(%INPUT_DOCUMENT) 
                                        %cloudwatch_alarms not empty { 
    check(%cloudwatch_alarms.Properties) 
        << 
        [CT.CLOUDWATCH.PR.1]: Require an Amazon CloudWatch alarm to have an action 
 configured for the alarm state 
        [FIX]: Set 'AlarmActions' to a list with one or more alarm action values. 
        >>
}

rule cloudwatch_alarm_action_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDWATCH_ALARM_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDWATCH_ALARM_TYPE.resourceProperties) 
        << 
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        [CT.CLOUDWATCH.PR.1]: Require an Amazon CloudWatch alarm to have an action 
 configured for the alarm state 
        [FIX]: Set 'AlarmActions' to a list with one or more alarm action values. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudwatch_alarm){ 
    %cloudwatch_alarm { 
        # Scenario 2 
        AlarmActions exists 
        # Scenarios 3 and 4 
        AlarmActions is_list 
        AlarmActions not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CLOUDWATCH.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  Topic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  Alarm: 
    Type: AWS::CloudWatch::Alarm 
    Properties: 
      ComparisonOperator: GreaterThanOrEqualToThreshold 
      EvaluationPeriods: 1 
      Period: 300 
      Threshold: 1.0 
      Namespace: AWS/Lambda 
      MetricName: Errors 
      TreatMissingData: missing 
      Statistic: Sum 
      DatapointsToAlarm: 1 
      ActionsEnabled: true 
      AlarmActions: 
      - Ref: Topic 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Alarm: 
    Type: AWS::CloudWatch::Alarm 
    Properties: 
      ComparisonOperator: GreaterThanOrEqualToThreshold 
      EvaluationPeriods: 1 
      Period: 300 
      Threshold: 1.0 
      Namespace: AWS/Lambda 
      MetricName: Errors 
      TreatMissingData: missing 
      Statistic: Sum 
      DatapointsToAlarm: 1 
      ActionsEnabled: true 
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[CT.CLOUDWATCH.PR.2] Require an Amazon CloudWatch log group to be retained for at least 
one year

This control checks whether an Amazon CloudWatch Log Group retention period is set to a value 
greater than or equal to 365 days.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Logs::LogGroup

• AWS CloudFormation guard rule:  CT.CLOUDWATCH.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDWATCH.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.CLOUDWATCH.PR.2 example templates

Explanation

Amazon CloudWatch Logs centralizes the logs from all of your systems, applications, and AWS 
services in a single, highly scalable service. You can use Amazon CloudWatch Logs to monitor, 
store, and retrieve your log files from Amazon EC2 instances, CloudTrail, Route 53, and other 
sources. Retaining your logs for at least one year can help you comply with log retention standards.

Remediation for rule failure

Omit the field value of RetentionInDays to adopt the default retention setting of Never 
expire, or set RetentionInDays to an integer value greater than or equal to 365.

The examples that follow show how to implement this remediation.

Amazon CloudWatch Log Group - Example

An Amazon CloudWatch log group configured to retain logs for one year (365 days). The example is 
shown in JSON and in YAML.

JSON example
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{ 
    "LogGroup": { 
        "Type": "AWS::Logs::LogGroup", 
        "Properties": { 
            "RetentionInDays": 365 
        } 
    }
} 
                 

YAML example

LogGroup: 
  Type: AWS::Logs::LogGroup 
  Properties: 
    RetentionInDays: 365 

                 

CT.CLOUDWATCH.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudwatch_log_group_retention_period_check
#  
# Description:
#   This control checks whether an Amazon CloudWatch Log Group retention period is set 
 to a value greater than or equal to 365 days.
#  
# Reports on:
#   AWS::Logs::LogGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
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#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudWatch log group resources
#     Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudWatch log group resource
#       And: 'RetentionInDays' has been provided and set to a non integer value or
#            integer value less than 365
#     Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudWatch log group resource
#       And: 'RetentionInDays' has not been provided
#     Then: PASS
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation Hook 
 Document
#       And: The input document contains a CloudWatch log group resource
#       And: 'RetentionInDays' has been provided and set to an integer value greater 
 than or equal to 365
#     Then: PASS

#
# Constants
#
let CLOUDWATCH_LOGS_TYPE = "AWS::Logs::LogGroup"
let MINIMUM_RETENTION_IN_DAYS = 365
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudwatch_log_groups = Resources.*[ Type == %CLOUDWATCH_LOGS_TYPE ]

#
# Primary Rules
#
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rule cloudwatch_log_group_retention_period_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %cloudwatch_log_groups not empty 
 { 
    check(%cloudwatch_log_groups.Properties) 
        << 
        [CT.CLOUDWATCH.PR.2]: Require an Amazon CloudWatch log group to be retained for 
 at least one year 
        [FIX]: Omit the field value of 'RetentionInDays' to adopt the default retention 
 setting of 'Never expire', or set 'RetentionInDays' to an integer value greater than 
 or equal to 365. 
        >>
}

rule cloudwatch_log_group_retention_period_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDWATCH_LOGS_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDWATCH_LOGS_TYPE.resourceProperties) 
        << 
        [CT.CLOUDWATCH.PR.2]: Require an Amazon CloudWatch log group to be retained for 
 at least one year 
        [FIX]: Omit the field value of 'RetentionInDays' to adopt the default retention 
 setting of 'Never expire', or set 'RetentionInDays' to an integer value greater than 
 or equal to 365. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudwatch_log_group){ 
    %cloudwatch_log_group { 
        # Scenario 3 
        RetentionInDays not exists or 

        # Scenarios 2 and 4 
        RetentionInDays >= %MINIMUM_RETENTION_IN_DAYS 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
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        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CLOUDWATCH.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: 
      RetentionInDays: 365 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: 
      RetentionInDays: 1 
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[CT.CLOUDWATCH.PR.3] Require an Amazon CloudWatch log group to be encrypted at rest with 
an AWS KMS key

This control checks whether an Amazon CloudWatch Logs log group is encrypted at rest with an 
AWS KMS key

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Logs::LogGroup

• AWS CloudFormation guard rule:  CT.CLOUDWATCH.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDWATCH.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.CLOUDWATCH.PR.3 example templates

Explanation

Amazon CloudWatch Logs log groups are encrypted by default using server-side encryption. For 
added control over encryption keys, you can use customer-managed keys from AWS KMS. You have 
full control over these KMS keys, including establishing and maintaining their key policies, IAM 
policies, and grants, enabling and disabling the keys, rotating their cryptographic material, adding 
tags, creating aliases that refer to the KMS keys, and scheduling the KMS keys for deletion.

Remediation for rule failure

Set KmsKeyId to the ARN of an AWS KMS customer-managed key configured with permissions 
that allow the CloudWatch service principal to use the key.

The examples that follow show how to implement this remediation.

Amazon CloudWatch Logs Group - Example

An Amazon CloudWatch log group configured to encrypt logs with an AWS KMS customer-
managed key. The example is shown in JSON and in YAML.

Proactive controls 637



AWS Control Tower User Guide

JSON example

{ 
    "LogGroup": { 
        "Type": "AWS::Logs::LogGroup", 
        "Properties": { 
            "KmsKeyId": { 
                "Fn::GetAtt": [ 
                    "KMSKey", 
                    "Arn" 
                ] 
            } 
        } 
    }
} 
                 

YAML example

LogGroup: 
  Type: AWS::Logs::LogGroup 
  Properties: 
    KmsKeyId: !GetAtt 'KMSKey.Arn' 

                 

CT.CLOUDWATCH.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudwatch_log_group_encrypted_check
#  
# Description:
#   This control checks whether an Amazon CloudWatch log group is encrypted at rest 
 with an AWS KMS key
#  
# Reports on:
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#   AWS::Logs::LogGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudWatch log group resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudWatch log group resource
#       And: 'KmsKeyId' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudWatch log group resource
#       And: 'KmsKeyId' has been provided as an empty string or invalid local reference 
 to a KMS Key
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudWatch log group resource
#       And: 'KmsKeyId' has been provided as a non-empty string or valid local 
 reference to a KMS Key
#      Then: PASS

#
# Constants
#
let CLOUDWATCH_LOGS_TYPE = "AWS::Logs::LogGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
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let cloudwatch_log_groups = Resources.*[ Type == %CLOUDWATCH_LOGS_TYPE ]

#
# Primary Rules
#
rule cloudwatch_log_group_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %cloudwatch_log_groups not empty { 
    check(%cloudwatch_log_groups.Properties) 
        << 
        [CT.CLOUDWATCH.PR.3]: Require an Amazon CloudWatch log group to be encrypted at 
 rest with an AWS KMS key 
        [FIX]: Set 'KmsKeyId' to the ARN of an AWS KMS customer managed key configured 
 with permissions that allow the CloudWatch service principal to use the key. 
        >>
}

rule cloudwatch_log_group_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDWATCH_LOGS_TYPE) { 
    check(%INPUT_DOCUMENT.%CLOUDWATCH_LOGS_TYPE.resourceProperties) 
        << 
        [CT.CLOUDWATCH.PR.3]: Require an Amazon CloudWatch log group to be encrypted at 
 rest with an AWS KMS key 
        [FIX]: Set 'KmsKeyId' to the ARN of an AWS KMS customer managed key configured 
 with permissions that allow the CloudWatch service principal to use the key. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudwatch_log_group){ 
    %cloudwatch_log_group { 
        # Scenario 2 
        KmsKeyId exists 
        # Scenario 3 and 4 
        check_is_string_and_not_empty(KmsKeyId) or 
        check_local_references(%INPUT_DOCUMENT, KmsKeyId, "AWS::KMS::Key") 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
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    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %resource_type 
    }
} 

     

CT.CLOUDWATCH.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.
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PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  KMSKey: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-cloudwatch-logs-key-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: "*" 
        - Sid: Enable Logs 
          Effect: Allow 
          Principal: 
            Service: 
              Fn::Sub: logs.${AWS::Region}.amazonaws.com 
          Action: 
          - kms:Encrypt* 
          - kms:Decrypt* 
          - kms:ReEncrypt* 
          - kms:GenerateDataKey* 
          - kms:Describe 
          Resource: "*" 
          Condition: 
            ArnEquals: 
              kms:EncryptionContext:aws:logs:arn: 
                Fn::Sub: arn:${AWS::Partition}:logs:${AWS::Region}:${AWS::AccountId}:* 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: 
      KmsKeyId: 
        Fn::GetAtt: 
        - KMSKey 
        - Arn 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: {} 

     

[CT.CLOUDWATCH.PR.4] Require an Amazon CloudWatch alarm to have actions activated

This control checks whether an Amazon CloudWatch alarm has actions enabled.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::CloudWatch::Alarm

• AWS CloudFormation guard rule:  CT.CLOUDWATCH.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDWATCH.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.CLOUDWATCH.PR.4 example templates

Explanation

Alarm actions automatically alert you when a monitored metric is outside the defined threshold. 
If the alarm action is deactivated, no actions are executed when the alarm changes state, so you 
won't be alerted to changes in monitored metrics. AWS Control Tower recommends activating 
CloudWatch alarm actions to help you respond quickly to security and operational issues.

Remediation for rule failure

Set ActionsEnabled to true or do not provide the ActionsEnabled property.
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The examples that follow show how to implement this remediation.

Amazon CloudWatch Alarm - Example

An Amazon CloudWatch alarm configured with alarm actions enabled. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "Alarm": { 
        "Type": "AWS::CloudWatch::Alarm", 
        "Properties": { 
            "AlarmActions": [ 
                { 
                    "Ref": "Topic" 
                } 
            ], 
            "ComparisonOperator": "GreaterThanOrEqualToThreshold", 
            "EvaluationPeriods": 1, 
            "Period": 300, 
            "Threshold": 1.0, 
            "Namespace": "AWS/Lambda", 
            "MetricName": "Errors", 
            "TreatMissingData": "missing", 
            "Statistic": "Sum", 
            "DatapointsToAlarm": 1, 
            "ActionsEnabled": true 
        } 
    }
} 
                 

YAML example

Alarm: 
  Type: AWS::CloudWatch::Alarm 
  Properties: 
    AlarmActions: 
      - !Ref 'Topic' 
    ComparisonOperator: GreaterThanOrEqualToThreshold 
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    EvaluationPeriods: 1 
    Period: 300 
    Threshold: 1.0 
    Namespace: AWS/Lambda 
    MetricName: Errors 
    TreatMissingData: missing 
    Statistic: Sum 
    DatapointsToAlarm: 1 
    ActionsEnabled: true 

                 

CT.CLOUDWATCH.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   cloudwatch_alarm_action_enabled_check
#  
# Description:
#   This control checks whether an Amazon CloudWatch alarm has actions enabled.
#  
# Reports on:
#   AWS::CloudWatch::Alarm
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CloudWatch alarm resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains a CloudWatch alarm resource
#       And: 'ActionsEnabled' has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CloudWatch alarm resource
#       And: 'ActionsEnabled' has not been provided
#      Then: PASS
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation Hook 
 Document
#       And: The input document contains a CloudWatch alarm resource
#       And: 'ActionsEnabled' has been provided with a value of bool(true)
#      Then: PASS

#
# Constants
#
let CLOUDWATCH_ALARM_TYPE = "AWS::CloudWatch::Alarm"
let INPUT_DOCUMENT = this

#
# Assignments
#
let cloudwatch_alarms = Resources.*[ Type == %CLOUDWATCH_ALARM_TYPE ]

#
# Primary Rules
#
rule cloudwatch_alarm_action_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                %cloudwatch_alarms not empty { 
    check(%cloudwatch_alarms.Properties) 
        << 
        [CT.CLOUDWATCH.PR.4]: Require an Amazon CloudWatch alarm to have actions 
 activated 
        [FIX]: Set 'ActionsEnabled' to 'true' or do not provide the 'ActionsEnabled' 
 property. 
        >>
}

rule cloudwatch_alarm_action_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CLOUDWATCH_ALARM_TYPE) { 
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    check(%INPUT_DOCUMENT.%CLOUDWATCH_ALARM_TYPE.resourceProperties) 
        << 
        [CT.CLOUDWATCH.PR.4]: Require an Amazon CloudWatch alarm to have actions 
 activated 
        [FIX]: Set 'ActionsEnabled' to 'true' or do not provide the 'ActionsEnabled' 
 property. 
        >>
}

#
# Parameterized Rules
#
rule check(cloudwatch_alarm){ 
    %cloudwatch_alarm { 
        # Scenario 3 
        ActionsEnabled not exists or 
        # Scenarios 2 and 4 
        ActionsEnabled == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CLOUDWATCH.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  Topic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  Alarm: 
    Type: AWS::CloudWatch::Alarm 
    Properties: 
      AlarmActions: 
      - Ref: Topic 
      ComparisonOperator: GreaterThanOrEqualToThreshold 
      EvaluationPeriods: 1 
      Period: 300 
      Threshold: 1.0 
      Namespace: AWS/Lambda 
      MetricName: Errors 
      TreatMissingData: missing 
      Statistic: Sum 
      DatapointsToAlarm: 1 
      ActionsEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Topic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  Alarm: 
    Type: AWS::CloudWatch::Alarm 
    Properties: 
      AlarmActions: 
      - Ref: Topic 
      ComparisonOperator: GreaterThanOrEqualToThreshold 
      EvaluationPeriods: 1 
      Period: 300 
      Threshold: 1.0 
      Namespace: AWS/Lambda 
      MetricName: Errors 
      TreatMissingData: missing 
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      Statistic: Sum 
      DatapointsToAlarm: 1 
      ActionsEnabled: false 

     

AWS CodeBuild controls

Topics

• [CT.CODEBUILD.PR.1] Require OAuth on GitHub or Bitbucket source repository URLs for AWS 
CodeBuild projects

• [CT.CODEBUILD.PR.2] Require any AWS CodeBuild project environment variable to encrypt 
credentials in environment variables

• [CT.CODEBUILD.PR.3] Require any AWS CodeBuild project environment to have logging 
configured

• [CT.CODEBUILD.PR.5] Require encryption on all AWS CodeBuild project artifacts

• [CT.CODEBUILD.PR.6] Require encryption on all Amazon S3 logs for AWS CodeBuild projects

[CT.CODEBUILD.PR.1] Require OAuth on GitHub or Bitbucket source repository URLs for AWS 
CodeBuild projects

This control checks whether the GitHub or Bitbucket source repository URL contains either personal 
access tokens or a user name and password.

• Control objective: Use strong authentication

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CodeBuild::Project

• AWS CloudFormation guard rule:  CT.CODEBUILD.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.1 example templates
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Explanation

Authentication credentials should never be stored or transmitted in clear text or appear in the 
repository URL. Instead of personal access tokens or username and password, you should use 
OAuth to grant authorization for accessing GitHub or Bitbucket repositories. Using personal access 
tokens or a username and password could expose your credentials to unintended data exposure 
and unauthorized access.

Usage considerations

• This control applies only to AWS CodeBuild projects with a primary or secondary source 
type of GitHub or Bitbucket.

Remediation for rule failure

Remove any embedded credentials from repository URLs in AWS CodeBuild project source 
configurations. Instead, connect your CodeBuild projects to GitHub or Bitbucket repositories 
by configuring GitHub Access Token or Bitbucket App Password credentials in the AWS 
Management Console or AWS CLI.

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example One

AWS CodeBuild project configured with a GitHub primary source location that does not contain a 
personal access token. The example is shown in JSON and in YAML.

JSON example

{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
            "Artifacts": { 
                "Type": "NO_ARTIFACTS" 
            }, 
            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 

Proactive controls 650



AWS Control Tower User Guide

                "Type": "LINUX_CONTAINER" 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
            }, 
            "Source": { 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n      
 - npm install\n  build:\n    commands:\n      - npm test\nartifacts:\n  files:\n    - 
 '**/*'\n", 
                "Type": "GITHUB", 
                "Location": "https://github.com/username/repo.git" 
            } 
        } 
    }
} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
  Properties: 
    Artifacts: 
      Type: NO_ARTIFACTS 
    Environment: 
      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      BuildSpec: | 
        version: 0.2 
        phases: 
          install: 
            commands: 
              - npm install 
          build: 
            commands: 
              - npm test 
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        artifacts: 
          files: 
            - '**/*' 
      Type: GITHUB 
      Location: https://github.com/username/repo.git 

                 

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example Two

AWS CodeBuild project configured with primary and secondary source locations that do not 
contain credentials or personal access tokens. The example is shown in JSON and in YAML.

JSON example

{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
            "Artifacts": { 
                "Type": "NO_ARTIFACTS" 
            }, 
            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 
                "Type": "LINUX_CONTAINER" 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
            }, 
            "Source": { 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n      
 - npm install\n  build:\n    commands:\n      - npm test\nartifacts:\n  files:\n    - 
 '**/*'\n", 
                "Type": "BITBUCKET", 
                "Location": "https://bitbucket.org/user/repo.git" 
            }, 
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            "SecondarySources": [ 
                { 
                    "Type": "GITHUB", 
                    "Location": "https://github.com/username/repo.git", 
                    "SourceIdentifier": "GitHubSource" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
  Properties: 
    Artifacts: 
      Type: NO_ARTIFACTS 
    Environment: 
      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      BuildSpec: | 
        version: 0.2 
        phases: 
          install: 
            commands: 
              - npm install 
          build: 
            commands: 
              - npm test 
        artifacts: 
          files: 
            - '**/*' 
      Type: BITBUCKET 
      Location: https://bitbucket.org/user/repo.git 
    SecondarySources: 
      - Type: GITHUB 
        Location: https://github.com/username/repo.git 
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        SourceIdentifier: GitHubSource 

                 

CT.CODEBUILD.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   codebuild_project_source_repo_url_check
#  
# Description:
#   This control checks whether the GitHub or Bitbucket source repository URL contains 
 either personal access tokens or a username and password.
#  
# Reports on:
#   AWS::CodeBuild::Project
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CodeBuild project resources
#       Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Source' configuration is not of 'Type' 'GITHUB' or 'BITBUCKET'
#       And: 'SecondarySources' configuration is not provided or is provided and does 
 not have any item of 'Type'
#            'GITHUB' or 'BITBUCKET'
#       Then: SKIP
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Source' configuration is of 'Type' 'GITHUB' or 'BITBUCKET'
#       And: 'Source' configuration has a 'Location' that contains credentials 
 (username and password for BitBucket
#            and Access Token for GitHub)
#       Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'SecondarySources' configuration is provided
#       And: 'SecondarySources' configuration has one or more items of 'Type' 'GITHUB' 
 or 'BITBUCKET'
#       And: 'SecondarySources' configuration has one or more items with 'Location' 
 that contains credentials
#            (username and password for BitBucket and Access Token for GitHub)
#       Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Source' configuration is of 'Type' 'GITHUB' or 'BITBUCKET'
#       And: 'Source' configuration has a 'Location' that does not contain credentials 
 (username and password for
#            BitBucket and Access Token for GitHub)
#       And: 'SecondarySources' configuration is not provided or is provided and does 
 not have any item of 'Type'
#            'GITHUB' or 'BITBUCKET'
#       Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Source' configuration is of 'Type' 'GITHUB' or 'BITBUCKET'
#       And: 'Source' configuration has a 'Location' that does not contain credentials 
 (username and password for
#            BitBucket and Access Token for GitHub)
#       And: 'SecondarySources' configuration is provided
#       And: 'SecondarySources' configuration has one or more items of 'Type' 'GITHUB' 
 or 'BITBUCKET'
#       And: 'SecondarySources' configuration has one or more items with 'Location' 
 that does not contain credentials
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#            (username and password for BitBucket and Access Token for GitHub)
#       Then: PASS

#
# Constants
#
let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let INPUT_DOCUMENT = this
let GITHUB_COMPLIANT_URL_PATTERN = /^(http(s)?)(:\/\/github\.com\/)([^\/]+)\/([\w\.-]+)
(\.git)?$/
let BITBUCKET_COMPLIANT_URL_PATTERN = /^https?:\/\/bitbucket\.org/

#
# Assignments
#
let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_source_repo_url_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                  %codebuild_project not empty { 
    check(%codebuild_project.Properties) 
        << 
        [CT.CODEBUILD.PR.1]: Require OAuth on GitHub or Bitbucket source repository 
 URLs for AWS CodeBuild projects 
            [FIX]: Remove any embedded credentials from repository URLs in AWS 
 CodeBuild project source configurations. Instead, connect your CodeBuild projects 
 to 'GitHub' or 'Bitbucket' repositories by configuring 'GitHub Access Token' or 
 'Bitbucket App Password' credentials in the AWS Management Console or AWS CLI. 
        >>
}

rule codebuild_project_source_repo_url_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CODEBUILD_PROJECT_TYPE) { 
    check(%INPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties) 
        << 
        [CT.CODEBUILD.PR.1]: Require OAuth on GitHub or Bitbucket source repository 
 URLs for AWS CodeBuild projects 
            [FIX]: Remove any embedded credentials from repository URLs in AWS 
 CodeBuild project source configurations. Instead, connect your CodeBuild projects 
 to 'GitHub' or 'Bitbucket' repositories by configuring 'GitHub Access Token' or 
 'Bitbucket App Password' credentials in the AWS Management Console or AWS CLI. 
        >>
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}

#
# Parameterized Rules
#
rule check(codebuild_project) { 
    %codebuild_project[ 
        filter_github_or_bitbucket_source_configuration(this) or 
        filter_github_or_bitbucket_secondary_sources_configuration(this) 
    ] { 
        # Scenario 3, 5 and 6 
        check_source(Source) 
        # Scenario 4 and 6 
        check_secondary_sources(this) 
    }
}

rule filter_github_or_bitbucket_source_configuration(codebuild_project) { 
    %codebuild_project { 
        Source exists 
        Source is_struct 
        Source { 
            Type == "GITHUB" or 
            Type == "BITBUCKET" 
        } 
    }
}

rule filter_github_or_bitbucket_secondary_sources_configuration(codebuild_project) { 
    %codebuild_project { 
        SecondarySources exists 
        SecondarySources is_list 
        SecondarySources not empty 

        some SecondarySources[*] { 
            Type == "GITHUB" or 
            Type == "BITBUCKET" 
        } 
    }
}

rule check_source(codebuild_source) { 
    %codebuild_source [ 
        Type == "GITHUB" 
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    ] { 
        Location exists 
        Location == %GITHUB_COMPLIANT_URL_PATTERN 
    } 
    %codebuild_source [ 
        Type == "BITBUCKET" 
    ] { 
        Location exists 
        Location == %BITBUCKET_COMPLIANT_URL_PATTERN 
    }
}

rule check_secondary_sources(codebuild_project) { 
    %codebuild_project [ 
        # Scenario 2 
        SecondarySources exists 
        SecondarySources is_list 
        SecondarySources not empty 
    ] { 
        # Scenario 4 and 6 
        SecondarySources[*] { 
            check_source(this) 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.CODEBUILD.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Artifacts: 
        Type: NO_ARTIFACTS 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
          artifacts: 
            files: 
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              - '**/*' 
        Type: GITHUB 
        Location: https://github.com/username/repo.git 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Artifacts: 
        Type: NO_ARTIFACTS 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
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                - npm test 
          artifacts: 
            files: 
              - '**/*' 
        Type: BITBUCKET 
        Location: https://username:password@bitbucket.org/user/repo.git 

     

[CT.CODEBUILD.PR.2] Require any AWS CodeBuild project environment variable to encrypt 
credentials in environment variables

This control checks whether AWS CodeBuild projects contain environment variables
AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY stored as PLAINTEXT.

• Control objective: Use strong authentication

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CodeBuild::Project

• AWS CloudFormation guard rule:  CT.CODEBUILD.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.2 example templates

Explanation

Authentication credentials AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY should never be 
stored in clear text, as this could lead to unintended data exposure and unauthorized access.

Usage considerations

• This control only applies to AWS CodeBuild projects configured with
AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY environment variables
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Remediation for rule failure

Use PARAMETER_STORE or SECRETS_MANAGER to store values for environment variables named
AWS_ACCESS_KEY_ID or AWS_SECRET_ACCESS_KEY.

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example

AWS CodeBuild project configured to use credentials stored in AWS Secrets Manager. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
            "Artifacts": { 
                "Type": "NO_ARTIFACTS" 
            }, 
            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 
                "Type": "LINUX_CONTAINER", 
                "EnvironmentVariables": [ 
                    { 
                        "Name": "AWS_ACCESS_KEY_ID", 
                        "Type": "SECRETS_MANAGER", 
                        "Value": "sample_secret:access_key_id" 
                    }, 
                    { 
                        "Name": "AWS_SECRET_ACCESS_KEY", 
                        "Type": "SECRETS_MANAGER", 
                        "Value": "sample_secret:secret_access_key" 
                    } 
                ] 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
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            }, 
            "Source": { 
                "Type": "NO_SOURCE", 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n      
 - npm install\n  build:\n    commands:\n      - npm test\nartifacts:\n  files:\n    - 
 '**/*'\n" 
            } 
        } 
    }
} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
  Properties: 
    Artifacts: 
      Type: NO_ARTIFACTS 
    Environment: 
      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
      EnvironmentVariables: 
        - Name: AWS_ACCESS_KEY_ID 
          Type: SECRETS_MANAGER 
          Value: sample_secret:access_key_id 
        - Name: AWS_SECRET_ACCESS_KEY 
          Type: SECRETS_MANAGER 
          Value: sample_secret:secret_access_key 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      Type: NO_SOURCE 
      BuildSpec: | 
        version: 0.2 
        phases: 
          install: 
            commands: 
              - npm install 
          build: 
            commands: 
              - npm test 
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        artifacts: 
          files: 
            - '**/*' 

                 

CT.CODEBUILD.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   codebuild_project_envvar_awscred_check
#  
# Description:
#   This control checks whether AWS CodeBuild projects contain environment variables 
 'AWS_ACCESS_KEY_ID' and 'AWS_SECRET_ACCESS_KEY' stored as 'PLAINTEXT'.
#  
# Reports on:
#   AWS::CodeBuild::Project
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation Hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CodeBuild project resources
#     Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Environment' configuration does not contains 'EnvironmentVariables'
#     Then: SKIP
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Environment' configuration contains 'EnvironmentVariables'
#       And: 'EnvironmentVariables' contain variables named 'AWS_ACCESS_KEY_ID' or 
 'AWS_SECRET_ACCESS_KEY'
#       And: 'Type' is not provided for 'AWS_ACCESS_KEY_ID' and 'AWS_SECRET_ACCESS_KEY' 
 environment variables or is
#            provided as an empty string.
#     Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Environment' configuration contains 'EnvironmentVariables'
#       And: 'EnvironmentVariables' contain variables named 'AWS_ACCESS_KEY_ID' or 
 'AWS_SECRET_ACCESS_KEY'
#       And: 'Type' is set to 'PLAINTEXT' for 'AWS_ACCESS_KEY_ID' or 
 'AWS_SECRET_ACCESS_KEY' environment variables
#     Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Environment' configuration contains 'EnvironmentVariables'
#       And: 'EnvironmentVariables' does not contain variables named 
 'AWS_ACCESS_KEY_ID' or 'AWS_SECRET_ACCESS_KEY'
#     Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Environment' configuration contains 'EnvironmentVariables'
#       And: 'EnvironmentVariables' contain variables named 'AWS_ACCESS_KEY_ID' or 
 'AWS_SECRET_ACCESS_KEY'
#       And: 'Type' is provided as a non-empty string and not set to 'PLAINTEXT' for 
 'AWS_ACCESS_KEY_ID' or
#            'AWS_SECRET_ACCESS_KEY' environment variables
#     Then: PASS

#
# Constants
#
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let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let AWS_CREDENTIAL_ENV_VAR_NAMES = [ "AWS_ACCESS_KEY_ID", "AWS_SECRET_ACCESS_KEY" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_envvar_awscred_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                 %codebuild_project not empty { 
    check(%codebuild_project.Properties) 
        << 
        [CT.CODEBUILD.PR.2]: Require any AWS CodeBuild project environment variable to 
 encrypt credentials in environment variables 
            [FIX]: Use 'PARAMETER_STORE' or 'SECRETS_MANAGER' to store values for 
 environment variables named 'AWS_ACCESS_KEY_ID' or 'AWS_SECRET_ACCESS_KEY'. 
        >>
}

rule codebuild_project_envvar_awscred_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CODEBUILD_PROJECT_TYPE) { 
    check(%INPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties) 
        << 
        [CT.CODEBUILD.PR.2]: Require any AWS CodeBuild project environment variable to 
 encrypt credentials in environment variables 
            [FIX]: Use 'PARAMETER_STORE' or 'SECRETS_MANAGER' to store values for 
 environment variables named 'AWS_ACCESS_KEY_ID' or 'AWS_SECRET_ACCESS_KEY'. 
        >>
}

#
# Parameterized Rules
#
rule check(codebuild_project) { 
    %codebuild_project [ 
        # Scenario 2 
        filter_codebuild_projects_with_environment_variables(this) 
    ] { 
        Environment exists 
        Environment is_struct 
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        Environment { 
            EnvironmentVariables exists 
            EnvironmentVariables is_list 
            EnvironmentVariables not empty 
            EnvironmentVariables [ 
                # Scenario 3, 4 and 6 
                Name in %AWS_CREDENTIAL_ENV_VAR_NAMES 
            ] { 
                # Scenario 3 
                Type exists 
                check_is_string_and_not_empty(Type) 
                # Scenario 4 and 6 
                Type != "PLAINTEXT" 
            } 
        } 
    }
}

rule filter_codebuild_projects_with_environment_variables(codebuild_project) { 
    %codebuild_project { 
        Environment exists 
        Environment is_struct 

        Environment { 
            # Scenario 2 
            EnvironmentVariables exists 
            EnvironmentVariables is_list 
            EnvironmentVariables not empty 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
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}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.CODEBUILD.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Artifacts: 
        Type: NO_ARTIFACTS 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
        EnvironmentVariables: 
        - Name: AWS_ACCESS_KEY_ID 
          Type: SECRETS_MANAGER 
          Value: example_secret:access_key_id 
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        - Name: AWS_SECRET_ACCESS_KEY 
          Type: SECRETS_MANAGER 
          Value: example_secret:secret_access_key 
        - Name: some_other_variable 
          Type: PLAINTEXT 
          Value: example 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        Type: NO_SOURCE 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
          artifacts: 
            files: 
              - '**/*' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
  CodeBuildProject: 
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    Type: AWS::CodeBuild::Project 
    Properties: 
      Artifacts: 
        Type: NO_ARTIFACTS 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
        EnvironmentVariables: 
        - Name: AWS_ACCESS_KEY_ID 
          Type: PLAINTEXT 
          Value: EXAMPLE_ACCESS_KEY_ID 
        - Name: AWS_SECRET_ACCESS_KEY 
          Type: PLAINTEXT 
          Value: EXAMPLE_SECRET_ACCESS_KEY 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        Type: NO_SOURCE 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
          artifacts: 
            files: 
              - '**/*' 

     

[CT.CODEBUILD.PR.3] Require any AWS CodeBuild project environment to have logging 
configured

This control checks whether AWS CodeBuild projects environment has at least one logging option 
enabled.

• Control objective: Establish logging and monitoring
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• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CodeBuild::Project

• AWS CloudFormation guard rule:  CT.CODEBUILD.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.3 example templates

Explanation

From a security perspective, logging is an important feature to enable, to assist future forensics 
efforts in case of a security incident. Correlating anomalies in CodeBuild projects with threat 
detections can increase confidence in the accuracy of those threat detections.

Remediation for rule failure

Set LogsConfig with a CloudWatchLogs or S3Logs configuration.

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example One

AWS CodeBuild project configured to enable logging, by means of Amazon CloudWatch Logs. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
            "Artifacts": { 
                "Type": "NO_ARTIFACTS" 
            }, 
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            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 
                "Type": "LINUX_CONTAINER" 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
            }, 
            "Source": { 
                "Type": "NO_SOURCE", 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n      - 
 npm install\n  build:\n    commands:\n      - npm test\n" 
            }, 
            "LogsConfig": { 
                "CloudWatchLogs": { 
                    "Status": "ENABLED" 
                } 
            } 
        } 
    }
} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
  Properties: 
    Artifacts: 
      Type: NO_ARTIFACTS 
    Environment: 
      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      Type: NO_SOURCE 
      BuildSpec: "version: 0.2\nphases:\n  install:\n    commands:\n      - npm install
\n\ 
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        \  build:\n    commands:\n      - npm test\n" 
    LogsConfig: 
      CloudWatchLogs: 
        Status: ENABLED 

                 

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example Two

AWS CodeBuild project configured to enable logging, by means of Amazon S3. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
            "Artifacts": { 
                "Type": "NO_ARTIFACTS" 
            }, 
            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 
                "Type": "LINUX_CONTAINER" 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
            }, 
            "Source": { 
                "Type": "NO_SOURCE", 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n      - 
 npm install\n  build:\n    commands:\n      - npm test\n" 
            }, 
            "LogsConfig": { 
                "S3Logs": { 
                    "Status": "ENABLED", 
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                    "Location": { 
                        "Fn::Join": [ 
                            "/", 
                            [ 
                                { 
                                    "Ref": "S3Bucket" 
                                }, 
                                "path/to/directory" 
                            ] 
                        ] 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
  Properties: 
    Artifacts: 
      Type: NO_ARTIFACTS 
    Environment: 
      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      Type: NO_SOURCE 
      BuildSpec: "version: 0.2\nphases:\n  install:\n    commands:\n      - npm install
\n\ 
        \  build:\n    commands:\n      - npm test\n" 
    LogsConfig: 
      S3Logs: 
        Status: ENABLED 
        Location: !Join 
          - / 
          - - !Ref 'S3Bucket' 
            - path/to/directory 
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CT.CODEBUILD.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   codebuild_project_logging_enabled_check
#  
# Description:
#   This control checks whether AWS CodeBuild projects environment has at least one 
 logging option enabled.
#  
# Reports on:
#   AWS::CodeBuild::Project
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CodeBuild project resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is not provided on the CodeBuild project resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is provided on the CodeBuild project resource
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#       And: Neither 'CloudWatchLogs' or 'S3Logs' are present in 'LogsConfig'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is provided on the CodeBuild project resource
#       And: 'CloudWatchLogs' is not present in 'LogsConfig'
#       And: 'S3Logs' is present in 'LogsConfig' with 'Status' set to 'DISABLED'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is provided on the CodeBuild project resource
#       And: 'S3Logs' is not present in 'LogsConfig'
#       And: 'CloudWatchLogs' is present in 'LogsConfig' with 'Status' set to 
 'DISABLED'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is provided on the CodeBuild project resource
#       And: 'CloudWatchLogs' and 'S3Logs' are present in 'LogsConfig' with 'Status' 
 set to 'DISABLED'
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is provided on the CodeBuild project resource
#       And: 'CloudWatchLogs' is not present in 'LogsConfig'
#       And: 'S3Logs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
#       And: 'Location' has not been provided in 'S3Logs', or has been provided as an 
 empty string or
#             invalid local reference
#      Then: FAIL
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is provided on the CodeBuild project resource
#       And: 'S3Logs' is not present in 'LogsConfig'
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#       And: 'CloudWatchLogs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
#      Then: PASS
#   Scenario: 9
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is provided on the CodeBuild project resource
#       And: 'CloudWatchLogs' is not present in 'LogsConfig'
#       And: 'S3Logs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
#       And: 'Location' has been provided in 'S3Logs' as a non-empty string or valid 
 local reference
#      Then: PASS
#   Scenario: 10
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'LogsConfig' is provided on the CodeBuild project resource
#       And: 'CloudWatchLogs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
#       And: 'S3Logs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
#       And: 'Location' has been provided in 'S3Logs' as a non-empty string or valid 
 local reference
#      Then: PASS

#
# Constants
#
let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let INPUT_DOCUMENT = this

#
# Assignments
#
let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                  %codebuild_project not empty { 
    check(%codebuild_project.Properties) 
        << 
        [CT.CODEBUILD.PR.3]: Require any AWS CodeBuild project environment to have 
 logging configured 
            [FIX]: Set 'LogsConfig' with a 'CloudWatchLogs' or 'S3Logs' configuration. 
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        >>
}

rule codebuild_project_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CODEBUILD_PROJECT_TYPE) { 
    check(%INPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties) 
        << 
        [CT.CODEBUILD.PR.3]: Require any AWS CodeBuild project environment to have 
 logging configured 
            [FIX]: Set 'LogsConfig' with a 'CloudWatchLogs' or 'S3Logs' configuration. 
        >>
}

#
# Parameterized Rules
#
rule check(codebuild_project) { 
    %codebuild_project { 
        # Scenario 2 
        LogsConfig exists 
        LogsConfig is_struct 

        LogsConfig { 
            # Scenario 3 
            check_cloudwatch_logs(this) or 
            check_s3_logs(this) 
        } 
    }
}

rule check_cloudwatch_logs(codebuild_project) { 
    %codebuild_project { 
        # Scenario 4 
        CloudWatchLogs exists 
        CloudWatchLogs is_struct 

        CloudWatchLogs { 
            # Scenario 5, 6, 8 and 10 
            Status exists 
            Status == "ENABLED" 
        } 
    }
}
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rule check_s3_logs(codebuild_project) { 
    %codebuild_project { 
        # Scenario 4 
        S3Logs exists 
        S3Logs is_struct 

        S3Logs { 
            # Scenario 4, 6, 9 and 10 
            Status exists 
            Status == "ENABLED" 

            # Scenario 7, 9 and 10 
            Location exists 
            check_is_string_and_not_empty(Location) or 
            check_local_references(%INPUT_DOCUMENT, Location, "AWS::S3::Bucket") or 
            check_join_references(%INPUT_DOCUMENT, Location, "AWS::S3::Bucket") 
        } 
    }
}

rule check_join_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::Join' { 
            this is_list 
            this not empty 
            some this[1][*] { 
                check_local_references(%doc, this, %referenced_resource_type) 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
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}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.CODEBUILD.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
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        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: CodeBuildProjectPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Artifacts: 
        Type: NO_ARTIFACTS 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        Type: NO_SOURCE 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
      LogsConfig: 
        CloudWatchLogs: 
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          Status: ENABLED 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Artifacts: 
        Type: NO_ARTIFACTS 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        Type: NO_SOURCE 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
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      LogsConfig: 
        S3Logs: 
          Status: DISABLED 
        CloudWatchLogs: 
          Status: DISABLED 

     

[CT.CODEBUILD.PR.5] Require encryption on all AWS CodeBuild project artifacts

This control checks whether AWS CodeBuild projects are configured to encrypt artifacts.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CodeBuild::Project

• AWS CloudFormation guard rule:  CT.CODEBUILD.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.5 example templates

Explanation

Encryption of data at rest is a recommended best practice. It adds a layer of access management 
around your data. In case of a compromise to your CodeBuild artifacts, encryption at rest ensures 
that your data is protected from unintended access.

Usage considerations

• This control applies only to AWS CodeBuild projects configured to return primary or 
secondary artifacts as output.
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Remediation for rule failure

Set the EncryptionDisabled property in Artifacts and any SecondaryArtifacts to false, 
or omit the EncryptionDisabled property.

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example One

AWS CodeBuild project configured to return primary artifacts as output with artifact encryption 
enabled, by means of AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 
                "Type": "LINUX_CONTAINER" 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
            }, 
            "Source": { 
                "Type": "NO_SOURCE", 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n      
 - npm install\n  build:\n    commands:\n      - npm test\nartifacts:\n  files:\n    - 
 '**/*'\n" 
            }, 
            "Artifacts": { 
                "Type": "S3", 
                "Location": { 
                    "Ref": "S3Bucket" 
                } 
            } 
        } 
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    }
} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
  Properties: 
    Environment: 
      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      Type: NO_SOURCE 
      BuildSpec: | 
        version: 0.2 
        phases: 
          install: 
            commands: 
              - npm install 
          build: 
            commands: 
              - npm test 
        artifacts: 
          files: 
            - '**/*' 
    Artifacts: 
      Type: S3 
      Location: !Ref 'S3Bucket' 

                 

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example Two

AWS CodeBuild project configured to return primary and secondary artifacts as output with artifact 
encryption enabled, by means of the EncryptionDisabled property. The example is shown in 
JSON and in YAML.
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JSON example

{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 
                "Type": "LINUX_CONTAINER" 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
            }, 
            "Source": { 
                "Type": "NO_SOURCE", 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n     
  - npm install\n  build:\n    commands:\n      - npm test\nartifacts:\n  files:\n   
  - '**/*'\n  secondary-artifacts:\n    secondaryArtifact:\n      files:\n        - 
 'directory/file1'\n" 
            }, 
            "Artifacts": { 
                "Type": "S3", 
                "EncryptionDisabled": false, 
                "Location": { 
                    "Ref": "S3Bucket" 
                } 
            }, 
            "SecondaryArtifacts": [ 
                { 
                    "Type": "S3", 
                    "EncryptionDisabled": false, 
                    "ArtifactIdentifier": "secondaryArtifact", 
                    "Location": { 
                        "Ref": "S3Bucket" 
                    } 
                } 
            ] 
        } 
    }
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} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
  Properties: 
    Environment: 
      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      Type: NO_SOURCE 
      BuildSpec: | 
        version: 0.2 
        phases: 
          install: 
            commands: 
              - npm install 
          build: 
            commands: 
              - npm test 
        artifacts: 
          files: 
            - '**/*' 
          secondary-artifacts: 
            secondaryArtifact: 
              files: 
                - 'directory/file1' 
    Artifacts: 
      Type: S3 
      EncryptionDisabled: false 
      Location: !Ref 'S3Bucket' 
    SecondaryArtifacts: 
      - Type: S3 
        EncryptionDisabled: false 
        ArtifactIdentifier: secondaryArtifact 
        Location: !Ref 'S3Bucket' 
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CT.CODEBUILD.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   codebuild_project_artifact_encryption_check
#  
# Description:
#   This control checks whether AWS CodeBuild projects are configured to encrypt 
 artifacts.
#  
# Reports on:
#   AWS::CodeBuild::Project
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario 1:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CodeBuild project resources
#      Then: SKIP
#   Scenario 2:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Artifacts' configuration is provided and is of 'Type' 'NO_ARTIFACTS'
#       And: 'SecondaryArtifacts' configuration is not provided or provided with an 
 empty list
#      Then: SKIP
#   Scenario 3:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Artifacts' configuration is provided and is of 'Type' 'NO_ARTIFACTS'
#       And: 'SecondaryArtifacts' configuration is provided as a non-empty list
#       And: All 'SecondaryArtifacts' entries have 'Type' set to 'NO_ARTIFACTS'
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#      Then: SKIP
#   Scenario 4:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Artifacts' configuration is provided and is not of 'Type' 'NO_ARTIFACTS'
#       And: 'EncryptionDisabled' within 'Artifacts' configuration is provided and set 
 to bool(true)
#      Then: FAIL
#   Scenario 5:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'SecondaryArtifacts' configuration is provided
#       And: There exists one or more items in 'SecondaryArtifacts' which have 
 'EncryptionDisabled' set to bool(true)
#      Then: FAIL
#   Scenario 6:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'Artifacts.EncryptionDisabled' is not provided, or is set to bool(false)
#       And: There exists no item in 'SecondaryArtifacts' which has 
 'EncryptionDisabled' set to bool(true)
#      Then: PASS

#
# Constants
#
let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let INPUT_DOCUMENT = this

#
# Assignments
#
let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_artifact_encryption_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %codebuild_project not empty { 
    check(%codebuild_project.Properties) 
        << 
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        [CT.CODEBUILD.PR.5]: Require encryption on all AWS CodeBuild project artifacts 
            [FIX]: Set the 'EncryptionDisabled' property in 'Artifacts' and any 
 'SecondaryArtifacts' to 'false', or omit the 'EncryptionDisabled' property. 
        >>
}

rule codebuild_project_artifact_encryption_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CODEBUILD_PROJECT_TYPE) { 
    check(%INPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties) 
        << 
        [CT.CODEBUILD.PR.5]: Require encryption on all AWS CodeBuild project artifacts 
            [FIX]: Set the 'EncryptionDisabled' property in 'Artifacts' and any 
 'SecondaryArtifacts' to 'false', or omit the 'EncryptionDisabled' property. 
        >>
}

#
# Parameterized Rules
#
rule check(codebuild_project) { 
    %codebuild_project [ 
        filter_codebuild_projects(this) 
    ] { 
        Artifacts { 
            # Scenario 4 and 6 
            check_artifact(this) 
        } 
        # Scenario 5 
        SecondaryArtifacts not exists or 
        check_secondary_artifacts(this) 
    }
}

rule check_secondary_artifacts(codebuild_project) { 
    %codebuild_project { 
        SecondaryArtifacts is_list 
        SecondaryArtifacts[*] { 
            # Scenario 5 and 6 
            check_artifact(this) 
        } 
    }
}

rule check_artifact(artifact) { 
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    %artifact { 
        EncryptionDisabled not exists or 
        EncryptionDisabled == false 
    }
}

rule filter_codebuild_projects(codebuild_project) { 
    %codebuild_project { 
        # Scenario 2 and 3 
        Artifacts exists 
        Artifacts is_struct 
        Artifacts { 
            filter_artifact(this) 
        } or 
        filter_secondary_artifacts(this) 
    }
}

rule filter_secondary_artifacts(codebuild_project) { 
    %codebuild_project { 
        # Scenario 2 
        SecondaryArtifacts exists 
        SecondaryArtifacts is_list 
        SecondaryArtifacts not empty 
        SecondaryArtifacts[*] { 
            # Scenario 3 
            filter_artifact(this) 
        } 
    }
}

rule filter_artifact(artifact) { 
    %artifact { 
       Type exists 
       Type != "NO_ARTIFACTS" 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
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        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CODEBUILD.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: CodeBuildProjectPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
          - Effect: Allow 
            Action: 
            - s3:PutObject 
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            - s3:GetBucketAcl 
            - s3:GetBucketLocation 
            Resource: 
            - Fn::GetAtt: 
              - S3Bucket 
              - Arn 
            - Fn::Join: 
              - "" 
              - - Fn::GetAtt: 
                  - S3Bucket 
                  - Arn 
                - "/*" 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        Type: NO_SOURCE 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
          artifacts: 
            files: 
              - '**/*' 
      Artifacts: 
        Type: S3 
        Location: 
          Ref: S3Bucket 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: CodeBuildProjectPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
          - Effect: Allow 
            Action: 
            - s3:PutObject 
            - s3:GetBucketAcl 
            - s3:GetBucketLocation 
            Resource: 
            - Fn::GetAtt: 
              - S3Bucket 
              - Arn 
            - Fn::Join: 
              - "" 
              - - Fn::GetAtt: 
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                  - S3Bucket 
                  - Arn 
                - "/*" 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        Type: NO_SOURCE 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
          artifacts: 
            files: 
              - '**/*' 
      Artifacts: 
        Type: S3 
        EncryptionDisabled: true 
        Location: 
          Ref: S3Bucket 

     

[CT.CODEBUILD.PR.6] Require encryption on all Amazon S3 logs for AWS CodeBuild projects

This control checks whether AWS CodeBuild projects configured with Amazon S3 logs have 
encryption enabled.
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• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::CodeBuild::Project

• AWS CloudFormation guard rule:  CT.CODEBUILD.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.6 example templates

Explanation

Encryption of data at rest is a recommended best practice. It adds a layer of access management 
around your data. In case of a compromise to your CodeBuild artifacts, encryption at rest ensures 
that your data is protected from unintended access.

Usage considerations

• This control applies only to AWS CodeBuild projects with log delivery to Amazon S3 
enabled.

Remediation for rule failure

Set EncryptionDisabled in S3Logs to false, or do not specify the EncryptionDisabled
property.

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example One

AWS CodeBuild project configured to encrypt logs delivered to an Amazon S3 logging destination, 
by means of AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example
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{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
            "Artifacts": { 
                "Type": "NO_ARTIFACTS" 
            }, 
            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 
                "Type": "LINUX_CONTAINER" 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
            }, 
            "Source": { 
                "Type": "NO_SOURCE", 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n      
 - npm install\n  build:\n    commands:\n      - npm test\nartifacts:\n  files:\n    - 
 '**/*'\n" 
            }, 
            "LogsConfig": { 
                "S3Logs": { 
                    "Status": "ENABLED", 
                    "Location": { 
                        "Ref": "S3Bucket" 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
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  Properties: 
    Artifacts: 
      Type: NO_ARTIFACTS 
    Environment: 
      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      Type: NO_SOURCE 
      BuildSpec: | 
        version: 0.2 
        phases: 
          install: 
            commands: 
              - npm install 
          build: 
            commands: 
              - npm test 
        artifacts: 
          files: 
            - '**/*' 
    LogsConfig: 
      S3Logs: 
        Status: ENABLED 
        Location: !Ref 'S3Bucket' 

                 

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example Two

AWS CodeBuild project configured to encrypt logs delivered to an Amazon S3 logging destination, 
by means of the EncryptionDisabled property. The example is shown in JSON and in YAML.

JSON example

{ 
    "CodeBuildProject": { 
        "Type": "AWS::CodeBuild::Project", 
        "Properties": { 
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            "Artifacts": { 
                "Type": "NO_ARTIFACTS" 
            }, 
            "Environment": { 
                "ComputeType": "BUILD_GENERAL1_SMALL", 
                "Image": "aws/codebuild/standard:4.0", 
                "Type": "LINUX_CONTAINER" 
            }, 
            "ServiceRole": { 
                "Fn::GetAtt": [ 
                    "CodeBuildServiceRole", 
                    "Arn" 
                ] 
            }, 
            "Source": { 
                "Type": "NO_SOURCE", 
                "BuildSpec": "version: 0.2\nphases:\n  install:\n    commands:\n      
 - npm install\n  build:\n    commands:\n      - npm test\nartifacts:\n  files:\n    - 
 '**/*'\n" 
            }, 
            "LogsConfig": { 
                "S3Logs": { 
                    "Status": "ENABLED", 
                    "Location": { 
                        "Ref": "S3Bucket" 
                    }, 
                    "EncryptionDisabled": false 
                } 
            } 
        } 
    }
} 
                 

YAML example

CodeBuildProject: 
  Type: AWS::CodeBuild::Project 
  Properties: 
    Artifacts: 
      Type: NO_ARTIFACTS 
    Environment: 
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      ComputeType: BUILD_GENERAL1_SMALL 
      Image: aws/codebuild/standard:4.0 
      Type: LINUX_CONTAINER 
    ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn' 
    Source: 
      Type: NO_SOURCE 
      BuildSpec: | 
        version: 0.2 
        phases: 
          install: 
            commands: 
              - npm install 
          build: 
            commands: 
              - npm test 
        artifacts: 
          files: 
            - '**/*' 
    LogsConfig: 
      S3Logs: 
        Status: ENABLED 
        Location: !Ref 'S3Bucket' 
        EncryptionDisabled: false 

                 

CT.CODEBUILD.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   codebuild_project_s3_logs_encrypted_check
#  
# Description:
#   This control checks whether AWS CodeBuild projects configured with Amazon S3 logs 
 have encryption enabled.
#  
# Reports on:
#   AWS::CodeBuild::Project
#  
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# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario 1:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any CodeBuild project resources
#      Then: SKIP
#   Scenario 2:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'S3Logs' in 'LogsConfig' configuration is not provided
#      Then: SKIP
#   Scenario 3:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'S3Logs' in 'LogsConfig' configuration is provided and its 'Status' is set 
 to 'DISABLED'
#      Then: SKIP
#   Scenario 4:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'S3Logs' in 'LogsConfig' configuration is provided and its 'Status' is set 
 to 'ENABLED'
#       And: 'EncryptionDisabled' within 'S3Logs' is provided and set to bool(true)
#      Then: FAIL
#   Scenario 5:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a CodeBuild project resource
#       And: 'S3Logs' in 'LogsConfig' configuration is provided and its 'Status' is set 
 to 'ENABLED'
#       And: 'EncryptionDisabled' within 'S3Logs' is not provided
#      Then: PASS
#   Scenario 6:
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains a CodeBuild project resource
#       And: 'S3Logs' in 'LogsConfig' configuration is provided and its 'Status' is set 
 to 'ENABLED'
#       And: 'EncryptionDisabled' within 'S3Logs' is provided and set to bool(false)
#      Then: PASS

#
# Constants
#
let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let INPUT_DOCUMENT = this

#
# Assignments
#
let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_s3_logs_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                    %codebuild_project not empty { 
    check(%codebuild_project.Properties) 
        << 
        [CT.CODEBUILD.PR.6]: Require encryption on all Amazon S3 logs for AWS CodeBuild 
 projects 
            [FIX]: Set 'EncryptionDisabled' in 'S3Logs' to 'false', or do not specify 
 the 'EncryptionDisabled' property. 
        >>
}

rule codebuild_project_s3_logs_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %CODEBUILD_PROJECT_TYPE) { 
    check(%INPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties) 
        << 
        [CT.CODEBUILD.PR.6]: Require encryption on all Amazon S3 logs for AWS CodeBuild 
 projects 
            [FIX]: Set 'EncryptionDisabled' in 'S3Logs' to 'false', or do not specify 
 the 'EncryptionDisabled' property. 
        >>
}

#
# Parameterized Rules
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#
rule check(codebuild_project) { 
    %codebuild_project [ 
        # Scenario 2 and 3 
        filter_codebuild_projects(this) 
    ] { 
        LogsConfig { 
            S3Logs { 
                # Scenario 5 
                EncryptionDisabled not exists or 
                # Scenario 4 and 6 
                EncryptionDisabled == false 
            } 
        } 
    }
}

rule filter_codebuild_projects(codebuild_project) { 
    %codebuild_project { 
        LogsConfig exists 
        LogsConfig is_struct 
        LogsConfig { 
            # Scenario 2 and 3 
            S3Logs exists 
            S3Logs is_struct 
            S3Logs { 
                Status exists 
                # Scenario 3 and 4 
                Status == "ENABLED" 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.CODEBUILD.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: CodeBuildProjectPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
          - Effect: Allow 
            Action: 
            - s3:PutObject 
            - s3:GetBucketAcl 
            - s3:GetBucketLocation 
            Resource: 
              - Fn::GetAtt: 
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                - S3Bucket 
                - Arn 
              - Fn::Join: 
                - "" 
                - - Fn::GetAtt: 
                    - S3Bucket 
                    - Arn 
                  - "/*" 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Artifacts: 
        Type: NO_ARTIFACTS 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        Type: NO_SOURCE 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
          artifacts: 
            files: 
              - '**/*' 
      LogsConfig: 
        S3Logs: 
          Status: ENABLED 
          Location: 
            Ref: S3Bucket 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  CodeBuildServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: codebuild.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: CodeBuildProjectPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
          - Effect: Allow 
            Action: 
            - s3:PutObject 
            - s3:GetBucketAcl 
            - s3:GetBucketLocation 
            Resource: 
              - Fn::GetAtt: 
                - S3Bucket 
                - Arn 
              - Fn::Join: 
                - "" 
                - - Fn::GetAtt: 
                    - S3Bucket 
                    - Arn 
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                  - "/*" 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 
  CodeBuildProject: 
    Type: AWS::CodeBuild::Project 
    Properties: 
      Artifacts: 
        Type: NO_ARTIFACTS 
      Environment: 
        ComputeType: BUILD_GENERAL1_SMALL 
        Image: aws/codebuild/standard:4.0 
        Type: LINUX_CONTAINER 
      ServiceRole: 
        Fn::GetAtt: 
        - CodeBuildServiceRole 
        - Arn 
      Source: 
        Type: NO_SOURCE 
        BuildSpec: | 
          version: 0.2 
          phases: 
            install: 
              commands: 
                - npm install 
            build: 
              commands: 
                - npm test 
          artifacts: 
            files: 
              - '**/*' 
      LogsConfig: 
        S3Logs: 
          Status: ENABLED 
          Location: 
            Ref: S3Bucket 
          EncryptionDisabled: true 

     

AWS Database Migration Service (AWS DMS) controls

Topics
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• [CT.DMS.PR.1] Require that a public AWS DMS replication instance is not public

• [CT.DMS.PR.2] Require an AWS Database Migration Service (DMS) Endpoint to encrypt 
connections for source and target endpoints

[CT.DMS.PR.1] Require that a public AWS DMS replication instance is not public

This control checks whether your AWS DMS replication instance is public.

• Control objective: Limit network access, Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::DMS::ReplicationInstance

• AWS CloudFormation guard rule:  CT.DMS.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DMS.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.DMS.PR.1 example templates

Explanation

A private replication instance has a private IP address that you cannot access outside of the 
replication network. You use a private instance when both source and target databases are in the 
same network that is connected to the replication instance's VPC. The network can be connected to 
the VPC by using a VPN, AWS Direct Connect, or VPC peering.

Remediation for rule failure

Set PubliclyAccessible to false.

The examples that follow show how to implement this remediation.

AWS DMS Replication Instance - Example

AWS DMS replication instance configured with public access disabled. The example is shown in 
JSON and in YAML.
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JSON example

{ 
    "DMSReplicationInstance": { 
        "Type": "AWS::DMS::ReplicationInstance", 
        "Properties": { 
            "ReplicationInstanceClass": "dms.t3.micro", 
            "PubliclyAccessible": false 
        } 
    }
} 
                 

YAML example

DMSReplicationInstance: 
  Type: AWS::DMS::ReplicationInstance 
  Properties: 
    ReplicationInstanceClass: dms.t3.micro 
    PubliclyAccessible: false 

                 

CT.DMS.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
# Rule Identifier:
#   dms_replication_instance_not_public_check
#  
# Description:
#   This control checks whether your AWS DMS replication instance is public.
#  
# Reports on:
#   AWS::DMS::ReplicationInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
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# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS DMS replication instance 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a AWS DMS replication instance resource
#       And: 'PubliclyAccessible' is not present on the AWS DMS replication instance
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a AWS DMS replication instance resource
#       And: 'PubliclyAccessible' is present on the AWS DMS replication instance
#            and is set to bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a AWS DMS replication instance resource
#       And: 'PubliclyAccessible' is present on the AWS DMS replication instance
#            and is set to bool(false)
#      Then: PASS

#
# Constants
#
let DMS_REPLICATION_INSTANCE_TYPE = "AWS::DMS::ReplicationInstance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let dms_replication_instances = Resources.*[ Type == %DMS_REPLICATION_INSTANCE_TYPE ]

#
# Primary Rules
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#
rule dms_replication_instance_not_public_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                    %dms_replication_instances not 
 empty { 
    check(%dms_replication_instances.Properties) 
        << 
        [CT.DMS.PR.1]: Require that a public AWS DMS replication instance is not public 
        [FIX]: Set 'PubliclyAccessible' to 'false'. 
        >>
}

rule dms_replication_instance_not_public_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DMS_REPLICATION_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%DMS_REPLICATION_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.DMS.PR.1]: Require that a public AWS DMS replication instance is not public 
        [FIX]: Set 'PubliclyAccessible' to 'false'. 
        >>
}

#
# Parameterized Rules
#
rule check(dms_replication_instances) { 
    %dms_replication_instances { 
        # Scenario 2 
        PubliclyAccessible exists 
        # Scenario 3 and 4 
        PubliclyAccessible == false 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
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} 

     

CT.DMS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DMSReplicationInstance: 
    Type: AWS::DMS::ReplicationInstance 
    Properties: 
      ReplicationInstanceClass: dms.t3.micro 
      PubliclyAccessible: false 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DMSReplicationInstance: 
    Type: AWS::DMS::ReplicationInstance 
    Properties: 
      ReplicationInstanceClass: dms.t3.micro 
      PubliclyAccessible: true 

     

[CT.DMS.PR.2] Require an AWS Database Migration Service (DMS) Endpoint to encrypt 
connections for source and target endpoints

This control checks whether an AWS Database Migration Service (AWS DMS) Endpoint is configured 
to encrypt connections for source and target endpoints by using Secure Sockets Layer (SSL).

• Control objective: Encrypt data in transit
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• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::DMS::Endpoint

• AWS CloudFormation guard rule:  CT.DMS.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DMS.PR.2 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.DMS.PR.2 example templates

Explanation

You can encrypt connections for source and target endpoints by using Secure Sockets Layer (SSL). 
By enabling encryption in-transit with SSL, you can protect the confidentiality of data during AWS 
DMS data migrations.

Usage considerations

• This control applies only to AWS DMS endpoints with an EngineName property of
mysql, oracle, postgres, mariadb, aurora, aurora-postgresql, db2, sybase,
mongodb, docdb, or sqlserver'.

• Not all SSL modes work with all database endpoints. See Using SSL with AWS Database 
Migration Service in the AWS Database Migration Service User Guide for information on 
which SSL modes are supported for each database engine, and limitations of using SSL 
with AWS DMS.

Remediation for rule failure

Set the value of the SslMode property to a supported encryption mode for the endpoint engine 
(one of require, verify-ca, or verify-full).

The examples that follow show how to implement this remediation.
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AWS DMS Endpoint - Example

An AWS DMS endpoint configured with a postgres database target and connection encryption 
using SSL (TLS). The example is shown in JSON and in YAML.

JSON example

{ 
    "Endpoint": { 
        "Type": "AWS::DMS::Endpoint", 
        "Properties": { 
            "DatabaseName": "sample-db", 
            "EndpointType": "target", 
            "Username": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DMSEndpointSecret}::username}}" 
            }, 
            "Password": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DMSEndpointSecret}::password}}" 
            }, 
            "Port": 1234, 
            "ServerName": "server.db.example.com", 
            "EngineName": "postgres", 
            "SslMode": "require" 
        } 
    }
} 
                 

YAML example

Endpoint: 
  Type: AWS::DMS::Endpoint 
  Properties: 
    DatabaseName: sample-db 
    EndpointType: target 
    Username: !Sub '{{resolve:secretsmanager:${DMSEndpointSecret}::username}}' 
    Password: !Sub '{{resolve:secretsmanager:${DMSEndpointSecret}::password}}' 
    Port: 1234 
    ServerName: server.db.example.com 
    EngineName: postgres 
    SslMode: require 

Proactive controls 714



AWS Control Tower User Guide

                

CT.DMS.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   dms_endpoint_ssl_configured_check
#  
# Description:
#   This control checks whether an AWS Database Migration Service (AWS DMS) Endpoint is 
 configured to encrypt connections for source and target endpoints by using  
Secure Sockets Layer (SSL).
#  
# Reports on:
#   AWS::DMS::Endpoint
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS DMS endpoint resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a AWS DMS endpoint resource
#       And: 'EngineName' has been set to an engine other than an engine that supports 
 configuration
#            of SSL connections via 'SslMode' (values other than 'mysql', 'oracle', 
 'postgres', 'mariadb',
#            'aurora', 'aurora-postgresql', 'db2, 'sybase', 'mongodb', 'docdb', 
 'sqlserver')
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#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a AWS DMS endpoint resource
#       And: 'EngineName' has been set to an engine that supports configuration of SSL 
 connections via 'SslMode'
#            ('mysql', 'oracle', 'postgres', 'mariadb', 'aurora', 'aurora-postgresql',
#            'db2, 'sybase', 'mongodb', 'docdb', 'sqlserver')
#       And: 'SslMode' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a AWS DMS endpoint resource
#       And: 'EngineName' has been set to an engine that supports configuration of SSL 
 connections via 'SslMode'
#            ('mysql', 'oracle', 'postgres', 'mariadb', 'aurora', 'aurora-postgresql',
#            'db2, 'sybase', 'mongodb', 'docdb', 'sqlserver')
#       And: 'SslMode' has been provided and set to a value other than 'require', 
 'verify-ca' or 'verify-full'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a AWS DMS endpoint resource
#       And: 'EngineName' has been set to an engine that supports configuration of SSL 
 connections via 'SslMode'
#            ('mysql', 'oracle', 'postgres', 'mariadb', 'aurora', 'aurora-postgresql',
#            'db2, 'sybase', 'mongodb', 'docdb', 'sqlserver')
#       And: 'SslMode' has been provided and set to 'require', 'verify-ca' or 'verify-
full'
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let DMS_ENDPOINT_TYPE = "AWS::DMS::Endpoint"
let DMS_ENGINE_NAMES_WITH_SSL_SUPPORT = [ 
    "mysql", 
    "oracle", 
    "postgres", 
    "mariadb", 
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    "aurora", 
    "aurora-postgresql", 
    "db2", 
    "sybase", 
    "mongodb", 
    "docdb", 
    "sqlserver"
]
let ALLOWED_DMS_SSL_MODES = [ 
    "require", 
    "verify-ca", 
    "verify-full"
]

#
# Assignments
#
let dms_endpoints = Resources.*[ Type == %DMS_ENDPOINT_TYPE ]

#
# Primary Rules
#
rule dms_endpoint_ssl_configured_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %dms_endpoints not empty { 
    check(%dms_endpoints.Properties) 
        << 
        [CT.DMS.PR.2]: Require an AWS Database Migration Service (AWS DMS) Endpoint to 
 encrypt connections for source and target endpoints 
        [FIX]: Set the value of the SslMode property to a supported encryption mode for 
 the endpoint engine (one of require, verify-ca, or verify-full). 
        >>
}

rule dms_endpoint_ssl_configured_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DMS_ENDPOINT_TYPE) { 
    check(%INPUT_DOCUMENT.%DMS_ENDPOINT_TYPE.resourceProperties) 
        << 
        [CT.DMS.PR.2]: Require an AWS Database Migration Service (AWS DMS) Endpoint to 
 encrypt connections for source and target endpoints 
        [FIX]: Set the value of the SslMode property to a supported encryption mode for 
 the endpoint engine (one of require, verify-ca, or verify-full). 
        >>
}
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#
# Parameterized Rules
#
rule check(dms_endpoint) { 
    %dms_endpoint [ 
        # Scenario 2 
        EngineName exists 
        EngineName in %DMS_ENGINE_NAMES_WITH_SSL_SUPPORT 
    ] { 
        # Scenario 3 
        SslMode exists 
        # Scenarios 4 and 5 
        SslMode in %ALLOWED_DMS_SSL_MODES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.DMS.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DMSEndpointSecret: 
    Type: AWS::SecretsManager::Secret 

Proactive controls 718



AWS Control Tower User Guide

    Properties: 
      Description: Example DMS endpoint secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\;+%{},' 
  Endpoint: 
    Type: AWS::DMS::Endpoint 
    Properties: 
      DatabaseName: example-db 
      EndpointType: target 
      Username: 
        Fn::Sub: '{{resolve:secretsmanager:${DMSEndpointSecret}::username}}' 
      Password: 
        Fn::Sub: '{{resolve:secretsmanager:${DMSEndpointSecret}::password}}' 
      Port: 1234 
      ServerName: server.db.example.com 
      EngineName: postgres 
      SslMode: require 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DMSEndpointSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Example DMS endpoint secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\;+%{},' 
  Endpoint: 
    Type: AWS::DMS::Endpoint 
    Properties: 
      DatabaseName: example-db 
      EndpointType: target 
      Username: 
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        Fn::Sub: '{{resolve:secretsmanager:${DMSEndpointSecret}::username}}' 
      Password: 
        Fn::Sub: '{{resolve:secretsmanager:${DMSEndpointSecret}::password}}' 
      Port: 1234 
      ServerName: server.db.example.com 
      EngineName: postgres 

     

Amazon DocumentDB controls

Topics

• [CT.DOCUMENTDB.PR.1] Require an Amazon DocumentDB cluster to be encrypted at rest

• [CT.DOCUMENTDB.PR.2] Require an Amazon DocumentDB cluster to have a backup retention 
period greater than or equal to seven days

[CT.DOCUMENTDB.PR.1] Require an Amazon DocumentDB cluster to be encrypted at rest

This control checks whether storage encryption is enabled for an Amazon DocumentDB (with 
MongoDB compatibility) cluster.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::DocDB::DBCluster

• AWS CloudFormation guard rule:  CT.DOCUMENTDB.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DOCUMENTDB.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.DOCUMENTDB.PR.1 example templates

Explanation
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You encrypt data at rest in your Amazon DocumentDB cluster by specifying the storage encryption 
option when you create your cluster. Storage encryption is enabled cluster-wide, and it is applied 
to all instances, including the primary instance and any replicas. It also is applied to your cluster's 
storage volume, data, indexes, logs, automated backups, and snapshots.

Clusters that you create using AWS CloudFormation have encryption at rest turned off by default. 
Therefore, you must explicitly enable encryption at rest using the StorageEncrypted property.

Remediation for rule failure

Set the value of the StorageEncrypted parameter to true.

The examples that follow show how to implement this remediation.

Amazon DocumentDB Cluster - Example

An Amazon DocumentDB cluster configured with storage encryption enabled. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "DocumentDBCluster": { 
        "Type": "AWS::DocDB::DBCluster", 
        "Properties": { 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${DocumentDBClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${DocumentDBClusterSecret}::password}}" 
            }, 
            "StorageEncrypted": true 
        } 
    }
} 
                 

YAML example
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DocumentDBCluster: 
  Type: AWS::DocDB::DBCluster 
  Properties: 
    MasterUsername: !Sub '{{resolve:secretsmanager:
${DocumentDBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:
${DocumentDBClusterSecret}::password}}' 
    StorageEncrypted: true 

                 

CT.DOCUMENTDB.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   docdb_cluster_encrypted_check
#  
# Description:
#   This control checks whether storage encryption is enabled for an Amazon DocumentDB 
 (with MongoDB compatibility) cluster.
#  
# Reports on:
#   AWS::DocDB::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Document DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains a Document DB cluster resource
#       And: 'StorageEncrypted' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Document DB cluster resource
#       And: 'StorageEncrypted' has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Document DB cluster resource
#       And: 'StorageEncrypted' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let DOCUMENT_DB_CLUSTER_TYPE = "AWS::DocDB::DBCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let document_db_clusters = Resources.*[ Type == %DOCUMENT_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule docdb_cluster_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                        %document_db_clusters not empty { 
    check(%document_db_clusters.Properties) 
        << 
        [CT.DOCUMENTDB.PR.1]: Require an Amazon DocumentDB cluster to be encrypted at 
 rest 
        [FIX]: Set the value of the 'StorageEncrypted' parameter to true. 
        >>
}

rule docdb_cluster_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DOCUMENT_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%DOCUMENT_DB_CLUSTER_TYPE.resourceProperties) 
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        << 
        [CT.DOCUMENTDB.PR.1]: Require an Amazon DocumentDB cluster to be encrypted at 
 rest 
        [FIX]: Set the value of the 'StorageEncrypted' parameter to true. 
        >>
}

#
# Parameterized Rules
#
rule check(document_db_cluster) { 
    %document_db_cluster { 
        # Scenario 2 
        StorageEncrypted exists 
        # Scenarios 3 and 4 
        StorageEncrypted == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.DOCUMENTDB.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  DocumentDBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: \"@/\\ 
  DocumentDBCluster: 
    Type: AWS::DocDB::DBCluster 
    Properties: 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::password}}' 
      StorageEncrypted: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DocumentDBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: \"@/\\ 
  DocumentDBCluster: 
    Type: AWS::DocDB::DBCluster 
    Properties: 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::password}}' 
      StorageEncrypted: false 
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[CT.DOCUMENTDB.PR.2] Require an Amazon DocumentDB cluster to have a backup retention 
period greater than or equal to seven days

This control checks whether an Amazon DocumentDB cluster retention period is set to seven or 
more days (>=7). The default retention period is one day.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::DocDB::DBCluster

• AWS CloudFormation guard rule:  CT.DOCUMENTDB.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DOCUMENTDB.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.DOCUMENTDB.PR.2 example templates

Explanation

Amazon DocumentDB creates daily automatic snapshots of your cluster during your cluster's 
backup window. Amazon DocumentDB saves the automatic snapshots of your cluster according 
to the backup retention period that you specify, allowing you to restore to any point within the 
backup retention period. This daily snapshot strengthens the resilience of your systems, and it can 
help you recover quickly from a security incident.

Remediation for rule failure

Set the value of the BackupRetentionPeriod parameter to an integer value between 7 and 35 
days (inclusive).

The examples that follow show how to implement this remediation.

Amazon DocumentDB Cluster - Example

An Amazon DocumentDB cluster configured with a backup retention period of seven (7) days. The 
example is shown in JSON and in YAML.
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JSON example

{ 
    "DocumentDBCluster": { 
        "Type": "AWS::DocDB::DBCluster", 
        "Properties": { 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${DocumentDBClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${DocumentDBClusterSecret}::password}}" 
            }, 
            "BackupRetentionPeriod": 7 
        } 
    }
} 
                 

YAML example

DocumentDBCluster: 
  Type: AWS::DocDB::DBCluster 
  Properties: 
    MasterUsername: !Sub '{{resolve:secretsmanager:
${DocumentDBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:
${DocumentDBClusterSecret}::password}}' 
    BackupRetentionPeriod: 7 

                 

CT.DOCUMENTDB.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
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#   docdb_cluster_backup_retention_check
#  
# Description:
#   This control checks whether an Amazon DocumentDB cluster retention period is set to 
 seven or more days (>=7).
#  
# Reports on:
#   AWS::DocDB::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Document DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Document DB cluster resource
#       And: 'BackupRetentionPeriod' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Document DB cluster resource
#       And: 'BackupRetentionPeriod' has been provided and set to an integer value less 
 than seven (<7)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Document DB cluster resource
#       And: 'BackupRetentionPeriod' has been provided and set to an integer value 
 greater than or equal to seven (>=7)
#      Then: PASS

#
# Constants
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#
let DOCUMENT_DB_CLUSTER_TYPE = "AWS::DocDB::DBCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let document_db_clusters = Resources.*[ Type == %DOCUMENT_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule docdb_cluster_backup_retention_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %document_db_clusters not empty { 
    check(%document_db_clusters.Properties) 
        << 
        [CT.DOCUMENTDB.PR.2]: Require an Amazon DocumentDB cluster to have automatic 
 backups enabled 
        [FIX]: Set the value of the 'BackupRetentionPeriod' parameter to an integer 
 value between 7 and 35 days (inclusive). 
        >>
}

rule docdb_cluster_backup_retention_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DOCUMENT_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%DOCUMENT_DB_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.DOCUMENTDB.PR.2]: Require an Amazon DocumentDB cluster to have automatic 
 backups enabled 
        [FIX]: Set the value of the 'BackupRetentionPeriod' parameter to an integer 
 value between 7 and 35 days (inclusive). 
        >>
}

#
# Parameterized Rules
#
rule check(document_db_cluster) { 
    %document_db_cluster { 
        # Scenario 2 
        BackupRetentionPeriod exists 
        # Scenarios 3 and 4 
        BackupRetentionPeriod >= 7 
    }
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}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.DOCUMENTDB.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DocumentDBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: '\"@/\\' 
  DocumentDBCluster: 
    Type: AWS::DocDB::DBCluster 
    Properties: 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::password}}' 
      BackupRetentionPeriod: 7 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DocumentDBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: '\"@/\\' 
  DocumentDBCluster: 
    Type: AWS::DocDB::DBCluster 
    Properties: 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::password}}' 
      BackupRetentionPeriod: 1 

     

Amazon DynamoDB controls

Topics

• [CT.DYNAMODB.PR.1] Require that point-in-time recovery for an Amazon DynamoDB table is 
activated

• [CT.DYNAMODB.PR.2] Require an Amazon DynamoDB table to be encrypted at rest using an AWS 
KMS key

[CT.DYNAMODB.PR.1] Require that point-in-time recovery for an Amazon DynamoDB table is 
activated

This control checks whether point-in-time recovery (PITR) is enabled for an Amazon DynamoDB 
table.
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• Control objective: Improve resiliency

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::DynamoDB::Table

• AWS CloudFormation guard rule:  CT.DYNAMODB.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DYNAMODB.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.DYNAMODB.PR.1 example templates

Explanation

Backups help you to recover more quickly from a security incident. They also strengthen the 
resilience of your systems. Amazon DynamoDB point-in-time recovery (PITR) automates backups 
for DynamoDB tables, which can reduce the time required to recover from accidental delete or 
write operations. DynamoDB tables that have PITR enabled can be restored to any point in time 
within the last 35 days.

Remediation for rule failure

Provide a PointInTimeRecoverySpecification configuration and set
PointInTimeRecoveryEnabled to true.

The examples that follow show how to implement this remediation.

Amazon DynamoDB Table - Example

Amazon DynamoDB table configured with point-in-time recovery activated. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "DynamoDBTable": { 
        "Type": "AWS::DynamoDB::Table", 
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        "Properties": { 
            "AttributeDefinitions": [ 
                { 
                    "AttributeName": "PK", 
                    "AttributeType": "S" 
                } 
            ], 
            "BillingMode": "PAY_PER_REQUEST", 
            "KeySchema": [ 
                { 
                    "AttributeName": "PK", 
                    "KeyType": "HASH" 
                } 
            ], 
            "PointInTimeRecoverySpecification": { 
                "PointInTimeRecoveryEnabled": true 
            } 
        } 
    }
} 
                 

YAML example

DynamoDBTable: 
  Type: AWS::DynamoDB::Table 
  Properties: 
    AttributeDefinitions: 
      - AttributeName: PK 
        AttributeType: S 
    BillingMode: PAY_PER_REQUEST 
    KeySchema: 
      - AttributeName: PK 
        KeyType: HASH 
    PointInTimeRecoverySpecification: 
      PointInTimeRecoveryEnabled: true 

                 

CT.DYNAMODB.PR.1 rule specification
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# ###################################
##       Rule Specification        ##
#####################################
# Rule Identifier:
#   dynamodb_table_pitr_enabled_check
#  
# Description:
#   This control checks whether point-in-time recovery (PITR) is enabled for an Amazon 
 DynamoDB table.
#  
# Reports on:
#   AWS::DynamoDB::Table
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Paramaeters:
#   None
#  
# Scenarios:
#   Scenario: 1
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contain any DynamoDB table resources
#       Then: SKIP
#   Scenario: 2
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contains a DynamoDB table resource
#        And: 'PointInTimeRecoverySpecification' is not present on the DynamoDB table 
 resource
#       Then: FAIL
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contains a DynamoDB table resource
#        And: 'PointInTimeRecoverySpecification' is present on the DynamoDB table 
 resource
#        And: 'PointInTimeRecoveryEnabled' in 'PointInTimeRecoverySpecification' is 
 missing or is a value
#              other than bool(true)
#       Then: FAIL
#   Scenario: 4
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#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contains a DynamoDB table resource
#        And: 'PointInTimeRecoverySpecification' is present on the DynamoDB table 
 resource
#        And: 'PointInTimeRecoveryEnabled' in 'PointInTimeRecoverySpecification' is 
 present and set to bool(true)
#       Then: PASS

#
# Constants
#
let DYNAMODB_TABLE_TYPE = "AWS::DynamoDB::Table"
let INPUT_DOCUMENT = this

#
# Assignments
#
let dynamodb_tables = Resources.*[ Type == %DYNAMODB_TABLE_TYPE ]

#
# Primary Rules
#
rule dynamodb_table_pitr_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %dynamodb_tables not empty { 
    check(%dynamodb_tables.Properties) 
        << 
        [CT.DYNAMODB.PR.1]: Require that point-in-time recovery for an Amazon DynamoDB 
 table is activated 
            [FIX]: Provide a 'PointInTimeRecoverySpecification' configuration and set 
 'PointInTimeRecoveryEnabled' to 'true'. 
        >>
}

rule dynamodb_table_pitr_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DYNAMODB_TABLE_TYPE) { 
    check(%INPUT_DOCUMENT.%DYNAMODB_TABLE_TYPE.resourceProperties) 
        << 
        [CT.DYNAMODB.PR.1]: Require that point-in-time recovery for an Amazon DynamoDB 
 table is activated 
            [FIX]: Provide a 'PointInTimeRecoverySpecification' configuration and set 
 'PointInTimeRecoveryEnabled' to 'true'. 
        >>
}
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rule check(dynamodb_table) { 
    %dynamodb_table { 
        # Scenario 2 
        PointInTimeRecoverySpecification exists 
        PointInTimeRecoverySpecification is_struct 

        # Scenario 3 and 4 
        PointInTimeRecoverySpecification { 
            PointInTimeRecoveryEnabled exists 
            PointInTimeRecoveryEnabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, DYNAMODB_TABLE_TYPE) { 
    %doc.%DYNAMODB_TABLE_TYPE.resourceProperties exists
} 

     

CT.DYNAMODB.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DynamoDBTable: 
    Type: AWS::DynamoDB::Table 
    Properties: 
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      AttributeDefinitions: 
        - AttributeName: "PK" 
          AttributeType: "S" 
      BillingMode: "PAY_PER_REQUEST" 
      KeySchema: 
        - AttributeName: "PK" 
          KeyType: "HASH" 
      PointInTimeRecoverySpecification: 
        PointInTimeRecoveryEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DynamoDBTable: 
    Type: AWS::DynamoDB::Table 
    Properties: 
      AttributeDefinitions: 
        - AttributeName: "PK" 
          AttributeType: "S" 
      BillingMode: "PAY_PER_REQUEST" 
      KeySchema: 
        - AttributeName: "PK" 
          KeyType: "HASH" 
      PointInTimeRecoverySpecification: 
        PointInTimeRecoveryEnabled: false 

     

[CT.DYNAMODB.PR.2] Require an Amazon DynamoDB table to be encrypted at rest using an 
AWS KMS key

This control checks whether your Amazon DynamoDB table is encrypted with an AWS Key 
Management Service (KMS) key.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

Proactive controls 737



AWS Control Tower User Guide

• Resource types: AWS::DynamoDB::Table

• AWS CloudFormation guard rule:  CT.DYNAMODB.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DYNAMODB.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.DYNAMODB.PR.2 example templates

Explanation

Amazon DynamoDB encryption at rest provides an additional layer of data protection, because 
it always secures your data in an encrypted table - including its primary key, local and global 
secondary indexes, streams, global tables, backups, and DynamoDB Accelerator (DAX) clusters, 
whenever the data is stored in durable media.

Encryption at rest integrates with AWS KMS for managing the encryption keys that are used to 
encrypt your tables.

Usage considerations

• This control requires only that KMS keys are used for server-side encryption. It does not 
check the properties of the KMS key used, such as whether the KMS key is customer-
managed or service-managed.

Remediation for rule failure

Provide a SSESpecification configuration and set SSEEnabled to true.

The examples that follow show how to implement this remediation.

Amazon DynamoDB Table - Example

An Amazon DynamoDB table configured to encrypt data at rest with AWS Key Management Service 
(KMS) keys. The example is shown in JSON and in YAML.
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JSON example

{ 
    "DynamoDBTable": { 
        "Type": "AWS::DynamoDB::Table", 
        "Properties": { 
            "AttributeDefinitions": [ 
                { 
                    "AttributeName": "PK", 
                    "AttributeType": "S" 
                } 
            ], 
            "BillingMode": "PAY_PER_REQUEST", 
            "KeySchema": [ 
                { 
                    "AttributeName": "PK", 
                    "KeyType": "HASH" 
                } 
            ], 
            "SSESpecification": { 
                "SSEEnabled": true 
            } 
        } 
    }
} 
                 

YAML example

DynamoDBTable: 
  Type: AWS::DynamoDB::Table 
  Properties: 
    AttributeDefinitions: 
      - AttributeName: PK 
        AttributeType: S 
    BillingMode: PAY_PER_REQUEST 
    KeySchema: 
      - AttributeName: PK 
        KeyType: HASH 
    SSESpecification: 
      SSEEnabled: true 
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CT.DYNAMODB.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   dynamodb_table_encrypted_kms_check
#  
# Description:
#   This control checks whether your Amazon DynamoDB table is encrypted with an AWS Key 
 Management Service (KMS) key.
#  
# Reports on:
#   AWS::DynamoDB::Table
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any DynamoDB table resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DynamoDB table resources
#       And: 'SSEEnabled' in 'SSESpecification' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DynamoDB table resources
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#       And: 'SSEEnabled' in 'SSESpecification' has been provided and set to a value 
 other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DynamoDB table resources
#       And: 'SSEEnabled' in 'SSESpecification' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let DYNAMODB_TABLE_TYPE = "AWS::DynamoDB::Table"
let INPUT_DOCUMENT = this

#
# Assignments
#
let dynamodb_tables = Resources.*[ Type == %DYNAMODB_TABLE_TYPE ]

#
# Primary Rules
#
rule dynamodb_table_encrypted_kms_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %dynamodb_tables not empty { 
    check(%dynamodb_tables.Properties) 
        << 
        [CT.DYNAMODB.PR.2]: Require an Amazon DynamoDB table to be encrypted at rest 
 using an AWS KMS key 
        [FIX]: Provide a 'SSESpecification' configuration and set 'SSEEnabled' to 
 'true'. 
        >>
}

rule dynamodb_table_encrypted_kms_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DYNAMODB_TABLE_TYPE) { 
    check(%INPUT_DOCUMENT.%DYNAMODB_TABLE_TYPE.resourceProperties) 
        << 
        [CT.DYNAMODB.PR.2]: Require an Amazon DynamoDB table to be encrypted at rest 
 using an AWS KMS key 
        [FIX]: Provide a 'SSESpecification' configuration and set 'SSEEnabled' to 
 'true'. 
        >>
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}

rule check(dynamodb_table) { 
    %dynamodb_table { 
        # Scenario 2 
        SSESpecification exists 
        SSESpecification is_struct 

        # Scenarios 3 and 4 
        SSESpecification { 
            SSEEnabled exists 
            SSEEnabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, DYNAMODB_TABLE_TYPE) { 
    %doc.%DYNAMODB_TABLE_TYPE.resourceProperties exists
} 

     

CT.DYNAMODB.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DynamoDBTable: 
    Type: AWS::DynamoDB::Table 
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    Properties: 
      AttributeDefinitions: 
      - AttributeName: PK 
        AttributeType: S 
      BillingMode: PAY_PER_REQUEST 
      KeySchema: 
      - AttributeName: PK 
        KeyType: HASH 
      SSESpecification: 
        SSEEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DynamoDBTable: 
    Type: AWS::DynamoDB::Table 
    Properties: 
      AttributeDefinitions: 
      - AttributeName: PK 
        AttributeType: S 
      BillingMode: PAY_PER_REQUEST 
      KeySchema: 
      - AttributeName: PK 
        KeyType: HASH 
      SSESpecification: 
        SSEEnabled: false 

     

DynamoDB Accelerator controls

Topics

• [CT.DAX.PR.1] Require encryption at rest for all Amazon DynamoDB Accelerator (DAX) clusters

• [CT.DAX.PR.2] Require an Amazon DAX cluster to deploy nodes to at least three Availability 
Zones

• [CT.DAX.PR.3] Require an Amazon DAX cluster to encrypt data in transit with Transport Layer 
Security (TLS)
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[CT.DAX.PR.1] Require encryption at rest for all Amazon DynamoDB Accelerator (DAX) clusters

This control checks whether Amazon DynamoDB Accelerator (DAX) clusters are encrypted at rest.

Note

The control CT.DAX.PR.1 cannot be activated from home Regions Canada (Central) 
Region, Europe (Stockholm) Region, and Asia Pacific (Seoul) Region, because the
AWS::DAX::Cluster resource type is not available in those Regions. If your home Region 
is not one of these three, you can activate the control for these three Regions from another 
home Region, if these three Regions are governed by AWS Control Tower in your landing 
zone. For example, if your home Region is US West (Oregon) Region, you can deploy the 
control to Canada (Central) Region, if Canada (Central) Region is governed by AWS Control 
Tower.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::DAX::Cluster

• AWS CloudFormation guard rule:  CT.DAX.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DAX.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.DAX.PR.1 example templates

Explanation

Encrypting data at rest reduces the risk that data stored on disk may be accessible to a user who is 
not authenticated to AWS. Encryption adds another set of access controls, which limits the ability 
of unauthorized users to gain access to the data. For example, API permissions must decrypt the 
data before it can be read.
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Remediation for rule failure

Provide an SSESpecification configuration with SSEEnabled set to true.

The examples that follow show how to implement this remediation.

Amazon DAX Cluster - Example

Amazon DAX cluster configured with server-side encryption enabled. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "DAXCluster": { 
        "Type": "AWS::DAX::Cluster", 
        "Properties": { 
            "IAMRoleARN": { 
                "Fn::GetAtt": [ 
                    "DAXServiceRole", 
                    "Arn" 
                ] 
            }, 
            "NodeType": "dax.t3.small", 
            "ReplicationFactor": 1, 
            "SSESpecification": { 
                "SSEEnabled": true 
            } 
        } 
    }
} 
                 

YAML example

DAXCluster: 
  Type: AWS::DAX::Cluster 
  Properties: 
    IAMRoleARN: !GetAtt 'DAXServiceRole.Arn' 
    NodeType: dax.t3.small 
    ReplicationFactor: 1 

Proactive controls 745



AWS Control Tower User Guide

    SSESpecification: 
      SSEEnabled: true 

                 

CT.DAX.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   dax_cluster_encryption_enabled_check
#  
# Description:
#   This control checks whether Amazon DynamoDB Accelerator (DAX) clusters are 
 encrypted at rest.
#  
# Reports on:
#   AWS::DAX::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any DAX Cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains at least one DAX Cluster resource
#       And: 'SSESpecification' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains at least one DAX Cluster resource
#       And: 'SSESpecification' has been provided and 'SSESpecification.SSEEnabled' is 
 missing or has been set to a
#            value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains at least one DAX Cluster resource
#       And: 'SSESpecification' has been provided and 'SSESpecification.SSEEnabled' is 
 present and has been set to
#            bool(true)
#      Then: PASS

#
# Constants
#
let DAX_CLUSTER_TYPE = "AWS::DAX::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let dax_clusters = Resources.*[ Type == %DAX_CLUSTER_TYPE ]

#
# Primary Rules
#
rule dax_cluster_encryption_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %dax_clusters not empty { 
    check(%dax_clusters.Properties) 
        << 
        [CT.DAX.PR.1]: Require encryption at rest for all Amazon DynamoDB Accelerator 
 (DAX) clusters 
            [FIX]: Provide an 'SSESpecification' configuration with 'SSEEnabled' set to 
 'true'. 
        >>
}

rule dax_cluster_encryption_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DAX_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%DAX_CLUSTER_TYPE.resourceProperties) 
        << 
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        [CT.DAX.PR.1]: Require encryption at rest for all Amazon DynamoDB Accelerator 
 (DAX) clusters 
            [FIX]: Provide an 'SSESpecification' configuration with 'SSEEnabled' set to 
 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(dax_cluster) { 
    %dax_cluster { 
        # Scenario 2 
        SSESpecification exists 
        SSESpecification is_struct 

        # Scenario 3 and 4 
        SSESpecification { 
            SSEEnabled exists 
            SSEEnabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.DAX.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DAXServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: dax.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: DynamoAccessPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - dynamodb:DescribeTable 
            - dynamodb:PutItem 
            - dynamodb:GetItem 
            - dynamodb:UpdateItem 
            - dynamodb:DeleteItem 
            - dynamodb:Query 
            - dynamodb:Scan 
            - dynamodb:BatchGetItem 
            - dynamodb:BatchWriteItem 
            - dynamodb:ConditionCheckItem 
            Resource: 
              Fn::Sub: arn:${AWS::Partition}:dynamodb:${AWS::Region}:
${AWS::AccountId}:* 
  DAXCluster: 
    Type: AWS::DAX::Cluster 
    Properties: 
      IAMRoleARN: 
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        Fn::GetAtt: [DAXServiceRole, Arn] 
      NodeType: dax.t3.small 
      ReplicationFactor: 1 
      SSESpecification: 
        SSEEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DAXServiceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: dax.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: DynamoAccessPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - dynamodb:DescribeTable 
            - dynamodb:PutItem 
            - dynamodb:GetItem 
            - dynamodb:UpdateItem 
            - dynamodb:DeleteItem 
            - dynamodb:Query 
            - dynamodb:Scan 
            - dynamodb:BatchGetItem 
            - dynamodb:BatchWriteItem 
            - dynamodb:ConditionCheckItem 
            Resource: 
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              Fn::Sub: arn:${AWS::Partition}:dynamodb:${AWS::Region}:
${AWS::AccountId}:* 
  DAXCluster: 
    Type: AWS::DAX::Cluster 
    Properties: 
      IAMRoleARN: 
        Fn::GetAtt: [DAXServiceRole, Arn] 
      NodeType: dax.t3.small 
      ReplicationFactor: 1 
      SSESpecification: 
        SSEEnabled: false 

     

[CT.DAX.PR.2] Require an Amazon DAX cluster to deploy nodes to at least three Availability 
Zones

This control checks whether an Amazon DAX cluster is configured to deploy cluster nodes to at 
least three Availability Zones.

• Control objective: Improve resiliency, Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::DAX::Cluster

• AWS CloudFormation guard rule:  CT.DAX.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DAX.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.DAX.PR.2 example templates

Explanation

AWS Control Tower recommends that you deploy your Amazon DAX clusters in multiple Availability 
Zones. This deployment technique allows you to design and operate applications and databases 
that fail over between Availability Zones automatically, without interruption. For production usage, 
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we strongly recommend that you deploy DAX across at least three nodes, with each node placed 
into a different Availability Zone.

Remediation for rule failure

Set the ReplicationFactor parameter to an integer value greater than or equal to three (>= 3), 
and set the AvailabilityZones parameter to a list containing three unique Availability Zone 
entries.

The examples that follow show how to implement this remediation.

Amazon DAX cluster - Example

Amazon DAX cluster configured with three nodes and three distinct Availability Zones. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "DaxCluster": { 
        "Type": "AWS::DAX::Cluster", 
        "Properties": { 
            "IAMRoleARN": { 
                "Fn::GetAtt": [ 
                    "DaxDynamoAccessRole", 
                    "Arn" 
                ] 
            }, 
            "NodeType": "dax.t3.small", 
            "ReplicationFactor": 3, 
            "AvailabilityZones": [ 
                { 
                    "Fn::Select": [ 
                        0, 
                        { 
                            "Fn::GetAZs": "" 
                        } 
                    ] 
                }, 
                { 
                    "Fn::Select": [ 
                        1, 
                        { 
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                            "Fn::GetAZs": "" 
                        } 
                    ] 
                }, 
                { 
                    "Fn::Select": [ 
                        2, 
                        { 
                            "Fn::GetAZs": "" 
                        } 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

DaxCluster: 
  Type: AWS::DAX::Cluster 
  Properties: 
    IAMRoleARN: !GetAtt 'DaxDynamoAccessRole.Arn' 
    NodeType: dax.t3.small 
    ReplicationFactor: 3 
    AvailabilityZones: 
      - !Select 
        - 0 
        - !GetAZs '' 
      - !Select 
        - 1 
        - !GetAZs '' 
      - !Select 
        - 2 
        - !GetAZs '' 

                 

CT.DAX.PR.2 rule specification
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# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   dax_cluster_multi_az_check
#  
# Description:
#   This control checks whether an Amazon DAX cluster is configured to deploy cluster 
 nodes to at least three Availability Zones.
#  
# Reports on:
#   AWS::DAX::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any DAX cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DAX cluster resource
#       And: 'ReplicationFactor' has not been provided or has been provided as an 
 integer
#            value less than three (< 3)
#       And: 'AvailabilityZones' has not been provided or provided as an empty list or
#            list with less than three unique entires
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DAX cluster resource
#       And: 'ReplicationFactor' has been provided as an integer value greater than or
#            equal to three (>= 3)
#       And: 'AvailabilityZones' has not been provided or provided as an empty list or
#            list with less than three unique entires
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#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DAX cluster resource
#       And: 'ReplicationFactor' has not been provided or has been provided as an 
 integer
#            value less than three (< 3)
#       And: 'AvailabilityZones' has been provided as a list with three or more unique 
 entires
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DAX cluster resource
#       And: 'ReplicationFactor' has been provided as an integer value greater than or
#            equal to three (>= 3)
#       And: 'AvailabilityZones' has been provided as a list with three or more unique 
 entires
#      Then: PASS

#
# Constants
#
let DAX_CLUSTER_TYPE = "AWS::DAX::Cluster"
let MINIMUM_NODE_COUNT = 3
let INPUT_DOCUMENT = this

#
# Assignments
#
let dax_clusters = Resources.*[ Type == %DAX_CLUSTER_TYPE ]

#
# Primary Rules
#
rule dax_cluster_multi_az_check when is_cfn_template(%INPUT_DOCUMENT) 
                                     %dax_clusters not empty { 
    check(%dax_clusters.Properties) 
        << 
        [CT.DAX.PR.2]: Require an Amazon DAX cluster to deploy nodes to at least three 
 Availability Zones 
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        [FIX]: Set the 'ReplicationFactor' parameter to an integer value greater 
 than or equal to three (>= 3), and set the 'AvailabilityZones' parameter to a list 
 containing three unique Availability Zone entries. 
        >>
}

rule dax_cluster_multi_az_check when is_cfn_hook(%INPUT_DOCUMENT, %DAX_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%DAX_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.DAX.PR.2]: Require an Amazon DAX cluster to deploy nodes to at least three 
 Availability Zones 
        [FIX]: Set the 'ReplicationFactor' parameter to an integer value greater 
 than or equal to three (>= 3), and set the 'AvailabilityZones' parameter to a list 
 containing three unique Availability Zone entries. 
        >>
}

#
# Parameterized Rules
#
rule check(dax_cluster) { 
    %dax_cluster { 
        # Scenario 2 
        ReplicationFactor exists 

        AvailabilityZones exists 
        AvailabilityZones is_list 
        AvailabilityZones not empty 

        # Scenarios 3, 4 and 5 
        ReplicationFactor >= %MINIMUM_NODE_COUNT 

        AvailabilityZones[0] exists 
        AvailabilityZones[1] exists 
        AvailabilityZones[2] exists 

        let az_one = AvailabilityZones[0] 
        let az_two = AvailabilityZones[1] 
        let az_three = AvailabilityZones[2] 

        check_az_is_unique(%az_one, %az_two, %az_three) 
        check_az_is_unique(%az_two, %az_one, %az_three) 
    }
}
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rule check_az_is_unique(az, first_az, second_az) { 
    %az not in %first_az 
    %az not in %second_az
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.DAX.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DaxDynamoAccessRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: dax.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
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      - PolicyName: DynamoAccessPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - dynamodb:DescribeTable 
            - dynamodb:PutItem 
            - dynamodb:GetItem 
            - dynamodb:UpdateItem 
            - dynamodb:DeleteItem 
            - dynamodb:Query 
            - dynamodb:Scan 
            - dynamodb:BatchGetItem 
            - dynamodb:BatchWriteItem 
            - dynamodb:ConditionCheckItem 
            Resource: 
              Fn::Sub: arn:${AWS::Partition}:dynamodb:${AWS::Region}:
${AWS::AccountId}:* 
  DaxCluster: 
    Type: AWS::DAX::Cluster 
    Properties: 
      IAMRoleARN: 
        Fn::GetAtt: 
        - DaxDynamoAccessRole 
        - Arn 
      NodeType: dax.t3.small 
      ReplicationFactor: 3 
      AvailabilityZones: 
      - Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
      - Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      - Fn::Select: 
        - 2 
        - Fn::GetAZs: '' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  DaxDynamoAccessRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: dax.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: DynamoAccessPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - dynamodb:DescribeTable 
            - dynamodb:PutItem 
            - dynamodb:GetItem 
            - dynamodb:UpdateItem 
            - dynamodb:DeleteItem 
            - dynamodb:Query 
            - dynamodb:Scan 
            - dynamodb:BatchGetItem 
            - dynamodb:BatchWriteItem 
            - dynamodb:ConditionCheckItem 
            Resource: 
              Fn::Sub: arn:${AWS::Partition}:dynamodb:${AWS::Region}:
${AWS::AccountId}:* 
  DaxCluster: 
    Type: AWS::DAX::Cluster 
    Properties: 
      IAMRoleARN: 
        Fn::GetAtt: 
        - DaxDynamoAccessRole 
        - Arn 
      NodeType: dax.t3.small 
      ReplicationFactor: 3 
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[CT.DAX.PR.3] Require an Amazon DAX cluster to encrypt data in transit with Transport Layer 
Security (TLS)

This control checks whether an Amazon DynamoDB Accelerator (DAX) cluster endpoint is 
configured to encrypt data in transit with Transport Layer Security (TLS).

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::DAX::Cluster

• AWS CloudFormation guard rule:  CT.DAX.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DAX.PR.3 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.DAX.PR.3 example templates

Explanation

Amazon DynamoDB Accelerator (DAX) supports encryption in transit of data between your 
application and your DAX cluster, so that you can use DAX in applications with stringent encryption 
requirements. DAX encryption in transit ensures that all requests and responses between the 
application and the cluster are encrypted by transport level security (TLS), and that connections to 
the cluster can be authenticated by verification of a cluster x509 certificate.

Usage considerations

• To enable encryption in transit between your application and DAX cluster, be sure to use 
a recent version of any of the DAX clients that support TLS in your application.
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Encryption in transit cannot be enabled on an existing DAX cluster. To use encryption 
in transit in an existing DAX application, create a new cluster with encryption in transit 
enabled, shift your application's traffic to it, then delete the old cluster.

Remediation for rule failure

Set the value of the ClusterEndpointEncryptionType property to TLS.

The examples that follow show how to implement this remediation.

Amazon DAX Cluster - Example

An Amazon DAX cluster configured to encrypt data in transit. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "DaxCluster": { 
        "Type": "AWS::DAX::Cluster", 
        "Properties": { 
            "IAMRoleARN": { 
                "Fn::GetAtt": [ 
                    "DaxDynamoAccessRole", 
                    "Arn" 
                ] 
            }, 
            "NodeType": "dax.t3.small", 
            "ReplicationFactor": 3, 
            "ClusterEndpointEncryptionType": "TLS" 
        } 
    }
} 
                 

YAML example

DaxCluster: 
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  Type: AWS::DAX::Cluster 
  Properties: 
    IAMRoleARN: !GetAtt 'DaxDynamoAccessRole.Arn' 
    NodeType: dax.t3.small 
    ReplicationFactor: 3 
    ClusterEndpointEncryptionType: TLS 

                 

CT.DAX.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   dax_tls_endpoint_encryption_check
#  
# Description:
#   This control checks whether an Amazon DAX cluster endpoint is configured to encrypt 
 data in transit with Transport Layer Security (TLS).
#  
# Reports on:
#   AWS::DAX::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any DAX cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DAX cluster resource
#       And: 'ClusterEndpointEncryptionType' has not been provided
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#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DAX cluster resource
#       And: 'ClusterEndpointEncryptionType' has been provided and set to a value other 
 than 'TLS'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a DAX cluster resource
#       And: 'ClusterEndpointEncryptionType' has been provided and set to 'TLS'
#      Then: PASS

#
# Constants
#
let DAX_CLUSTER_TYPE = "AWS::DAX::Cluster"
let ALLOWED_CLUSTER_ENCRYPTION_TYPES = [ "TLS" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let dax_clusters = Resources.*[ Type == %DAX_CLUSTER_TYPE ]

#
# Primary Rules
#
rule dax_tls_endpoint_encryption_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %dax_clusters not empty { 
    check(%dax_clusters.Properties) 
        << 
        [CT.DAX.PR.3]: Require an Amazon DAX cluster to encrypt data in transit with 
 Transport Layer Security (TLS) 
        [FIX]: Set the value of the ClusterEndpointEncryptionType property to TLS. 
        >>
}

rule dax_tls_endpoint_encryption_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DAX_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%DAX_CLUSTER_TYPE.resourceProperties) 
        << 
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        [CT.DAX.PR.3]: Require an Amazon DAX cluster to encrypt data in transit with 
 Transport Layer Security (TLS) 
        [FIX]: Set the value of the ClusterEndpointEncryptionType property to TLS. 
        >>
}

#
# Parameterized Rules
#
rule check(dax_cluster) { 
    %dax_cluster { 
        # Scenario 2 
        ClusterEndpointEncryptionType exists 

        # Scenarios 3 and 4 
        ClusterEndpointEncryptionType in %ALLOWED_CLUSTER_ENCRYPTION_TYPES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.DAX.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  DaxDynamoAccessRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: dax.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: DynamoAccessPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - dynamodb:DescribeTable 
            - dynamodb:PutItem 
            - dynamodb:GetItem 
            - dynamodb:UpdateItem 
            - dynamodb:DeleteItem 
            - dynamodb:Query 
            - dynamodb:Scan 
            - dynamodb:BatchGetItem 
            - dynamodb:BatchWriteItem 
            - dynamodb:ConditionCheckItem 
            Resource: 
              Fn::Sub: arn:${AWS::Partition}:dynamodb:${AWS::Region}:
${AWS::AccountId}:* 
  DaxCluster: 
    Type: AWS::DAX::Cluster 
    Properties: 
      IAMRoleARN: 
        Fn::GetAtt: 
        - DaxDynamoAccessRole 
        - Arn 
      NodeType: dax.t3.small 
      ReplicationFactor: 3 
      ClusterEndpointEncryptionType: TLS 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DaxDynamoAccessRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: dax.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: DynamoAccessPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - dynamodb:DescribeTable 
            - dynamodb:PutItem 
            - dynamodb:GetItem 
            - dynamodb:UpdateItem 
            - dynamodb:DeleteItem 
            - dynamodb:Query 
            - dynamodb:Scan 
            - dynamodb:BatchGetItem 
            - dynamodb:BatchWriteItem 
            - dynamodb:ConditionCheckItem 
            Resource: 
              Fn::Sub: arn:${AWS::Partition}:dynamodb:${AWS::Region}:
${AWS::AccountId}:* 
  DaxCluster: 
    Type: AWS::DAX::Cluster 
    Properties: 
      IAMRoleARN: 
        Fn::GetAtt: 
        - DaxDynamoAccessRole 
        - Arn 
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      NodeType: dax.t3.small 
      ReplicationFactor: 3 
      ClusterEndpointEncryptionType: NONE 

     

AWS Elastic Beanstalk controls

Topics

• [CT.ELASTICBEANSTALK.PR.1] Require AWS Elastic Beanstalk environments to have enhanced 
health reporting enabled

• [CT.ELASTICBEANSTALK.PR.2] Require an AWS Elastic Beanstalk environment to have managed 
platform updates configured

• [CT.ELASTICBEANSTALK.PR.3] Require an AWS Elastic Beanstalk environment to have a logging 
configuration

[CT.ELASTICBEANSTALK.PR.1] Require AWS Elastic Beanstalk environments to have enhanced 
health reporting enabled

This control checks whether AWS Elastic Beanstalk environments and configuration templates are 
configured for enhanced health reporting.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticBeanstalk::Environment,
AWS::ElasticBeanstalk::ConfigurationTemplate

• AWS CloudFormation guard rule:  CT.ELASTICBEANSTALK.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICBEANSTALK.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICBEANSTALK.PR.1 example templates

Proactive controls 767



AWS Control Tower User Guide

Explanation

Elastic Beanstalk enhanced health reporting enables a more rapid response to changes in the 
health of the underlying infrastructure. These changes could result in a lack of availability of the 
application.

Elastic Beanstalk enhanced health reporting provides a status descriptor to gauge the severity of 
the identified issues and identify possible causes to investigate. The Elastic Beanstalk health agent, 
included in supported Amazon Machine Images (AMIs), evaluates logs and metrics of environment 
EC2 instances.

Remediation for rule failure

For AWS Elastic Beanstalk environments, configure an OptionSetting with Namespace set 
to aws:elasticbeanstalk:healthreporting:system, OptionName set to SystemType, 
and Value set to enhanced. For AWS Elastic Beanstalk configuration templates, configure an
OptionSetting with Namespace set to aws:elasticbeanstalk:healthreporting:system,
OptionName set to SystemType, and Value set to enhanced. Omit this setting to adopt the 
default value of enhanced.

The examples that follow show how to implement this remediation.

AWS Elastic Beanstalk Environment - Example

AWS Elastic Beanstalk environment configured with enhanced health reporting enabled. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticBeanstalkEnvironment": { 
        "Type": "AWS::ElasticBeanstalk::Environment", 
        "Properties": { 
            "ApplicationName": { 
                "Ref": "App" 
            }, 
            "SolutionStackName": "64bit Amazon Linux 2 v3.4.0 running Python 3.8", 
            "OptionSettings": [ 
                { 
                    "Namespace": "aws:elasticbeanstalk:healthreporting:system", 
                    "OptionName": "SystemType", 
                    "Value": "enhanced" 
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                }, 
                { 
                    "Namespace": "aws:autoscaling:launchconfiguration", 
                    "OptionName": "IamInstanceProfile", 
                    "Value": { 
                        "Ref": "InstanceProfile" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ElasticBeanstalkEnvironment: 
  Type: AWS::ElasticBeanstalk::Environment 
  Properties: 
    ApplicationName: !Ref 'App' 
    SolutionStackName: 64bit Amazon Linux 2 v3.4.0 running Python 3.8 
    OptionSettings: 
      - Namespace: aws:elasticbeanstalk:healthreporting:system 
        OptionName: SystemType 
        Value: enhanced 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: !Ref 'InstanceProfile' 

                 

The examples that follow show how to implement this remediation.

AWS Elastic Beanstalk Configuration Template - Example One

AWS Elastic Beanstalk configuration template configured with enhanced health reporting, enabled 
by means of AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
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    "ElasticBeanstalkConfigurationTemplate": { 
        "Type": "AWS::ElasticBeanstalk::ConfigurationTemplate", 
        "Properties": { 
            "ApplicationName": { 
                "Ref": "App" 
            }, 
            "SolutionStackName": "64bit Amazon Linux 2 v3.4.0 running Python 3.8", 
            "OptionSettings": [ 
                { 
                    "Namespace": "aws:autoscaling:launchconfiguration", 
                    "OptionName": "IamInstanceProfile", 
                    "Value": { 
                        "Ref": "InstanceProfile" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ElasticBeanstalkConfigurationTemplate: 
  Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
  Properties: 
    ApplicationName: !Ref 'App' 
    SolutionStackName: 64bit Amazon Linux 2 v3.4.0 running Python 3.8 
    OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: !Ref 'InstanceProfile' 

                 

The examples that follow show how to implement this remediation.

AWS Elastic Beanstalk Configuration Template - Example Two

AWS Elastic Beanstalk configuration template configured with enhanced health reporting, enabled 
by means of an entry in the OptionSettings property. The example is shown in JSON and in 
YAML.
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JSON example

{ 
    "ElasticBeanstalkConfigurationTemplate": { 
        "Type": "AWS::ElasticBeanstalk::ConfigurationTemplate", 
        "Properties": { 
            "ApplicationName": { 
                "Ref": "App" 
            }, 
            "SolutionStackName": "64bit Amazon Linux 2 v3.4.0 running Python 3.8", 
            "OptionSettings": [ 
                { 
                    "Namespace": "aws:elasticbeanstalk:healthreporting:system", 
                    "OptionName": "SystemType", 
                    "Value": "enhanced" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ElasticBeanstalkConfigurationTemplate: 
  Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
  Properties: 
    ApplicationName: !Ref 'App' 
    SolutionStackName: 64bit Amazon Linux 2 v3.4.0 running Python 3.8 
    OptionSettings: 
      - Namespace: aws:elasticbeanstalk:healthreporting:system 
        OptionName: SystemType 
        Value: enhanced 

                 

CT.ELASTICBEANSTALK.PR.1 rule specification

# ###################################
##       Rule Specification        ##
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#####################################
#  
# Rule Identifier:
#   elastic_beanstalk_enhanced_health_reporting_enabled_check
#  
# Description:
#   This control checks whether AWS Elastic Beanstalk environments and configuration 
 templates are configured for 'enhanced' health reporting.
#  
# Reports on:
#   AWS::ElasticBeanstalk::Environment, AWS::ElasticBeanstalk::ConfigurationTemplate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elastic Beanstalk environment 
 resources or
#            Elastic Beanstalk configuration template resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Beanstalk environment resource
#       And: 'OptionSettings' is not present in the resource properties or is an empty 
 list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Beanstalk environment resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: No entry in the 'OptionSettings' list has both a 'Namespace' property with 
 a value of
#            'aws:elasticbeanstalk:healthreporting:system'
#            and an 'OptionName' property with value of 'SystemType'
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Beanstalk environment resource or 
 an Elastic Beanstalk
#            configuration template resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: An entry in the 'OptionSettings' list has a 'Namespace' property with a 
 value of
#            'aws:elasticbeanstalk:healthreporting:system'
#       And: That same entry has an 'OptionName' property with a value of 'SystemType'
#       And: That same entry has a 'Value' property with a value of anything other than 
 'enhanced', or the 'Value'
#            property is not provided.
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Beanstalk configuration template 
 resource
#       And: 'OptionSettings' is not present in the resource properties or is an empty 
 list
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Beanstalk configuration template 
 resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: No entry in the 'OptionSettings' list has both a 'Namespace' property with 
 a value of
#            'aws:elasticbeanstalk:healthreporting:system'
#            and an 'OptionName' property with value of 'SystemType'
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Beanstalk environment resource or 
 an Elastic Beanstalk
#            configuration template resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: Every entry in the 'OptionSettings' list that has both a 'Namespace' 
 property with a value of
#            'aws:elasticbeanstalk:healthreporting:system'
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#            and an 'OptionName' property with a value of 'SystemType' also has a 
 'Value' property with a value of
#            'enhanced'
#      Then: PASS

#
# Constants
#
let ELASTIC_BEANSTALK_ENVIRONMENT_TYPE = "AWS::ElasticBeanstalk::Environment"
let ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE = 
 "AWS::ElasticBeanstalk::ConfigurationTemplate"
let ELASTIC_BEANSTALK_ENHANCED_HEALTH_REPORTING_NAMESPACE = 
 "aws:elasticbeanstalk:healthreporting:system"
let ELASTIC_BEANSTALK_SYSTEM_TYPE_OPTION_NAME = "SystemType"
let ELASTIC_BEANSTALK_ENHANCED_VALUE = "enhanced"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elastic_beanstalk_environments = Resources.*[ Type == 
 %ELASTIC_BEANSTALK_ENVIRONMENT_TYPE ]
let elastic_beanstalk_configuration_templates = Resources.*[ Type == 
 %ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE ]

#
# Primary Rules
#
rule elastic_beanstalk_enhanced_health_reporting_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                    
 %elastic_beanstalk_environments not empty { 
    check_elastic_beanstalk_environments(%elastic_beanstalk_environments.Properties) 
        << 
        [CT.ELASTICBEANSTALK.PR.1]: Require AWS Elastic Beanstalk environments to have 
 enhanced health reporting enabled 
        [FIX]: For AWS Elastic Beanstalk environments, configure an 'OptionSetting' 
 with 'Namespace' set to 'aws:elasticbeanstalk:healthreporting:system', 'OptionName' 
 set to 'SystemType', and 'Value' set to 'enhanced'. For AWS Elastic Beanstalk 
 configuration templates, configure an 'OptionSetting' with 'Namespace' set to 
 'aws:elasticbeanstalk:healthreporting:system', 'OptionName' set to 'SystemType', and 
 'Value' set to 'enhanced'. Omit this setting to adopt the default value of 'enhanced'. 
        >>
}
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rule elastic_beanstalk_enhanced_health_reporting_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                    
 %elastic_beanstalk_configuration_templates not empty { 
    
 check_elastic_beanstalk_configuration_templates(%elastic_beanstalk_configuration_templates.Properties) 
        << 
        [CT.ELASTICBEANSTALK.PR.1]: Require AWS Elastic Beanstalk environments to have 
 enhanced health reporting enabled 
        [FIX]: For AWS Elastic Beanstalk environments, configure an 'OptionSetting' 
 with 'Namespace' set to 'aws:elasticbeanstalk:healthreporting:system', 'OptionName' 
 set to 'SystemType', and 'Value' set to 'enhanced'. For AWS Elastic Beanstalk 
 configuration templates, configure an 'OptionSetting' with 'Namespace' set to 
 'aws:elasticbeanstalk:healthreporting:system', 'OptionName' set to 'SystemType', and 
 'Value' set to 'enhanced'. Omit this setting to adopt the default value of 'enhanced'. 
        >>
}

rule elastic_beanstalk_enhanced_health_reporting_enabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %ELASTIC_BEANSTALK_ENVIRONMENT_TYPE) { 
    check_elastic_beanstalk_environments(%INPUT_DOCUMENT.
%ELASTIC_BEANSTALK_ENVIRONMENT_TYPE.resourceProperties) 
        << 
        [CT.ELASTICBEANSTALK.PR.1]: Require AWS Elastic Beanstalk environments to have 
 enhanced health reporting enabled 
        [FIX]: For AWS Elastic Beanstalk environments, configure an 'OptionSetting' 
 with 'Namespace' set to 'aws:elasticbeanstalk:healthreporting:system', 'OptionName' 
 set to 'SystemType', and 'Value' set to 'enhanced'. For AWS Elastic Beanstalk 
 configuration templates, configure an 'OptionSetting' with 'Namespace' set to 
 'aws:elasticbeanstalk:healthreporting:system', 'OptionName' set to 'SystemType', and 
 'Value' set to 'enhanced'. Omit this setting to adopt the default value of 'enhanced'. 
        >>
}

rule elastic_beanstalk_enhanced_health_reporting_enabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE) { 
    check_elastic_beanstalk_configuration_templates(%INPUT_DOCUMENT.
%ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE.resourceProperties) 
        << 
        [CT.ELASTICBEANSTALK.PR.1]: Require AWS Elastic Beanstalk environments to have 
 enhanced health reporting enabled 
        [FIX]: For AWS Elastic Beanstalk environments, configure an 'OptionSetting' 
 with 'Namespace' set to 'aws:elasticbeanstalk:healthreporting:system', 'OptionName' 
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 set to 'SystemType', and 'Value' set to 'enhanced'. For AWS Elastic Beanstalk 
 configuration templates, configure an 'OptionSetting' with 'Namespace' set to 
 'aws:elasticbeanstalk:healthreporting:system', 'OptionName' set to 'SystemType', and 
 'Value' set to 'enhanced'. Omit this setting to adopt the default value of 'enhanced'. 
        >>
}

#
# Parameterized Rules
#
rule check_elastic_beanstalk_environments(elastic_beanstalk_environments) { 
    %elastic_beanstalk_environments { 
        # Scenario 2 
        check_option_settings_exists_or_is_non_empty_list(this) 

        # Scenario 3, 4, 7 
        check_option_settings_enhanced(OptionSettings[*]) 
    }
}

rule 
 check_elastic_beanstalk_configuration_templates(elastic_beanstalk_configuration_templates) 
 { 
    %elastic_beanstalk_configuration_templates { 
        # Scenario 7 
        check_option_settings_with_enhanced_health_reporting(this) or 
        # Scenario 6 
        check_option_settings_without_health_reporting(this) or 
        # Scenario 5 
        check_option_settings_not_exists_or_is_empty_list(this) 
    }
}

rule 
 check_option_settings_with_enhanced_health_reporting(elastic_beanstalk_configuration_templates) 
 { 
    %elastic_beanstalk_configuration_templates [ 
        filter_option_settings_with_health_reporting(this) 
    ] { 
        check_option_settings_enhanced(OptionSettings[*]) 
    }
}
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rule 
 filter_option_settings_with_health_reporting(elastic_beanstalk_configuration_templates) 
 { 
    some %elastic_beanstalk_configuration_templates { 
        check_option_settings_exists_or_is_non_empty_list(this) 

        some OptionSettings[*] { 
            Namespace exists 
            OptionName exists 

            Namespace == %ELASTIC_BEANSTALK_ENHANCED_HEALTH_REPORTING_NAMESPACE 
            OptionName == %ELASTIC_BEANSTALK_SYSTEM_TYPE_OPTION_NAME 
        } 
    }
}

rule check_option_settings_enhanced(option_settings) { 
    # Scenario 3, 4 
    some %option_settings[*] { 
        Namespace exists 
        OptionName exists 
        Value exists 

        Namespace == %ELASTIC_BEANSTALK_ENHANCED_HEALTH_REPORTING_NAMESPACE 
        OptionName == %ELASTIC_BEANSTALK_SYSTEM_TYPE_OPTION_NAME 
        Value == %ELASTIC_BEANSTALK_ENHANCED_VALUE 
    } 

    # Scenario 7 
    let option_setting_duplicates = OptionSettings [ 
        Namespace exists 
        OptionName exists 
        Value exists 

        Namespace == %ELASTIC_BEANSTALK_ENHANCED_HEALTH_REPORTING_NAMESPACE 
        OptionName == %ELASTIC_BEANSTALK_SYSTEM_TYPE_OPTION_NAME 
        Value != %ELASTIC_BEANSTALK_ENHANCED_VALUE 
    ] 
    %option_setting_duplicates empty
}
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rule 
 check_option_settings_without_health_reporting(elastic_beanstalk_configuration_templates) 
 { 
    some %elastic_beanstalk_configuration_templates { 
        check_option_settings_exists_or_is_non_empty_list(this) 

        let option_settings_with_health_reporting = OptionSettings [ 
            Namespace exists 
            OptionName exists 

            Namespace == %ELASTIC_BEANSTALK_ENHANCED_HEALTH_REPORTING_NAMESPACE 
            OptionName == %ELASTIC_BEANSTALK_SYSTEM_TYPE_OPTION_NAME 
        ] 
        %option_settings_with_health_reporting empty 
    }
}

rule check_option_settings_exists_or_is_non_empty_list(elastic_beanstalk_resource) { 
    %elastic_beanstalk_resource { 
        OptionSettings exists 
        OptionSettings is_list 
        OptionSettings not empty 
    }
}

rule check_option_settings_not_exists_or_is_empty_list(configuration_template) { 
    %configuration_template { 
        OptionSettings not exists or 
        check_is_empty_list(OptionSettings) 
    }
}

rule check_is_empty_list(option_settings) { 
    %option_settings { 
        this is_list 
        this empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 

Proactive controls 778



AWS Control Tower User Guide

    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICBEANSTALK.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  InstanceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - elasticbeanstalk.amazonaws.com 
          Action: 
          - 'sts:AssumeRole' 
  InstanceProfile: 
    Type: AWS::IAM::InstanceProfile 
    Properties: 
      Roles: 
      - Ref: InstanceRole 
  App: 
    Type: AWS::ElasticBeanstalk::Application 
  ElasticBeanstalkConfigurationTemplate: 
    Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
    Properties: 
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      ApplicationName: 
        Ref: App 
      SolutionStackName: "64bit Amazon Linux 2 v3.4.0 running Python 3.8" 
      OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: 
          Ref: InstanceProfile 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  InstanceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - ec2.amazonaws.com 
          Action: 
          - 'sts:AssumeRole' 
  InstanceProfile: 
    Type: AWS::IAM::InstanceProfile 
    Properties: 
      Roles: 
      - Ref: InstanceRole 
  App: 
    Type: AWS::ElasticBeanstalk::Application 
  ElasticBeanstalkEnvironment: 
    Type: AWS::ElasticBeanstalk::Environment 
    Properties: 
      SolutionStackName: "64bit Amazon Linux 2 v3.4.0 running Python 3.8" 
      ApplicationName: 
        Ref: App 
      OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
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        OptionName: IamInstanceProfile 
        Value: 
          Ref: InstanceProfile 
      - Namespace: aws:elasticbeanstalk:healthreporting:system 
        OptionName: SystemType 
        Value: basic 

     

[CT.ELASTICBEANSTALK.PR.2] Require an AWS Elastic Beanstalk environment to have managed 
platform updates configured

This control checks whether managed platform updates in AWS Elastic Beanstalk environments 
and configuration templates are activated.

• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticBeanstalk::Environment,
AWS::ElasticBeanstalk::ConfigurationTemplate

• AWS CloudFormation guard rule:  CT.ELASTICBEANSTALK.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICBEANSTALK.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICBEANSTALK.PR.2 example templates

Explanation

Managed platform updates ensure that the most recent platform fixes, updates, and features 
for the environment are installed. Keeping patch installations up to date is an important step in 
securing systems.
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Usage considerations

• When you set up managed actions on AWS Elastic Beanstalk environments and 
configuration templates, you must provide PreferredStartTime and UpdateLevel
option settings also.

• This control allows you to set up managed actions on AWS Elastic Beanstalk 
environments only, because environment-level settings take precedence over settings 
that are defined in configuration templates.

• This control does not allow you to deactivate managed actions on AWS Elastic Beanstalk 
configuration templates.

Remediation for rule failure

For AWS Elastic Beanstalk environments, create an OptionSetting with a Namespace value set 
to aws:elasticbeanstalk:managedactions, OptionName set to ManagedActionsEnabled, 
and Value set to true. For Elastic Beanstalk configuration templates, create an OptionSetting
with a Namespace value set to aws:elasticbeanstalk:managedactions, OptionName set to
ManagedActionsEnabled, and Value set to true, or omit this setting to adopt the default value 
of true.

The examples that follow show how to implement this remediation.

AWS Elastic Beanstalk Environment - Example

AWS Elastic Beanstalk environment configured with managed platform updates activated. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticBeanstalkEnvironment": { 
        "Type": "AWS::ElasticBeanstalk::Environment", 
        "Properties": { 
            "SolutionStackName": "64bit Amazon Linux 2 v3.4.0 running Python 3.8", 
            "ApplicationName": { 
                "Ref": "App" 
            }, 
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            "OptionSettings": [ 
                { 
                    "Namespace": "aws:autoscaling:launchconfiguration", 
                    "OptionName": "IamInstanceProfile", 
                    "Value": { 
                        "Ref": "InstanceProfile" 
                    } 
                }, 
                { 
                    "Namespace": "aws:elasticbeanstalk:managedactions", 
                    "OptionName": "ManagedActionsEnabled", 
                    "Value": true 
                }, 
                { 
                    "Namespace": "aws:elasticbeanstalk:managedactions", 
                    "OptionName": "PreferredStartTime", 
                    "Value": "Tue:09:00" 
                }, 
                { 
                    "Namespace": "aws:elasticbeanstalk:managedactions", 
                    "OptionName": "ServiceRoleForManagedUpdates", 
                    "Value": "AWSServiceRoleForElasticBeanstalkManagedUpdates" 
                }, 
                { 
                    "Namespace": "aws:elasticbeanstalk:managedactions:platformupdate", 
                    "OptionName": "UpdateLevel", 
                    "Value": "patch" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ElasticBeanstalkEnvironment: 
  Type: AWS::ElasticBeanstalk::Environment 
  Properties: 
    SolutionStackName: 64bit Amazon Linux 2 v3.4.0 running Python 3.8 
    ApplicationName: !Ref 'App' 
    OptionSettings: 
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      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: !Ref 'InstanceProfile' 
      - Namespace: aws:elasticbeanstalk:managedactions 
        OptionName: ManagedActionsEnabled 
        Value: true 
      - Namespace: aws:elasticbeanstalk:managedactions 
        OptionName: PreferredStartTime 
        Value: Tue:09:00 
      - Namespace: aws:elasticbeanstalk:managedactions 
        OptionName: ServiceRoleForManagedUpdates 
        Value: AWSServiceRoleForElasticBeanstalkManagedUpdates 
      - Namespace: aws:elasticbeanstalk:managedactions:platformupdate 
        OptionName: UpdateLevel 
        Value: patch 

                 

The examples that follow show how to implement this remediation.

AWS Elastic Beanstalk Configuration Template - Example One

AWS Elastic Beanstalk configuration template configured with managed platform updates enabled, 
by means of AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticBeanstalkConfigurationTemplate": { 
        "Type": "AWS::ElasticBeanstalk::ConfigurationTemplate", 
        "Properties": { 
            "ApplicationName": { 
                "Ref": "App" 
            }, 
            "SolutionStackName": "64bit Amazon Linux 2 v3.4.0 running Python 3.8", 
            "OptionSettings": [ 
                { 
                    "Namespace": "aws:autoscaling:launchconfiguration", 
                    "OptionName": "IamInstanceProfile", 
                    "Value": { 
                        "Ref": "InstanceProfile" 
                    } 
                } 
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            ] 
        } 
    }
} 
                 

YAML example

ElasticBeanstalkConfigurationTemplate: 
  Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
  Properties: 
    ApplicationName: !Ref 'App' 
    SolutionStackName: 64bit Amazon Linux 2 v3.4.0 running Python 3.8 
    OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: !Ref 'InstanceProfile' 

                 

The examples that follow show how to implement this remediation.

AWS Elastic Beanstalk Configuration Template - Example Two

AWS Elastic Beanstalk configuration template configured with managed platform updates enabled, 
by means of an entry in the OptionSettings property. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "ElasticBeanstalkConfigurationTemplate": { 
        "Type": "AWS::ElasticBeanstalk::ConfigurationTemplate", 
        "Properties": { 
            "ApplicationName": { 
                "Ref": "App" 
            }, 
            "SolutionStackName": "64bit Amazon Linux 2 v3.4.0 running Python 3.8", 
            "OptionSettings": [ 
                { 
                    "Namespace": "aws:elasticbeanstalk:managedactions", 
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                    "OptionName": "ManagedActionsEnabled", 
                    "Value": true 
                }, 
                { 
                    "Namespace": "aws:elasticbeanstalk:managedactions", 
                    "OptionName": "PreferredStartTime", 
                    "Value": "Tue:09:00" 
                }, 
                { 
                    "Namespace": "aws:elasticbeanstalk:managedactions:platformupdate", 
                    "OptionName": "UpdateLevel", 
                    "Value": "minor" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ElasticBeanstalkConfigurationTemplate: 
  Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
  Properties: 
    ApplicationName: !Ref 'App' 
    SolutionStackName: 64bit Amazon Linux 2 v3.4.0 running Python 3.8 
    OptionSettings: 
      - Namespace: aws:elasticbeanstalk:managedactions 
        OptionName: ManagedActionsEnabled 
        Value: true 
      - Namespace: aws:elasticbeanstalk:managedactions 
        OptionName: PreferredStartTime 
        Value: Tue:09:00 
      - Namespace: aws:elasticbeanstalk:managedactions:platformupdate 
        OptionName: UpdateLevel 
        Value: minor 

                 

CT.ELASTICBEANSTALK.PR.2 rule specification
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# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elastic_beanstalk_managed_updates_enabled_check
#  
# Description:
#   This control checks whether managed platform updates in AWS Elastic Beanstalk 
 environments and configuration templates are activated.
#  
# Reports on:
#   AWS::ElasticBeanstalk::Environment, AWS::ElasticBeanstalk::ConfigurationTemplate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElasticBeanstalk environment 
 resources or ElasticBeanstalk
#            configuration template resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk environment resource
#       And: 'OptionSettings' is not present in the resource properties or is an empty 
 list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk environment resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: No entry in the 'OptionSettings' list has both a 'Namespace' property with 
 a value of
#            'aws:elasticbeanstalk:managedactions' and an 'OptionName' property with a 
 value of 'ManagedActionsEnabled'
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#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk environment resource or an 
 ElasticBeanstalk
#            configuration template resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: An entry in the 'OptionSettings' list has a 'Namespace' property with a 
 value of
#            'aws:elasticbeanstalk:managedactions'
#       And: That same entry has an 'OptionName' property with a value of 
 'ManagedActionsEnabled'
#       And: That same entry has a 'Value' property with a value of anything other than 
 bool(true), or the 'Value'
#            property is not provided.
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk configuration template 
 resource
#       And: 'OptionSettings' is not present in the resource properties or is an empty 
 list
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk configuration template 
 resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: No entry in the 'OptionSettings' list has both a 'Namespace' property with 
 a value of
#            'aws:elasticbeanstalk:managedactions' and an 'OptionName' property with a 
 value of 'ManagedActionsEnabled'
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk environment resource or an 
 ElasticBeanstalk
#            configuration template resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
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#       And: Every entry in the 'OptionSettings' list that has both a 'Namespace' 
 property with a value of
#            'aws:elasticbeanstalk:managedactions' and an 'OptionName' property with a 
 value of 'ManagedActionsEnabled'
#            also has a 'Value' property with a value of bool(true)
#      Then: PASS

#
# Constants
#
let ELASTIC_BEANSTALK_ENVIRONMENT_TYPE = "AWS::ElasticBeanstalk::Environment"
let ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE = 
 "AWS::ElasticBeanstalk::ConfigurationTemplate"
let ELASTIC_BEANSTALK_MANAGED_ACTIONS_NAMESPACE = "aws:elasticbeanstalk:managedactions"
let ELASTIC_BEANSTALK_MANAGED_ACTIONS_OPTION_NAME = "ManagedActionsEnabled"
let ELASTIC_BEANSTALK_MANAGED_ACTIONS_ENABLED_VALUE = ["true", true]
let INPUT_DOCUMENT = this

#
# Assignments
#
let elastic_beanstalk_environments = Resources.*[ Type == 
 %ELASTIC_BEANSTALK_ENVIRONMENT_TYPE ]
let elastic_beanstalk_configuration_templates = Resources.*[ Type == 
 %ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE ]

#
# Primary Rules
#
rule elastic_beanstalk_managed_updates_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          
 %elastic_beanstalk_environments not empty { 
    check_elastic_beanstalk_environments(%elastic_beanstalk_environments.Properties) 
        << 
        [CT.ELASTICBEANSTALK.PR.2]: Require an AWS Elastic Beanstalk environment to 
 have managed platform updates configured 
            [FIX]: For AWS Elastic Beanstalk environments, create an 'OptionSetting' 
 with a 'Namespace' value set to  'aws:elasticbeanstalk:managedactions', 'OptionName' 
 set to 'ManagedActionsEnabled', and 'Value' set to 'true'. For Elastic Beanstalk 
 configuration templates, create an 'OptionSetting' with a 'Namespace' value set to  
 'aws:elasticbeanstalk:managedactions', 'OptionName' set to 'ManagedActionsEnabled', 
 and 'Value' set to 'true', or omit this setting to adopt the default value of 'true'. 
        >>

Proactive controls 789



AWS Control Tower User Guide

}

rule elastic_beanstalk_managed_updates_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          
 %elastic_beanstalk_configuration_templates not empty { 
    
 check_elastic_beanstalk_configuration_templates(%elastic_beanstalk_configuration_templates.Properties) 
        << 
        [CT.ELASTICBEANSTALK.PR.2]: Require an AWS Elastic Beanstalk environment to 
 have managed platform updates configured 
            [FIX]: For AWS Elastic Beanstalk environments, create an 'OptionSetting' 
 with a 'Namespace' value set to  'aws:elasticbeanstalk:managedactions', 'OptionName' 
 set to 'ManagedActionsEnabled', and 'Value' set to 'true'. For Elastic Beanstalk 
 configuration templates, create an 'OptionSetting' with a 'Namespace' value set to  
 'aws:elasticbeanstalk:managedactions', 'OptionName' set to 'ManagedActionsEnabled', 
 and 'Value' set to 'true', or omit this setting to adopt the default value of 'true'. 
        >>
}

rule elastic_beanstalk_managed_updates_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_BEANSTALK_ENVIRONMENT_TYPE) { 
    check_elastic_beanstalk_environments(%INPUT_DOCUMENT.
%ELASTIC_BEANSTALK_ENVIRONMENT_TYPE.resourceProperties) 
        << 
        [CT.ELASTICBEANSTALK.PR.2]: Require an AWS Elastic Beanstalk environment to 
 have managed platform updates configured 
            [FIX]: For AWS Elastic Beanstalk environments, create an 'OptionSetting' 
 with a 'Namespace' value set to  'aws:elasticbeanstalk:managedactions', 'OptionName' 
 set to 'ManagedActionsEnabled', and 'Value' set to 'true'. For Elastic Beanstalk 
 configuration templates, create an 'OptionSetting' with a 'Namespace' value set to  
 'aws:elasticbeanstalk:managedactions', 'OptionName' set to 'ManagedActionsEnabled', 
 and 'Value' set to 'true', or omit this setting to adopt the default value of 'true'. 
        >>
}

rule elastic_beanstalk_managed_updates_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE) { 
    check_elastic_beanstalk_configuration_templates(%INPUT_DOCUMENT.
%ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE.resourceProperties) 
        << 
        [CT.ELASTICBEANSTALK.PR.2]: Require an AWS Elastic Beanstalk environment to 
 have managed platform updates configured 
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            [FIX]: For AWS Elastic Beanstalk environments, create an 'OptionSetting' 
 with a 'Namespace' value set to  'aws:elasticbeanstalk:managedactions', 'OptionName' 
 set to 'ManagedActionsEnabled', and 'Value' set to 'true'. For Elastic Beanstalk 
 configuration templates, create an 'OptionSetting' with a 'Namespace' value set to  
 'aws:elasticbeanstalk:managedactions', 'OptionName' set to 'ManagedActionsEnabled', 
 and 'Value' set to 'true', or omit this setting to adopt the default value of 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check_elastic_beanstalk_environments(elastic_beanstalk_environments) { 
    %elastic_beanstalk_environments { 
        # Scenario 2 
        check_option_settings_exists_and_is_non_empty_list(this) 

        # Scenario 3, 4, 7 
        check_option_settings_managed_actions_enabled(OptionSettings[*]) 
    }
}

rule 
 check_elastic_beanstalk_configuration_templates(elastic_beanstalk_configuration_templates) 
 { 
    %elastic_beanstalk_configuration_templates { 
        # Scenario 7 
        check_option_settings_with_managed_actions_enabled(this) or 
        # Scenario 6 
        check_option_settings_without_managed_actions(this) or 
        # Scenario 5 
        check_option_settings_not_exists_or_is_empty_list(this) 
    }
}

rule 
 check_option_settings_with_managed_actions_enabled(elastic_beanstalk_configuration_templates) 
 { 
    %elastic_beanstalk_configuration_templates [ 
        filter_option_settings_with_managed_actions(this) 
    ] { 
        check_option_settings_managed_actions_enabled(OptionSettings[*]) 
    }
}
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rule 
 filter_option_settings_with_managed_actions(elastic_beanstalk_configuration_templates) 
 { 
    some %elastic_beanstalk_configuration_templates { 
        check_option_settings_exists_and_is_non_empty_list(this) 

        some OptionSettings[*] { 
            Namespace exists 
            OptionName exists 

            Namespace == %ELASTIC_BEANSTALK_MANAGED_ACTIONS_NAMESPACE 
            OptionName == %ELASTIC_BEANSTALK_MANAGED_ACTIONS_OPTION_NAME 
        } 
    }
}

rule check_option_settings_managed_actions_enabled(option_settings) { 
    # Scenario 3, 4 
    some %option_settings[*] { 
        Namespace exists 
        OptionName exists 
        Value exists 

        Namespace == %ELASTIC_BEANSTALK_MANAGED_ACTIONS_NAMESPACE 
        OptionName == %ELASTIC_BEANSTALK_MANAGED_ACTIONS_OPTION_NAME 
        Value in %ELASTIC_BEANSTALK_MANAGED_ACTIONS_ENABLED_VALUE 
    } 

    # Scenario 7 
    let option_setting_duplicates = OptionSettings [ 
        Namespace exists 
        OptionName exists 
        Value exists 

        Namespace == %ELASTIC_BEANSTALK_MANAGED_ACTIONS_NAMESPACE 
        OptionName == %ELASTIC_BEANSTALK_MANAGED_ACTIONS_OPTION_NAME 
        Value not in %ELASTIC_BEANSTALK_MANAGED_ACTIONS_ENABLED_VALUE 
    ] 
    %option_setting_duplicates empty
}
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rule 
 check_option_settings_without_managed_actions(elastic_beanstalk_configuration_templates) 
 { 
    some %elastic_beanstalk_configuration_templates { 
        check_option_settings_exists_and_is_non_empty_list(this) 

        let option_settings_with_managed_actions = OptionSettings [ 
            Namespace exists 
            OptionName exists 

            Namespace == %ELASTIC_BEANSTALK_MANAGED_ACTIONS_NAMESPACE 
            OptionName == %ELASTIC_BEANSTALK_MANAGED_ACTIONS_OPTION_NAME 
        ] 
        %option_settings_with_managed_actions empty 
    }
}

rule check_option_settings_exists_and_is_non_empty_list(elastic_beanstalk_resource) { 
    %elastic_beanstalk_resource { 
        OptionSettings exists 
        OptionSettings is_list 
        OptionSettings not empty 
    }
}

rule check_option_settings_not_exists_or_is_empty_list(configuration_template) { 
    %configuration_template { 
        OptionSettings not exists or 
        check_is_empty_list(OptionSettings) 
    }
}

rule check_is_empty_list(option_settings) { 
    %option_settings { 
        this is_list 
        this empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
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    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICBEANSTALK.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  InstanceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - elasticbeanstalk.amazonaws.com 
          Action: 
          - 'sts:AssumeRole' 
  InstanceProfile: 
    Type: AWS::IAM::InstanceProfile 
    Properties: 
      Roles: 
      - Ref: InstanceRole 
  App: 
    Type: AWS::ElasticBeanstalk::Application 
  ElasticBeanstalkConfigurationTemplate: 
    Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
    Properties: 
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      ApplicationName: 
        Ref: App 
      SolutionStackName: "64bit Amazon Linux 2 v3.4.0 running Python 3.8" 
      OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: 
          Ref: InstanceProfile 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  InstanceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - ec2.amazonaws.com 
          Action: 
          - 'sts:AssumeRole' 
  InstanceProfile: 
    Type: AWS::IAM::InstanceProfile 
    Properties: 
      Roles: 
      - Ref: InstanceRole 
  App: 
    Type: AWS::ElasticBeanstalk::Application 
  ElasticBeanstalkEnvironment: 
    Type: AWS::ElasticBeanstalk::Environment 
    Properties: 
      SolutionStackName: "64bit Amazon Linux 2 v3.4.0 running Python 3.8" 
      ApplicationName: 
        Ref: App 
      OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
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        OptionName: IamInstanceProfile 
        Value: 
          Ref: InstanceProfile 
      - Namespace: aws:elasticbeanstalk:managedactions 
        OptionName: ManagedActionsEnabled 
        Value: false 

     

[CT.ELASTICBEANSTALK.PR.3] Require an AWS Elastic Beanstalk environment to have a logging 
configuration

This control checks whether an AWS Elastic Beanstalk environment is configured to send logs to 
Amazon CloudWatch Logs.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElasticBeanstalk::Environment,
AWS::ElasticBeanstalk::ConfigurationTemplate

• AWS CloudFormation guard rule:  CT.ELASTICBEANSTALK.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICBEANSTALK.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.ELASTICBEANSTALK.PR.3 example templates

Explanation

Monitoring is an important part of maintaining the reliability, availability, and performance of your 
AWS solutions. We recommend that you collect monitoring data from all of the parts of your AWS 
solution, so that you can debug a multi-point failure, if one occurs. From a security perspective, 
logging is an important feature to enable for future forensics efforts in the case of a security 
incident.
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Usage considerations

• This control requires only enabling logging to Amazon CloudWatch Logs on AWS Elastic 
Beanstalk environments, because environment level settings take precedence over 
settings defined in configuration templates.

• This control does not allow explicitly disabling logging to Amazon CloudWatch Logs on 
AWS Elastic Beanstalk configuration templates.

Remediation for rule failure

For AWS Elastic Beanstalk environments, establish an OptionSetting with a Namespace
set to aws:elasticbeanstalk:cloudwatch:logs, OptionName set to StreamLogs, and
Value set to true. For Elastic Beanstalk configuration templates, establish an OptionSetting
with a Namespace set to aws:elasticbeanstalk:cloudwatch:logs, OptionName set to
StreamLogs, and Value set to true, or omit this OptionSetting.

The examples that follow show how to implement this remediation.

AWS Elastic Beanstalk Environment - Example

An AWS Elastic Beanstalk environment configured to stream logs to Amazon CloudWatch Logs by 
means of an entry in the OptionSettings property. The example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticBeanstalkEnvironment": { 
        "Type": "AWS::ElasticBeanstalk::Environment", 
        "Properties": { 
            "ApplicationName": { 
                "Ref": "App" 
            }, 
            "SolutionStackName": "64bit Amazon Linux 2 v3.4.1 running Python 3.8", 
            "OptionSettings": [ 
                { 
                    "Namespace": "aws:autoscaling:launchconfiguration", 
                    "OptionName": "IamInstanceProfile", 
                    "Value": { 
                        "Ref": "InstanceProfile" 
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                    } 
                }, 
                { 
                    "Namespace": "aws:elasticbeanstalk:cloudwatch:logs", 
                    "OptionName": "StreamLogs", 
                    "Value": true 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ElasticBeanstalkEnvironment: 
  Type: AWS::ElasticBeanstalk::Environment 
  Properties: 
    ApplicationName: !Ref 'App' 
    SolutionStackName: 64bit Amazon Linux 2 v3.4.1 running Python 3.8 
    OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: !Ref 'InstanceProfile' 
      - Namespace: aws:elasticbeanstalk:cloudwatch:logs 
        OptionName: StreamLogs 
        Value: true 

                 

The examples that follow show how to implement this remediation.

AWS Elastic Beanstalk Configuration Template - Example

AWS Elastic Beanstalk configuration template configured to stream logs to Amazon CloudWatch 
Logs by means of an entry in the OptionSettings property. The example is shown in JSON and 
in YAML.

JSON example

{ 
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    "ElasticBeanstalkConfigurationTemplate": { 
        "Type": "AWS::ElasticBeanstalk::ConfigurationTemplate", 
        "Properties": { 
            "ApplicationName": { 
                "Ref": "App" 
            }, 
            "SolutionStackName": "64bit Amazon Linux 2 v3.4.1 running Python 3.8", 
            "OptionSettings": [ 
                { 
                    "Namespace": "aws:autoscaling:launchconfiguration", 
                    "OptionName": "IamInstanceProfile", 
                    "Value": { 
                        "Ref": "InstanceProfile" 
                    } 
                }, 
                { 
                    "Namespace": "aws:elasticbeanstalk:cloudwatch:logs", 
                    "OptionName": "StreamLogs", 
                    "Value": true 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ElasticBeanstalkConfigurationTemplate: 
  Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
  Properties: 
    ApplicationName: !Ref 'App' 
    SolutionStackName: 64bit Amazon Linux 2 v3.4.1 running Python 3.8 
    OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: !Ref 'InstanceProfile' 
      - Namespace: aws:elasticbeanstalk:cloudwatch:logs 
        OptionName: StreamLogs 
        Value: true 
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CT.ELASTICBEANSTALK.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elastic_beanstalk_logs_to_cloudwatch_check
#  
# Description:
#   This control checks whether an AWS Elastic Beanstalk environment is configured to 
 send logs to Amazon CloudWatch Logs.
#  
# Reports on:
#   AWS::ElasticBeanstalk::Environment, AWS::ElasticBeanstalk::ConfigurationTemplate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElasticBeanstalk environment 
 resources or ElasticBeanstalk
#            configuration template resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk environment resource
#       And: 'OptionSettings' is not present in the resource properties or is an empty 
 list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk environment resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
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#       And: No entry in the 'OptionSettings' list has both a 'Namespace' property with 
 a value of
#            'aws:elasticbeanstalk:cloudwatch:logs' and an 'OptionName' property with a 
 value of 'StreamLogs'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk environment resource or an 
 ElasticBeanstalk
#            configuration template resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: An entry in the 'OptionSettings' list has a 'Namespace' property with a 
 value of
#            'aws:elasticbeanstalk:cloudwatch:logs'
#       And: That same entry has an 'OptionName' property with a value of 'StreamLogs'
#       And: That same entry has a 'Value' property with a value of anything other than 
 bool(true), or the 'Value'
#            property is not provided.
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk configuration template 
 resource
#       And: 'OptionSettings' is not present in the resource properties or is an empty 
 list
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk configuration template 
 resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: No entry in the 'OptionSettings' list has both a 'Namespace' property with 
 a value of
#            'aws:elasticbeanstalk:cloudwatch:logs' and an 'OptionName' property with a 
 value of 'StreamLogs'
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticBeanstalk environment resource or an 
 ElasticBeanstalk
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#            configuration template resource
#       And: 'OptionSettings' is present in the resource properties as a non-empty list
#       And: Every entry in the 'OptionSettings' list that has both a 'Namespace' 
 property with a value of
#            'aws:elasticbeanstalk:cloudwatch:logs' and an 'OptionName' property with a 
 value of 'StreamLogs'
#            also has a 'Value' property with a value of bool(true)
#      Then: PASS

#
# Constants
#
let ELASTIC_BEANSTALK_ENVIRONMENT_TYPE = "AWS::ElasticBeanstalk::Environment"
let ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE = 
 "AWS::ElasticBeanstalk::ConfigurationTemplate"
let ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_NAMESPACE = 
 "aws:elasticbeanstalk:cloudwatch:logs"
let ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_OPTION_NAME = "StreamLogs"
let ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_ENABLED_VALUE = ["true", true]
let INPUT_DOCUMENT = this

#
# Assignments
#
let elastic_beanstalk_environments = Resources.*[ Type == 
 %ELASTIC_BEANSTALK_ENVIRONMENT_TYPE ]
let elastic_beanstalk_configuration_templates = Resources.*[ Type == 
 %ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE ]

#
# Primary Rules
#
rule elastic_beanstalk_logs_to_cloudwatch_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %elastic_beanstalk_environments 
 not empty { 
    check_elastic_beanstalk_environments(%elastic_beanstalk_environments.Properties) 
        << 
        [CT.ELASTICBEANSTALK.PR.3]: Require an AWS Elastic Beanstalk environment to 
 have a logging configuration 
        [FIX]: For AWS Elastic Beanstalk environments, establish an 'OptionSetting' 
 with a 'Namespace' set to 'aws:elasticbeanstalk:cloudwatch:logs', 'OptionName' 
 set to 'StreamLogs', and 'Value' set to 'true'. For Elastic Beanstalk 
 configuration templates, establish an 'OptionSetting' with a 'Namespace' set to 
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 'aws:elasticbeanstalk:cloudwatch:logs', 'OptionName' set to 'StreamLogs', and 'Value' 
 set to 'true', or omit this 'OptionSetting'. 
        >>
}

rule elastic_beanstalk_logs_to_cloudwatch_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     
 %elastic_beanstalk_configuration_templates not empty { 
    
 check_elastic_beanstalk_configuration_templates(%elastic_beanstalk_configuration_templates.Properties) 
        << 
        [CT.ELASTICBEANSTALK.PR.3]: Require an AWS Elastic Beanstalk environment to 
 have a logging configuration 
        [FIX]: For AWS Elastic Beanstalk environments, establish an 'OptionSetting' 
 with a 'Namespace' set to 'aws:elasticbeanstalk:cloudwatch:logs', 'OptionName' 
 set to 'StreamLogs', and 'Value' set to 'true'. For Elastic Beanstalk 
 configuration templates, establish an 'OptionSetting' with a 'Namespace' set to 
 'aws:elasticbeanstalk:cloudwatch:logs', 'OptionName' set to 'StreamLogs', and 'Value' 
 set to 'true', or omit this 'OptionSetting'. 
        >>
}

rule elastic_beanstalk_logs_to_cloudwatch_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_BEANSTALK_ENVIRONMENT_TYPE) { 
    check_elastic_beanstalk_environments(%INPUT_DOCUMENT.
%ELASTIC_BEANSTALK_ENVIRONMENT_TYPE.resourceProperties) 
        << 
        [CT.ELASTICBEANSTALK.PR.3]: Require an AWS Elastic Beanstalk environment to 
 have a logging configuration 
        [FIX]: For AWS Elastic Beanstalk environments, establish an 'OptionSetting' 
 with a 'Namespace' set to 'aws:elasticbeanstalk:cloudwatch:logs', 'OptionName' 
 set to 'StreamLogs', and 'Value' set to 'true'. For Elastic Beanstalk 
 configuration templates, establish an 'OptionSetting' with a 'Namespace' set to 
 'aws:elasticbeanstalk:cloudwatch:logs', 'OptionName' set to 'StreamLogs', and 'Value' 
 set to 'true', or omit this 'OptionSetting'. 
        >>
}

rule elastic_beanstalk_logs_to_cloudwatch_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE) { 
    check_elastic_beanstalk_configuration_templates(%INPUT_DOCUMENT.
%ELASTIC_BEANSTALK_CONFIGURATION_TEMPLATE_TYPE.resourceProperties) 
        << 
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        [CT.ELASTICBEANSTALK.PR.3]: Require an AWS Elastic Beanstalk environment to 
 have a logging configuration 
        [FIX]: For AWS Elastic Beanstalk environments, establish an 'OptionSetting' 
 with a 'Namespace' set to 'aws:elasticbeanstalk:cloudwatch:logs', 'OptionName' 
 set to 'StreamLogs', and 'Value' set to 'true'. For Elastic Beanstalk 
 configuration templates, establish an 'OptionSetting' with a 'Namespace' set to 
 'aws:elasticbeanstalk:cloudwatch:logs', 'OptionName' set to 'StreamLogs', and 'Value' 
 set to 'true', or omit this 'OptionSetting'. 
        >>
}

#
# Parameterized Rules
#
rule check_elastic_beanstalk_environments(elastic_beanstalk_environments) { 
    %elastic_beanstalk_environments { 
        # Scenario 2 
        check_option_settings_exists_and_is_non_empty_list(this) 

        # Scenario 3, 4, 7 
        check_option_settings_cloudwatch_logs_enabled(OptionSettings[*]) 
    }
}

rule 
 check_elastic_beanstalk_configuration_templates(elastic_beanstalk_configuration_templates) 
 { 
    %elastic_beanstalk_configuration_templates { 
        # Scenario 7 
        check_option_settings_with_cloudwatch_logs_enabled(this) or 
        # Scenario 6 
        check_option_settings_without_cloudwatch_logs(this) or 
        # Scenario 5 
        check_option_settings_not_exists_or_is_empty_list(this) 
    }
}

rule 
 check_option_settings_with_cloudwatch_logs_enabled(elastic_beanstalk_configuration_templates) 
 { 
    %elastic_beanstalk_configuration_templates [ 
        filter_option_settings_with_cloudwatch_logs(this) 
    ] { 
        check_option_settings_cloudwatch_logs_enabled(OptionSettings[*]) 
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    }
}

rule 
 filter_option_settings_with_cloudwatch_logs(elastic_beanstalk_configuration_templates) 
 { 
    some %elastic_beanstalk_configuration_templates { 
        check_option_settings_exists_and_is_non_empty_list(this) 

        some OptionSettings[*] { 
            Namespace exists 
            OptionName exists 

            Namespace == %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_NAMESPACE 
            OptionName == %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_OPTION_NAME 
        } 
    }
}

rule check_option_settings_cloudwatch_logs_enabled(option_settings) { 
    # Scenario 3, 4 
    some %option_settings[*] { 
        Namespace exists 
        OptionName exists 
        Value exists 

        Namespace == %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_NAMESPACE 
        OptionName == %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_OPTION_NAME 
        Value in %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_ENABLED_VALUE 
    } 

    # Scenario 7 
    let option_setting_duplicates = OptionSettings [ 
        Namespace exists 
        OptionName exists 
        Value exists 

        Namespace == %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_NAMESPACE 
        OptionName == %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_OPTION_NAME 
        Value not in %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_ENABLED_VALUE 
    ] 
    %option_setting_duplicates empty
}
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rule 
 check_option_settings_without_cloudwatch_logs(elastic_beanstalk_configuration_templates) 
 { 
    some %elastic_beanstalk_configuration_templates { 
        check_option_settings_exists_and_is_non_empty_list(this) 

        let option_settings_with_cloudwatch_logs = OptionSettings [ 
            Namespace exists 
            OptionName exists 

            Namespace == %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_NAMESPACE 
            OptionName == %ELASTIC_BEANSTALK_CLOUDWATCH_LOGS_OPTION_NAME 
        ] 
        %option_settings_with_cloudwatch_logs empty 
    }
}

rule check_option_settings_exists_and_is_non_empty_list(elastic_beanstalk_resource) { 
    %elastic_beanstalk_resource { 
        OptionSettings exists 
        OptionSettings is_list 
        OptionSettings not empty 
    }
}

rule check_option_settings_not_exists_or_is_empty_list(configuration_template) { 
    %configuration_template { 
        OptionSettings not exists or 
        check_is_empty_list(OptionSettings) 
    }
}

rule check_is_empty_list(option_settings) { 
    %option_settings { 
        this is_list 
        this empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 

Proactive controls 806



AWS Control Tower User Guide

    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICBEANSTALK.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  InstanceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - elasticbeanstalk.amazonaws.com 
          Action: 
          - sts:AssumeRole 
  InstanceProfile: 
    Type: AWS::IAM::InstanceProfile 
    Properties: 
      Roles: 
      - Ref: InstanceRole 
  App: 
    Type: AWS::ElasticBeanstalk::Application 
    Properties: {} 
  ElasticBeanstalkEnvironment: 
    Type: AWS::ElasticBeanstalk::Environment 
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    Properties: 
      ApplicationName: 
        Ref: App 
      SolutionStackName: 64bit Amazon Linux 2 v3.4.1 running Python 3.8 
      OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: 
          Ref: InstanceProfile 
      - Namespace: aws:elasticbeanstalk:cloudwatch:logs 
        OptionName: StreamLogs 
        Value: true 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  InstanceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - elasticbeanstalk.amazonaws.com 
          Action: 
          - sts:AssumeRole 
  InstanceProfile: 
    Type: AWS::IAM::InstanceProfile 
    Properties: 
      Roles: 
      - Ref: InstanceRole 
  App: 
    Type: AWS::ElasticBeanstalk::Application 
    Properties: {} 
  ElasticBeanstalkConfigurationTemplate: 
    Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
    Properties: 
      ApplicationName: 

Proactive controls 808



AWS Control Tower User Guide

        Ref: App 
      SolutionStackName: 64bit Amazon Linux 2 v3.4.1 running Python 3.8 
      OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: 
          Ref: InstanceProfile 
      - Namespace: aws:elasticbeanstalk:cloudwatch:logs 
        OptionName: StreamLogs 
        Value: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  InstanceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - elasticbeanstalk.amazonaws.com 
          Action: 
          - sts:AssumeRole 
  InstanceProfile: 
    Type: AWS::IAM::InstanceProfile 
    Properties: 
      Roles: 
      - Ref: InstanceRole 
  App: 
    Type: AWS::ElasticBeanstalk::Application 
    Properties: {} 
  ElasticBeanstalkEnvironment: 
    Type: AWS::ElasticBeanstalk::Environment 
    Properties: 
      ApplicationName: 
        Ref: App 
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      SolutionStackName: 64bit Amazon Linux 2 v3.4.1 running Python 3.8 
      OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
        Value: 
          Ref: InstanceProfile 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  InstanceRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - elasticbeanstalk.amazonaws.com 
          Action: 
          - sts:AssumeRole 
  InstanceProfile: 
    Type: AWS::IAM::InstanceProfile 
    Properties: 
      Roles: 
      - Ref: InstanceRole 
  App: 
    Type: AWS::ElasticBeanstalk::Application 
    Properties: {} 
  ElasticBeanstalkConfigurationTemplate: 
    Type: AWS::ElasticBeanstalk::ConfigurationTemplate 
    Properties: 
      ApplicationName: 
        Ref: App 
      SolutionStackName: 64bit Amazon Linux 2 v3.4.1 running Python 3.8 
      OptionSettings: 
      - Namespace: aws:autoscaling:launchconfiguration 
        OptionName: IamInstanceProfile 
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        Value: 
          Ref: InstanceProfile 
      - Namespace: aws:elasticbeanstalk:cloudwatch:logs 
        OptionName: StreamLogs 
        Value: false 

     

Amazon Elastic Compute Cloud (Amazon EC2) controls

Topics

• [CT.EC2.PR.1] Require an Amazon EC2 launch template to have IMDSv2 configured

• [CT.EC2.PR.2] Require that Amazon EC2 launch templates restrict the token hop limit to a 
maximum of one

• [CT.EC2.PR.3] Require that any Amazon EC2 security group rule does not use the source IP range 
0.0.0.0/0 or ::/0 for ports other than 80 and 443

• [CT.EC2.PR.4] Require that any Amazon EC2 security group rule does not use the source IP range 
0.0.0.0/0 or ::/0 for specific high-risk ports

• [CT.EC2.PR.5] Require any Amazon EC2 network ACL to prevent ingress from 0.0.0.0/0 to port 22 
or port 3389

• [CT.EC2.PR.6] Require that Amazon EC2 transit gateways refuse automatic Amazon VPC 
attachment requests

• [CT.EC2.PR.7] Require an Amazon EBS volume resource to be encrypted at rest when defined by 
means of the AWS::EC2::Instance BlockDeviceMappings property or AWS::EC2::Volume resource 
type

• [CT.EC2.PR.8] Require an Amazon EC2 instance to set AssociatePublicIpAddress to false on a new 
network interface created by means of the NetworkInterfaces property in the AWS::EC2::Instance 
resource

• [CT.EC2.PR.9] Require any Amazon EC2 launch template not to auto-assign public IP addresses to 
network interfaces

• [CT.EC2.PR.10] Require Amazon EC2 launch templates to have Amazon CloudWatch detailed 
monitoring activated

• [CT.EC2.PR.11] Require that an Amazon EC2 subnet does not automatically assign public IP 
addresses
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• [CT.EC2.PR.12] Require an Amazon EC2 instance to specify at most one network interface by 
means of the NetworkInterfaces property in the AWS::EC2::Instance resource

• [CT.EC2.PR.13] Require an Amazon EC2 instance to have detailed monitoring enabled

• [CT.EC2.PR.14] Require an Amazon EBS volume configured through an Amazon EC2 launch 
template to encrypt data at rest

• [CT.EC2.PR.15] Require an Amazon EC2 instance to use an AWS Nitro instance type when 
creating from the 'AWS::EC2::LaunchTemplate' resource type

• [CT.EC2.PR.16] Require an Amazon EC2 instance to use an AWS Nitro instance type when created 
using the 'AWS::EC2::Instance' resource type

• [CT.EC2.PR.17] Require an Amazon EC2 dedicated host to use an AWS Nitro instance type

• [CT.EC2.PR.18] Require an Amazon EC2 fleet to override only those launch templates with AWS 
Nitro instance types

• [CT.EC2.PR.19] Require an Amazon EC2Amazon EC2 instance to use an AWS Nitro instance 
type that supports encryption in-transit between instances when created using the 
AWS::EC2::Instance resource type

• [CT.EC2.PR.20] Require an Amazon EC2 fleet to override only those launch templates with AWS 
Nitro instance types that support encryption in transit between instances

[CT.EC2.PR.1] Require an Amazon EC2 launch template to have IMDSv2 configured

This control checks whether your Amazon EC2 launch templates are configured with Instance 
Metadata Service Version 2 (IMDSv2).

• Control objective: Enforce least privilege, Protect configurations

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::LaunchTemplate

• AWS CloudFormation guard rule:  CT.EC2.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.1 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.1 example templates

Explanation

Instance metadata configures and manages your running instances. The IMDS provides access to 
temporary, frequently rotated credentials, so you don't need to distribute sensitive credentials to 
instances, either manually or programmatically. The IMDS is attached locally to every EC2 instance. 
It runs on a special IP address of 169.254.169.254. This IP address is accessible only to software 
that runs on the instance.

Version 2 of the IMDS adds protections for vulnerabilities that can be used to gain access to 
the IMDS: Open website application firewalls, Open reverse proxies, Server-
side request forgery (SSRF) vulnerabilities and 'Open Layer 3 firewalls and 
network address translation (NAT).

AWS Control Tower recommends that you configure your EC2 instances with IMDSv2.

Usage considerations

• This control applies only to Amazon EC2 launch templates that allow access to instance 
metadata.

Remediation for rule failure

Within the LaunchTemplateData property, provide a MetadataOptions configuration and set 
the value of HttpTokens to required.

The examples that follow show how to implement this remediation.

Amazon EC2 Launch Template - Example

Amazon EC2 launch template configured with IMDSv2 activated. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "EC2LaunchTemplate": { 
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        "Type": "AWS::EC2::LaunchTemplate", 
        "Properties": { 
            "LaunchTemplateData": { 
                "InstanceType": "t3.micro", 
                "ImageId": { 
                    "Ref": "LatestAmiId" 
                }, 
                "MetadataOptions": { 
                    "HttpTokens": "required" 
                } 
            } 
        } 
    }
} 
                 

YAML example

EC2LaunchTemplate: 
  Type: AWS::EC2::LaunchTemplate 
  Properties: 
    LaunchTemplateData: 
      InstanceType: t3.micro 
      ImageId: !Ref 'LatestAmiId' 
      MetadataOptions: 
        HttpTokens: required 

                 

CT.EC2.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_launch_template_imdsv2_check
#  
# Description:
#   This control checks whether your Amazon EC2 launch templates are configured with 
 Instance Metadata Service Version 2 (IMDSv2).
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#  
# Reports on:
#   AWS::EC2::LaunchTemplate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 launch template resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 launch template resource
#       And: 'LaunchTemplateData' has not been provided or 
 'LaunchTemplateData.MetadataOptions.HttpEndpoint' has
#             been provided and is equal to 'disabled'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 launch template resource
#       And: 'LaunchTemplateData' has been provided
#       And: 'MetadataOptions.HttpEndpoint' in 'LaunchTemplateData' has not been 
 provided or has been provided and
#            is equal to 'enabled'
#       And: 'MetadataOptions.HttpTokens' in 'LaunchTemplateData' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 launch template resource
#       And: 'LaunchTemplateData' has been provided
#       And: 'MetadataOptions.HttpEndpoint' in 'LaunchTemplateData' has not been 
 provided or has been provided and
#            is equal to 'enabled'
#       And: 'MetadataOptions.HttpTokens' in 'LaunchTemplateData' has been provided and 
 set to a value other than 'required'
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#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 launch template resource
#       And: 'LaunchTemplateData' has been provided
#       And: 'MetadataOptions.HttpEndpoint' in 'LaunchTemplateData' has not been 
 provided or has been provided and
#            is equal to 'enabled'
#       And: 'MetadataOptions.HttpTokens' in 'LaunchTemplateData' has been provided and 
 set to 'required'
#      Then: PASS

#
# Constants
#
let EC2_LAUNCH_TEMPLATE_TYPE = "AWS::EC2::LaunchTemplate"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_launch_templates = Resources.*[ Type == %EC2_LAUNCH_TEMPLATE_TYPE ]

#
# Primary Rules
#
rule ec2_launch_template_imdsv2_check when is_cfn_template(%INPUT_DOCUMENT) 
                                           %ec2_launch_templates not empty { 
    check(%ec2_launch_templates.Properties) 
        << 
        [CT.EC2.PR.1]: Require an Amazon EC2 launch template to have IMDSv2 configured 
            [FIX]: Within the 'LaunchTemplateData' property, provide a 
 'MetadataOptions' configuration and set the value of 'HttpTokens' to 'required'. 
        >>
}

rule ec2_launch_template_imdsv2_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_LAUNCH_TEMPLATE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_LAUNCH_TEMPLATE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.1]: Require an Amazon EC2 launch template to have IMDSv2 configured 
            [FIX]: Within the 'LaunchTemplateData' property, provide a 
 'MetadataOptions' configuration and set the value of 'HttpTokens' to 'required'. 
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        >>
}

#
# Parameterized Rules
#
rule check(launch_template) { 
    %launch_template [ 
        # Scenario 2 
        filter_launch_template_imds_enabled(this) 
    ] { 
        LaunchTemplateData exists 
        LaunchTemplateData is_struct 

        LaunchTemplateData { 
            # Scenario 3, 4 and 5 
            MetadataOptions exists 
            MetadataOptions is_struct 
            MetadataOptions { 
                HttpTokens exists 
                HttpTokens == "required" 
            } 
        } 
    }
}

rule filter_launch_template_imds_enabled(launch_template) { 
    %launch_template { 
        LaunchTemplateData exists 
        LaunchTemplateData is_struct 
        LaunchTemplateData { 
            MetadataOptions not exists or 
            filter_metadata_options_imds_enabled(this) 
        } 
    }
}

rule filter_metadata_options_imds_enabled(metadata_options) { 
    %metadata_options { 
        MetadataOptions is_struct 
        MetadataOptions { 
            HttpEndpoint not exists or 
            HttpEndpoint == "enabled" 
        } 
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    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        InstanceType: t3.micro 
        ImageId: 
          Ref: LatestAmiId 
        MetadataOptions: 
          HttpTokens: required 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        InstanceType: t3.micro 
        ImageId: 
          Ref: LatestAmiId 
        MetadataOptions: 
          HttpTokens: optional 

     

[CT.EC2.PR.2] Require that Amazon EC2 launch templates restrict the token hop limit to a 
maximum of one

This control checks whether an Amazon EC2 launch template has a metadata token hop limit set to
1.

• Control objective: Enforce least privilege, Protect configurations

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::LaunchTemplate

• AWS CloudFormation guard rule:  CT.EC2.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.2 rule specification

Proactive controls 819



AWS Control Tower User Guide

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.2 example templates

Explanation

The Amazon Instance Metadata Service (IMDS) provides metadata information about an Amazon 
EC2 instance, which is useful for application configuration. Restricting the HTTP PUT response for 
the metadata service to the EC2 instance protects the IMDS from unauthorized use.

The Time To Live (TTL) field in the IP packet is reduced by one on every hop. This reduction can be 
used to ensure that the packet does not travel outside EC2. IMDSv2 protects EC2 instances that 
may have been misconfigured as open routers, layer 3 firewalls, VPNs, tunnels, or NAT devices, 
which prevents unauthorized users from retrieving metadata. With IMDSv2, the PUT response 
that contains the secret token cannot travel outside the instance, because the default metadata 
response hop limit is set to 1. However, if this value is greater than 1, the token can leave the EC2 
instance.

Usage considerations

• This control applies only to Amazon EC2 launch templates that allow access to instance 
metadata.

• This control is incompatible with Amazon EC2 launch templates that require a token hop 
limit of 2.

Remediation for rule failure

Within the LaunchTemplateData property, provide a MetadataOptions configuration with the 
value of HttpPutResponseLimit set to 1, or omit the HttpPutResponseLimit property to 
adopt the AWS CloudFormation default value of 1.

The examples that follow show how to implement this remediation.

Amazon EC2 Launch Template - Example One

Amazon EC2 launch template configured with access to instance metadata enabled and a token 
hop limit of 1, set by means of AWS CloudFormation defaults. The example is shown in JSON and 
in YAML.
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JSON example

{ 
    "EC2LaunchTemplate": { 
        "Type": "AWS::EC2::LaunchTemplate", 
        "Properties": { 
            "LaunchTemplateData": { 
                "MetadataOptions": { 
                    "HttpEndpoint": "enabled" 
                } 
            } 
        } 
    }
} 
                 

YAML example

EC2LaunchTemplate: 
  Type: AWS::EC2::LaunchTemplate 
  Properties: 
    LaunchTemplateData: 
      MetadataOptions: 
        HttpEndpoint: enabled 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Launch Template - Example Two

Amazon EC2 launch template configured with access to instance metadata enabled and a token 
hop limit of 1, set by means of the MetadataOptions property. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "EC2LaunchTemplate": { 
        "Type": "AWS::EC2::LaunchTemplate", 
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        "Properties": { 
            "LaunchTemplateData": { 
                "MetadataOptions": { 
                    "HttpEndpoint": "enabled", 
                    "HttpPutResponseHopLimit": 1 
                } 
            } 
        } 
    }
} 
                 

YAML example

EC2LaunchTemplate: 
  Type: AWS::EC2::LaunchTemplate 
  Properties: 
    LaunchTemplateData: 
      MetadataOptions: 
        HttpEndpoint: enabled 
        HttpPutResponseHopLimit: 1 

                 

CT.EC2.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_launch_template_token_hop_limit_check
#  
# Description:
#   This control checks whether an Amazon EC2 launch template has a metadata token hop 
 limit set to '1'.
#  
# Reports on:
#   AWS::EC2::LaunchTemplate
#  
# Evaluates:

Proactive controls 822



AWS Control Tower User Guide

#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contain any EC2 launch template resources
#       Then: SKIP
#   Scenario: 2
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 launch template resource
#        And: 'LaunchTemplateData.MetadataOptions' has been provided
#        And: 'LaunchTemplateData.MetadataOptions.HttpEndpoint' has been provided and 
 is equal to 'disabled'
#       Then: SKIP
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 launch template resource
#        And: 'LaunchTemplateData.MetadataOptions' has been provided
#        And: 'LaunchTemplateData.MetadataOptions.HttpEndpoint' has not been provided 
 or has been provided and is
#             equal to 'enabled'
#        And: 'LaunchTemplateData.MetadataOptions.HttpPutResponseHopLimit' has been 
 provided and is not equal to
#             an integer of 1.
#       Then: FAIL
#   Scenario: 4
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 launch template resource
#        And: 'LaunchTemplateData.MetadataOptions' has not been provided
#       Then: PASS
#   Scenario: 5
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 launch template resource
#        And: 'LaunchTemplateData.MetadataOptions' has been provided
#        And: 'LaunchTemplateData.MetadataOptions.HttpEndpoint' has not been provided 
 or has been provided and is
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#             equal to 'enabled'
#        And: 'LaunchTemplateData.MetadataOptions.HttpPutResponseHopLimit' has not been 
 provided
#       Then: PASS
#   Scenario: 6
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 launch template resource
#        And: 'LaunchTemplateData.MetadataOptions' has been provided
#        And: 'LaunchTemplateData.MetadataOptions.HttpEndpoint' has not been provided 
 or has been provided and is
#             equal to 'enabled'
#        And: 'LaunchTemplateData.MetadataOptions.HttpPutResponseHopLimit' has been 
 provided and is equal to an
#             integer of 1.
#       Then: PASS

#
# Constants
#
let EC2_LAUNCH_TEMPLATE_TYPE = "AWS::EC2::LaunchTemplate"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_launch_templates = Resources.*[ Type == %EC2_LAUNCH_TEMPLATE_TYPE ]

#
# Primary Rules
#
rule ec2_launch_template_token_hop_limit_check when is_cfn_template(this) 
                                                    %ec2_launch_templates not empty { 
    check(%ec2_launch_templates.Properties) 
        << 
        [CT.EC2.PR.2]: Require that Amazon EC2 launch templates restrict the token hop 
 limit to a maximum of one 
            [FIX]: Within the 'LaunchTemplateData' property, provide a 
 'MetadataOptions' configuration with the value of 'HttpPutResponseLimit' set to '1', 
 or omit the 'HttpPutResponseLimit' property to adopt the AWS CloudFormation default 
 value of '1'. 
        >>
}
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rule ec2_launch_template_token_hop_limit_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_LAUNCH_TEMPLATE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_LAUNCH_TEMPLATE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.2]: Require that Amazon EC2 launch templates restrict the token hop 
 limit to a maximum of one 
            [FIX]: Within the 'LaunchTemplateData' property, provide a 
 'MetadataOptions' configuration with the value of 'HttpPutResponseLimit' set to '1', 
 or omit the 'HttpPutResponseLimit' property to adopt the AWS CloudFormation default 
 value of '1'. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_launch_template) { 
  %ec2_launch_template[ 
      # Scenario 2, 3 and 4 
      filter_launch_template(this) 
  ] { 
      # Scenario 5 and 6 
      LaunchTemplateData { 
          MetadataOptions not exists or 
          MetadataOptions { 
              HttpPutResponseHopLimit not exists or 
              HttpPutResponseHopLimit == 1 
          } 
      } 
  }
}

rule filter_launch_template(ec2_launch_template) { 
  %ec2_launch_template { 
      LaunchTemplateData exists 
      LaunchTemplateData is_struct 
      LaunchTemplateData { 
          MetadataOptions not exists or 
          filter_metadata_options_provided(this) 
      } 
  }
}

rule filter_metadata_options_provided(options) { 
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  %options { 
      MetadataOptions is_struct 
      MetadataOptions { 
          HttpEndpoint not exists or 
          HttpEndpoint == "enabled" 
      } 
  }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
  %doc { 
    AWSTemplateFormatVersion exists  or 
    Resources exists 
  }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
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        InstanceType: t3.micro 
        ImageId: 
          Ref: LatestAmiId 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        MetadataOptions: 
          HttpPutResponseHopLimit: 2 

     

[CT.EC2.PR.3] Require that any Amazon EC2 security group rule does not use the source IP 
range 0.0.0.0/0 or ::/0 for ports other than 80 and 443

This control checks whether an Amazon EC2 security group rule contains the string 0.0.0.0/0 or
::/0 as a source IP range. This control is not triggered if a rule allows connection to port 80 or 443 
with TCP, UDP, ICMP, or ICMPv6. The use of managed prefix lists is not supported.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::SecurityGroup, AWS::EC2::SecurityGroupIngress

• AWS CloudFormation guard rule:  CT.EC2.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.3 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.EC2.PR.3 example templates

Proactive controls 827



AWS Control Tower User Guide

Explanation

Security groups provide stateful filtering of ingress and egress network traffic to AWS resources. 
Disallowing usage of the strings 0.0.0.0/0 or ::/0 helps protect against this common 
misconfiguration and encourages users to choose a range aligned with least-privilege principles.

AWS recommends a layered approach, to ensure that network access is provided only as necessary 
for your business requirements. Security group rules should follow the principle of least privileged 
access. Unrestricted access increases the opportunity for malicious activity. Unless a port is 
specifically allowed, the port should deny unrestricted access (any IP address with a /0 suffix).

Usage considerations

• This control applies only to Amazon EC2 security group and EC2 security group ingress 
resources with ingress rules that allow inbound traffic from 0.0.0.0/0 or ::/0

• This control does not allow use of the SourcePrefixListId property on Amazon EC2 
Security Group and Amazon EC2 Security Group Ingress resources.

Remediation for rule failure

Ensure that security groups with ingress rules that allow TCP or UDP traffic from 0.0.0.0/0 or
::/0 allow traffic from ports 80 or 443 only.

The use of managed prefix lists is not supported.

The examples that follow show how to implement this remediation.

Amazon EC2 Security Group - Example One

Amazon EC2 Security Group allowing inbound TCP traffic from 0.0.0.0/0 on port 80. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "SecurityGroup": { 
        "Type": "AWS::EC2::SecurityGroup", 
        "Properties": { 
            "GroupDescription": { 
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                "Fn::Sub": "${AWS::StackName}-example" 
            }, 
            "SecurityGroupIngress": [ 
                { 
                    "IpProtocol": "tcp", 
                    "CidrIp": "0.0.0.0/0", 
                    "FromPort": 80, 
                    "ToPort": 80 
                } 
            ] 
        } 
    }
} 
                 

YAML example

SecurityGroup: 
  Type: AWS::EC2::SecurityGroup 
  Properties: 
    GroupDescription: !Sub '${AWS::StackName}-example' 
    SecurityGroupIngress: 
      - IpProtocol: tcp 
        CidrIp: '0.0.0.0/0' 
        FromPort: 80 
        ToPort: 80 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Security Group - Example Two

Amazon EC2 Security Group allowing inbound TCP traffic from 0.0.0.0/0 on port 443. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "SecurityGroup": { 
        "Type": "AWS::EC2::SecurityGroup", 
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        "Properties": { 
            "GroupDescription": { 
                "Fn::Sub": "${AWS::StackName}-example" 
            }, 
            "SecurityGroupIngress": [ 
                { 
                    "IpProtocol": "tcp", 
                    "CidrIp": "0.0.0.0/0", 
                    "FromPort": 443, 
                    "ToPort": 443 
                } 
            ] 
        } 
    }
} 
                 

YAML example

SecurityGroup: 
  Type: AWS::EC2::SecurityGroup 
  Properties: 
    GroupDescription: !Sub '${AWS::StackName}-example' 
    SecurityGroupIngress: 
      - IpProtocol: tcp 
        CidrIp: '0.0.0.0/0' 
        FromPort: 443 
        ToPort: 443 

                 

CT.EC2.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   vpc_sg_open_only_to_authorized_ports_check
#  
# Description:
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#    This control checks whether the Amazon EC2 security group contains the string 
 '0.0.0.0/0' or '::/0' as a source IP range.  
#    This control is not triggered if a rule allows connection to port 80 or 443 with 
 TCP, UDP, ICMP, or ICMPv6.
#  
# Reports on:
#   AWS::EC2::SecurityGroup, AWS::EC2::SecurityGroupIngress
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 security group or EC2 
 security group ingress resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 security group resource or EC2 
 security group ingress resource
#       And: The EC2 security group or EC2 security group ingress resource does not 
 allow inbound traffic from a source
#            prefix list and has no rules allowing inbound traffic from source 
 '0.0.0.0/0' or '::/0'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 security group resource or EC2 
 security group ingress resource
#       And: The EC2 security group or EC2 security group ingress resource has rules 
 allowing inbound traffic
#            from a source prefix list, or source '0.0.0.0/0' or '::/0'
#       And: The EC2 security group or EC2 security group ingress resource has a rule 
 that allows all traffic
#            ('IpProtocol' is set to '-1' or another protocol number)
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 security group resource or EC2 
 security group ingress resource
#       And: The EC2 security group or EC2 security group ingress resource has rules 
 allowing inbound traffic
#            from a source prefix list, or source '0.0.0.0/0' or '::/0'
#       And: The EC2 security group or EC2 security group ingress resource has no rules 
 that allow all traffic
#            ('IpProtocol' is not set to '-1' or another protocol number)
#       And: Ports allowed are not in the list of allowed ports
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 security group resource or EC2 
 security group ingress resource
#       And: The EC2 security group or EC2 security group ingress resource has rules 
 allowing inbound traffic
#            from a source prefix list, or source '0.0.0.0/0' or '::/0'
#       And: The EC2 security group or EC2 security group ingress resource has no rules 
 that allow all traffic
#            ('IpProtocol' is not set to '-1' or another protocol number)
#       And: Ports allowed are in the list of allowed ports
#      Then: PASS

#
# Constants
#
let SECURITY_GROUP_TYPE = "AWS::EC2::SecurityGroup"
let SECURITY_GROUP_INGRESS_TYPE = "AWS::EC2::SecurityGroupIngress"
let ALLOWED_PORTS = [80, 443]
let AUTHORIZED_PROTOCOLS = ["tcp", "udp", "icmp", "icmpv6"]
let UNRESTRICTED_IPV4_RANGES = ["0.0.0.0/0"]
let UNRESTRICTED_IPV6_RANGES = ["::/0"]
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_security_groups = Resources[ 
    Type == %SECURITY_GROUP_TYPE
]
let ec2_security_group_ingress_rules = Resources[ 
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    Type == %SECURITY_GROUP_INGRESS_TYPE
]

#
# Primary Rules
#
rule vpc_sg_open_only_to_authorized_ports_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %ec2_security_groups not empty { 

    check_security_group(%ec2_security_groups.Properties) 
        << 
        [CT.EC2.PR.3]: Require that any Amazon EC2 security group rule does not use the 
 source IP range 0.0.0.0/0 or ::/0 for ports other than 80 and 443 
        [FIX]: Ensure that security groups with ingress rules that allow TCP or UDP 
 traffic from '0.0.0.0/0' or '::/0' only allow traffic to ports 80 or 443. The use of 
 managed prefix lists is not supported. 
        >>
}

rule vpc_sg_open_only_to_authorized_ports_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %ec2_security_group_ingress_rules 
 not empty { 

    check_ingress_rule(%ec2_security_group_ingress_rules.Properties) 
        << 
        [CT.EC2.PR.3]: Require that any Amazon EC2 security group rule does not use the 
 source IP range 0.0.0.0/0 or ::/0 for ports other than 80 and 443 
        [FIX]: Ensure that security groups with ingress rules that allow TCP or UDP 
 traffic from '0.0.0.0/0' or '::/0' only allow traffic to ports 80 or 443. The use of 
 managed prefix lists is not supported. 
        >>
}

rule vpc_sg_open_only_to_authorized_ports_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %SECURITY_GROUP_TYPE) { 

    check_security_group(%INPUT_DOCUMENT.%SECURITY_GROUP_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.3]: Require that any Amazon EC2 security group rule does not use the 
 source IP range 0.0.0.0/0 or ::/0 for ports other than 80 and 443 
        [FIX]: Ensure that security groups with ingress rules that allow TCP or UDP 
 traffic from '0.0.0.0/0' or '::/0' only allow traffic to ports 80 or 443. The use of 
 managed prefix lists is not supported. 
        >>
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}

rule vpc_sg_open_only_to_authorized_ports_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %SECURITY_GROUP_INGRESS_TYPE) { 

    check_ingress_rule(%INPUT_DOCUMENT.%SECURITY_GROUP_INGRESS_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.3]: Require that any Amazon EC2 security group rule does not use the 
 source IP range 0.0.0.0/0 or ::/0 for ports other than 80 and 443 
        [FIX]: Ensure that security groups with ingress rules that allow TCP or UDP 
 traffic from '0.0.0.0/0' or '::/0' only allow traffic to ports 80 or 443. The use of 
 managed prefix lists is not supported. 
        >>
}

#
# Parameterized Rules
#
rule check_security_group(security_group) { 
    %security_group [ 
        SecurityGroupIngress exists 
        SecurityGroupIngress is_list 
        SecurityGroupIngress not empty 
    ] { 
        SecurityGroupIngress[*] { 
            check_ingress_rule(this) 
        } 
    }
}

rule check_ingress_rule(ingress_rule) { 
    %ingress_rule[ CidrIp in %UNRESTRICTED_IPV4_RANGES or 
                   CidrIpv6 in %UNRESTRICTED_IPV6_RANGES or  
                   SourcePrefixListId exists ] { 
        # Scenario 3 
        IpProtocol exists 
        IpProtocol in %AUTHORIZED_PROTOCOLS 

        when IpProtocol in ["tcp", "udp"] { 
            FromPort exists 
            ToPort exists 
            # Scenarios 4 and 5 
            check_ports(FromPort, ToPort) 
        } 

Proactive controls 834



AWS Control Tower User Guide

    }
}

rule check_ports(from_port, to_port) { 
    %from_port in %ALLOWED_PORTS 
    %to_port in %ALLOWED_PORTS 
    %from_port in %to_port
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        CidrIp: 0.0.0.0/0 
        FromPort: 80 
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        ToPort: 80 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  PrefixList: 
    Type: AWS::EC2::PrefixList 
    Properties: 
      PrefixListName: 
        Fn::Sub: ${AWS::StackName}-example 
      AddressFamily: IPv4 
      MaxEntries: 10 
      Entries: 
        - Cidr: "0.0.0.0/0" 
          Description: Public internet 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
  SecurityGroupIngress: 
    Type: AWS::EC2::SecurityGroupIngress 
    Properties: 
      GroupId: 
        Fn::GetAtt: [ SecurityGroup, GroupId ] 
      IpProtocol: -1 
      SourcePrefixListId: 
        Ref: PrefixList 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
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    Properties: 
      GroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
  SecurityGroupIngress: 
    Type: AWS::EC2::SecurityGroupIngress 
    Properties: 
      GroupId: 
        Fn::GetAtt: [ SecurityGroup, GroupId ] 
      IpProtocol: udp 
      CidrIp: 0.0.0.0/0 
      FromPort: 80 
      ToPort: 90 

     

[CT.EC2.PR.4] Require that any Amazon EC2 security group rule does not use the source IP 
range 0.0.0.0/0 or ::/0 for specific high-risk ports

This control checks whether an Amazon EC2 security group rule that contains the strings
0.0.0.0/0 or ::/0 as a source IP range does not allow incoming TCP, UDP, ICMP, or ICMPv6 traffic 
to the following ports: 3389, 20, 23, 110, 143, 3306, 8080, 1433, 9200, 9300, 25, 445, 135, 21,
1434, 4333, 5432, 5500, 5601, 22, 3000, 5000, 8088, 8888. The use of managed prefix lists is not 
supported.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::SecurityGroup, AWS::EC2::SecurityGroupIngress

• AWS CloudFormation guard rule:  CT.EC2.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.4 example templates

Explanation
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Security groups provide stateful filtering of ingress and egress network traffic to AWS resources. 
Disallowing usage of the strings 0.0.0.0/0 or ::/0 helps protect against this common 
misconfiguration and encourages users to choose a range aligned with least-privilege principles.

AWS recommends a layered approach, to ensure that network access is provided only as necessary 
for your business requirements. No security group should allow unrestricted ingress access to the 
following ports:

3389, 20, 23, 110, 143, 3306, 8080, 1433, 9200, 9300, 25, 445, 135, 21, 1434, 4333, 5432, 5500,
5601, 22, 3000, 5000, 8088, 8888.

Unrestricted access (0.0.0.0/0) increases opportunities for malicious activity, such as hacking, 
denial-of-service attacks, and loss of data.

Usage considerations

• This control applies only to Amazon EC2 security group and security group ingress 
resources with ingress rules that allow inbound traffic from 0.0.0.0/0 or ::/0.

• This control does not allow use of the SourcePrefixListId property on Amazon EC2 
Security Group and Amazon EC2 Security Group Ingress resources.

Remediation for rule failure

Remove Amazon EC2 security group ingress rules that allow traffic from 0.0.0.0/0 or ::/0 to 
high-risk ports: 3389, 20, 23, 110, 143, 3306, 8080, 1433, 9200, 9300, 25, 445, 135, 21, 1434,
4333, 5432, 5500, 5601, 22, 3000, 5000, 8088, 8888.

The use of managed prefix lists is not supported.

The examples that follow show how to implement this remediation.

Amazon EC2 Security Group - Example

Amazon EC2 security group configured to allow traffic from the source IP range 0.0.0.0/0 or
::/0 on a port range that does not include a high-risk port. The example is shown in JSON and in 
YAML.

JSON example
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{ 
    "SecurityGroup": { 
        "Type": "AWS::EC2::SecurityGroup", 
        "Properties": { 
            "GroupDescription": "sample-security-group", 
            "SecurityGroupIngress": [ 
                { 
                    "IpProtocol": "tcp", 
                    "CidrIp": "0.0.0.0/0", 
                    "FromPort": 80, 
                    "ToPort": 80 
                } 
            ] 
        } 
    }
} 
                 

YAML example

SecurityGroup: 
  Type: AWS::EC2::SecurityGroup 
  Properties: 
    GroupDescription: sample-security-group 
    SecurityGroupIngress: 
      - IpProtocol: tcp 
        CidrIp: '0.0.0.0/0' 
        FromPort: 80 
        ToPort: 80 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Security Group Ingress Rule - Example

Amazon EC2 security group ingress rule configured to allow traffic from the source IP range
0.0.0.0/0 or ::/0 on a port range that does not include a high-risk port. The example is shown 
in JSON and in YAML.

JSON example
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{ 
    "SecurityGroupIngress": { 
        "Type": "AWS::EC2::SecurityGroupIngress", 
        "Properties": { 
            "GroupId": { 
                "Fn::GetAtt": [ 
                    "SecurityGroup", 
                    "GroupId" 
                ] 
            }, 
            "IpProtocol": "tcp", 
            "CidrIp": "0.0.0.0/0", 
            "FromPort": 80, 
            "ToPort": 90 
        } 
    }
} 
                 

YAML example

SecurityGroupIngress: 
  Type: AWS::EC2::SecurityGroupIngress 
  Properties: 
    GroupId: !GetAtt 'SecurityGroup.GroupId' 
    IpProtocol: tcp 
    CidrIp: '0.0.0.0/0' 
    FromPort: 80 
    ToPort: 90 
                 

CT.EC2.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   vpc_sg_restricted_common_ports_check
#  
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# Description:
#   This control checks whether an Amazon EC2 security group rule that contains the 
 strings '0.0.0.0/0' or '::/0' as a source IP range  
#   does not allow incoming TCP, UDP, ICMP, ICMPv6 traffic to the following ports: 
 '3389', '20', '23', '110', '143',
#   '3306', '8080', '1433', '9200', '9300', '25', '445', '135', '21', '1434', '4333', 
 '5432', '5500', '5601', '22', '3000', '5000',
#   '8088', '8888'.
#  
# Reports on:
#   AWS::EC2::SecurityGroup, AWS::EC2::SecurityGroupIngress
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation Hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 security group or EC2 security 
 group ingress resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 security group resource or EC2 security 
 group ingress resource
#       And: EC2 security group or EC2 security group ingress resource does not allow 
 inbound traffic from a source
#            prefix list and has no rules allowing inbound traffic from source 
 '0.0.0.0/0' or '::/0'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 security group resource or EC2 security 
 group ingress resource
#       And: EC2 security group or EC2 security group ingress resource has rules 
 allowing inbound traffic
#            from a source prefix list, or source '0.0.0.0/0' or '::/0'
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#       And: EC2 security group or EC2 security group ingress resource has a rule that 
 allows all traffic
#            ('IpProtocol' is set to '-1' or another protocol number)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 security group resource or EC2 security 
 group ingress resource
#       And: EC2 security group or EC2 security group ingress resource has rules 
 allowing inbound traffic
#            from a source prefix list, or source '0.0.0.0/0' or '::/0'
#       And: EC2 security group or EC2 security group ingress resource has no rules 
 that allow all traffic
#            ('IpProtocol' is not set to '-1' or another protocol number)
#       And: Ports allowed are in the list of blocked ports
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 security group resource or EC2 security 
 group ingress resource
#       And: EC2 security group or EC2 security group ingress resource has rules 
 allowing inbound traffic
#            from a source prefix list, or source '0.0.0.0/0' or '::/0'
#       And: EC2 security group or EC2 security group ingress resource has no rules 
 that allow all traffic
#            ('IpProtocol' is not set to '-1' or another protocol number)
#       And: Ports allowed are not in the list of blocked ports
#      Then: PASS

#
# Constants
#
let SECURITY_GROUP_TYPE = "AWS::EC2::SecurityGroup"
let SECURITY_GROUP_INGRESS_TYPE = "AWS::EC2::SecurityGroupIngress"
let BLOCKED_PORTS = [3389, 20, 23, 110, 143, 3306, 8080, 1433, 9200, 9300, 25, 445, 
 135, 21, 1434, 4333, 5432, 5500, 
                     5601, 22, 3000, 5000, 8088, 8888]
let AUTHORIZED_PROTOCOLS = ["tcp", "udp", "icmp", "icmpv6"]
let UNRESTRICTED_IPV4_RANGES = ["0.0.0.0/0"]
let UNRESTRICTED_IPV6_RANGES = ["::/0"]
let INPUT_DOCUMENT = this
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#
# Assignments
#
let ec2_security_groups = Resources[ 
    Type == %SECURITY_GROUP_TYPE
]
let ec2_security_group_ingress_rules = Resources[ 
    Type == %SECURITY_GROUP_INGRESS_TYPE
]

#
# Primary Rules
#
rule vpc_sg_restricted_common_ports_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %ec2_security_groups not empty { 

    check_security_group(%ec2_security_groups.Properties) 
        << 
        [CT.EC2.PR.4]: Require that any Amazon EC2 security group rule does not use the 
 source IP range 0.0.0.0/0 or ::/0 for specific high-risk ports 
            [FIX]: Remove Amazon EC2 security group ingress rules that allow traffic 
 from '0.0.0.0/0' or '::/0' to high-risk ports: '3389', '20', '23', '110', '143', 
 '3306', '8080', '1433', '9200', '9300', '25', '445', '135', '21', '1434', '4333', 
 '5432', '5500', '5601', '22', '3000', '5000', '8088', '8888'. The use of managed 
 prefix lists is not supported. 
        >>
}

rule vpc_sg_restricted_common_ports_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %ec2_security_group_ingress_rules not 
 empty { 

    check_ingress_rule(%ec2_security_group_ingress_rules.Properties) 
        << 
        [CT.EC2.PR.4]: Require that any Amazon EC2 security group rule does not use the 
 source IP range 0.0.0.0/0 or ::/0 for specific high-risk ports 
            [FIX]: Remove Amazon EC2 security group ingress rules that allow traffic 
 from '0.0.0.0/0' or '::/0' to high-risk ports: '3389', '20', '23', '110', '143', 
 '3306', '8080', '1433', '9200', '9300', '25', '445', '135', '21', '1434', '4333', 
 '5432', '5500', '5601', '22', '3000', '5000', '8088', '8888'. The use of managed 
 prefix lists is not supported. 
        >>
}
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rule vpc_sg_restricted_common_ports_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %SECURITY_GROUP_TYPE) { 

    check_security_group(%INPUT_DOCUMENT.%SECURITY_GROUP_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.4]: Require that any Amazon EC2 security group rule does not use the 
 source IP range 0.0.0.0/0 or ::/0 for specific high-risk ports 
            [FIX]: Remove Amazon EC2 security group ingress rules that allow traffic 
 from '0.0.0.0/0' or '::/0' to high-risk ports: '3389', '20', '23', '110', '143', 
 '3306', '8080', '1433', '9200', '9300', '25', '445', '135', '21', '1434', '4333', 
 '5432', '5500', '5601', '22', '3000', '5000', '8088', '8888'. The use of managed 
 prefix lists is not supported. 
        >>
}

rule vpc_sg_restricted_common_ports_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %SECURITY_GROUP_INGRESS_TYPE) { 

    check_ingress_rule(%INPUT_DOCUMENT.%SECURITY_GROUP_INGRESS_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.4]: Require that any Amazon EC2 security group ruledoes not use the 
 source IP range 0.0.0.0/0 or ::/0 for specific high-risk ports 
            [FIX]: Remove Amazon EC2 security group ingress rules that allow traffic 
 from '0.0.0.0/0' or '::/0' to high-risk ports: '3389', '20', '23', '110', '143', 
 '3306', '8080', '1433', '9200', '9300', '25', '445', '135', '21', '1434', '4333', 
 '5432', '5500', '5601', '22', '3000', '5000', '8088', '8888'. The use of managed 
 prefix lists is not supported. 
        >>
}

#
# Parameterized Rules
#
rule check_security_group(security_group) { 
    %security_group [ 
        SecurityGroupIngress exists 
        SecurityGroupIngress is_list 
        SecurityGroupIngress not empty 
    ] { 
        SecurityGroupIngress[*] { 
            check_ingress_rule(this) 
        } 
    }
}
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rule check_ingress_rule(ingress_rule) { 
    %ingress_rule[ CidrIp in %UNRESTRICTED_IPV4_RANGES or 
                   CidrIpv6 in %UNRESTRICTED_IPV6_RANGES or  
                   SourcePrefixListId exists ] { 
        # Scenario 3 
        IpProtocol exists 
        IpProtocol in %AUTHORIZED_PROTOCOLS 

        when IpProtocol in ["tcp", "udp"] { 
            FromPort exists 
            ToPort exists 

            let ingress_block = this 

            %BLOCKED_PORTS.* { 
                # Scenarios 4 and 5 
                check_ports(this, %ingress_block.FromPort, %ingress_block.ToPort) 
            } 
        } 
    }
}
rule check_ports(port, FromPort, ToPort) { 
    %FromPort > %port or 
    %ToPort < %port
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

Proactive controls 845



AWS Control Tower User Guide

CT.EC2.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        CidrIp: 0.0.0.0/0 
        FromPort: 80 
        ToPort: 80 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  PrefixList: 
    Type: AWS::EC2::PrefixList 
    Properties: 
      PrefixListName: 
        Fn::Sub: ${AWS::StackName}-example 
      AddressFamily: IPv4 
      MaxEntries: 10 
      Entries: 
        - Cidr: "0.0.0.0/0" 
          Description: Public internet 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      SecurityGroupIngress: 
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      - IpProtocol: -1 
        SourcePrefixListId:  
          Ref: PrefixList 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        CidrIp: 0.0.0.0/0 
        FromPort: 22 
        ToPort: 22 

     

[CT.EC2.PR.5] Require any Amazon EC2 network ACL to prevent ingress from 0.0.0.0/0 to port 
22 or port 3389

This control checks whether the Amazon EC2 network ACL inbound entry allows unrestricted 
incoming traffic (0.0.0.0/0 or ::/0) for SSH or RDP.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::NetworkAclEntry

• AWS CloudFormation guard rule:  CT.EC2.PR.5 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.5 example templates

Explanation

Access to remote server administration ports, such as port 22 (SSH) and port 3389 (RDP), should 
not be publicly accessible, because these ports may allow unintended access to resources within 
your VPC.

Usage considerations

• This control only applies to Amazon EC2 network ACL entry resources that allow 
unrestricted inbound traffic.

Remediation for rule failure

For Amazon EC2 network ACL entries that allow inbound connectivity on port 22 or port 3389, 
provide a CIDR range in CidrBlock or Ipv6CidrBlock that does not allow traffic from all 
sources.

The examples that follow show how to implement this remediation.

Amazon EC2 Network ACL Entry - Example One

Amazon EC2 network ACL entry configured to allow unrestricted inbound IPv4 TCP traffic in a port 
range excluding port 22 (SSH) and port 3389 (RDP). The example is shown in JSON and in YAML.

JSON example

{ 
    "NetworkAclEntry": { 
        "Type": "AWS::EC2::NetworkAclEntry", 
        "Properties": { 
            "CidrBlock": "0.0.0.0/0", 
            "Egress": false, 
            "NetworkAclId": { 
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                "Ref": "NACL" 
            }, 
            "Protocol": 6, 
            "PortRange": { 
                "From": 2000, 
                "To": 2005 
            }, 
            "RuleAction": "allow", 
            "RuleNumber": 100 
        } 
    }
} 
                 

YAML example

NetworkAclEntry: 
  Type: AWS::EC2::NetworkAclEntry 
  Properties: 
    CidrBlock: '0.0.0.0/0' 
    Egress: false 
    NetworkAclId: !Ref 'NACL' 
    Protocol: 6 
    PortRange: 
      From: 2000 
      To: 2005 
    RuleAction: allow 
    RuleNumber: 100 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Network ACL Entry - Example Two

Amazon EC2 network ACL entry configured to allow unrestricted inbound IPv6 UDP traffic in a port 
range excluding port 3389 (RDP). The example is shown in JSON and in YAML.

JSON example

{ 
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    "NetworkAclEntry": { 
        "Type": "AWS::EC2::NetworkAclEntry", 
        "Properties": { 
            "Ipv6CidrBlock": "::/0", 
            "Egress": false, 
            "NetworkAclId": { 
                "Ref": "NACL" 
            }, 
            "Protocol": 17, 
            "PortRange": { 
                "From": 100, 
                "To": 200 
            }, 
            "RuleAction": "allow", 
            "RuleNumber": 100 
        } 
    }
} 
                 

YAML example

NetworkAclEntry: 
  Type: AWS::EC2::NetworkAclEntry 
  Properties: 
    Ipv6CidrBlock: ::/0 
    Egress: false 
    NetworkAclId: !Ref 'NACL' 
    Protocol: 17 
    PortRange: 
      From: 100 
      To: 200 
    RuleAction: allow 
    RuleNumber: 100 

                 

CT.EC2.PR.5 rule specification

# ###################################
##       Rule Specification        ##
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#####################################
#  
# Rule Identifier:
#   nacl_no_unrestricted_ssh_rdp_check
#  
# Description:
#   This control checks whether the Amazon EC2 network ACL inbound entry allows 
 unrestricted incoming traffic ('0.0.0.0/0' or '::/0') for SSH or RDP.
#  
# Reports on:
#   AWS::EC2::NetworkAclEntry
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 network ACL entry resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a EC2 network ACL entry resource
#       And: EC2 network ACL entry resource has no CIDR block allowing inbound traffic
#            from source '0.0.0.0/0' or '::/0'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a EC2 network ACL entry resource
#       And: EC2 network ACL entry resource allows inbound traffic
#            from source '0.0.0.0/0' or '::/0'
#       And: EC2 network ACL entry resource allows all traffic
#            ('IpProtocol' is set to '-1')
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a EC2 network ACL entry resource
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#       And: EC2 network ACL entry resource allows inbound traffic
#            from source '0.0.0.0/0' or '::/0'
#       And: EC2 network ACL entry resource allows TCP (protocol 6) traffic
#       And: EC2 network ACL entry resource allows traffic from a PortRange that 
 includes 22
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a EC2 network ACL entry resource
#       And: EC2 network ACL entry resource allows inbound traffic
#            from source '0.0.0.0/0' or '::/0'
#       And: EC2 network ACL entry resource allows TCP (protocol 6) or UDP (protocol 
 17) traffic
#       And: EC2 network ACL entry resource allows traffic from a PortRange that 
 includes 3389
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a EC2 network ACL entry resource
#       And: EC2 network ACL entry resource allows inbound traffic
#            from source '0.0.0.0/0' or '::/0'
#       And: EC2 network ACL entry resource allows TCP (protocol 6) traffic
#       And: EC2 network ACL entry resource allows traffic from a PortRange that 
 excludes 22
#      Then: PASS
# Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a EC2 network ACL entry resource
#       And: EC2 network ACL entry resource allows inbound traffic
#            from source '0.0.0.0/0' or '::/0'
#       And: EC2 network ACL entry resource allows TCP (protocol 6) or UDP (protocol 
 17) traffic
#       And: EC2 network ACL entry resource allows traffic from a PortRange that 
 excludes 3389
#      Then: PASS

#
# Constants
#
let NETWORK_ACL_TYPE = "AWS::EC2::NetworkAclEntry"
let INPUT_DOCUMENT = this
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let ALL_TRAFFIC_PROTOCOL = [-1, "-1"]
let TCP_PROTOCOL = [6, "6"]
let UDP_PROTOCOL = [17, "17"]
let UNRESTRICTED_IPV4_RANGES = ["0.0.0.0/0"]
let UNRESTRICTED_IPV6_RANGES = ["::/0"]
let SSH_PORT = 22
let RDP_PORT = 3389

#
# Assignments
#
let nacl_entries = Resources.*[ Type == %NETWORK_ACL_TYPE ]

#
# Primary Rules
#
rule nacl_no_unrestricted_ssh_rdp_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %nacl_entries not empty { 
    check(%nacl_entries.Properties) 
        << 
        [CT.EC2.PR.5]: Require any Amazon EC2 network ACL to prevent ingress from 
 0.0.0.0/0 to port 22 or port 3389 
        [FIX]: For Amazon EC2 network ACL entries that allow inbound connectivity on 
 port 22 or port 3389, provide a CIDR range in 'CidrBlock' or 'Ipv6CidrBlock' that does 
 not allow traffic from all sources. 
        >>
}

rule nacl_no_unrestricted_ssh_rdp_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %NETWORK_ACL_TYPE) { 
    check(%INPUT_DOCUMENT.%NETWORK_ACL_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.5]: Require any Amazon EC2 network ACL to prevent ingress from 
 0.0.0.0/0 to port 22 or port 3389 
        [FIX]: For Amazon EC2 network ACL entries that allow inbound connectivity on 
 port 22 or port 3389, provide a CIDR range in 'CidrBlock' or 'Ipv6CidrBlock' that does 
 not allow traffic from all sources. 
        >>
}

#
# Parameterized Rules
#
rule check(nacl_entry) { 
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    %nacl_entry [ 
        # Scenario 2 
        filter_allow_unrestricted_ingress(this) 
    ] { 
        # Scenario 3 
        Protocol exists 
        Protocol not in %ALL_TRAFFIC_PROTOCOL 

        # Scenario 4, 6 
        check_for_open_ssh(this) 

        # Scenario 5, 7 
        check_for_open_rdp(this) 
    }
}

rule filter_allow_unrestricted_ingress(nacl_entry) { 
    Egress not exists or 
    Egress != true 

    CidrBlock in %UNRESTRICTED_IPV4_RANGES or 
    Ipv6CidrBlock in %UNRESTRICTED_IPV6_RANGES 

    RuleAction == "allow"
}

rule check_for_open_ssh(nacl_entry) { 
    %nacl_entry [ 
        Protocol in %TCP_PROTOCOL 
    ] { 
        check_port_range_exists(this) 
        check_ports(%SSH_PORT, PortRange.From, PortRange.To) 
   }
}

rule check_for_open_rdp(nacl_entry) { 
    %nacl_entry [ 
           Protocol in %TCP_PROTOCOL or 
           Protocol in %UDP_PROTOCOL 
    ] { 
        check_port_range_exists(this) 
        check_ports(%RDP_PORT, PortRange.From, PortRange.To) 
   }
}
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rule check_port_range_exists(nacl_entry) { 
    PortRange exists 
    PortRange is_struct 
    PortRange { 
        From exists 
        To exists 
    }
}

rule check_ports(port, nacl_from_port, nacl_to_port) { 
    %nacl_from_port > %port or 
    %nacl_to_port < %port
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, NETWORK_ACL_TYPE) { 
    %doc.%NETWORK_ACL_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 

Proactive controls 855



AWS Control Tower User Guide

      CidrBlock: 192.168.0.0/16 
  NACL: 
    Type: AWS::EC2::NetworkAcl 
    Properties: 
      VpcId: 
        Ref: VPC 
  NetworkAclEntry: 
    Type: AWS::EC2::NetworkAclEntry 
    Properties: 
      CidrBlock: 0.0.0.0/0 
      Egress: false 
      NetworkAclId: 
        Ref: NACL 
      Protocol: 6 
      PortRange: 
        From: 2000 
        To: 2005 
      RuleAction: allow 
      RuleNumber: 100 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 192.168.0.0/16 
  NACL: 
    Type: AWS::EC2::NetworkAcl 
    Properties: 
      VpcId: 
        Ref: VPC 
  NetworkAclEntry: 
    Type: AWS::EC2::NetworkAclEntry 
    Properties: 
      CidrBlock: 0.0.0.0/0 
      Egress: false 
      NetworkAclId: 
        Ref: NACL 
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      Protocol: 6 
      PortRange: 
        From: 3000 
        To: 3500 
      RuleAction: allow 
      RuleNumber: 100 

     

[CT.EC2.PR.6] Require that Amazon EC2 transit gateways refuse automatic Amazon VPC 
attachment requests

This control checks whether Amazon EC2 transit gateways are configured to accept Amazon VPC 
attachment requests automatically.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::TransitGateway

• AWS CloudFormation guard rule:  CT.EC2.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.6 example templates

Explanation

Turning on the AutoAcceptSharedAttachments property configures a transit gateway to accept 
cross-account VPC attachment requests automatically, without verifying the request or the account 
from which the attachment is originating. In alignment with the best practices of authorization 
and authentication, we recommended turning off this feature, to ensure that only authorized VPC 
attachment requests are accepted.

Remediation for rule failure

Omit the AutoAcceptSharedAttachments property or set the property to disable.

Proactive controls 857



AWS Control Tower User Guide

The examples that follow show how to implement this remediation.

AWS Transit Gateway - Example

AWS Transit Gateway configured to deactivate auto-acceptance of cross-account Amazon VPC 
attachments. The example is shown in JSON and in YAML.

JSON example

{ 
    "TransitGateway": { 
        "Type": "AWS::EC2::TransitGateway", 
        "Properties": { 
            "AutoAcceptSharedAttachments": "disable" 
        } 
    }
} 
                 

YAML example

TransitGateway: 
  Type: AWS::EC2::TransitGateway 
  Properties: 
    AutoAcceptSharedAttachments: disable 

                 

CT.EC2.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_transit_gateway_auto_vpc_attach_disabled_check
#  
# Description:
#   This control checks whether Amazon EC2 transit gateways are configured to accept 
 Amazon VPC attachment requests automatically.
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#  
# Reports on:
#   AWS::EC2::TransitGateway
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 transit gateway resources
#      Then: SKIP
#   Scenario: 2
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 transit gateway resource
#        And: 'AutoAcceptSharedAttachments' configuration has been provided and is set 
 to a value other than 'disable'
#       Then: FAIL
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 transit gateway resource
#        And: 'AutoAcceptSharedAttachments' configuration has not been provided
#       Then: PASS
#   Scenario: 4
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 transit gateway resource
#        And: 'AutoAcceptSharedAttachments' configuration has been provided and set to 
 'disable'
#       Then: PASS

#
# Constants
#
let EC2_TRANSIT_GATEWAY_TYPE = "AWS::EC2::TransitGateway"
let INPUT_DOCUMENT = this

#
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# Assignments
#
let ec2_transit_gateway = Resources.*[ Type == %EC2_TRANSIT_GATEWAY_TYPE ]

#
# Primary Rules
#
rule ec2_transit_gateway_auto_vpc_attach_disabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                             %ec2_transit_gateway not 
 empty { 
    check(%ec2_transit_gateway.Properties) 
        << 
        [CT.EC2.PR.6]: Require that Amazon EC2 transit gateways refuse automatic Amazon 
 VPC attachment requests 
            [FIX]: Omit the 'AutoAcceptSharedAttachments' property or set the property 
 to 'disable'. 
        >>
}

rule ec2_transit_gateway_auto_vpc_attach_disabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %EC2_TRANSIT_GATEWAY_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_TRANSIT_GATEWAY_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.6]: Require that Amazon EC2 transit gateways refuse automatic Amazon 
 VPC attachment requests 
            [FIX]: Omit the 'AutoAcceptSharedAttachments' property or set the property 
 to 'disable'. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_transit_gateway) { 
    %ec2_transit_gateway { 
        # Scenario 3 
        AutoAcceptSharedAttachments not exists or 
        # Scenario 2 and 4 
        AutoAcceptSharedAttachments == "disable" 
    }
}

#
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# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  TransitGateway: 
    Type: AWS::EC2::TransitGateway 
    Properties: 
      AutoAcceptSharedAttachments: disable 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  TransitGateway: 
    Type: AWS::EC2::TransitGateway 
    Properties: 
      AutoAcceptSharedAttachments: enable 
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[CT.EC2.PR.7] Require an Amazon EBS volume resource to be encrypted at rest when defined by 
means of the AWS::EC2::Instance BlockDeviceMappings property or AWS::EC2::Volume resource 
type

This control checks whether your standalone Amazon EC2 EBS volume and Amazon Elastic Block 
Store (EBS) volume created through EC2 instance Block Device Mappings are encrypted at rest. 
Specifically, it checks that the Encrypted property is set to true in either the EBS volume resource 
definition or an EC2 instance resource definition’s BlockDeviceMappings property.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::Instance, AWS::EC2::Volume

• AWS CloudFormation guard rule:  CT.EC2.PR.7 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.7 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.7 example templates

Explanation

For an added layer of security of your sensitive data in Amazon EC2 EBS volumes, you should 
enable EBS encryption at rest. Amazon EBS encryption offers a straightforward encryption solution 
for your EBS resources that doesn't require you to build, maintain, and secure your own key 
management infrastructure. It uses KMS keys when creating encrypted volumes and snapshots.

Amazon Elastic Block Store (EBS) volumes can be inherited from:

• The Amazon Machine Image (AMI) specified with the ImageId property

• The Launch Template specified with the LaunchTemplateId property
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Usage considerations

• For Amazon EC2 instance block device mappings, this control does not check any block 
device mappings created by means of an EC2 launch template or inherited through the 
AMI from which the instance is launched.

Remediation for rule failure

Set Encryption to true on Amazon EC2 EBS Volumes.

The examples that follow show how to implement this remediation.

Amazon EC2 Instance - Example

Amazon EC2 instance with an encrypted EBS volume. The example is shown in JSON and in YAML.

JSON example

{ 
    "EC2Instance": { 
        "Type": "AWS::EC2::Instance", 
        "Properties": { 
            "ImageId": { 
                "Ref": "LatestAmiId" 
            }, 
            "InstanceType": "t3.micro", 
            "NetworkInterfaces": [ 
                { 
                    "DeviceIndex": 0, 
                    "SubnetId": { 
                        "Ref": "Subnet" 
                    }, 
                    "AssociatePublicIpAddress": false 
                } 
            ], 
            "BlockDeviceMappings": [ 
                { 
                    "DeviceName": "/dev/sdm", 
                    "Ebs": { 
                        "VolumeType": "gp3", 
                        "Iops": 200, 
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                        "Encrypted": true, 
                        "DeleteOnTermination": true, 
                        "VolumeSize": 20 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

EC2Instance: 
  Type: AWS::EC2::Instance 
  Properties: 
    ImageId: !Ref 'LatestAmiId' 
    InstanceType: t3.micro 
    NetworkInterfaces: 
      - DeviceIndex: 0 
        SubnetId: !Ref 'Subnet' 
        AssociatePublicIpAddress: false 
    BlockDeviceMappings: 
      - DeviceName: /dev/sdm 
        Ebs: 
          VolumeType: gp3 
          Iops: 200 
          Encrypted: true 
          DeleteOnTermination: true 
          VolumeSize: 20 

                 

The examples that follow show how to implement this remediation.

Amazon EBS Volume - Example

Amazon EBS Volume with encryption configured. The example is shown in JSON and in YAML.

JSON example
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{ 
    "EBSVolume": { 
        "Type": "AWS::EC2::Volume", 
        "Properties": { 
            "Size": 100, 
            "AvailabilityZone": { 
                "Fn::Select": [ 
                    0, 
                    { 
                        "Fn::GetAZs": "" 
                    } 
                ] 
            }, 
            "Encrypted": true 
        } 
    }
} 
                 

YAML example

EBSVolume: 
  Type: AWS::EC2::Volume 
  Properties: 
    Size: 100 
    AvailabilityZone: !Select 
      - 0 
      - !GetAZs '' 
    Encrypted: true 

                 

CT.EC2.PR.7 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_encrypted_volumes_check
#  
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# Description:
#   Checks whether standalone Amazon EC2 EBS volumes and new EC2 EBS volumes created 
 through EC2 instance
#   Block Device Mappings are encrypted at rest.
#  
# Reports on:
#   AWS::EC2::Instance, AWS::EC2::Volume
#  
# Evaluates:
#   AWS CloudFormation, CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 volume resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'BlockDeviceMappings' has not been provided or has been provided as an 
 empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'BlockDeviceMappings' has been provided as a non-empty list
#       And: 'Ebs' has been provided in a 'BlockDeviceMappings' configuration
#       And: 'Encrypted' has not been provided in the 'Ebs' configuration
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'BlockDeviceMappings' has been provided as a non-empty list
#       And: 'Ebs' has been provided in a 'BlockDeviceMappings' configuration
#       And: 'Encrypted' has been provided in the 'Ebs' configuration and set to 
 bool(false)
#      Then: FAIL
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#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an EC2 volume resource
#       And: 'Encrypted' on the EC2 volume has not been provided
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an EC2 volume resource
#       And: 'Encrypted' on the EC2 volume has been provided and is set to bool(false)
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'BlockDeviceMappings' has been provided as a non-empty list
#       And: 'Ebs' has been provided in a 'BlockDeviceMappings' configuration
#       And: 'Encrypted' has been provided in the 'Ebs' configuration and set to 
 bool(true)
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an EC2 volume resource
#       And: 'Encrypted' on the EC2 volume has been provided and is set to bool(true)
#      Then: PASS

#
# Constants
#
let EC2_VOLUME_TYPE = "AWS::EC2::Volume"
let EC2_INSTANCE_TYPE = "AWS::EC2::Instance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_volumes = Resources.*[ Type == %EC2_VOLUME_TYPE ]
let ec2_instances = Resources.*[ Type == %EC2_INSTANCE_TYPE ]

#
# Primary Rules
#
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rule ec2_encrypted_volumes_check when is_cfn_template(%INPUT_DOCUMENT) 
                                      %ec2_volumes not empty { 
    check_volume(%ec2_volumes.Properties) 
        << 
        [CT.EC2.PR.7]: Require that an Amazon EBS volume attached to an Amazon EC2 
 instance is encrypted at rest 
        [FIX]: Set 'Encryption' to true on EC2 EBS Volumes. 
        >>
}

rule ec2_encrypted_volumes_check when is_cfn_hook(%INPUT_DOCUMENT, %EC2_VOLUME_TYPE) { 
    check_volume(%INPUT_DOCUMENT.%EC2_VOLUME_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.7]: Require that an Amazon EBS volume attached to an Amazon EC2 
 instance is encrypted at rest 
        [FIX]: Set 'Encryption' to true on EC2 EBS Volumes. 
        >>
}

rule ec2_encrypted_volumes_check when is_cfn_template(%INPUT_DOCUMENT) 
                                      %ec2_instances not empty { 
    check_instance(%ec2_instances.Properties) 
        << 
        [CT.EC2.PR.7]: Require that an Amazon EBS volume attached to an Amazon EC2 
 instance is encrypted at rest 
        [FIX]: Set 'Encryption' to true on EC2 EBS Volumes. 
        >>
}

rule ec2_encrypted_volumes_check when is_cfn_hook(%INPUT_DOCUMENT, %EC2_INSTANCE_TYPE) 
 { 
    check_instance(%INPUT_DOCUMENT.%EC2_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.7]: Require that an Amazon EBS volume attached to an Amazon EC2 
 instance is encrypted at rest 
        [FIX]: Set 'Encryption' to true on EC2 EBS Volumes. 
        >>
}

#
# Parameterized Rules
#

rule check_instance(ec2_instance) { 
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    %ec2_instance[ 
        filter_ec2_instance_block_device_mappings(this) 
    ] { 
        BlockDeviceMappings[ 
            Ebs exists 
            Ebs is_struct 
        ] { 
            check_volume(Ebs) 
        } 
    }
}

rule check_volume(ec2_volume) { 
    %ec2_volume { 
        # Scenario 2 
        Encrypted exists 
        # Scenarios 3 and 4 
        Encrypted == true 
    }
}

rule filter_ec2_instance_block_device_mappings(ec2_instance) { 
    %ec2_instance { 
        BlockDeviceMappings exists 
        BlockDeviceMappings is_list 
        BlockDeviceMappings not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

Proactive controls 869



AWS Control Tower User Guide

    

CT.EC2.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      NetworkInterfaces: 
      - DeviceIndex: 0 
        SubnetId: 
          Ref: Subnet 
        AssociatePublicIpAddress: false 
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      BlockDeviceMappings: 
      - DeviceName: "/dev/sdm" 
        Ebs: 
          VolumeType: gp3 
          Iops: 200 
          Encrypted: true 
          DeleteOnTermination: true 
          VolumeSize: 20 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
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      NetworkInterfaces: 
      - DeviceIndex: 0 
        SubnetId: 
          Ref: Subnet 
        AssociatePublicIpAddress: false 
      BlockDeviceMappings: 
      - DeviceName: "/dev/sdm" 
        Ebs: 
          VolumeType: gp3 
          Iops: 200 
          Encrypted: false 
          DeleteOnTermination: true 
          VolumeSize: 20 

     

[CT.EC2.PR.8] Require an Amazon EC2 instance to set AssociatePublicIpAddress to false
on a new network interface created by means of the NetworkInterfaces property in the
AWS::EC2::Instance resource

This control checks whether your Amazon EC2 instance is configured not to associate a public IP 
address by default. In particular, this control requires configuring the AssociatePublicIpAddress
parameter to false on a new network interface created by means of the NetworkInterfaces
property.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::Instance

• AWS CloudFormation guard rule:  CT.EC2.PR.8 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.8 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.8 example templates
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This control is incompatible with AWS Cloud9

A compatibility issue exists with AWS Cloud9 and this AWS Control Tower proactive control,
[CT.EC2.PR.8] Require an Amazon EC2 instance to set AssociatePublicIpAddress to false
on a new network interface created by means of the NetworkInterfaces property in the
AWS::EC2::Instance resource. If this control is enabled, you cannot create an Amazon EC2 
environment in AWS Cloud9. For more information, see Troubleshooting AWS Cloud9.

Explanation

A public IPv4 address is an IP address that is reachable from the internet. If you launch your 
instance with a public IP address, then your EC2 instance is reachable from the internet. A private 
IPv4 address is an IP address that is not reachable from the internet. You can use private IPv4 
addresses for communication between EC2 instances in the same VPC or in your connected private 
network.

IPv6 addresses are globally unique, and therefore are reachable from the internet. However, by 
default all subnets have the IPv6 addressing attribute set to false.

The network interface settings can be inherited from the Launch Template specified with the
LaunchTemplateId property.

Usage considerations

• This control applies only to a new network interface created by means of the
NetworkInterfaces property, where a NetworkInterfaceId has not been specified.

• This control requires subnet information to be specified within a NetworkInterfaces
configuration instead of the root level SubnetId property.

• This control does not check a network interface that may be created in an Amazon EC2 
launch template that may be referenced by the LaunchTemplateId property.

• A compatibility issue exists with AWS Cloud9 and this AWS Control Tower proactive 
control. If this control is enabled, you cannot create an Amazon EC2 environment in AWS 
Cloud9.
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Remediation for rule failure

Specify network interfaces using the NetworkInterfaces property instead of the 
root level SubnetId property. Set AssociatePublicIpAddress to false within each
NetworkInterfaces configuration.

The examples that follow show how to implement this remediation.

Amazon EC2 Instance - Example

Amazon EC2 instance configured with a new interface that disables public IP address association on 
creation. The example is shown in JSON and in YAML.

JSON example

{ 
    "EC2Instance": { 
        "Type": "AWS::EC2::Instance", 
        "Properties": { 
            "InstanceType": "t3.micro", 
            "ImageId": { 
                "Ref": "LatestAmiId" 
            }, 
            "NetworkInterfaces": [ 
                { 
                    "DeviceIndex": 0, 
                    "SubnetId": { 
                        "Ref": "Subnet" 
                    }, 
                    "AssociatePublicIpAddress": false 
                } 
            ] 
        } 
    }
} 
                 

YAML example

EC2Instance: 
  Type: AWS::EC2::Instance 

Proactive controls 874



AWS Control Tower User Guide

  Properties: 
    InstanceType: t3.micro 
    ImageId: !Ref 'LatestAmiId' 
    NetworkInterfaces: 
      - DeviceIndex: 0 
        SubnetId: !Ref 'Subnet' 
        AssociatePublicIpAddress: false 

                 

CT.EC2.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_instance_no_public_ip_check
#  
# Description:
#   This control checks whether your Amazon EC2 instance is configured to associate a 
 public IP address.
#  
# Reports on:
#   AWS::EC2::Instance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
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#       And: 'NetworkInterfaces' is not present on the EC2 instance resource or is an 
 empty list
#       And: 'SubnetId' is not provided as a top-level resource property
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'NetworkInterfaces' is present on the EC2 instance resource as a non-empty 
 list
#       And: 'NetworkInterfaceId' is present for a configuration in 'NetworkInterfaces' 
 and is a non-empty string or
#             valid local reference
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'NetworkInterfaces' is not provided
#       And: 'SubnetId' is provided as a top-level resource property
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'NetworkInterfaces' is present on the EC2 instance resource with one or 
 more configurations
#       And: 'NetworkInterfaceId' is not present or is present and and is an empty 
 string or invalid local reference for
#            a configuration in 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is not present for a configuration in 
 'NetworkInterfaces'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'NetworkInterfaces' is present on the EC2 instance resource
#       And: 'NetworkInterfaceId' is not present or is present and and is an empty 
 string or invalid local reference for
#            a configuration in 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is present for a configuration in 
 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is set to bool(true)
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#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'NetworkInterfaces' is present on the EC2 instance resource
#       And: 'NetworkInterfaceId' is not present or is present and and is an empty 
 string or invalid local reference for
#            a configuration in 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is present for a configuration in 
 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is set to bool(false)
#      Then: PASS

#
# Constants
#
let EC2_INSTANCE_TYPE = "AWS::EC2::Instance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_instances = Resources.*[ Type == %EC2_INSTANCE_TYPE ]

#
# Primary Rules
#
rule ec2_instance_no_public_ip_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %ec2_instances not empty { 
    check(%ec2_instances.Properties) 
        << 
        [CT.EC2.PR.8]: Require any Amazon EC2 instance to have a non-public IP address 
        [FIX]: Specify network interfaces using the 'NetworkInterfaces' property 
 instead of the root level 'SubnetId' property. Set 'AssociatePublicIpAddress' to false 
 within each 'NetworkInterfaces' configuration. 
        >>
}

rule ec2_instance_no_public_ip_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.8]: Require any Amazon EC2 instance to have a non-public IP address 
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        [FIX]: Specify network interfaces using the 'NetworkInterfaces' property 
 instead of the root level 'SubnetId' property. Set 'AssociatePublicIpAddress' to false 
 within each 'NetworkInterfaces' configuration. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_instance) { 
    %ec2_instance[ SubnetId exists ] { 
        # Scenario 5 
        SubnetId not exists 
    } 

    %ec2_instance[ 
        # Scenario 2 
        NetworkInterfaces exists 
        NetworkInterfaces is_list 
        NetworkInterfaces not empty 
    ] { 
        NetworkInterfaces[ 
            # Scenario 3 and 4 
            filter_network_interfaces(this) 
        ] { 
            # Scenario 6 
            AssociatePublicIpAddress exists 
            # Scenarios 7 and 8 
            AssociatePublicIpAddress == false 
        } 
    }
}

rule filter_network_interfaces(network_interface) { 
    %network_interface { 
        NetworkInterfaceId not exists or 
        filter_property_is_empty_string(NetworkInterfaceId) or 
        filter_exclude_valid_local_reference(%INPUT_DOCUMENT, NetworkInterfaceId, 
 "AWS::EC2::NetworkInterface") 
     }
}

rule filter_property_is_empty_string(value) { 
    %value { 
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        this is_string 
        this == /\A\s*\z/ 
    }
}

rule filter_exclude_valid_local_reference(doc, reference_properties, 
 referenced_resource_type) { 
    %reference_properties { 
        this not is_string 
        this is_struct 

        when this.'Fn::GetAtt' exists { 
            'Fn::GetAtt' { 
                when filter_query_template_resources(%doc, this[0], 
 %referenced_resource_type) { 
                    this not exists 
                } 
                this exists 
            } 
        } 
        when this.'Fn::GetAtt' not exists { 
            this exists 
        } 
    }
}

rule filter_query_template_resources(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type in %referenced_resource_type 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      InstanceType: t3.micro 
      ImageId: 
        Ref: LatestAmiId 
      NetworkInterfaces: 
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      - DeviceIndex: 0 
        SubnetId: 
          Ref: Subnet 
        AssociatePublicIpAddress: false 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      InstanceType: t3.micro 
      ImageId: 
        Ref: LatestAmiId 
      SubnetId: 
        Ref: Subnet 
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[CT.EC2.PR.9] Require any Amazon EC2 launch template not to auto-assign public IP addresses 
to network interfaces

This control checks whether your Amazon EC2 launch templates are configured to assign public IP 
addresses to network interfaces.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::LaunchTemplate

• AWS CloudFormation guard rule:  CT.EC2.PR.9 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.9 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.9 example templates

Explanation

A public IP address is an IP address that is reachable from the internet. If you configure your 
network interfaces with a public IP address, then the resources associated to those network 
interfaces are reachable from the internet. EC2 resources should not be publicly accessible, because 
this may allow unintended access to your application servers.

Usage considerations

• This control applies only to new network interfaces created by means of the
NetworkInterfaceId property in LaunchTemplateData (NetworkInterfaces
configurations where a NetworkInterfaceId has not been specified).

• This control requires setting AssociatePublicIpAddress to false on new 
network interfaces created by means of the NetworkInterfaces property in
LaunchTemplateData.
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Remediation for rule failure

Set AssociatePublicIpAddress to false within each NetworkInterfaces configuration in
LaunchTemplateData.

The examples that follow show how to implement this remediation.

Amazon EC2 Launch Template - Example

Amazon EC2 launch template configured with a network interface that disables public IP address 
association. The example is shown in JSON and in YAML.

JSON example

{ 
    "EC2LaunchTemplate": { 
        "Type": "AWS::EC2::LaunchTemplate", 
        "Properties": { 
            "LaunchTemplateData": { 
                "NetworkInterfaces": [ 
                    { 
                        "DeviceIndex": 0, 
                        "SubnetId": { 
                            "Ref": "Subnet" 
                        }, 
                        "AssociatePublicIpAddress": false 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

EC2LaunchTemplate: 
  Type: AWS::EC2::LaunchTemplate 
  Properties: 
    LaunchTemplateData: 
      NetworkInterfaces: 
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        - DeviceIndex: 0 
          SubnetId: !Ref 'Subnet' 
          AssociatePublicIpAddress: false 

                 

CT.EC2.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_launch_template_public_ip_disabled_check
#  
# Description:
#   This control checks whether your Amazon EC2 launch templates are configured to 
 assign public IP addresses to network interfaces.
#  
# Reports on:
#   AWS::EC2::LaunchTemplate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 launch template 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 launch template resource
#       And: 'NetworkInterfaces' is not provided in 'LaunchTemplateData'
#      Then: SKIP
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 launch template resource
#       And: 'LaunchTemplateData.NetworkInterfaces' is present on the Amazon EC2 launch 
 template resource as a non empty list
#       And: 'NetworkInterfaceId' is present for a configuration in 'NetworkInterfaces' 
 and is a non-empty string or
#             valid local reference
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 launch template resource
#       And: 'LaunchTemplateData.NetworkInterfaces' is present on the Amazon EC2 launch 
 template resource
#       And: 'NetworkInterfaceId' is not present or is present and is an empty string 
 or invalid local reference for
#            a configuration in 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is not present for a configuration in 
 'NetworkInterfaces'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 launch template resource
#       And: 'LaunchTemplateData.NetworkInterfaces' is present on the Amazon EC2 launch 
 template resource
#       And: 'NetworkInterfaceId' is not present or is present and is an empty string 
 or invalid local reference for
#            a configuration in 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is present for a configuration in 
 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is set to bool(true)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 launch template resource
#       And: 'LaunchTemplateData.NetworkInterfaces' is present on the Amazon EC2 launch 
 template resource
#       And: 'NetworkInterfaceId' is not present or is present and is an empty string 
 or invalid local reference for
#            a configuration in 'NetworkInterfaces'
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#       And: 'AssociatePublicIpAddress' is present for a configuration in 
 'NetworkInterfaces'
#       And: 'AssociatePublicIpAddress' is set to bool(false)
#      Then: PASS

#
# Constants
#
let EC2_LAUNCH_TEMPLATE_TYPE = "AWS::EC2::LaunchTemplate"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_launch_templates = Resources.*[ Type == %EC2_LAUNCH_TEMPLATE_TYPE ]

#
# Primary Rules
#
rule ec2_launch_template_public_ip_disabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %ec2_launch_templates not empty 
 { 
    check(%ec2_launch_templates.Properties) 
        << 
        [CT.EC2.PR.9]: Require any Amazon EC2 launch template not to auto-assign public 
 IP addresses to network interfaces 
        [FIX]: Set 'AssociatePublicIpAddress' to 'false' within each 
 'NetworkInterfaces' configuration in 'LaunchTemplateData'. 
        >>
}

rule ec2_launch_template_public_ip_disabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_LAUNCH_TEMPLATE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_LAUNCH_TEMPLATE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.9]: Require any Amazon EC2 launch template not to auto-assign public 
 IP addresses to network interfaces 
        [FIX]: Set 'AssociatePublicIpAddress' to 'false' within each 
 'NetworkInterfaces' configuration in 'LaunchTemplateData'. 
        >>
}

#
# Parameterized Rules
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#
rule check(ec2_launch_templates) { 
    %ec2_launch_templates[ 
        # Scenario 2 
        filter_launch_template(this) 
    ] { 
        LaunchTemplateData { 
            NetworkInterfaces[ 
                # Scenario 3 and 4 
                filter_network_interfaces(this) 
            ] { 
                # Scenario 5 and 6 
                AssociatePublicIpAddress exists 
                AssociatePublicIpAddress == false 
            } 
        } 
    }
}

rule filter_launch_template(ec2_launch_template) { 
    %ec2_launch_template { 
        LaunchTemplateData exists 
        LaunchTemplateData is_struct 
        LaunchTemplateData { 
            NetworkInterfaces exists 
            NetworkInterfaces is_list 
            NetworkInterfaces not empty 
        } 
    }
}

rule filter_network_interfaces(network_interface) { 
    %network_interface { 
        NetworkInterfaceId not exists or 
        filter_property_is_empty_string(NetworkInterfaceId) or 
        filter_exclude_valid_local_reference(%INPUT_DOCUMENT, NetworkInterfaceId, 
 "AWS::EC2::NetworkInterface") 
    }
}

rule filter_property_is_empty_string(value) { 
    %value { 
        this is_string 
        this == /\A\s*\z/ 
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    }
}

rule filter_exclude_valid_local_reference(doc, reference_properties, 
 referenced_resource_type) { 
    %reference_properties { 
        this not is_string 
        this is_struct 

        when this.'Fn::GetAtt' exists { 
            'Fn::GetAtt' { 
                when query_for_resource(%doc, this[0], %referenced_resource_type) { 
                    this not exists 
                } 
                this exists 
            } 
        } 
        when this.'Fn::GetAtt' not exists { 
            this exists 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 
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CT.EC2.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        NetworkInterfaces: 
        - DeviceIndex: 0 
          SubnetId: 
            Ref: Subnet 
          AssociatePublicIpAddress: false 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        NetworkInterfaces: 
        - DeviceIndex: 0 
          SubnetId: 
            Ref: Subnet 
          AssociatePublicIpAddress: true 

     

[CT.EC2.PR.10] Require Amazon EC2 launch templates to have Amazon CloudWatch detailed 
monitoring activated

This control checks whether the Amazon EC2 launch template has detailed monitoring enabled.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::LaunchTemplate

• AWS CloudFormation guard rule:  CT.EC2.PR.10 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.10 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.10 example templates

Explanation

Monitoring is an important part of maintaining the reliability, availability, and performance of your 
AWS solutions. You should collect monitoring data from all of the parts of your AWS solution so 
that you can more easily debug a multi-point failure if one occurs. From a security perspective, 
logging is also an important feature to enable for future forensics efforts in the case of any security 
incidents.

Remediation for rule failure

In LaunchTemplateData, provide a Monitoring configuration with Enabled set to true.

The examples that follow show how to implement this remediation.

Amazon EC2 Launch Template - Example

Amazon EC2 launch template configured with detailed monitoring enabled. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "EC2LaunchTemplate": { 
        "Type": "AWS::EC2::LaunchTemplate", 
        "Properties": { 
            "LaunchTemplateData": { 
                "Monitoring": { 
                    "Enabled": true 
                } 
            } 
        } 
    }
} 
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YAML example

EC2LaunchTemplate: 
  Type: AWS::EC2::LaunchTemplate 
  Properties: 
    LaunchTemplateData: 
      Monitoring: 
        Enabled: true 

                 

CT.EC2.PR.10 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_launch_template_monitoring_enabled_check
#  
# Description:
#   This control checks whether the Amazon EC2 launch template has detailed monitoring 
 enabled.
#  
# Reports on:
#   AWS::EC2::LaunchTemplate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contain any EC2 launch template resources
#       Then: SKIP
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#   Scenario: 2
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 launch template resource
#        And: 'LaunchTemplateData.Monitoring.Enabled' has not been provided or has been 
 provided and is empty.
#       Then: FAIL
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 launch template resource
#        And: 'LaunchTemplateData.Monitoring.Enabled' has been provided
#        And: 'LaunchTemplateData.Monitoring.Enabled' is equal to a value other than 
 bool(true)
#       Then: FAIL
#   Scenario: 4
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an EC2 launch template resource
#        And: 'LaunchTemplateData.Monitoring.Enabled' has been provided
#        And: 'LaunchTemplateData.Monitoring.Enabled' is equal to bool(true)
#       Then: PASS

#
# Constants
#
let EC2_LAUNCH_TEMPLATE_TYPE = "AWS::EC2::LaunchTemplate"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_launch_templates = Resources.*[ Type == %EC2_LAUNCH_TEMPLATE_TYPE ]

#
# Primary Rules
#
rule ec2_launch_template_monitoring_enabled_check when is_cfn_template(this) 
                                                       %ec2_launch_templates not empty 
 { 
    check(%ec2_launch_templates.Properties) 
        << 
        [CT.EC2.PR.10]: Require Amazon EC2 launch templates to have Amazon CloudWatch 
 detailed monitoring activated 
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        [FIX]: In 'LaunchTemplateData', provide a 'Monitoring' configuration with 
 'Enabled' set to 'true'. 
        >>
}

rule ec2_launch_template_monitoring_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_LAUNCH_TEMPLATE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_LAUNCH_TEMPLATE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.10]: Require Amazon EC2 launch templates to have Amazon CloudWatch 
 detailed monitoring activated 
        [FIX]: In 'LaunchTemplateData', provide a 'Monitoring' configuration with 
 'Enabled' set to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_launch_template) { 
    %ec2_launch_template { 
        # Scenario 2 
        LaunchTemplateData exists 
        LaunchTemplateData is_struct 

        LaunchTemplateData { 
            Monitoring exists 
            Monitoring is_struct 

            # Scenario 3 and 4 
            Monitoring { 
                Enabled exists 
                Enabled == true 
            } 

        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
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        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        Monitoring: 
          Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        Monitoring: 
          Enabled: false 
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[CT.EC2.PR.11] Require that an Amazon EC2 subnet does not automatically assign public IP 
addresses

This control checks whether your Amazon VPC subnets assign public IP addresses automatically.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::Subnet

• AWS CloudFormation guard rule:  CT.EC2.PR.11 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.11 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.11 example templates

Explanation

All subnets have an attribute that determines whether a network interface created in the subnet 
automatically receives a public IPv4 address. When launched into subnets that have this attribute 
enabled, instances receive a public IP address assigned to their primary network interface.

Usage considerations

• This control deactivates automatic assignment of public IP addresses for new network 
interfaces in Amazon VPC subnets.

• When this control is in operation, public IP addresses can be assigned to network 
interfaces by means of resource-level settings. (For example, assignment of a public IP 
address can be made at EC2 instance launch time.)

Remediation for rule failure

Omit the MapPublicIpOnLaunch property to use the default configuration, or set the
MapPublicIpOnLaunch property to false.
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The examples that follow show how to implement this remediation.

Amazon VPC Subnet - Example One

Amazon VPC subnet configured to deactivate automatic assignment of public IP addresses by 
means of AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "Subnet": { 
        "Type": "AWS::EC2::Subnet", 
        "Properties": { 
            "VpcId": { 
                "Ref": "VPC" 
            }, 
            "CidrBlock": "10.0.0.0/24", 
            "AvailabilityZone": { 
                "Fn::Select": [ 
                    0, 
                    { 
                        "Fn::GetAZs": "" 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

Subnet: 
  Type: AWS::EC2::Subnet 
  Properties: 
    VpcId: !Ref 'VPC' 
    CidrBlock: 10.0.0.0/24 
    AvailabilityZone: !Select 
      - 0 
      - !GetAZs '' 
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The examples that follow show how to implement this remediation.

Amazon VPC Subnet - Example Two

Amazon VPC subnet configured to deactivate automatic assignment of public IP addresses by 
means of the MapPublicIpOnLaunch property. The example is shown in JSON and in YAML.

JSON example

{ 
    "Subnet": { 
        "Type": "AWS::EC2::Subnet", 
        "Properties": { 
            "VpcId": { 
                "Ref": "VPC" 
            }, 
            "CidrBlock": "10.0.0.0/24", 
            "AvailabilityZone": { 
                "Fn::Select": [ 
                    0, 
                    { 
                        "Fn::GetAZs": "" 
                    } 
                ] 
            }, 
            "MapPublicIpOnLaunch": false 
        } 
    }
} 
                 

YAML example

Subnet: 
  Type: AWS::EC2::Subnet 
  Properties: 
    VpcId: !Ref 'VPC' 
    CidrBlock: 10.0.0.0/24 
    AvailabilityZone: !Select 
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      - 0 
      - !GetAZs '' 
    MapPublicIpOnLaunch: false 

                 

CT.EC2.PR.11 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
#  
# Rule Identifier:
#   subnet_auto_assign_public_ip_disabled_check
#  
# Description:
#   This control checks whether your Amazon VPC subnets automatically assign public IP 
 addresses.
#  
# Reports on:
#   AWS::EC2::Subnet
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 subnet resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 subnet resource
#       And: 'MapPublicIpOnLaunch' is present and set to bool(true)
#      Then: FAIL
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 subnet resource
#       And: 'MapPublicIpOnLaunch' is not present
#      Then: PASS
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 subnet resource
#       And: 'MapPublicIpOnLaunch' is present and set to bool(false)
#      Then: PASS

#
# Constants
#
let EC2_SUBNET_TYPE  = "AWS::EC2::Subnet"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_subnets = Resources.*[ Type == %EC2_SUBNET_TYPE ]

#
# Primary Rules
#
rule subnet_auto_assign_public_ip_disabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %ec2_subnets not empty { 
    check(%ec2_subnets.Properties) 
        << 
        [CT.EC2.PR.11]: Require that an Amazon EC2 subnet does not automatically assign 
 public IP addresses 
        [FIX]: Omit the 'MapPublicIpOnLaunch' property to use the default 
 configuration, or set the 'MapPublicIpOnLaunch' property to 'false'. 
        >>
}

rule subnet_auto_assign_public_ip_disabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_SUBNET_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_SUBNET_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.11]: Require that an Amazon EC2 subnet does not automatically assign 
 public IP addresses 
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        [FIX]: Omit the 'MapPublicIpOnLaunch' property to use the default 
 configuration, or set the 'MapPublicIpOnLaunch' property to 'false'. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_subnet) { 
    %ec2_subnet { 
        # Scenario 3 
        MapPublicIpOnLaunch not exists or 
        # Scenarios 2 and 4 
        MapPublicIpOnLaunch == false 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
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    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
      MapPublicIpOnLaunch: true 
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[CT.EC2.PR.12] Require an Amazon EC2 instance to specify at most one network interface by 
means of the NetworkInterfaces property in the AWS::EC2::Instance resource

This control checks whether your Amazon Elastic Compute Cloud (Amazon EC2) instance uses 
multiple ENIs (Elastic Network Interfaces). Specifically, it checks whether an AWS::EC2::Instance
resource specifies multiple ENIs in the NetworkInterfaces property.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EC2::Instance

• AWS CloudFormation guard rule:  CT.EC2.PR.12 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.12 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.EC2.PR.12 example templates

Explanation

Multiple ENIs can cause dual-homed instances, meaning instances that have multiple subnets. This 
duplication can add network security complexity and introduce unintended network paths and 
access.

The network interface settings can be inherited from the Launch Template specified with the
LaunchTemplateId property.

Usage considerations

• This control does not check a network interface that may be specified in an Amazon EC2 
launch template and referenced by the LaunchTemplateId property.

• This rule is incompatible with scenarios in which the NetworkInterfaces property must 
be used to specify multiple ENIs. For example, this control may fail if an Amazon EC2 
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instance that belongs to an Amazon EKS cluster specifies more than one ENI by means of 
the NetworkInterfaces property.

Remediation for rule failure

Configure Amazon EC2 instances with only one ENI.

The examples that follow show how to implement this remediation.

Amazon EC2 Instance - Example

EC2 Instance with a single network interface. The example is shown in JSON and in YAML.

JSON example

{ 
    "EC2Instance": { 
        "Type": "AWS::EC2::Instance", 
        "Properties": { 
            "ImageId": { 
                "Ref": "LatestAmiId" 
            }, 
            "NetworkInterfaces": [ 
                { 
                    "SubnetId": { 
                        "Ref": "TestSubnet" 
                    }, 
                    "DeviceIndex": 0 
                } 
            ] 
        } 
    }
} 
                 

YAML example

EC2Instance: 
  Type: AWS::EC2::Instance 
  Properties: 
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    ImageId: !Ref 'LatestAmiId' 
    NetworkInterfaces: 
      - SubnetId: !Ref 'TestSubnet' 
        DeviceIndex: 0 

                 

CT.EC2.PR.12 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_instance_multiple_eni_check
#  
# Description:
#   Checks whether Amazon Elastic Compute Cloud (Amazon EC2) instances use multiple 
 ENIs (Elastic Network Interfaces)
#   or Elastic Fabric Adapters (EFAs).
#  
# Reports on:
#   AWS::EC2::Instance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'NetworkInterfaces' is not present or is present and contains 0 
 configurations
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#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'NetworkInterfaces' is present and contains >1 configurations
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'NetworkInterfaces' is present
#       And: 'NetworkInterfaces' is present and contains 1 configuration
#      Then: PASS

#
# Constants
#
let EC2_INSTANCE_TYPE = "AWS::EC2::Instance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_instances = Resources.*[ Type == %EC2_INSTANCE_TYPE ]

#
# Primary Rules
#
rule ec2_instance_multiple_eni_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %ec2_instances not empty { 
    check(%ec2_instances.Properties) 
        << 
        [CT.EC2.PR.12]: Require an Amazon EC2 instance to configure one ENI only 
        [FIX]: Configure Amazon EC2 instances with only one ENI. 
        >>

}

rule ec2_instance_multiple_eni_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_INSTANCE_TYPE) { 

    check(%INPUT_DOCUMENT.%EC2_INSTANCE_TYPE.resourceProperties) 
        << 
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        [CT.EC2.PR.12]: Require an Amazon EC2 instance to configure one ENI only 
        [FIX]: Configure Amazon EC2 instances with only one ENI. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_instance) { 
    %ec2_instance [ 
        # Scenario 2 
        NetworkInterfaces exists 
        NetworkInterfaces is_list 
        NetworkInterfaces not empty 
    ] { 
        # Scenario 3 and 4 
        NetworkInterfaces[1] not exists 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.12 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      NetworkInterfaces: 
      - SubnetId: 
          Ref: Subnet 
        DeviceIndex: 0 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
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    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      NetworkInterfaces: 
      - SubnetId: 
          Ref: Subnet 
        DeviceIndex: 0 
      - SubnetId: 
          Ref: Subnet 
        DeviceIndex: 1 

     

[CT.EC2.PR.13] Require an Amazon EC2 instance to have detailed monitoring enabled

This control checks whether an Amazon EC2 instance has detailed monitoring enabled.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::Instance

• AWS CloudFormation guard rule:  CT.EC2.PR.13 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.13 rule specification
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• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.EC2.PR.13 example templates

Explanation

By default, all Amazon EC2 instances are created with basic monitoring that sends host-level 
logs to Amazon CloudWatch every five (5) minutes. With detailed monitoring, host-level logs 
are collected every one (1) minute instead, leading to faster detection of possible malicious or 
anomalous activity.

Usage considerations

• When you enable detailed monitoring, you are charged per metric that is sent to 
CloudWatch. You are not charged for data storage. For more information, see the 
Amazon CloudWatch pricing page.

Remediation for rule failure

Set Monitoring to true.

The examples that follow show how to implement this remediation.

EC2 Instance - Example

An EC2 Instance with detailed monitoring enabled. The example is shown in JSON and in YAML.

JSON example

{ 
    "Parameters": { 
        "LatestAmiId": { 
            "Description": "Region specific latest AMI ID from the Parameter Store", 
            "Type": "AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>", 
            "Default": "/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2" 
        } 
    }, 
    "Resources": { 
        "VPC": { 
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            "Type": "AWS::EC2::VPC", 
            "Properties": { 
                "CidrBlock": "10.0.0.0/16", 
                "EnableDnsSupport": "true", 
                "EnableDnsHostnames": "true" 
            } 
        }, 
        "Subnet": { 
            "Type": "AWS::EC2::Subnet", 
            "Properties": { 
                "VpcId": { 
                    "Ref": "VPC" 
                }, 
                "CidrBlock": "10.0.0.0/24" 
            } 
        }, 
        "EC2Instance": { 
            "Type": "AWS::EC2::Instance", 
            "Properties": { 
                "ImageId": { 
                    "Ref": "LatestAmiId" 
                }, 
                "InstanceType": "t3.micro", 
                "NetworkInterfaces": [ 
                    { 
                        "SubnetId": { 
                            "Ref": "Subnet" 
                        }, 
                        "DeviceIndex": 0 
                    } 
                ], 
                "Monitoring": true 
            } 
        } 
    }
} 
                 

YAML example

Parameters: 
  LatestAmiId: 
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    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: !Ref 'VPC' 
      CidrBlock: 10.0.0.0/24 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: !Ref 'LatestAmiId' 
      InstanceType: t3.micro 
      NetworkInterfaces: 
        - SubnetId: !Ref 'Subnet' 
          DeviceIndex: 0 
      Monitoring: true 

                 

CT.EC2.PR.13 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_instance_detailed_monitoring_enabled_check
#  
# Description:
#   This control checks whether an Amazon EC2 instance has detailed monitoring enabled.
#  
# Reports on:
#   AWS::EC2::Instance
#  
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# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'Monitoring' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 instance resource
#       And: 'Monitoring' has been provided and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation Hook 
 Document
#       And: The input document contains an EC2 instance resource
#       And: 'Monitoring' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let EC2_INSTANCE_TYPE = "AWS::EC2::Instance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_instances = Resources.*[ Type == %EC2_INSTANCE_TYPE ]

#
# Primary Rules
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#
rule ec2_instance_detailed_monitoring_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         %ec2_instances not empty { 
    check(%ec2_instances.Properties) 
        << 
        [CT.EC2.PR.13]: Require an Amazon EC2 instance to have detailed monitoring 
 enabled 
        [FIX]: Set 'Monitoring' to 'true'. 
        >>

}

rule ec2_instance_detailed_monitoring_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.13]: Require an Amazon EC2 instance to have detailed monitoring 
 enabled 
        [FIX]: Set 'Monitoring' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_instance) { 
    %ec2_instance { 
        # Scenario 2 
        Monitoring exists 
        # Scenarios 3 and 4 
        Monitoring == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.13 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      NetworkInterfaces: 
      - SubnetId: 
          Ref: Subnet 
        DeviceIndex: 0 
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      Monitoring: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      NetworkInterfaces: 
      - SubnetId: 
          Ref: Subnet 
        DeviceIndex: 0 
      Monitoring: false 
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[CT.EC2.PR.14] Require an Amazon EBS volume configured through an Amazon EC2 launch 
template to encrypt data at rest

This control checks whether an Amazon EC2 launch template with EBS volume block device 
mappings is configured to enable EBS volume encryption.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::LaunchTemplate

• AWS CloudFormation guard rule:  CT.EC2.PR.14 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.14 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EC2.PR.14 example templates

Explanation

For an added layer of security of your sensitive data in an EBS volume, you should enable EBS 
encryption at rest. Amazon EBS encryption offers a straightforward encryption solution for your 
EBS resources. It doesn't require you to build, maintain, and secure your own key management 
infrastructure, and it uses KMS keys when creating encrypted volumes and snapshots.

Usage considerations

• This control applies only to an EC2 launch template that specifies EBS block device 
mappings.

• When you launch an instance using a launch template, you can override parameters that 
are specified in the launch template. To ensure that encryption is enabled for EBS block 
device mappings when you launch an instance with a launch template by means of the
AWS::EC2::Instance resource, use this control in conjunction with CT.EC2.PR.7.
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Remediation for rule failure

For every entry in the BlockDeviceMappings parameter with an Ebs configuration, set
Encryption to true.

The examples that follow show how to implement this remediation.

Amazon EC2 launch template - Example

An Amazon EC2 launch template configured with an EBS block device mapping that has volume 
encyrption enabled. The example is shown in JSON and in YAML.

JSON example

{ 
    "LaunchTemplate": { 
        "Type": "AWS::EC2::LaunchTemplate", 
        "Properties": { 
            "LaunchTemplateData": { 
                "BlockDeviceMappings": [ 
                    { 
                        "DeviceName": "/dev/sdc", 
                        "Ebs": { 
                            "Encrypted": true 
                        } 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

LaunchTemplate: 
  Type: AWS::EC2::LaunchTemplate 
  Properties: 
    LaunchTemplateData: 
      BlockDeviceMappings: 
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        - DeviceName: /dev/sdc 
          Ebs: 
            Encrypted: true 

                 

CT.EC2.PR.14 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_launch_template_encrypted_volumes_check
#  
# Description:
#   This control checks whether an Amazon EC2 launch template with EBS volume block 
 device mappings is configured to enable EBS volume encryption.
#  
# Reports on:
#   AWS::EC2::LaunchTemplate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 launch template resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 launch template resource
#       And: 'BlockDeviceMappings' in 'LaunchTemplateData' has not been provided or has
#            been provided as an empty list
#      Then: SKIP
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 launch template resource
#       And: 'BlockDeviceMappings' in 'LaunchTemplateData' been provided as a non-empty 
 list
#       And: No entries in 'BlockDeviceMappings' contain 'Ebs' as a struct
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 launch template resource
#       And: 'BlockDeviceMappings' in 'LaunchTemplateData' been provided as a non-empty 
 list
#       And: An entry in 'BlockDeviceMappings' contains 'Ebs' as a struct
#       And: In the same entry, 'Encrypted' in 'Ebs' has not been provided or has been 
 provided
#            and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EC2 launch template resource
#       And: 'BlockDeviceMappings' in 'LaunchTemplateData' been provided as a non-empty 
 list
#       And: An entry in 'BlockDeviceMappings' contains 'Ebs' as a struct
#       And: In the same entry, 'Encrypted' in 'Ebs' has not been provided or has been 
 provided
#            and set to bool(true)
#      Then: PASS

#
# Constants
#
let EC2_LAUNCH_TEMPLATE_TYPE = "AWS::EC2::LaunchTemplate"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ec2_launch_templates = Resources.*[ Type == %EC2_LAUNCH_TEMPLATE_TYPE ]

#
# Primary Rules
#

Proactive controls 920



AWS Control Tower User Guide

rule ec2_launch_template_encrypted_volumes_check when is_cfn_template(this) 
                                                      %ec2_launch_templates not empty { 
    check(%ec2_launch_templates.Properties) 
        << 
        [CT.EC2.PR.14]: Require an Amazon EBS volume configured through an Amazon EC2 
 launch template to encrypt data at rest 
        [FIX]: For every entry in the 'BlockDeviceMappings' parameter with an 'Ebs' 
 configuration, set 'Encryption' to true. 
        >>
}

rule ec2_launch_template_encrypted_volumes_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_LAUNCH_TEMPLATE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_LAUNCH_TEMPLATE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.14]: Require an Amazon EBS volume configured through an Amazon EC2 
 launch template to encrypt data at rest 
        [FIX]: For every entry in the 'BlockDeviceMappings' parameter with an 'Ebs' 
 configuration, set 'Encryption' to true. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_launch_template) { 
    %ec2_launch_template [ 
        # Scenarios 2 and 3 
        filter_launch_template_contains_ebs_block_device_mappings(this) 
    ] { 
        LaunchTemplateData { 
            BlockDeviceMappings[ 
                Ebs exists 
                Ebs is_struct 
            ] { 
                Ebs { 
                    # Scenarios 4 and 5 
                    Encrypted exists 
                    Encrypted == true 
                } 
            } 
        } 
    }
}
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rule filter_launch_template_contains_ebs_block_device_mappings(launch_template) { 
    %launch_template { 
        LaunchTemplateData exists 
        LaunchTemplateData is_struct 

        LaunchTemplateData { 
            BlockDeviceMappings exists 
            BlockDeviceMappings is_list 
            BlockDeviceMappings not empty 

            some BlockDeviceMappings[*] { 
                Ebs exists 
                Ebs is_struct 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.14 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        BlockDeviceMappings: 
        - DeviceName: /dev/sdc 
          Ebs: 
            Encrypted: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        BlockDeviceMappings: 
        - DeviceName: /dev/sdc 
          Ebs: 
            Encrypted: false 

     

[CT.EC2.PR.15] Require an Amazon EC2 instance to use an AWS Nitro instance type when 
creating from the 'AWS::EC2::LaunchTemplate' resource type

This control checks whether Amazon EC2 launch templates that specify an Amazon EC2 instance 
type or use attribute based instance selection, specify only AWS Nitro instance types.

• Control objective: Protect data integrity, Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::LaunchTemplate

• AWS CloudFormation guard rule:  CT.EC2.PR.15 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.15 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.EC2.PR.15 example templates

Explanation

The AWS Nitro System is a collection of hardware and software components built by AWS to enable 
high performance, high availability, and high security. The Nitro System provides enhanced security 
that continuously monitors, protects, and verifies the instance hardware and firmware. AWS Nitro 
offloads virtualization resources to dedicated hardware and software, which minimizes the attack 
surface. Finally, the Nitro System has a locked down security model to prohibit administrative 
access, eliminating the possibility of human error and tampering.

For information about Nitro instance types, see Instances built on the Nitro System in the Amazon 
EC2 User Guide for Linux Instances.

Usage considerations

• This control applies only to launch templates that specify an Amazon EC2 instance type 
by means of the InstanceType property or use attribute based instance selection by 
means of the InstanceRequirements property.

• When you launch an instance using a launch template, you can override parameters that 
are specified in the launch template. To launch instances with a Nitro instance type when 
using a launch template, use this control in conjunction with related proactive controls.

Remediation for rule failure

When InstanceType in LaunchTemplateData has been provided, set InstanceType to an Amazon 
EC2 instance type that is based on the AWS Nitro system. When InstanceRequirements in 
LaunchTemplateData has been provided, set AllowedInstanceTypes to a list of Amazon EC2 
instance types based on the AWS Nitro system.

The examples that follow show how to implement this remediation.
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Amazon EC2 Launch Template - Example One

An Amazon EC2 launch template configured with an instance type based on the AWS Nitro system. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "LaunchTemplate": { 
        "Type": "AWS::EC2::LaunchTemplate", 
        "Properties": { 
            "LaunchTemplateData": { 
                "InstanceType": "t3.micro" 
            } 
        } 
    }
} 
                 

YAML example

LaunchTemplate: 
  Type: AWS::EC2::LaunchTemplate 
  Properties: 
    LaunchTemplateData: 
      InstanceType: t3.micro 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Launch Template - Example Two

An Amazon EC2 launch template configured with an instance requirements configuration that 
includes allowed instances based on the AWS Nitro system. The example is shown in JSON and in 
YAML.

JSON example

{ 

Proactive controls 925



AWS Control Tower User Guide

    "LaunchTemplate": { 
        "Type": "AWS::EC2::LaunchTemplate", 
        "Properties": { 
            "LaunchTemplateData": { 
                "InstanceRequirements": { 
                    "AllowedInstanceTypes": [ 
                        "m5.*", 
                        "c5.*" 
                    ], 
                    "VCpuCount": { 
                        "Max": 16, 
                        "Min": 1 
                    }, 
                    "MemoryMiB": { 
                        "Min": 1024, 
                        "Max": 17000 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

LaunchTemplate: 
  Type: AWS::EC2::LaunchTemplate 
  Properties: 
    LaunchTemplateData: 
      InstanceRequirements: 
        AllowedInstanceTypes: 
          - m5.* 
          - c5.* 
        VCpuCount: 
          Max: 16 
          Min: 1 
        MemoryMiB: 
          Min: 1024 
          Max: 17000 
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CT.EC2.PR.15 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_launch_template_nitro_instance_type_check
#  
# Description:
#   This control checks whether Amazon EC2 launch templates that specify an Amazon 
 EC2 instance type or use attribute based instance selection, specify only AWS Nitro 
 instance types.
#  
# Reports on:
#   AWS::EC2::LaunchTemplate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' or 'InstanceRequirements' in 'LaunchTemplateData' has not 
 been provided
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' in 'LaunchTemplateData' has been provided
#       And: 'InstanceType' has been set to a non-Nitro instance type
#      Then: FAIL
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#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceRequirements' in 'LaunchTemplateData' has been provided as a 
 struct
#       And: In 'InstanceRequirements', 'AllowedInstanceTypes' has not been provided or 
 provided as
#            an empty list
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceRequirements' in 'LaunchTemplateData' has been provided as a 
 struct
#       And: In 'InstanceRequirements', 'AllowedInstanceTypes' has been provided as a 
 non-empty list
#            that contains one or more non-Nitro instance types
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' in 'LaunchTemplateData' has been provided
#       And: 'InstanceType' has been set to a Nitro instance type
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceRequirements' in 'LaunchTemplateData' has been provided as a 
 struct
#       And: In 'InstanceRequirements', 'AllowedInstanceTypes' has been provided as a 
 non-empty list
#            that contains only Nitro instance types
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let EC2_LAUNCH_TEMPLATE_TYPE = "AWS::EC2::LaunchTemplate"
let NITRO_INSTANCE_TYPES = [ 
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    /^a1\./, 
    /^c5\./, /^c5a\./, /^c5ad\./, /^c5d\./, /^c5n\./, /^c6a\./, /^c6g\./, /^c6gd\./, /
^c6gn\./, /^c6i\./, /^c6id\./, /^c6in\./, /^c7g\./, /^c7gd\./, /^c7gn\./, /^c7i\./, 
    /^d3\./, /^d3en\./, /^dl1\./, 
    /^g4ad\./, /^g4dn\./, /^g5\./, /^g5g\./, 
    /^hpc6a\./, /^hpc6id\./, /^hpc7a\./, /^hpc7g\./, 
    /^i3.metal$/, /^i3en\./, /^i4g\./, /^i4i\./, /^im4gn\./, /^inf1\./, /^inf2\./, /
^is4gen\./, 
    /^m5\./, /^m5a\./, /^m5ad\./, /^m5d\./, /^m5dn\./, /^m5n\./, /^m5zn\./, /^m6a\./, /
^m6g\./, /^m6gd\./, /^m6i\./, /^m6id\./, /^m6idn\./, /^m6in\./, /^m7a\./, /^m7g\./, /
^m7gd\./, /^m7i\./, /^m7i-flex\./, /^mac1.metal$/, /^mac2.metal$/, /^mac2-m2pro.metal
$/, 
    /^p3dn\./, /^p4d\./, /^p4de\./, /^p5\./, 
    /^r5\./, /^r5a\./, /^r5ad\./, /^r5b\./, /^r5d\./, /^r5dn\./, /^r5n\./, /^r6a\./, /
^r6g\./, /^r6gd\./, /^r6i\./, /^r6id\./, /^r6idn\./, /^r6in\./, /^r7g\./, /^r7gd\./, 
    /^t3\./, /^t3a\./, /^t4g\./, /^trn1\./, /^trn1n\./, 
    /^u-12tb1\./, /^u-18tb1\./, /^u-24tb1\./, /^u-3tb1\./, /^u-6tb1\./, /^u-9tb1\./, 
    /^vt1\./, 
    /^x2gd\./, /^x2idn\./, /^x2iedn\./, /^x2iezn\./, 
    /^z1d\./
]

#
# Assignments
#
let ec2_launch_templates = Resources.*[ Type == %EC2_LAUNCH_TEMPLATE_TYPE ]

#
# Primary Rules
#
rule ec2_launch_template_nitro_instance_type_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %ec2_launch_templates not empty 
 { 
    check(%ec2_launch_templates.Properties) 
        << 
        [CT.EC2.PR.15]: Require an Amazon EC2 instance to use an AWS Nitro instance 
 type when creating from the 'AWS::EC2::LaunchTemplate' resource type 
        [FIX]: When InstanceType in LaunchTemplateData has been provided, set 
 InstanceType to an Amazon EC2 instance type that is based on the AWS Nitro system.  
        When InstanceRequirements in LaunchTemplateData has been provided, set 
 AllowedInstanceTypes to a list of Amazon EC2 instance types based on the AWS Nitro 
 system. 
        >>
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}

rule ec2_launch_template_nitro_instance_type_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_LAUNCH_TEMPLATE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_LAUNCH_TEMPLATE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.15]: Require an Amazon EC2 instance to use an AWS Nitro instance 
 type when creating from the 'AWS::EC2::LaunchTemplate' resource type 
        [FIX]: When InstanceType in LaunchTemplateData has been provided, set 
 InstanceType to an Amazon EC2 instance type that is based on the AWS Nitro system. 
 When InstanceRequirements in LaunchTemplateData has been provided,  
        set AllowedInstanceTypes to a list of Amazon EC2 instance types based on the 
 AWS Nitro system. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_launch_template) { 
    %ec2_launch_template[ 
        # Scenario 2 
        filter_instance_type_provided(this) 
    ] { 
        LaunchTemplateData { 
            # Scenarios 3 and 6 
            InstanceType in %NITRO_INSTANCE_TYPES 
        } 
    } 

    %ec2_launch_template[ 
        # Scenario 2 
        filter_instance_requirements_provided(this) 
    ] { 
        LaunchTemplateData { 
            InstanceRequirements is_struct 
            InstanceRequirements { 
                # Scenarios 4, 5 and 7 
                AllowedInstanceTypes exists 
                AllowedInstanceTypes is_list 
                AllowedInstanceTypes not empty 
                AllowedInstanceTypes[*] in %NITRO_INSTANCE_TYPES 
            } 
        } 
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    }
}

rule filter_instance_type_provided(ec2_launch_template) { 
    %ec2_launch_template { 
        LaunchTemplateData exists 
        LaunchTemplateData is_struct 

        LaunchTemplateData { 
            InstanceType exists 
        } 
    }
}

rule filter_instance_requirements_provided(ec2_launch_template) { 
    %ec2_launch_template { 
        LaunchTemplateData exists 
        LaunchTemplateData is_struct 

        LaunchTemplateData { 
            InstanceRequirements exists 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.EC2.PR.15 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        InstanceType: t3.micro 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        InstanceRequirements: 
          AllowedInstanceTypes: 
          - m5.* 
          - c5.* 
          VCpuCount: 
            Max: 16 
            Min: 1 
          MemoryMiB: 
            Min: 1024 
            Max: 17000 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        InstanceType: t2.micro 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        InstanceRequirements: 
          AllowedInstanceTypes: 
          - t2.micro 
          VCpuCount: 
            Max: 16 
            Min: 1 
          MemoryMiB: 
            Min: 1024 
            Max: 17000 

     

[CT.EC2.PR.16] Require an Amazon EC2 instance to use an AWS Nitro instance type when 
created using the 'AWS::EC2::Instance' resource type

This control checks whether an Amazon EC2 instance is configured to run using an AWS Nitro 
instance type.

• Control objective: Protect data integrity, Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::Instance

• AWS CloudFormation guard rule:  CT.EC2.PR.16 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.16 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.EC2.PR.16 example templates

Explanation

The Nitro System is a collection of hardware and software components built by AWS to enable 
high performance, high availability, and high security. The Nitro System provides enhanced security 
because it continuously monitors, protects, and verifies the instance's hardware and firmware. 
Virtualization resources are offloaded to dedicated hardware and software, minimizing the attack 
surface. The Nitro System security model is locked down to prohibit administrative access, reducing 
the possibility of human error and tampering.

Usage considerations

• This control requires that the InstanceType property is provided and set to a Nitro 
instance type. This setting prevents you from inheriting an instance type, by way of an 
Amazon EC2 launch template.

Remediation for rule failure

Set the value of the InstanceType property to an Amazon EC2 instance type based on the AWS 
Nitro system.

The examples that follow show how to implement this remediation.

Amazon EC2 Instance - Example

An Amazon EC2 instance configured with an instance type based on the AWS Nitro system. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "EC2Instance": { 
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        "Type": "AWS::EC2::Instance", 
        "Properties": { 
            "ImageId": { 
                "Ref": "LatestAmiId" 
            }, 
            "InstanceType": "t3.micro" 
        } 
    }
} 
                 

YAML example

EC2Instance: 
  Type: AWS::EC2::Instance 
  Properties: 
    ImageId: !Ref 'LatestAmiId' 
    InstanceType: t3.micro 

                 

CT.EC2.PR.16 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_instance_nitro_instance_type_check
#  
# Description:
#   This control checks whether an Amazon EC2 instance is configured to run using an 
 AWS Nitro instance type.
#  
# Reports on:
#   AWS::EC2::Instance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
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#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' been provided and set to a non-Nitro instance type
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' been provided and set to a Nitro instance type
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let EC2_INSTANCE_TYPE = "AWS::EC2::Instance"
let NITRO_INSTANCE_TYPES = [ 
    /^a1\./, 
    /^c5\./, /^c5a\./, /^c5ad\./, /^c5d\./, /^c5n\./, /^c6a\./, /^c6g\./, /^c6gd\./, /
^c6gn\./, /^c6i\./, /^c6id\./, /^c6in\./, /^c7g\./, /^c7gd\./, /^c7gn\./, /^c7i\./, 
    /^d3\./, /^d3en\./, /^dl1\./, 
    /^g4ad\./, /^g4dn\./, /^g5\./, /^g5g\./, 
    /^hpc6a\./, /^hpc6id\./, /^hpc7a\./, /^hpc7g\./, 
    /^i3.metal$/, /^i3en\./, /^i4g\./, /^i4i\./, /^im4gn\./, /^inf1\./, /^inf2\./, /
^is4gen\./, 
    /^m5\./, /^m5a\./, /^m5ad\./, /^m5d\./, /^m5dn\./, /^m5n\./, /^m5zn\./, /^m6a\./, /
^m6g\./, /^m6gd\./, /^m6i\./, /^m6id\./, /^m6idn\./, /^m6in\./, /^m7a\./, /^m7g\./, /
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^m7gd\./, /^m7i\./, /^m7i-flex\./, /^mac1.metal$/, /^mac2-m2pro.metal$/, /^mac2.metal
$/, 
    /^p3dn\./, /^p4d\./, /^p4de\./, /^p5\./, 
    /^r5\./, /^r5a\./, /^r5ad\./, /^r5b\./, /^r5d\./, /^r5dn\./, /^r5n\./, /^r6a\./, /
^r6g\./, /^r6gd\./, /^r6i\./, /^r6id\./, /^r6idn\./, /^r6in\./, /^r7a\./, /^r7g\./, /
^r7gd\./, /^r7iz\./, 
    /^t3\./, /^t3a\./, /^t4g\./, /^trn1\./, /^trn1n\./, 
    /^u-12tb1\./, /^u-18tb1\./, /^u-24tb1\./, /^u-3tb1\./, /^u-6tb1\./, /^u-9tb1\./, 
    /^vt1\./, 
    /^x2gd\./, /^x2idn\./, /^x2iedn\./, /^x2iezn\./, 
    /^z1d\./
]

#
# Assignments
#
let ec2_instances = Resources.*[ Type == %EC2_INSTANCE_TYPE ]

#
# Primary Rules
#
rule ec2_instance_nitro_instance_type_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                 %ec2_instances not empty { 
    check(%ec2_instances.Properties) 
        << 
        [CT.EC2.PR.16]: Require an Amazon EC2 instance to use an AWS Nitro instance 
 type when created using the 'AWS::EC2::Instance' resource type 
        [FIX]: Set the value of the InstanceType property to an Amazon EC2 instance 
 type based on the AWS Nitro system. 
        >>
}

rule ec2_instance_nitro_instance_type_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.16]: Require an Amazon EC2 instance to use an AWS Nitro instance 
 type when created using the 'AWS::EC2::Instance' resource type 
        [FIX]: Set the value of the InstanceType property to an Amazon EC2 instance 
 type based on the AWS Nitro system. 
        >>
}

#
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# Parameterized Rules
#
rule check(ec2_instance) { 
    %ec2_instance { 
        # Scenario 2 
        InstanceType exists 
        # Scenarios 3 and 4 
        InstanceType in %NITRO_INSTANCE_TYPES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.16 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value "AWS::EC2::Image::Id" 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
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      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value "AWS::EC2::Image::Id" 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t2.micro 

     

[CT.EC2.PR.17] Require an Amazon EC2 dedicated host to use an AWS Nitro instance type

This control checks whether an Amazon EC2 dedicated host is configured to run using an AWS Nitro 
instance type or family.

• Control objective: Protect data integrity, Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::Host

• AWS CloudFormation guard rule:  CT.EC2.PR.17 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.17 rule specification
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• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.EC2.PR.17 example templates

Explanation

The Nitro System is a collection of hardware and software components built by AWS to enable 
high performance, high availability, and high security. The Nitro System provides enhanced security 
because it continuously monitors, protects, and verifies the instance's hardware and firmware. 
Virtualization resources are offloaded to dedicated hardware and software, minimizing the attack 
surface. The Nitro System security model is locked down to prohibit administrative access, reducing 
the possibility of human error and tampering.

Usage considerations

• When you allocate a dedicated host in your account, you can choose a configuration 
that supports either a single instance type, or multiple instance types within the same 
instance family. The number of instances that you can run on a host depends on the 
configuration you choose. See Instance capacity configurations in the Amazon EC2 User 
Guide for Linux Instances for information about support for single instance types and 
multiple instance types.

Remediation for rule failure

Set the value of the InstanceType property to an Amazon EC2 instance type that is based on 
the AWS Nitro system, and that supports dedicated hosts, or set the value of the InstanceFamily 
property to an Amazon EC2 instance family that is based on the AWS Nitro system, and that 
supports dedicated hosts and multiple instance types.

The examples that follow show how to implement this remediation.

Amazon EC2 Host - Example One

An Amazon EC2 dedicated host configured with an instance family that is based on the AWS Nitro 
system, and that supports dedicated hosts and multiple instance types. The example is shown in 
JSON and in YAML.

JSON example
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{ 
    "DedicatedHost": { 
        "Type": "AWS::EC2::Host", 
        "Properties": { 
            "AutoPlacement": "on", 
            "AvailabilityZone": { 
                "Fn::Select": [ 
                    0, 
                    { 
                        "Fn::GetAZs": "" 
                    } 
                ] 
            }, 
            "InstanceFamily": "m5" 
        } 
    }
} 
                 

YAML example

DedicatedHost: 
  Type: AWS::EC2::Host 
  Properties: 
    AutoPlacement: 'on' 
    AvailabilityZone: !Select 
      - 0 
      - !GetAZs '' 
    InstanceFamily: m5 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Host - Example Two

An Amazon EC2 dedicated host configured with an instance type that is based on the AWS Nitro 
system, and that supports dedicated hosts. The example is shown in JSON and in YAML.

JSON example
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{ 
    "DedicatedHost": { 
        "Type": "AWS::EC2::Host", 
        "Properties": { 
            "AutoPlacement": "on", 
            "AvailabilityZone": { 
                "Fn::Select": [ 
                    0, 
                    { 
                        "Fn::GetAZs": "" 
                    } 
                ] 
            }, 
            "InstanceType": "m6a.large" 
        } 
    }
} 
                 

YAML example

DedicatedHost: 
  Type: AWS::EC2::Host 
  Properties: 
    AutoPlacement: 'on' 
    AvailabilityZone: !Select 
      - 0 
      - !GetAZs '' 
    InstanceType: m6a.large 

                 

CT.EC2.PR.17 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
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#   ec2_host_nitro_check
#  
# Description:
#   This control checks whether an Amazon EC2 dedicated host is configured to run using 
 an AWS Nitro instance type or family.
#  
# Reports on:
#   AWS::EC2::Host
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 dedicated host 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Amazon EC2 dedicated host resource
#       And: 'InstanceFamily' or 'InstanceType' have not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Amazon EC2 dedicated host resource
#       And: 'InstanceType' has not been provided
#       And: 'InstanceFamily' has been provided and set to an instance family other 
 than
#            a Nitro instance family with support for both dedicated hosts and multiple
#            instance types
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Amazon EC2 dedicated host resource
#       And: 'InstanceFamily' has not been provided
#       And: 'InstanceType' has been provided and set to an instance type other than
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#            a Nitro instance type with dedicated host support
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Amazon EC2 dedicated host resource
#       And: 'InstanceType' has not been provided
#       And: 'InstanceFamily' has been provided and set to a Nitro instance family with
#            support for both dedicated hosts and multiple instance types
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Amazon EC2 dedicated host resource
#       And: 'InstanceFamily' has not been provided
#       And: 'InstanceType' has been provided and set to a Nitro instance type with
#            dedicated host support
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let EC2_DEDICATED_HOST_TYPE = "AWS::EC2::Host"
let NITRO_INSTANCE_FAMILIES_WITH_DEDICATED_HOST_SUPPORT = [ 
    /^a1$/, 
    /^m5$/, /^m5n$/, /^m6i$/, 
    /^c5$/, /^c5n$/, /^c6i$/,  
    /^r5$/, /^r5n$/, /^r6i$/, 
    /^t3$/
]
let NITRO_INSTANCE_TYPES_WITH_DEDICATED_HOST_SUPPORT = [ 
    /^a1\./, 
    /^c5\./, /^c5d\./, /^c5n\./, /^c6a\./, /^c6g\./, /^c6gd\./, /^c6gn\./, /^c6i\./, /
^c6id\./, /^c6in\./, /^c7g\./, /^c7gd\./, /^c7gn\./, /^c7i\./, 
    /^dl1\./, 
    /^g4ad\./, /^g4dn\./, /^g5\./, /^g5g\./, 
    /^i3.metal$/, /^i3en\./, /^i4g\./, /^i4i\./, /^im4gn\./, /^inf1\./, /^inf2\./, 
    /^m5\./, /^m5d\./, /^m5dn\./, /^m5n\./, /^m5zn\./, /^m6a\./, /^m6g\./, /^m6gd\./, /
^m6i\./, /^m6id\./, /^m6idn\./, /^m6in\./, /^m7a\./, /^m7g\./, /^m7gd\./, /^m7i\./, /
^mac1.metal$/, /^mac2-m2pro.metal$/, /^mac2.metal$/, 
    /^p4d\./, /^p4de\./, /^p5\./, 
    /^r5\./, /^r5b\./, /^r5d\./, /^r5dn\./, /^r5n\./, /^r6a\./, /^r6g\./, /^r6gd\./, /
^r6i\./, /^r6id\./, /^r6idn\./, /^r6in\./, /^r7a\./, /^r7g\./, /^r7gd\./, /^r7iz\./, 
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    /^t3\./, /^trn1\./, 
    /^u-12tb1\./, /^u-18tb1\./, /^u-24tb1\./, /^u-6tb1\./, /^u-9tb1\./, 
    /^x2gd\./, /^x2idn\./, /^x2iedn\./, /^x2iezn\./, 
    /^z1d\./
]

#
# Assignments
#
let ec2_dedicated_hosts = Resources.*[ Type == %EC2_DEDICATED_HOST_TYPE ]

#
# Primary Rules
#
rule ec2_host_nitro_check when is_cfn_template(%INPUT_DOCUMENT) 
                               %ec2_dedicated_hosts not empty { 
    check(%ec2_dedicated_hosts.Properties) 
        << 
        [CT.EC2.PR.17]: Require an Amazon EC2 dedicated host to use an AWS Nitro 
 instance type 
        [FIX]: Set the value of the InstanceType property to an Amazon EC2 instance 
 type that is based on the AWS Nitro system, and  
        that supports dedicated hosts, or set the value of the InstanceFamily property 
 to an Amazon EC2 instance family that is  
        based on the AWS Nitro system, and that supports dedicated hosts and multiple 
 instance types. 
        >>
}

rule ec2_host_nitro_check when is_cfn_hook(%INPUT_DOCUMENT, %EC2_DEDICATED_HOST_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_DEDICATED_HOST_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.17]: Require an Amazon EC2 dedicated host to use an AWS Nitro 
 instance type 
        [FIX]: Set the value of the InstanceType property to an Amazon EC2 instance 
 type that is based on the AWS Nitro system, and  
        that supports dedicated hosts, or set the value of the InstanceFamily property 
 to an Amazon EC2 instance family that is based  
        on the AWS Nitro system, and that supports dedicated hosts and multiple 
 instance types. 
        >>
}

#

Proactive controls 945



AWS Control Tower User Guide

# Parameterized Rules
#
rule check(ec2_dedicated_host) { 
    %ec2_dedicated_host { 
        # Scenario 2 
        InstanceFamily exists or 
        InstanceType exists 
    } 

    %ec2_dedicated_host[ 
        InstanceFamily exists 
    ] { 
        # Scenario 3 and 5 
        InstanceFamily in %NITRO_INSTANCE_FAMILIES_WITH_DEDICATED_HOST_SUPPORT 
    } 
    %ec2_dedicated_host[ 
        InstanceType exists 
    ] { 
        # Scenario 4 and 6 
        InstanceType in %NITRO_INSTANCE_TYPES_WITH_DEDICATED_HOST_SUPPORT 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.17 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.
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PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DedicatedHost: 
    Type: AWS::EC2::Host 
    Properties: 
      AutoPlacement: 'on' 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
      InstanceFamily: m5 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DedicatedHost: 
    Type: AWS::EC2::Host 
    Properties: 
      AutoPlacement: 'on' 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
      InstanceType: m6a.large 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DedicatedHost: 
    Type: AWS::EC2::Host 
    Properties: 
      AutoPlacement: 'on' 
      AvailabilityZone: 
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        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
      InstanceType: c4.large 

     

[CT.EC2.PR.18] Require an Amazon EC2 fleet to override only those launch templates with AWS 
Nitro instance types

This control checks that Amazon EC2 fleets only override launch templates with AWS Nitro instance 
types.

• Control objective: Protect data integrity, Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::EC2Fleet

• AWS CloudFormation guard rule:  CT.EC2.PR.18 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.18 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.EC2.PR.18 example templates

Explanation

The Nitro System is a collection of hardware and software components built by AWS to enable 
high performance, high availability, and high security. The Nitro System provides enhanced security 
because it continuously monitors, protects, and verifies the instance's hardware and firmware. 
Virtualization resources are offloaded to dedicated hardware and software, minimizing the attack 
surface. The Nitro System security model is locked down to prohibit administrative access, reducing 
the possibility of human error and tampering.
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Usage considerations

• This control applies only when launch template overrides have been provided, 
specifically, entries in LaunchTemplateConfigs specifying one or more Overrides
that also include values for InstanceType or InstanceRequirements properties.

• This control does not check the instance type configured on a launch template. To ensure 
that launch templates use Nitro instances types, use this control in conjunction with 
related controls that check launch templates for Nitro instance types.

Remediation for rule failure

For any entry in the LaunchTemplateConfigs parameter, if it has one or more Overrides properties 
that also include InstanceType or InstanceRequirements fields, set the value of the
InstanceType field to an EC2 instance type based on the AWS Nitro system, or set the value of 
the AllowedInstanceTypes field in the InstanceRequirements property to one or more EC2 
instance types that are based on the AWS Nitro system.

The examples that follow show how to implement this remediation.

Amazon EC2 Fleet - Example One

An Amazon EC2 fleet configured with a launch template override and instance type based on the 
AWS Nitro system. The example is shown in JSON and in YAML.

JSON example

{ 
    "EC2Fleet": { 
        "Type": "AWS::EC2::EC2Fleet", 
        "Properties": { 
            "TargetCapacitySpecification": { 
                "TotalTargetCapacity": 1, 
                "DefaultTargetCapacityType": "on-demand" 
            }, 
            "LaunchTemplateConfigs": [ 
                { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
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                            "Ref": "LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": [ 
                                "LaunchTemplate", 
                                "LatestVersionNumber" 
                            ] 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceType": "t3.micro" 
                        } 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

EC2Fleet: 
  Type: AWS::EC2::EC2Fleet 
  Properties: 
    TargetCapacitySpecification: 
      TotalTargetCapacity: 1 
      DefaultTargetCapacityType: on-demand 
    LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'LaunchTemplate' 
          Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
        Overrides: 
          - InstanceType: t3.micro 

                 

The examples that follow show how to implement this remediation.
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Amazon EC2 Fleet - Example Two

An Amazon EC2 fleet configured with a launch template override and instance requirements that 
specify a list of allowed instances based on the AWS Nitro system. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "EC2Fleet": { 
        "Type": "AWS::EC2::EC2Fleet", 
        "Properties": { 
            "TargetCapacitySpecification": { 
                "TotalTargetCapacity": 1, 
                "DefaultTargetCapacityType": "on-demand" 
            }, 
            "LaunchTemplateConfigs": [ 
                { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": [ 
                                "LaunchTemplate", 
                                "LatestVersionNumber" 
                            ] 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceRequirements": { 
                                "VCpuCount": { 
                                    "Min": 2, 
                                    "Max": 4 
                                }, 
                                "MemoryMiB": { 
                                    "Min": 4000, 
                                    "Max": 8000 
                                }, 
                                "AllowedInstanceTypes": [ 
                                    "m5.*", 
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                                    "c5.*" 
                                ] 
                            } 
                        } 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

EC2Fleet: 
  Type: AWS::EC2::EC2Fleet 
  Properties: 
    TargetCapacitySpecification: 
      TotalTargetCapacity: 1 
      DefaultTargetCapacityType: on-demand 
    LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'LaunchTemplate' 
          Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
        Overrides: 
          - InstanceRequirements: 
              VCpuCount: 
                Min: 2 
                Max: 4 
              MemoryMiB: 
                Min: 4000 
                Max: 8000 
              AllowedInstanceTypes: 
                - m5.* 
                - c5.* 

                 

CT.EC2.PR.18 rule specification

# ###################################
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##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_fleet_nitro_instance_override_check
#  
# Description:
#   This control checks that Amazon EC2 fleets only override launch templates with AWS 
 Nitro instance types.
#  
# Reports on:
#   AWS::EC2::EC2Fleet
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 fleet resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: For every entry in 'LaunchTemplateConfigs', 'Overrides' has not been 
 provided
#            or has been provided as an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: For an entry in 'LaunchTemplateConfigs', 'Overrides' has been provided as 
 a non-empty list
#       And: For the same entry in 'LaunchTemplateConfigs', no entries in 'Overrides' 
 include
#            'InstanceType' or 'InstanceRequirements'
#      Then: SKIP
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceType' has been provided and set to 
 an instance type
#            other than a Nitro instance type
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has not been 
 provided or has been
#            provided as an empty list
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has not been 
 provided as a non-empty list
#       And: An entry in 'AllowedInstanceTypes' is set to an instance type other than a 
 Nitro instance type
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceType' has been provided and set to a 
 Nitro instance type
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has not been 
 provided as a non-empty list
#       And: Every entry in 'AllowedInstanceTypes' is set to a Nitro instance type
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let EC2_FLEET_TYPE = "AWS::EC2::EC2Fleet"
let NITRO_INSTANCE_TYPES = [ 
    /^a1\./, 
    /^c5\./, /^c5a\./, /^c5ad\./, /^c5d\./, /^c5n\./, /^c6a\./, /^c6g\./, /^c6gd\./, /
^c6gn\./, /^c6i\./, /^c6id\./, /^c6in\./, /^c7g\./, /^c7gd\./, /^c7gn\./, /^c7i\./, 
    /^d3\./, /^d3en\./, /^dl1\./, 
    /^g4ad\./, /^g4dn\./, /^g5\./, /^g5g\./, 
    /^hpc6a\./, /^hpc6id\./, /^hpc7a\./, /^hpc7g\./, 
    /^i3.metal$/, /^i3en\./, /^i4g\./, /^i4i\./, /^im4gn\./, /^inf1\./, /^inf2\./, /
^is4gen\./, 
    /^m5\./, /^m5a\./, /^m5ad\./, /^m5d\./, /^m5dn\./, /^m5n\./, /^m5zn\./, /^m6a\./, /
^m6g\./, /^m6gd\./, /^m6i\./, /^m6id\./, /^m6idn\./, /^m6in\./, /^m7a\./, /^m7g\./, /
^m7gd\./, /^m7i\./, /^m7i-flex\./, /^mac1.metal$/, /^mac2-m2pro.metal$/, /^mac2.metal
$/, 
    /^p3dn\./, /^p4d\./, /^p4de\./, /^p5\./, 
    /^r5\./, /^r5a\./, /^r5ad\./, /^r5b\./, /^r5d\./, /^r5dn\./, /^r5n\./, /^r6a\./, /
^r6g\./, /^r6gd\./, /^r6i\./, /^r6id\./, /^r6idn\./, /^r6in\./, /^r7a\./, /^r7g\./, /
^r7gd\./, /^r7iz\./, 
    /^t3\./, /^t3a\./, /^t4g\./, /^trn1\./, /^trn1n\./, 
    /^u-12tb1\./, /^u-18tb1\./, /^u-24tb1\./, /^u-3tb1\./, /^u-6tb1\./, /^u-9tb1\./, 
    /^vt1\./, 
    /^x2gd\./, /^x2idn\./, /^x2iedn\./, /^x2iezn\./, 
    /^z1d\./
]

#
# Assignments
#
let ec2_fleets = Resources.*[ Type == %EC2_FLEET_TYPE ]

#
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# Primary Rules
#
rule ec2_fleet_nitro_instance_override_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                  %ec2_fleets not empty { 
    check(%ec2_fleets.Properties) 
        << 
        [CT.EC2.PR.18]: Require an Amazon EC2 fleet to override only those launch 
 templates with AWS Nitro instance types 
        [FIX]: For any entry in the LaunchTemplateConfigs parameter, if it has one or 
 more Overrides properties that also include 'InstanceType' or 'InstanceRequirements' 
 fields, set the value of the 'InstanceType' field to an Amazon EC2 instance type based 
 on the AWS Nitro system, or set the value of the 'AllowedInstanceTypes' field in the 
 InstanceRequirements property to one or more Amazon EC2 instance types that are based 
 on the AWS Nitro system. 
        >>
}

rule ec2_fleet_nitro_instance_override_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_FLEET_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_FLEET_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.18]: Require an Amazon EC2 fleet to override only those launch 
 templates with AWS Nitro instance types 
        [FIX]: For any entry in the LaunchTemplateConfigs parameter, if it has one or 
 more Overrides properties that also include 'InstanceType' or 'InstanceRequirements' 
 fields, set the value of the 'InstanceType' field to an Amazon EC2 instance type based 
 on the AWS Nitro system, or set the value of the 'AllowedInstanceTypes' field in the 
 InstanceRequirements property to one or more Amazon EC2 instance types that are based 
 on the AWS Nitro system. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_fleet) { 
    %ec2_fleet [ 
        # Scenarios 2 and 3 
        filter_launch_template_overrides(this) 
    ] { 
        LaunchTemplateConfigs[*] { 
            Overrides[ InstanceType exists ] { 
                # Scenarios 4 and 7 
                InstanceType in %NITRO_INSTANCE_TYPES 
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            } 
            Overrides[ InstanceRequirements exists ] { 
                InstanceRequirements { 
                    # Scenarios 5, 6 and 8 
                    AllowedInstanceTypes exists 
                    AllowedInstanceTypes is_list 
                    AllowedInstanceTypes not empty 
                    AllowedInstanceTypes[*] in %NITRO_INSTANCE_TYPES 
                } 
            } 
        } 
    }
}

rule filter_launch_template_overrides(ec2_fleet) { 
    %ec2_fleet { 
        LaunchTemplateConfigs exists 
        LaunchTemplateConfigs is_list 
        LaunchTemplateConfigs not empty 

        some LaunchTemplateConfigs[*] { 
            Overrides exists 
            Overrides is_list 
            Overrides not empty 

            some Overrides[*] { 
                InstanceType exists or 
                InstanceRequirements exists 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.18 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value "AWS::EC2::Image::Id" 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  EC2Fleet: 
    Type: AWS::EC2::EC2Fleet 
    Properties: 
      TargetCapacitySpecification: 
        TotalTargetCapacity: 1 
        DefaultTargetCapacityType: on-demand 
      LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: 
            Ref: LaunchTemplate 
          Version: 
            Fn::GetAtt: [LaunchTemplate, LatestVersionNumber] 
        Overrides: 
        - InstanceType: t3.micro 
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PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value "AWS::EC2::Image::Id" 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  EC2Fleet: 
    Type: AWS::EC2::EC2Fleet 
    Properties: 
      TargetCapacitySpecification: 
        TotalTargetCapacity: 1 
        DefaultTargetCapacityType: on-demand 
      LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: 
            Ref: LaunchTemplate 
          Version: 
            Fn::GetAtt: [LaunchTemplate, LatestVersionNumber] 
        Overrides: 
        - InstanceRequirements: 
            VCpuCount: 
              Min: 2 
              Max: 4 
            MemoryMiB: 
              Min: 4000 
              Max: 8000 
            AllowedInstanceTypes: 
            - m5.* 
            - c5.* 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value "AWS::EC2::Image::Id" 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  EC2Fleet: 
    Type: AWS::EC2::EC2Fleet 
    Properties: 
      TargetCapacitySpecification: 
        TotalTargetCapacity: 1 
        DefaultTargetCapacityType: on-demand 
      LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: 
            Ref: LaunchTemplate 
          Version: 
            Fn::GetAtt: [LaunchTemplate, LatestVersionNumber] 
        Overrides: 
        - InstanceType: t2.micro 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value "AWS::EC2::Image::Id" 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
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      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  EC2Fleet: 
    Type: AWS::EC2::EC2Fleet 
    Properties: 
      TargetCapacitySpecification: 
        TotalTargetCapacity: 1 
        DefaultTargetCapacityType: on-demand 
      LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: 
            Ref: LaunchTemplate 
          Version: 
            Fn::GetAtt: [LaunchTemplate, LatestVersionNumber] 
        Overrides: 
        - InstanceRequirements: 
            VCpuCount: 
              Min: 0 
              Max: 4 
            MemoryMiB: 
              Min: 0 
              Max: 4000 
            AllowedInstanceTypes: 
            - c4.large 

     

[CT.EC2.PR.19] Require an Amazon EC2Amazon EC2 instance to use an AWS Nitro instance 
type that supports encryption in-transit between instances when created using the 
AWS::EC2::Instance resource type

This control checks whether an Amazon EC2 instance has been configured to run using a Nitro 
instance type that supports encryption in-transit between instances.

• Control objective: Encrypt data in transit, Protect data integrity, Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::Instance

• AWS CloudFormation guard rule:  CT.EC2.PR.19 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.19 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.EC2.PR.19 example templates

Explanation

The Nitro System is a collection of hardware and software components built by AWS to enable 
high performance, high availability, and high security. The Nitro System provides enhanced security 
because it continuously monitors, protects, and verifies the instance's hardware and firmware. 
Virtualization resources are offloaded to dedicated hardware and software, minimizing the attack 
surface. The Nitro System security model is locked down to prohibit administrative access, reducing 
the possibility of human error and tampering.

AWS provides secure and private connectivity between Amazon EC2 instances of all types. In 
addition, some instance types utilize the offload capabilities of the underlying Nitro System 
hardware to encrypt in-transit traffic between instances, automatically. This encryption process 
uses Authenticated Encryption with Associated Data (AEAD) algorithms, with 256-bit encryption. It 
has no impact on network performance.

Usage considerations

• This control requires that the InstanceType property is provided and set to a Nitro 
instance type that supports encryption in transit between instances. This setting prevents 
you from inheriting an instance type by way of an Amazon EC2 launch template.

• To support in-transit traffic encryption between instances, in addition to using one of the 
Amazon EC2 instance types required by this control, the instances must be in the same 
Region, and they must be in the same VPC or group of peered VPCs, in which traffic does 
not pass through a virtual network device or service, such as a load balancer or a transit 
gateway.

Remediation for rule failure

Set InstanceType to an Amazon EC2 instance type based on the AWS Nitro system that supports 
encryption in-transit between instances.
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The examples that follow show how to implement this remediation.

Amazon EC2 Instance - Example

An Amazon EC2 instance configured with an instance type based on the AWS Nitro system, and 
that supports encryption in transit between instances. The example is shown in JSON and in YAML.

JSON example

{ 
    "EC2Instance": { 
        "Type": "AWS::EC2::Instance", 
        "Properties": { 
            "ImageId": { 
                "Ref": "LatestAmiId" 
            }, 
            "InstanceType": "t3.micro" 
        } 
    }
} 
                 

YAML example

EC2Instance: 
  Type: AWS::EC2::Instance 
  Properties: 
    ImageId: !Ref 'LatestAmiId' 
    InstanceType: t3.micro 

                 

CT.EC2.PR.19 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_instance_nitro_encryption_in_transit_check
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#  
# Description:
#   This control checks whether an Amazon EC2 instance has been configured to run using 
 a Nitro instance type that supports encryption in-transit between instances.
#  
# Reports on:
#   AWS::EC2::Instance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' been provided and set to an instance type other than a 
 Nitro
#            instance type that supports encryption in-transit between instances
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 instance resource
#       And: 'InstanceType' been provided and set to a Nitro instance type that 
 supports
#            encryption in-transit between instances
#      Then: PASS

#
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# Constants
#
let INPUT_DOCUMENT = this
let EC2_INSTANCE_TYPE = "AWS::EC2::Instance"
let NITRO_ENCRYPTION_IN_TRANSIT_INSTANCE_TYPES = [ 
    /^c5a\./, /^c5ad\./, /^c5n\./, /^c6a\./, /^c6gn\./, /^c6i\./, /^c6id\./, /^c6in
\./, /^c7g\./, /^c7gd\./, /^c7gn\./, /^c7i\./, 
    /^d3\./, /^d3en\./, /^dl1\./, 
    /^g4ad\./, /^g4dn\./, /^g5\./, 
    /^hpc6a\./, /^hpc6id\./, /^hpc7a\./, /^hpc7g\./, 
    /^i3en\./, /^i4g\./, /^i4i\./, /^im4gn\./, /^inf1\./, /^inf2\./, /^is4gen\./, 
    /^m5dn\./, /^m5n\./, /^m5zn\./, /^m6a\./, /^m6i\./, /^m6id\./, /^m6idn\./, /^m6in
\./, /^m7a\./, /^m7g\./, /^m7gd\./, /^m7i\./, /^m7i-flex\./, 
    /^p3dn\./, /^p4d\./, /^p4de\./, /^p5\./, 
    /^r5dn\./, /^r5n\./, /^r6a\./, /^r6i\./, /^r6id\./, /^r6idn\./, /^r6in\./, /^r7a
\./, /^r7g\./, /^r7gd\./, /^r7iz\./, 
    /^trn1\./, /^trn1n\./, 
    /^u-12tb1\./, /^u-18tb1\./, /^u-24tb1\./, /^u-3tb1\./, /^u-6tb1\./, /^u-9tb1\./, 
    /^vt1\./, 
    /^x2idn\./, /^x2iedn\./, /^x2iezn\./
]

#
# Assignments
#
let ec2_instances = Resources.*[ Type == %EC2_INSTANCE_TYPE ]

#
# Primary Rules
#
rule ec2_instance_nitro_encryption_in_transit_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         %ec2_instances not empty { 
    check(%ec2_instances.Properties) 
        << 
        [CT.EC2.PR.19]: Require an Amazon EC2 instance to use a nitro instance 
 type that supports encryption in-transit between instances when created using the 
 AWS::EC2::Instance resource type 
        [FIX]: Set 'InstanceType' to an Amazon EC2 instance type based on the AWS Nitro 
 system that supports encryption in-transit between instances. 
        >>
}
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rule ec2_instance_nitro_encryption_in_transit_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EC2_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.19]: Require an Amazon EC2 instance to use a nitro instance 
 type that supports encryption in-transit between instances when created using the 
 AWS::EC2::Instance resource type 
        [FIX]: Set 'InstanceType' to an Amazon EC2 instance type based on the AWS Nitro 
 system that supports encryption in-transit between instances. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_instance) { 
    %ec2_instance { 
        # Scenario 2 
        InstanceType exists 
        # Scenarios 3 and 4 
        InstanceType in %NITRO_ENCRYPTION_IN_TRANSIT_INSTANCE_TYPES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.EC2.PR.19 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: c5a.large 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2Instance: 
    Type: AWS::EC2::Instance 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t2.micro 
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[CT.EC2.PR.20] Require an Amazon EC2 fleet to override only those launch templates with AWS 
Nitro instance types that support encryption in transit between instances

This control checks whether an Amazon EC2 fleet overrides only the launch templates based upon 
AWS Nitro instance types that support encryption in transit between instances.

• Control objective: Encrypt data in transit, Protect data integrity, Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EC2::EC2Fleet

• AWS CloudFormation guard rule:  CT.EC2.PR.20 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EC2.PR.20 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.EC2.PR.20 example templates

Explanation

The Nitro System is a collection of hardware and software components built by AWS to enable 
high performance, high availability, and high security. The Nitro System provides enhanced security 
because it continuously monitors, protects, and verifies the instance's hardware and firmware. 
Virtualization resources are offloaded to dedicated hardware and software, minimizing the attack 
surface. The Nitro System security model is locked down to prohibit administrative access, reducing 
the possibility of human error and tampering.

AWS provides secure and private connectivity between Amazon EC2 instances of all types. In 
addition, some instance types utilize the offload capabilities of the underlying Nitro System 
hardware to encrypt in-transit traffic between instances, automatically. This encryption process 
uses Authenticated Encryption with Associated Data (AEAD) algorithms, with 256-bit encryption. It 
has no impact on network performance.
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Usage considerations

• This control applies only when launch template overrides have been provided, 
specifically, entries in LaunchTemplateConfigs specifying one or more Overrides
that also include values for InstanceType or InstanceRequirements properties.

• This control does not check the instance type configured on a launch template. To 
ensure that launch templates use Nitro instances types that support encryption in-transit 
between instances, use this control in conjunction with related controls that check launch 
templates for Nitro instance types, and that the Nitro instance types support encryption 
in transit between instances.

• To support in-transit traffic encryption between instances, in addition to using one of 
the EC2 instance types required by this control, the instances must be in the same AWS 
Region, and they must be in the same VPC or group of peered VPCs, in which traffic does 
not pass through a virtual network device or service, such as a load balancer or a transit 
gateway.

Remediation for rule failure

For any entry in the LaunchTemplateConfigs parameter, if it has one or more Overrides properties 
that also include InstanceType or InstanceRequirements fields, set the value of the 
InstanceType field to an Amazon EC2 instance type that's based on the AWS Nitro system, and that 
supports encryption in transit between instances, or set the value of the AllowedInstanceTypes 
field in the InstanceRequirements property to one or more Amazon EC2 instance types that are 
based on the AWS Nitro system, and that support encryption in transit between instances.

The examples that follow show how to implement this remediation.

Amazon EC2 Fleet - Example One

An Amazon EC2 fleet configured with a launch template override and instance type that is based 
on the AWS Nitro system, and that supports encryption in transit between instances. The example 
is shown in JSON and in YAML.

JSON example

{ 
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    "EC2Fleet": { 
        "Type": "AWS::EC2::EC2Fleet", 
        "Properties": { 
            "TargetCapacitySpecification": { 
                "TotalTargetCapacity": 1, 
                "DefaultTargetCapacityType": "on-demand" 
            }, 
            "LaunchTemplateConfigs": [ 
                { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": [ 
                                "LaunchTemplate", 
                                "LatestVersionNumber" 
                            ] 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceType": "c5a.large" 
                        } 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

EC2Fleet: 
  Type: AWS::EC2::EC2Fleet 
  Properties: 
    TargetCapacitySpecification: 
      TotalTargetCapacity: 1 
      DefaultTargetCapacityType: on-demand 
    LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
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          LaunchTemplateId: !Ref 'LaunchTemplate' 
          Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
        Overrides: 
          - InstanceType: c5a.large 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Fleet - Example Two

An Amazon EC2 fleet configured with a launch template override and instance requirements that 
specify a list of allowed instances, that are based on the AWS Nitro system, and that support 
encryption in transit between instances. The example is shown in JSON and in YAML.

JSON example

{ 
    "EC2Fleet": { 
        "Type": "AWS::EC2::EC2Fleet", 
        "Properties": { 
            "TargetCapacitySpecification": { 
                "TotalTargetCapacity": 1, 
                "DefaultTargetCapacityType": "on-demand" 
            }, 
            "LaunchTemplateConfigs": [ 
                { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": [ 
                                "LaunchTemplate", 
                                "LatestVersionNumber" 
                            ] 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceRequirements": { 
                                "VCpuCount": { 
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                                    "Min": 2, 
                                    "Max": 4 
                                }, 
                                "MemoryMiB": { 
                                    "Min": 4000, 
                                    "Max": 8000 
                                }, 
                                "AllowedInstanceTypes": [ 
                                    "m6a.*", 
                                    "c5a.*" 
                                ] 
                            } 
                        } 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

EC2Fleet: 
  Type: AWS::EC2::EC2Fleet 
  Properties: 
    TargetCapacitySpecification: 
      TotalTargetCapacity: 1 
      DefaultTargetCapacityType: on-demand 
    LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'LaunchTemplate' 
          Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
        Overrides: 
          - InstanceRequirements: 
              VCpuCount: 
                Min: 2 
                Max: 4 
              MemoryMiB: 
                Min: 4000 
                Max: 8000 
              AllowedInstanceTypes: 
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                - m6a.* 
                - c5a.* 

                 

CT.EC2.PR.20 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ec2_fleet_nitro_encryption_in_transit_override_check
#  
# Description:
#   This control checks whether an Amazon EC2 fleet overrides only the launch templates 
 based upon AWS Nitro instance types that support encryption in transit between 
 instances.
#  
# Reports on:
#   AWS::EC2::EC2Fleet
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EC2 fleet resources
#     Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: For every entry in 'LaunchTemplateConfigs', 'Overrides' has not been 
 provided
#            or has been provided as an empty list
#      Then: SKIP
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#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: For an entry in 'LaunchTemplateConfigs', 'Overrides' has been provided as 
 a non-empty list
#       And: For the same entry in 'LaunchTemplateConfigs', no entries in 'Overrides' 
 include
#            'InstanceType' or 'InstanceRequirements'
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceType' has been provided and set to 
 an instance type
#            other than a Nitro instance type that supports encryption in-transit 
 between instances
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has not been 
 provided or has been
#            provided as an empty list
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has been 
 provided as a non-empty list
#       And: An entry in 'AllowedInstanceTypes' is set to an instance type other than a 
 Nitro instance
#            type that supports encryption in-transit between instances
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#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceType' has been provided and set to a 
 Nitro instance type that
#            supports encryption in-transit between instances
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 fleet resource
#       And: 'Overrides' in 'LaunchTemplateConfigs' has been provided as a non-empty 
 list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has been 
 provided as a non-empty list
#       And: Every entry in 'AllowedInstanceTypes' is set to a Nitro instance type that
#            supports encryption in-transit between instances
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let EC2_FLEET_TYPE = "AWS::EC2::EC2Fleet"
let NITRO_ENCRYPTION_IN_TRANSIT_INSTANCE_TYPES = [ 
    /^c5a\./, /^c5ad\./, /^c5n\./, /^c6a\./, /^c6gn\./, /^c6i\./, /^c6id\./, /^c6in
\./, /^c7g\./, /^c7gd\./, /^c7gn\./, /^c7i\./, 
    /^d3\./, /^d3en\./, /^dl1\./, 
    /^g4ad\./, /^g4dn\./, /^g5\./, 
    /^hpc6a\./, /^hpc6id\./, /^hpc7a\./, /^hpc7g\./, 
    /^i3en\./, /^i4g\./, /^i4i\./, /^im4gn\./, /^inf1\./, /^inf2\./, /^is4gen\./, 
    /^m5dn\./, /^m5n\./, /^m5zn\./, /^m6a\./, /^m6i\./, /^m6id\./, /^m6idn\./, /^m6in
\./, /^m7a\./, /^m7g\./, /^m7gd\./, /^m7i\./, /^m7i-flex\./, 
    /^p3dn\./, /^p4d\./, /^p4de\./, /^p5\./, 
    /^r5dn\./, /^r5n\./, /^r6a\./, /^r6i\./, /^r6id\./, /^r6idn\./, /^r6in\./, /^r7a
\./, /^r7g\./, /^r7gd\./, /^r7iz\./, 
    /^trn1\./, /^trn1n\./, 
    /^u-12tb1\./, /^u-18tb1\./, /^u-24tb1\./, /^u-3tb1\./, /^u-6tb1\./, /^u-9tb1\./, 
    /^vt1\./, 
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    /^x2idn\./, /^x2iedn\./, /^x2iezn\./
]

#
# Assignments
#
let ec2_fleets = Resources.*[ Type == %EC2_FLEET_TYPE ]

#
# Primary Rules
#
rule ec2_fleet_nitro_encryption_in_transit_override_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                               %ec2_fleets not empty { 
    check(%ec2_fleets.Properties) 
        << 
        [CT.EC2.PR.20]: Require an Amazon Amazon EC2 fleet to override only those 
 launch templates with AWS Nitro instance types that support encryption in transit 
 between instances 
        [FIX]: For any entry in the LaunchTemplateConfigs parameter, if it has one or 
 more Overrides properties that also include 'InstanceType' or 'InstanceRequirements' 
 fields, set the value of the InstanceType field to an EC2 instance type that's based 
 on the AWS Nitro system, and that supports encryption in transit between instances, or 
 set the value of the AllowedInstanceTypes field in the InstanceRequirements property 
 to one or more EC2 instance types that are based on the AWS Nitro system, and that 
 support encryption in transit between instances. 
        >>
}

rule ec2_fleet_nitro_encryption_in_transit_override_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %EC2_FLEET_TYPE) { 
    check(%INPUT_DOCUMENT.%EC2_FLEET_TYPE.resourceProperties) 
        << 
        [CT.EC2.PR.20]: Require an Amazon EC2 fleet to override only those launch 
 templates with AWS Nitro instance types that support encryption in transit between 
 instances 
        [FIX]: For any entry in the LaunchTemplateConfigs parameter, if it has one or 
 more Overrides properties that also include 'InstanceType' or 'InstanceRequirements' 
 fields,  
        set the value of the InstanceType field to an Amazon EC2 instance type that's 
 based on the AWS Nitro system, and that supports encryption in transit between 
 instances, or  
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        set the value of the AllowedInstanceTypes field in the InstanceRequirements 
 property to one or more Amazon EC2 instance types that are based on the AWS Nitro 
 system, and that support encryption in transit between instances. 
        >>
}

#
# Parameterized Rules
#
rule check(ec2_fleet) { 
    %ec2_fleet [ 
        # Scenarios 2 and 3 
        filter_launch_template_overrides(this) 
    ] { 
        LaunchTemplateConfigs[*] { 
            Overrides[ InstanceType exists ] { 
                # Scenarios 4 and 7 
                InstanceType in %NITRO_ENCRYPTION_IN_TRANSIT_INSTANCE_TYPES 
            } 
            Overrides[ InstanceRequirements exists ] { 
                InstanceRequirements { 
                    # Scenarios 5, 6 and 8 
                    AllowedInstanceTypes exists 
                    AllowedInstanceTypes is_list 
                    AllowedInstanceTypes not empty 
                    AllowedInstanceTypes[*] in 
 %NITRO_ENCRYPTION_IN_TRANSIT_INSTANCE_TYPES 
                } 
            } 
        } 
    }
}

rule filter_launch_template_overrides(ec2_fleet) { 
    %ec2_fleet { 
        LaunchTemplateConfigs exists 
        LaunchTemplateConfigs is_list 
        LaunchTemplateConfigs not empty 

        some LaunchTemplateConfigs[*] { 
            Overrides exists 
            Overrides is_list 
            Overrides not empty 
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            some Overrides[*] { 
                InstanceType exists or 
                InstanceRequirements exists 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EC2.PR.20 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
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        ImageId: 
          Ref: LatestAmiId 
  EC2Fleet: 
    Type: AWS::EC2::EC2Fleet 
    Properties: 
      TargetCapacitySpecification: 
        TotalTargetCapacity: 1 
        DefaultTargetCapacityType: on-demand 
      LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: 
            Ref: LaunchTemplate 
          Version: 
            Fn::GetAtt: [LaunchTemplate, LatestVersionNumber] 
        Overrides: 
        - InstanceType: c5a.large 

     

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  EC2Fleet: 
    Type: AWS::EC2::EC2Fleet 
    Properties: 
      TargetCapacitySpecification: 
        TotalTargetCapacity: 1 
        DefaultTargetCapacityType: on-demand 
      LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: 
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            Ref: LaunchTemplate 
          Version: 
            Fn::GetAtt: [LaunchTemplate, LatestVersionNumber] 
        Overrides: 
        - InstanceRequirements: 
            VCpuCount: 
              Min: 2 
              Max: 4 
            MemoryMiB: 
              Min: 4000 
              Max: 8000 
            AllowedInstanceTypes: 
            - m6a.* 
            - c5a.* 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  EC2Fleet: 
    Type: AWS::EC2::EC2Fleet 
    Properties: 
      TargetCapacitySpecification: 
        TotalTargetCapacity: 1 
        DefaultTargetCapacityType: on-demand 
      LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: 
            Ref: LaunchTemplate 
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          Version: 
            Fn::GetAtt: [LaunchTemplate, LatestVersionNumber] 
        Overrides: 
        - InstanceType: t2.micro 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  EC2Fleet: 
    Type: AWS::EC2::EC2Fleet 
    Properties: 
      TargetCapacitySpecification: 
        TotalTargetCapacity: 1 
        DefaultTargetCapacityType: on-demand 
      LaunchTemplateConfigs: 
      - LaunchTemplateSpecification: 
          LaunchTemplateId: 
            Ref: LaunchTemplate 
          Version: 
            Fn::GetAtt: [LaunchTemplate, LatestVersionNumber] 
        Overrides: 
        - InstanceRequirements: 
            VCpuCount: 
              Min: 0 
              Max: 4 
            MemoryMiB: 
              Min: 0 
              Max: 4000 
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            AllowedInstanceTypes: 
            - c4.large 

     

Amazon Elastic Compute Cloud (Amazon EC2) Auto Scaling controls

Topics

• [CT.AUTOSCALING.PR.1] Require an Amazon EC2 Auto Scaling group to have multiple Availability 
Zones

• [CT.AUTOSCALING.PR.2] Require an Amazon EC2 Auto Scaling group launch configuration to 
configure Amazon EC2 instances for IMDSv2

• [CT.AUTOSCALING.PR.4] Require an Amazon EC2 Auto Scaling group associated with an AWS 
Elastic Load Balancing (ELB) to have ELB health checks activated

• [CT.AUTOSCALING.PR.5] Require than an Amazon EC2 Auto Scaling group launch configuration 
does not have Amazon EC2 instances with public IP addresses

• [CT.AUTOSCALING.PR.6] Require any Amazon EC2 Auto Scaling groups to use multiple instance 
types

• [CT.AUTOSCALING.PR.8] Require an Amazon EC2 Auto Scaling group to have EC2 launch 
templates configured

• [CT.AUTOSCALING.PR.9] Require an Amazon EBS volume configured through an Amazon EC2 
Auto Scaling launch configuration to encrypt data at rest

• [CT.AUTOSCALING.PR.10] Require an Amazon EC2 Auto Scaling group to use only AWS Nitro 
instance types when overriding a launch template

• [CT.AUTOSCALING.PR.11] Require only AWS Nitro instance types that support network traffic 
encryption between instances to be added to an Amazon EC2 Auto Scaling group, when 
overriding a launch template

[CT.AUTOSCALING.PR.1] Require an Amazon EC2 Auto Scaling group to have multiple 
Availability Zones

This control checks whether your Amazon EC2 Auto Scaling group spans multiple Availability 
Zones.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule
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• Control behavior: Proactive

• Resource types: AWS::AutoScaling::AutoScalingGroup

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.AUTOSCALING.PR.1 example templates

Explanation

Amazon EC2 Auto Scaling groups can be configured to use multiple Availability Zones. An Auto 
Scaling group with a single Availability Zone is preferred in some use cases, such as batch-jobs or 
when inter-AZ transfer costs need to be kept to a minimum. However, an Auto Scaling group that 
does not span multiple Availability Zones will not launch instances in another Availability Zone to 
compensate if the configured single Availability Zone becomes unavailable.

Remediation for rule failure

Configure Auto Scaling groups with multiple Availability Zones.

The examples that follow show how to implement this remediation.

Auto Scaling group - Example

Auto Scaling group configured with multiple Availability Zones. The example is shown in JSON and 
in YAML.

JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "LaunchTemplate": { 
                "LaunchTemplateId": { 
                    "Ref": "LaunchTemplate" 
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                }, 
                "Version": { 
                    "Fn::GetAtt": "LaunchTemplate.LatestVersionNumber" 
                } 
            }, 
            "MaxSize": "1", 
            "MinSize": "0", 
            "DesiredCapacity": "1", 
            "AvailabilityZones": [ 
                { 
                    "Fn::Select": [ 
                        0, 
                        { 
                            "Fn::GetAZs": "" 
                        } 
                    ] 
                }, 
                { 
                    "Fn::Select": [ 
                        1, 
                        { 
                            "Fn::GetAZs": "" 
                        } 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    LaunchTemplate: 
      LaunchTemplateId: !Ref 'LaunchTemplate' 
      Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
    MaxSize: '1' 
    MinSize: '0' 
    DesiredCapacity: '1' 
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    AvailabilityZones: 
      - !Select 
        - 0 
        - !GetAZs '' 
      - !Select 
        - 1 
        - !GetAZs '' 

                 

CT.AUTOSCALING.PR.1 rule specification

#####################################
##       Rule Specification        ##
#####################################

Rule Identifier: 
  autoscaling_multiple_az_check

Description: 
  Checks if Auto Scaling groups span multiple Availability Zones.

Reports on: 
   AWS::AutoScaling::AutoScalingGroup

Evaluates: 
  AWS CloudFormation, AWS CloudFormation hook

Rule Parameters: 
  None

Scenarios: 
  Scenario: 1 
    Given: The input document is an AWS CloudFormation or CloudFormation hook document 
      And: The input document does not contain any Auto Scaling groups 
     Then: SKIP 
  Scenario: 2 
    Given: The input document is an AWS CloudFormation or CloudFormation hoo document 
      And: The input document contains an Auto Scaling group resource 
      And: 'AvailabilityZones' is not present on the Auto Scaling group resource 
     Then: FAIL 
  Scenario: 3 
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    Given: The input document is an AWS CloudFormation or CloudFormation hook document 
      And: The input document contains an Auto Scaling group resource 
      And: 'AvailabilityZones' is present on the Auto Scaling group resource 
      And: The number of 'AvailabilityZones' present is less than 2 (< 2) or the number 
 of 
           unique 'AvailabilityZones' provided is less than 2 (< 2) 
     Then: FAIL 
  Scenario: 4 
    Given: The input document is an AWS CloudFormation or CloudFormation Hook Document 
      And: The input document contains an Auto Scaling group resource 
      And: 'AvailabilityZones' is present on the Auto Scaling group resource 
      And: The number of 'AvailabilityZones' present is greater than or equal to 2 (>= 
 2) 
      And: At least two unique 'AvailabilityZones' have been provided 
     Then: PASS 

     

CT.AUTOSCALING.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
        InstanceType: t3.micro 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      LaunchTemplate: 

Proactive controls 986



AWS Control Tower User Guide

        LaunchTemplateId: 
          Ref: LaunchTemplate 
        Version: 
          Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
      MaxSize: '1' 
      MinSize: '0' 
      DesiredCapacity: '1' 
      AvailabilityZones: 
      - Fn::Select: 
        - 0 
        - Fn::GetAZs: "" 
      - Fn::Select: 
        - 1 
        - Fn::GetAZs: "" 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
        InstanceType: t3.micro 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      LaunchTemplate: 
        LaunchTemplateId: 
          Ref: LaunchTemplate 
        Version: 
          Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
      MaxSize: '1' 
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      MinSize: '0' 
      DesiredCapacity: '1' 
      AvailabilityZones: 
      - Fn::Select: 
        - 0 
        - Fn::GetAZs: "" 

     

[CT.AUTOSCALING.PR.2] Require an Amazon EC2 Auto Scaling group launch configuration to 
configure Amazon EC2 instances for IMDSv2

This control checks whether an Amazon EC2 Auto Scaling launch configuration is configured to 
require the use of Instance Metadata Service Version 2 (IMDSv2).

• Control objective: Protect configurations

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AutoScaling::LaunchConfiguration

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.2 rule specification

• For examples of PASS and FAIL CloudFront Templates related to this control, see:
CT.AUTOSCALING.PR.2 example templates

Explanation

IMDS provides data about your instance, which you can use to configure or manage the running 
instance.

Version 2 of the IMDS adds protections that weren't available in IMDSv1, to safeguard your EC2 
instances further.
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Usage considerations

• This control applies only to Amazon EC2 Auto Scaling launch configurations that allow 
access to instance metadata.

Remediation for rule failure

Provide a MetadataOptions configuration and set the value of HttpTokens to required.

The examples that follow show how to implement this remediation.

Amazon EC2 Auto Scaling Launch Configuration - Example

Amazon EC2 Auto Scaling launch configuration with IMDSv2 enabled. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "AutoScalingLaunchConfiguration": { 
        "Type": "AWS::AutoScaling::LaunchConfiguration", 
        "Properties": { 
            "ImageId": { 
                "Ref": "LatestAmiId" 
            }, 
            "InstanceType": "t3.micro", 
            "MetadataOptions": { 
                "HttpTokens": "required" 
            } 
        } 
    }
} 
                 

YAML example

AutoScalingLaunchConfiguration: 
  Type: AWS::AutoScaling::LaunchConfiguration 
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  Properties: 
    ImageId: !Ref 'LatestAmiId' 
    InstanceType: t3.micro 
    MetadataOptions: 
      HttpTokens: required 

                 

CT.AUTOSCALING.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   autoscaling_launch_config_requires_imdsv2_check
#  
# Description:
#   This control checks whether an Amazon EC2 Auto Scaling launch configuration is 
 configured to require the use of Instance Metadata Service Version 2 (IMDSv2).
#  
# Reports on:
#   AWS::AutoScaling::LaunchConfiguration
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#  Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Autoscaling launch configuration 
 resources
#      Then: SKIP
#  Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Autoscaling launch configuration resource
#       And: 'MetadataOptions' has been provided.
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#       And: 'MetadataOptions.HttpEndpoint' has been provided is equal to 'disabled'
#      Then: SKIP
#  Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Autoscaling launch configuration resource
#       And: 'MetadataOptions.HttpEndpoint' has not been provided or has been provided 
 and is equal to 'enabled'
#       And: 'MetadataOptions.HttpTokens' has not been provided
#      Then: FAIL
#  Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Autoscaling launch configuration resource
#       And: 'MetadataOptions' has been provided.
#       And: 'MetadataOptions.HttpEndpoint' has not been provided or has been provided 
 and is equal to 'enabled'
#       And: 'MetadataOptions.HttpTokens' has been provided and set to a value other 
 than 'required'
#      Then: FAIL
#  Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Autoscaling launch configuration resource
#       And: 'MetadataOptions' has been provided.
#       And: 'MetadataOptions.HttpEndpoint' has not been provided or has been provided 
 and is equal to 'enabled'
#       And: 'MetadataOptions.HttpTokens' has been provided and set to 'required'
#      Then: PASS

#
# Constants
#
let AUTOSCALING_LAUNCH_CONFIGURATION_TYPE = "AWS::AutoScaling::LaunchConfiguration"
let INPUT_DOCUMENT = this

#
# Assignments
#
let autoscaling_launch_configurations = Resources.*[ Type == 
 %AUTOSCALING_LAUNCH_CONFIGURATION_TYPE ]

#
# Primary Rules
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#
rule autoscaling_launch_config_requires_imdsv2_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          
 %autoscaling_launch_configurations not empty { 
    check(%autoscaling_launch_configurations.Properties) 
        << 
        [CT.AUTOSCALING.PR.2]: Require an Amazon EC2 Auto Scaling group launch 
 configuration to configure Amazon EC2 instances for IMDSv2 
            [FIX]: Provide a 'MetadataOptions' configuration and set the value of 
 'HttpTokens' to 'required'. 
        >>
}

rule autoscaling_launch_config_requires_imdsv2_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %AUTOSCALING_LAUNCH_CONFIGURATION_TYPE) { 
    check(%INPUT_DOCUMENT.%AUTOSCALING_LAUNCH_CONFIGURATION_TYPE.resourceProperties) 
        << 
        [CT.AUTOSCALING.PR.2]: Require an Amazon EC2 Auto Scaling group launch 
 configuration to configure Amazon EC2 instances for IMDSv2 
            [FIX]: Provide a 'MetadataOptions' configuration and set the value of 
 'HttpTokens' to 'required'. 
        >>
}

#
# Parameterized Rules
#
rule check(autoscaling_launch_configuration) { 
    %autoscaling_launch_configuration [ 
        # Scenario 2 
        filter_autoscaling_launch_configurations(this) 
    ] { 
        # Scenario 3, 4 and 5 
        MetadataOptions exists 
        MetadataOptions is_struct 

        MetadataOptions { 
            HttpTokens exists 
            HttpTokens == "required" 
        } 
    }
}
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rule filter_autoscaling_launch_configurations(autoscaling_launch_configurations) { 
    %autoscaling_launch_configurations { 
        MetadataOptions not exists or 
        filter_metadata_options(this) 
    }
}

rule filter_metadata_options(metadata_options) { 
    %metadata_options { 
        MetadataOptions is_struct 
        MetadataOptions { 
            HttpEndpoint not exists or 
            HttpEndpoint == "enabled" 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.AUTOSCALING.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
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    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  AutoScalingLaunchConfiguration: 
    Type: AWS::AutoScaling::LaunchConfiguration 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      MetadataOptions: 
        HttpTokens: required 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  AutoScalingLaunchConfiguration: 
    Type: AWS::AutoScaling::LaunchConfiguration 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      MetadataOptions: 
        HttpTokens: optional 

     

[CT.AUTOSCALING.PR.4] Require an Amazon EC2 Auto Scaling group associated with an AWS 
Elastic Load Balancing (ELB) to have ELB health checks activated

This control checks whether your Amazon EC2 Auto Scaling groups that are associated with a load 
balancer are using Elastic Load Balancing health checks.

• Control objective: Improve availability
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• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::AutoScaling::AutoScalingGroup

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see: GitHub

Explanation

This configuration requirement ensures that the group can determine an instance's health based on 
additional tests provided by the load balancer. Using Elastic Load Balancing health checks can help 
support the availability of applications that use EC2 Auto Scaling groups.

Usage considerations

• This control only applies to Auto Scaling groups associated with a Classic Load Balancer 
or Target Group

Remediation for rule failure

Configure Amazon EC2 Auto Scaling groups associated with an Elastic Load Balancing to use Elastic 
Load Balancing health checks.

The examples that follow show how to implement this remediation.

Auto Scaling group - Example One

Auto Scaling group with a Classic Load Balancer association and Elastic Load Balancing health 
checks. The example is shown in JSON and in YAML.

JSON example
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{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "LaunchTemplate": { 
                "LaunchTemplateId": { 
                    "Ref": "LaunchTemplate" 
                }, 
                "Version": { 
                    "Fn::GetAtt": "LaunchTemplate.LatestVersionNumber" 
                } 
            }, 
            "MaxSize": "1", 
            "MinSize": "0", 
            "DesiredCapacity": "1", 
            "LoadBalancerNames": [ 
                { 
                    "Ref": "ElasticLoadBalancer" 
                } 
            ], 
            "HealthCheckType": "ELB", 
            "VPCZoneIdentifier": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    LaunchTemplate: 
      LaunchTemplateId: !Ref 'LaunchTemplate' 
      Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
    MaxSize: '1' 
    MinSize: '0' 
    DesiredCapacity: '1' 
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    LoadBalancerNames: 
      - !Ref 'ElasticLoadBalancer' 
    HealthCheckType: ELB 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 

                 

The examples that follow show how to implement this remediation.

Auto Scaling group - Example Two

Auto Scaling group with a Target Group association and Elastic Load Balancing health checks. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "LaunchTemplate": { 
                "LaunchTemplateId": { 
                    "Ref": "LaunchTemplate" 
                }, 
                "Version": { 
                    "Fn::GetAtt": "LaunchTemplate.LatestVersionNumber" 
                } 
            }, 
            "MaxSize": "1", 
            "MinSize": "0", 
            "DesiredCapacity": "1", 
            "TargetGroupARNs": [ 
                { 
                    "Ref": "ELBv2TargetGroup" 
                } 
            ], 
            "HealthCheckType": "ELB", 
            "VPCZoneIdentifier": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ] 
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        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    LaunchTemplate: 
      LaunchTemplateId: !Ref 'LaunchTemplate' 
      Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
    MaxSize: '1' 
    MinSize: '0' 
    DesiredCapacity: '1' 
    TargetGroupARNs: 
      - !Ref 'ELBv2TargetGroup' 
    HealthCheckType: ELB 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 

                 

CT.AUTOSCALING.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   autoscaling_group_elb_healthcheck_required_check
#  
# Description:
#   This control checks whether your Amazon EC2 Auto Scaling groups that are associated 
 with a load balancer are using  
Elastic Load Balancing health checks.
#  
# Reports on:
#   AWS::AutoScaling::AutoScalingGroup
#  
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# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Auto Scaling groups
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Auto Scaling group resource
#       And: 'LoadBalancerNames' or 'TargetGroupARNs' are not present on the Auto 
 Scaling group resource or empty lists
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Auto Scaling Group resource
#       And: 'LoadBalancerNames' or 'TargetGroupARNs' are present on the Auto Scaling 
 group with at least
#            one configuration
#       And: 'HealthCheckType' is not present
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Auto Scaling group resource
#       And: 'LoadBalancerNames' or 'TargetGroupARNs' are present on the Auto Scaling 
 group with at least
#            one configuration
#       And: 'HealthCheckType' is present and set to a value other than 'ELB' (e.g. 
 'EC2')
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Auto Scaling group resource
#       And: 'LoadBalancerNames' or 'TargetGroupARNs' are present on the Auto Scaling 
 group resource with at least
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#            one configuration
#       And: 'HealthCheckType' is present and set to 'ELB'
#      Then: PASS

#
# Constants
#
let AUTOSCALING_GROUP_TYPE = "AWS::AutoScaling::AutoScalingGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
let autoscaling_groups = Resources.*[ Type == %AUTOSCALING_GROUP_TYPE ]

#
# Primary Rules
#
rule autoscaling_group_elb_healthcheck_required_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                           %autoscaling_groups not 
 empty { 
    check(%autoscaling_groups.Properties) 
        << 
        [CT.AUTOSCALING.PR.4]: Require an Amazon EC2 Auto Scaling group associated with 
 an AWS Elastic Load Balancer (ELB) to have ELB health checks activated 
        [FIX]: Configure Amazon EC2 Auto Scaling groups associated with an Elastic Load 
 Balancing load balancer to use Elastic Load Balancing health checks. 
        >>
}

rule autoscaling_group_elb_healthcheck_required_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %AUTOSCALING_GROUP_TYPE) { 
    check(this.%AUTOSCALING_GROUP_TYPE.resourceProperties) 
        << 
        [CT.AUTOSCALING.PR.4]: Require an Amazon EC2 Auto Scaling group associated with 
 an AWS Elastic Load Balancer (ELB) to have ELB health checks activated 
        [FIX]: Configure Amazon EC2 Auto Scaling groups associated with an Elastic Load 
 Balancing load balancer to use Elastic Load Balancing health checks. 
        >>
}

#
# Parameterized Rules
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#
rule check(autoscaling_group) { 
    %autoscaling_group [ 
        filter_list_exists_and_not_empty(LoadBalancerNames) or 
        filter_list_exists_and_not_empty(TargetGroupARNs) 
    ] { 
       check_healthcheck_type_on_asg(this) 
    }
}

rule filter_list_exists_and_not_empty(property) { 
    %property { 
        # Scenario 2 
        this exists 
        this is_list 
        this not empty 
    }
}

rule check_healthcheck_type_on_asg(asg) { 
    %asg { 
        # Scenario 3 
        HealthCheckType exists 
        # Scenario 4 and 5 
        HealthCheckType == "ELB" 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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[CT.AUTOSCALING.PR.5] Require than an Amazon EC2 Auto Scaling group launch configuration 
does not have Amazon EC2 instances with public IP addresses

This control checks whether Amazon EC2 Auto Scaling groups have public IP addresses configured 
through Launch Configurations.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::AutoScaling::LaunchConfiguration

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.AUTOSCALING.PR.5 example templates

Explanation

Amazon EC2 instances in an Auto Scaling group launch configuration should not have an 
associated public IP address, except for in limited edge cases. Amazon EC2 instances should only be 
accessible from behind a load balancer instead of being directly exposed to the internet.

Remediation for rule failure

Set AssociatePublicIpAddress to false on Auto Scaling Launch Configurations.

The examples that follow show how to implement this remediation.

Auto Scaling Launch Configuration - Example

Auto Scaling Launch Configuration configured to disable public IP address association. The 
example is shown in JSON and in YAML.

JSON example

{ 
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    "AutoScalingLaunchConfiguration": { 
        "Type": "AWS::AutoScaling::LaunchConfiguration", 
        "Properties": { 
            "ImageId": { 
                "Ref": "LatestAmiId" 
            }, 
            "InstanceType": "t3.micro", 
            "AssociatePublicIpAddress": false 
        } 
    }
} 
                 

YAML example

AutoScalingLaunchConfiguration: 
  Type: AWS::AutoScaling::LaunchConfiguration 
  Properties: 
    ImageId: !Ref 'LatestAmiId' 
    InstanceType: t3.micro 
    AssociatePublicIpAddress: false 

                 

CT.AUTOSCALING.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   autoscaling_launch_config_public_ip_disabled_check
#  
# Description:
#   Checks if Auto Scaling Launch Configurations have been configured to disable public 
 IP address association.
#  
# Reports on:
#   AWS::Auto Scaling::LaunchConfiguration
#  
# Evaluates:
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#   AWS CloudFormation, AWS CloudFormation Hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Auto Scaling Launch Configuration 
 Resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Auto Scaling Launch Configuration Resource
#       And: 'AssociatePublicIpAddress' is not present on the Auto Scaling Launch 
 Configuration Resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Auto Scaling Launch Configuration Resource
#       And: 'AssociatePublicIpAddress' is present on the Auto Scaling Launch 
 Configuration Resource
#            and is set to bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Auto Scaling Launch Configuration Resource
#       And: 'AssociatePublicIpAddress' is present on the Auto Scaling Launch 
 Configuration Resource
#            and is set to bool(false)
#      Then: PASS

#
# Constants
#
let AUTOSCALING_LAUNCH_CONFIGURATION_TYPE = 'AWS::AutoScaling::LaunchConfiguration'
let INPUT_DOCUMENT = this

#
# Assignments
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#
let autoscaling_launch_configurations = Resources.*[ Type == 
 %AUTOSCALING_LAUNCH_CONFIGURATION_TYPE ]

#
# Primary Rules
#
rule autoscaling_launch_config_public_ip_disabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                             
 %autoscaling_launch_configurations not empty { 

    check(%autoscaling_launch_configurations.Properties) 
        << 
        [CT.AUTOSCALING.PR.5]: Require than an Amazon EC2 Auto Scaling group launch 
 configuration does not have EC2 instances with public IP addresses 
        [FIX]: Set 'AssociatePublicIpAddress' to false on Auto Scaling Launch 
 Configurations. 
        >>

}

rule autoscaling_launch_config_public_ip_disabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AUTOSCALING_LAUNCH_CONFIGURATION_TYPE) { 

    check(%INPUT_DOCUMENT.%AUTOSCALING_LAUNCH_CONFIGURATION_TYPE.resourceProperties) 
        << 
        [CT.AUTOSCALING.PR.5]: Require than an Amazon EC2 Auto Scaling group launch 
 configuration does not have EC2 instances with public IP addresses 
        [FIX]: Set 'AssociatePublicIpAddress' to false on Auto Scaling Launch 
 Configurations. 
        >>
}

#
# Parameterized Rules
#
rule check(launch_configuration) { 
    %launch_configuration { 
        # Scenario 2 
        AssociatePublicIpAddress exists 
        # Scenarios 3 and 4 
        AssociatePublicIpAddress == false 
    }
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}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.AUTOSCALING.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  AutoScalingLaunchConfiguration: 
    Type: AWS::AutoScaling::LaunchConfiguration 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      AssociatePublicIpAddress: false 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  AutoScalingLaunchConfiguration: 
    Type: AWS::AutoScaling::LaunchConfiguration 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      AssociatePublicIpAddress: true 

     

[CT.AUTOSCALING.PR.6] Require any Amazon EC2 Auto Scaling groups to use multiple instance 
types

This control checks whether an Amazon EC2 Auto Scaling group uses multiple instance types 
through a mixed instance policy and explicit instance type overrides.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::AutoScaling::AutoScalingGroup

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.6 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.AUTOSCALING.PR.6 example templates
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Explanation

You can enhance availability by deploying your application across multiple instance types running 
in multiple Availability Zones. AWS Control Tower recommends using multiple instance types 
so that the Auto Scaling group can launch another instance type if there is insufficient instance 
capacity in your chosen Availability Zones.

Usage considerations

• This control applies only to Amazon EC2 Auto Scaling groups that do not use attribute-
based instance type selection within a mixed instances policy (configured by means of 
the InstanceRequirements property within mixed instances policy Overrides).

Remediation for rule failure

Within a MixedInstancePolicy configuration, provide a LaunchTemplate configuration with 
two entries in the Overrides property. Within each override, set the InstanceType property to a 
different Amazon EC2 instance type.

The examples that follow show how to implement this remediation.

Amazon EC2 Auto Scaling Group - Example

Amazon EC2 Auto Scaling group configured with multiple instance types. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "VPCZoneIdentifier": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ], 
            "MaxSize": "2", 
            "MinSize": "1", 
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            "MixedInstancesPolicy": { 
                "LaunchTemplate": { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "EC2LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": [ 
                                "EC2LaunchTemplate", 
                                "LatestVersionNumber" 
                            ] 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceType": "t3.micro" 
                        }, 
                        { 
                            "InstanceType": "m5.large" 
                        } 
                    ] 
                } 
            } 
        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 
    MaxSize: '2' 
    MinSize: '1' 
    MixedInstancesPolicy: 
      LaunchTemplate: 
        LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'EC2LaunchTemplate' 
          Version: !GetAtt 'EC2LaunchTemplate.LatestVersionNumber' 
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        Overrides: 
          - InstanceType: t3.micro 
          - InstanceType: m5.large 

                 

CT.AUTOSCALING.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   autoscaling_mixed_instances_policy_multiple_instance_types_check
#  
# Description:
#   This control checks whether an Amazon EC2 Auto Scaling group uses multiple instance 
 types through a mixed instance policy and explicit instance type overrides.
#  
# Reports on:
#   AWS::AutoScaling::AutoscalingGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#  Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Autoscaling Group resources
#      Then: SKIP
#  Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains Autoscaling Group resources
#       And: 'MixedInstancesPolicy.LaunchTemplate.Overrides' has been provided as a 
 list
#       And: There exists any 'Overrides' entry where 'InstanceRequirements' is present
#       And: There exists no 'Overrides' entry where 'InstanceType' is present
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#      Then: SKIP
#  Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains Autoscaling Group resources
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has been 
 provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.Overrides' has not been provided
#      Then: FAIL
#  Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains Autoscaling Group resources
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has been 
 provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.Overrides' has been provided as a 
 list
#       And: 'InstanceType' is not present or is present as a empty string in 
 'MixedInstancesPolicy.LaunchTemplate.Overrides'
#      Then: FAIL
#  Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains Autoscaling Group resources
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has been 
 provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.Overrides' has been provided as a 
 list
#       And: There exists any 'Overrides' entry where 'InstanceRequirements' is present
#       And: There exists any 'Overrides' entry where 'InstanceType' is present
#      Then: FAIL
#  Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains Autoscaling Group resources
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has been 
 provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.Overrides' has been provided as a 
 list
#       And: 'InstanceType' is present in 
 'MixedInstancesPolicy.LaunchTemplate.Overrides' as a non empty string
#       And: Length of 'MixedInstancesPolicy.LaunchTemplate.Overrides' is less than or 
 equal to 1
#      Then: FAIL
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#  Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains Autoscaling Group resources
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has been 
 provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.Overrides' has been provided as a 
 list
#       And: 'InstanceType' is present in 
 'MixedInstancesPolicy.LaunchTemplate.Overrides' as a non empty string
#       And: Length of 'MixedInstancesPolicy.LaunchTemplate.Overrides' is greater than 
 1
#      Then: PASS

#
# Constants
#
let AUTOSCALING_GROUP_TYPE = "AWS::AutoScaling::AutoScalingGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
let autoscaling_groups = Resources.*[ Type == %AUTOSCALING_GROUP_TYPE ]

#
# Primary Rules
#
rule autoscaling_mixed_instances_policy_multiple_instance_types_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                           
 %autoscaling_groups not empty { 
    check(%autoscaling_groups.Properties) 
        << 
        [CT.AUTOSCALING.PR.6]: Require any Amazon EC2 Auto Scaling groups to use 
 multiple instance types 
            [FIX]: Within a 'MixedInstancePolicy' configuration, provide a 
 'LaunchTemplate' configuration with two entries in the 'Overrides' property. Within 
 each override, set the 'InstanceType' property to a different Amazon EC2 instance 
 type. 
        >>
}
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rule autoscaling_mixed_instances_policy_multiple_instance_types_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AUTOSCALING_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%AUTOSCALING_GROUP_TYPE.resourceProperties) 
        << 
        [CT.AUTOSCALING.PR.6]: Require any Amazon EC2 Auto Scaling groups to use 
 multiple instance types 
            [FIX]: Within a 'MixedInstancePolicy' configuration, provide a 
 'LaunchTemplate' configuration with two entries in the 'Overrides' property. Within 
 each override, set the 'InstanceType' property to a different Amazon EC2 instance 
 type. 
        >>
}

#
# Parameterized Rules
#
rule check(autoscaling_group) { 
    %autoscaling_group [ 
        # Scenario 2 
        filter_asg_no_instance_requirement_overrides(this) 
    ] { 
        # Scenario 4, 5, 6 
        MixedInstancesPolicy exists 
        MixedInstancesPolicy is_struct 

        MixedInstancesPolicy { 
            LaunchTemplate exists 
            LaunchTemplate is_struct 

            LaunchTemplate { 
                LaunchTemplateSpecification exists 
                LaunchTemplateSpecification is_struct 

                Overrides exists 
                Overrides is_list 
                Overrides not empty 

                Overrides[0] exists 
                Overrides[1] exists 

                Overrides[*] { 
                    InstanceType exists 
                    check_is_string_and_not_empty(InstanceType) 
                } 
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                Overrides[0].InstanceType not in Overrides[1].InstanceType 
            } 
        } 
    } 

    %autoscaling_group [ 
        # Scenario 2 
        filter_asg_conflicting_overrides(this) 
    ] { 
        MixedInstancesPolicy { 
            LaunchTemplate { 
                Overrides[*] { 
                    check_mutually_exclusive_property_combination(InstanceType, 
 InstanceRequirements) or 
                    check_mutually_exclusive_property_combination(InstanceRequirements, 
 InstanceType) 
                } 
            } 
        } 
    }
}

rule filter_asg_no_instance_requirement_overrides(autoscaling_group) { 
    %autoscaling_group { 
        MixedInstancesPolicy not exists or 
        filter_mixed_instances_policy_no_instance_requirement_overrides(this) 
    }
}

rule filter_mixed_instances_policy_no_instance_requirement_overrides(autoscaling_group) 
 { 
    %autoscaling_group { 
        MixedInstancesPolicy is_struct 
        MixedInstancesPolicy { 
            LaunchTemplate not exists or 
            filter_launch_templates_no_instance_requirement_overrides(this) 
        } 
    }
}

rule filter_launch_templates_no_instance_requirement_overrides(launch_template) { 
    %launch_template { 
        LaunchTemplate is_struct 
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        LaunchTemplate { 
            Overrides not exists or 
            filter_overrides_no_instance_requirement_overrides(this) 
        } 
    }
}

rule filter_overrides_no_instance_requirement_overrides(overrides) { 
    %overrides { 
        Overrides is_list 
        Overrides empty or 
        Overrides[*] { 
            InstanceRequirements not exists 
        } 
    }
}

rule filter_asg_conflicting_overrides(autoscaling_group) { 
    %autoscaling_group { 
        MixedInstancesPolicy not exists or 
        filter_mixed_instances_policy_conflicting_overrides(this) 
    }
}

rule filter_mixed_instances_policy_conflicting_overrides(autoscaling_group) { 
    %autoscaling_group { 
        MixedInstancesPolicy is_struct 
        MixedInstancesPolicy { 
            LaunchTemplate not exists or 
            filter_launch_templates_conflicting_overrides(this) 
        } 
    }
}

rule filter_launch_templates_conflicting_overrides(launch_template) { 
    %launch_template { 
        LaunchTemplate is_struct 
        LaunchTemplate { 
            Overrides not exists or 
            filter_overrides_conflicting_overrides(this) 
        } 
    }
}
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rule filter_overrides_conflicting_overrides(overrides) { 
    %overrides { 
        Overrides is_list 
        Overrides empty or 
        some Overrides[*] { 
            InstanceRequirements exists 
            InstanceType exists 
        } 
    }
}

rule check_mutually_exclusive_property_combination(property1, property2) { 
    %property1 not exists 
    %property2 exists
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.AUTOSCALING.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.
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PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateName: 
        Fn::Sub: ${AWS::StackName}-example 
      LaunchTemplateData: 
        InstanceType: t3.micro 
        ImageId: 
          Ref: LatestAmiId 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      VPCZoneIdentifier: 
      - Ref: Subnet 
      MaxSize: '2' 
      MinSize: '1' 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
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            LaunchTemplateId: 
              Ref: EC2LaunchTemplate 
            Version: 
              Fn::GetAtt: 
              - EC2LaunchTemplate 
              - LatestVersionNumber 
          Overrides: 
          - InstanceType: t3.micro 
          - InstanceType: m5.large 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateName: 
        Fn::Sub: ${AWS::StackName}-example 
      LaunchTemplateData: 
        InstanceType: t3.micro 
        ImageId: 
          Ref: LatestAmiId 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
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      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      VPCZoneIdentifier: 
      - Ref: Subnet 
      MaxSize: '2' 
      MinSize: '1' 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: EC2LaunchTemplate 
            Version: 
              Fn::GetAtt: 
              - EC2LaunchTemplate 
              - LatestVersionNumber 
          Overrides: 
          - InstanceType: t3.micro 

     

[CT.AUTOSCALING.PR.8] Require an Amazon EC2 Auto Scaling group to have EC2 launch 
templates configured

This control checks whether an Amazon EC2 Auto Scaling group is configured to use an EC2 launch 
template.

• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AutoScaling::AutoScalingGroup

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.8 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.8 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.AUTOSCALING.PR.8 example templates

Explanation

An Auto Scaling group can be created from an EC2 launch template or from a launch configuration. 
If you use a launch template to create an Auto Scaling group, you have access to the latest features 
and improvements.

Remediation for rule failure

Provide a LaunchTemplate or
MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification configuration 
with a valid Version and a LaunchTemplateId or LaunchTemplateName.

The examples that follow show how to implement this remediation.

Amazon EC2 Auto Scaling Group - Example One

Amazon EC2 Auto Scaling group configured with an EC2 launch template. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "VPCZoneIdentifier": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ], 
            "MaxSize": "2", 
            "MinSize": "1", 
            "LaunchTemplate": { 
                "LaunchTemplateName": "SampleLaunchTemplate", 
                "Version": { 
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                    "Fn::GetAtt": [ 
                        "EC2LaunchTemplate", 
                        "LatestVersionNumber" 
                    ] 
                } 
            } 
        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 
    MaxSize: '2' 
    MinSize: '1' 
    LaunchTemplate: 
      LaunchTemplateName: SampleLaunchTemplate 
      Version: !GetAtt 'EC2LaunchTemplate.LatestVersionNumber' 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Auto Scaling Group - Example Two

Amazon EC2 Auto Scaling group configured with a mixed instances policy and EC2 launch 
template. The example is shown in JSON and in YAML.

JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "VPCZoneIdentifier": [ 
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                { 
                    "Ref": "Subnet" 
                } 
            ], 
            "MaxSize": "2", 
            "MinSize": "1", 
            "MixedInstancesPolicy": { 
                "LaunchTemplate": { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "EC2LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": [ 
                                "EC2LaunchTemplate", 
                                "LatestVersionNumber" 
                            ] 
                        } 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 
    MaxSize: '2' 
    MinSize: '1' 
    MixedInstancesPolicy: 
      LaunchTemplate: 
        LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'EC2LaunchTemplate' 
          Version: !GetAtt 'EC2LaunchTemplate.LatestVersionNumber' 
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CT.AUTOSCALING.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   autoscaling_launch_template_check
#  
# Description:
#   This control checks whether an Amazon EC2 Auto Scaling group is configured to use 
 an EC2 launch template.
#  
# Reports on:
#   AWS::AutoScaling::AutoscalingGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#  Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contains any Amazon EC2 Auto Scaling group 
 resources
#      Then: SKIP
#  Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 Auto Scaling group resource
#       And: 'LaunchTemplate' has not been provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has not 
 been provided
#      Then: FAIL
#  Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 Auto Scaling group resource
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has not 
 been provided
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#       And: 'LaunchTemplate' has been provided
#       And: 'LaunchTemplate' has an invalid configuration ('Version' has not been 
 provided and one of 'LaunchTemplateId'
#            or 'LaunchTemplateName' has not been provided or 'Version' has been 
 provided as an empty string or invalid local
#            reference and one of 'LaunchTemplateId' or 'LaunchTemplateName' has been 
 provided as an empty string or an
#            invalid local reference)
#      Then: FAIL
#  Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 Auto Scaling group resource
#       And: 'LaunchTemplate' has not been provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has been 
 provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has an 
 invalid configuration ('Version' has
#            not been provided and one of 'LaunchTemplateId' or 'LaunchTemplateName' 
 has not been provided or 'Version' has
#            been provided as an empty string or invalid local reference and one of 
 'LaunchTemplateId' or 'LaunchTemplateName'
#            has been provided as an empty string or an invalid local reference)
#      Then: FAIL
#  Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 Auto Scaling group resource
#       And: 'LaunchTemplate' has been provided
#       And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has
#            been provided.
#       Then: FAIL
#   Scenario: 6
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an Amazon EC2 Auto Scaling group resource
#        And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has not 
 been provided
#        And: 'LaunchTemplate' has been provided
#        And: 'LaunchTemplate' has a valid configuration ('Version' has been provided 
 and one of 'LaunchTemplateId' or
#             'LaunchTemplateName' has been provided as a non-empty string or valid 
 local reference)
#       Then: PASS
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#   Scenario: 7
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an Amazon EC2 Auto Scaling group resource
#        And: 'LaunchTemplate' has not been provided
#        And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has 
 been provided
#        And: 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' has a 
 valid configuration ('Version' has
#             been provided and one of 'LaunchTemplateId' or 'LaunchTemplateName' has 
 been provided as a non-empty string
#             or valid local reference)
#       Then: PASS

#
# Constants
#
let AUTOSCALING_GROUP_TYPE = "AWS::AutoScaling::AutoScalingGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
let autoscaling_groups = Resources.*[ Type == %AUTOSCALING_GROUP_TYPE ]

#
# Primary Rules
#
rule autoscaling_launch_template_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %autoscaling_groups not empty { 
    check(%autoscaling_groups.Properties) 
        << 
        [CT.AUTOSCALING.PR.8]: Require an Amazon EC2 Auto Scaling group to have EC2 
 launch templates configured 
            [FIX]: Provide a 'LaunchTemplate' or 
 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' configuration with a 
 valid 'Version' and a 'LaunchTemplateId' or 'LaunchTemplateName'. 
        >>
}

rule autoscaling_launch_template_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %AUTOSCALING_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%AUTOSCALING_GROUP_TYPE.resourceProperties) 
        << 

Proactive controls 1025



AWS Control Tower User Guide

        [CT.AUTOSCALING.PR.8]: Require an Amazon EC2 Auto Scaling group to have EC2 
 launch templates configured 
            [FIX]: Provide a 'LaunchTemplate' or 
 'MixedInstancesPolicy.LaunchTemplate.LaunchTemplateSpecification' configuration with a 
 valid 'Version' and a 'LaunchTemplateId' or 'LaunchTemplateName'. 
        >>
}

#
# Parameterized Rules
#
rule check(autoscaling_groups) { 
    %autoscaling_groups { 
        # Scenario 3 and 6 
        check_launch_template(this) or 

        # Scenario 4 and 7 
        check_mixed_instances_policy(this) 
    }
}

rule check_launch_template(autoscaling_groups) { 
    %autoscaling_groups { 
        check_mutually_exclusive_property_combination(LaunchTemplate, 
 MixedInstancesPolicy) 
        LaunchTemplate is_struct 
        LaunchTemplate { 
            check_valid_launch_template_config(this) 
        } 
    }
}

rule check_mixed_instances_policy(autoscaling_groups) { 
    %autoscaling_groups { 
        check_mutually_exclusive_property_combination(MixedInstancesPolicy, 
 LaunchTemplate) 
        MixedInstancesPolicy is_struct 
        MixedInstancesPolicy { 
            LaunchTemplate exists 
            LaunchTemplate is_struct 
            LaunchTemplate { 
                LaunchTemplateSpecification exists 
                LaunchTemplateSpecification is_struct 
                check_valid_launch_template_config(LaunchTemplateSpecification) 
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            } 
        } 
    }
}

rule check_valid_launch_template_config(launch_template_specification) { 
    %launch_template_specification { 
        check_valid_launch_template_property(Version) 
        check_valid_prop_combination(LaunchTemplateId, LaunchTemplateName) or 
        check_valid_prop_combination(LaunchTemplateName, LaunchTemplateId) 
    }
}

rule check_valid_prop_combination(valid_property, invalid_property) { 
    check_mutually_exclusive_property_combination(%valid_property, %invalid_property) 
    check_valid_launch_template_property(%valid_property)
}

rule check_mutually_exclusive_property_combination(valid_property, invalid_property) { 
    %invalid_property not exists 
    %valid_property exists
}

rule check_valid_launch_template_property(property) { 
    %property { 
        check_is_string_and_not_empty(this) or 
        check_local_references(%INPUT_DOCUMENT, this, "AWS::EC2::LaunchTemplate") 
    }
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
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    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.AUTOSCALING.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  EC2LaunchTemplate: 
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    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateName: 
        Fn::Sub: ${AWS::StackName}-example 
      LaunchTemplateData: 
        InstanceType: t3.micro 
        ImageId: 
          Ref: LatestAmiId 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      VPCZoneIdentifier: 
      - Ref: Subnet 
      MaxSize: '2' 
      MinSize: '1' 
      LaunchTemplate: 
        LaunchTemplateId: 
          Ref: EC2LaunchTemplate 
        Version: 
          Fn::GetAtt: 
          - EC2LaunchTemplate 
          - LatestVersionNumber 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id> 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  AutoScalingLaunchConfiguration: 
    Type: AWS::AutoScaling::LaunchConfiguration 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      LaunchConfigurationName: "AutoScalingLaunchConfiguration" 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      VPCZoneIdentifier: 
      - Ref: Subnet 
      MaxSize: '2' 
      MinSize: '1' 
      LaunchConfigurationName: "AutoScalingLaunchConfiguration" 
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[CT.AUTOSCALING.PR.9] Require an Amazon EBS volume configured through an Amazon EC2 
Auto Scaling launch configuration to encrypt data at rest

This control checks whether Auto Scaling launch configurations with Amazon EBS volume block 
device mappings enable Amazon EBS volume encryption.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AutoScaling::LaunchConfiguration

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.9 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.9 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.AUTOSCALING.PR.9 example templates

Explanation

Enable Amazon EBS encryption at rest, to provide an added layer of security for your sensitive data 
in Amazon EBS volumes. Amazon EBS encryption offers a straightforward encryption solution for 
your Amazon EBS resources. It doesn't require you to build, maintain, and secure your own key 
management infrastructure. It uses KMS keys when creating encrypted volumes and snapshots.

Usage considerations

• This control applies only to Amazon EC2 Auto Scaling launch configurations that specify 
Amazon EBS block device mappings.

Remediation for rule failure

For every entry in the BlockDeviceMappings parameter with an Ebs configuration, set the value of
Encryption to true.
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The examples that follow show how to implement this remediation.

Amazon EC2 Auto Scaling Launch Configuration - Example

An Amazon EC2 Auto Scaling launch configuration configured with an Amazon EBS block device 
mapping that has volume encryption enabled. The example is shown in JSON and in YAML.

JSON example

{ 
    "LaunchConfiguration": { 
        "Type": "AWS::AutoScaling::LaunchConfiguration", 
        "Properties": { 
            "ImageId": { 
                "Ref": "LatestAmiId" 
            }, 
            "InstanceType": "t3.micro", 
            "BlockDeviceMappings": [ 
                { 
                    "DeviceName": "/dev/sdc", 
                    "Ebs": { 
                        "Encrypted": true, 
                        "VolumeSize": 100, 
                        "VolumeType": "gp3" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

LaunchConfiguration: 
  Type: AWS::AutoScaling::LaunchConfiguration 
  Properties: 
    ImageId: !Ref 'LatestAmiId' 
    InstanceType: t3.micro 
    BlockDeviceMappings: 
      - DeviceName: /dev/sdc 
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        Ebs: 
          Encrypted: true 
          VolumeSize: 100 
          VolumeType: gp3 

                 

CT.AUTOSCALING.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   autoscaling_launch_config_encrypted_volumes_check
#  
# Description:
#   This control checks whether Auto Scaling launch configurations with Amazon EBS 
 volume block device mappings enable Amazon EBS volume encryption.
#  
# Reports on:
#   AWS::AutoScaling::LaunchConfiguration
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 Auto Scaling launch 
 configuration resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 Auto Scaling launch 
 configuration resource
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#       And: 'BlockDeviceMappings' has not been provided or has been provided as an 
 empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 Auto Scaling launch 
 configuration resource
#       And: 'BlockDeviceMappings' has been provided as a non-empty list
#       And: No entries in 'BlockDeviceMappings' contain 'Ebs' as a struct
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 Auto Scaling launch 
 configuration resource
#       And: 'BlockDeviceMappings' has been provided as a non-empty list
#       And: An entry in 'BlockDeviceMappings' contains 'Ebs' as a struct
#       And: In the same entry, 'Encrypted' in 'Ebs' has not been provided or has been 
 provided
#            and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 Auto Scaling launch 
 configuration resource
#       And: 'BlockDeviceMappings' has been provided as a non-empty list
#       And: An entry in 'BlockDeviceMappings' contains 'Ebs' as a struct
#       And: In the same entry, 'Encrypted' in 'Ebs' has been provided and set to 
 bool(true)
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let AUTOSCALING_LAUNCH_CONFIGURATION_TYPE = "AWS::AutoScaling::LaunchConfiguration"

#
# Assignments
#
let autoscaling_launch_configurations = Resources.*[ Type == 
 %AUTOSCALING_LAUNCH_CONFIGURATION_TYPE ]

Proactive controls 1034



AWS Control Tower User Guide

#
# Primary Rules
#
rule autoscaling_launch_config_encrypted_volumes_check when is_cfn_template(this) 
                                                            
 %autoscaling_launch_configurations not empty { 
    check(%autoscaling_launch_configurations.Properties) 
        << 
        [CT.AUTOSCALING.PR.9]: Require an Amazon EBS volume configured through an 
 Amazon EC2 Auto Scaling launch configuration to encrypt data at rest 
        [FIX]: For every entry in the BlockDeviceMappings parameter with an 'Ebs' 
 configuration, set the value of 'Encryption' to true. 
        >>
}

rule autoscaling_launch_config_encrypted_volumes_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AUTOSCALING_LAUNCH_CONFIGURATION_TYPE) { 
    check(%INPUT_DOCUMENT.%AUTOSCALING_LAUNCH_CONFIGURATION_TYPE.resourceProperties) 
        << 
        [CT.AUTOSCALING.PR.9]: Require an Amazon EBS volume configured through an 
 Amazon EC2 Auto Scaling launch configuration to encrypt data at rest 
        [FIX]: For every entry in the BlockDeviceMappings parameter with an 'Ebs' 
 configuration, set the value of 'Encryption' to true. 
        >>
}

#
# Parameterized Rules
#
rule check(autoscaling_launch_configuration) { 
    %autoscaling_launch_configuration [ 
        # Scenarios 2 and 3 
        filter_launch_configuration_contains_ebs_block_device_mappings(this) 
    ] { 
        BlockDeviceMappings[ 
            Ebs exists 
            Ebs is_struct 
        ] { 
            Ebs { 
                # Scenarios 4 and 5 
                Encrypted exists 
                Encrypted == true 
            } 
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        } 
    }
}

rule 
 filter_launch_configuration_contains_ebs_block_device_mappings(launch_configuration) { 
    %launch_configuration { 
        BlockDeviceMappings exists 
        BlockDeviceMappings is_list 
        BlockDeviceMappings not empty 

        some BlockDeviceMappings[*] { 
            Ebs exists 
            Ebs is_struct 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.AUTOSCALING.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
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    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value "AWS::EC2::Image::Id" 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchConfiguration: 
    Type: AWS::AutoScaling::LaunchConfiguration 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      BlockDeviceMappings: 
      - DeviceName: /dev/sdc 
        Ebs: 
          Encrypted: true 
          VolumeSize: 100 
          VolumeType: gp3 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value "AWS::EC2::Image::Id" 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  LaunchConfiguration: 
    Type: AWS::AutoScaling::LaunchConfiguration 
    Properties: 
      ImageId: 
        Ref: LatestAmiId 
      InstanceType: t3.micro 
      BlockDeviceMappings: 
      - DeviceName: /dev/sdc 
        Ebs: 
          Encrypted: false 
          VolumeSize: 100 
          VolumeType: gp3 
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[CT.AUTOSCALING.PR.10] Require an Amazon EC2 Auto Scaling group to use only AWS Nitro 
instance types when overriding a launch template

This control checks whether, when using a MixedInstancesPolicy resource parameter override, 
an Amazon EC2 Auto Scaling group overrides launch templates by specifying AWS Nitro instance 
types only.

• Control objective: Protect data integrity, Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AutoScaling::AutoScalingGroup

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.10 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.10 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.AUTOSCALING.PR.10 example templates

Explanation

The Nitro System is a collection of hardware and software components built by AWS to enable 
high performance, high availability, and high security. The Nitro System provides enhanced security 
because it continuously monitors, protects, and verifies the instance's hardware and firmware. 
Virtualization resources are offloaded to dedicated hardware and software, thereby minimizing the 
attack surface. The Nitro System security model is locked down to prohibit administrative access, 
greatly reducing the possibility of human error and tampering.

Usage considerations

• This control applies only to Amazon EC2 Auto Scaling groups that are configured 
with launch template overrides that specify an instance type or instance attributes. A
LaunchTemplate.LaunchTemplateSpecification configuration specifies one or 
more Overrides that also include InstanceType or InstanceRequirements.
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• This control does not check the instance type configured on a launch template. To ensure 
that launch templates use Nitro instances types, use this control in conjunction with 
related controls that check launch templates for Nitro instance types.

Remediation for rule failure

In the MixedInstancesPolicy.LaunchTemplate property, if it has one or more Overrides fields 
that include InstanceType or InstanceRequirements, set the value of InstanceType
to an Amazon EC2 instance type that is based on the AWS Nitro system, or set the value of
AllowedInstanceTypes in InstanceRequirements to one or more Amazon EC2 instance 
types that are based on the AWS Nitro system.

The examples that follow show how to implement this remediation.

Amazon EC2 Auto Scaling Group - Example One

An Amazon EC2 Auto Scaling group configured with a launch template override and instance type 
based on the AWS Nitro system. The example is shown in JSON and in YAML.

JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "MixedInstancesPolicy": { 
                "LaunchTemplate": { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": "LaunchTemplate.LatestVersionNumber" 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceType": "t3.micro" 
                        } 
                    ] 
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                } 
            }, 
            "MaxSize": 1, 
            "MinSize": 0, 
            "DesiredCapacity": 1, 
            "VPCZoneIdentifier": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    MixedInstancesPolicy: 
      LaunchTemplate: 
        LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'LaunchTemplate' 
          Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
        Overrides: 
          - InstanceType: t3.micro 
    MaxSize: 1 
    MinSize: 0 
    DesiredCapacity: 1 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Auto Scaling Group - Example Two

An Amazon EC2 Auto Scaling group configured with a launch template override and instance 
requirements that specify a list of allowed instances based on the AWS Nitro system. The example 
is shown in JSON and in YAML.
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JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "MixedInstancesPolicy": { 
                "LaunchTemplate": { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": "LaunchTemplate.LatestVersionNumber" 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceRequirements": { 
                                "AllowedInstanceTypes": [ 
                                    "m5.*", 
                                    "c5.*" 
                                ], 
                                "VCpuCount": { 
                                    "Min": 2, 
                                    "Max": 4 
                                }, 
                                "MemoryMiB": { 
                                    "Min": 4000, 
                                    "Max": 8000 
                                } 
                            } 
                        } 
                    ] 
                } 
            }, 
            "MaxSize": 1, 
            "MinSize": 0, 
            "DesiredCapacity": 1, 
            "VPCZoneIdentifier": [ 
                { 
                    "Ref": "Subnet" 
                } 

Proactive controls 1041



AWS Control Tower User Guide

            ] 
        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    MixedInstancesPolicy: 
      LaunchTemplate: 
        LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'LaunchTemplate' 
          Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
        Overrides: 
          - InstanceRequirements: 
              AllowedInstanceTypes: 
                - m5.* 
                - c5.* 
              VCpuCount: 
                Min: 2 
                Max: 4 
              MemoryMiB: 
                Min: 4000 
                Max: 8000 
    MaxSize: 1 
    MinSize: 0 
    DesiredCapacity: 1 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 

                 

CT.AUTOSCALING.PR.10 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
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# Rule Identifier:
#   autoscaling_group_nitro_instance_override_check
#  
# Description:
#   This control checks whether, when using a mixed instance policy, an Amazon EC2 Auto 
 Scaling group overrides launch templates with AWS Nitro instance types only.
#  
# Reports on:
#   AWS::AutoScaling::AutoScalingGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation Hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 auto scaling group 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has not been provided 
 or
#            has been provided as an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: No entries in 'Overrides' include 'InstanceType' or 'InstanceRequirements'
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
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#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: For an entry in 'Overrides', 'InstanceType' has been provided and set to 
 an instance type
#            other than a Nitro instance type
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has not been 
 provided or has been
#            provided as an empty list
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has been 
 provided as a non-empty list
#       And: An entry in 'AllowedInstanceTypes' is set to an instance type other than a 
 Nitro instance type
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: For an entry in 'Overrides', 'InstanceType' has been provided and set to a 
 Nitro instance type
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
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#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has been 
 provided as a non-empty list
#       And: Every entry in 'AllowedInstanceTypes' is set to a Nitro instance type
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let AUTOSCALING_GROUP_TYPE = "AWS::AutoScaling::AutoScalingGroup"
let NITRO_INSTANCE_TYPES = [ 
    /^a1\./, 
    /^c5\./, /^c5a\./, /^c5ad\./, /^c5d\./, /^c5n\./, /^c6a\./, /^c6g\./, /^c6gd\./, /
^c6gn\./, /^c6i\./, /^c6id\./, /^c6in\./, /^c7g\./, /^c7gd\./, /^c7gn\./, /^c7i\./, 
    /^d3\./, /^d3en\./, /^dl1\./, 
    /^g4ad\./, /^g4dn\./, /^g5\./, /^g5g\./, 
    /^hpc6a\./, /^hpc6id\./, /^hpc7a\./, /^hpc7g\./, 
    /^i3.metal$/, /^i3en\./, /^i4g\./, /^i4i\./, /^im4gn\./, /^inf1\./, /^inf2\./, /
^is4gen\./, 
    /^m5\./, /^m5a\./, /^m5ad\./, /^m5d\./, /^m5dn\./, /^m5n\./, /^m5zn\./, /^m6a\./, /
^m6g\./, /^m6gd\./, /^m6i\./, /^m6id\./, /^m6idn\./, /^m6in\./, /^m7a\./, /^m7g\./, /
^m7gd\./, /^m7i\./, /^m7i-flex\./, /^mac1.metal$/, /^mac2-m2pro.metal$/, /^mac2.metal
$/, 
    /^p3dn\./, /^p4d\./, /^p4de\./, /^p5\./, 
    /^r5\./, /^r5a\./, /^r5ad\./, /^r5b\./, /^r5d\./, /^r5dn\./, /^r5n\./, /^r6a\./, /
^r6g\./, /^r6gd\./, /^r6i\./, /^r6id\./, /^r6idn\./, /^r6in\./, /^r7a\./, /^r7g\./, /
^r7gd\./, /^r7iz\./, 
    /^t3\./, /^t3a\./, /^t4g\./, /^trn1\./, /^trn1n\./, 
    /^u-12tb1\./, /^u-18tb1\./, /^u-24tb1\./, /^u-3tb1\./, /^u-6tb1\./, /^u-9tb1\./, 
    /^vt1\./, 
    /^x2gd\./, /^x2idn\./, /^x2iedn\./, /^x2iezn\./, 
    /^z1d\./
]

#
# Assignments
#
let autoscaling_groups = Resources.*[ Type == %AUTOSCALING_GROUP_TYPE ]

#
# Primary Rules
#
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rule autoscaling_group_nitro_instance_override_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          %autoscaling_groups not empty 
 { 
    check(%autoscaling_groups.Properties) 
        << 
        [CT.AUTOSCALING.PR.10]: Require an Amazon EC2 Auto Scaling group to override 
 only those launch templates with AWS Nitro instance types 
        [FIX]: In the MixedInstancesPolicy.LaunchTemplate property, if it has one or 
 more 'Overrides' fields that include 'InstanceType' or 'InstanceRequirements',  
        set the value of 'InstanceType' to an Amazon EC2 instance type that is 
 based on the AWS Nitro system, or set the value of 'AllowedInstanceTypes' in 
 'InstanceRequirements' to one or more Amazon EC2 instance  
        types that are based on the AWS Nitro system. 
        >>
}

rule autoscaling_group_nitro_instance_override_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %AUTOSCALING_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%AUTOSCALING_GROUP_TYPE.resourceProperties) 
        << 
        [CT.AUTOSCALING.PR.10]: Require an Amazon EC2 Auto Scaling group to override 
 only those launch templates with AWS Nitro instance types 
        [FIX]: In the MixedInstancesPolicy.LaunchTemplate property, if it has one or 
 more 'Overrides' fields that include 'InstanceType' or 'InstanceRequirements',  
        set the value of 'InstanceType' to an Amazon EC2 instance type that is 
 based on the AWS Nitro system, or set the value of 'AllowedInstanceTypes' in 
 'InstanceRequirements' to one or more Amazon EC2  
        instance types that are based on the AWS Nitro system. 
        >>
}

#
# Parameterized Rules
#
rule check(autoscaling_group) { 
    %autoscaling_group [ 
        # Scenarios 2 and 3 
        filter_launch_template_overrides(this) 
    ] { 
        MixedInstancesPolicy { 
            LaunchTemplate { 
                Overrides[ InstanceType exists ] { 
                    # Scenarios 4 and 7 
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                    InstanceType in %NITRO_INSTANCE_TYPES 
                } 
                Overrides[ InstanceRequirements exists ] { 
                    InstanceRequirements { 
                        # Scenarios 5, 6 and 8 
                        AllowedInstanceTypes exists 
                        AllowedInstanceTypes is_list 
                        AllowedInstanceTypes not empty 
                        AllowedInstanceTypes[*] in %NITRO_INSTANCE_TYPES 
                    } 
                } 
            } 
        } 
    }
}

rule filter_launch_template_overrides(autoscaling_group) { 
    %autoscaling_group { 
        MixedInstancesPolicy exists 
        MixedInstancesPolicy is_struct 

        MixedInstancesPolicy { 
            LaunchTemplate exists 
            LaunchTemplate is_struct 

            LaunchTemplate { 
                Overrides exists 
                Overrides is_list 
                Overrides not empty 

                some Overrides[*] { 
                    InstanceType exists or 
                    InstanceRequirements exists 
                } 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
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        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.AUTOSCALING.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
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  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: LaunchTemplate 
            Version: 
              Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
          Overrides: 
          - InstanceType: t3.micro 
      MaxSize: 1 
      MinSize: 0 
      DesiredCapacity: 1 
      VPCZoneIdentifier: 
      - Ref: Subnet 

     

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
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    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: LaunchTemplate 
            Version: 
              Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
          Overrides: 
          - InstanceRequirements: 
              AllowedInstanceTypes: 
              - m5.* 
              - c5.* 
              VCpuCount: 
                Min: 2 
                Max: 4 
              MemoryMiB: 
                Min: 4000 
                Max: 8000 
      MaxSize: 1 
      MinSize: 0 
      DesiredCapacity: 1 
      VPCZoneIdentifier: 
      - Ref: Subnet 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
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  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: LaunchTemplate 
            Version: 
              Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
          Overrides: 
          - InstanceType: t2.micro 
      MaxSize: 1 
      MinSize: 0 
      DesiredCapacity: 1 
      VPCZoneIdentifier: 
      - Ref: Subnet 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
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  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: LaunchTemplate 
            Version: 
              Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
          Overrides: 
          - InstanceRequirements: 
              AllowedInstanceTypes: 
              - c4.large 
              VCpuCount: 
                Max: 16 
                Min: 1 
              MemoryMiB: 
                Min: 1000 
                Max: 17000 
      MaxSize: 1 
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      MinSize: 0 
      DesiredCapacity: 1 
      VPCZoneIdentifier: 
      - Ref: Subnet 

     

[CT.AUTOSCALING.PR.11] Require only AWS Nitro instance types that support network traffic 
encryption between instances to be added to an Amazon EC2 Auto Scaling group, when 
overriding a launch template

This control checks whether an Amazon EC2 Auto Scaling group uses AWS Nitro 
instance types that support network traffic encryption between instances, when 
overriding a launch template. The Auto Scaling group creates this override in the
AWS::Autoscaling::AutoscalingGroup.MixedInstancesPolicy.LaunchTemplate
parameter.

• Control objective: Encrypt data in transit, Protect data integrity, Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AutoScaling::AutoScalingGroup

• AWS CloudFormation guard rule:  CT.AUTOSCALING.PR.11 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.AUTOSCALING.PR.11 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.AUTOSCALING.PR.11 example templates

Explanation

The Nitro System is a collection of hardware and software components built by AWS to enable 
high performance, high availability, and high security. The Nitro System provides enhanced security 
because it continuously monitors, protects, and verifies the instance's hardware and firmware. 
Virtualization resources are offloaded to dedicated hardware and software, thereby minimizing the 
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attack surface. The Nitro System security model is locked down to prohibit administrative access, 
greatly reducing the possibility of human error and tampering.

AWS provides secure and private connectivity between Amazon EC2 instances of all types. In 
addition, some instance types use the offload capabilities of the underlying Nitro System hardware 
to encrypt in-transit traffic between instances, automatically. This encryption uses Authenticated 
Encryption with Associated Data (AEAD) algorithms, and 256-bit encryption. It has no impact on 
network performance.

Usage considerations

• This control applies only to Amazon EC2 Auto Scaling groups that are configured 
with launch template overrides that specify an instance type or instance attributes. A
LaunchTemplate.LaunchTemplateSpecification configuration specifies one or 
more Overrides that also include InstanceType or InstanceRequirements.

• This control does not check the instance type configured on a launch template. To 
ensure that launch templates use Nitro instances types that support encryption in-transit 
between instances, use this control in conjunction with related controls that check launch 
templates for Nitro instance types that support encryption in-transit between instances.

• To support in-transit traffic encryption between instances, the Amazon EC2 instances 
must be one of the types required by this control, the instances must be in the same AWS 
Region, and they must be in the same VPC or group of peered VPCs, in which traffic does 
not pass through a virtual network device or service, such as a load balancer or a transit 
gateway.

Remediation for rule failure

In MixedInstancesPolicy.LaunchTemplate with one or more Overrides that include
InstanceType or InstanceRequirements, set either InstanceType to an EC2 instance type 
based on the AWS Nitro system that supports encryption in-transit between instances, or set
AllowedInstanceTypes in InstanceRequirements to one or more EC2 instance types based 
on the AWS Nitro system that supports encryption in-transit between instances.

The examples that follow show how to implement this remediation.
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Amazon EC2 Auto Scaling Group - Example One

An Amazon EC2 Auto Scaling group configured with a launch template override and an instance 
type that is based on the AWS Nitro system. It supports encryption in transit between instances. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "MixedInstancesPolicy": { 
                "LaunchTemplate": { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "LaunchTemplate" 
                        }, 
                        "Version": { 
                            "Fn::GetAtt": "LaunchTemplate.LatestVersionNumber" 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceType": "c5a.large" 
                        } 
                    ] 
                } 
            }, 
            "MaxSize": 1, 
            "MinSize": 0, 
            "DesiredCapacity": 1, 
            "VPCZoneIdentifier": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ] 
        } 
    }
} 
                 

Proactive controls 1055



AWS Control Tower User Guide

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    MixedInstancesPolicy: 
      LaunchTemplate: 
        LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'LaunchTemplate' 
          Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
        Overrides: 
          - InstanceType: c5a.large 
    MaxSize: 1 
    MinSize: 0 
    DesiredCapacity: 1 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 

                 

The examples that follow show how to implement this remediation.

Amazon EC2 Auto Scaling Group - Example Two

An Amazon EC2 Auto Scaling group configured with a launch template override and its instance 
requirements, which specify a list of allowed instances that are based on the AWS Nitro system. It 
supports encryption in transit between instances. The example is shown in JSON and in YAML.

JSON example

{ 
    "AutoScalingGroup": { 
        "Type": "AWS::AutoScaling::AutoScalingGroup", 
        "Properties": { 
            "MixedInstancesPolicy": { 
                "LaunchTemplate": { 
                    "LaunchTemplateSpecification": { 
                        "LaunchTemplateId": { 
                            "Ref": "LaunchTemplate" 
                        }, 
                        "Version": { 
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                            "Fn::GetAtt": "LaunchTemplate.LatestVersionNumber" 
                        } 
                    }, 
                    "Overrides": [ 
                        { 
                            "InstanceRequirements": { 
                                "AllowedInstanceTypes": [ 
                                    "c5a.*", 
                                    "m6a.*" 
                                ], 
                                "VCpuCount": { 
                                    "Min": 2, 
                                    "Max": 4 
                                }, 
                                "MemoryMiB": { 
                                    "Min": 4000, 
                                    "Max": 8000 
                                } 
                            } 
                        } 
                    ] 
                } 
            }, 
            "MaxSize": 1, 
            "MinSize": 0, 
            "DesiredCapacity": 1, 
            "VPCZoneIdentifier": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

AutoScalingGroup: 
  Type: AWS::AutoScaling::AutoScalingGroup 
  Properties: 
    MixedInstancesPolicy: 
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      LaunchTemplate: 
        LaunchTemplateSpecification: 
          LaunchTemplateId: !Ref 'LaunchTemplate' 
          Version: !GetAtt 'LaunchTemplate.LatestVersionNumber' 
        Overrides: 
          - InstanceRequirements: 
              AllowedInstanceTypes: 
                - c5a.* 
                - m6a.* 
              VCpuCount: 
                Min: 2 
                Max: 4 
              MemoryMiB: 
                Min: 4000 
                Max: 8000 
    MaxSize: 1 
    MinSize: 0 
    DesiredCapacity: 1 
    VPCZoneIdentifier: 
      - !Ref 'Subnet' 

                 

CT.AUTOSCALING.PR.11 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   autoscaling_group_nitro_encryption_in_transit_override_check
#  
# Description:
#   This control checks whether an Auto Scaling group, when using a mixed instance 
 policy, overrides only those launch templates with AWS Nitro  
instance types that support encryption in transit between instances.
#  
# Reports on:
#   AWS::AutoScaling::AutoScalingGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook

Proactive controls 1058



AWS Control Tower User Guide

#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EC2 auto scaling group 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has not been provided 
 or
#            has been provided as an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: No entries in 'Overrides' include 'InstanceType' or 'InstanceRequirements'
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: For an entry in 'Overrides', 'InstanceType' has been provided and set to 
 an instance type
#            other than a Nitro instance type that supports encryption in-transit 
 between instances
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
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#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has not been 
 provided or has been
#            provided as an empty list
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has been 
 provided as a non-empty list
#       And: An entry in 'AllowedInstanceTypes' is set to an instance type other than a 
 Nitro instance type
#            that supports encryption in-transit between instances
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: For an entry in 'Overrides', 'InstanceType' has been provided and set to a 
 Nitro instance type
#            that supports encryption in-transit between instances
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EC2 auto scaling group resource
#       And: 'Overrides' in 'MixedInstancesPolicy.LaunchTemplate' has been provided as 
 a non-empty list
#       And: For an entry in 'Overrides', 'InstanceRequirements' has been provided
#       And: For the same entry in 'Overrides', 'AllowedInstanceTypes' has been 
 provided as a non-empty list
#       And: Every entry in 'AllowedInstanceTypes' is set to a Nitro instance type that
#            supports encryption in-transit between instances
#      Then: PASS

#
# Constants
#
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let INPUT_DOCUMENT = this
let AUTOSCALING_GROUP_TYPE = "AWS::AutoScaling::AutoScalingGroup"
let NITRO_ENCRYPTION_IN_TRANSIT_INSTANCE_TYPES = [ 
    /^c5a\./, /^c5ad\./, /^c5n\./, /^c6a\./, /^c6gn\./, /^c6i\./, /^c6id\./, /^c6in
\./, /^c7g\./, /^c7gd\./, /^c7gn\./, /^c7i\./, 
    /^d3\./, /^d3en\./, /^dl1\./, 
    /^g4ad\./, /^g4dn\./, /^g5\./, 
    /^hpc6a\./, /^hpc6id\./, /^hpc7a\./, /^hpc7g\./, 
    /^i3en\./, /^i4g\./, /^i4i\./, /^im4gn\./, /^inf1\./, /^inf2\./, /^is4gen\./, 
    /^m5dn\./, /^m5n\./, /^m5zn\./, /^m6a\./, /^m6i\./, /^m6id\./, /^m6idn\./, /^m6in
\./, /^m7a\./, /^m7g\./, /^m7gd\./, /^m7i\./, /^m7i-flex\./, 
    /^p3dn\./, /^p4d\./, /^p4de\./, /^p5\./, 
    /^r5dn\./, /^r5n\./, /^r6a\./, /^r6i\./, /^r6id\./, /^r6idn\./, /^r6in\./, /^r7a
\./, /^r7g\./, /^r7gd\./, /^r7iz\./, 
    /^trn1\./, /^trn1n\./, 
    /^u-12tb1\./, /^u-18tb1\./, /^u-24tb1\./, /^u-3tb1\./, /^u-6tb1\./, /^u-9tb1\./, 
    /^vt1\./, 
    /^x2idn\./, /^x2iedn\./, /^x2iezn\./
]

#
# Assignments
#
let autoscaling_groups = Resources.*[ Type == %AUTOSCALING_GROUP_TYPE ]

#
# Primary Rules
#
rule autoscaling_group_nitro_encryption_in_transit_override_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                       
 %autoscaling_groups not empty { 
    check(%autoscaling_groups.Properties) 
        << 
        [CT.AUTOSCALING.PR.11]: Require an Amazon EC2 instance to use a Nitro instance 
 type that supports encryption in transit between instances when created using the  
        'AWS::AutoScaling::AutoScalingGroup' resource type 
        [FIX]: In 'MixedInstancesPolicy.LaunchTemplate' with one or more 'Overrides' 
 that include 'InstanceType' or 'InstanceRequirements', set either 'InstanceType' to an 
 Amazon EC2 instance type based on  
        the AWS Nitro system that supports encryption in-transit between instances, 
 or set 'AllowedInstanceTypes' in 'InstanceRequirements' to one or more Amazon EC2 
 instance types based on the AWS Nitro system  
        that supports encryption in-transit between instances. 
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        >>
}

rule autoscaling_group_nitro_encryption_in_transit_override_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AUTOSCALING_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%AUTOSCALING_GROUP_TYPE.resourceProperties) 
        << 
        [CT.AUTOSCALING.PR.11]: Require an Amazon EC2 instance to use a Nitro instance 
 type that supports encryption in transit between instances when created using the  
        'AWS::AutoScaling::AutoScalingGroup' resource type 
        [FIX]: In 'MixedInstancesPolicy.LaunchTemplate' with one or more 'Overrides' 
 that include 'InstanceType' or 'InstanceRequirements', set either 'InstanceType' to an 
 Amazon EC2 instance type based on the AWS Nitro  
        system that supports encryption in-transit between instances, or set 
 'AllowedInstanceTypes' in 'InstanceRequirements' to one or more Amazon EC2 instance 
 types based on the AWS Nitro system  
        that supports encryption in-transit between instances. 
        >>
}

#
# Parameterized Rules
#
rule check(autoscaling_group) { 
    %autoscaling_group [ 
        # Scenarios 2 and 3 
        filter_launch_template_overrides(this) 
    ] { 
        MixedInstancesPolicy { 
            LaunchTemplate { 
                Overrides[ InstanceType exists ] { 
                    # Scenarios 4 and 7 
                    InstanceType in %NITRO_ENCRYPTION_IN_TRANSIT_INSTANCE_TYPES 
                } 
                Overrides[ InstanceRequirements exists ] { 
                    InstanceRequirements { 
                        # Scenarios 5, 6 and 8 
                        AllowedInstanceTypes exists 
                        AllowedInstanceTypes is_list 
                        AllowedInstanceTypes not empty 
                        AllowedInstanceTypes[*] in 
 %NITRO_ENCRYPTION_IN_TRANSIT_INSTANCE_TYPES 
                    } 
                } 
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            } 
        } 
    }
}

rule filter_launch_template_overrides(autoscaling_group) { 
    %autoscaling_group { 
        MixedInstancesPolicy exists 
        MixedInstancesPolicy is_struct 

        MixedInstancesPolicy { 
            LaunchTemplate exists 
            LaunchTemplate is_struct 

            LaunchTemplate { 
                Overrides exists 
                Overrides is_list 
                Overrides not empty 

                some Overrides[*] { 
                    InstanceType exists or 
                    InstanceRequirements exists 
                } 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.AUTOSCALING.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: LaunchTemplate 
            Version: 
              Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
          Overrides: 
          - InstanceType: c5a.large 
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      MaxSize: 1 
      MinSize: 0 
      DesiredCapacity: 1 
      VPCZoneIdentifier: 
      - Ref: Subnet 

     

PASS Example - Use this template to verify a compliant resource creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: LaunchTemplate 

Proactive controls 1065



AWS Control Tower User Guide

            Version: 
              Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
          Overrides: 
          - InstanceRequirements: 
              AllowedInstanceTypes: 
              - m6a.* 
              - c5a.* 
              VCpuCount: 
                Min: 2 
                Max: 4 
              MemoryMiB: 
                Min: 4000 
                Max: 8000 
      MaxSize: 1 
      MinSize: 0 
      DesiredCapacity: 1 
      VPCZoneIdentifier: 
      - Ref: Subnet 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
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  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: LaunchTemplate 
            Version: 
              Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
          Overrides: 
          - InstanceType: t2.micro 
      MaxSize: 1 
      MinSize: 0 
      DesiredCapacity: 1 
      VPCZoneIdentifier: 
      - Ref: Subnet 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Parameters: 
  LatestAmiId: 
    Description: Region specific latest AMI ID from the Parameter Store 
    Type: AWS::SSM::Parameter::Value 'AWS::EC2::Image::Id' 
    Default: /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
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    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
  LaunchTemplate: 
    Type: AWS::EC2::LaunchTemplate 
    Properties: 
      LaunchTemplateData: 
        ImageId: 
          Ref: LatestAmiId 
  AutoScalingGroup: 
    Type: AWS::AutoScaling::AutoScalingGroup 
    Properties: 
      MixedInstancesPolicy: 
        LaunchTemplate: 
          LaunchTemplateSpecification: 
            LaunchTemplateId: 
              Ref: LaunchTemplate 
            Version: 
              Fn::GetAtt: LaunchTemplate.LatestVersionNumber 
          Overrides: 
          - InstanceRequirements: 
              AllowedInstanceTypes: 
              - c4.large 
              VCpuCount: 
                Max: 16 
                Min: 1 
              MemoryMiB: 
                Min: 1000 
                Max: 17000 
      MaxSize: 1 
      MinSize: 0 
      DesiredCapacity: 1 
      VPCZoneIdentifier: 
      - Ref: Subnet 

     

Amazon ElastiCache controls

Topics

Proactive controls 1068



AWS Control Tower User Guide

• [CT.ELASTICACHE.PR.1] Require an Amazon ElastiCache for Redis cluster to have automatic 
backups activated

• [CT.ELASTICACHE.PR.2] Require an Amazon ElastiCache for Redis cluster to have automatic 
minor version upgrades activated

• [CT.ELASTICACHE.PR.3] Require an Amazon ElastiCache for Redis replication group to have 
automatic failover activated

• [CT.ELASTICACHE.PR.4] Require an Amazon ElastiCache replication group to have encryption at 
rest activated

• [CT.ELASTICACHE.PR.5] Require an Amazon ElastiCache for Redis replication group to have 
encryption in transit activated

• [CT.ELASTICACHE.PR.6] Require an Amazon ElastiCache cache cluster to use a custom subnet 
group

• [CT.ELASTICACHE.PR.7] Require an Amazon ElastiCache replication group of earlier Redis 
versions to have Redis AUTH activated

• [CT.ELASTICACHE.PR.8] Require an Amazon ElastiCache replication group of later Redis versions 
to have RBAC authentication activated

[CT.ELASTICACHE.PR.1] Require an Amazon ElastiCache for Redis cluster to have automatic 
backups activated

This control checks whether an Amazon ElastiCache Redis cluster has automatic backups enabled.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElastiCache::CacheCluster

• AWS CloudFormation guard rule:  CT.ELASTICACHE.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICACHE.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.ELASTICACHE.PR.1 example templates
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Explanation

When automatic backups are enabled, Amazon ElastiCache creates a backup of the cluster on a 
daily basis. There is no impact on the cluster, and the change is immediate. Automatic backups can 
help guard against data loss. In the event of a failure, you can create a new cluster, and restore 
your data from the most recent backup.

Usage considerations

• This control applies only to Amazon ElastiCache cache clusters with an engine type of
redis

Remediation for rule failure

Set the value of the SnapshotRetentionLimit parameter to an integer value greater than 0.

The examples that follow show how to implement this remediation.

Amazon ElastiCache Cache Cluster - Example

An Amazon ElastiCache cache cluster configured with automatic backups enabled. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "CacheCluster": { 
        "Type": "AWS::ElastiCache::CacheCluster", 
        "Properties": { 
            "Engine": "redis", 
            "NumCacheNodes": 1, 
            "CacheNodeType": "cache.t3.micro", 
            "VpcSecurityGroupIds": [ 
                { 
                    "Ref": "SecurityGroup" 
                } 
            ], 
            "CacheSubnetGroupName": { 
                "Ref": "SubnetGroup" 
            }, 
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            "SnapshotRetentionLimit": 5 
        } 
    }
} 
                 

YAML example

CacheCluster: 
  Type: AWS::ElastiCache::CacheCluster 
  Properties: 
    Engine: redis 
    NumCacheNodes: 1 
    CacheNodeType: cache.t3.micro 
    VpcSecurityGroupIds: 
      - !Ref 'SecurityGroup' 
    CacheSubnetGroupName: !Ref 'SubnetGroup' 
    SnapshotRetentionLimit: 5 

                 

CT.ELASTICACHE.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticache_redis_cluster_auto_backup_check
#  
# Description:
#   This control checks whether an Amazon ElastiCache Redis cluster has automatic 
 backups enabled.
#  
# Reports on:
#   AWS::ElastiCache::CacheCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
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#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElastiCache cache cluster 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache CacheCluster resource
#       And: 'Engine' has not been provided or has been provided and is not set to 
 'redis'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cache cluster resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'SnapshotRetentionLimit' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cache cluster resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'SnapshotRetentionLimit' has been provided and set to a non-integer value 
 or an integer value of 0
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cache cluster resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'SnapshotRetentionLimit' has been provided and set to an integer value 
 greater than 0
#      Then: PASS

#
# Constants
#
let ELASTICACHE_CACHE_CLUSTER_TYPE = "AWS::ElastiCache::CacheCluster"
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let REDIS_ENGINE_TYPE = "redis"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticache_clusters = Resources.*[ Type == %ELASTICACHE_CACHE_CLUSTER_TYPE ]

#
# Primary Rules
#
rule elasticache_redis_cluster_auto_backup_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %elasticache_clusters not empty { 
    check(%elasticache_clusters.Properties) 
        << 
        [CT.ELASTICACHE.PR.1]: Require an Amazon ElastiCache for Redis cluster to have 
 automatic backups activated 
        [FIX]: Set the value of the 'SnapshotRetentionLimit' parameter to an integer 
 value greater than 0. 
        >>
}

rule elasticache_redis_cluster_auto_backup_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICACHE_CACHE_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICACHE_CACHE_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICACHE.PR.1]: Require an Amazon ElastiCache for Redis cluster to have 
 automatic backups activated 
        [FIX]: Set the value of the 'SnapshotRetentionLimit' parameter to an integer 
 value greater than 0. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticache_cache_cluster) { 
    %elasticache_cache_cluster [ 
        # Scenario 2 
        Engine exists 
        Engine == %REDIS_ENGINE_TYPE 
    ] { 
        # Scenarios 3, 4 and 5 
        SnapshotRetentionLimit exists 
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        SnapshotRetentionLimit > 0 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICACHE.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
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  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: test 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Cache Subnet Group 
      SubnetIds: 
      - Ref: Subnet 
  CacheCluster: 
    Type: AWS::ElastiCache::CacheCluster 
    Properties: 
      Engine: redis 
      NumCacheNodes: 1 
      CacheNodeType: cache.t3.micro 
      VpcSecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      SnapshotRetentionLimit: 5 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 

Proactive controls 1075



AWS Control Tower User Guide

      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: test 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Cache Subnet Group 
      SubnetIds: 
      - Ref: Subnet 
  CacheCluster: 
    Type: AWS::ElastiCache::CacheCluster 
    Properties: 
      Engine: redis 
      NumCacheNodes: 1 
      CacheNodeType: cache.t3.micro 
      VpcSecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      SnapshotRetentionLimit: 0 

     

[CT.ELASTICACHE.PR.2] Require an Amazon ElastiCache for Redis cluster to have automatic 
minor version upgrades activated

This control checks whether an Amazon ElastiCache for Redis cluster has automatic minor version 
upgrades enabled.
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• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElastiCache::CacheCluster

• AWS CloudFormation guard rule:  CT.ELASTICACHE.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICACHE.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.ELASTICACHE.PR.2 example templates

Explanation

By enabling automatic minor version upgrades, you ensure that the latest minor version updates to 
Amazon ElastiCache cache clusters are installed. These upgrades may include security patches and 
bug fixes. Keeping up to date with patch installation is an important step in securing systems.

Usage considerations

• This control applies only to Amazon ElastiCache cache clusters with an engine type of
redis and an engine version of 6.0 or later.

Remediation for rule failure

Set the value of the AutoMinorVersionUpgrade parameter to true.

The examples that follow show how to implement this remediation.

Amazon ElastiCache Cache Cluster - Example

An Amazon ElastiCache cache cluster configured with automatic minor version upgrades enabled. 
The example is shown in JSON and in YAML.

JSON example
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{ 
    "ElastCacheCacheCluster": { 
        "Type": "AWS::ElastiCache::CacheCluster", 
        "Properties": { 
            "CacheNodeType": "cache.t3.micro", 
            "NumCacheNodes": "1", 
            "VpcSecurityGroupIds": [ 
                { 
                    "Fn::GetAtt": [ 
                        "SecurityGroup", 
                        "GroupId" 
                    ] 
                } 
            ], 
            "Engine": "redis", 
            "EngineVersion": 6.0, 
            "AutoMinorVersionUpgrade": true 
        } 
    }
} 
                 

YAML example

ElastCacheCacheCluster: 
  Type: AWS::ElastiCache::CacheCluster 
  Properties: 
    CacheNodeType: cache.t3.micro 
    NumCacheNodes: '1' 
    VpcSecurityGroupIds: 
      - !GetAtt 'SecurityGroup.GroupId' 
    Engine: redis 
    EngineVersion: 6.0 
    AutoMinorVersionUpgrade: true 

                 

CT.ELASTICACHE.PR.2 rule specification
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# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticache_auto_minor_version_upgrade_check
#  
# Description:
#   This control checks whether an Amazon ElastiCache for Redis cluster has automatic 
 minor version upgrades enabled.
#  
# Reports on:
#   AWS::ElastiCache::CacheCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElastiCache cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
#       And: 'Engine' has not been provided or has been provided and is not set to 
 'redis'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
#       And: 'Engine' has been provided and is set to 'redis'
#       And: 'EngineVersion' has been provided and set to a version less than 6
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
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#       And: 'Engine' has been provided and is set to 'redis'
#       And: 'EngineVersion' has not been provided or 'EngineVersion' has been provided 
 and set
#            to a version greater than or equal to 6
#       And: 'AutoMinorVersionUpgrade' has not been provided
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
#       And: 'Engine' has been provided and is set to 'redis'
#       And: 'EngineVersion' has not been provided or 'EngineVersion' has been provided 
 and set
#            to a version greater than or equal to 6
#       And: 'AutoMinorVersionUpgrade' has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
#       And: 'Engine' has been provided and is set to 'redis'
#       And: 'EngineVersion' has not been provided or 'EngineVersion' has been provided 
 and set
#            to a version greater than or equal to 6
#       And: 'AutoMinorVersionUpgrade' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let ELASTICACHE_CLUSTER_TYPE = "AWS::ElastiCache::CacheCluster"
let INPUT_DOCUMENT = this
let REDIS_ENGINE_TYPE = "redis"
let UNSUPPORTED_REDIS_ENGINE_VERSIONS_FOR_AUTO_UPGRADE = [ 
    /^2\./, 
    /^3\./, 
    /^4\./, 
    /^5\./
]

#
# Assignments
#
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let elasticache_clusters = Resources.*[ Type == %ELASTICACHE_CLUSTER_TYPE ]

#
# Primary Rules
#
rule elasticache_auto_minor_version_upgrade_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %elasticache_clusters not empty 
 { 
    check(%elasticache_clusters.Properties) 
        << 
        [CT.ELASTICACHE.PR.2]: Require an Amazon ElastiCache for Redis cluster to have 
 automatic minor version upgrades activated 
        [FIX]: Set the value of the 'AutoMinorVersionUpgrade' parameter to true. 
        >>
}

rule elasticache_auto_minor_version_upgrade_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICACHE_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICACHE_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICACHE.PR.2]: Require an Amazon ElastiCache for Redis cluster to have 
 automatic minor version upgrades activated 
        [FIX]: Set the value of the 'AutoMinorVersionUpgrade' parameter to true. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticache_clusters) { 
    %elasticache_clusters [ 
        # Scenario 2 
        Engine exists 
        Engine == %REDIS_ENGINE_TYPE 

        # Scenario 3 
        EngineVersion not exists or 
        EngineVersion not in %UNSUPPORTED_REDIS_ENGINE_VERSIONS_FOR_AUTO_UPGRADE 
    ] { 
        # Scenario 4, 5 and 6 
        AutoMinorVersionUpgrade exists 
        AutoMinorVersionUpgrade == true 
    }
}
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICACHE.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        FromPort: 11211 
        ToPort: 11211 
        CidrIp: 10.0.0.0/24 
  ElastCacheCacheCluster: 
    Type: AWS::ElastiCache::CacheCluster 
    Properties: 
      CacheNodeType: cache.t3.micro 
      NumCacheNodes: '1' 
      VpcSecurityGroupIds: 
      - Fn::GetAtt: 
        - SecurityGroup 
        - GroupId 
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      Engine: redis 
      AutoMinorVersionUpgrade: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        FromPort: 11211 
        ToPort: 11211 
        CidrIp: 10.0.0.0/24 
  ElastCacheCacheCluster: 
    Type: AWS::ElastiCache::CacheCluster 
    Properties: 
      CacheNodeType: cache.t3.micro 
      NumCacheNodes: '1' 
      VpcSecurityGroupIds: 
      - Fn::GetAtt: 
        - SecurityGroup 
        - GroupId 
      Engine: redis 
      AutoMinorVersionUpgrade: false 

     

[CT.ELASTICACHE.PR.3] Require an Amazon ElastiCache for Redis replication group to have 
automatic failover activated

This control checks whether an Amazon ElastiCache Redis replication group has automatic failover 
enabled.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive
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• Resource types: AWS::ElastiCache::ReplicationGroup

• AWS CloudFormation guard rule:  CT.ELASTICACHE.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICACHE.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.ELASTICACHE.PR.3 example templates

Explanation

When automatic failover is enabled for a replication group, the role of primary node will fail over 
to one of the read replicas, automatically. This failover and replica promotion ensure that you can 
resume writing to the new primary as soon as promotion is complete, thereby reducing overall 
downtime in case of failure.

Remediation for rule failure

Set the value of the AutomaticFailoverEnabled parameter to true.

The examples that follow show how to implement this remediation.

Amazon ElastiCache Replication Group - Example

An Amazon ElastiCache replication group configured with automatic failover enabled. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "ReplicationGroup": { 
        "Type": "AWS::ElastiCache::ReplicationGroup", 
        "Properties": { 
            "ReplicationGroupDescription": "Sample replication group", 
            "CacheNodeType": "cache.t3.micro", 
            "SecurityGroupIds": [ 
                { 
                    "Ref": "SecurityGroup" 
                } 
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            ], 
            "CacheSubnetGroupName": { 
                "Ref": "SubnetGroup" 
            }, 
            "NumCacheClusters": 2, 
            "Engine": "redis", 
            "AutomaticFailoverEnabled": true 
        } 
    }
} 
                 

YAML example

ReplicationGroup: 
  Type: AWS::ElastiCache::ReplicationGroup 
  Properties: 
    ReplicationGroupDescription: Sample replication group 
    CacheNodeType: cache.t3.micro 
    SecurityGroupIds: 
      - !Ref 'SecurityGroup' 
    CacheSubnetGroupName: !Ref 'SubnetGroup' 
    NumCacheClusters: 2 
    Engine: redis 
    AutomaticFailoverEnabled: true 

                 

CT.ELASTICACHE.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticache_repl_grp_backup_enabled_check
#  
# Description:
#   This control checks whether an Amazon ElastiCache Redis replication group has 
 automatic failover enabled.
#  
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# Reports on:
#   AWS::ElastiCache::ReplicationGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElastiCache replication group 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache replication group resource
#       And: 'Engine' has not been provided or has been provided and is not set to 
 'redis'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache replication group resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'AutomaticFailoverEnabled' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache replication group resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'AutomaticFailoverEnabled' has been provided and is set to a value other 
 than bool(true)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache replication group resource
#       And: 'Engine' has been provided and set to 'redis'
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#       And: 'AutomaticFailoverEnabled' has been provided and is set to a value of 
 bool(true)
#      Then: PASS

#
# Constants
#
let ELASTICACHE_REPLICATION_GROUP_TYPE = "AWS::ElastiCache::ReplicationGroup"
let REDIS_ENGINE_TYPE = "redis"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticache_replication_groups = Resources.*[ Type == 
 %ELASTICACHE_REPLICATION_GROUP_TYPE ]

#
# Primary Rules
#
rule elasticache_repl_grp_auto_failover_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                           
 %elasticache_replication_groups not empty { 
    check(%elasticache_replication_groups.Properties) 
        << 
        [CT.ELASTICACHE.PR.3]: Require an Amazon ElastiCache for Redis replication 
 group to have automatic failover activated 
        [FIX]: Set the value of the 'AutomaticFailoverEnabled' parameter to true. 
        >>
}

rule elasticache_repl_grp_auto_failover_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICACHE_REPLICATION_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICACHE_REPLICATION_GROUP_TYPE.resourceProperties) 
        << 
        [CT.ELASTICACHE.PR.3]: Require an Amazon ElastiCache for Redis replication 
 group to have automatic failover activated 
        [FIX]: Set the value of the 'AutomaticFailoverEnabled' parameter to true. 
        >>
}

#
# Parameterized Rules
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#
rule check(elasticache_replication_group) { 
    %elasticache_replication_group [ 
        # Scenario 2 
        Engine exists 
        Engine == %REDIS_ENGINE_TYPE 
    ] { 
        # Scenarios 3, 4 and 5 
        AutomaticFailoverEnabled exists 
        AutomaticFailoverEnabled == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICACHE.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
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    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Example subnet group 
      SubnetIds: 
      - Ref: Subnet 
  ReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      ReplicationGroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      CacheNodeType: cache.t3.micro 
      SecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      NumCacheClusters: 2 
      Engine: redis 
      AutomaticFailoverEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Example subnet group 
      SubnetIds: 
      - Ref: Subnet 
  ReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      ReplicationGroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      CacheNodeType: cache.t3.micro 
      SecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
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      NumCacheClusters: 2 
      Engine: redis 
      AutomaticFailoverEnabled: false 

     

[CT.ELASTICACHE.PR.4] Require an Amazon ElastiCache replication group to have encryption at 
rest activated

This control checks whether an Amazon ElastiCache replication group has the encryption-at-rest 
setting enabled.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElastiCache::ReplicationGroup

• AWS CloudFormation guard rule:  CT.ELASTICACHE.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICACHE.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.ELASTICACHE.PR.4 example templates

Explanation

Encryption of data at rest is a recommended best practice that adds a layer of access management 
around your data. In case of any compromise to your Amazon ElastiCache replica nodes, this 
encryption-at-rest setting ensures that your data is protected from unintended access.

Usage considerations

• This control requires the use of encryption at rest, which is supported only for replication 
groups with Redis engine versions of 3.2.6 or above.
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Remediation for rule failure

Set the value of the AtRestEncryptionEnabled parameter to true.

The examples that follow show how to implement this remediation.

Amazon ElastiCache Replication Group - Example

Amazon ElastiCache replication group configured with encryption at rest enabled. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "ElastiCacheReplicationGroup": { 
        "Type": "AWS::ElastiCache::ReplicationGroup", 
        "Properties": { 
            "CacheSubnetGroupName": { 
                "Ref": "SubnetGroup" 
            }, 
            "CacheNodeType": "cache.t3.medium", 
            "NumCacheClusters": 2, 
            "Engine": "redis", 
            "ReplicationGroupDescription": "Sample replication group", 
            "AtRestEncryptionEnabled": true 
        } 
    }
} 
                 

YAML example

ElastiCacheReplicationGroup: 
  Type: AWS::ElastiCache::ReplicationGroup 
  Properties: 
    CacheSubnetGroupName: !Ref 'SubnetGroup' 
    CacheNodeType: cache.t3.medium 
    NumCacheClusters: 2 
    Engine: redis 
    ReplicationGroupDescription: Sample replication group 
    AtRestEncryptionEnabled: true 
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CT.ELASTICACHE.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticache_repl_grp_encrypted_at_rest_check
#  
# Description:
#   This control checks whether an Amazon ElastiCache replication group has the 
 encryption-at-rest setting enabled.
#  
# Reports on:
#   AWS::ElastiCache::ReplicationGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#  Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElastiCache ReplicationGroup 
 resources
#      Then: SKIP
#  Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache ReplicationGroup resource
#       And: 'Engine' has not been provided or has been provided and is not set to 
 'redis'
#      Then: SKIP
#  Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an ElastiCache ReplicationGroup resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'AtRestEncryptionEnabled' has not been provided
#      Then: FAIL
#  Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache ReplicationGroup resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'AtRestEncryptionEnabled' has been provided and is set to a value other 
 than bool(true)
#      Then: FAIL
#  Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache ReplicationGroup resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'AtRestEncryptionEnabled' has been provided and is set to a value of 
 bool(true)
#      Then: PASS

#
# Constants
#
let ELASTICACHE_REPLICATION_GROUP_TYPE = "AWS::ElastiCache::ReplicationGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticache_replication_groups = Resources.*[ Type == 
 %ELASTICACHE_REPLICATION_GROUP_TYPE ]

#
# Primary Rules
#
rule elasticache_repl_grp_encrypted_at_rest_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %elasticache_replication_groups 
 not empty { 
    check(%elasticache_replication_groups.Properties) 
        << 
        [CT.ELASTICACHE.PR.4]: Require an Amazon ElastiCache replication group to have 
 encryption at rest activated 
        [FIX]: Set the value of the 'AtRestEncryptionEnabled' parameter to true. 
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        >>
}

rule elasticache_repl_grp_encrypted_at_rest_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICACHE_REPLICATION_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICACHE_REPLICATION_GROUP_TYPE.resourceProperties) 
        << 
        [CT.ELASTICACHE.PR.4]: Require an Amazon ElastiCache replication group to have 
 encryption at rest activated 
        [FIX]: Set the value of the 'AtRestEncryptionEnabled' parameter to true. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticache_replication_group) { 
    %elasticache_replication_group [ 
        # Scenario 2 
        filter_elasticache_replication_group(this) 
    ] { 
        # Scenario 3 
        AtRestEncryptionEnabled exists 

        # Scenarios 4 and 5 
        AtRestEncryptionEnabled == true 
    }
}

rule filter_elasticache_replication_group(elasticache_replication_group) { 
    %elasticache_replication_group { 
        Engine exists 
        Engine == "redis" 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
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}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICACHE.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Example subnet group 
      SubnetIds: 
      - Ref: Subnet 
  ElastiCacheReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      CacheSubnetGroupName: 
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        Ref: SubnetGroup 
      CacheNodeType: cache.t3.medium 
      NumCacheClusters: 2 
      Engine: redis 
      ReplicationGroupDescription: Example replication group 
      AtRestEncryptionEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Example subnet group 
      SubnetIds: 
      - Ref: Subnet 
  ElastiCacheReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      CacheNodeType: cache.t3.medium 
      NumCacheClusters: 2 
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      Engine: redis 
      ReplicationGroupDescription: Example replication group 
      AtRestEncryptionEnabled: false 

     

[CT.ELASTICACHE.PR.5] Require an Amazon ElastiCache for Redis replication group to have 
encryption in transit activated

This control checks whether an Amazon ElastiCache replication group has encryption-in-transit 
enabled.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElastiCache::ReplicationGroup

• AWS CloudFormation guard rule:  CT.ELASTICACHE.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICACHE.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.ELASTICACHE.PR.5 example templates

Explanation

TLS can be used to help prevent potential attackers from eavesdropping on or manipulating 
network traffic using person-in-the-middle or similar attacks. Amazon ElastiCache in-transit 
encryption is an optional feature that you can use to help protect your data when it is moving from 
one location to another.

Usage considerations

• Encryption-in-transit is supported on Amazon ElastiCache replication groups running 
Redis versions 3.2.6, 4.0.10 and later.
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• Because of the processing required to encrypt and decrypt the data at the endpoints, 
implementing in-transit encryption can reduce performance. We recommend that you 
benchmark in-transit encryption, compared to no encryption, on your own data, to 
determine the impact of encryption-in-transit on performance for your implementation.

Remediation for rule failure

Set the value of the TransitEncryptionEnabled parameter to true.

The examples that follow show how to implement this remediation.

Amazon ElastiCache Replication Group - Example

Amazon ElastiCache replication group configured with encryption-in-transit enabled. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "ReplicationGroup": { 
        "Type": "AWS::ElastiCache::ReplicationGroup", 
        "Properties": { 
            "ReplicationGroupDescription": "Sample replication group", 
            "CacheNodeType": "cache.t3.micro", 
            "SecurityGroupIds": [ 
                { 
                    "Ref": "SecurityGroup" 
                } 
            ], 
            "CacheSubnetGroupName": { 
                "Ref": "SubnetGroup" 
            }, 
            "NumCacheClusters": 2, 
            "Engine": "redis", 
            "TransitEncryptionEnabled": true 
        } 
    }
} 
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YAML example

ReplicationGroup: 
  Type: AWS::ElastiCache::ReplicationGroup 
  Properties: 
    ReplicationGroupDescription: Sample replication group 
    CacheNodeType: cache.t3.micro 
    SecurityGroupIds: 
      - !Ref 'SecurityGroup' 
    CacheSubnetGroupName: !Ref 'SubnetGroup' 
    NumCacheClusters: 2 
    Engine: redis 
    TransitEncryptionEnabled: true 

                 

CT.ELASTICACHE.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticache_repl_grp_encrypted_in_transit_check
#  
# Description:
#   This control checks whether an Amazon ElastiCache replication group has encryption-
in-transit enabled.
#  
# Reports on:
#   AWS::ElastiCache::ReplicationGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElastiCache ReplicationGroup 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache ReplicationGroup resource
#       And: 'Engine' has not been provided or has been provided and is not set to 
 'redis'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache ReplicationGroup resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'TransitEncryptionEnabled' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache ReplicationGroup resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'TransitEncryptionEnabled' has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache ReplicationGroup resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'TransitEncryptionEnabled' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let ELASTICACHE_REPLICATION_GROUP_TYPE = "AWS::ElastiCache::ReplicationGroup"
let REDIS_ENGINE_TYPE = "redis"
let INPUT_DOCUMENT = this

#
# Assignments
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#
let elasticache_replication_groups = Resources.*[ Type == 
 %ELASTICACHE_REPLICATION_GROUP_TYPE ]

#
# Primary Rules
#
rule elasticache_repl_grp_encrypted_in_transit_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          
 %elasticache_replication_groups not empty { 
    check(%elasticache_replication_groups.Properties) 
        << 
        [CT.ELASTICACHE.PR.5]: Require an Amazon ElastiCache for Redis replication 
 group to have encryption in transit activated 
        [FIX]: Set the value of the 'TransitEncryptionEnabled' parameter to true. 
        >>
}

rule elasticache_repl_grp_encrypted_in_transit_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICACHE_REPLICATION_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICACHE_REPLICATION_GROUP_TYPE.resourceProperties) 
        << 
        [CT.ELASTICACHE.PR.5]: Require an Amazon ElastiCache for Redis replication 
 group to have encryption in transit activated 
        [FIX]: Set the value of the 'TransitEncryptionEnabled' parameter to true. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticache_replication_group) { 
    %elasticache_replication_group [ 
        # Scenario 2 
        Engine exists 
        Engine == %REDIS_ENGINE_TYPE 
    ] { 
        # Scenarios 3, 4 and 5 
        TransitEncryptionEnabled exists 
        TransitEncryptionEnabled == true 
    }
}
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICACHE.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
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      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Example subnet group 
      SubnetIds: 
      - Ref: Subnet 
  ReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      ReplicationGroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      CacheNodeType: cache.t3.micro 
      SecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      NumCacheClusters: 2 
      Engine: redis 
      TransitEncryptionEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
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      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Example subnet group 
      SubnetIds: 
      - Ref: Subnet 
  ReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      ReplicationGroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      CacheNodeType: cache.t3.micro 
      SecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      NumCacheClusters: 2 
      Engine: redis 
      TransitEncryptionEnabled: false 

     

[CT.ELASTICACHE.PR.6] Require an Amazon ElastiCache cache cluster to use a custom subnet 
group

This control checks whether an Amazon ElastiCache cache cluster is configured with a custom 
subnet group.
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• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElastiCache::CacheCluster

• AWS CloudFormation guard rule:  CT.ELASTICACHE.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICACHE.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.ELASTICACHE.PR.6 example templates

Explanation

When you launch an ElastiCache cluster, AWS creates a default subnet group if none exists already. 
The default group utilizes subnets from the default VPC. Using custom subnet groups allows you to 
be more restrictive about network access to ElastiCache clusters.

Usage considerations

• This rule evaluates whether an Amazon ElastiCache cache cluster has been configured 
with a custom subnet group.

• Custom subnet groups may contain subnets that reside in the default Amazon VPC.

Remediation for rule failure

Set the CacheSubnetGroupName parameter to the name of a custom Amazon ElastiCache cache 
subnet group.

The examples that follow show how to implement this remediation.

Amazon ElastiCache Cache Cluster - Example

An Amazon ElastiCache cache cluster configured with a custom subnet group. The example is 
shown in JSON and in YAML.
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JSON example

{ 
    "ElasticacheCluster": { 
        "Type": "AWS::ElastiCache::CacheCluster", 
        "Properties": { 
            "Engine": "memcached", 
            "CacheNodeType": "cache.t3.micro", 
            "NumCacheNodes": "1", 
            "CacheSubnetGroupName": { 
                "Ref": "SubnetGroup" 
            }, 
            "VpcSecurityGroupIds": [ 
                { 
                    "Fn::GetAtt": [ 
                        "SecurityGroup", 
                        "GroupId" 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ElasticacheCluster: 
  Type: AWS::ElastiCache::CacheCluster 
  Properties: 
    Engine: memcached 
    CacheNodeType: cache.t3.micro 
    NumCacheNodes: '1' 
    CacheSubnetGroupName: !Ref 'SubnetGroup' 
    VpcSecurityGroupIds: 
      - !GetAtt 'SecurityGroup.GroupId' 
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CT.ELASTICACHE.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticache_subnet_group_check
#  
# Description:
#   This control checks whether an Amazon ElastiCache cache cluster is configured with 
 a custom subnet group.
#  
# Reports on:
#   AWS::ElastiCache::CacheCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElastiCache cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
#       And: 'CacheSubnetGroupName' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
#       And: 'CacheSubnetGroupName' has been provided as an empty string or as a non-
valid local reference
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
#       And: 'CacheSubnetGroupName' has been provided and set to a value of 'default'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache cluster resource
#       And: 'CacheSubnetGroupName' has been provided as a non-empty string or a valid 
 local reference
#      Then: PASS

#
# Constants
#
let ELASTICACHE_CACHE_CLUSTER_TYPE = "AWS::ElastiCache::CacheCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticache_cache_clusters = Resources.*[ Type == %ELASTICACHE_CACHE_CLUSTER_TYPE ]

#
# Primary Rules
#
rule elasticache_subnet_group_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                %elasticache_cache_clusters not empty { 
    check(%elasticache_cache_clusters.Properties) 
        << 
        [CT.ELASTICACHE.PR.6]: Require an Amazon ElastiCache cache cluster to use a 
 custom subnet group 
        [FIX]: Set the 'CacheSubnetGroupName' parameter to the name of a custom Amazon 
 ElastiCache cache subnet group. 
        >>
}

rule elasticache_subnet_group_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICACHE_CACHE_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICACHE_CACHE_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICACHE.PR.6]: Require an Amazon ElastiCache cache cluster to use a 
 custom subnet group 
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        [FIX]: Set the 'CacheSubnetGroupName' parameter to the name of a custom Amazon 
 ElastiCache cache subnet group. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticache_cache_cluster) { 
    %elasticache_cache_cluster { 
        # Scenario 2 
        CacheSubnetGroupName exists 

        # Scenarios 3, 4 and 5 
        check_subnet_group_is_not_default(this) or 
        check_local_references(%INPUT_DOCUMENT, CacheSubnetGroupName, 
 "AWS::ElastiCache::SubnetGroup") 
    }
}

rule check_subnet_group_is_not_default(elasticache_cache_cluster) { 
        %elasticache_cache_cluster { 
            check_is_string_and_not_empty(CacheSubnetGroupName) 
            CacheSubnetGroupName != "default" 
        } 
    }

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
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        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.ELASTICACHE.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
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    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Example subnet group 
      SubnetIds: 
      - Ref: Subnet 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        FromPort: 11211 
        ToPort: 11211 
        CidrIp: 10.0.0.0/24 
  CacheCluster: 
    Type: AWS::ElastiCache::CacheCluster 
    Properties: 
      Engine: memcached 
      CacheNodeType: cache.t3.micro 
      NumCacheNodes: '1' 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      VpcSecurityGroupIds: 
      - Fn::GetAtt: [SecurityGroup, GroupId] 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
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  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        FromPort: 11211 
        ToPort: 11211 
        CidrIp: 10.0.0.0/24 
  CacheCluster: 
    Type: AWS::ElastiCache::CacheCluster 
    Properties: 
      Engine: memcached 
      CacheNodeType: cache.t3.micro 
      NumCacheNodes: '1' 
      VpcSecurityGroupIds: 
      - Fn::GetAtt: [SecurityGroup, GroupId] 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        FromPort: 11211 
        ToPort: 11211 
        CidrIp: 10.0.0.0/24 
  CacheCluster: 
    Type: AWS::ElastiCache::CacheCluster 
    Properties: 
      Engine: memcached 
      CacheNodeType: cache.t3.micro 
      NumCacheNodes: '1' 
      CacheSubnetGroupName: default 
      VpcSecurityGroupIds: 
      - Fn::GetAtt: [SecurityGroup, GroupId] 
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[CT.ELASTICACHE.PR.7] Require an Amazon ElastiCache replication group of earlier Redis 
versions to have Redis AUTH activated

This control checks whether an Amazon ElastiCache replication group with an engine version 
earlier than 6.0 has Redis AUTH enabled.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElastiCache::ReplicationGroup

• AWS CloudFormation guard rule:  CT.ELASTICACHE.PR.7 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICACHE.PR.7 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.ELASTICACHE.PR.7 example templates

Explanation

Redis authentication tokens, or passwords, enable Redis to require a password before allowing 
clients to run commands, thereby improving data security.

Usage considerations

• This control applies only to Amazon ElastiCache replication groups of Redis engine 
versions earlier than six (6).

• This control requires encryption-in-transit to be enabled on replication groups by means 
of the TransitEncryptionEnabled property.
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Remediation for rule failure

Set the value of the AuthToken parameter to a string between 16 characters and 128 characters 
in length, which contains only printable ASCII characters and does not contain non-alphanumeric 
characters outside of the set (!, &,

The examples that follow show how to implement this remediation.

Amazon ElastiCache Replication Group - Example

An Amazon ElastiCache replication group configured with Redis AUTH authentication enabled. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ReplicationGroup": { 
        "Type": "AWS::ElastiCache::ReplicationGroup", 
        "Properties": { 
            "ReplicationGroupDescription": "Sample replication group", 
            "CacheNodeType": "cache.t3.micro", 
            "SecurityGroupIds": [ 
                { 
                    "Ref": "SecurityGroup" 
                } 
            ], 
            "CacheSubnetGroupName": { 
                "Ref": "SubnetGroup" 
            }, 
            "NumCacheClusters": 2, 
            "Engine": "redis", 
            "EngineVersion": "5.0.6", 
            "TransitEncryptionEnabled": true, 
            "AuthToken": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${ReplicationGroupSecret}::password}}" 
            } 
        } 
    }
} 
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YAML example

ReplicationGroup: 
  Type: AWS::ElastiCache::ReplicationGroup 
  Properties: 
    ReplicationGroupDescription: Sample replication group 
    CacheNodeType: cache.t3.micro 
    SecurityGroupIds: 
      - !Ref 'SecurityGroup' 
    CacheSubnetGroupName: !Ref 'SubnetGroup' 
    NumCacheClusters: 2 
    Engine: redis 
    EngineVersion: 5.0.6 
    TransitEncryptionEnabled: true 
    AuthToken: !Sub '{{resolve:secretsmanager:${ReplicationGroupSecret}::password}}' 

                 

CT.ELASTICACHE.PR.7 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticache_repl_grp_redis_auth_enabled_check
#  
# Description:
#   This control checks whether an Amazon ElastiCache replication group with an engine 
 version earlier than 6.0 has Redis AUTH enabled.
#  
# Reports on:
#   AWS::ElastiCache::ReplicationGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
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#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElastiCache replication group 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache replication group resource
#       And: 'Engine' has not been provided or has been provided and is not set to 
 'redis'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache replication group resource
#       And: 'Engine' has been provided and is set to 'redis'
#       And: 'EngineVersion' has not been provided or has been provided and set to a 
 version greater than or equal to 6
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache replication group resource
#       And: 'Engine' has been provided and is set to 'redis'
#       And: 'EngineVersion' has been provided and set to a version less than 6
#       And: 'AuthToken' has not been provided or has been provided and set to an empty 
 string
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElastiCache replication group resource
#       And: 'Engine' has been provided and is set to 'redis'
#       And: 'EngineVersion' has been provided and set to a version less than 6
#       And: 'AuthToken' has been provided and set to a non-empty string
#      Then: PASS

#
# Constants
#
let ELASTICACHE_REPLICATION_GROUP_TYPE = "AWS::ElastiCache::ReplicationGroup"
let REDIS_ENGINE_TYPE = "redis"
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let SUPPORTED_REDIS_ENGINE_VERSIONS_FOR_REDIS_AUTH = [ 
    /^2\./, 
    /^3\./, 
    /^4\./, 
    /^5\./
]
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticache_replication_groups = Resources.*[ Type == 
 %ELASTICACHE_REPLICATION_GROUP_TYPE ]

#
# Primary Rules
#
rule elasticache_repl_grp_redis_auth_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %elasticache_replication_groups 
 not empty { 
    check(%elasticache_replication_groups.Properties) 
        << 
        [CT.ELASTICACHE.PR.7]: Require an Amazon ElastiCache replication group of 
 earlier Redis versions to have Redis AUTH activated 
        [FIX]: Set the value of the 'AuthToken' parameter to a string between 
 16 characters and 128 characters in length, which contains only printable ASCII 
 characters and does not contain non-alphanumeric characters outside of the set (!, &, 
        >>
}

rule elasticache_repl_grp_redis_auth_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICACHE_REPLICATION_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICACHE_REPLICATION_GROUP_TYPE.resourceProperties) 
        << 
        [CT.ELASTICACHE.PR.7]: Require an Amazon ElastiCache replication group of 
 earlier Redis versions to have Redis AUTH activated 
        [FIX]: Set the value of the 'AuthToken' parameter to a string between 
 16 characters and 128 characters in length, which contains only printable ASCII 
 characters and does not contain non-alphanumeric characters outside of the set (!, &, 
        >>
}

#
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# Parameterized Rules
#
rule check(elasticache_replication_group) { 
    %elasticache_replication_group [ 
        # Scenario 2 
        Engine exists 
        Engine == %REDIS_ENGINE_TYPE 

        # Scenario 3 
        EngineVersion exists 
        EngineVersion in %SUPPORTED_REDIS_ENGINE_VERSIONS_FOR_REDIS_AUTH 
    ] { 
        # Scenarios 4 and 5 
        AuthToken exists 
        check_is_string_and_not_empty(AuthToken) 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 
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CT.ELASTICACHE.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Cache subnet group 
      SubnetIds: 
      - Ref: Subnet 
  ReplicationGroupSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Replication group secret 
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      GenerateSecretString: 
        SecretStringTemplate: "{}" 
        GenerateStringKey: password 
        PasswordLength: 64 
        ExcludePunctuation: true 
  ReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      ReplicationGroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      CacheNodeType: cache.t3.micro 
      SecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      NumCacheClusters: 2 
      Engine: redis 
      EngineVersion: 5.0.6 
      TransitEncryptionEnabled: true 
      AuthToken: 
        Fn::Sub: '{{resolve:secretsmanager:${ReplicationGroupSecret}::password}}' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
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  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example security group 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Cache subnet group 
      SubnetIds: 
      - Ref: Subnet 
  ReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      ReplicationGroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      CacheNodeType: cache.t3.micro 
      SecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      NumCacheClusters: 2 
      Engine: redis 
      EngineVersion: 3.2.6 
      TransitEncryptionEnabled: true 

     

[CT.ELASTICACHE.PR.8] Require an Amazon ElastiCache replication group of later Redis 
versions to have RBAC authentication activated

This control checks whether Amazon ElastiCache replication groups with an engine version greater 
than or equal to 6.0 have RBAC authentication enabled.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule
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• Control behavior: Proactive

• Resource types: AWS::ElastiCache::ReplicationGroup

• AWS CloudFormation guard rule:  CT.ELASTICACHE.PR.8 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICACHE.PR.8 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.ELASTICACHE.PR.8 example templates

Explanation

Role-Based Access Control (RBAC) helps you create users and assign specific permissions to them, 
by using an access string. You assign the users to user groups aligned with a specific role, such 
as administrators, or human resources. The roles are deployed to Amazon ElastiCache for Redis 
replication groups. This technique establishes security boundaries between clients using the 
same Redis replication groups, and it prevents clients from having access to other clients' data. If 
you use RBAC authentication over Redis AUTH, it reduces the number of credentials required for 
authenticated access to an Amazon ElastiCache replication group.

Usage considerations

• This control applies only to Amazon ElastiCache replication groups of Redis engine 
versions greater than or equal to 6.0

• This control requires encryption in transit to be enabled on replication groups by means 
of the TransitEncryptionEnabled property

Remediation for rule failure

Set the value of the UserGroupIds property to a list that contains at least one Amazon ElastiCache 
user group identifier.

The examples that follow show how to implement this remediation.
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Amazon ElastiCache Replication Group - Example

An Amazon ElastiCache replication group configured with RBAC authentication enabled. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ReplicationGroup": { 
        "Type": "AWS::ElastiCache::ReplicationGroup", 
        "Properties": { 
            "ReplicationGroupDescription": "Sample replication group", 
            "CacheNodeType": "cache.t3.micro", 
            "SecurityGroupIds": [ 
                { 
                    "Ref": "SecurityGroup" 
                } 
            ], 
            "CacheSubnetGroupName": { 
                "Ref": "SubnetGroup" 
            }, 
            "NumCacheClusters": 2, 
            "Engine": "redis", 
            "EngineVersion": 6.2, 
            "TransitEncryptionEnabled": true, 
            "UserGroupIds": [ 
                { 
                    "Ref": "UserGroup" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ReplicationGroup: 
  Type: AWS::ElastiCache::ReplicationGroup 
  Properties: 
    ReplicationGroupDescription: Sample replication group 
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    CacheNodeType: cache.t3.micro 
    SecurityGroupIds: 
      - !Ref 'SecurityGroup' 
    CacheSubnetGroupName: !Ref 'SubnetGroup' 
    NumCacheClusters: 2 
    Engine: redis 
    EngineVersion: 6.2 
    TransitEncryptionEnabled: true 
    UserGroupIds: 
      - !Ref 'UserGroup' 

                 

CT.ELASTICACHE.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticache_repl_grp_rbac_auth_enabled_check
#  
# Description:
#   This control checks whether Amazon ElastiCache replication groups with an engine 
 version greater than or equal to 6.0 have RBAC authentication enabled.
#  
# Reports on:
#   AWS::ElastiCache::ReplicationGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon ElastiCache replication 
 group resources
#      Then: SKIP
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#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ElastiCache replication group 
 resource
#       And: 'Engine' has not been provided or has been provided and is not set to 
 'redis'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ElastiCache replication group 
 resource
#       And: 'Engine' has been provided and is set to 'redis'
#       And: 'EngineVersion' has been provided and set to a version less than 6
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ElastiCache replication group 
 resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'EngineVersion' has not been provided or has been provided and set to a 
 version greater than or equal to 6
#       And: 'UserGroupIds' has not been provided or has been provided as an empty list 
 or a list containing an empty
#            string or invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ElastiCache replication group 
 resource
#       And: 'Engine' has been provided and set to 'redis'
#       And: 'EngineVersion' has not been provided or has been provided and set to a 
 version greater than or equal to 6
#       And: 'UserGroupIds' has been provided as a list containing non-empty strings or 
 valid local references
#      Then: PASS

#
# Constants
#
let ELASTICACHE_REPLICATION_GROUP_TYPE = "AWS::ElastiCache::ReplicationGroup"
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let REDIS_ENGINE_TYPE = "redis"
let UNSUPPORTED_REDIS_ENGINE_VERSIONS_FOR_RBAC = [ 
    /^2\./, 
    /^3\./, 
    /^4\./, 
    /^5\./
]
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticache_replication_groups = Resources.*[ Type == 
 %ELASTICACHE_REPLICATION_GROUP_TYPE ]

#
# Primary Rules
#
rule elasticache_repl_grp_rbac_auth_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %elasticache_replication_groups 
 not empty { 
    check(%elasticache_replication_groups.Properties) 
        << 
        [CT.ELASTICACHE.PR.8]: Require an Amazon ElastiCache replication group of later 
 Redis versions to have RBAC authentication activated 
        [FIX]: Set the value of the UserGroupIds property to a list that contains at 
 least one Amazon ElastiCache user group identifier. 
        >>
}

rule elasticache_repl_grp_rbac_auth_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICACHE_REPLICATION_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICACHE_REPLICATION_GROUP_TYPE.resourceProperties) 
        << 
        [CT.ELASTICACHE.PR.8]: Require an Amazon ElastiCache replication group of later 
 Redis versions to have RBAC authentication activated 
        [FIX]: Set the value of the UserGroupIds property to a list that contains at 
 least one Amazon ElastiCache user group identifier. 
        >>
}

#
# Parameterized Rules
#
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rule check(elasticache_replication_group) { 
    %elasticache_replication_group [ 
        # Scenario 2 
        Engine exists 
        Engine == %REDIS_ENGINE_TYPE 

        # Scenario 3 
        EngineVersion not exists or 
        EngineVersion not in %UNSUPPORTED_REDIS_ENGINE_VERSIONS_FOR_RBAC 
    ] { 
        # Scenarios 4, 5 and 6 
        UserGroupIds exists 
        UserGroupIds is_list 
        UserGroupIds not empty 

        UserGroupIds[*] { 
            check_is_string_and_not_empty(this) or 
            check_local_references(%INPUT_DOCUMENT, this, 
 "AWS::ElastiCache::UserGroup") 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}
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rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.ELASTICACHE.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
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        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: test 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Cache Subnet Group 
      SubnetIds: 
      - Ref: Subnet 
  UserGroup: 
    Type: AWS::ElastiCache::UserGroup 
    Properties: 
      Engine: redis 
      UserGroupId: 
        Fn::Sub: ${AWS::StackName}-example-group 
      UserIds: 
      - default 
  ReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      ReplicationGroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      CacheNodeType: cache.t3.micro 
      SecurityGroupIds: 
      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      NumCacheClusters: 2 
      Engine: redis 
      UserGroupIds: 
      - Ref: UserGroup 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: test 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - FromPort: 443 
        IpProtocol: tcp 
        ToPort: 443 
        CidrIp: 0.0.0.0/0 
  SubnetGroup: 
    Type: AWS::ElastiCache::SubnetGroup 
    Properties: 
      Description: Cache Subnet Group 
      SubnetIds: 
      - Ref: Subnet 
  ReplicationGroup: 
    Type: AWS::ElastiCache::ReplicationGroup 
    Properties: 
      ReplicationGroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
      CacheNodeType: cache.t3.micro 
      SecurityGroupIds: 
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      - Ref: SecurityGroup 
      CacheSubnetGroupName: 
        Ref: SubnetGroup 
      NumCacheClusters: 2 
      Engine: redis 

     

Amazon Elastic Container Registry controls

Topics

• [CT.ECR.PR.1] Require Amazon ECR repositories to have a lifecycle policy configured

• [CT.ECR.PR.2] Require Amazon ECR private repositories to have image scanning enabled

• [CT.ECR.PR.3] Require Amazon ECR private repositories to have tag immutability enabled

[CT.ECR.PR.1] Require Amazon ECR repositories to have a lifecycle policy configured

This control checks whether a private Amazon Elastic Container Registry (Amazon ECR) repository 
has at least one lifecycle policy configured.

• Control objective: Manage vulnerabilities, Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECR::Repository

• AWS CloudFormation guard rule:  CT.ECR.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECR.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECR.PR.1 example templates

Explanation

Amazon ECR lifecycle policies specify the lifecycle management of images in a repository. By 
configuring lifecycle policies, you can automate the cleanup of unused images and the expiration 
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of images, based on age or count. Automating these tasks can help you to avoid unintentionally 
using outdated images in your repository.

Remediation for rule failure

Provide a LifecyclePolicy configuration and set LifecyclePolicyText to an Amazon ECR 
repository lifecycle policy.

The examples that follow show how to implement this remediation.

Amazon ECR Repository - Example

Amazon ECR repository configured with a lifecycle policy. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "ECRRepository": { 
        "Type": "AWS::ECR::Repository", 
        "Properties": { 
            "LifecyclePolicy": { 
                "LifecyclePolicyText": "{\n  \"rules\": [\n    {\n      \"rulePriority
\": 1,\n      \"description\": \"Expire images older than 14 days\",\n      \"selection
\": {\n        \"tagStatus\": \"untagged\",\n        \"countType\": \"sinceImagePushed
\",\n        \"countUnit\": \"days\",\n        \"countNumber\": 14\n      },\n      
 \"action\": {\n        \"type\": \"expire\"\n      }\n    }\n  ]\n}\n" 
            } 
        } 
    }
} 
                 

YAML example

ECRRepository: 
  Type: AWS::ECR::Repository 
  Properties: 
    LifecyclePolicy: 
      LifecyclePolicyText: | 
        { 
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          "rules": [ 
            { 
              "rulePriority": 1, 
              "description": "Expire images older than 14 days", 
              "selection": { 
                "tagStatus": "untagged", 
                "countType": "sinceImagePushed", 
                "countUnit": "days", 
                "countNumber": 14 
              }, 
              "action": { 
                "type": "expire" 
              } 
            } 
          ] 
        } 

                 

CT.ECR.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#    ecr_private_lifecycle_policy_configured_check
#  
# Description:
#   This control checks whether a private Amazon Elastic Container Registry (ECR) 
 repository has at least one lifecycle policy configured.
#  
# Reports on:
#    AWS::ECR::Repository
#  
# Evaluates:
#    AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#    None
#  
# Scenarios:
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#  Scenario: 1
#    Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#      And: The input document does not contain any ECR repository resources
#     Then: SKIP
#  Scenario: 2
#    Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#      And: The input document contains an ECR repository resource
#      And: 'LifecyclePolicy' is not present
#     Then: FAIL
#  Scenario: 3
#    Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#      And: The input document contains an ECR repository resource
#      And: 'LifecyclePolicy' is present
#      And: 'LifecyclePolicyText' has not been provided in the 'LifecyclePolicy' 
 configuration or has been provided as
#            an empty string
#     Then: FAIL
#  Scenario: 4
#    Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#      And: The input document contains an ECR repository resource
#      And: 'LifecyclePolicy' is present
#      And: 'LifecyclePolicyText' has been provided in the 'LifecyclePolicy' 
 configuration with a non-empty string
#     Then: PASS

#
# Constants
#
let ECR_REPOSITORY_TYPE = "AWS::ECR::Repository"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ecr_repositories = Resources.*[ Type == %ECR_REPOSITORY_TYPE ]

#
# Primary Rules
#
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rule ecr_private_lifecycle_policy_configured_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %ecr_repositories not empty { 
    check(%ecr_repositories.Properties) 
        << 
        [CT.ECR.PR.1]: Require Amazon ECR repositories to have a lifecycle policy 
 configured 
            [FIX]: Provide a 'LifecyclePolicy' configuration and set 
 'LifecyclePolicyText' to an Amazon ECR repository lifecycle policy. 
        >>
}

rule ecr_private_lifecycle_policy_configured_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECR_REPOSITORY_TYPE) { 
    check(%INPUT_DOCUMENT.%ECR_REPOSITORY_TYPE.resourceProperties) 
        << 
        [CT.ECR.PR.1]: Require Amazon ECR repositories to have a lifecycle policy 
 configured 
            [FIX]: Provide a 'LifecyclePolicy' configuration and set 
 'LifecyclePolicyText' to an Amazon ECR repository lifecycle policy. 
        >>
}

#
# Parameterized Rules
#
rule check(ecr_repository) { 
    %ecr_repository { 
        #Scenario 3 
        LifecyclePolicy exists 
        LifecyclePolicy is_struct 
        LifecyclePolicy { 
            #Scenario 4 
            LifecyclePolicyText exists 
            check_is_string_and_not_empty(LifecyclePolicyText) 
        } 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
     %value { 
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         this is_string 
         this != /\A\s*\z/ 
     }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECR.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECRRepository: 
    Type: AWS::ECR::Repository 
    Properties: 
      LifecyclePolicy: 
        LifecyclePolicyText: | 
          { 
            "rules": [ 
              { 
                "rulePriority": 1, 
                "description": "Expire images older than 14 days", 
                "selection": { 
                  "tagStatus": "untagged", 
                  "countType": "sinceImagePushed", 
                  "countUnit": "days", 
                  "countNumber": 14 
                }, 
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                "action": { 
                  "type": "expire" 
                } 
              } 
            ] 
          } 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECRRepository: 
    Type: AWS::ECR::Repository 
    Properties: {} 

     

[CT.ECR.PR.2] Require Amazon ECR private repositories to have image scanning enabled

This control checks whether a private Amazon Elastic Container Registry (Amazon ECR) repository 
has image scanning enabled.

• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECR::Repository

• AWS CloudFormation guard rule:  CT.ECR.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECR.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECR.PR.2 example templates

Explanation
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Amazon ECR image scanning helps with identifying software vulnerabilities in your container 
images. Amazon ECR uses the Common Vulnerabilities and Exposures (CVEs) database from the 
open-source Clair project, and it provides a list of scan findings. Enabling image scanning on 
Amazon ECR repositories adds a layer of verification regarding the integrity and safety of the 
images being stored.

Remediation for rule failure

Set ScanOnPush in ImageScanningConfiguration to true.

The examples that follow show how to implement this remediation.

Amazon ECR Repository - Example

Amazon ECR repository with image scanning enabled. The example is shown in JSON and in YAML.

JSON example

{ 
    "ECRRepository": { 
        "Type": "AWS::ECR::Repository", 
        "Properties": { 
            "ImageScanningConfiguration": { 
                "ScanOnPush": true 
            } 
        } 
    }
} 
                 

YAML example

ECRRepository: 
  Type: AWS::ECR::Repository 
  Properties: 
    ImageScanningConfiguration: 
      ScanOnPush: true 
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CT.ECR.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecr_private_image_scanning_enabled_check
#  
# Description:
#   This control checks whether a private Amazon Elastic Container Registry (Amazon 
 ECR) repository has image scanning enabled.
#  
# Reports on:
#   AWS::ECR::Repository
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon ECR repository resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ECR repository resource
#       And: 'ImageScanningConfiguration.ScanOnPush' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ECR repository resource
#       And: 'ImageScanningConfiguration.ScanOnPush' has been provided and set to a 
 value other than bool(true)
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ECR repository resource
#       And: 'ImageScanningConfiguration.ScanOnPush' has been provided and set to 
 bool(true)
#      Then: PASS

#
# Constants
#
let ECR_REPOSITORY_TYPE = "AWS::ECR::Repository"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ecr_repositories = Resources.*[ Type == %ECR_REPOSITORY_TYPE ]

#
# Primary Rules
#
rule ecr_private_image_scanning_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                   %ecr_repositories not empty { 
    check(%ecr_repositories.Properties) 
        << 
        [CT.ECR.PR.2]: Require Amazon ECR private repositories to have image scanning 
 enabled 
        [FIX]: Set 'ScanOnPush' in 'ImageScanningConfiguration' to 'true'. 
        >>
}

rule ecr_private_image_scanning_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECR_REPOSITORY_TYPE) { 
    check(%INPUT_DOCUMENT.%ECR_REPOSITORY_TYPE.resourceProperties) 
        << 
        [CT.ECR.PR.2]: Require Amazon ECR private repositories to have image scanning 
 enabled 
        [FIX]: Set 'ScanOnPush' in 'ImageScanningConfiguration' to 'true'. 
        >>
}

#
# Parameterized Rules
#
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rule check(ecr_repository) { 
    %ecr_repository { 
        # Scenario 2 
        ImageScanningConfiguration exists 
        ImageScanningConfiguration is_struct 

        ImageScanningConfiguration { 
            # Scenario 3 and 4 
            ScanOnPush exists 
            ScanOnPush == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECR.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECRRepository: 
    Type: AWS::ECR::Repository 
    Properties: 
      ImageScanningConfiguration: 
        ScanOnPush: true 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECRRepository: 
    Type: AWS::ECR::Repository 
    Properties: 
      ImageScanningConfiguration: 
        ScanOnPush: false 

     

[CT.ECR.PR.3] Require Amazon ECR private repositories to have tag immutability enabled

This control checks whether a private Amazon Elastic Container Registry (Amazon ECR) repository 
has tag immutability enabled.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECR::Repository

• AWS CloudFormation guard rule:  CT.ECR.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECR.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECR.PR.3 example templates

Explanation

Amazon ECR tag immutability enables customers to rely on the descriptive tags of an image as a 
reliable mechanism that tracks and uniquely identifies images. An immutable tag is static, which 
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means that each tag refers to a unique image. This tagging improves reliability and scalability, 
because the use of a static tag always results in the same image being deployed. When configured, 
tag immutability prevents the tags from being overridden, which reduces the attack surface.

Remediation for rule failure

Set ImageTagMutability to IMMUTABLE.

The examples that follow show how to implement this remediation.

Amazon ECR Repository - Example

Amazon ECR repository configured with immutable tags. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "ECRRepository": { 
        "Type": "AWS::ECR::Repository", 
        "Properties": { 
            "ImageTagMutability": "IMMUTABLE" 
        } 
    }
} 
                 

YAML example

ECRRepository: 
  Type: AWS::ECR::Repository 
  Properties: 
    ImageTagMutability: IMMUTABLE 

                 

CT.ECR.PR.3 rule specification

# ###################################
##       Rule Specification        ##
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#####################################
#  
# Rule Identifier:
#   ecr_private_tag_immutability_enabled_check
#  
# Description:
#   This control checks whether a private Amazon Elastic Container Registry (Amazon 
 ECR) repository has tag immutability enabled.
#  
# Reports on:
#   AWS::ECR::Repository
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ECR repository resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECR repository resource
#       And: 'ImageTagMutability' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECR repository resource
#       And: 'ImageTagMutability' has been provided with a value of 'MUTABLE'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECR repository resource
#       And: 'ImageTagMutability' has been provided with a value of 'IMMUTABLE'
#      Then: PASS

#
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# Constants
#
let ECR_REPOSITORY_TYPE = "AWS::ECR::Repository"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ecr_repositories = Resources.*[ Type == %ECR_REPOSITORY_TYPE ]

#
# Primary Rules
#
rule ecr_private_tag_immutability_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %ecr_repositories not empty { 
    check(%ecr_repositories.Properties) 
        << 
        [CT.ECR.PR.3]: Require Amazon ECR private repositories to have tag immutability 
 enabled 
        [FIX]: Set 'ImageTagMutability' to 'IMMUTABLE'. 
        >>
}

rule ecr_private_tag_immutability_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECR_REPOSITORY_TYPE) { 
    check(%INPUT_DOCUMENT.%ECR_REPOSITORY_TYPE.resourceProperties) 
        << 
        [CT.ECR.PR.3]: Require Amazon ECR private repositories to have tag immutability 
 enabled 
        [FIX]: Set 'ImageTagMutability' to 'IMMUTABLE'. 
        >>
}

#
# Parameterized Rules
#
rule check(ecr_repository) { 
    %ecr_repository { 
        # Scenario 2, 3 and 4 
        ImageTagMutability exists 
        ImageTagMutability == "IMMUTABLE" 
    }
}
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECR.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECRRepository: 
    Type: AWS::ECR::Repository 
    Properties: 
      ImageTagMutability: IMMUTABLE 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECRRepository: 
    Type: AWS::ECR::Repository 
    Properties: 
      ImageTagMutability: MUTABLE 
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Amazon Elastic Container Service controls

Topics

• [CT.ECS.PR.1] Require Amazon ECS Fargate Services to run on the latest Fargate platform version

• [CT.ECS.PR.2] Require any Amazon ECS cluster to have container insights activated

• [CT.ECS.PR.3] Require any Amazon ECS task definition to specify a user that is not the root

• [CT.ECS.PR.4] Require Amazon ECS tasks to use 'awsvpc' networking mode

• [CT.ECS.PR.5] Require an active Amazon ECS task definition to have a logging configuration

• [CT.ECS.PR.6] Require Amazon ECS containers to allow read-only access to the root filesystem

• [CT.ECS.PR.7] Require an Amazon ECS task definition to have a specific memory usage limit

• [CT.ECS.PR.8] Require Amazon ECS task definitions to have secure networking modes and user 
definitions

• [CT.ECS.PR.9] Require Amazon ECS services not to assign public IP addresses automatically

• [CT.ECS.PR.10] Require that Amazon ECS task definitions do not share the host's process 
namespace

• [CT.ECS.PR.11] Require an Amazon ECS container to run as non-privileged

• [CT.ECS.PR.12] Require that Amazon ECS task definitions do not pass secrets as container 
environment variables

[CT.ECS.PR.1] Require Amazon ECS Fargate Services to run on the latest Fargate platform 
version

This control checks whether Amazon Elastic Container Service (Amazon ECS) Fargate services are 
configured to deploy using the LATEST platform version rather than a specified version number.

• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::Service

• AWS CloudFormation guard rule:  CT.ECS.PR.1 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.1 example templates

Explanation

AWS Fargate platform versions refer to a specific runtime environment for Fargate task 
infrastructure, which is a combination of kernel and container runtime versions. New platform 
versions are released as the runtime environment evolves. For example, a new version may be 
released for kernel or operating system updates, new features, bug fixes, or security updates. 
Security updates and patches are deployed automatically for your Fargate tasks. If a security issue 
is found that affects a platform version, AWS patches the platform version.

Usage considerations

• This control only applies to Amazon ECS services with a LaunchType of FARGATE

Remediation for rule failure

When LaunchType is set to FARGATE, set the PlatformVersion property to LATEST or omit the
PlatformVersion property (default: LATEST).

The examples that follow show how to implement this remediation.

Amazon ECS Service - Example One

Amazon ECS service configured to deploy using the LATEST platform version by means of AWS 
CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "ECSService": { 
        "Type": "AWS::ECS::Service", 
        "Properties": { 
            "Cluster": { 
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                "Ref": "ECSCluster" 
            }, 
            "DesiredCount": 1, 
            "TaskDefinition": { 
                "Ref": "ECSTaskDefinition" 
            }, 
            "NetworkConfiguration": { 
                "AwsvpcConfiguration": { 
                    "AssignPublicIp": "DISABLED", 
                    "Subnets": [ 
                        { 
                            "Ref": "SubnetOne" 
                        }, 
                        { 
                            "Ref": "SubnetTwo" 
                        } 
                    ] 
                } 
            }, 
            "LaunchType": "FARGATE" 
        } 
    }
} 
                 

YAML example

ECSService: 
  Type: AWS::ECS::Service 
  Properties: 
    Cluster: !Ref 'ECSCluster' 
    DesiredCount: 1 
    TaskDefinition: !Ref 'ECSTaskDefinition' 
    NetworkConfiguration: 
      AwsvpcConfiguration: 
        AssignPublicIp: DISABLED 
        Subnets: 
          - !Ref 'SubnetOne' 
          - !Ref 'SubnetTwo' 
    LaunchType: FARGATE 
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The examples that follow show how to implement this remediation.

Amazon ECS Service - Example Two

Amazon ECS service configured to deploy using the LATEST platform version by means of the
PlatformVersion property. The example is shown in JSON and in YAML.

JSON example

{ 
    "ECSService": { 
        "Type": "AWS::ECS::Service", 
        "Properties": { 
            "Cluster": { 
                "Ref": "ECSCluster" 
            }, 
            "DesiredCount": 1, 
            "TaskDefinition": { 
                "Ref": "ECSTaskDefinition" 
            }, 
            "NetworkConfiguration": { 
                "AwsvpcConfiguration": { 
                    "AssignPublicIp": "DISABLED", 
                    "Subnets": [ 
                        { 
                            "Ref": "SubnetOne" 
                        }, 
                        { 
                            "Ref": "SubnetTwo" 
                        } 
                    ] 
                } 
            }, 
            "LaunchType": "FARGATE", 
            "PlatformVersion": "LATEST" 
        } 
    }
} 
                 

YAML example
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ECSService: 
  Type: AWS::ECS::Service 
  Properties: 
    Cluster: !Ref 'ECSCluster' 
    DesiredCount: 1 
    TaskDefinition: !Ref 'ECSTaskDefinition' 
    NetworkConfiguration: 
      AwsvpcConfiguration: 
        AssignPublicIp: DISABLED 
        Subnets: 
          - !Ref 'SubnetOne' 
          - !Ref 'SubnetTwo' 
    LaunchType: FARGATE 
    PlatformVersion: LATEST 

                 

CT.ECS.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_fargate_latest_platform_version_check
#  
# Description:
#   This control checks whether Amazon Elastic Container Service (Amazon ECS) Fargate 
 services are configured to deploy using the 'LATEST' platform version rather than a 
 specified version number.
#  
# Reports on:
#   AWS::ECS::Service
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
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#   Scenario: 1
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document does not contain an Amazon ECS service resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS service resource
#       And: 'LaunchType' is not present
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS service resource
#       And: 'LaunchType' is present and not set to 'FARGATE'
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS service resource
#       And: 'LaunchType' is present and set to 'FARGATE'
#       And: 'PlatformVersion' is present and not set to 'LATEST'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS service resource
#       And: 'LaunchType' is present and set to 'FARGATE'
#       And: 'PlatformVersion' is not present
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS service resource
#       And: 'LaunchType' is present and set to 'FARGATE'
#       And: 'PlatformVersion' is set to 'LATEST'
#      Then: PASS

#
# Constants
#
let ECS_SERVICE_TYPE = "AWS::ECS::Service"
let INPUT_DOCUMENT = this
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#
# Assignments
#
let ecs_services = Resources.*[ Type == %ECS_SERVICE_TYPE ]

#
# Primary Rules
#
rule ecs_fargate_latest_platform_version_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                    %ecs_services not empty { 
    check(%ecs_services.Properties) 
        << 
        [CT.ECS.PR.1]: Require Amazon ECS Fargate Services to run on the latest Fargate 
 platform version 
        [FIX]: When 'LaunchType' is set to 'FARGATE', set the 'PlatformVersion' 
 property to 'LATEST' or omit the 'PlatformVersion' property (default: 'LATEST'). 
        >>
}

rule ecs_fargate_latest_platform_version_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_SERVICE_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_SERVICE_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.1]: Require Amazon ECS Fargate Services to run on the latest Fargate 
 platform version 
        [FIX]: When 'LaunchType' is set to 'FARGATE', set the 'PlatformVersion' 
 property to 'LATEST' or omit the 'PlatformVersion' property (default: 'LATEST'). 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_service) { 
    %ecs_service [ filter_launch_type_is_fargate(this) ]{ 
        # Scenario 5 
        PlatformVersion not exists  or 

        # Scenario 4 and 6 
        check_fargate_version_latest(PlatformVersion) 
    }
}
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rule filter_launch_type_is_fargate(ecs_service) { 
    %ecs_service { 
        # Scenario 2 
        LaunchType exists 
        LaunchType is_string 

        # Scenario 3 
        LaunchType == "FARGATE" 
    }
}

rule check_fargate_version_latest(property) { 
    %property { 
        this is_string 
        this == "LATEST" 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
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    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ECSCluster: 
    Type: AWS::ECS::Cluster 
    Properties: 
      CapacityProviders: 
        - FARGATE 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainer 
      Memory: '512' 
      RequiresCompatibilities: 
        - FARGATE 
      NetworkMode: awsvpc 
      Cpu: 256 
  ECSService: 
    Type: AWS::ECS::Service 
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    Properties: 
      Cluster: 
        Ref: ECSCluster 
      DesiredCount: 0 
      TaskDefinition: 
        Ref: ECSTaskDefinition 
      NetworkConfiguration: 
        AwsvpcConfiguration: 
          AssignPublicIp: DISABLED 
          Subnets: 
           - Ref: SubnetOne 
           - Ref: SubnetTwo 
      LaunchType: FARGATE 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
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      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ECSCluster: 
    Type: AWS::ECS::Cluster 
    Properties: 
      CapacityProviders: 
        - FARGATE 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainer 
      Memory: '512' 
      RequiresCompatibilities: 
        - FARGATE 
      NetworkMode: awsvpc 
      Cpu: 256 
  ECSService: 
    Type: AWS::ECS::Service 
    Properties: 
      Cluster: 
        Ref: ECSCluster 
      DesiredCount: 0 
      TaskDefinition: 
        Ref: ECSTaskDefinition 
      NetworkConfiguration: 
        AwsvpcConfiguration: 
          AssignPublicIp: DISABLED 
          Subnets: 
           - Ref: SubnetOne 
           - Ref: SubnetTwo 
      LaunchType: FARGATE 
      PlatformVersion: 1.4.0 

     

Proactive controls 1158



AWS Control Tower User Guide

[CT.ECS.PR.2] Require any Amazon ECS cluster to have container insights activated

This control checks whether your Amazon Elastic Container Service (Amazon ECS) clusters have 
container insights enabled.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::Cluster

• AWS CloudFormation guard rule:  CT.ECS.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.2 example templates

Explanation

Monitoring is an important part of maintaining the reliability, availability, and performance of 
Amazon ECS clusters. Use CloudWatch container insights to collect, aggregate, and summarize 
metrics and logs from your containerized applications and microservices. CloudWatch 
automatically collects metrics for many resources, such as CPU, memory, disk, and network. The 
container insights capability also provides diagnostic information, such as container restart failures, 
which helps you isolate issues and resolve them quickly. You can set CloudWatch alarms on the 
metrics that container insights collects.

Remediation for rule failure

Enable container insights on Amazon ECS clusters with an entry in ClusterSettings that has
Name set to containerInsights and Value set to enabled.

The examples that follow show how to implement this remediation.

Amazon ECS Cluster - Example

Amazon ECS cluster configured with container insights enabled. The example is shown in JSON and 
in YAML.
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JSON example

{ 
    "ECSCluster": { 
        "Type": "AWS::ECS::Cluster", 
        "Properties": { 
            "ClusterSettings": [ 
                { 
                    "Name": "containerInsights", 
                    "Value": "enabled" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ECSCluster: 
  Type: AWS::ECS::Cluster 
  Properties: 
    ClusterSettings: 
      - Name: containerInsights 
        Value: enabled 

                 

CT.ECS.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_container_insights_enabled_check
#  
# Description:
#   This control checks whether your Amazon Elastic Container Service (Amazon ECS) 
 clusters have container insights enabled.
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#  
# Reports on:
#   AWS::ECS::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document does not contain an Amazon ECS cluster resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS cluster resource
#       And: 'ClusterSettings' property is not present or is an empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS cluster resource
#       And: 'ClusterSettings' property is present
#       And: An entry with 'Name' set to 'containerInsights' is not present in 
 'ClusterSettings'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS cluster resource
#       And: 'ClusterSettings' property is present
#       And: An entry with 'Name' set to 'containerInsights' is present in 
 'ClusterSettings' with a 'Value' not set
#            to 'enabled'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an Amazon ECS cluster resource
#       And: 'ClusterSettings' property is present
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#       And: An entry with 'Name' set to 'containerInsights' is present in 
 'ClusterSettings' with a 'Value' set to
#            'enabled'
#      Then: PASS

#
# Constants
#
let ECS_CLUSTER_TYPE = "AWS::ECS::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ecs_clusters = Resources.*[ Type == %ECS_CLUSTER_TYPE ]

#
# Primary Rules
#
rule ecs_container_insights_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %ecs_clusters not empty { 
    check(%ecs_clusters.Properties) 
        << 
        [CT.ECS.PR.2]: Require any Amazon ECS cluster to have container insights 
 activated 
        [FIX]: Enable container insights on Amazon ECS clusters with an entry in 
 'ClusterSettings' that has 'Name' set to 'containerInsights' and 'Value' set to 
 'enabled'. 
        >>
}

rule ecs_container_insights_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.2]: Require any Amazon ECS cluster to have container insights 
 activated 
        [FIX]: Enable container insights on Amazon ECS clusters with an entry in 
 'ClusterSettings' that has 'Name' set to 'containerInsights' and 'Value' set to 
 'enabled'. 
        >>
}

#
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# Parameterized Rules
#
rule check(ecs_cluster) { 
    %ecs_cluster { 
        # Scenario 2 
        ClusterSettings exists 
        ClusterSettings is_list 
        ClusterSettings not empty 

        # Scenario 3, 4 and 5 
        some ClusterSettings[*] { 
            Name exists 
            Value exists 

            Name is_string 
            Value is_string 

            Name == "containerInsights" 
            Value == "enabled" 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.
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PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECSCluster: 
    Type: AWS::ECS::Cluster 
    Properties: 
      ClusterSettings: 
      - Name: containerInsights 
        Value: enabled 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECSCluster: 
    Type: AWS::ECS::Cluster 
    Properties: 
      ClusterSettings: 
      - Name: containerInsights 
        Value: disabled 

     

[CT.ECS.PR.3] Require any Amazon ECS task definition to specify a user that is not the root

This control checks whether Amazon Elastic Container Service (ECS) task definitions run as a non-
root user user within Amazon ECS containers.

• Control objective: Enforce least privilege, Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.3 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.3 example templates

Explanation

It is a best practice to run containers as a non-root user user. By default, containers run as the root 
user user, unless the User directive is included in your Dockerfile. The default Linux capabilities 
that are assigned by Docker restrict the actions that can be run as the root user user, but only 
marginally. For example, a container running as the root user user does not have access to devices.

Usage considerations

• This control applies only to Amazon ECS task definitions that are configured with 
container definitions.

Remediation for rule failure

Set the User property to a non-root user user.

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example

Amazon ECS task definition configured with a container definition and a non-root user user. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ECSTaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "Memory": "512", 
            "ContainerDefinitions": [ 
                { 
                    "Essential": true, 
                    "Image": "nginx:latest", 
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                    "Name": "SampleContainerA", 
                    "User": "sampleuser", 
                    "Memory": 256 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ECSTaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    Memory: '512' 
    ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainerA 
        User: sampleuser 
        Memory: 256 

                 

CT.ECS.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_task_definition_nonroot_user_check
#  
# Description:
#   This control checks whether Amazon Elastic Container Service (ECS) task definitions 
 run as a non-root user within Amazon ECS containers.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
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# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document does not contain an ECS task definition resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' is not present or is an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present and is not an empty list
#       And: One or more containers defined in 'ContainerDefinitions' do not provide a 
 'User' property
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' is present and is not an empty list
#       And: One or more containers defined in 'ContainerDefinitions' has a 'User' 
 property set to a root user
#            value (0, 'root', '0:<group>', 'root:<group>')
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' is present and is not an empty list
#       And: All containers defined in 'ContainerDefinitions' do not have a 'User' 
 property set to a root user
#            value (0, 'root', '0:<group>', 'root:<group>')
#      Then: PASS
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#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
let INPUT_DOCUMENT = this
let ROOT_USER_PATTERNS = [ 0 , "0" , "root" , /^0:.*$/ , /^root:.*$/ ]

#
# Assignments
#
let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]

#
# Primary Rules
#
rule ecs_task_definition_nonroot_user_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                 %ecs_task_definitions not empty { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.3]: Require any Amazon ECS task definition to specify a user that is 
 not the root 
            [FIX]: Set the 'User' property to a non-root user. 
        >>
}

rule ecs_task_definition_nonroot_user_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.3]: Require any Amazon ECS task definition to specify a user that is 
 not the root 
            [FIX]: Set the 'User' property to a non-root user. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition [ 
        filter_container_definitions_is_present(this) 
    ]{ 
        ContainerDefinitions[*] { 
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            # Scenario 3 
            User exists 

            # Scenario 4 and 5 
            User not in %ROOT_USER_PATTERNS 
        } 
    }
}

rule filter_container_definitions_is_present(ecs_task_definition) { 
    %ecs_task_definition { 
        # Scenario 2 
        ContainerDefinitions exists 
        ContainerDefinitions is_list 
        ContainerDefinitions not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECSTaskDefinition: 
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    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainerA 
        User: exampleuser 
        Memory: 256 
      - Name: ExampleContainerB 
        Image: alpine:latest 
        User: exampleuser 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainerA 
        User: exampleuser 
        Memory: 256 
      - Name: ExampleContainerB 
        Image: alpine:latest 
        User: root 

     

[CT.ECS.PR.4] Require Amazon ECS tasks to use 'awsvpc' networking mode

This control checks whether the networking mode for Amazon Elastic Container Service (ECS) task 
definitions is set to awsvpc.

• Control objective: Limit network access
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• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.4 example templates

Explanation

Amazon ECS recommends using the awsvpc network mode, unless you have a specific reason to 
use a different network mode. The awsvpc network mode simplifies container networking, and it 
gives you control over the ways that containerized applications communicate with each other, or 
with other services, within your VPCs. The awsvpc network mode provides improved security for 
your containers, because it empowers you to use security groups and network monitoring tools at 
a detailed level within your tasks. Each task has its own elastic network interface (ENI); therefore, 
you can include other Amazon EC2 networking features, such as VPC Flow Logs, which help you 
monitor traffic among your tasks.

Usage considerations

• This control applies only to Amazon ECS task definitions for launch types of EC2 and
Fargate.

Remediation for rule failure

Set NetworkMode to awsvpc for Amazon ECS tasks that deploy to Amazon EC2 or AWS Fargate.

The examples that follow show how to implement this remediation.
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Amazon ECS Task Definition - Example

Amazon ECS task definition configured with awsvpc networking mode. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "Resources": { 
        "ECSTaskDefinition": { 
            "Type": "AWS::ECS::TaskDefinition", 
            "Properties": { 
                "ContainerDefinitions": [ 
                    { 
                        "Essential": true, 
                        "Image": "nginx:latest", 
                        "Name": "SampleContainer" 
                    } 
                ], 
                "Memory": 512, 
                "NetworkMode": "awsvpc" 
            } 
        } 
    }
} 
                 

YAML example

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
        - Essential: true 
          Image: nginx:latest 
          Name: SampleContainer 
      Memory: 512 
      NetworkMode: awsvpc 
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CT.ECS.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_awsvpc_networking_enabled_check
#  
# Description:
#   This control checks whether the networking mode for Amazon Elastic Container 
 Service (ECS) task definitions is set to 'awsvpc'.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document does not contain an ECS task definition resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'RequiresCompatibilities' is present and only has one entry in the list 
 set to 'EXTERNAL'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'RequiresCompatibilities' is either not present or set to a list with 
 entries that include 'EC2',
#            'FARGATE' or both.
#       And: 'NetworkMode' is not present
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#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'RequiresCompatibilities' is either not present or set to a list with 
 entries that include 'EC2',
#            'FARGATE' or both.
#       And: 'NetworkMode' is present
#       And: 'NetworkMode' is not set to 'awsvpc'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'RequiresCompatibilities' is either not present or set to a list with 
 entries that include 'EC2',
#            'FARGATE' or both.
#       And: 'NetworkMode' is present
#       And: 'NetworkMode' is set to 'awsvpc'
#      Then: PASS

#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
let ALLOWED_NETWORK_MODES = [ "awsvpc" ]
let SUPPORTED_LAUNCH_PLATFORMS = [ "EC2" , "FARGATE" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]

#
# Primary Rules
#
rule ecs_awsvpc_networking_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %ecs_task_definitions not empty { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.4]: Require Amazon ECS tasks to use 'awsvpc' networking mode 
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            [FIX]: Set 'NetworkMode' to 'awsvpc' for Amazon ECS tasks that deploy to 
 Amazon EC2 or AWS Fargate. 
        >>
}

rule ecs_awsvpc_networking_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.4]: Require Amazon ECS tasks to use 'awsvpc' networking mode 
            [FIX]: Set 'NetworkMode' to 'awsvpc' for Amazon ECS tasks that deploy to 
 Amazon EC2 or AWS Fargate. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition [ filter_external_task_definitions(this) ] { 
        # Scenario 3 
        NetworkMode exists 

        # Scenario 4 and 5 
        NetworkMode is_string 
        NetworkMode in %ALLOWED_NETWORK_MODES 
    }
}

rule filter_external_task_definitions(ecs_task_definition) { 
    %ecs_task_definition { 
        # Scenario 2 
        RequiresCompatibilities not exists or 
        filter_supported_task_definitions(RequiresCompatibilities) 
    }
}

rule filter_supported_task_definitions(requires_compatibilities) { 
    %requires_compatibilities { 
        this is_list 
        this not empty 
        some this[*] in %SUPPORTED_LAUNCH_PLATFORMS 
    }
}
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainer 
      Memory: 512 
      NetworkMode: awsvpc 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainer 
      Memory: 512 

     

[CT.ECS.PR.5] Require an active Amazon ECS task definition to have a logging configuration

This control checks whether Amazon Elastic Container Service (ECS) task definitions have a logging 
configuration specified.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.5 example templates

Explanation

Monitoring is an important part of maintaining the reliability, availability, and performance of 
Amazon Elastic Container Service (ECS) and your AWS environments. We recommend that you 
collect monitoring data from all parts of your AWS environment, because this data can help you 
debug a multi-point failure, if such a failure occurs.
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Usage considerations

• This control applies only to Amazon ECS task definitions that are configured with 
container definitions.

Remediation for rule failure

For each container definition, within LogConfiguration set the LogDriver property to a 
supported log driver.

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example

Amazon ECS task definition configured to send log information to Amazon CloudWatch Logs for 
each container definition. The example is shown in JSON and in YAML.

JSON example

{ 
    "ECSTaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "Memory": "512", 
            "ContainerDefinitions": [ 
                { 
                    "Name": "ContainerA", 
                    "Image": "nginx:latest", 
                    "Essential": true, 
                    "LogConfiguration": { 
                        "LogDriver": "awslogs", 
                        "Options": { 
                            "awslogs-group": { 
                                "Ref": "LogGroup" 
                            }, 
                            "awslogs-stream-prefix": "Container-A-LogStream", 
                            "awslogs-region": { 
                                "Ref": "AWS::Region" 
                            } 
                        } 
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                    } 
                }, 
                { 
                    "Name": "ContainerB", 
                    "Image": "nginx:latest", 
                    "LogConfiguration": { 
                        "LogDriver": "awslogs", 
                        "Options": { 
                            "awslogs-group": { 
                                "Ref": "LogGroup" 
                            }, 
                            "awslogs-stream-prefix": "Container-B-LogStream", 
                            "awslogs-region": { 
                                "Ref": "AWS::Region" 
                            } 
                        } 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ECSTaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    Memory: '512' 
    ContainerDefinitions: 
      - Name: ContainerA 
        Image: nginx:latest 
        Essential: true 
        LogConfiguration: 
          LogDriver: awslogs 
          Options: 
            awslogs-group: !Ref 'LogGroup' 
            awslogs-stream-prefix: Container-A-LogStream 
            awslogs-region: !Ref 'AWS::Region' 
      - Name: ContainerB 
        Image: nginx:latest 
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        LogConfiguration: 
          LogDriver: awslogs 
          Options: 
            awslogs-group: !Ref 'LogGroup' 
            awslogs-stream-prefix: Container-B-LogStream 
            awslogs-region: !Ref 'AWS::Region' 

                 

CT.ECS.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_task_definition_log_configuration_check
#  
# Description:
#   This control checks whether Amazon Elastic Container Service (ECS) task definitions 
 have a logging configuration specified.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document does not contain an ECS task definition resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is not present or is an empty list
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#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present and is not an empty list
#       And: One or more containers defined  in 'ContainerDefinitions' do not have 
 'LogConfiguration' set or it is set
#            to an empty struct
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present and is not an empty list
#       And: One or more containers defined  in 'ContainerDefinitions' have 
 'LogConfiguration' property present
#       And: 'LogConfiguration.LogDriver' is not present or is set to an empty string
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present
#       And: All containers defined  in 'ContainerDefinitions' have 'LogConfiguration' 
 property present
#       And: 'LogConfiguration.LogDriver' is present and set to a non-empty string
#      Then: PASS

#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]

#
# Primary Rules
#
rule ecs_task_definition_log_configuration_check when is_cfn_template(%INPUT_DOCUMENT) 
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                                                      %ecs_task_definitions not empty { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.5]: Require an active Amazon ECS task definition to have a logging 
 configuration 
            [FIX]: For each container definition, within 'LogConfiguration' set the 
 'LogDriver' property to a supported log driver. 
        >>
}

rule ecs_task_definition_log_configuration_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.5]: Require an active Amazon ECS task definition to have a logging 
 configuration 
            [FIX]: For each container definition, within 'LogConfiguration' set the 
 'LogDriver' property to a supported log driver. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition [ 
        filter_container_definitions_is_present(this) 
    ]{ 
        ContainerDefinitions[*] { 
            # Scenario 3 
            LogConfiguration exists 
            LogConfiguration is_struct 
            LogConfiguration not empty 

            # Scenario 4 and 5 
            LogConfiguration { 
                LogDriver exists 
                check_is_string_and_not_empty(LogDriver) 
            } 
        } 
    }
}

rule filter_container_definitions_is_present(ecs_task_definition) { 
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    %ecs_task_definition { 
        # Scenario 2 
        ContainerDefinitions exists 
        ContainerDefinitions is_list 
        ContainerDefinitions not empty 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    DeletionPolicy: Delete 
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    UpdateReplacePolicy: Delete 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      ContainerDefinitions: 
      - Name: ContainerA 
        LogConfiguration: 
          LogDriver: awslogs 
          Options: 
            awslogs-group: 
              Ref: LogGroup 
            awslogs-stream-prefix: Container-A-LogStream 
            awslogs-region: 
              Ref: AWS::Region 
        Essential: true 
        Image: nginx:latest 
      - Name: ContainerB 
        LogConfiguration: 
          LogDriver: awslogs 
          Options: 
            awslogs-group: 
              Ref: LogGroup 
            awslogs-stream-prefix: Container-B-LogStream 
            awslogs-region: 
              Ref: AWS::Region 
        Image: nginx:latest 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    DeletionPolicy: Delete 
    UpdateReplacePolicy: Delete 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
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      ContainerDefinitions: 
      - Name: ContainerA 
        Essential: true 
        Image: nginx:latest 
      - Name: ContainerB 
        Image: nginx:latest 
        LogConfiguration: 
          LogDriver: awslogs 
          Options: 
            awslogs-group: 
              Ref: LogGroup 
            awslogs-stream-prefix: Container-B-LogStream 
            awslogs-region: 
              Ref: AWS::Region 

     

[CT.ECS.PR.6] Require Amazon ECS containers to allow read-only access to the root filesystem

This control checks whether Amazon Elastic Container Service (Amazon ECS) task definitions have 
been configured to require read-only access to container root filesystems.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.6 example templates

Explanation

Enabling this option reduces security attack vectors. When it is enabled, the container instance's 
filesystem cannot be tampered with or written to unless it has explicitly granted read-write 
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permissions on its filesystem folder and directories. This control adheres to the principle of least 
privilege.

Usage considerations

• This control is incompatible with Amazon ECS task definitions that use Windows 
containers.

Remediation for rule failure

Set the ReadonlyRootFilesystem property to true for all ContainerDefinitions.

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example

Amazon ECS task definition with read-only access to container root filesystems. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "ECSTaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "ContainerDefinitions": [ 
                { 
                    "Essential": true, 
                    "Image": "nginx:latest", 
                    "Name": "SampleContainerA", 
                    "ReadonlyRootFilesystem": true 
                }, 
                { 
                    "Image": "alpine:latest", 
                    "Name": "SampleContainerB", 
                    "ReadonlyRootFilesystem": true 
                } 
            ], 
            "Memory": "512" 
        } 
    }
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} 
                 

YAML example

ECSTaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainerA 
        ReadonlyRootFilesystem: true 
      - Image: alpine:latest 
        Name: SampleContainerB 
        ReadonlyRootFilesystem: true 
    Memory: '512' 

                 

CT.ECS.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
# Rule Identifier:
#   ecs_containers_readonly_access_check
#  
# Description:
#   This control checks whether Amazon Elastic Container Service (Amazon ECS) task 
 definitions have been configured to require read-only access to container root 
 filesystems.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
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#  
# Scenarios:
# Scenario: 1
#   Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#     And: The input document does not contain an Amazon ECS task definition resource
#    Then: SKIP
# Scenario: 2
#   Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#     And: The input document contains an Amazon ECS task definition resource
#     And: 'ContainerDefinitions' property is not present or is empty
#    Then: SKIP
# Scenario: 3
#   Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#     And: The input document contains an Amazon ECS task definition resource
#     And: 'ContainerDefinitions' property is present
#     And: One or more containers defined  in 'ContainerDefinitions' do not have 
 'ReadonlyRootFilesystem' present
#    Then: FAIL
# Scenario: 4
#   Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#     And: The input document contains an Amazon ECS task definition resource
#     And: 'ContainerDefinitions' property is present
#     And: One or more containers defined  in 'ContainerDefinitions' have the value of 
 'ReadonlyRootFilesystem' set to
#          bool(false)
#     Then: FAIL
# Scenario: 5
#   Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#     And: The input document contains an Amazon ECS task definition resource
#     And: 'ContainerDefinitions' property is present
#     And: All containers defined  in 'ContainerDefinitions' have the value of 
 'ReadonlyRootFilesystem' set to
#          bool(true)
#    Then: PASS

#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
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let INPUT_DOCUMENT = this

#
# Assignments
#
let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]

#
# Primary Rules
#
rule ecs_containers_readonly_access_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %ecs_task_definitions not empty { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.6]: Require Amazon ECS containers to allow read-only access to the 
 root filesystem 
        [FIX]: Set the 'ReadonlyRootFilesystem' property to 'true' for all 
 'ContainerDefinitions'. 
        >>
}

rule ecs_containers_readonly_access_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.6]: Require Amazon ECS containers to allow read-only access to the 
 root filesystem 
        [FIX]: Set the 'ReadonlyRootFilesystem' property to 'true' for all 
 'ContainerDefinitions'. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition [ filter_container_definitions_is_present(this) ]{ 
        ContainerDefinitions[*] { 
            # Scenario 3 
            ReadonlyRootFilesystem exists 

            # Scenario 4 
            ReadonlyRootFilesystem == true 
        } 
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    }
}

rule filter_container_definitions_is_present(ecs_task_definition) { 
    %ecs_task_definition { 
        # Scenario 2 
        ContainerDefinitions exists 
        ContainerDefinitions is_list 
        ContainerDefinitions not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainerA 
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        ReadonlyRootFilesystem: true 
      - Image: alpine:latest 
        Name: SampleContainerB 
        ReadonlyRootFilesystem: true 
      Memory: '512' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainerA 
        ReadonlyRootFilesystem: false 
      - Image: alpine:latest 
        Name: SampleContainerB 
        ReadonlyRootFilesystem: false 
      Memory: '512' 

     

[CT.ECS.PR.7] Require an Amazon ECS task definition to have a specific memory usage limit

This control checks whether Amazon Elastic Container Service (ECS) task definitions have specified 
a memory limit for container definitions.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.7 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.7 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.7 example templates

Explanation

We recommend that you specify the maximum memory available to your containers, because this 
limit protects your resources in the event of malicious access to your containers.

Usage considerations

• This control applies only to Amazon ECS task definitions that are configured with 
container definitions.

Remediation for rule failure

Set the Memory property in ContainerDefinitions for Amazon ECS task definitions.

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example

Amazon ECS task definition configured with a specified memory limit for container definitions. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ECSTaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "ContainerDefinitions": [ 
                { 
                    "Essential": true, 
                    "Image": "nginx:latest", 
                    "Name": "SampleContainer", 
                    "Memory": 256 
                } 
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            ] 
        } 
    }
} 
                 

YAML example

ECSTaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainer 
        Memory: 256 

                 

CT.ECS.PR.7 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_task_definition_memory_hard_limit_check
#  
# Description:
#   This control checks whether Amazon Elastic Container Service (ECS) task definitions 
 have specified a memory limit for container definitions.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  

Proactive controls 1193



AWS Control Tower User Guide

# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document does not contain an ECS task definition resource
#      Then: SKIP
#   Scenario: 2
#    Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#      And: The input document contains an ECS task definition resource
#      And: 'ContainerDefinitions' property is not present or is an empty list
#     Then: SKIP
#   Scenario: 3
#    Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#      And: The input document contains an ECS task definition resource
#      And: 'ContainerDefinitions' property is present and is not an empty list
#      And: One or more containers defined in 'ContainerDefinitions' do not have 
 'Memory' property set
#     Then: FAIL
#   Scenario: 4
#    Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#      And: The input document contains an ECS task definition resource
#      And: 'ContainerDefinitions' property is present and is not an empty list
#      And: One or more containers defined in 'ContainerDefinitions' have 'Memory' 
 property set to an integer
#           value less than four (< 4)
#     Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present
#       And: All containers defined in 'ContainerDefinitions' have 'Memory' property 
 set to an integer value
#            greater than or equal to four (>= 4)
#      Then: PASS

#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
let INPUT_DOCUMENT = this
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#
# Assignments
#
let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]

#
# Primary Rules
#
rule ecs_task_definition_memory_hard_limit_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                 %ecs_task_definitions not empty { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.7]: Require an Amazon ECS task definition to have a specific memory 
 usage limit 
            [FIX]: Set the 'Memory' property in 'ContainerDefinitions' for Amazon ECS 
 task definitions. 
        >>
}

rule ecs_task_definition_memory_hard_limit_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.7]: Require an Amazon ECS task definition to have a specific memory 
 usage limit 
            [FIX]: Set the 'Memory' property in 'ContainerDefinitions' for Amazon ECS 
 task definitions. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition [filter_container_definitions_is_present(this)]{ 
        ContainerDefinitions[*] { 
            # Scenario 3 
            Memory exists 

            # Scenario 4 and 5 
            Memory >= 4 
        } 
    }
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}

rule filter_container_definitions_is_present(ecs_task_definition) { 
    %ecs_task_definition { 
        # Scenario 2 
        ContainerDefinitions exists 
        ContainerDefinitions is_list 
        ContainerDefinitions not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainerA 
        Memory: 256 
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      - Image: alpine:latest 
        Name: ExampleContainerB 
        Memory: 512 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: "512" 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainerA 
        Memory: 256 
      - Image: alpine:latest 
        Name: ExampleContainerB 
        Memory: 3 

     

[CT.ECS.PR.8] Require Amazon ECS task definitions to have secure networking modes and user 
definitions

This control checks whether Amazon Elastic Container Service (ECS) task definitions that use host
networking mode have a privileged container definition, and whether they specify a non-root user 
definition.

• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.8 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.8 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.8 example templates

Explanation

If a task definition has elevated privileges, it implies that a customer has specifically chosen that 
configuration. This control checks for unexpected privilege escalation, which occurs when a task 
definition enables host networking, but a customer has not opted into elevated privileges.

Usage considerations

• This control applies only to Amazon ECS task definitions that include host networking 
mode and one or more container definitions.

• This control is incompatible with Amazon ECS task definitions that use Windows 
containers.

Remediation for rule failure

For Amazon ECS task definitions that use host networking mode, your container definitions must 
set the User property to a non-root user. Also, to opt into elevated privileges, configure containers 
to run in privileged mode by setting the Privileged property to true.

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example One

Amazon ECS task definition with host networking mode configured for privileged container 
definitions. The example is shown in JSON and in YAML.

JSON example

{ 
    "ECSTaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
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        "Properties": { 
            "Memory": "512", 
            "NetworkMode": "host", 
            "ContainerDefinitions": [ 
                { 
                    "Name": "SampleContainerA", 
                    "User": "root", 
                    "Privileged": true, 
                    "Image": "nginx:latest", 
                    "Essential": true 
                }, 
                { 
                    "Name": "SampleContainerB", 
                    "User": "root", 
                    "Privileged": true, 
                    "Image": "alpine:latest" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ECSTaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    Memory: '512' 
    NetworkMode: host 
    ContainerDefinitions: 
      - Name: SampleContainerA 
        User: root 
        Privileged: true 
        Image: nginx:latest 
        Essential: true 
      - Name: SampleContainerB 
        User: root 
        Privileged: true 
        Image: alpine:latest 
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The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example Two

Amazon ECS task definition with host networking mode configured for non-root user container 
definitions and privileged mode deactivated, by means of AWS CloudFormation defaults. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ECSTaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "Memory": "512", 
            "NetworkMode": "host", 
            "ContainerDefinitions": [ 
                { 
                    "Name": "SampleContainerA", 
                    "User": "root", 
                    "Privileged": true, 
                    "Image": "nginx:latest", 
                    "Essential": true 
                }, 
                { 
                    "Name": "SampleContainerB", 
                    "User": "root", 
                    "Privileged": true, 
                    "Image": "alpine:latest" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ECSTaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
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    Memory: '512' 
    NetworkMode: host 
    ContainerDefinitions: 
      - Name: SampleContainerA 
        User: root 
        Privileged: true 
        Image: nginx:latest 
        Essential: true 
      - Name: SampleContainerB 
        User: root 
        Privileged: true 
        Image: alpine:latest 

                 

CT.ECS.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_task_definition_user_for_host_mode_check
#  
# Description:
#   This control checks whether Amazon Elastic Container Service (ECS) task definitions 
 that use 'host' networking mode have a privileged container definition, and whether 
 they specify a non-root user definition.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain an ECS task definition resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is not present or is an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present and is not an empty list
#       And: 'NetworkMode' property is either not present or set to a value other than 
 'host'
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present and is not an empty list
#       And: 'NetworkMode' property is present and set to 'host'
#       And: A container defined in 'ContainerDefinitions' has 'Privileged' property 
 not set or is set as bool(false)
#       And: This same container either does not have the 'User' property set or has it 
 set to a value that translates
#            to root user
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present
#       And: 'NetworkMode' property is present and set to 'host'
#       And: All Containers defined in 'ContainerDefinitions' either have the 
 'Privileged' property set to bool(true)
#            or have their 'User' property set to a value that does not translate to 
 root user
#      Then: PASS

#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
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let INPUT_DOCUMENT = this
let ROOT_USER_PATTERNS = [ 0 , "0" , "root" , /^0:.*$/ , /^root:.*$/ ]
let VALID_NETWORK_MODES = [ "host" ]

#
# Assignments
#
let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]

#
# Primary Rules
#
rule ecs_task_definition_user_for_host_mode_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %ecs_task_definitions not empty 
 { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.8]: Require Amazon ECS task definitions to have secure networking 
 modes and user definitions 
            [FIX]: For Amazon ECS task definitions that use 'host' networking mode, 
 your container definitions must set the 'User' property to a non-root user. Also, 
 to opt into elevated privileges, configure containers to run in privileged mode by 
 setting the  'Privileged' property to 'true'. 
        >>
}

rule ecs_task_definition_user_for_host_mode_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.8]: Require Amazon ECS task definitions to have secure networking 
 modes and user definitions 
            [FIX]: For Amazon ECS task definitions that use 'host' networking mode, 
 your container definitions must set the 'User' property to a non-root user. Also, 
 to opt into elevated privileges, configure containers to run in privileged mode by 
 setting the  'Privileged' property to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition [ 
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        filter_nw_mode_container_definitions(this) 
    ]{ 
        ContainerDefinitions[*] { 
            # Scenario 4 and 5 
            check_elevated_privilege_containers(this) or 
            check_nonroot_user_containers(this) 
        } 
    }
}

rule check_elevated_privilege_containers(container_definition) { 
    %container_definition { 
        Privileged exists 
        Privileged == true 
    }
}

rule check_nonroot_user_containers(container_definition) { 
    %container_definition { 
        User exists 
        User not in %ROOT_USER_PATTERNS 
    }
}

rule filter_nw_mode_container_definitions(ecs_task_definition) { 
    %ecs_task_definition { 
        # Scenario 2 
        ContainerDefinitions exists 
        ContainerDefinitions is_list 
        ContainerDefinitions not empty 

        # Scenario 3 
        NetworkMode exists 
        NetworkMode is_string 
        NetworkMode in %VALID_NETWORK_MODES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
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        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      NetworkMode: host 
      ContainerDefinitions: 
      - Name: ExampleContainerA 
        User: root 
        Privileged: true 
        Image: nginx:latest 
        Essential: true 
      - Name: ExampleContainerB 
        User: root 
        Privileged: true 
        Image: alpine:latest 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
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  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      NetworkMode: host 
      ContainerDefinitions: 
      - Name: ExampleContainerA 
        User: root 
        Privileged: true 
        Image: nginx:latest 
        Essential: true 
      - Name: ExampleContainerB 
        Image: alpine:latest 
        User: root 

     

[CT.ECS.PR.9] Require Amazon ECS services not to assign public IP addresses automatically

This control checks whether your Amazon Elastic Container Service (Amazon ECS) service resources 
are configured to assign public IP addresses automatically.

• Control objective: Limit network access, Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::Service

• AWS CloudFormation guard rule:  CT.ECS.PR.9 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.9 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.9 example templates

Explanation

A public IP address is an IP address that is reachable from the internet. If you launch your Amazon 
ECS instances with a public IP address, then your Amazon ECS instances are reachable from the 
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internet. Amazon ECS services should not be publicly accessible, because it may allow unintended 
access to your container application servers.

Remediation for rule failure

Set AssignPublicIp in NetworkConfiguration.AwsvpcConfiguration to DISABLED.

The examples that follow show how to implement this remediation.

Amazon ECS Service - Example One

Amazon ECS service configured to disallow automatic public IP address assignment, by means of 
AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "ECSService": { 
        "Type": "AWS::ECS::Service", 
        "Properties": { 
            "Cluster": { 
                "Ref": "ECSCluster" 
            }, 
            "DesiredCount": 0, 
            "TaskDefinition": { 
                "Ref": "ECSTaskDefinition" 
            }, 
            "LaunchType": "FARGATE", 
            "NetworkConfiguration": { 
                "AwsvpcConfiguration": { 
                    "Subnets": [ 
                        { 
                            "Ref": "SubnetOne" 
                        }, 
                        { 
                            "Ref": "SubnetTwo" 
                        } 
                    ] 
                } 
            } 
        } 
    }
} 
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YAML example

ECSService: 
  Type: AWS::ECS::Service 
  Properties: 
    Cluster: !Ref 'ECSCluster' 
    DesiredCount: 0 
    TaskDefinition: !Ref 'ECSTaskDefinition' 
    LaunchType: FARGATE 
    NetworkConfiguration: 
      AwsvpcConfiguration: 
        Subnets: 
          - !Ref 'SubnetOne' 
          - !Ref 'SubnetTwo' 

                 

The examples that follow show how to implement this remediation.

Amazon ECS Service - Example Two

Amazon ECS service configured to disallow automatic public IP address assignment, by means of 
the AssignPublicIp property. The example is shown in JSON and in YAML.

JSON example

{ 
    "ECSService": { 
        "Type": "AWS::ECS::Service", 
        "Properties": { 
            "Cluster": { 
                "Ref": "ECSCluster" 
            }, 
            "DesiredCount": 0, 
            "TaskDefinition": { 
                "Ref": "ECSTaskDefinition" 
            }, 
            "LaunchType": "FARGATE", 
            "NetworkConfiguration": { 
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                "AwsvpcConfiguration": { 
                    "AssignPublicIp": "DISABLED", 
                    "Subnets": [ 
                        { 
                            "Ref": "SubnetOne" 
                        }, 
                        { 
                            "Ref": "SubnetTwo" 
                        } 
                    ] 
                } 
            } 
        } 
    }
} 
                 

YAML example

ECSService: 
  Type: AWS::ECS::Service 
  Properties: 
    Cluster: !Ref 'ECSCluster' 
    DesiredCount: 0 
    TaskDefinition: !Ref 'ECSTaskDefinition' 
    LaunchType: FARGATE 
    NetworkConfiguration: 
      AwsvpcConfiguration: 
        AssignPublicIp: DISABLED 
        Subnets: 
          - !Ref 'SubnetOne' 
          - !Ref 'SubnetTwo' 

                 

CT.ECS.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
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# Rule Identifier:
#   ecs_service_assign_public_ip_disabled_check
#  
# Description:
#   This control checks whether your Amazon Elastic Container Service (Amazon ECS) 
 service resources are configured to assign public IP addresses automatically.
#  
# Reports on:
#   AWS::ECS::Service
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain an Amazon ECS service resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ECS service resource
#       And: 'NetworkConfiguration' property is not present
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ECS service resource
#       And: 'NetworkConfiguration.AwsvpcConfiguration' property is not present
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ECS service resource
#       And: 'NetworkConfiguration.AwsvpcConfiguration' property is present
#       And: 'AssignPublicIp' property is present and set to 'ENABLED'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an Amazon ECS service resource
#       And: 'NetworkConfiguration.AwsvpcConfiguration' property is present
#       And: 'AssignPublicIp' property is not present
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon ECS service resource
#       And: 'NetworkConfiguration.AwsvpcConfiguration' property is present
#       And: 'AssignPublicIp' property is present and set to 'DISABLED'
#      Then: PASS

#
# Constants
#
let ECS_SERVICE_TYPE = "AWS::ECS::Service"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ecs_services = Resources.*[ Type == %ECS_SERVICE_TYPE ]

#
# Primary Rules
#
rule ecs_service_assign_public_ip_disabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %ecs_services not empty { 
    check(%ecs_services.Properties) 
        << 
        [CT.ECS.PR.9]: Require Amazon ECS services not to assign public IP addresses 
 automatically 
        [FIX]: Set 'AssignPublicIp' in 'NetworkConfiguration.AwsvpcConfiguration' to 
 'DISABLED'. 
        >>
}

rule ecs_service_assign_public_ip_disabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_SERVICE_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_SERVICE_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.9]: Require Amazon ECS services not to assign public IP addresses 
 automatically 
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        [FIX]: Set 'AssignPublicIp' in 'NetworkConfiguration.AwsvpcConfiguration' to 
 'DISABLED'. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_service) { 
    %ecs_service [filter_ecs_service_with_vpc_configuration(this)] { 
        NetworkConfiguration { 
            AwsvpcConfiguration { 
                # Scenario 5 
                AssignPublicIp not exists or 

                # Scenario 6 
                check_assign_public_ip_property(AssignPublicIp) 
            } 
        } 
    }
}

rule check_assign_public_ip_property(public_ip) { 
    %public_ip { 
        this is_string 
        this == "DISABLED" 
    }
}

rule filter_ecs_service_with_vpc_configuration(ecs_service) { 
    %ecs_service { 
        # Scenario 2 
        NetworkConfiguration exists 
        NetworkConfiguration is_struct 

        # Scenarion 3 and 4 
        NetworkConfiguration { 
            AwsvpcConfiguration exists 
            AwsvpcConfiguration is_struct 
        } 
    }
}

#
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# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
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      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ECSCluster: 
    Type: AWS::ECS::Cluster 
    Properties: 
      CapacityProviders: 
        - FARGATE 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainer 
      Memory: '512' 
      RequiresCompatibilities: 
        - FARGATE 
      NetworkMode: awsvpc 
      Cpu: 256 
  ECSService: 
    Type: AWS::ECS::Service 
    Properties: 
      Cluster: 
        Ref: ECSCluster 
      DesiredCount: 0 
      TaskDefinition: 
        Ref: ECSTaskDefinition 
      NetworkConfiguration: 
        AwsvpcConfiguration: 
          Subnets: 
           - Ref: SubnetOne 
           - Ref: SubnetTwo 
      LaunchType: FARGATE 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ECSCluster: 
    Type: AWS::ECS::Cluster 
    Properties: 
      CapacityProviders: 
        - FARGATE 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainer 
      Memory: '512' 
      RequiresCompatibilities: 
        - FARGATE 
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      NetworkMode: awsvpc 
      Cpu: 256 
  ECSService: 
    Type: AWS::ECS::Service 
    Properties: 
      Cluster: 
        Ref: ECSCluster 
      DesiredCount: 0 
      TaskDefinition: 
        Ref: ECSTaskDefinition 
      NetworkConfiguration: 
        AwsvpcConfiguration: 
          AssignPublicIp: ENABLED 
          Subnets: 
           - Ref: SubnetOne 
           - Ref: SubnetTwo 
      LaunchType: FARGATE 

     

[CT.ECS.PR.10] Require that Amazon ECS task definitions do not share the host's process 
namespace

This control checks whether Amazon Elastic Container Service (ECS) task definitions are configured 
to share a host's process namespace with its containers.

• Control objective: Protect configurations, Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.10 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.10 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.10 example templates
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Explanation

A process ID (PID) namespace provides separation between processes. It prevents system processes 
from being visible to other processes, and it allows PIDs to be reused, including PID 1. If the hosts 
PID namespace is shared with containers, those containers can see all of 
the processes on the host system. Process visibility reduces the benefit 
of process-level isolation between the host and the containers. Reduced 
isolation can allow unauthorized access to processes on the host itself, 
including the ability to manipulate and terminate the hosts processes. As a best 
practice, do not share the host's process namespace with containers running on the host.

Usage considerations

• This control applies only to Amazon ECS task definitions that are configured with 
container definitions.

• This control is not compatible with Amazon ECS task definitions that are configured to 
run on AWS Fargate, or definitions that use Windows containers.

Remediation for rule failure

Omit the PidMode property, or set PidMode to task.

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example One

Amazon ECS task definition configured with a task-level process namespace, by means of AWS 
CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "TaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "Memory": "512", 
            "ContainerDefinitions": [ 
                { 
                    "Essential": true, 
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                    "Image": "nginx:latest", 
                    "Name": "SampleContainer" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

TaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    Memory: '512' 
    ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainer 

                 

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example Two

Amazon ECS task definition configured with a task-level process namespace, by means of the
PidMode property. The example is shown in JSON and in YAML.

JSON example

{ 
    "TaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "Memory": "512", 
            "ContainerDefinitions": [ 
                { 
                    "Essential": true, 
                    "Image": "nginx:latest", 
                    "Name": "SampleContainer" 
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                } 
            ], 
            "PidMode": "task" 
        } 
    }
} 
                 

YAML example

TaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    Memory: '512' 
    ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainer 
    PidMode: task 

                 

CT.ECS.PR.10 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_task_definition_pid_mode_check
#  
# Description:
#   This control checks whether Amazon Elastic Container Service (ECS) task definitions 
 are configured to share a host's process namespace with its containers.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
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# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain an ECS task definition resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'PidMode' is provided as an empty string
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'PidMode' is set to 'host'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'PidMode' is not present
#      Then: PASS
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'PidMode' is provided as a non-empty string that is not 'host'
#      Then: PASS

#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
let INPUT_DOCUMENT = this

#
# Assignments
#
let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]
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#
# Primary Rules
#
rule ecs_task_definition_pid_mode_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %ecs_task_definitions not empty { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.10]: Require that Amazon ECS task definitions do not share the 
 host's process namespace 
            [FIX]: Omit the 'PidMode' property, or set 'PidMode' to 'task'. 
        >>
}

rule ecs_task_definition_pid_mode_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.10]: Require that Amazon ECS task definitions do not share the 
 host's process namespace 
            [FIX]: Omit the 'PidMode' property, or set 'PidMode' to 'task'. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition { 
        # Scenario 2 
        PidMode not exists or 

        # Scenario 3 and 4 
        check_pidmode_value(PidMode) 
    }
}

rule check_pidmode_value(pid_mode) { 
    %pid_mode { 
        check_is_string_and_not_empty(this) 
        this != "host" 
    }
}
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.ECS.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  TaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainer 
      PidMode: task 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  TaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainer 
      PidMode: host 

     

[CT.ECS.PR.11] Require an Amazon ECS container to run as non-privileged

This control checks whether container definitions in Amazon Elastic Container Service (ECS) task 
definitions are configured with elevated privileges.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.11 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.11 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.11 example templates

Explanation
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We recommend that you remove elevated privileges from your Amazon ECS task definitions. When 
the privilege parameter is true, the container can operate with elevated privileges on the host 
container instance. These privileges are similar to the root user privileges.

Usage considerations

• This control applies only to Amazon ECS task definitions that are configured with 
container definitions.

• This control is incompatible with Amazon ECS task definitions that use Windows 
containers.

Remediation for rule failure

Be sure that all containers defined in ContainerDefinitions either omit the Privileged
property, or that they set Privileged to false.

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example

Amazon ECS task definition configured with privileged mode deactivated for container definitions. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "ECSTaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "ContainerDefinitions": [ 
                { 
                    "Essential": true, 
                    "Image": "alpine:latest", 
                    "Name": "SampleContainerA" 
                }, 
                { 
                    "Image": "nginx:latest", 
                    "Name": "SampleContainerB", 
                    "Privileged": false 
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                } 
            ], 
            "Memory": "512" 
        } 
    }
} 
                 

YAML example

ECSTaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    ContainerDefinitions: 
      - Essential: true 
        Image: alpine:latest 
        Name: SampleContainerA 
      - Image: nginx:latest 
        Name: SampleContainerB 
        Privileged: false 
    Memory: '512' 

                 

CT.ECS.PR.11 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_containers_nonprivileged_check
#  
# Description:
#   This control checks whether container definitions in Amazon Elastic Container 
 Service (ECS) task definitions are configured with elevated privileges.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
# Evaluates:
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#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain an ECS task definition resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is not present or is an empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present
#       And: One or more containers defined  in 'ContainerDefinitions' have 
 'Privileged' set to bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ECS task definition resource
#       And: 'ContainerDefinitions' property is present
#       And: All containers defined in 'ContainerDefinitions' either do not have the 
 'Privileged' property present or
#            'Privileged' is present and set to bool(false)
#      Then: PASS

#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
let INPUT_DOCUMENT = this

#
# Assignments
#
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let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]

#
# Primary Rules
#
rule ecs_containers_nonprivileged_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %ecs_task_definitions not empty { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.11]: Require an Amazon ECS container to run as non-privileged 
            [FIX]: Be sure that all containers defined in 'ContainerDefinitions' either 
 omit the 'Privileged' property, or that they set 'Privileged' to 'false'. 
        >>
}

rule ecs_containers_nonprivileged_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.11]: Require an Amazon ECS container to run as non-privileged 
            [FIX]: Be sure that all containers defined in 'ContainerDefinitions' either 
 omit the 'Privileged' property, or that they set 'Privileged' to 'false'. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition [ 
        filter_container_definitions_is_present(this) 
    ]{ 
        ContainerDefinitions[*] { 
            # Scenario 3 
            Privileged not exists or 

            # Scenario 4 
            Privileged == false 
        } 
    }
}

rule filter_container_definitions_is_present(ecs_task_definition) { 
    %ecs_task_definition { 
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        # Scenario 2 
        ContainerDefinitions exists 
        ContainerDefinitions is_list 
        ContainerDefinitions not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: alpine:latest 
        Name: ExampleContainerA 
      - Image: nginx:latest 
        Name: ExampleContainerB 
        Privileged: false 
      Memory: '512' 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainerA 
        Privileged: false 
      - Essential: true 
        Image: alpine:latest 
        Name: ExampleContainerB 
      - Image: nginx:latest 
        Name: ExampleContainerC 
        Privileged: true 
      Memory: '512' 

     

[CT.ECS.PR.12] Require that Amazon ECS task definitions do not pass secrets as container 
environment variables

This control checks whether Amazon Elastic Container Service (ECS) task definition 
container definitions include environment variables named AWS_ACCESS_KEY_ID,
AWS_SECRET_ACCESS_KEY, or ECS_ENGINE_AUTH_DATA.

• Control objective: Use strong authentication

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ECS::TaskDefinition

• AWS CloudFormation guard rule:  CT.ECS.PR.12 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ECS.PR.12 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ECS.PR.12 example templates

Explanation

AWS Systems Manager Parameter Store can help you improve the security posture of your 
organization. We recommend the Parameter Store as a way to store secrets and credentials, instead 
of passing them into your container instances or entering them into your source code.

Usage considerations

• This control applies only to Amazon ECS task definitions that are configured with 
container definitions.

• This control evaluates plaintext environment variables configured directly on container 
definitions.

Remediation for rule failure

Omit environment variables with Name set to AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY
or ECS_ENGINE_AUTH_DATA from container definitions.

The examples that follow show how to implement this remediation.

Amazon ECS Task Definition - Example

Amazon ECS task definition configured to inject sensitive data into a container as an environment 
variable. The example is shown in JSON and in YAML.

JSON example

{ 
    "ECSTaskDefinition": { 
        "Type": "AWS::ECS::TaskDefinition", 
        "Properties": { 
            "Memory": "512", 
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            "ExecutionRoleArn": { 
                "Fn::GetAtt": [ 
                    "ECSTaskExecutionRole", 
                    "Arn" 
                ] 
            }, 
            "ContainerDefinitions": [ 
                { 
                    "Essential": true, 
                    "Image": "nginx:latest", 
                    "Name": "SampleContainer", 
                    "Environment": [ 
                        { 
                            "Name": "SAMPLE_ENV_VAR", 
                            "Value": "sampleValue" 
                        } 
                    ], 
                    "Secrets": [ 
                        { 
                            "Name": "SAMPLE_SENSITIVE_ENV_VAR", 
                            "ValueFrom": "arn:aws:ssm:us-east-1:123456789012:parameter/
sample_parameter" 
                        } 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ECSTaskDefinition: 
  Type: AWS::ECS::TaskDefinition 
  Properties: 
    Memory: '512' 
    ExecutionRoleArn: !GetAtt 'ECSTaskExecutionRole.Arn' 
    ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: SampleContainer 
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        Environment: 
          - Name: SAMPLE_ENV_VAR 
            Value: sampleValue 
        Secrets: 
          - Name: SAMPLE_SENSITIVE_ENV_VAR 
            ValueFrom: arn:aws:ssm:us-east-1:123456789012:parameter/sample_parameter 

                 

CT.ECS.PR.12 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   ecs_no_environment_secrets_check
#  
# Description:
#   This control checks whether Amazon Elastic Container Service (ECS) task definition 
 container definitions include environment variables named 'AWS_ACCESS_KEY_ID', 
 'AWS_SECRET_ACCESS_KEY', or 'ECS_ENGINE_AUTH_DATA'.
#  
# Reports on:
#   AWS::ECS::TaskDefinition
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
# Scenario: 1
#   Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#     And: The input document does not contain an ECS task definition resource
#    Then: SKIP
# Scenario: 2
#   Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#     And: The input document contains an ECS task definition resource

Proactive controls 1232



AWS Control Tower User Guide

#     And: 'ContainerDefinitions' property is not present or is empty
#    Then: SKIP
# Scenario: 3
#   Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#     And: The input document contains an ECS task definition resource
#     And: 'ContainerDefinitions' property is present
#     And: Containers defined in 'ContainerDefinitions' do not have 'Environment' 
 property present
#    Then: SKIP
# Scenario: 4
#   Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#     And: The input document contains an ECS task definition resource
#     And: 'ContainerDefinitions' property is present
#     And: One or more containers defined  in 'ContainerDefinitions' have 'Environment' 
 present
#     And: 'Environment' property has an entry with 'Name' set to 'AWS_ACCESS_KEY_ID', 
 'AWS_SECRET_ACCESS_KEY', or
#           'ECS_ENGINE_AUTH_DATA'
#     Then: FAIL
# Scenario: 5
#   Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#     And: The input document contains an ECS task definition resource
#     And: 'ContainerDefinitions' property is present
#     And: One or more containers defined  in 'ContainerDefinitions' have 'Environment' 
 present
#     And: 'Environment' property does not have an entry with 'Name' set to 
 'AWS_ACCESS_KEY_ID', 'AWS_SECRET_ACCESS_KEY',
#           or 'ECS_ENGINE_AUTH_DATA'
#    Then: PASS

#
# Constants
#
let ECS_TASK_DEFINITION_TYPE = "AWS::ECS::TaskDefinition"
let INPUT_DOCUMENT = this
let RESTRICTED_ENVIRONMENT_VARIABLES = ["AWS_ACCESS_KEY_ID", "AWS_SECRET_ACCESS_KEY", 
 "ECS_ENGINE_AUTH_DATA"]

#
# Assignments
#
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let ecs_task_definitions = Resources.*[ Type == %ECS_TASK_DEFINITION_TYPE ]

#
# Primary Rules
#
rule ecs_no_environment_secrets_check when is_cfn_template(%INPUT_DOCUMENT) 
                                           %ecs_task_definitions not empty { 
    check(%ecs_task_definitions.Properties) 
        << 
        [CT.ECS.PR.12]: Require that Amazon ECS task definitions do not pass secrets as 
 container environment variables 
            [FIX]: Omit environment variables with 'Name' set to 'AWS_ACCESS_KEY_ID', 
 'AWS_SECRET_ACCESS_KEY' or 'ECS_ENGINE_AUTH_DATA' from container definitions. 
        >>
}

rule ecs_no_environment_secrets_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ECS_TASK_DEFINITION_TYPE) { 
    check(%INPUT_DOCUMENT.%ECS_TASK_DEFINITION_TYPE.resourceProperties) 
        << 
        [CT.ECS.PR.12]: Require that Amazon ECS task definitions do not pass secrets as 
 container environment variables 
            [FIX]: Omit environment variables with 'Name' set to 'AWS_ACCESS_KEY_ID', 
 'AWS_SECRET_ACCESS_KEY' or 'ECS_ENGINE_AUTH_DATA' from container definitions. 
        >>
}

#
# Parameterized Rules
#
rule check(ecs_task_definition) { 
    %ecs_task_definition [ 
        filter_container_definitions_is_present(this) 
    ]{ 
        ContainerDefinitions[ 
            filter_environment_is_present(this) 
        ] { 
            # Scenario 4 and 5 
            Environment[*] { 
                Name not in %RESTRICTED_ENVIRONMENT_VARIABLES 
            } 
        } 
    }
}
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rule filter_container_definitions_is_present(ecs_task_definition) { 
    %ecs_task_definition { 
        # Scenario 2 
        ContainerDefinitions exists 
        ContainerDefinitions is_list 
        ContainerDefinitions not empty 
    }
}

rule filter_environment_is_present(container_definition) { 
    %container_definition { 
        # Scenario 3 
        Environment exists 
        Environment is_list 
        Environment not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ECS.PR.12 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  ECSTaskExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - ecs-tasks.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
      - arn:aws:iam::aws:policy/service-role/AmazonECSTaskExecutionRolePolicy 
      Policies: 
      - PolicyName: ECSTaskPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - ssm:GetParameters 
            Resource: arn:aws:ssm:us-east-1:123456789012:parameter/example_parameter 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      ExecutionRoleArn: 
        Fn::GetAtt: [ ECSTaskExecutionRole, Arn ] 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainer 
        Environment: 
        - Name: EXAMPLE_ENV_VAR 
          Value: exampleValue 
        Secrets: 
        - Name: EXAMPLE_SENSITIVE_ENV_VAR 
          ValueFrom: arn:aws:ssm:us-east-1:123456789012:parameter/example_parameter 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ECSTaskDefinition: 
    Type: AWS::ECS::TaskDefinition 
    Properties: 
      Memory: '512' 
      ContainerDefinitions: 
      - Essential: true 
        Image: nginx:latest 
        Name: ExampleContainerA 
        Environment: 
        - Name: AWS_ACCESS_KEY_ID 
          Value: exampleKey 
        - Name: AWS_SECRET_ACCESS_KEY 
          Value: exampleSecretKey 
      - Image: alpine:latest 
        Name: ExampleContainerB 

     

Amazon Elastic File System controls

Topics

• [CT.ELASTICFILESYSTEM.PR.1] Require an Amazon EFS file system to encrypt file data at rest 
using AWS KMS

• [CT.ELASTICFILESYSTEM.PR.2] Require an Amazon EFS volume to have an automated backup 
plan

• [CT.ELASTICFILESYSTEM.PR.3] Require Amazon EFS access points to have a root directory

• [CT.ELASTICFILESYSTEM.PR.4] Require Amazon EFS access points to enforce a user identity

[CT.ELASTICFILESYSTEM.PR.1] Require an Amazon EFS file system to encrypt file data at rest 
using AWS KMS

This control checks whether an Amazon Elastic File System (Amazon EFS) file system is configured 
to encrypt file data using AWS KMS.

• Control objective: Encrypt data at rest
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• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EFS::FileSystem

• AWS CloudFormation guard rule:  CT.ELASTICFILESYSTEM.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICFILESYSTEM.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICFILESYSTEM.PR.1 example templates

Explanation

For an added layer of security for your sensitive data in Amazon EFS, you should create encrypted 
file systems. Amazon EFS supports encryption for file systems at rest. You can enable encryption of 
data at rest when you create an Amazon EFS file system.

Usage considerations

• This control requires only the Encrypted property to be set to true, and it does not 
require the KmsKeyId property to be provided.

• If the KmsKeyId property is not provided, the default AWS KMS key for Amazon EFS, /
aws/elasticfilesystem, is used to protect the encrypted file system.

Remediation for rule failure

Set Encrypted to true and optionally set KmsKeyId to a valid AWS KMS key identifier.

The examples that follow show how to implement this remediation.

Amazon EFS File System - Example One

Amazon EFS file system configured with encryption enabled, by means of the default AWS KMS key 
for Amazon EFS. The example is shown in JSON and in YAML.

JSON example
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{ 
    "EFSFileSystem": { 
        "Type": "AWS::EFS::FileSystem", 
        "Properties": { 
            "Encrypted": true 
        } 
    }
} 
                 

YAML example

EFSFileSystem: 
  Type: AWS::EFS::FileSystem 
  Properties: 
    Encrypted: true 

                 

The examples that follow show how to implement this remediation.

Amazon EFS File System - Example Two

Amazon EFS file system configured with encryption enabled, by means of a customer-managed 
AWS KMS key. The example is shown in JSON and in YAML.

JSON example

{ 
    "EFSFileSystem": { 
        "Type": "AWS::EFS::FileSystem", 
        "Properties": { 
            "Encrypted": true, 
            "KmsKeyId": { 
                "Ref": "KMSKey" 
            } 
        } 
    }
} 
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YAML example

EFSFileSystem: 
  Type: AWS::EFS::FileSystem 
  Properties: 
    Encrypted: true 
    KmsKeyId: !Ref 'KMSKey' 

                 

CT.ELASTICFILESYSTEM.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
# Rule Identifier:
#   efs_encrypted_check
#  
# Description:
#   This control checks whether an Amazon Elastic File System (Amazon EFS) file system 
 is configured to encrypt file data using AWS KMS.
#  
# Reports on:
#   AWS::EFS::FileSystem
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EFS file system resources
#      Then: SKIP
#   Scenario: 2
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS file system resource
#       And: 'Encrypted' is not present
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS file system resource
#       And: 'Encrypted' is present and set to bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS file system resource
#       And: 'Encrypted' is present and set to bool(true)
#      Then: PASS

#
# Constants
#
let RESOURCE_TYPE = "AWS::EFS::FileSystem"
let INPUT_DOCUMENT = this

#
# Assignments
#
let efs_file_systems = Resources.*[ Type == %RESOURCE_TYPE ]

#
# Primary Rules
#
rule efs_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                              %efs_file_systems not empty { 
    check(%efs_file_systems.Properties) 
        << 
        [CT.ELASTICFILESYSYSTEM.PR.1]: Require an Amazon EFS file system to encrypt 
 file data at rest using AWS KMS 
        [FIX]: Set 'Encrypted' to 'true' and optionally set 'KmsKeyId' to a valid AWS 
 KMS key identifier. 
        >>
}

rule efs_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, %RESOURCE_TYPE) { 
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    check(%INPUT_DOCUMENT.%RESOURCE_TYPE.resourceProperties) 
        << 
        [CT.ELASTICFILESYSYSTEM.PR.1]: Require an Amazon EFS file system to encrypt 
 file data at rest using AWS KMS 
        [FIX]: Set 'Encrypted' to 'true' and optionally set 'KmsKeyId' to a valid AWS 
 KMS key identifier. 
        >>
}

#
# Parameterized Rules
#
rule check(efs_file_systems) { 
    %efs_file_systems { 
        # Scenario 2 
        Encrypted exists 
        # Scenario 3 and 4 
        Encrypted == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICFILESYSTEM.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  EFSFileSystem: 
    Type: AWS::EFS::FileSystem 
    Properties: 
      Encrypted: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  EFSFileSystem: 
    Type: AWS::EFS::FileSystem 
    Properties: 
      Encrypted: false 

     

[CT.ELASTICFILESYSTEM.PR.2] Require an Amazon EFS volume to have an automated backup 
plan

This control checks whether your Amazon Elastic File System (Amazon EFS) file system has been 
configured with automatic backups through AWS Backup.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EFS::FileSystem

• AWS CloudFormation guard rule:  CT.ELASTICFILESYSTEM.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICFILESYSTEM.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICFILESYSTEM.PR.2 example templates
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Explanation

Including Amazon EFS file systems in the backup plans helps you to protect your data from 
deletion and data loss.

Remediation for rule failure

Enable automatic backups by setting BackupPolicy.Status to ENABLED.

The examples that follow show how to implement this remediation.

Amazon EFS File System - Example

Amazon EFS file system configured with automatic backups enabled. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "EFSFileSystem": { 
        "Type": "AWS::EFS::FileSystem", 
        "Properties": { 
            "BackupPolicy": { 
                "Status": "ENABLED" 
            } 
        } 
    }
} 
                 

YAML example

EFSFileSystem: 
  Type: AWS::EFS::FileSystem 
  Properties: 
    BackupPolicy: 
      Status: ENABLED 

                 

Proactive controls 1244



AWS Control Tower User Guide

CT.ELASTICFILESYSTEM.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   efs_automatic_backups_enabled_check
#  
# Description:
#   This control checks whether your Amazon Elastic File System (Amazon EFS) file 
 system has been configured with automatic backups through AWS Backup.
#  
# Reports on:
#   AWS::EFS::FileSystem
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EFS file system resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS file system resource
#       And: 'BackupPolicy' is not present
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS file system resource
#       And: 'BackupPolicy' is present and 'Status' is set to 'DISABLED'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an Amazon EFS file system resource
#       And: 'BackupPolicy' is present and 'Status' is set to 'ENABLED'
#      Then: PASS

#
# Constants
#
let RESOURCE_TYPE = "AWS::EFS::FileSystem"
let INPUT_DOCUMENT = this

#
# Assignments
#
let efs_file_systems = Resources.*[ Type == %RESOURCE_TYPE ]

#
# Primary Rules
#
rule efs_automatic_backups_enabled_check when is_cfn_template(this) 
                                              %efs_file_systems not empty { 
    check(%efs_file_systems.Properties) 
        << 
        [CT.ELASTICFILESYSYSTEM.PR.2]: Require an Amazon EFS volume to have an 
 automated backup plan 
        [FIX]: Enable automatic backups by setting 'BackupPolicy.Status' to 'ENABLED'. 
        >>

}

rule efs_automatic_backups_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RESOURCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RESOURCE_TYPE.resourceProperties) 
        << 
        [CT.ELASTICFILESYSYSTEM.PR.2]: Require an Amazon EFS volume to have an 
 automated backup plan 
        [FIX]: Enable automatic backups by setting 'BackupPolicy.Status' to 'ENABLED'. 
        >>
}

#
# Parameterized Rules
#
rule check(efs_file_systems) { 
    %efs_file_systems { 
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        # Scenario 2 
        BackupPolicy exists 
        BackupPolicy is_struct 
        BackupPolicy { 
            # Scenario 3 and 4 
            Status exists 
            Status == "ENABLED" 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICFILESYSTEM.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  EFSFileSystem: 
    Type: AWS::EFS::FileSystem 
    Properties: 
      BackupPolicy: 
        Status: ENABLED 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  EFSFileSystem: 
    Type: AWS::EFS::FileSystem 
    Properties: 
      BackupPolicy: 
        Status: DISABLED 

     

[CT.ELASTICFILESYSTEM.PR.3] Require Amazon EFS access points to have a root directory

This control checks whether your Amazon Elastic File System (Amazon EFS) access points are 
configured to enforce a root directory.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EFS::AccessPoint

• AWS CloudFormation guard rule:  CT.ELASTICFILESYSTEM.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICFILESYSTEM.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICFILESYSTEM.PR.3 example templates

Explanation

When you enforce a root directory, the NFS client at the access point uses the root directory 
configured on the access point, instead of the file system's root directory. Enforcing a root directory 
for an access point helps restrict data access by ensuring that users of the access point can reach 
only the files of the specified subdirectory.
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Remediation for rule failure

Provide a RootDirectory.Path configuration with a value for Path that does not equal /.

The examples that follow show how to implement this remediation.

Amazon EFS Access Point - Example

Amazon EFS access point configured with a root directory set to a specific subdirectory. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "EFSAccessPoint": { 
        "Type": "AWS::EFS::AccessPoint", 
        "Properties": { 
            "FileSystemId": { 
                "Ref": "EFSFileSystem" 
            }, 
            "RootDirectory": { 
                "Path": "/dir1/child1" 
            } 
        } 
    }
} 
                 

YAML example

EFSAccessPoint: 
  Type: AWS::EFS::AccessPoint 
  Properties: 
    FileSystemId: !Ref 'EFSFileSystem' 
    RootDirectory: 
      Path: /dir1/child1 
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CT.ELASTICFILESYSTEM.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   efs_access_point_enforce_root_directory_check
#  
# Description:
#   This control checks whether your Amazon Elastic File System (Amazon EFS) access 
 points are configured to enforce a root directory.
#  
# Reports on:
#   AWS::EFS::AccessPoint
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EFS access point resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS access point resource
#       And: 'RootDirectory' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS access point resource
#       And: 'RootDirectory' has been provided
#       And: 'Path' within 'RootDirectory' has not been provided or has been provided 
 with an empty string value
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS access point resource
#       And: 'RootDirectory' has been provided
#       And: 'Path' within 'RootDirectory' been provided with a value of '/'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS access point resource
#       And: 'RootDirectory' has been provided
#       And: 'Path' within 'RootDirectory' been provided with a non-empty string value 
 not equal to '/'
#      Then: PASS

#
# Constants
#
let EFS_ACCESS_POINT_TYPE = "AWS::EFS::AccessPoint"
let INPUT_DOCUMENT = this

#
# Assignments
#
let efs_access_points = Resources.*[ Type == %EFS_ACCESS_POINT_TYPE ]

#
# Primary Rules
#
rule efs_access_point_enforce_root_directory_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %efs_access_points not empty { 
    check(%efs_access_points.Properties) 
        << 
        [CT.ELASTICFILESYSYSTEM.PR.3]: Require Amazon EFS access points to have a root 
 directory 
        [FIX]: Provide a 'RootDirectory.Path' configuration with a value for 'Path' 
 that does not equal '/'. 
        >>
}

rule efs_access_point_enforce_root_directory_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EFS_ACCESS_POINT_TYPE) { 
    check(%INPUT_DOCUMENT.%EFS_ACCESS_POINT_TYPE.resourceProperties) 
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        << 
        [CT.ELASTICFILESYSYSTEM.PR.3]: Require Amazon EFS access points to have a root 
 directory 
        [FIX]: Provide a 'RootDirectory.Path' configuration with a value for 'Path' 
 that does not equal '/'. 
        >>
}

#
# Parameterized Rules
#
rule check(efs_access_points) { 
    %efs_access_points { 
        # Scenario 2 
        RootDirectory exists 
        RootDirectory { 
            # Scenario 3,4 and 5 
            Path exists 
            check_is_string_and_not_empty(Path) 
            Path != "/" 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 
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CT.ELASTICFILESYSTEM.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  EFSAccessPoint: 
    Type: AWS::EFS::AccessPoint 
    Properties: 
      FileSystemId: 
        Ref: EFSFileSystem 
      RootDirectory: 
        Path: /dir1/child1 
  EFSFileSystem: 
    Type: AWS::EFS::FileSystem 
    Properties: {} 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  EFSAccessPoint: 
    Type: AWS::EFS::AccessPoint 
    Properties: 
      FileSystemId: 
        Ref: EFSFileSystem 
      RootDirectory: 
        Path: / 
  EFSFileSystem: 
    Type: AWS::EFS::FileSystem 
    Properties: {} 
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[CT.ELASTICFILESYSTEM.PR.4] Require Amazon EFS access points to enforce a user identity

This control checks whether your Amazon Elastic File System (Amazon EFS) access points are 
configured to enforce a user identity.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::EFS::AccessPoint

• AWS CloudFormation guard rule:  CT.ELASTICFILESYSTEM.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICFILESYSTEM.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICFILESYSTEM.PR.4 example templates

Explanation

Amazon EFS access points are application-specific entry points into an Amazon EFS file system that 
make it easier to manage application access to shared datasets. Access points can enforce a user 
identity, including the user's POSIX groups, for all file system requests that are made through the 
access point. Access points also can enforce a different root directory for the file system, so that 
clients gain access only to data in the specified directory or its subdirectories.

Remediation for rule failure

Provide a PosixUser configuration with a POSIX user ID (Uid) and POSIX group ID (Gid).

The examples that follow show how to implement this remediation.

Amazon EFS Access Point - Example

Amazon EFS access point configured to enforce a user identity for all file system requests made 
through the access point. The example is shown in JSON and in YAML.

JSON example
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{ 
    "EFSAccessPoint": { 
        "Type": "AWS::EFS::AccessPoint", 
        "Properties": { 
            "FileSystemId": { 
                "Ref": "EFSFileSystem" 
            }, 
            "PosixUser": { 
                "Uid": "111", 
                "Gid": "222" 
            } 
        } 
    }
} 
                 

YAML example

EFSAccessPoint: 
  Type: AWS::EFS::AccessPoint 
  Properties: 
    FileSystemId: !Ref 'EFSFileSystem' 
    PosixUser: 
      Uid: '111' 
      Gid: '222' 

                 

CT.ELASTICFILESYSTEM.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
# Rule Identifier:
#   efs_access_point_enforce_user_identity_check
#  
# Description:
#   This control checks whether your Amazon Elastic File System (Amazon EFS) access 
 points are configured to enforce a user identity.
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#  
# Reports on:
#   AWS::EFS::AccessPoint
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EFS access point resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS access point resource
#       And: 'PosixUser' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS access point resource
#       And: 'PosixUser' has been provided
#       And: 'Uid' within 'PosixUser' has not been provided or has been provided with 
 an empty string value
#       And: 'Gid' within 'PosixUser' has not been provided or has been provided with 
 an empty string value
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EFS access point resource
#       And: 'PosixUser' has been provided
#       And: 'Uid' within 'PosixUser' has been provided with a non-empty string value
#       And: 'Gid' within 'PosixUser' has been provided with a non-empty string value
#      Then: PASS

#
# Constants
#
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let EFS_ACCESS_POINT_TYPE = "AWS::EFS::AccessPoint"
let INPUT_DOCUMENT = this

#
# Assignments
#
let efs_access_points = Resources.*[ Type == %EFS_ACCESS_POINT_TYPE ]

#
# Primary Rules
#
rule efs_access_point_enforce_user_identity_check when is_cfn_template(this) 
                                                       %efs_access_points not empty { 
    check(%efs_access_points.Properties) 
        << 
        [CT.ELASTICFILESYSYSTEM.PR.4]: Require Amazon EFS access points to enforce a 
 user identity 
        [FIX]: Provide a 'PosixUser' configuration with a POSIX user ID ('Uid') and 
 POSIX group ID ('Gid'). 
        >>
}

rule efs_access_point_enforce_user_identity_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EFS_ACCESS_POINT_TYPE) { 
    check(%INPUT_DOCUMENT.%EFS_ACCESS_POINT_TYPE.resourceProperties) 
        << 
        [CT.ELASTICFILESYSYSTEM.PR.4]: Require Amazon EFS access points to enforce a 
 user identity 
        [FIX]: Provide a 'PosixUser' configuration with a POSIX user ID ('Uid') and 
 POSIX group ID ('Gid'). 
        >>
}

#
# Parameterized Rules
#
rule check(efs_access_points) { 
    %efs_access_points { 
        # Scenario 2 
        PosixUser exists 
        PosixUser { 
            # Scenario 3 and 4 
            Uid exists 
            check_is_string_and_not_empty(Uid) 
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            Gid exists 
            check_is_string_and_not_empty(Gid) 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.ELASTICFILESYSTEM.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  EFSAccessPoint: 
    Type: AWS::EFS::AccessPoint 
    Properties: 
      FileSystemId: 
        Ref: EFSFileSystem 
      PosixUser: 
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        Uid: '111' 
        Gid: '222' 
  EFSFileSystem: 
    Type: AWS::EFS::FileSystem 
    Properties: {} 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  EFSAccessPoint: 
    Type: AWS::EFS::AccessPoint 
    Properties: 
      FileSystemId: 
        Ref: EFSFileSystem 
  EFSFileSystem: 
    Type: AWS::EFS::FileSystem 
    Properties: {} 

     

Amazon Elastic Kubernetes Service (EKS) controls

Topics

• [CT.EKS.PR.1] Require an Amazon EKS cluster to be configured with public access disabled to the 
cluster Kubernetes API server endpoint

• [CT.EKS.PR.2] Require an Amazon EKS cluster to be configured with secret encryption using AWS 
Key Management Service (KMS) keys

[CT.EKS.PR.1] Require an Amazon EKS cluster to be configured with public access disabled to 
the cluster Kubernetes API server endpoint

This control checks whether an Amazon Elastic Kubernetes Service (EKS) cluster endpoint disallows 
public access to the cluster Kubernetes API server endpoint.

• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule
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• Control behavior: Proactive

• Resource types: AWS::EKS::Cluster

• AWS CloudFormation guard rule:  CT.EKS.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EKS.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.EKS.PR.1 example templates

Explanation

When you create a new cluster, Amazon Elastic Kubernetes Service (EKS) creates an endpoint 
for the managed Kubernetes API server, which you can use to communicate with your cluster 
using Kubernetes management tools, such as kubectl. By default, this API server endpoint is 
public to the internet, and access to the API server is secured using a combination of AWS Identity 
and Access Management (IAM) along with native Kubernetes Role-Based Access Control (RBAC). 
Enabling private access to the Kubernetes API server ensures that all communication between your 
nodes and the API server stays within your VPC. You can limit the IP addresses that have access to 
your API server from the internet, or you can completely disallow internet access to the API server.

Remediation for rule failure

Set the value of the EndpointPublicAccess parameter to false and the value of the
EndpointPrivateAccess parameter to true.

The examples that follow show how to implement this remediation.

Amazon EKS Cluster - Example

An Amazon EKS cluster configured with public access disabled to the cluster's Kubernetes API 
server endpoint. The example is shown in JSON and in YAML.

JSON example

{ 
    "EKSCluster": { 
        "Type": "AWS::EKS::Cluster", 
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        "Properties": { 
            "RoleArn": { 
                "Fn::GetAtt": "EKSClusterRole.Arn" 
            }, 
            "ResourcesVpcConfig": { 
                "SubnetIds": [ 
                    { 
                        "Ref": "SubnetOne" 
                    }, 
                    { 
                        "Ref": "SubnetTwo" 
                    } 
                ], 
                "EndpointPublicAccess": false, 
                "EndpointPrivateAccess": true 
            } 
        } 
    }
} 
                 

YAML example

EKSCluster: 
  Type: AWS::EKS::Cluster 
  Properties: 
    RoleArn: !GetAtt 'EKSClusterRole.Arn' 
    ResourcesVpcConfig: 
      SubnetIds: 
        - !Ref 'SubnetOne' 
        - !Ref 'SubnetTwo' 
      EndpointPublicAccess: false 
      EndpointPrivateAccess: true 

                 

CT.EKS.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
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#  
# Rule Identifier:
#   eks_endpoint_no_public_access_check
#  
# Description:
#   This control checks whether an Amazon Elastic Kubernetes Service (EKS) cluster 
 endpoint disallows public access to the cluster Kubernetes API server endpoint.
#  
# Reports on:
#   AWS::EKS::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EKS cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EKS cluster resource
#       And: 'EndpointPublicAccess' in 'ResourcesVpcConfig' has not been provided
#       And: 'EndpointPrivateAccess' in 'ResourcesVpcConfig' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EKS cluster resource
#       And: 'EndpointPrivateAccess' in 'ResourcesVpcConfig' has not been provided
#       And: 'EndpointPublicAccess' in 'ResourcesVpcConfig' has not been provided or 
 has been provided and set to a
#            value other than bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EKS cluster resource
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#       And: 'EndpointPublicAccess' in 'ResourcesVpcConfig' has not been provided or 
 has been provided and set to a
#            value other than bool(false)
#       And: 'EndpointPrivateAccess' in 'ResourcesVpcConfig' has been provided and set 
 a value other than bool(true)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EKS cluster resource
#       And: 'EndpointPublicAccess' in 'ResourcesVpcConfig' has been provided and set 
 to bool(false)
#       And: 'EndpointPrivateAccess' in 'ResourcesVpcConfig' has been provided and set 
 to bool(true)
#      Then: PASS

#
# Constants
#
let EKS_CLUSTER_TYPE = "AWS::EKS::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let eks_clusters = Resources.*[ Type == %EKS_CLUSTER_TYPE ]

#
# Primary Rules
#
rule eks_endpoint_no_public_access_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %eks_clusters not empty { 
    check(%eks_clusters.Properties) 
        << 
        [CT.EKS.PR.1]: Require an Amazon EKS cluster to be configured with public 
 access disabled to the cluster Kubernetes API server endpoint. 
        [FIX]: Set the value of the 'EndpointPublicAccess' parameter to false and the 
 value of the 'EndpointPrivateAccess' parameter to true. 
        >>
}

rule eks_endpoint_no_public_access_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EKS_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%EKS_CLUSTER_TYPE.resourceProperties) 
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        << 
        [CT.EKS.PR.1]: Require an Amazon EKS cluster to be configured with public 
 access disabled to the cluster Kubernetes API server endpoint. 
        [FIX]: Set the value of the 'EndpointPublicAccess' parameter to false and the 
 value of the 'EndpointPrivateAccess' parameter to true. 
        >>
}

#
# Parameterized Rules
#
rule check(eks_cluster) { 
    %eks_cluster { 
        ResourcesVpcConfig exists 
        ResourcesVpcConfig is_struct 
        ResourcesVpcConfig { 
            # Scenarios 2, 3, 4 and 5 
            EndpointPublicAccess exists 
            EndpointPublicAccess == false 

            EndpointPrivateAccess exists 
            EndpointPrivateAccess == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.EKS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  EKSClusterRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: eks.amazonaws.com 
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          Action: sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
      - arn:aws:iam::aws:policy/AmazonEKSClusterPolicy 
  EKSCluster: 
    Type: AWS::EKS::Cluster 
    Properties: 
      RoleArn: 
        Fn::GetAtt: EKSClusterRole.Arn 
      ResourcesVpcConfig: 
        SubnetIds: 
        - Ref: SubnetOne 
        - Ref: SubnetTwo 
        EndpointPublicAccess: false 
        EndpointPrivateAccess: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
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        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  EKSClusterRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: eks.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
      - arn:aws:iam::aws:policy/AmazonEKSClusterPolicy 
  EKSCluster: 
    Type: AWS::EKS::Cluster 
    Properties: 
      RoleArn: 
        Fn::GetAtt: EKSClusterRole.Arn 
      ResourcesVpcConfig: 
        SubnetIds: 
        - Ref: SubnetOne 
        - Ref: SubnetTwo 
        EndpointPublicAccess: true 
        EndpointPrivateAccess: false 

     

[CT.EKS.PR.2] Require an Amazon EKS cluster to be configured with secret encryption using 
AWS Key Management Service (KMS) keys

This control checks whether Amazon Elastic Kubernetes Service (Amazon EKS) clusters are 
configured to use Kubernetes secrets encrypted with AWS Key Management Service (KMS) keys.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive
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• Resource types: AWS::EKS::Cluster

• AWS CloudFormation guard rule:  CT.EKS.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EKS.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EKS.PR.2 example templates

Explanation

Kubernetes secrets store sensitive information, such as user certificates, passwords, or API keys. 
Encrypting Kubernetes secrets at rest bolsters the security of your EKS clusters.

Usage considerations

• For a cluster that uses KMS Envelope Encryption, kms:CreateGrant permissions 
are required. The condition kms:GrantIsForAWSResource is not supported for the 
CreateCluster action, and this condition should not be given in KMS policies to control
kms:CreateGrant permissions for users performing CreateCluster operations.

Remediation for rule failure

Provide an EncryptionConfig configuration with a list of Resources that contains secrets
and a Provider configuration containing a KeyArn.

The examples that follow show how to implement this remediation.

Amazon EKS cluster - Example

Amazon EKS cluster configured to have Kubernetes secrets encrypted using Amazon Elastic 
Kubernetes Service (KMS) keys. The example is shown in JSON and in YAML.

JSON example

{ 
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    "EKSCluster": { 
        "Type": "AWS::EKS::Cluster", 
        "Properties": { 
            "RoleArn": { 
                "Fn::GetAtt": [ 
                    "EKSClusterRole", 
                    "Arn" 
                ] 
            }, 
            "ResourcesVpcConfig": { 
                "SubnetIds": [ 
                    { 
                        "Ref": "SubnetOne" 
                    }, 
                    { 
                        "Ref": "SubnetTwo" 
                    } 
                ], 
                "EndpointPublicAccess": false, 
                "EndpointPrivateAccess": true 
            }, 
            "Logging": { 
                "ClusterLogging": { 
                    "EnabledTypes": [ 
                        { 
                            "Type": "api" 
                        }, 
                        { 
                            "Type": "audit" 
                        }, 
                        { 
                            "Type": "authenticator" 
                        }, 
                        { 
                            "Type": "controllerManager" 
                        }, 
                        { 
                            "Type": "scheduler" 
                        } 
                    ] 
                } 
            }, 
            "EncryptionConfig": [ 
                { 
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                    "Resources": [ 
                        "secrets" 
                    ], 
                    "Provider": { 
                        "KeyArn": { 
                            "Fn::GetAtt": [ 
                                "KMSKey", 
                                "Arn" 
                            ] 
                        } 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

EKSCluster: 
  Type: AWS::EKS::Cluster 
  Properties: 
    RoleArn: !GetAtt 'EKSClusterRole.Arn' 
    ResourcesVpcConfig: 
      SubnetIds: 
        - !Ref 'SubnetOne' 
        - !Ref 'SubnetTwo' 
      EndpointPublicAccess: false 
      EndpointPrivateAccess: true 
    Logging: 
      ClusterLogging: 
        EnabledTypes: 
          - Type: api 
          - Type: audit 
          - Type: authenticator 
          - Type: controllerManager 
          - Type: scheduler 
    EncryptionConfig: 
      - Resources: 
          - secrets 
        Provider: 
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          KeyArn: !GetAtt 'KMSKey.Arn' 

                 

CT.EKS.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   eks_secrets_encrypted_check
#  
# Description:
#   This control checks whether Amazon Elastic Kubernetes Service (Amazon EKS) clusters 
 are configured to use Kubernetes secrets encrypted with AWS Key Management Service 
 (KMS) keys.
#  
# Reports on:
#   AWS::EKS::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon EKS cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EKS cluster resource
#       And: 'EncryptionConfig' has not been provided or provided as an empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an Amazon EKS cluster resource
#       And: 'EncryptionConfig' has been provided as a non-empty list
#       And: There are no entries in 'EncryptionConfig' where 'Resources' has been 
 provided
#            as a non-empty list with at least one value equal to 'secrets'
#       And: For the same entry in 'EncryptionConfig', where 'KeyArn' in 'Provider' has 
 been
#            provided as a non-empty string or valid local reference to a KMS key or 
 key alias
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon EKS cluster resource
#       And: 'EncryptionConfig' has been provided as a non-empty list
#       And: For at least one entry in 'EncryptionConfig', 'Resources' has been 
 provided as a
#            non-empty list with at least one value equal to 'secrets'
#       And: For the same entry in 'EncryptionConfig', 'KeyArn' in 'Provider' has been 
 provided
#            as a non-empty string or valid local reference to a KMS key or key alias
#      Then: PASS

#
# Constants
#
let EKS_CLUSTER_TYPE = "AWS::EKS::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let eks_clusters = Resources.*[ Type == %EKS_CLUSTER_TYPE ]

#
# Primary Rules
#
rule eks_secrets_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                      %eks_clusters not empty { 
    check(%eks_clusters.Properties) 
        << 
        [CT.EKS.PR.2]: Require an Amazon EKS cluster to be configured with secret 
 encryption using AWS Key Management Service (KMS) keys 
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        [FIX]: Provide an 'EncryptionConfig' configuration with a list of 'Resources' 
 that contains 'secrets' and a 'Provider' configuration containing a 'KeyArn'. 
        >>
}

rule eks_secrets_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, %EKS_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%EKS_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.EKS.PR.2]: Require an Amazon EKS cluster to be configured with secret 
 encryption using AWS Key Management Service (KMS) keys 
        [FIX]: Provide an 'EncryptionConfig' configuration with a list of 'Resources' 
 that contains 'secrets' and a 'Provider' configuration containing a 'KeyArn'. 
        >>
}

#
# Parameterized Rules
#
rule check(eks_cluster) { 
    %eks_cluster { 
        # Scenario 2 
        EncryptionConfig exists 
        EncryptionConfig is_list 
        EncryptionConfig not empty 

        # Scenario 3 and 4 
        some EncryptionConfig[*] { 
            Resources exists 
            Resources is_list 
            Resources not empty 
            some Resources[*] == "secrets" 

            Provider exists 
            Provider is_struct 
            Provider { 
                KeyArn exists 
                check_is_string_and_not_empty(KeyArn) or 
                check_local_references(%INPUT_DOCUMENT, KeyArn, "AWS::KMS::Key") or 
                check_local_references(%INPUT_DOCUMENT, KeyArn, "AWS::KMS::Alias") 
            } 
        } 
    }
}
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 
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CT.EKS.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  EKSClusterRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: eks.amazonaws.com 
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          Action: sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
      - arn:aws:iam::aws:policy/AmazonEKSClusterPolicy 
  KMSKey: 
    Type: AWS::KMS::Key 
    Properties: 
      PendingWindowInDays: 7 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-key-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      KeySpec: SYMMETRIC_DEFAULT 
  EKSCluster: 
    Type: AWS::EKS::Cluster 
    Properties: 
      RoleArn: 
        Fn::GetAtt: 
        - EKSClusterRole 
        - Arn 
      ResourcesVpcConfig: 
        SubnetIds: 
        - Ref: SubnetOne 
        - Ref: SubnetTwo 
        EndpointPublicAccess: false 
        EndpointPrivateAccess: true 
      Logging: 
        ClusterLogging: 
          EnabledTypes: 
          - Type: api 
          - Type: audit 
          - Type: authenticator 
          - Type: controllerManager 
          - Type: scheduler 
      EncryptionConfig: 
      - Resources: 
        - secrets 
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        Provider: 
          KeyArn: 
            Fn::GetAtt: [KMSKey, Arn] 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  EKSClusterRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
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        - Effect: Allow 
          Principal: 
            Service: eks.amazonaws.com 
          Action: sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
      - arn:aws:iam::aws:policy/AmazonEKSClusterPolicy 
  EKSCluster: 
    Type: AWS::EKS::Cluster 
    Properties: 
      RoleArn: 
        Fn::GetAtt: 
        - EKSClusterRole 
        - Arn 
      ResourcesVpcConfig: 
        SubnetIds: 
        - Ref: SubnetOne 
        - Ref: SubnetTwo 
        EndpointPublicAccess: false 
        EndpointPrivateAccess: true 
      Logging: 
        ClusterLogging: 
          EnabledTypes: 
          - Type: api 
          - Type: audit 
          - Type: authenticator 
          - Type: controllerManager 
          - Type: scheduler 

     

Elastic Load Balancing controls

Topics

• [CT.ELASTICLOADBALANCING.PR.1] Require any application load balancer listener default 
actions to redirect all HTTP requests to HTTPS

• [CT.ELASTICLOADBALANCING.PR.2] Require any Amazon ELB application or network load 
balancer to have an AWS Certificate Manager certificate

• [CT.ELASTICLOADBALANCING.PR.3] Require any application load balancer to have defensive or 
strictest desync mitigation mode activated
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• [CT.ELASTICLOADBALANCING.PR.4] Require that any application load balancer must be 
configured to drop HTTP headers

• [CT.ELASTICLOADBALANCING.PR.5] Require that application load balancer deletion protection is 
activated

• [CT.ELASTICLOADBALANCING.PR.6] Require that application and network load balancer access 
logging is activated

• [CT.ELASTICLOADBALANCING.PR.7] Require any classic load balancer to have multiple 
Availability Zones configured

• [CT.ELASTICLOADBALANCING.PR.8] Require any classic load balancer SSL/HTTPS listener to have 
a certificate provided by AWS Certificate Manager

• [CT.ELASTICLOADBALANCING.PR.9] Require that an AWS ELB Application or Classic Load 
Balancer listener is configured with HTTPS or TLS termination

• [CT.ELASTICLOADBALANCING.PR.10] Require an ELB application or classic load balancer to have 
logging activated

• [CT.ELASTICLOADBALANCING.PR.11] Require any ELB classic load balancer to have connection 
draining activated

• [CT.ELASTICLOADBALANCING.PR.12] Require any ELB classic load balancer SSL/HTTPS listener 
to have a predefined security policy with a strong configuration

• [CT.ELASTICLOADBALANCING.PR.13] Require any ELB classic load balancer to have cross-zone 
load balancing activated

• [CT.ELASTICLOADBALANCING.PR.14] Require a Network Load Balancer to have cross-zone load 
balancing activated

• [CT.ELASTICLOADBALANCING.PR.15] Require that an Elastic Load Balancing v2 target group 
does not explicitly disable cross-zone load balancing

[CT.ELASTICLOADBALANCING.PR.1] Require any application load balancer listener default 
actions to redirect all HTTP requests to HTTPS

This control checks whether HTTP to HTTPS redirection is configured as a default action on HTTP 
listeners of Application Load Balancers.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive
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• Resource types: AWS::ElasticLoadBalancingV2::Listener

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.1 example templates

Explanation

Before you start to use your Application Load Balancer, you must add one or more listeners. A 
listener is a process that uses the configured protocol and port to check for connection requests. 
Listeners support HTTP and HTTPS protocols. You can use an HTTPS listener to offload the work 
of encryption and decryption to your Application Load Balancer. You should utilize redirect actions 
with Application Load Balancer to redirect any client HTTP request to an HTTPS request on port 
443, to enforce encryption in transit.

Usage considerations

• This control evaluates only the default actions on Application Load Balancer listeners.

Remediation for rule failure

Configure a default HTTPS redirect action on Application Load Balancer HTTP listeners.

The examples that follow show how to implement this remediation.

Application Load Balancer Listener - Example

Application load balancer listener configured with a default action that redirects HTTP requests on 
port 80 to HTTPS requests on port 443, retaining the original host name, path, and query string. 
The example is shown in JSON and in YAML.

JSON example
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{ 
    "Listener": { 
        "Type": "AWS::ElasticLoadBalancingV2::Listener", 
        "Properties": { 
            "LoadBalancerArn": { 
                "Ref": "ApplicationLoadBalancer" 
            }, 
            "Port": 80, 
            "Protocol": "HTTP", 
            "DefaultActions": [ 
                { 
                    "Type": "redirect", 
                    "RedirectConfig": { 
                        "Protocol": "HTTPS", 
                        "Port": 443, 
                        "Host": "#{host}", 
                        "Path": "/#{path}", 
                        "Query": "#{query}", 
                        "StatusCode": "HTTP_301" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

Listener: 
  Type: AWS::ElasticLoadBalancingV2::Listener 
  Properties: 
    LoadBalancerArn: !Ref 'ApplicationLoadBalancer' 
    Port: 80 
    Protocol: HTTP 
    DefaultActions: 
      - Type: redirect 
        RedirectConfig: 
          Protocol: HTTPS 
          Port: 443 
          Host: '#{host}' 

Proactive controls 1281



AWS Control Tower User Guide

          Path: /#{path} 
          Query: '#{query}' 
          StatusCode: HTTP_301 

                 

CT.ELASTICLOADBALANCING.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   alb_http_to_https_redirection_check
#  
# Description:
#   This control checks whether HTTP to HTTPS redirection is configured as a default 
 action on HTTP listeners of Application Load Balancers.
#  
# Reports on:
#   AWS::ElasticLoadBalancingV2::Listener
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElasticLoadBalancingV2 listener 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener
#       And: 'Protocol' is set to a value other than 'HTTP'
#      Then: SKIP
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener
#       And: 'Protocol' is set to 'HTTP'
#       And: 'DefaultActions' is missing or is provided and an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener
#       And: 'Protocol' is set to 'HTTP'
#       And: 'DefaultActions' contains an action with 'Type' set to a value other than 
 'redirect'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener
#       And: 'Protocol' is set to 'HTTP'
#       And: 'DefaultActions' contains an action with 'Type' set to a value of 
 'redirect'
#       And: 'RedirectConfig.Protocol' is missing or set to a value other than 'HTTPS'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener
#       And: 'Protocol' is set to 'HTTP'
#       And: All 'DefaultActions' have an action with 'Type' set to a value of 
 'redirect' and
#            'Protocol.RedirectConfig' set to the value 'HTTPS'
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_V2_LISTENER_TYPE = "AWS::ElasticLoadBalancingV2::Listener"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elb_v2_listeners = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_V2_LISTENER_TYPE ]
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#
# Primary Rules
#
rule alb_http_to_https_redirection_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %elb_v2_listeners not empty { 
    check(%elb_v2_listeners.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.1]: Require any application load balancer listener 
 default actions to redirect all HTTP requests to HTTPS 
        [FIX]: Configure a default HTTPS redirect action on application load balancer 
 HTTP listeners. 
        >>
}

rule alb_http_to_https_redirection_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_V2_LISTENER_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_V2_LISTENER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.1]: Require any application load balancer listener 
 default actions to redirect all HTTP requests to HTTPS 
        [FIX]: Configure a default HTTPS redirect action on application load balancer 
 HTTP listeners. 
        >>
}

#
# Parameterized Rules
#
rule check(elbv2_listener) { 
    %elbv2_listener [ 
        # Scenario 2 
        Protocol in [ "HTTP" ] 
    ] { 
        # Scenarios 3 
        DefaultActions exists 
        DefaultActions is_list 
        DefaultActions not empty 

        # Scenario 4 and 5 
        DefaultActions[*] { 
            Type == "redirect" 

            RedirectConfig exists 
            RedirectConfig is_struct 
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            RedirectConfig { 
                Protocol exists 
                Protocol == "HTTPS" 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICLOADBALANCING.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
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      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
  Listener: 
    Type: AWS::ElasticLoadBalancingV2::Listener 
    Properties: 
      LoadBalancerArn: 
        Ref: ApplicationLoadBalancer 
      Port: 80 
      Protocol: HTTP 
      DefaultActions: 
      - Type: redirect 
        RedirectConfig: 
          Protocol: HTTPS 
          Port: 443 
          Host: "#{host}" 
          Path: "/#{path}" 
          Query: "#{query}" 
          StatusCode: "HTTP_301" 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
  Listener: 
    Type: AWS::ElasticLoadBalancingV2::Listener 
    Properties: 
      LoadBalancerArn: 
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        Ref: ApplicationLoadBalancer 
      Port: 80 
      Protocol: HTTP 
      DefaultActions: 
      - Type: redirect 
        RedirectConfig: 
          Protocol: HTTP 
          Port: 8080 
          Host: "#{host}" 
          Path: "/#{path}" 
          Query: "#{query}" 
          StatusCode: "HTTP_301" 

     

[CT.ELASTICLOADBALANCING.PR.2] Require any Amazon ELB application or network load 
balancer to have an AWS Certificate Manager certificate

This control checks whether your Elastic Load Balancing (ELB) application and network load 
balancers use certificates provided by AWS Certificate Manager (ACM).

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancingV2::Listener,
AWS::ElasticLoadBalancingV2::ListenerCertificate

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.2 example templates

Explanation
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To create a certificate, use AWS Certificate Manager (ACM) or another tool that supports the SSL 
and TLS protocols, such as OpenSSL. AWS Control Tower recommends that you use AWS Certificate 
Manager to create or import certificates for your load balancer.

AWS Certificate Manager integrates with Amazon ELB application load balancers and network load 
balancers, so that you can deploy the certificate on your load balancer. We also recommend that 
you automatically renew these certificates.

Usage considerations

• This control applies only to HTTPS and TLS Amazon ELB listeners and ELB listener 
certificate resources that have one or more certificates configured.

Remediation for rule failure

Configure the Certificates property to use certificates provided by AWS Certificate Manager.

The examples that follow show how to implement this remediation.

Amazon ELB Listener - Example

Amazon ELB HTTPS listener configured with an AWS Certificate Manager SSL certificate. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ELBListener": { 
        "Type": "AWS::ElasticLoadBalancingV2::Listener", 
        "Properties": { 
            "DefaultActions": [ 
                { 
                    "Type": "forward", 
                    "TargetGroupArn": { 
                        "Ref": "TargetGroup" 
                    } 
                } 
            ], 
            "LoadBalancerArn": { 
                "Ref": "ApplicationLoadBalancer" 
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            }, 
            "Protocol": "HTTPS", 
            "Certificates": [ 
                { 
                    "CertificateArn": { 
                        "Ref": "ACMCertificate" 
                    } 
                } 
            ], 
            "Port": 443 
        } 
    }
} 
                 

YAML example

ELBListener: 
  Type: AWS::ElasticLoadBalancingV2::Listener 
  Properties: 
    DefaultActions: 
      - Type: forward 
        TargetGroupArn: !Ref 'TargetGroup' 
    LoadBalancerArn: !Ref 'ApplicationLoadBalancer' 
    Protocol: HTTPS 
    Certificates: 
      - CertificateArn: !Ref 'ACMCertificate' 
    Port: 443 

                 

The examples that follow show how to implement this remediation.

Amazon ELB Listener Certificate - Example

Amazon ELB listener certificate configured with an AWS Certificate Manager SSL certificate. The 
example is shown in JSON and in YAML.

JSON example

{ 
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    "ELBListenerCertificate": { 
        "Type": "AWS::ElasticLoadBalancingV2::ListenerCertificate", 
        "Properties": { 
            "ListenerArn": { 
                "Ref": "Listener" 
            }, 
            "Certificates": [ 
                { 
                    "CertificateArn": { 
                        "Ref": "ACMCertificate" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ELBListenerCertificate: 
  Type: AWS::ElasticLoadBalancingV2::ListenerCertificate 
  Properties: 
    ListenerArn: !Ref 'Listener' 
    Certificates: 
      - CertificateArn: !Ref 'ACMCertificate' 

                 

CT.ELASTICLOADBALANCING.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elbv2_acm_certificate_required_check
#  
# Description:
#   This control checks whether your Elastic Load Balancing (ELB) application and 
 network load balancers use certificates provided by AWS Certificate Manager (ACM).
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#  
# Reports on:
#   AWS::ElasticLoadBalancingV2::Listener, 
 AWS::ElasticLoadBalancingV2::ListenerCertificate
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElasticLoadBalancingV2 listener or 
 listener certificate resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener resource
#       And: 'Protocol' is set to a value other than 'HTTPS' or 'TLS'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener certificate 
 resource
#       And: 'Certificates' has not been provided or has been provided as an empty list
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener resource
#       And: 'Protocol' is set to 'HTTPS' or 'TLS'
#       And: 'Certificates' has not been provided or has been provided as an empty list
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener resource
#       And: 'Protocol' is set to 'HTTPS' or 'TLS'
#       And: One or more items in 'Certificates' do not match an ACM certificate ARN
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#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener certificate 
 resource
#       And: One or more items in 'Certificates' do not match an ACM certificate ARN
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener resource
#       And: 'Protocol' is set to 'HTTPS' or 'TLS'
#       And: All items in 'Certificates' match an ACM certificate ARN
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 listener certificate 
 resource
#       And: All items in 'Certificates' match an ACM certificate ARN
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_V2_LISTENER_TYPE = "AWS::ElasticLoadBalancingV2::Listener"
let ELASTIC_LOAD_BALANCER_V2_CERTIFICATE_TYPE = 
 "AWS::ElasticLoadBalancingV2::ListenerCertificate"
let ACM_CERTIFICATE_ARN_PATTERN = /arn:aws[a-z0-9\-]*:acm:[a-z0-9\-]+:
\d{12}:certificate\/[\w\-]{1,64}/
let INPUT_DOCUMENT = this

#
# Assignments
#
let elb_v2_listeners = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_V2_LISTENER_TYPE ]
let elb_v2_certificates = Resources.*[ Type == 
 %ELASTIC_LOAD_BALANCER_V2_CERTIFICATE_TYPE ]

#
# Primary Rules
#
rule elbv2_acm_certificate_required_check when is_cfn_template(%INPUT_DOCUMENT) 
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                                               %elb_v2_listeners not empty { 
    check_listener(%elb_v2_listeners.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.2]: Require any Amazon ELB application or network 
 load balancer to have an AWS Certificate Manager certificate 
            [FIX]: Configure the 'Certificates' property to use certificates provided 
 by AWS Certificate Manager. 
        >>
}

rule elbv2_acm_certificate_required_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_V2_LISTENER_TYPE) { 
    check_listener(%INPUT_DOCUMENT.
%ELASTIC_LOAD_BALANCER_V2_LISTENER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.2]: Require any Amazon ELB application or network 
 load balancer to have an AWS Certificate Manager certificate 
            [FIX]: Configure the 'Certificates' property to use certificates provided 
 by AWS Certificate Manager. 
        >>
}

rule elbv2_acm_certificate_required_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %elb_v2_certificates not empty { 
    check_elbv2_listener_certificate(%elb_v2_certificates.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.2]: Require any Amazon ELB application or network 
 load balancer to have an AWS Certificate Manager certificate 
            [FIX]: Configure the 'Certificates' property to use certificates provided 
 by AWS Certificate Manager. 
        >>
}

rule elbv2_acm_certificate_required_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_V2_CERTIFICATE_TYPE) { 
    check_elbv2_listener_certificate(%INPUT_DOCUMENT.
%ELASTIC_LOAD_BALANCER_V2_CERTIFICATE_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.2]: Require any Amazon ELB application or network 
 load balancer to have an AWS Certificate Manager certificate 
            [FIX]: Configure the 'Certificates' property to use certificates provided 
 by AWS Certificate Manager. 
        >>
}
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#
# Parameterized Rules
#
rule check_listener(elbv2_listener) { 
    %elbv2_listener[ 
        # Scenario 2 
        Protocol in ["HTTPS", "TLS"] 
    ] { 
        # Scenarios 3 and 5 
        Certificates exists 
        Certificates is_list 
        Certificates not empty 
        Certificates[*] { 
            CertificateArn exists 
            check_is_acm_certificate(CertificateArn) 
        } 
    }
}

rule check_elbv2_listener_certificate(listener_certificate) { 
    %listener_certificate[ 
        Certificates exists 
        Certificates is_list 
        Certificates not empty 
    ] { 
        # Scenarios 4 and 6 
        Certificates[*] { 
            CertificateArn exists 
            check_is_acm_certificate(CertificateArn) 
        } 
    }
}

rule check_is_acm_certificate(certificate) { 
    %certificate { 
        this == %ACM_CERTIFICATE_ARN_PATTERN or 
        check_local_references(%INPUT_DOCUMENT, this, 
 "AWS::CertificateManager::Certificate") 
    }
}

#
# Utility Rules
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#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.ELASTICLOADBALANCING.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
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    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  TargetGroup: 
    Type: AWS::ElasticLoadBalancingV2::TargetGroup 
    Properties: 
      Protocol: HTTP 
      Port: 80 
      VpcId: 
        Ref: VPC 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
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      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
  Listener: 
    Type: AWS::ElasticLoadBalancingV2::Listener 
    Properties: 
      DefaultActions: 
      - Type: forward 
        TargetGroupArn: 
          Ref: TargetGroup 
      LoadBalancerArn: 
        Ref: ApplicationLoadBalancer 
      Protocol: HTTPS 
      Certificates: 
      - CertificateArn: 
          Ref: ACMCertificate 
      Port: 443 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
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    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  TargetGroup: 
    Type: AWS::ElasticLoadBalancingV2::TargetGroup 
    Properties: 
      Protocol: HTTP 
      Port: 80 
      VpcId: 
        Ref: VPC 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
  Listener: 
    Type: AWS::ElasticLoadBalancingV2::Listener 
    Properties: 
      DefaultActions: 
      - Type: forward 
        TargetGroupArn: 
          Ref: TargetGroup 
      LoadBalancerArn: 
        Ref: ApplicationLoadBalancer 
      Protocol: HTTPS 
      Certificates: 
      - CertificateArn: arn:aws:iam::123456789012:server-certificate/example-
certificate 
      Port: 443 
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[CT.ELASTICLOADBALANCING.PR.3] Require any application load balancer to have defensive or 
strictest desync mitigation mode activated

This control checks to ensure that an Application Load Balancer is configured with defensive or
strictest desync mitigation mode.

• Control objective: Protect data integrity

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancingV2::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.3 example templates

Explanation

HTTP desynchronization (desync) issues can lead to request smuggling and make applications 
vulnerable to request queue or cache poisoning. In turn, these vulnerabilities can lead to credential 
stuffing or execution of unauthorized commands. When configured with defensive or strictest 
desync mitigation mode, Application Load Balancers can protect your application from security 
issues that may be caused by HTTP desync.

Remediation for rule failure

Omit the load balancer attribute routing.http.desync_mitigation_mode or set the attribute 
to one of defensive or strictest.

The examples that follow show how to implement this remediation.

Application Load Balancer - Example

Application Load Balancer configured with defensive desync mitigation mode, by means of AWS 
CloudFormation defaults. The example is shown in JSON and in YAML.
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JSON example

{ 
    "ApplicationLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancingV2::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "IpAddressType": "ipv4", 
            "Type": "application" 
        } 
    }
} 
                 

YAML example

ApplicationLoadBalancer: 
  Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
  Properties: 
    Scheme: internal 
    Subnets: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    IpAddressType: ipv4 
    Type: application 

                 

The examples that follow show how to implement this remediation.
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Application Load Balancer - Example

Application Load Balancer configured with strictest desync mitigation mode, by meand of the
routing.http.desync_mitigation_mode load balancer attribute. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "ApplicationLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancingV2::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "IpAddressType": "ipv4", 
            "Type": "application", 
            "LoadBalancerAttributes": [ 
                { 
                    "Key": "routing.http.desync_mitigation_mode", 
                    "Value": "strictest" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ApplicationLoadBalancer: 
  Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
  Properties: 
    Scheme: internal 
    Subnets: 
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      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    IpAddressType: ipv4 
    Type: application 
    LoadBalancerAttributes: 
      - Key: routing.http.desync_mitigation_mode 
        Value: strictest 

                 

CT.ELASTICLOADBALANCING.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   alb_desync_mode_check
#  
# Description:
#   This control checks to ensure that an Application Load Balancer is configured with 
 'defensive' or 'strictest' desync mitigation mode.
#  
# Reports on:
#   AWS::ElasticLoadBalancingV2::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ELBv2 load balancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
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#       And: 'Type' is set to a value other than 'application'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to 'application' for the ELBv2 load balancer resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 load balancer 
 resource
#       And: The 'LoadBalancerAttribute' 'routing.http.desync_mitigation_mode' has been 
 provided
#            and is not one of 'defensive' or 'strictest'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to 'application' for the ELBv2 load balancer resource
#       And: 'LoadBalancerAttributes' have not been specified on the ELBv2 load 
 balancer resource or specified
#            as an empty list
#      Then: PASS
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to 'application' for the ELBv2 load balancer resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 load balancer 
 resource
#       And: 'routing.http.desync_mitigation_mode' has not been provided as a 
 'LoadBalancerAttribute'
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to 'application' for the ELBv2 load balancer resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 load balancer 
 resource
#       And: The 'LoadBalancerAttribute' 'routing.http.desync_mitigation_mode' has been 
 provided
#            and is one of 'defensive' or 'strictest'
#      Then: PASS
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#
# Constants
#
let ELASTIC_LOAD_BALANCER_V2_TYPE = "AWS::ElasticLoadBalancingV2::LoadBalancer"
let ALLOWED_DESYNC_MODES = [ "defensive", "strictest" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let elastic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_V2_TYPE ]

#
# Primary Rules
#
rule alb_desync_mode_check when is_cfn_template(%INPUT_DOCUMENT) 
                                %elastic_load_balancers not empty { 

    check(%elastic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.3]: Require any application load balancer to have 
 defensive or strictest desync mitigation mode activated 
        [FIX]: Omit the load balancer attribute 'routing.http.desync_mitigation_mode' 
 or set the attribute to one of 'defensive' or 'strictest'. 
        >>

}

rule alb_desync_mode_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_V2_TYPE) { 

    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_V2_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.3]: Require any application load balancer to have 
 defensive or strictest desync mitigation mode activated 
        [FIX]: Omit the load balancer attribute 'routing.http.desync_mitigation_mode' 
 or set the attribute to one of 'defensive' or 'strictest'. 
        >>
}

#
# Parameterized Rules
#
rule check(elastic_load_balancer) { 
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    %elastic_load_balancer[ 
        # Scenario 2 
        Type == "application" 
    ] { 
        # Scenario 4 
        LoadBalancerAttributes not exists or 
        check_application_load_balancer_attributes(this) 
    }
}

rule check_application_load_balancer_attributes(application_load_balancer) { 
    %application_load_balancer { 
        LoadBalancerAttributes is_list 
        LoadBalancerAttributes[ 
            # Scenario 5 
            Key exists 
            Key == "routing.http.desync_mitigation_mode" 
        ] { 
            # Scenarios 3 and 6 
            Value exists 
            Value in %ALLOWED_DESYNC_MODES 
        } 

    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.ELASTICLOADBALANCING.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      Type: application 

Proactive controls 1307



AWS Control Tower User Guide

      LoadBalancerAttributes: 
      - Key: routing.http.desync_mitigation_mode 
        Value: strictest 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 

Proactive controls 1308



AWS Control Tower User Guide

      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      Type: application 
      LoadBalancerAttributes: 
      - Key: routing.http.desync_mitigation_mode 
        Value: monitor 

     

[CT.ELASTICLOADBALANCING.PR.4] Require that any application load balancer must be 
configured to drop HTTP headers

This control checks whether Application Load Balancers are configured to drop non-valid HTTP 
headers.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancingV2::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.4 example templates

Explanation

By default, Application Load Balancers are not configured to drop non-valid HTTP header values. 
Removing these header values prevents HTTP desync attacks.

Remediation for rule failure

Set the load balancer attribute routing.http.drop_invalid_header_fields.enabled to
true.

The examples that follow show how to implement this remediation.
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Application Load Balancer - Example

Application Load Balancer configured to drop non-valid HTTP headers. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "ApplicationLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancingV2::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Type": "application", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "IpAddressType": "ipv4", 
            "LoadBalancerAttributes": [ 
                { 
                    "Key": "routing.http.drop_invalid_header_fields.enabled", 
                    "Value": "true" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ApplicationLoadBalancer: 
  Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
  Properties: 
    Scheme: internal 
    Type: application 
    Subnets: 
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      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    IpAddressType: ipv4 
    LoadBalancerAttributes: 
      - Key: routing.http.drop_invalid_header_fields.enabled 
        Value: 'true' 

                 

CT.ELASTICLOADBALANCING.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   alb_http_drop_invalid_header_enabled_check
#  
# Description:
#   This control checks whether Application Load Balancers are configured to drop non-
valid HTTP headers.
#  
# Reports on:
#   AWS::ElasticLoadBalancingV2::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ELBv2 load balancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to a value other than 'application'
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#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to 'application' for the ELBv2 load balancer resource
#       And: 'LoadBalancerAttributes' have not been specified on the ELBv2 load 
 balancer resource
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to 'application' for the ELBv2 load balancer resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 load balancer 
 resource
#       And: 'routing.http.drop_invalid_header_fields.enabled' has not been provided as 
 a 'LoadBalancerAttribute'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to 'application' for the ELBv2 load balancer resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 load balancer 
 resource
#       And: The 'LoadBalancerAttribute' 
 'routing.http.drop_invalid_header_fields.enabled' has been provided
#            and is set to bool(false) or string(false)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 load balancer resource
#       And: 'Type' is set to 'application' for the ELBv2 load balancer resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 load balancer 
 resource
#       And: The 'LoadBalancerAttribute' 
 'routing.http.drop_invalid_header_fields.enabled' has been provided and
#            is set to bool(true) or string(true)
#      Then: PASS

#
# Constants
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#
let ELASTIC_LOAD_BALANCER_V2_TYPE = "AWS::ElasticLoadBalancingV2::LoadBalancer"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elastic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_V2_TYPE ]

#
# Primary Rules
#
rule alb_http_drop_invalid_header_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %elastic_load_balancers not empty 
 { 

    check(%elastic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.4]: Require that any application load balancer must 
 be configured to drop HTTP headers 
        [FIX]: Set the load balancer attribute 
 'routing.http.drop_invalid_header_fields.enabled' to 'true'. 
        >>
}

rule alb_http_drop_invalid_header_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_V2_TYPE) { 

    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_V2_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.4]: Require that any application load balancer must 
 be configured to drop HTTP headers 
        [FIX]: Set the load balancer attribute 
 'routing.http.drop_invalid_header_fields.enabled' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(elastic_load_balancer) { 
    %elastic_load_balancer[ Type == "application" ] { 
        # Scenario 2 
        LoadBalancerAttributes exists 
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        LoadBalancerAttributes is_list 
        LoadBalancerAttributes not empty 

        # Scenario 3, 4 and 5 
        some LoadBalancerAttributes[*] { 
            Key exists 
            Value exists 

            Key == "routing.http.drop_invalid_header_fields.enabled" 
            Value in [ true, "true" ] 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICLOADBALANCING.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
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      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Type: application 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      LoadBalancerAttributes: 
      - Key: routing.http.drop_invalid_header_fields.enabled 
        Value: "true" 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
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    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Type: application 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      LoadBalancerAttributes: 
      - Key: routing.http.drop_invalid_header_fields.enabled 
        Value: "false" 

     

Proactive controls 1316



AWS Control Tower User Guide

[CT.ELASTICLOADBALANCING.PR.5] Require that application load balancer deletion protection 
is activated

Checks whether Elastic Load Balancing (ELB) has deletion protection activated.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancingV2::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.5 example templates

Explanation

Activate deletion protection to protect your Application Load Balancer from deletion.

Remediation for rule failure

Set the load balancer attribute deletion_protection.enabled to true.

The examples that follow show how to implement this remediation.

Application Load Balancer - Example

Application Load Balancer configured with deletion protection active. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "Elb": { 
        "Type": "AWS::ElasticLoadBalancingV2::LoadBalancer", 
        "Properties": { 
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            "Scheme": "internal", 
            "Type": "application", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "IpAddressType": "ipv4", 
            "LoadBalancerAttributes": [ 
                { 
                    "Key": "deletion_protection.enabled", 
                    "Value": "true" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

Elb: 
  Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
  Properties: 
    Scheme: internal 
    Type: application 
    Subnets: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    IpAddressType: ipv4 
    LoadBalancerAttributes: 
      - Key: deletion_protection.enabled 
        Value: 'true' 

                 

CT.ELASTICLOADBALANCING.PR.5 rule specification
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# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elbv2_deletion_protection_enabled_check
#  
# Description:
#   Checks whether Elastic Load Balancing (ELB) has deletion protection activated.
#  
# Reports on:
#   AWS::ElasticLoadBalancingV2::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ELBv2 LoadBalancer resource
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 LoadBalancer resource
#       And: 'LoadBalancerAttributes' have not been specified or is an empty list on 
 the ELBv2 resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 LoadBalancer resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 LoadBalancer 
 resource
#       And: 'deletion_protection.enabled' has not been provided as a 
 'LoadBalancerAttribute'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an ELBv2 LoadBalancer resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 LoadBalancer 
 resource
#       And: The 'LoadBalancerAttribute' 'deletion_protection.enabled' has been 
 provided and is set to bool(false) or
#            string(false)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 LoadBalancer Resource
#       And: 'LoadBalancerAttributes' have been specified on the ELBv2 LoadBalancer 
 resource
#       And: The 'LoadBalancerAttribute' 'deletion_protection.enabled' has been 
 provided and is set to bool(true) or
#            string(true)
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_V2_TYPE = "AWS::ElasticLoadBalancingV2::LoadBalancer"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elastic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_V2_TYPE ]

#
# Primary Rules
#
rule elbv2_deletion_protection_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                  %elastic_load_balancers not empty { 
    check(%elastic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.5]: Require that application load balancer deletion 
 protection is activated 
        [FIX]: Set the load balancer attribute 'deletion_protection.enabled' to 'true'. 
        >>
}

rule elbv2_deletion_protection_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_V2_TYPE) { 
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    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_V2_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.5]: Require that application load balancer deletion 
 protection is activated 
        [FIX]: Set the load balancer attribute 'deletion_protection.enabled' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(elastic_load_balancer) { 
    %elastic_load_balancer { 
        # Scenario 2 
        LoadBalancerAttributes exists 
        LoadBalancerAttributes is_list 
        LoadBalancerAttributes not empty 

        # Scenario 3, 4 and 5 
        some LoadBalancerAttributes[*] { 
            Key exists 
            Value exists 

            Key == "deletion_protection.enabled" 
            Value in [ true, "true" ] 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.ELASTICLOADBALANCING.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Type: application 
      Subnets: 
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      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      LoadBalancerAttributes: 
      - Key: deletion_protection.enabled 
        Value: "true" 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
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      Scheme: internal 
      Type: application 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      LoadBalancerAttributes: 
      - Key: deletion_protection.enabled 
        Value: "false" 

     

[CT.ELASTICLOADBALANCING.PR.6] Require that application and network load balancer access 
logging is activated

This control checks whether your Elastic Load Balancing (ELB) application and network load 
balancers have logging activated.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancingV2::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.6 example templates

Explanation

Elastic Load Balancing provides access logs that capture detailed information about requests sent 
to your load balancer. Each log contains information such as the time the request was received, the 
client's IP address, latencies, request paths, and server responses. You can use these access logs to 
analyze traffic patterns and to troubleshoot issues.
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Usage considerations

• This control applies only to ELB load balancer types of application and network.

Remediation for rule failure

Set the load balancer attribute access_logs.s3.enabled to true, and set
access_logs.s3.bucket to reach an S3 bucket that's configured to receive application load 
balancer or network load balancer access logs.

The examples that follow show how to implement this remediation.

Application Load Balancer - Example

Application Load Balancer configured with access logging activated. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "ApplicationLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancingV2::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "IpAddressType": "ipv4", 
            "Type": "application", 
            "LoadBalancerAttributes": [ 
                { 
                    "Key": "access_logs.s3.enabled", 
                    "Value": true 
                }, 
                { 
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                    "Key": "access_logs.s3.bucket", 
                    "Value": { 
                        "Ref": "LoggingBucket" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ApplicationLoadBalancer: 
  Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
  Properties: 
    Scheme: internal 
    Subnets: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    IpAddressType: ipv4 
    Type: application 
    LoadBalancerAttributes: 
      - Key: access_logs.s3.enabled 
        Value: true 
      - Key: access_logs.s3.bucket 
        Value: !Ref 'LoggingBucket' 

                 

The examples that follow show how to implement this remediation.

Network Load Balancer - Example

Network Load Balancer configured with access logging activated. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "NetworkLoadBalancer": { 

Proactive controls 1326



AWS Control Tower User Guide

        "Type": "AWS::ElasticLoadBalancingV2::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "IpAddressType": "ipv4", 
            "Type": "network", 
            "LoadBalancerAttributes": [ 
                { 
                    "Key": "access_logs.s3.enabled", 
                    "Value": true 
                }, 
                { 
                    "Key": "access_logs.s3.bucket", 
                    "Value": { 
                        "Ref": "LoggingBucket" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

NetworkLoadBalancer: 
  Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
  Properties: 
    Scheme: internal 
    Subnets: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    IpAddressType: ipv4 
    Type: network 
    LoadBalancerAttributes: 
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      - Key: access_logs.s3.enabled 
        Value: true 
      - Key: access_logs.s3.bucket 
        Value: !Ref 'LoggingBucket' 

                 

CT.ELASTICLOADBALANCING.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elbv2_logging_enabled_check
#  
# Description:
#   This control checks whether your Elastic Load Balancing (ELB) application and 
 network load balancers have logging activated.
#  
# Reports on:
#   AWS::ElasticLoadBalancingV2::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ElasticLoadBalancingV2 
 LoadBalancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 LoadBalancer 
 resource
#       And: 'Type' is set to a value other than 'application' or 'network'
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#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 LoadBalancer 
 resource
#       And: The LoadBalancer is of type 'application' or 'network'
#       And: 'LoadBalancerAttributes' has not been provided or is an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 LoadBalancer 
 resource
#       And: The LoadBalancer is of type 'application' or 'network'
#       And: A 'LoadBalancerAttributes' with Key 'access_logs.s3.enabled' and 
 'access_logs.s3.bucket'
#            has not been provided
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 LoadBalancer 
 resource
#       And: The LoadBalancer is of type 'application' or 'network'
#       And: A 'LoadBalancerAttributes' with Key 'access_logs.s3.enabled' and 
 'access_logs.s3.bucket' has been provided
#       And: 'access_logs.s3.enabled' is set to bool(false) or string(false)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancingV2 LoadBalancer 
 resource
#       And: The LoadBalancer is of type 'application' or 'network'
#       And: A 'LoadBalancerAttributes' with Key 'access_logs.s3.enabled' and 
 'access_logs.s3.bucket' has been provided
#       And: 'access_logs.s3.enabled' is set to bool(true) or string(true)
#       And: 'access_logs.s3.bucket' is missing or an empty string value
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an ElasticLoadBalancingV2 LoadBalancer 
 resource
#       And: The LoadBalancer is of type 'application'
#       And: A 'LoadBalancerAttributes' with Key 'access_logs.s3.enabled' has been 
 provided
#       And: 'access_logs.s3.enabled' is set to bool(true) or string(true)
#       And: 'access_logs.s3.bucket' is provided and a non-empty string value or valid 
 local reference
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_V2_TYPE = "AWS::ElasticLoadBalancingV2::LoadBalancer"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elastic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_V2_TYPE ]

#
# Primary Rules
#
rule elbv2_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                      %elastic_load_balancers not empty { 

    check(%elastic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.6]: Require that application and network load 
 balancer access logging is activated 
        [FIX]: Set the load balancer attribute 'access_logs.s3.enabled' to 'true', and 
 set 'access_logs.s3.bucket' to reach an Amazon S3 bucket that's configured to receive 
 application load balancer or network load balancer access logs. 
        >>
}

rule elbv2_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_V2_TYPE) { 

    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_V2_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.6]: Require that application and network load 
 balancer access logging is activated 
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        [FIX]: Set the load balancer attribute 'access_logs.s3.enabled' to 'true', and 
 set 'access_logs.s3.bucket' to reach an Amazon S3 bucket that's configured to receive 
 application load balancer or network load balancer access logs. 
        >>
}

#
# Parameterized Rules
#
rule check(elastic_load_balancer) { 
    %elastic_load_balancer[ Type in ["application", "network"] ] { 
        # Scenario 3 
        LoadBalancerAttributes exists 
        LoadBalancerAttributes is_list 
        LoadBalancerAttributes not empty 

        # Scenario 4, 5, 6 and 7 
        some LoadBalancerAttributes[*] { 
            Key exists 
            Value exists 

            Key == "access_logs.s3.enabled" 
            Value in [ true, "true" ] 
        } 

        some LoadBalancerAttributes[*] { 
            Key exists 
            Value exists 

            Key == "access_logs.s3.bucket" 
            check_is_string_and_not_empty(Value) or 
            check_local_references(%INPUT_DOCUMENT, Value, "AWS::S3::Bucket") 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
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}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.ELASTICLOADBALANCING.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Mappings: 
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  RegionToELBAccountId: 
    us-east-1: 
      AccountId: '127311923021' 
    us-west-1: 
      AccountId: '027434742980' 
    us-west-2: 
      AccountId: '797873946194' 
    ca-central-1: 
      AccountId: '985666609251' 
    eu-west-1: 
      AccountId: '156460612806' 
    ap-northeast-1: 
      AccountId: '582318560864' 
    ap-northeast-2: 
      AccountId: '600734575887' 
    ap-southeast-1: 
      AccountId: '114774131450' 
    ap-southeast-2: 
      AccountId: '783225319266' 
    ap-south-1: 
      AccountId: '718504428378' 
    us-east-2: 
      AccountId: '033677994240' 
    sa-east-1: 
      AccountId: '507241528517' 
    eu-central-1: 
      AccountId: '054676820928' 
    af-south-1: 
      AccountId: '098369216593' 
    ap-east-1: 
      AccountId: '754344448648' 
    ap-southeast-3: 
      AccountId: '589379963580' 
    ap-northeast-3: 
      AccountId: '383597477331' 
    eu-west-2: 
      AccountId: '652711504416' 
    eu-south-1: 
      AccountId: '635631232127' 
    eu-west-3: 
      AccountId: '009996457667' 
    eu-north-1: 
      AccountId: '897822967062' 
    me-south-1: 
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      AccountId: '076674570225' 
    us-gov-west-1: 
      AccountId: '048591011584' 
    us-gov-east-1: 
      AccountId: '190560391635' 
  RegionToARNPrefix: 
    us-east-1: 
      ARNPrefix: 'arn:aws:' 
    us-west-1: 
      ARNPrefix: 'arn:aws:' 
    us-west-2: 
      ARNPrefix: 'arn:aws:' 
    ca-central-1: 
      ARNPrefix: 'arn:aws:' 
    eu-west-1: 
      ARNPrefix: 'arn:aws:' 
    ap-northeast-1: 
      ARNPrefix: 'arn:aws:' 
    ap-northeast-2: 
      ARNPrefix: 'arn:aws:' 
    ap-southeast-1: 
      ARNPrefix: 'arn:aws:' 
    ap-southeast-2: 
      ARNPrefix: 'arn:aws:' 
    ap-south-1: 
      ARNPrefix: 'arn:aws:' 
    us-east-2: 
      ARNPrefix: 'arn:aws:' 
    sa-east-1: 
      ARNPrefix: 'arn:aws:' 
    eu-central-1: 
      ARNPrefix: 'arn:aws:' 
    af-south-1: 
      ARNPrefix: 'arn:aws:' 
    ap-east-1: 
      ARNPrefix: 'arn:aws:' 
    ap-southeast-3: 
      ARNPrefix: 'arn:aws:' 
    ap-northeast-3: 
      ARNPrefix: 'arn:aws:' 
    eu-west-2: 
      ARNPrefix: 'arn:aws:' 
    eu-south-1: 
      ARNPrefix: 'arn:aws:' 
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    eu-west-3: 
      ARNPrefix: 'arn:aws:' 
    eu-north-1: 
      ARNPrefix: 'arn:aws:' 
    me-south-1: 
      ARNPrefix: 'arn:aws:' 
    us-gov-west-1: 
      ARNPrefix: 'arn:aws-us-gov:' 
    us-gov-east-1: 
      ARNPrefix: 'arn:aws-us-gov:'
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 

Proactive controls 1335



AWS Control Tower User Guide

      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:PutObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - Fn::FindInMap: [RegionToARNPrefix, !Ref 'AWS::Region', ARNPrefix] 
                  - 's3:::' 
                  - Ref: LoggingBucket 
                  - /AWSLogs/ 
                  - Ref: AWS::AccountId 
                  - /* 
            Principal: 
              AWS:  
                Fn::FindInMap: [RegionToELBAccountId, !Ref 'AWS::Region', AccountId] 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      Type: application 
      LoadBalancerAttributes: 
      - Key: access_logs.s3.enabled 
        Value: true 
      - Key: access_logs.s3.bucket 
        Value: 
          Ref: LoggingBucket 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
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    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ApplicationLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      Type: application 

     

[CT.ELASTICLOADBALANCING.PR.7] Require any classic load balancer to have multiple 
Availability Zones configured

This control checks whether an Elastic Load Balancing (ELB) classic load balancer has been 
configured with multiple Availability Zones.

• Control objective: Improve availability
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• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancing::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.7 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.7 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.7 example templates

Explanation

A Classic Load Balancer can be set up to distribute incoming requests across Amazon EC2 instances 
in a single Availability Zone or multiple Availability Zones. A Classic Load Balancer that does not 
span multiple Availability Zones is unable to redirect traffic to targets in another Availability Zone, 
in case the sole configured Availability Zone becomes unavailable.

Remediation for rule failure

Configure Classic Load Balancers with two or more subnets or Availability Zones.

The examples that follow show how to implement this remediation.

Classic Load Balancer - Example One

Classic Load Balancer configured with two Availability Zones. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "ClassicLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internet-facing", 
            "Listeners": [ 
                { 
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                    "InstancePort": "80", 
                    "InstanceProtocol": "HTTP", 
                    "LoadBalancerPort": "443", 
                    "Protocol": "HTTPS", 
                    "PolicyNames": [ 
                        "Sample-SSLNegotiation-Policy" 
                    ], 
                    "SSLCertificateId": { 
                        "Ref": "ACMCertificate" 
                    } 
                } 
            ], 
            "Policies": [ 
                { 
                    "PolicyName": "Sample-SSLNegotiation-Policy", 
                    "PolicyType": "SSLNegotiationPolicyType", 
                    "Attributes": [ 
                        { 
                            "Name": "Reference-Security-Policy", 
                            "Value": "ELBSecurityPolicy-TLS-1-2-2017-01" 
                        } 
                    ] 
                } 
            ], 
            "AvailabilityZones": [ 
                { 
                    "Fn::Select": [ 
                        0, 
                        { 
                            "Fn::GetAZs": "" 
                        } 
                    ] 
                }, 
                { 
                    "Fn::Select": [ 
                        1, 
                        { 
                            "Fn::GetAZs": "" 
                        } 
                    ] 
                } 
            ] 
        } 
    }
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} 
                 

YAML example

ClassicLoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internet-facing 
    Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
          - Sample-SSLNegotiation-Policy 
        SSLCertificateId: !Ref 'ACMCertificate' 
    Policies: 
      - PolicyName: Sample-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
          - Name: Reference-Security-Policy 
            Value: ELBSecurityPolicy-TLS-1-2-2017-01 
    AvailabilityZones: 
      - !Select 
        - 0 
        - !GetAZs '' 
      - !Select 
        - 1 
        - !GetAZs '' 

                 

The examples that follow show how to implement this remediation.

Classic Load Balancer - Example Two

Classic Load Balancer configured with two subnets. The example is shown in JSON and in YAML.

JSON example
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{ 
    "ClassicLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internet-facing", 
            "Listeners": [ 
                { 
                    "InstancePort": "80", 
                    "InstanceProtocol": "HTTP", 
                    "LoadBalancerPort": "443", 
                    "Protocol": "HTTPS", 
                    "PolicyNames": [ 
                        "Sample-SSLNegotiation-Policy" 
                    ], 
                    "SSLCertificateId": { 
                        "Ref": "ACMCertificate" 
                    } 
                } 
            ], 
            "Policies": [ 
                { 
                    "PolicyName": "Sample-SSLNegotiation-Policy", 
                    "PolicyType": "SSLNegotiationPolicyType", 
                    "Attributes": [ 
                        { 
                            "Name": "Reference-Security-Policy", 
                            "Value": "ELBSecurityPolicy-TLS-1-2-2017-01" 
                        } 
                    ] 
                } 
            ], 
            "AvailabilityZones": [ 
                { 
                    "Fn::Select": [ 
                        0, 
                        { 
                            "Fn::GetAZs": "" 
                        } 
                    ] 
                }, 
                { 
                    "Fn::Select": [ 
                        1, 
                        { 
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                            "Fn::GetAZs": "" 
                        } 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ClassicLoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internet-facing 
    Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
          - Sample-SSLNegotiation-Policy 
        SSLCertificateId: !Ref 'ACMCertificate' 
    Policies: 
      - PolicyName: Sample-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
          - Name: Reference-Security-Policy 
            Value: ELBSecurityPolicy-TLS-1-2-2017-01 
    AvailabilityZones: 
      - !Select 
        - 0 
        - !GetAZs '' 
      - !Select 
        - 1 
        - !GetAZs '' 
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CT.ELASTICLOADBALANCING.PR.7 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elb_multiple_az_check
#  
# Description:
#   This control checks whether an Elastic Load Balancing (ELB) Classic Load Balancer 
 has been configured with multiple Availability Zones.
#  
# Reports on:
#   AWS::ElasticLoadBalancing::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elastic Load Balancing load 
 balancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: Neither 'AvailabilityZones' or 'Subnets' have been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'AvailabilityZones' been specified on the Elastic Load Balancing load 
 balancer resource
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#       And: The number of entries in 'AvailabilityZones' is < 2 or the number of
#            unique 'AvailabilityZones' provided is less than 2 (< 2)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'Subnets' been specified on the Elastic Load Balancing load balancer 
 resource
#       And: The number of entries in 'Subnets' is < 2
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'AvailabilityZones' been specified on the Elastic Load Balancing load 
 balancer resource
#       And: The number of entries in 'AvailabilityZones' is >= 2
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'Subnets' been specified on the Elastic Load Balancing load balancer 
 resource
#       And: The number of entries in 'Subnets' is >= 2
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_TYPE = "AWS::ElasticLoadBalancing::LoadBalancer"
let INPUT_DOCUMENT = this

#
# Assignments
#
let classic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_TYPE ]

#
# Primary Rules
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#
rule elb_multiple_az_check when is_cfn_template(%INPUT_DOCUMENT) 
                                %classic_load_balancers not empty { 

    check(%classic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.7]: Require any classic load balancer to have 
 multiple Availability Zones configured 
        [FIX]: Configure Classic Load Balancers with two or more subnets or 
 Availability Zones. 
        >>
}

rule elb_multiple_az_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_TYPE) { 

    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.7]: Require any classic load balancer to have 
 multiple Availability Zones configured 
        [FIX]: Configure Classic Load Balancers with two or more subnets or 
 Availability Zones. 
        >>
}

#
# Parameterized Rules
#
rule check(classic_load_balancer) { 
    %classic_load_balancer { 
        # Scenario 2 
        AvailabilityZones exists or 
        Subnets exists 

        when AvailabilityZones exists { 
            # Scenarios 3 and 5 
            two_or_more_entries(AvailabilityZones) 
            AvailabilityZones[0] not in AvailabilityZones[1] 
        } 

        when Subnets exists { 
            # Scenarios 4 and 6 
            two_or_more_entries(Subnets) 
        } 
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    }
}

rule two_or_more_entries(list_property) { 
    %list_property { 
        this is_list 
        this not empty 
        this[0] exists 
        this[1] exists 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICLOADBALANCING.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
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        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internet-facing 
      Listeners: 
      - Protocol: HTTPS 
        InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        PolicyNames: 
        - Example-SSLNegotiation-Policy 
        SSLCertificateId: 
          Ref: ACMCertificate 
      Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
        - Name: Reference-Security-Policy 
          Value: ELBSecurityPolicy-TLS-1-2-2017-01 
      AvailabilityZones: 
      - Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
      - Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
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    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Listeners: 
      - Protocol: HTTP 
        InstancePort: 80 
        LoadBalancerPort: 80 
      Subnets: 
      - Ref: Subnet 

     

[CT.ELASTICLOADBALANCING.PR.8] Require any classic load balancer SSL/HTTPS listener to 
have a certificate provided by AWS Certificate Manager

This control checks whether classic load balancers use HTTPS/SSL certificates provided by AWS 
Certificate Manager.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancing::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.8 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.8 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.8 example templates
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Explanation

To create a certificate, you can use either ACM or a tool that supports the SSL and TLS protocols, 
such as OpenSSL. Security Hub recommends that you use ACM to create or import certificates for 
your load balancer.

ACM integrates with Classic Load Balancers, so that you can deploy the certificate on your load 
balancer. You also should renew these certificates automatically.

Usage considerations

• This control applies only to Classic Load Balancers configured with HTTPS or SSL 
listeners.

Remediation for rule failure

Configure Classic Load Balancers to use certificates provided by AWS Certificate Manager (ACM).

The examples that follow show how to implement this remediation.

Classic Load Balancer - Example

Classic Load Balancer configured with an HTTPS listener and AWS Certificate Manager SSL 
certificate. The example is shown in JSON and in YAML.

JSON example

{ 
    "ClassicLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
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            ], 
            "Policies": [ 
                { 
                    "PolicyName": "Example-SSLNegotiation-Policy", 
                    "PolicyType": "SSLNegotiationPolicyType", 
                    "Attributes": [ 
                        { 
                            "Name": "Reference-Security-Policy", 
                            "Value": "ELBSecurityPolicy-TLS-1-2-2017-01" 
                        } 
                    ] 
                } 
            ], 
            "Listeners": [ 
                { 
                    "InstancePort": "80", 
                    "InstanceProtocol": "HTTP", 
                    "LoadBalancerPort": "443", 
                    "Protocol": "HTTPS", 
                    "PolicyNames": [ 
                        "Example-SSLNegotiation-Policy" 
                    ], 
                    "SSLCertificateId": { 
                        "Ref": "ACMCertificate" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ClassicLoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internal 
    Subnets: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    Policies: 
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      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
          - Name: Reference-Security-Policy 
            Value: ELBSecurityPolicy-TLS-1-2-2017-01 
    Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
          - Example-SSLNegotiation-Policy 
        SSLCertificateId: !Ref 'ACMCertificate' 

                 

CT.ELASTICLOADBALANCING.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elb_acm_certificate_required_check
#  
# Description:
#   This control checks whether Classic Load Balancers use HTTPS/SSL certificates 
 provided by AWS Certificate Manager.
#  
# Reports on:
#   AWS::ElasticLoadBalancing::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any Elastic Load Balancing load 
 balancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: There are no HTTPS or SSL 'Listeners' configured on the load balancer 
 resource
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: There are one or more HTTPS or SSL 'Listeners' configured on the load 
 balancer resource
#       And: 'SSLCertificateId' on load balancer HTTPS or SSL 'Listeners' is missing or 
 not a valid ACM certificate ARN
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: There are one or more HTTPS or SSL 'Listeners' configured on the load 
 balancer resource
#       And: 'SSLCertificateId' matches an ACM certificate ARN for all 'HTTPS' and 
 'SSL' 'Listeners'
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_TYPE = "AWS::ElasticLoadBalancing::LoadBalancer"
let ACM_CERTIFICATE_ARN_PATTERN = /arn:aws[a-z0-9\-]*:acm:[a-z0-9\-]+:
\d{12}:certificate\/[\w\-]{1,64}/
let SECURE_LISTENER_PROTOCOLS = ["HTTPS", "SSL"]
let INPUT_DOCUMENT = this

#
# Assignments
#
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let classic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_TYPE ]

#
# Primary Rules
#
rule elb_acm_certificate_required_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %classic_load_balancers not empty { 

    check(%classic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.8]: Require any classic load balancer SSL/HTTPS 
 listener to have a certificate provided by AWS Certificate Manager 
        [FIX]: Configure Classic Load Balancers to use certificates provided by AWS 
 Certificate Manager (ACM). 
        >>
}

rule elb_acm_certificate_required_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_TYPE) { 

    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.8]: Require any classic load balancer SSL/HTTPS 
 listener to have a certificate provided by AWS Certificate Manager 
        [FIX]: Configure Classic Load Balancers to use certificates provided by AWS 
 Certificate Manager (ACM). 
        >>
}

#
# Parameterized Rules
#
rule check(classic_load_balancer) { 
    %classic_load_balancer [ 
        filter_load_balancer_with_listeners(this) 
    ] { 
        Listeners [ 
            filter_secure_listeners(this) 
        ] { 
            # Scenarios 3 and 4 
            SSLCertificateId exists 
            SSLCertificateId == %ACM_CERTIFICATE_ARN_PATTERN or 
            check_local_references(%INPUT_DOCUMENT, SSLCertificateId, 
 "AWS::CertificateManager::Certificate") 
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        } 
    }
}

rule filter_load_balancer_with_listeners(classic_load_balancer) { 
    %classic_load_balancer { 
        Listeners exists 
        Listeners is_list 
        Listeners not empty 
    }
}

rule filter_secure_listeners(listener) { 
    %listener { 
        Protocol exists 
        Protocol in %SECURE_LISTENER_PROTOCOLS 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}
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rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.ELASTICLOADBALANCING.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
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        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
        - Name: Reference-Security-Policy 
          Value: ELBSecurityPolicy-TLS-1-2-2017-01 
      Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
        - Example-SSLNegotiation-Policy 
        SSLCertificateId: 
          Ref: ACMCertificate 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
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    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
        - Name: Reference-Security-Policy 
          Value: ELBSecurityPolicy-TLS-1-2-2017-01 
      Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
        - Example-SSLNegotiation-Policy 
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        SSLCertificateId: arn:aws:iam::123456789012:server-certificate/example-
certificate 

     

[CT.ELASTICLOADBALANCING.PR.9] Require that an AWS ELB Application or Classic Load 
Balancer listener is configured with HTTPS or TLS termination

This control checks whether your Elastic Load Balancing (ELB) Classic Load Balancer front-end 
listeners are configured with HTTPS or SSL protocols.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancing::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.9 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.9 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.9 example templates

Explanation

Before you start to use a load balancer, you must add one or more listeners. A listener is a process 
that uses the configured protocol and port to check for connection requests. Listeners can support 
HTTP and HTTPS/TLS protocols. You should always use an HTTPS or TLS listener, so that the load 
balancer does the work of encryption and decryption in transit.

Remediation for rule failure

Configure Classic Load Balancer front-end listeners with HTTPS or SSL protocols.

The examples that follow show how to implement this remediation.
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Classic Load Balancer - Example One

Classic Load Balancer configured with an HTTPS Listener. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "LoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Subnets": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ], 
            "Listeners": [ 
                { 
                    "Protocol": "HTTPS", 
                    "SSLCertificateId": { 
                        "Ref": "ACMCertificate" 
                    }, 
                    "InstancePort": 80, 
                    "LoadBalancerPort": 443 
                } 
            ] 
        } 
    }
} 
                 

YAML example

LoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internal 
    Subnets: 
      - !Ref 'Subnet' 
    Listeners: 

Proactive controls 1359



AWS Control Tower User Guide

      - Protocol: HTTPS 
        SSLCertificateId: !Ref 'ACMCertificate' 
        InstancePort: 80 
        LoadBalancerPort: 443 

                 

The examples that follow show how to implement this remediation.

Classic Load Balancer - Example Two

Classic Load Balancer configured with an SSL Listener. The example is shown in JSON and in YAML.

JSON example

{ 
    "LoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Subnets": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ], 
            "Listeners": [ 
                { 
                    "Protocol": "SSL", 
                    "SSLCertificateId": { 
                        "Ref": "ACMCertificate" 
                    }, 
                    "InstancePort": 80, 
                    "LoadBalancerPort": 443 
                } 
            ] 
        } 
    }
} 
                 

YAML example
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LoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internal 
    Subnets: 
      - !Ref 'Subnet' 
    Listeners: 
      - Protocol: SSL 
        SSLCertificateId: !Ref 'ACMCertificate' 
        InstancePort: 80 
        LoadBalancerPort: 443 

                 

CT.ELASTICLOADBALANCING.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elb_tls_https_listeners_only_check
#  
# Description:
#   Checks whether Classic Load Balancer front-end listeners are configured with HTTPS 
 or SSL protocols.
#  
# Reports on:
#   AWS::ElasticLoadBalancing::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any Elastic Load Balancing 
 LoadBalancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancing LoadBalancer resource
#       And: 'Listeners' has not been provided or is provided with a value of an empty 
 list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancing LoadBalancer resource
#       And: 'Protocol' on LoadBalancer 'Listeners' is not set to 'HTTPS' or 'SSL'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ElasticLoadBalancing LoadBalancer resource
#       And: 'Protocol' is set to 'HTTPS' or 'SSL' for all 'Listeners'
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_TYPE = "AWS::ElasticLoadBalancing::LoadBalancer"
let INPUT_DOCUMENT = this

#
# Assignments
#
let classic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_TYPE ]

#
# Primary Rules
#
rule elb_tls_https_listeners_only_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %classic_load_balancers not empty { 

    check(%classic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.9]: Require that an AWS ELB Application or Classic 
 Load Balancer listener is configured with HTTPS or TLS termination 
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        [FIX]: Configure Classic Load Balancer front-end listeners with HTTPS or SSL 
 protocols. 
        >>
}

rule elb_tls_https_listeners_only_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_TYPE) { 

    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.9]: Require that an AWS ELB Application or Classic 
 Load Balancer listener is configured with HTTPS or TLS termination 
        [FIX]: Configure Classic Load Balancer front-end listeners with HTTPS or SSL 
 protocols. 
        >>
}

#
# Parameterized Rules
#
rule check(classic_load_balancer) { 
    %classic_load_balancer { 
        # Scenario 2 
        Listeners exists 
        Listeners is_list 
        Listeners not empty 

        # Scenarios 3 and 4 
        Listeners[*] { 
           Protocol exists 
           Protocol in ["HTTPS", "SSL"] 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICLOADBALANCING.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ClassicLoadBalancer: 
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    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      Listeners: 
      - Protocol: HTTPS 
        SSLCertificateId: arn:aws:acm:us-
east-1:123456789012:certificate/12345678-12ab-34cd-56ef-12345678 
        InstancePort: 80 
        LoadBalancerPort: 443 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
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        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      Listeners: 
      - Protocol: HTTP 
        InstancePort: 80 
        LoadBalancerPort: 80 

     

[CT.ELASTICLOADBALANCING.PR.10] Require an ELB application or classic load balancer to 
have logging activated

This control checks whether Classic Load Balancers have logging enabled.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancing::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.10 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.10 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.10 example templates

Explanation

Elastic Load Balancing provides access logs that capture detailed information about requests sent 
to your load balancer. Each log contains information such as the time the request was received, the 
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client's IP address, latencies, request paths, and server responses. You can use these access logs to 
analyze traffic patterns and to troubleshoot issues.

Remediation for rule failure

Set an AccessLoggingPolicy and provide an S3BucketName with an Amazon S3 bucket 
configured to receive classic load balancer access logs.

The examples that follow show how to implement this remediation.

Classic Load Balancer - Example

Classic Load Balancer configured with an HTTPS listener and access logging. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "ClassicLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Listeners": [ 
                { 
                    "Protocol": "HTTPS", 
                    "InstancePort": 80, 
                    "LoadBalancerPort": 443 
                } 
            ], 
            "Subnets": [ 
                { 
                    "Ref": "Subnet" 
                } 
            ], 
            "AccessLoggingPolicy": { 
                "Enabled": true, 
                "S3BucketName": { 
                    "Ref": "LoggingBucket" 
                } 
            } 
        } 
    }
} 
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YAML example

ClassicLoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internal 
    Listeners: 
      - Protocol: HTTPS 
        InstancePort: 80 
        LoadBalancerPort: 443 
    Subnets: 
      - !Ref 'Subnet' 
    AccessLoggingPolicy: 
      Enabled: true 
      S3BucketName: !Ref 'LoggingBucket' 

                 

CT.ELASTICLOADBALANCING.PR.10 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elb_logging_enabled_check
#  
# Description:
#   This control checks whether Classic Load Balancers have logging enabled.
#  
# Reports on:
#   AWS::ElasticLoadBalancing::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
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# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elastic Load Balancing load 
 balancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'AccessLoggingPolicy' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'AccessLoggingPolicy' has been provided
#       And: 'Enabled' in 'AccessLoggingPolicy' is missing or has been set to 
 bool(false) or 'S3BucketName' is missing
#             or empty string value
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'AccessLoggingPolicy' has been provided
#       And: 'Enabled' has been provided in 'AccessLoggingPolicy' and has been set to 
 bool(true)
#       And: 'S3BucketName' has been provided in 'AccessLoggingPolicy' as a non-empty 
 string value or
#            valid local reference
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_TYPE = "AWS::ElasticLoadBalancing::LoadBalancer"
let INPUT_DOCUMENT = this

#
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# Assignments
#
let classic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_TYPE ]

#
# Primary Rules
#
rule elb_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                    %classic_load_balancers not empty { 
    check(%classic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.10]: Require an ELB application or classic load 
 balancer to have logging activated 
        [FIX]: Set an 'AccessLoggingPolicy' and provide an 'S3BucketName' with an 
 Amazon S3 bucket configured to receive classic load balancer access logs. 
        >>

}

rule elb_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.10]: Require an ELB application or classic load 
 balancer to have logging activated 
        [FIX]: Set an 'AccessLoggingPolicy' and provide an 'S3BucketName' with an 
 Amazon S3 bucket configured to receive classic load balancer access logs. 
        >>
}

#
# Parameterized Rules
#
rule check(classic_load_balancer) { 
    %classic_load_balancer { 
        # Scenario 2 
        AccessLoggingPolicy exists 
        AccessLoggingPolicy is_struct 

        AccessLoggingPolicy { 
            # Scenario 3 and 4 
            Enabled exists 
            Enabled == true 
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            S3BucketName exists 
            check_is_string_and_not_empty(S3BucketName) or 
            check_local_references(%INPUT_DOCUMENT, S3BucketName, "AWS::S3::Bucket") 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
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        Type == %referenced_resource_type 
    }
} 

     

CT.ELASTICLOADBALANCING.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Mappings: 
  RegionToELBAccountId: 
    us-east-1: 
      AccountId: '127311923021' 
    us-west-1: 
      AccountId: '027434742980' 
    us-west-2: 
      AccountId: '797873946194' 
    ca-central-1: 
      AccountId: '985666609251' 
    eu-west-1: 
      AccountId: '156460612806' 
    ap-northeast-1: 
      AccountId: '582318560864' 
    ap-northeast-2: 
      AccountId: '600734575887' 
    ap-southeast-1: 
      AccountId: '114774131450' 
    ap-southeast-2: 
      AccountId: '783225319266' 
    ap-south-1: 
      AccountId: '718504428378' 
    us-east-2: 
      AccountId: '033677994240' 
    sa-east-1: 
      AccountId: '507241528517' 
    eu-central-1: 
      AccountId: '054676820928' 
    af-south-1: 
      AccountId: '098369216593' 
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    ap-east-1: 
      AccountId: '754344448648' 
    ap-southeast-3: 
      AccountId: '589379963580' 
    ap-northeast-3: 
      AccountId: '383597477331' 
    eu-west-2: 
      AccountId: '652711504416' 
    eu-south-1: 
      AccountId: '635631232127' 
    eu-west-3: 
      AccountId: '009996457667' 
    eu-north-1: 
      AccountId: '897822967062' 
    me-south-1: 
      AccountId: '076674570225' 
    us-gov-west-1: 
      AccountId: '048591011584' 
    us-gov-east-1: 
      AccountId: '190560391635' 
  RegionToARNPrefix: 
    us-east-1: 
      ARNPrefix: 'arn:aws:' 
    us-west-1: 
      ARNPrefix: 'arn:aws:' 
    us-west-2: 
      ARNPrefix: 'arn:aws:' 
    ca-central-1: 
      ARNPrefix: 'arn:aws:' 
    eu-west-1: 
      ARNPrefix: 'arn:aws:' 
    ap-northeast-1: 
      ARNPrefix: 'arn:aws:' 
    ap-northeast-2: 
      ARNPrefix: 'arn:aws:' 
    ap-southeast-1: 
      ARNPrefix: 'arn:aws:' 
    ap-southeast-2: 
      ARNPrefix: 'arn:aws:' 
    ap-south-1: 
      ARNPrefix: 'arn:aws:' 
    us-east-2: 
      ARNPrefix: 'arn:aws:' 
    sa-east-1: 
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      ARNPrefix: 'arn:aws:' 
    eu-central-1: 
      ARNPrefix: 'arn:aws:' 
    af-south-1: 
      ARNPrefix: 'arn:aws:' 
    ap-east-1: 
      ARNPrefix: 'arn:aws:' 
    ap-southeast-3: 
      ARNPrefix: 'arn:aws:' 
    ap-northeast-3: 
      ARNPrefix: 'arn:aws:' 
    eu-west-2: 
      ARNPrefix: 'arn:aws:' 
    eu-south-1: 
      ARNPrefix: 'arn:aws:' 
    eu-west-3: 
      ARNPrefix: 'arn:aws:' 
    eu-north-1: 
      ARNPrefix: 'arn:aws:' 
    me-south-1: 
      ARNPrefix: 'arn:aws:' 
    us-gov-west-1: 
      ARNPrefix: 'arn:aws-us-gov:' 
    us-gov-east-1: 
      ARNPrefix: 'arn:aws-us-gov:'
Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
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    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  LoggingBucket: 
    Type: AWS::S3::Bucket 
  LoggingBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: LoggingBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Action: 
              - 's3:PutObject' 
            Effect: Allow 
            Resource: 
              Fn::Join: 
                - '' 
                - - Fn::FindInMap: [RegionToARNPrefix, !Ref 'AWS::Region', ARNPrefix] 
                  - 's3:::' 
                  - Ref: LoggingBucket 
                  - /AWSLogs/ 
                  - Ref: AWS::AccountId 
                  - /* 
            Principal: 
              AWS:  
                Fn::FindInMap: [RegionToELBAccountId, !Ref 'AWS::Region', AccountId] 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Listeners: 
      - Protocol: HTTP 
        InstancePort: 80 
        LoadBalancerPort: 80 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
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      AccessLoggingPolicy: 
        Enabled: true 
        S3BucketName: 
          Ref: LoggingBucket 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Listeners: 
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      - Protocol: HTTP 
        InstancePort: 80 
        LoadBalancerPort: 80 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 

     

[CT.ELASTICLOADBALANCING.PR.11] Require any ELB classic load balancer to have connection 
draining activated

This control checks whether Elastic Load Balancing (ELB) Classic Load Balancers have connection 
draining configured.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancing::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.11 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.11 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.11 example templates

Explanation

Activating connection draining on Classic Load Balancers ensures that the load balancer 
stops sending requests to instances that are de-registering or unhealthy. It keeps the existing 
connections open. This configuration is particularly useful for instances in Auto Scaling groups, to 
ensure that connections aren't severed abruptly.

Remediation for rule failure

Configure a ConnectionDrainingPolicy on Elastic Load Balancing Classic Load Balancers.
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The examples that follow show how to implement this remediation.

Classic Load Balancer - Example

Classic Load Balancer configured with connection draining active. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "ClassicLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Listeners": [ 
                { 
                    "InstancePort": "80", 
                    "InstanceProtocol": "HTTP", 
                    "LoadBalancerPort": "443", 
                    "Protocol": "HTTPS", 
                    "PolicyNames": [ 
                        "Example-SSLNegotiation-Policy" 
                    ], 
                    "SSLCertificateId": { 
                        "Ref": "ACMCertificate" 
                    } 
                } 
            ], 
            "Policies": [ 
                { 
                    "PolicyName": "Example-SSLNegotiation-Policy", 
                    "PolicyType": "SSLNegotiationPolicyType", 
                    "Attributes": [ 
                        { 
                            "Name": "Reference-Security-Policy", 
                            "Value": "ELBSecurityPolicy-TLS-1-2-2017-01" 
                        } 
                    ] 
                } 
            ], 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
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                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "ConnectionDrainingPolicy": { 
                "Enabled": true 
            } 
        } 
    }
} 
                 

YAML example

ClassicLoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internal 
    Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
          - Example-SSLNegotiation-Policy 
        SSLCertificateId: !Ref 'ACMCertificate' 
    Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
          - Name: Reference-Security-Policy 
            Value: ELBSecurityPolicy-TLS-1-2-2017-01 
    Subnets: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    ConnectionDrainingPolicy: 
      Enabled: true 
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CT.ELASTICLOADBALANCING.PR.11 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elb_connection_draining_enabled_check
#  
# Description:
#   This control checks whether Elastic Load Balancing (ELB) Classic Load Balancers 
 have connection draining configured.
#  
# Reports on:
#   AWS::ElasticLoadBalancing::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elastic Load Balancing load 
 balancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'ConnectionDrainingPolicy' has not been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'ConnectionDrainingPolicy' has been specified
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#       And: 'Enabled' in 'ConnectionDrainingPolicy' is missing or has been set to 
 bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing load balancer 
 resource
#       And: 'ConnectionDrainingPolicy' has been specified
#       And: 'Enabled' in 'ConnectionDrainingPolicy' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_TYPE = "AWS::ElasticLoadBalancing::LoadBalancer"
let INPUT_DOCUMENT = this

#
# Assignments
#
let classic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_TYPE ]

#
# Primary Rules
#
rule elb_connection_draining_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                %classic_load_balancers not empty { 

    check(%classic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.11]: Require any ELB classic load balancer to have 
 connection draining activated 
        [FIX]: Configure a 'ConnectionDrainingPolicy' on Elastic Load Balancing Classic 
 Load Balancers. 
        >>
}

rule elb_connection_draining_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.11]: Require any ELB classic load balancer to have 
 connection draining activated 
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        [FIX]: Configure a 'ConnectionDrainingPolicy' on Elastic Load Balancing Classic 
 Load Balancers. 
        >>
}

#
# Parameterized Rules
#
rule check(classic_load_balancer) { 
    %classic_load_balancer { 
        # Scenario 2 
        ConnectionDrainingPolicy exists 
        ConnectionDrainingPolicy is_struct 

        ConnectionDrainingPolicy { 
            # Scenario 3 and 4 
            Enabled exists 
            Enabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICLOADBALANCING.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
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        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
        - Example-SSLNegotiation-Policy 
        SSLCertificateId: 
          Ref: ACMCertificate 
      Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
        - Name: Reference-Security-Policy 
          Value: ELBSecurityPolicy-TLS-1-2-2017-01 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      ConnectionDrainingPolicy: 
        Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
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    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Listeners: 
      - Protocol: HTTP 
        InstancePort: 80 
        LoadBalancerPort: 80 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 

     

[CT.ELASTICLOADBALANCING.PR.12] Require any ELB classic load balancer SSL/HTTPS listener 
to have a predefined security policy with a strong configuration

This control checks whether Elastic Load Balancing (ELB) Classic Load Balancer HTTPS/SSL listeners 
use the predefined security policy ELBSecurityPolicy-TLS-1-2-2017-01.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancing::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.12 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.12 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.12 example templates
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Explanation

A security policy is a combination of SSL protocols, ciphers, and the server order preference option. 
Predefined policies control the ciphers, protocols, and preference orders that provide support 
during SSL negotiations between a client and load balancer.

Using ELBSecurityPolicy-TLS-1-2-2017-01 can help you to meet compliance and security 
standards that require you to turn off specific versions of SSL and TLS.

Usage considerations

• This control applies only to Elastic Load Balancing Classic Load Balancers configured with 
HTTPS or SSL listeners.

Remediation for rule failure

Configure Classic Load Balancer HTTPS/SSL listeners to use the predefined security policy called
ELBSecurityPolicy-TLS-1-2-2017-01.

The examples that follow show how to implement this remediation.

Classic Load Balancer - Example

Classic Load Balancer configured with an HTTPS listener and SSL negotiation policy that references 
the ELBSecurityPolicy-TLS-1-2-2017-01 predefined security policy for classic load 
balancers. The example is shown in JSON and in YAML.

JSON example

{ 
    "ClassicLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
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                    "Ref": "SubnetTwo" 
                } 
            ], 
            "Policies": [ 
                { 
                    "PolicyName": "Example-SSLNegotiation-Policy", 
                    "PolicyType": "SSLNegotiationPolicyType", 
                    "Attributes": [ 
                        { 
                            "Name": "Reference-Security-Policy", 
                            "Value": "ELBSecurityPolicy-TLS-1-2-2017-01" 
                        } 
                    ] 
                } 
            ], 
            "Listeners": [ 
                { 
                    "InstancePort": 80, 
                    "InstanceProtocol": "HTTP", 
                    "LoadBalancerPort": 443, 
                    "Protocol": "HTTPS", 
                    "SSLCertificateId": { 
                        "Ref": "ACMCertificate" 
                    }, 
                    "PolicyNames": [ 
                        "Example-SSLNegotiation-Policy" 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ClassicLoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internal 
    Subnets: 
      - !Ref 'SubnetOne' 
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      - !Ref 'SubnetTwo' 
    Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
          - Name: Reference-Security-Policy 
            Value: ELBSecurityPolicy-TLS-1-2-2017-01 
    Listeners: 
      - InstancePort: 80 
        InstanceProtocol: HTTP 
        LoadBalancerPort: 443 
        Protocol: HTTPS 
        SSLCertificateId: !Ref 'ACMCertificate' 
        PolicyNames: 
          - Example-SSLNegotiation-Policy 

                 

CT.ELASTICLOADBALANCING.PR.12 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elb_predefined_security_policy_ssl_check
#  
# Description:
#   This control checks whether Elastic Load Balancing (ELB) Classic Load Balancer 
 HTTPS/SSL listeners use the predefined security policy 'ELBSecurityPolicy-
TLS-1-2-2017-01'.
#  
# Reports on:
#   AWS::ElasticLoadBalancing::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
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#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elastic Load Balancing 
 LoadBalancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing LoadBalancer 
 resource
#       And: There are no HTTPS or SSL 'Listeners' configured on the Elastic Load 
 Balancing LoadBalancer resource
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing LoadBalancer 
 resource
#       And: 'Policies' does not contain a policy with 'PolicyType' equal to 
 'SSLNegotiationPolicyType'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing LoadBalancer 
 resource
#       And: 'Policies' contains a policy with 'PolicyType' equal to 
 'SSLNegotiationPolicyType'
#       And: 'Policies' is missing a 'Reference-Security-Policy' with a value of
#            'ELBSecurityPolicy-TLS-1-2-2017-01'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing LoadBalancer 
 resource
#       And: 'Policies' contains a policy with 'PolicyType' equal to 
 'SSLNegotiationPolicyType'
#       And: 'Policies' contains a 'Reference-Security-Policy' with a value of
#            'ELBSecurityPolicy-TLS-1-2-2017-01'
#       And: A 'HTTPS' or 'SSL' Listener on the LoadBalancer resource does not 
 reference the secure policy
#      Then: FAIL
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#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing LoadBalancer 
 resource
#       And: 'Policies' contains a policy with 'PolicyType' equal to 
 'SSLNegotiationPolicyType'
#       And: 'Policies' contains a 'Reference-Security-Policy' with a value of
#            'ELBSecurityPolicy-TLS-1-2-2017-01'
#       And: All 'HTTPS' and 'SSL' Listeners on the LoadBalancer resource reference the 
 secure policy
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_TYPE = "AWS::ElasticLoadBalancing::LoadBalancer"
let VALID_REFERENCE_SECURITY_POLICIES = [ "ELBSecurityPolicy-TLS-1-2-2017-01" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let classic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_TYPE ]

#
# Primary Rules
#
rule elb_predefined_security_policy_ssl_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                   %classic_load_balancers not empty { 

    check(%classic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.12]: Require any ELB classic load balancer SSL/
HTTPS listener to have a predefined security policy with a strong configuration 
        [FIX]: Configure classic load balancer HTTPS/SSL listeners to use the 
 predefined security policy called ELBSecurityPolicy-TLS-1-2-2017-01. 
        >>
}

rule elb_predefined_security_policy_ssl_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_TYPE) { 

    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_TYPE.resourceProperties) 
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        << 
        [CT.ELASTICLOADBALANCING.PR.12]: Require any ELB classic load balancer SSL/
HTTPS listener to have a predefined security policy with a strong configuration 
        [FIX]: Configure classic load balancer HTTPS/SSL listeners to use the 
 predefined security policy called ELBSecurityPolicy-TLS-1-2-2017-01. 
        >>
}

#
# Parameterized Rules
#
rule check(classic_load_balancer) { 
    %classic_load_balancer { 
        let elb = this 

        # Scenario 2 
        Listeners[ Protocol in ["HTTPS", "SSL"] ] { 
            %elb.Policies exists 
            %elb.Policies is_list 
            %elb.Policies not empty 

            let secure_policies = %elb.Policies[ 
                PolicyType == "SSLNegotiationPolicyType" 
                some Attributes[*] { 
                    Name == "Reference-Security-Policy" 
                    Value in %VALID_REFERENCE_SECURITY_POLICIES 
                } 
            ].PolicyName 

            # Scenarios 3 and 4 
            %secure_policies not empty 

            # Scenarios 5 and 6 
            PolicyNames exists 
            PolicyNames is_list 
            PolicyNames not empty 
            some PolicyNames.* in %secure_policies 
        } 

    }
}

#
# Utility Rules
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#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICLOADBALANCING.PR.12 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
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        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
        - Name: Reference-Security-Policy 
          Value: ELBSecurityPolicy-TLS-1-2-2017-01 
      Listeners: 
      - InstancePort: 80 
        InstanceProtocol: HTTP 
        LoadBalancerPort: 443 
        Protocol: HTTPS 
        SSLCertificateId: 
          Ref: ACMCertificate 
        PolicyNames: 
        - Example-SSLNegotiation-Policy 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
        - Name: Reference-Security-Policy 
          Value: ELBSecurityPolicy-2016-08 
      Listeners: 
      - InstancePort: 80 
        InstanceProtocol: HTTP 
        LoadBalancerPort: 443 
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        Protocol: HTTPS 
        SSLCertificateId: arn:aws:iam::123456789012:server-certificate/example-
certificate 
        PolicyNames: 
        - Example-SSLNegotiation-Policy 

     

[CT.ELASTICLOADBALANCING.PR.13] Require any ELB classic load balancer to have cross-zone 
load balancing activated

This control checks whether cross-zone load balancing is configured for your Classic Load Balancer.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancing::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.13 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.13 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.13 example templates

Explanation

A load balancer node distributes traffic across the registered targets in its Availability Zone. When 
cross-zone load balancing is turned off, each load balancer node distributes traffic only across 
the registered targets in its own Availability Zone. If the number of registered targets is not same 
across the Availability Zones, traffic is not distributed evenly, so the instances in one zone may 
become over-utilized, when compared to the instances in another zone. With cross-zone load 
balancing activated, each load balancer node for your classic load balancer distributes requests 
evenly across the registered instances in all enabled Availability Zones.
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Remediation for rule failure

Set CrossZone to true on Classic Load Balancers.

The examples that follow show how to implement this remediation.

Classic Load Balancer - Example

Classic Load Balancer configured with cross-zone load balancing active. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "ClassicLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancing::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Listeners": [ 
                { 
                    "InstancePort": "80", 
                    "InstanceProtocol": "HTTP", 
                    "LoadBalancerPort": "443", 
                    "Protocol": "HTTPS", 
                    "PolicyNames": [ 
                        "Sample-SSLNegotiation-Policy" 
                    ], 
                    "SSLCertificateId": { 
                        "Ref": "ACMCertificate" 
                    } 
                } 
            ], 
            "Policies": [ 
                { 
                    "PolicyName": "Sample-SSLNegotiation-Policy", 
                    "PolicyType": "SSLNegotiationPolicyType", 
                    "Attributes": [ 
                        { 
                            "Name": "Reference-Security-Policy", 
                            "Value": "ELBSecurityPolicy-TLS-1-2-2017-01" 
                        } 
                    ] 
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                } 
            ], 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "CrossZone": true 
        } 
    }
} 
                 

YAML example

ClassicLoadBalancer: 
  Type: AWS::ElasticLoadBalancing::LoadBalancer 
  Properties: 
    Scheme: internal 
    Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
          - Sample-SSLNegotiation-Policy 
        SSLCertificateId: !Ref 'ACMCertificate' 
    Policies: 
      - PolicyName: Sample-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
          - Name: Reference-Security-Policy 
            Value: ELBSecurityPolicy-TLS-1-2-2017-01 
    Subnets: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    CrossZone: true 
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CT.ELASTICLOADBALANCING.PR.13 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elb_cross_zone_load_balancing_enabled_check
#  
# Description:
#   This control checks whether cross-zone load balancing is configured for your 
 Classic Load Balancer.
#  
# Reports on:
#   AWS::ElasticLoadBalancing::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elastic Load Balancing 
 LoadBalancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing LoadBalancer 
 resource
#       And: 'CrossZone' has not been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing LoadBalancer 
 resource
#       And: 'CrossZone' has been specified and set to bool(false)
#      Then: FAIL
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#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing LoadBalancer 
 resource
#       And: 'CrossZone' has been specified and set to bool(true)
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_TYPE = "AWS::ElasticLoadBalancing::LoadBalancer"
let INPUT_DOCUMENT = this

#
# Assignments
#
let classic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_TYPE ]

#
# Primary Rules
#
rule elb_cross_zone_load_balancing_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %classic_load_balancers not empty 
 { 
    check(%classic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.13]: Require any ELB classic load balancer to have 
 cross-zone load balancing activated 
        [FIX]: Set 'CrossZone' to 'true' on Classic Load Balancers. 
        >>
}

rule elb_cross_zone_load_balancing_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.13]: Require any ELB classic load balancer to have 
 cross-zone load balancing activated 
        [FIX]: Set 'CrossZone' to 'true' on Classic Load Balancers. 
        >>
}

#
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# Parameterized Rules
#
rule check(classic_load_balancer) { 
    %classic_load_balancer { 
        # Scenario 2 
        CrossZone exists 

        # Scenario 3 and 4 
        CrossZone == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.ELASTICLOADBALANCING.PR.13 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
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    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ACMCertificate: 
    Type: "AWS::CertificateManager::Certificate" 
    Properties: 
      DomainName: example.com 
      ValidationMethod: DNS 
      DomainValidationOptions: 
        - DomainName: www.example.com 
          HostedZoneId: ZZZHHHHWWWWAAA 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
      Scheme: internal 
      Listeners: 
      - InstancePort: '80' 
        InstanceProtocol: HTTP 
        LoadBalancerPort: '443' 
        Protocol: HTTPS 
        PolicyNames: 
        - Example-SSLNegotiation-Policy 
        SSLCertificateId: 
          Ref: ACMCertificate 
      Policies: 
      - PolicyName: Example-SSLNegotiation-Policy 
        PolicyType: SSLNegotiationPolicyType 
        Attributes: 
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        - Name: Reference-Security-Policy 
          Value: ELBSecurityPolicy-TLS-1-2-2017-01 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      CrossZone: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  ClassicLoadBalancer: 
    Type: AWS::ElasticLoadBalancing::LoadBalancer 
    Properties: 
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      Scheme: internal 
      Listeners: 
      - Protocol: HTTP 
        InstancePort: 80 
        LoadBalancerPort: 80 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      CrossZone: false 

     

[CT.ELASTICLOADBALANCING.PR.14] Require a Network Load Balancer to have cross-zone load 
balancing activated

This control checks whether a Network Load Balancer (NLB) is configured with cross-zone load 
balancing.

• Control objective: Improve resiliency, Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancingV2::LoadBalancer

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.14 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.14 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.14 example templates

Explanation

The nodes for your load balancer distribute requests from clients to registered targets. When cross-
zone load balancing is enabled, each load balancer node distributes traffic across the registered 
targets in all enabled Availability Zones. When cross-zone load balancing is not enabled, each load 
balancer node distributes traffic only across the registered targets in its own Availability Zone.
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Usage considerations

• This control applies only to a Network Load Balancer (Type of network).

• With a Network Load Balancer, cross-zone load balancing is off by default at the load-
balancer level. You can turn it on at any time. For target groups, the default is to use 
the load balancer setting, but you can override the default by turning cross-zone load 
balancing on or off explicitly, at the target group level. To ensure that cross-zone 
load balancing is configured on target groups, use this control in conjunction with
CT.ELASTICLOADBALANCING.PR.15.

Remediation for rule failure

Set the load balancer attribute load_balancing.cross_zone.enabled to true.

The examples that follow show how to implement this remediation.

Network Load Balancer - Example

Network Load Balancer configured with cross-zone load balancing enabled. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "NetworkLoadBalancer": { 
        "Type": "AWS::ElasticLoadBalancingV2::LoadBalancer", 
        "Properties": { 
            "Scheme": "internal", 
            "Type": "network", 
            "Subnets": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "IpAddressType": "ipv4", 
            "LoadBalancerAttributes": [ 

Proactive controls 1404



AWS Control Tower User Guide

                { 
                    "Key": "load_balancing.cross_zone.enabled", 
                    "Value": true 
                } 
            ] 
        } 
    }
} 
                 

YAML example

NetworkLoadBalancer: 
  Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
  Properties: 
    Scheme: internal 
    Type: network 
    Subnets: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    IpAddressType: ipv4 
    LoadBalancerAttributes: 
      - Key: load_balancing.cross_zone.enabled 
        Value: true 

                 

CT.ELASTICLOADBALANCING.PR.14 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   nlb_cross_zone_load_balancing_enabled_check
#  
# Description:
#   This control checks whether a Network Load Balancer (NLB) is configured with cross-
zone load balancing.
#  
# Reports on:
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#   AWS::ElasticLoadBalancingV2::LoadBalancer
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any ELBv2 Load Balancer resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 Load Balancer resource
#       And: 'Type' has been provided and is set to a value other than 'network'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 Load Balancer resource
#       And: 'Type' has been provided and set to 'network'
#       And: 'LoadBalancerAttributes' has not been provided or has been provided as an 
 empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 Load Balancer resource
#       And: 'Type' has been provided and set to 'network'
#       And: 'LoadBalancerAttributes' has been provided as a non-empty list
#       And: 'LoadBalancerAttributes' does not contain an entry with a 'Key' equal to 
 'load_balancing.cross_zone.enabled'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 Load Balancer resource
#       And: 'Type' has been provided and set to 'network'
#       And: 'LoadBalancerAttributes' has been provided as a non-empty list
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#       And: 'LoadBalancerAttributes' contains an entry with a 'Key' equal to 
 'load_balancing.cross_zone.enabled' and
#            'Value' equal to a value other than bool(true) or string(true)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an ELBv2 Load Balancer resource
#       And: 'Type' has been provided and set to 'network'
#       And: 'LoadBalancerAttributes' has been provided as a non-empty list
#       And: 'LoadBalancerAttributes' contains an entry with a 'Key' equal to 
 'load_balancing.cross_zone.enabled' and
#            'Value' equal to bool(true) or string(true)
#      Then: PASS

#
# Constants
#
let ELASTIC_LOAD_BALANCER_V2_TYPE = "AWS::ElasticLoadBalancingV2::LoadBalancer"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elastic_load_balancers = Resources.*[ Type == %ELASTIC_LOAD_BALANCER_V2_TYPE ]

#
# Primary Rules
#
rule nlb_cross_zone_load_balancing_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %elastic_load_balancers not empty 
 { 

    check(%elastic_load_balancers.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.14]: Require a Network Load Balancer to have cross-
zone load balancing activated 
        [FIX]: Set the load balancer attribute 'load_balancing.cross_zone.enabled' to 
 'true'. 
        >>
}

rule nlb_cross_zone_load_balancing_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTIC_LOAD_BALANCER_V2_TYPE) { 
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    check(%INPUT_DOCUMENT.%ELASTIC_LOAD_BALANCER_V2_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.14]: Require a Network Load Balancer to have cross-
zone load balancing activated 
        [FIX]: Set the load balancer attribute 'load_balancing.cross_zone.enabled' to 
 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(elastic_load_balancer) { 
    %elastic_load_balancer[ Type == "network" ] { 
        # Scenario 2 
        LoadBalancerAttributes exists 
        LoadBalancerAttributes is_list 
        LoadBalancerAttributes not empty 

        # Scenarios 3, 4 and 5 
        some LoadBalancerAttributes[*] { 
            Key exists 
            Value exists 

            Key == "load_balancing.cross_zone.enabled" 
            Value in [ true, "true" ] 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.ELASTICLOADBALANCING.PR.14 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Vpc: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: Vpc 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: Vpc 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  NetworkLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
    Properties: 
      Scheme: internal 
      Type: network 
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      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 
      LoadBalancerAttributes: 
      - Key: load_balancing.cross_zone.enabled 
        Value: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Vpc: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: Vpc 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: Vpc 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  NetworkLoadBalancer: 
    Type: AWS::ElasticLoadBalancingV2::LoadBalancer 
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    Properties: 
      Scheme: internal 
      Type: network 
      Subnets: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      IpAddressType: ipv4 

     

[CT.ELASTICLOADBALANCING.PR.15] Require that an Elastic Load Balancing v2 target group 
does not explicitly disable cross-zone load balancing

This control checks whether an Elastic Load Balancing v2 target group is configured so that it does 
not explicitly turn off cross-zone load balancing.

• Control objective: Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::ElasticLoadBalancingV2::TargetGroup

• AWS CloudFormation guard rule:  CT.ELASTICLOADBALANCING.PR.15 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ELASTICLOADBALANCING.PR.15 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ELASTICLOADBALANCING.PR.15 example templates

Explanation

The nodes for your load balancer distribute requests from clients to registered targets. When cross-
zone load balancing is enabled, each load balancer node distributes traffic across the registered 
targets in all enabled Availability Zones. When cross-zone load balancing is not enabled, each load 
balancer node distributes traffic only across the registered targets in its Availability Zone.

The target group's cross-zone load balancing setting determines the load balancing behavior for 
the entire target group. For example, if cross-zone load balancing is enabled at the load balancer 
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level, but not enabled at the target group level, traffic sent to the target group is not routed across 
Availability Zones.

Usage considerations

• This control checks only to ensure that cross-zone load balancing has not been explicitly 
turned off on an ELB target group. To ensure that cross-zone load balancing is enabled, 
be sure to enable this control in conjunction with related proactive controls that check 
load balancers directly.

• If you turn on cross-zone load balancing, you can't start a zonal shift. For more 
information, see [Resources supported for zonal shifts] (https://docs.aws.amazon.com/
r53recovery/latest/dg/arc-zonal-shift.resource-types.html) in the Amazon Route 53 
Application Recovery Controller Developer Guide.

Remediation for rule failure

Do not set the load balancer attribute load_balancing.cross_zone.enabled to adopt the 
default value of use_load_balancer_configuration. Do not explicitly set the attribute to 
true, nor to the value use_load_balancer_configuration.

The examples that follow show how to implement this remediation.

Elastic Load Balancer target group - Example

Elastic Load Balancer target group configured to enable cross-zone load balancing. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "TargetGroup": { 
        "Type": "AWS::ElasticLoadBalancingV2::TargetGroup", 
        "Properties": { 
            "Protocol": "HTTP", 
            "Port": 80, 
            "VpcId": { 
                "Ref": "VPC" 
            }, 
            "TargetGroupAttributes": [ 
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                { 
                    "Key": "load_balancing.cross_zone.enabled", 
                    "Value": true 
                } 
            ] 
        } 
    }
} 
                 

YAML example

TargetGroup: 
  Type: AWS::ElasticLoadBalancingV2::TargetGroup 
  Properties: 
    Protocol: HTTP 
    Port: 80 
    VpcId: !Ref 'VPC' 
    TargetGroupAttributes: 
      - Key: load_balancing.cross_zone.enabled 
        Value: true 

                 

CT.ELASTICLOADBALANCING.PR.15 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elbv2_target_group_cross_zone_check
#  
# Description:
#   This control checks whether an Elastic Load Balancing v2 target group is configured 
 so that it does not explicitly turn off cross-zone load balancing.
#  
# Reports on:
#   AWS::ElasticLoadBalancingV2::TargetGroup
#  
# Evaluates:
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#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elastic Load Balancing v2 target 
 group resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing v2 target group 
 resource
#       And: 'TargetGroupAttributes' has been provided as a non-empty list
#       And: 'TargetGroupAttributes' contain an entry with a 'Key' equal to 
 'load_balancing.cross_zone.enabled'
#            and 'Value' equal to a value other than bool(true), 'true' or 
 'use_load_balancer_configuration'
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing v2 target group 
 resource
#       And: 'TargetGroupAttributes' has not been provided or has been provided as a 
 list that
#            does not contain an entry with a 'Key' equal to 
 'load_balancing.cross_zone.enabled'
#      Then: PASS
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elastic Load Balancing v2 target group 
 resource
#       And: 'TargetGroupAttributes' has been provided as a non-empty list
#       And: 'TargetGroupAttributes' contains an entry with a 'Key' equal to 
 'load_balancing.cross_zone.enabled' and
#            'Value' equal to bool(true), string(true) or 
 'use_load_balancer_configuration'
#      Then: PASS
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#
# Constants
#
let INPUT_DOCUMENT = this
let ELBV2_TARGET_GROUP_TYPE = "AWS::ElasticLoadBalancingV2::TargetGroup"
let ALLOWED_CROSS_ZONE_VALUES = ["true", true, "use_load_balancer_configuration"]

#
# Assignments
#
let elbv2_target_groups = Resources.*[ Type == %ELBV2_TARGET_GROUP_TYPE ]

#
# Primary Rules
#
rule elbv2_target_group_cross_zone_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %elbv2_target_groups not empty { 

    check(%elbv2_target_groups.Properties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.15]: Require that an Elastic Load Balancing v2 
 target group does not explicitly disable cross-zone load balancing 
        [FIX]: Do not set the load balancer attribute 
 'load_balancing.cross_zone.enabled' to adopt the default value of 
 'use_load_balancer_configuration'. Do not explicitly set the attribute to true, nor to 
 the value 'use_load_balancer_configuration'. 
        >>
}

rule elbv2_target_group_cross_zone_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELBV2_TARGET_GROUP_TYPE) { 

    check(%INPUT_DOCUMENT.%ELBV2_TARGET_GROUP_TYPE.resourceProperties) 
        << 
        [CT.ELASTICLOADBALANCING.PR.15]: Require that an Elastic Load Balancing v2 
 target group does not explicitly disable cross-zone load balancing 
        [FIX]: Do not set the load balancer attribute 
 'load_balancing.cross_zone.enabled' to adopt the default value of 
 'use_load_balancer_configuration'. Do not explicitly set the attribute to true, nor to 
 the value 'use_load_balancer_configuration'. 
        >>
}
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#
# Parameterized Rules
#
rule check(elbv2_target_group) { 
    %elbv2_target_group { 
        # Scenarios 2 and 3 
        TargetGroupAttributes not exists or 
        check_target_group_with_attributes(this) 
    }
}

rule check_target_group_with_attributes(target_group) { 
    %target_group { 
        TargetGroupAttributes exists 
        TargetGroupAttributes is_list 
        TargetGroupAttributes[ 
            Key exists 
            Key == "load_balancing.cross_zone.enabled" 
        ] { 
            # Scenario 4 
            Value exists 
            Value in %ALLOWED_CROSS_ZONE_VALUES 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.ELASTICLOADBALANCING.PR.15 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: true 
      EnableDnsHostnames: true 
  TargetGroup: 
    Type: AWS::ElasticLoadBalancingV2::TargetGroup 
    Properties: 
      Protocol: HTTP 
      Port: 80 
      VpcId: 
        Ref: VPC 
      TargetGroupAttributes: 
      - Key: load_balancing.cross_zone.enabled 
        Value: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: true 
      EnableDnsHostnames: true 
  TargetGroup: 
    Type: AWS::ElasticLoadBalancingV2::TargetGroup 
    Properties: 
      Protocol: HTTP 
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      Port: 80 
      VpcId: 
        Ref: VPC 
      TargetGroupAttributes: 
      - Key: load_balancing.cross_zone.enabled 
        Value: false 

     

Amazon Elastic Map Reduce (Amazon EMR) controls

Topics

• [CT.EMR.PR.1] Require that an Amazon Elastic MapReduce (EMR) security configuration is 
configured to encrypt data at rest in Amazon S3

• [CT.EMR.PR.2] Require that an Amazon Elastic MapReduce (EMR) security configuration is 
configured to encrypt data at rest in Amazon S3 with an AWS KMS key

• [CT.EMR.PR.3] Require that an Amazon Elastic MapReduce (EMR) security configuration is 
configured with EBS volume local disk encryption using an AWS KMS key

• [CT.EMR.PR.4] Require that an Amazon Elastic MapReduce (EMR) security configuration is 
configured to encrypt data in transit

[CT.EMR.PR.1] Require that an Amazon Elastic MapReduce (EMR) security configuration is 
configured to encrypt data at rest in Amazon S3

This control checks whether an Amazon EMR security configuration is configured to encrypt EMR 
File System (EMRFS) objects at rest in Amazon S3.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EMR::SecurityConfiguration

• AWS CloudFormation guard rule:  CT.EMR.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EMR.PR.1 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EMR.PR.1 example templates

Explanation

Amazon S3 encryption works with EMR File System (EMRFS) objects that are read from and written 
to Amazon S3. When you enable encryption at rest, you specify Amazon S3 server-side encryption 
(SSE) or client-side encryption (CSE) as the default encryption mode. Optionally, you can specify 
different encryption methods for individual buckets by using per bucket encryption overrides.

Remediation for rule failure

In the EncryptionConfiguration parameter, set the value of EnableAtRestEncryption to 
true, and provide an AtRestEncryptionConfiguration configuration.

The examples that follow show how to implement this remediation.

Amazon EMR security configuration - Example

An Amazon EMR security configuration configured to encrypt EMR File System (EMRFS) objects at 
rest in Amazon S3. The example is shown in JSON and in YAML.

JSON example

{ 
    "SecurityConfiguration": { 
        "Type": "AWS::EMR::SecurityConfiguration", 
        "Properties": { 
            "SecurityConfiguration": { 
                "EncryptionConfiguration": { 
                    "EnableInTransitEncryption": false, 
                    "EnableAtRestEncryption": true, 
                    "AtRestEncryptionConfiguration": { 
                        "S3EncryptionConfiguration": { 
                            "EncryptionMode": "SSE-S3" 
                        } 
                    } 
                } 
            } 
        } 
    }
} 
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YAML example

SecurityConfiguration: 
  Type: AWS::EMR::SecurityConfiguration 
  Properties: 
    SecurityConfiguration: 
      EncryptionConfiguration: 
        EnableInTransitEncryption: false 
        EnableAtRestEncryption: true 
        AtRestEncryptionConfiguration: 
          S3EncryptionConfiguration: 
            EncryptionMode: SSE-S3 

                 

CT.EMR.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   emr_sec_config_encryption_at_rest_s3_check
#  
# Description:
#   This control checks whether an Amazon EMR security configuration is configured to 
 encrypt EMR File System (EMRFS) objects at rest in Amazon S3.
#  
# Reports on:
#   AWS::EMR::SecurityConfiguration
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1`
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EMR security configuration 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has not been 
 provided
#            or has been provided and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has been provided as a struct
#       And: 'EncryptionMode' in 
 'AtRestEncryptionConfiguration.S3EncryptionConfiguration'

Proactive controls 1421



AWS Control Tower User Guide

#            has not been provided or has been provided as an empty string
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has been provided as a struct
#       And: 'EncryptionMode' in 
 'AtRestEncryptionConfiguration.S3EncryptionConfiguration'
#            has been provided as a non-empty string
#      Then: PASS

#
# Constants
#
let EMR_SECURITY_CONFIGURATION_TYPE = "AWS::EMR::SecurityConfiguration"
let INPUT_DOCUMENT = this

#
# Assignments
#
let emr_security_configurations = Resources.*[ Type == 
 %EMR_SECURITY_CONFIGURATION_TYPE ]

#
# Primary Rules
#
rule emr_sec_config_encryption_at_rest_s3_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %emr_security_configurations not 
 empty { 
    check(%emr_security_configurations.Properties) 
        << 
        [CT.EMR.PR.1]: Require that an Amazon Elastic MapReduce (EMR) security 
 configuration is configured to encrypt data at rest in Amazon S3 
        [FIX]: In the 'EncryptionConfiguration' parameter, set the value of 
 'EnableAtRestEncryption' to true, and provide an 'AtRestEncryptionConfiguration' 
 configuration. 
        >>
}
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rule emr_sec_config_encryption_at_rest_s3_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EMR_SECURITY_CONFIGURATION_TYPE) { 
    check(%INPUT_DOCUMENT.%EMR_SECURITY_CONFIGURATION_TYPE.resourceProperties) 
        << 
        [CT.EMR.PR.1]: Require that an Amazon Elastic MapReduce (EMR) security 
 configuration is configured to encrypt data at rest in Amazon S3 
        [FIX]: In the 'EncryptionConfiguration' parameter, set the value of 
 'EnableAtRestEncryption' to true, and provide an 'AtRestEncryptionConfiguration' 
 configuration. 
        >>
}

#
# Parameterized Rules
#
rule check(emr_security_configuration) { 
    %emr_security_configuration { 
        SecurityConfiguration exists 
        SecurityConfiguration is_struct 

        SecurityConfiguration { 
            # Scenario 2 
            EncryptionConfiguration exists 
            EncryptionConfiguration is_struct 

            EncryptionConfiguration { 
                # Scenario 3 
                EnableAtRestEncryption exists 
                EnableAtRestEncryption == true 

                # Scenario 4 
                AtRestEncryptionConfiguration exists 
                AtRestEncryptionConfiguration is_struct 

                # Scenarios 5 and 6 
                AtRestEncryptionConfiguration { 
                    S3EncryptionConfiguration exists 
                    S3EncryptionConfiguration is_struct 

                    S3EncryptionConfiguration { 
                        EncryptionMode exists 
                        check_is_string_and_not_empty(EncryptionMode) 
                    } 
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                } 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.EMR.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SecurityConfiguration: 
    Type: AWS::EMR::SecurityConfiguration 
    Properties: 
      SecurityConfiguration: 
        EncryptionConfiguration: 
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          EnableInTransitEncryption: false 
          EnableAtRestEncryption: true 
          AtRestEncryptionConfiguration: 
            S3EncryptionConfiguration: 
              EncryptionMode: SSE-S3 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SecurityConfiguration: 
    Type: AWS::EMR::SecurityConfiguration 
    Properties: 
      SecurityConfiguration: 
        EncryptionConfiguration: 
          EnableAtRestEncryption: false 
          EnableInTransitEncryption: false 

     

[CT.EMR.PR.2] Require that an Amazon Elastic MapReduce (EMR) security configuration is 
configured to encrypt data at rest in Amazon S3 with an AWS KMS key

This control checks whether an Amazon EMR security configuration is configured to encrypt EMR 
File System (EMRFS) objects at rest in Amazon S3 with an AWS KMS key.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EMR::SecurityConfiguration

• AWS CloudFormation guard rule:  CT.EMR.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EMR.PR.2 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EMR.PR.2 example templates

Explanation

Amazon S3 encryption works with EMR File System (EMRFS) objects that are read from and written 
to Amazon S3. When you enable encyption at rest, you specify Amazon S3 server-side encryption 
(SSE) or client-side encryption (CSE) as the default encryption mode. Optionally, you can specify 
different encryption methods for individual buckets using per bucket encryption overrides.

Remediation for rule failure

In the EncryptionConfiguration parameter, set EnableAtRestEncryption to true, and 
provide an AtRestEncryptionConfiguration configuration, with EncryptionMode set to
SSE-KMS or CSE-KMS.

The examples that follow show how to implement this remediation.

Amazon EMR security configuration - Example

An Amazon EMR security configuration configured to encrypt EMR File System (EMRFS) objects at 
rest in Amazon S3 with AWS KMS. The example is shown in JSON and in YAML.

JSON example

{ 
    "SecurityConfiguration": { 
        "Type": "AWS::EMR::SecurityConfiguration", 
        "Properties": { 
            "SecurityConfiguration": { 
                "EncryptionConfiguration": { 
                    "EnableInTransitEncryption": false, 
                    "EnableAtRestEncryption": true, 
                    "AtRestEncryptionConfiguration": { 
                        "S3EncryptionConfiguration": { 
                            "EncryptionMode": "SSE-KMS", 
                            "AwsKmsKey": { 
                                "Fn::GetAtt": [ 
                                    "KmsKey", 
                                    "Arn" 
                                ] 
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                            } 
                        } 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

SecurityConfiguration: 
  Type: AWS::EMR::SecurityConfiguration 
  Properties: 
    SecurityConfiguration: 
      EncryptionConfiguration: 
        EnableInTransitEncryption: false 
        EnableAtRestEncryption: true 
        AtRestEncryptionConfiguration: 
          S3EncryptionConfiguration: 
            EncryptionMode: SSE-KMS 
            AwsKmsKey: !GetAtt 'KmsKey.Arn' 

                 

CT.EMR.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   emr_sec_config_encryption_at_rest_s3_kms_check
#  
# Description:
#   This control checks whether an Amazon EMR security configuration is configured to 
 encrypt EMR File System (EMRFS) objects at rest in Amazon S3 with an AWS KMS key.
#  
# Reports on:
#   AWS::EMR::SecurityConfiguration
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#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EMR security configuration 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has not been 
 provided
#            or has been provided and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has been provided as a struct
#       And: 'EncryptionMode' in 
 'AtRestEncryptionConfiguration.S3EncryptionConfiguration'
#            has not been provided or has been provided and set to a value other than
#            a KMS-based encryption mode ('SSE-KMS', 'CSE-KMS')
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has been provided as a struct
#       And: 'EncryptionMode' in 
 'AtRestEncryptionConfiguration.S3EncryptionConfiguration'
#            has been provided and set to a KMS-based encryption mode ('SSE-KMS', 'CSE-
KMS')
#       And: 'Overrides' in 'AtRestEncryptionConfiguration.S3EncryptionConfiguration' 
 has been
#            provided as a non-empty list where one or more entries does not contain 
 'EncryptionMode',
#            or contains 'EncryptionMode' set to a value other than a KMS-based 
 encryption mode
#            ('SSE-KMS', 'CSE-KMS')
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has been provided as a struct
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#       And: 'EncryptionMode' in 
 'AtRestEncryptionConfiguration.S3EncryptionConfiguration'
#            has been provided and set to a KMS-based encryption mode ('SSE-KMS', 'CSE-
KMS')
#       And: 'Overrides' in 'AtRestEncryptionConfiguration.S3EncryptionConfiguration' 
 has not
#            been provided, or has been provided as an empty list, or list where every 
 entry
#            contains 'EncryptionMode' set to a KMS-based encryption mode ('SSE-KMS', 
 'CSE-KMS')
#      Then: PASS

#
# Constants
#
let EMR_SECURITY_CONFIGURATION_TYPE = "AWS::EMR::SecurityConfiguration"
let S3_KMS_ENCRYPTION_MODES = [ "SSE-KMS", "CSE-KMS" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let emr_security_configurations = Resources.*[ Type == 
 %EMR_SECURITY_CONFIGURATION_TYPE ]

#
# Primary Rules
#
rule emr_sec_config_encryption_at_rest_s3_kms_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         %emr_security_configurations 
 not empty { 
    check(%emr_security_configurations.Properties) 
        << 
        [CT.EMR.PR.2]: Require that an Amazon Elastic MapReduce (EMR) security 
 configuration is configured to encrypt data at rest in Amazon S3 with an AWS KMS key 
        [FIX]: In the 'EncryptionConfiguration' parameter, set 'EnableAtRestEncryption' 
 to true, and provide an 'AtRestEncryptionConfiguration' configuration, with 
 'EncryptionMode' set to 'SSE-KMS' or 'CSE-KMS'. 
        >>
}

rule emr_sec_config_encryption_at_rest_s3_kms_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EMR_SECURITY_CONFIGURATION_TYPE) { 
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    check(%INPUT_DOCUMENT.%EMR_SECURITY_CONFIGURATION_TYPE.resourceProperties) 
        << 
        [CT.EMR.PR.2]: Require that an Amazon Elastic MapReduce (EMR) security 
 configuration is configured to encrypt data at rest in Amazon S3 with an AWS KMS key 
        [FIX]: In the 'EncryptionConfiguration' parameter, set 'EnableAtRestEncryption' 
 to true, and provide an 'AtRestEncryptionConfiguration' configuration, with 
 'EncryptionMode' set to 'SSE-KMS' or 'CSE-KMS'. 
        >>
}

#
# Parameterized Rules
#
rule check(emr_security_configuration) { 
    %emr_security_configuration { 
        SecurityConfiguration exists 
        SecurityConfiguration is_struct 

        SecurityConfiguration { 
            # Scenario 2 
            EncryptionConfiguration exists 
            EncryptionConfiguration is_struct 

            EncryptionConfiguration { 
                # Scenario 3 
                EnableAtRestEncryption exists 
                EnableAtRestEncryption == true 

                # Scenario 4 
                AtRestEncryptionConfiguration exists 
                AtRestEncryptionConfiguration is_struct 

                # Scenarios 5, 6 and 7 
                AtRestEncryptionConfiguration { 
                    S3EncryptionConfiguration exists 
                    S3EncryptionConfiguration is_struct 

                    let s3_encryption_configuration = S3EncryptionConfiguration 

                    %s3_encryption_configuration { 
                        check_kms_key_configuration(this) 
                    } 

                    %s3_encryption_configuration [ 
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                        Overrides exists 
                        Overrides is_list 
                        Overrides not empty 
                    ] { 
                        Overrides[*] { 
                            check_kms_key_configuration(this) 
                        } 
                    } 
                } 
            } 
        } 
    }
}

rule check_kms_key_configuration(s3_encryption_config) { 
    %s3_encryption_config { 
        EncryptionMode exists 
        EncryptionMode in %S3_KMS_ENCRYPTION_MODES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EMR.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  KmsKey: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-key-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: "*" 
  SecurityConfiguration: 
    Type: AWS::EMR::SecurityConfiguration 
    Properties: 
      SecurityConfiguration: 
        EncryptionConfiguration: 
          EnableInTransitEncryption: false 
          EnableAtRestEncryption: true 
          AtRestEncryptionConfiguration: 
            S3EncryptionConfiguration: 
              EncryptionMode: SSE-KMS 
              AwsKmsKey: 
                Fn::GetAtt: 
                - KmsKey 
                - Arn 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SecurityConfiguration: 
    Type: AWS::EMR::SecurityConfiguration 
    Properties: 
      SecurityConfiguration: 
        EncryptionConfiguration: 
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          EnableInTransitEncryption: false 
          EnableAtRestEncryption: false 

     

[CT.EMR.PR.3] Require that an Amazon Elastic MapReduce (EMR) security configuration is 
configured with EBS volume local disk encryption using an AWS KMS key

This control checks whether Amazon EMR security configurations are configured with local disk 
encryption enabled, using EBS volume encryption and AWS KMS.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EMR::SecurityConfiguration

• AWS CloudFormation guard rule:  CT.EMR.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EMR.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EMR.PR.3 example templates

Explanation

For data at rest, EMR provides the option to encrypt local disk storage. The local storage consists 
of EC2 instance store volumes and the attached Amazon Elastic Block Store (EBS) storage, which 
are provisioned with your cluster. The EBS encryption option encrypts the EBS root device volume 
and its attached storage volumes. The EBS encryption option is available only when you specify 
AWS Key Management Service as your key provider. AWS Control Tower recommends using EBS 
encryption.
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Usage considerations

• If you create a cluster in a Region where Amazon EC2 encryption of EBS volumes is 
enabled by default for your account, an EBS volume is encrypted even when local disk 
encryption is not enabled.

• With local disk encryption enabled in a security configuration, the Amazon EMR settings 
take precedence over the Amazon EC2 encryption-by-default settings for cluster EC2 
instances.

Remediation for rule failure

In the EncryptionConfiguration parameter, set the value of EnableAtRestEncryption
to true, and provide an AtRestEncryptionConfiguration configuration, containing an
LocalDiskEncryptionConfiguration configuration that sets EnableEbsEncryption to true.

The examples that follow show how to implement this remediation.

Amazon EMR security configuration - Example

An Amazon EMR security configuration configured with EBS encryption using AWS KMS. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "SecurityConfiguration": { 
        "Type": "AWS::EMR::SecurityConfiguration", 
        "Properties": { 
            "SecurityConfiguration": { 
                "EncryptionConfiguration": { 
                    "EnableInTransitEncryption": false, 
                    "EnableAtRestEncryption": true, 
                    "AtRestEncryptionConfiguration": { 
                        "LocalDiskEncryptionConfiguration": { 
                            "EnableEbsEncryption": true, 
                            "EncryptionKeyProviderType": "AwsKms", 
                            "AwsKmsKey": "arn:aws:kms:us-
west-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab" 
                        } 
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                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

SecurityConfiguration: 
  Type: AWS::EMR::SecurityConfiguration 
  Properties: 
    SecurityConfiguration: 
      EncryptionConfiguration: 
        EnableInTransitEncryption: false 
        EnableAtRestEncryption: true 
        AtRestEncryptionConfiguration: 
          LocalDiskEncryptionConfiguration: 
            EnableEbsEncryption: true 
            EncryptionKeyProviderType: AwsKms 
            AwsKmsKey: arn:aws:kms:us-
west-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab 

                 

CT.EMR.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   emr_sec_config_ebs_encryption_check
#  
# Description:
#   This control checks whether Amazon EMR security configurations are configured with 
 local disk encryption enabled, using EBS volume encryption and AWS KMS.
#  
# Reports on:
#   AWS::EMR::SecurityConfiguration
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#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EMR security configuration 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has not been 
 provided
#            or has been provided and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has been provided as a struct
#       And: 'EnableEbsEncryption' in 
 'AtRestEncryptionConfiguration.LocalDiskEncryptionConfiguration'
#            has not been provided or has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableAtRestEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'AtRestEncryptionConfiguration' has been provided as a struct
#       And: 'EnableEbsEncryption' in 
 'AtRestEncryptionConfiguration.LocalDiskEncryptionConfiguration'
#            has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let EMR_SECURITY_CONFIGURATION_TYPE = "AWS::EMR::SecurityConfiguration"
let INPUT_DOCUMENT = this

#
# Assignments
#
let emr_security_configurations = Resources.*[ Type == 
 %EMR_SECURITY_CONFIGURATION_TYPE ]

#
# Primary Rules
#
rule emr_sec_config_ebs_encryption_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %emr_security_configurations not empty { 
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    check(%emr_security_configurations.Properties) 
        << 
        [CT.EMR.PR.3]: Require that an Amazon Elastic MapReduce (EMR) security 
 configuration is configured with EBS volume local disk encryption using an AWS KMS key 
        [FIX]: In the 'EncryptionConfiguration' parameter, set the value of 
 'EnableAtRestEncryption' to true, and provide an 'AtRestEncryptionConfiguration' 
 configuration, containing an 'LocalDiskEncryptionConfiguration' configuration that 
 sets 'EnableEbsEncryption' to true. 
        >>
}

rule emr_sec_config_ebs_encryption_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EMR_SECURITY_CONFIGURATION_TYPE) { 
    check(%INPUT_DOCUMENT.%EMR_SECURITY_CONFIGURATION_TYPE.resourceProperties) 
        << 
        [CT.EMR.PR.3]: Require that an Amazon Elastic MapReduce (EMR) security 
 configuration is configured with EBS volume local disk encryption using an AWS KMS key 
        [FIX]: In the 'EncryptionConfiguration' parameter, set the value of 
 'EnableAtRestEncryption' to true, and provide an 'AtRestEncryptionConfiguration' 
 configuration, containing an 'LocalDiskEncryptionConfiguration' configuration that 
 sets 'EnableEbsEncryption' to true. 
        >>
}

#
# Parameterized Rules
#
rule check(emr_security_configuration) { 
    %emr_security_configuration { 
        SecurityConfiguration exists 
        SecurityConfiguration is_struct 

        SecurityConfiguration { 
            # Scenario 2 
            EncryptionConfiguration exists 
            EncryptionConfiguration is_struct 

            EncryptionConfiguration { 
                # Scenario 3 
                EnableAtRestEncryption exists 
                EnableAtRestEncryption == true 

                # Scenario 4 
                AtRestEncryptionConfiguration exists 
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                AtRestEncryptionConfiguration is_struct 

                # Scenarios 5 and 6 
                AtRestEncryptionConfiguration { 
                    LocalDiskEncryptionConfiguration exists 
                    LocalDiskEncryptionConfiguration is_struct 

                    LocalDiskEncryptionConfiguration { 
                        EnableEbsEncryption exists 
                        EnableEbsEncryption == true 
                    } 
                } 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.EMR.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  KmsKey: 
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    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-key-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: "*" 
  SecurityConfiguration: 
    Type: AWS::EMR::SecurityConfiguration 
    Properties: 
      SecurityConfiguration: 
        EncryptionConfiguration: 
          EnableInTransitEncryption: false 
          EnableAtRestEncryption: true 
          AtRestEncryptionConfiguration: 
            LocalDiskEncryptionConfiguration: 
              EnableEbsEncryption: true 
              EncryptionKeyProviderType: AwsKms 
              AwsKmsKey: 
                Fn::GetAtt: 
                - KmsKey 
                - Arn 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SecurityConfiguration: 
    Type: AWS::EMR::SecurityConfiguration 
    Properties: 
      SecurityConfiguration: 
        EncryptionConfiguration: 
          EnableInTransitEncryption: false 
          EnableAtRestEncryption: false 
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[CT.EMR.PR.4] Require that an Amazon Elastic MapReduce (EMR) security configuration is 
configured to encrypt data in transit

This control checks whether an Amazon EMR security configuration is configured to require 
encryption in transit.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::EMR::SecurityConfiguration

• AWS CloudFormation guard rule:  CT.EMR.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.EMR.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.EMR.PR.4 example templates

Explanation

For data in transit, EMR security configurations provide you two options. You can create PEM 
certificates, zip them in a file, and reference them from Amazon S3, or you can implement 
a certificate custom provider in Java and specify the S3 path to the JAR. In either case, EMR 
downloads artifacts to each node in the cluster automatically, and later uses them to implement 
open-source, in-transit encryption features. For more information on how these certificates are 
used with different big data technologies, see Amazon EMR documentation.

Usage considerations

• Several encryption mechanisms are associated with in-transit encryption. These 
mechanisms are open-source features, they are application-specific, and they may vary 
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by Amazon EMR release. For more information, see Encryption in transit in the Amazon 
EMR Management Guide.

Remediation for rule failure

In the EncryptionConfiguration parameter, set the EnableInTransitEncryption
parameter to true, and provide an InTransitEncryptionConfiguration configuration.

The examples that follow show how to implement this remediation.

Amazon EMR security configuration - Example

An Amazon EMR security configuration configured to require encryption of data in transit. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "SecurityConfiguration": { 
        "Type": "AWS::EMR::SecurityConfiguration", 
        "Properties": { 
            "SecurityConfiguration": { 
                "EncryptionConfiguration": { 
                    "EnableAtRestEncryption": false, 
                    "EnableInTransitEncryption": true, 
                    "InTransitEncryptionConfiguration": { 
                        "TLSCertificateConfiguration": { 
                            "CertificateProviderType": "PEM", 
                            "S3Object": "s3://MyConfigStore/artifacts/MyCerts.zip" 
                        } 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example
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SecurityConfiguration: 
  Type: AWS::EMR::SecurityConfiguration 
  Properties: 
    SecurityConfiguration: 
      EncryptionConfiguration: 
        EnableAtRestEncryption: false 
        EnableInTransitEncryption: true 
        InTransitEncryptionConfiguration: 
          TLSCertificateConfiguration: 
            CertificateProviderType: PEM 
            S3Object: s3://MyConfigStore/artifacts/MyCerts.zip 

                 

CT.EMR.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   emr_sec_config_encryption_in_transit_check
#  
# Description:
#   This control checks whether an Amazon EMR security configuration is configured to 
 require encryption in transit.
#  
# Reports on:
#   AWS::EMR::SecurityConfiguration
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any EMR security configuration 
 resources
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#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableInTransitEncryption' in 'EncryptionConfiguration' has not been 
 provided
#            or has been provided and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableInTransitEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'InTransitEncryptionConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableInTransitEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'InTransitEncryptionConfiguration' has been provided as a struct
#       And: 'CertificateProviderType' in 
 'InTransitEncryptionConfiguration.TLSCertificateConfiguration'
#            has not been provided or has been provided and set to an empty string
#      Then: FAIL
#   Scenario: 6
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an EMR security configuration resource
#       And: 'EncryptionConfiguration' in 'SecurityConfiguration' has been provided as 
 a struct
#       And: 'EnableInTransitEncryption' in 'EncryptionConfiguration' has been provided 
 and
#            set to bool(true)
#       And: 'InTransitEncryptionConfiguration' has been provided as a struct
#       And: 'CertificateProviderType' in 
 'InTransitEncryptionConfiguration.TLSCertificateConfiguration'
#            has been provided and set to a non-empty string
#      Then: PASS

#
# Constants
#
let EMR_SECURITY_CONFIGURATION_TYPE = "AWS::EMR::SecurityConfiguration"
let INPUT_DOCUMENT = this

#
# Assignments
#
let emr_security_configurations = Resources.*[ Type == 
 %EMR_SECURITY_CONFIGURATION_TYPE ]

#
# Primary Rules
#
rule emr_sec_config_encryption_in_transit_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %emr_security_configurations not 
 empty { 
    check(%emr_security_configurations.Properties) 
        << 
        [CT.EMR.PR.4]: Require that an Amazon Elastic MapReduce (EMR) security 
 configuration is configured to encrypt data in transit 
        [FIX]: In the 'EncryptionConfiguration' parameter, set 
 the 'EnableInTransitEncryption' parameter to true, and provide an 
 'InTransitEncryptionConfiguration' configuration. 
        >>
}

rule emr_sec_config_encryption_in_transit_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %EMR_SECURITY_CONFIGURATION_TYPE) { 
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    check(%INPUT_DOCUMENT.%EMR_SECURITY_CONFIGURATION_TYPE.resourceProperties) 
        << 
        [CT.EMR.PR.4]: Require that an Amazon Elastic MapReduce (EMR) security 
 configuration is configured to encrypt data in transit 
        [FIX]: In the 'EncryptionConfiguration' parameter, set 
 the 'EnableInTransitEncryption' parameter to true, and provide an 
 'InTransitEncryptionConfiguration' configuration. 
        >>
}

#
# Parameterized Rules
#
rule check(emr_security_configuration) { 
    %emr_security_configuration { 
        SecurityConfiguration exists 
        SecurityConfiguration is_struct 

        SecurityConfiguration { 
            # Scenario 2 
            EncryptionConfiguration exists 
            EncryptionConfiguration is_struct 

            EncryptionConfiguration { 
                # Scenario 3 
                EnableInTransitEncryption exists 
                EnableInTransitEncryption == true 

                # Scenario 4 
                InTransitEncryptionConfiguration exists 
                InTransitEncryptionConfiguration is_struct 

                # Scenarios 5 and 6 
                InTransitEncryptionConfiguration { 
                    TLSCertificateConfiguration exists 
                    TLSCertificateConfiguration is_struct 

                    TLSCertificateConfiguration { 
                        CertificateProviderType exists 
                        check_is_string_and_not_empty(CertificateProviderType) 
                    } 
                } 
            } 
        } 
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    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.EMR.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SecurityConfiguration: 
    Type: AWS::EMR::SecurityConfiguration 
    Properties: 
      SecurityConfiguration: 
        EncryptionConfiguration: 
          EnableAtRestEncryption: false 
          EnableInTransitEncryption: true 
          InTransitEncryptionConfiguration: 
            TLSCertificateConfiguration: 
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              CertificateProviderType: PEM 
              S3Object: s3://MyConfigStore/artifacts/MyCerts.zip 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SecurityConfiguration: 
    Type: AWS::EMR::SecurityConfiguration 
    Properties: 
      SecurityConfiguration: 
        EncryptionConfiguration: 
          EnableInTransitEncryption: false 
          EnableAtRestEncryption: false 

     

AWS Glue controls

Topics

• [CT.GLUE.PR.1] Require an AWS Glue job to have an associated security configuration

[CT.GLUE.PR.1] Require an AWS Glue job to have an associated security configuration

This control checks whether an AWS Glue job has an associated security configuration.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Glue::Job

• AWS CloudFormation guard rule:  CT.GLUE.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.GLUE.PR.1 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.GLUE.PR.1 example templates

Explanation

In AWS Glue, a security configuration contains the properties that are needed when you write 
encrypted data. Security configurations for an AWS Glue job must be configured to specify how the 
data is encrypted at the Amazon S3 target. Encryption helps protect the data from unauthorized 
access and exposure.

Remediation for rule failure

Set the SecurityConfiguration parameter to the name of an AWS Glue security configuration.

The examples that follow show how to implement this remediation.

AWS Glue job - Example

An AWS Glue job configured with an associated security configuration. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "GlueJob": { 
        "Type": "AWS::Glue::Job", 
        "Properties": { 
            "Command": { 
                "Name": "glueetl", 
                "ScriptLocation": "s3://example-glue-script-bucket/scripts" 
            }, 
            "Name": "sample-glue-job", 
            "Role": { 
                "Ref": "IAMRole" 
            }, 
            "GlueVersion": "2.0", 
            "SecurityConfiguration": { 
                "Ref": "GlueSecurityConfig" 
            } 
        } 
    }
} 
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YAML example

GlueJob: 
  Type: AWS::Glue::Job 
  Properties: 
    Command: 
      Name: glueetl 
      ScriptLocation: s3://example-glue-script-bucket/scripts 
    Name: sample-glue-job 
    Role: !Ref 'IAMRole' 
    GlueVersion: '2.0' 
    SecurityConfiguration: !Ref 'GlueSecurityConfig' 

                 

CT.GLUE.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   glue_job_security_config_check
#  
# Description:
#   This control checks whether an AWS Glue job has an associated security 
 configuration.
#  
# Reports on:
#   AWS::Glue::Job
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS Glue job resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS Glue job resource
#       And: 'SecurityConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS Glue job resource
#       And: 'SecurityConfiguration 'has been provided as an empty string or invalid 
 local
#            reference
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation Hook 
 Document
#       And: The input document contains an AWS Glue job resource
#       And: 'SecurityConfiguration' has been provided as a non-empty string or valid
#            local reference to an AWS Glue security configuration resource
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let GLUE_JOB_TYPE = "AWS::Glue::Job"

#
# Assignments
#
let glue_jobs = Resources.*[ Type == %GLUE_JOB_TYPE ]

#
# Primary Rules
#
rule glue_job_security_config_check when is_cfn_template(%INPUT_DOCUMENT) 
                                         %glue_jobs not empty { 
    check(%glue_jobs.Properties) 
        << 
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        [CT.GLUE.PR.1]: Require an AWS Glue job to have an associated security 
 configuration 
        [FIX]: Set the 'SecurityConfiguration' parameter to the name of an AWS Glue 
 security configuration. 
        >>
}

rule glue_job_security_config_check when is_cfn_hook(%INPUT_DOCUMENT, %GLUE_JOB_TYPE) { 
    check(%INPUT_DOCUMENT.%GLUE_JOB_TYPE.resourceProperties) 
        << 
        [CT.GLUE.PR.1]: Require an AWS Glue job to have an associated security 
 configuration 
        [FIX]: Set the 'SecurityConfiguration' parameter to the name of an AWS Glue 
 security configuration. 
        >>
}

#
# Parameterized Rules
#
rule check(glue_job) { 
    %glue_job{ 
        # Scenario 2 
        SecurityConfiguration exists 
         # Scenario 3 and 4 
        check_is_string_and_not_empty(SecurityConfiguration) or 
        check_local_references(%INPUT_DOCUMENT, SecurityConfiguration, 
 "AWS::Glue::SecurityConfiguration") 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
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        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_RESOURCE_TYPE) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_RESOURCE_TYPE) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_RESOURCE_TYPE 
    }
} 

     

CT.GLUE.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
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        Statement: 
        - Effect: "Allow" 
          Principal: 
            Service: 
            - "glue.amazonaws.com" 
          Action: 
          - "sts:AssumeRole" 
      Path: "/" 
  Key: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      KeySpec: SYMMETRIC_DEFAULT 
      EnableKeyRotation: true 
  GlueSecurityConfig: 
    Type: AWS::Glue::SecurityConfiguration 
    Properties: 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      EncryptionConfiguration: 
        S3Encryptions: 
        - KmsKeyArn: 
            Fn::GetAtt: [Key, Arn] 
          S3EncryptionMode: SSE-KMS 
  GlueJob: 
    Type: AWS::Glue::Job 
    Properties: 
      Command: 
        Name: glueetl 
        ScriptLocation: "s3://example-glue-script-bucket/scripts" 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      Role: 
        Ref: IAMRole 
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      GlueVersion: "2.0" 
      SecurityConfiguration: 
        Ref: GlueSecurityConfig 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
        Statement: 
        - Effect: "Allow" 
          Principal: 
            Service: 
            - "glue.amazonaws.com" 
          Action: 
          - "sts:AssumeRole" 
      Path: "/" 
  GlueJob: 
    Type: AWS::Glue::Job 
    Properties: 
      Command: 
        Name: glueetl 
        ScriptLocation: "s3://example-glue-script-bucket/scripts" 
      Name: 
        Fn::Sub: ${AWS::StackName}-example 
      Role: 
        Ref: IAMRole 
      GlueVersion: "2.0" 

     

Amazon GuardDuty controls

Topics
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• [CT.GUARDDUTY.PR.1] Require an Amazon GuardDuty detector to have Amazon S3 protection 
activated

[CT.GUARDDUTY.PR.1] Require an Amazon GuardDuty detector to have Amazon S3 protection 
activated

This control checks whether Amazon S3 protection is enabled on an Amazon GuardDuty detector.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::GuardDuty::Detector

• AWS CloudFormation guard rule:  CT.GUARDDUTY.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.GUARDDUTY.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.GUARDDUTY.PR.1 example templates

Explanation

Amazon GuardDuty monitors threats against your Amazon S3 resources by analyzing AWS 
CloudTrail management events and CloudTrail S3 data events. These data sources monitor 
different kinds of activity. For example, CloudTrail management events for S3 include 
operations that list or configure S3 buckets, such as ListBuckets, DeleteBuckets, and
PutBucketReplication. Examples of data events for S3 include object-level API operations, 
such as GetObject, ListObjects, DeleteObject, and PutObject.

Amazon GuardDuty monitoring of AWS CloudTrail management events is on by default for all 
accounts that have enabled GuardDuty, and it is not configurable. Amazon S3 data event logs are a 
configurable data source in GuardDuty.

AWS Control Tower recommends that you enable Amazon S3 protection in GuardDuty. If the 
feature is not enabled, GuardDuty cannot fully monitor or generate findings for suspicious access 
to data stored in your Amazon S3 buckets.
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Remediation for rule failure

Set DataSources.S3Logs to true.

The examples that follow show how to implement this remediation.

GuardDuty Detector - Example

Amazon GuardDuty detector with Amazon S3 protection enabled. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "GuardDutyDetector": { 
        "Type": "AWS::GuardDuty::Detector", 
        "Properties": { 
            "Enable": true, 
            "DataSources": { 
                "S3Logs": { 
                    "Enable": true 
                } 
            } 
        } 
    }
} 
                 

YAML example

GuardDutyDetector: 
  Type: AWS::GuardDuty::Detector 
  Properties: 
    Enable: true 
    DataSources: 
      S3Logs: 
        Enable: true 
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CT.GUARDDUTY.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   guardduty_s3_protection_enabled_check
#  
# Description:
#   Checks if Amazon S3 protection is enabled on an Amazon GuardDuty detector.
#  
# Reports on:
#   AWS::GuardDuty::Detector
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#      Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#        And: The input document does not contain any Amazon GuardDuty detector 
 resources
#       Then: SKIP
#   Scenario: 2
#      Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#        And: The input document contains a GuardDuty detector resource
#        And: 'Enable' has not been specified or specified with value is bool(false)
#       Then: FAIL
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#        And: The input document contains a GuardDuty detector resource
#        And: 'Enable' is specified with a value of bool(true)
#        And: 'DataSources.S3Logs' has not been specified
#       Then: FAIL
#   Scenario: 4
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#      Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#        And: The input document contains a GuardDuty detector resource
#        And: 'Enable' is specified and value is bool(true)
#        And: 'DataSources.S3Logs' has been specified
#        And: 'Enable' has not been specified within 'S3Logs' or has been specified 
 with a value of bool(false)
#       Then: FAIL
#   Scenario: 5
#      Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#        And: The input document contains a GuardDuty detector resource
#        And: 'Enable' is specified and value is bool(true)
#        And: 'DataSources.S3Logs' has been specified
#        And: 'Enable' has been specified within 'S3Logs' with a value of bool(true)
#       Then: PASS

#
# Constants
#
let GUARDDUTY_DETECTOR_TYPE = "AWS::GuardDuty::Detector"
let INPUT_DOCUMENT = this

#
# Assignments
#
let guardduty_detectors = Resources.*[ Type == %GUARDDUTY_DETECTOR_TYPE ]

#
# Primary Rules
#
rule guardduty_s3_protection_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                %guardduty_detectors not empty { 
    check(%guardduty_detectors.Properties) 
        << 
        [CT.GUARDDUTY.PR.1]: Require an Amazon GuardDuty detector to have Amazon S3 
 protection activated 
        [FIX]: Set 'DataSources.S3Logs' to true. 
        >>
}

rule guardduty_s3_protection_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %GUARDDUTY_DETECTOR_TYPE) { 
    check(%INPUT_DOCUMENT.%GUARDDUTY_DETECTOR_TYPE.resourceProperties) 
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        << 
        [CT.GUARDDUTY.PR.1]: Require an Amazon GuardDuty detector to have Amazon S3 
 protection activated 
        [FIX]: Set 'DataSources.S3Logs' to true. 
        >>
}

#
# Parameterized Rules
#
rule check(guardduty_detector) { 
    %guardduty_detector { 
        # Scenario: 2 
        Enable exists 
        Enable == true 
        # Scenario: 3 
        DataSources exists 
        DataSources is_struct 
        DataSources { 
            # Scenario: 4 and 5 
            S3Logs exists 
            S3Logs is_struct 
            S3Logs { 
                Enable exists 
                Enable == true 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.GUARDDUTY.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  GuardDutyDetector: 
    Type: AWS::GuardDuty::Detector 
    Properties: 
      Enable: true 
      DataSources: 
        S3Logs: 
          Enable: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  GuardDutyDetector: 
    Type: AWS::GuardDuty::Detector 
    Properties: 
      Enable: true 
      DataSources: 
        S3Logs: 
          Enable: false 

     

AWS Identity and Access Management (IAM) controls

Topics

• [CT.IAM.PR.1] Require that an AWS Identity and Access Management (IAM) inline policy does not 
have a statement that includes "*" in the Action and Resource elements
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• [CT.IAM.PR.2] Require that AWS Identity and Access Management (IAM) customer-managed 
policies do not contain a statement that includes "*" in the Action and Resource elements

• [CT.IAM.PR.3] Require that AWS Identity and Access Management (IAM) customer-managed 
policies do not have wildcard service actions

• [CT.IAM.PR.4] Require that an AWS Identity and Access Management(IAM) user does not have an 
inline or managed policy attached

• [CT.IAM.PR.5] Require that AWS Identity and Access Management (IAM) inline policies do not 
have wildcard service actions

[CT.IAM.PR.1] Require that an AWS Identity and Access Management (IAM) inline policy does 
not have a statement that includes "*" in the Action and Resource elements

This control checks that AWS Identity and Access Management (IAM) inline policies do not include
Effect: Allow with Action: * over Resource: *.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::IAM::Policy, AWS::IAM::Role, AWS::IAM::User,
AWS::IAM::Group

• AWS CloudFormation guard rule:  CT.IAM.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.IAM.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.IAM.PR.1 example templates

Explanation

IAM policies define a set of privileges that are granted to users, groups, or roles. In alignment with 
industry-standard security advice, AWS recommends that your policies grant least privilege, which 
means to grant only the permissions that are required to perform a task. When you provide full 
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administrative privileges instead of the minimum set of permissions that the user requires, you 
may expose the resources to unwanted actions.

Instead of allowing full administrative privileges, determine the specific actions that your users 
must carry out, and then craft policies that let the users perform only those tasks. It is more secure 
to start with a minimum set of permissions and grant additional permissions when necessary. Do 
not start with lenient permissions and try to tighten them later.

Remove IAM policies that have a statement with Effect: Allow that permit Action: * over
Resource: *.

Usage considerations

• This control applies only to IAM inline policies with statements that contain an Effect
of Allow and that contain both the Action and the Resource element.

Remediation for rule failure

Remove IAM inline policy statements with Effect: Allow that permit Action: * over Resource:
*.

The examples that follow show how to implement this remediation.

IAM Policy - Example One

IAM inline policy configured to allow retrieval of objects from an Amazon S3 bucket. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "IAMPolicy": { 
        "Type": "AWS::IAM::Policy", 
        "Properties": { 
            "PolicyName": "sample-inline-policy", 
            "Roles": [ 
                { 
                    "Ref": "IAMRole" 
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                } 
            ], 
            "PolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Allow", 
                        "Action": [ 
                            "s3:GetObject" 
                        ], 
                        "Resource": [ 
                            "arn:aws:s3:::samplebucket/*" 
                        ] 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

IAMPolicy: 
  Type: AWS::IAM::Policy 
  Properties: 
    PolicyName: sample-inline-policy 
    Roles: 
      - !Ref 'IAMRole' 
    PolicyDocument: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Allow 
          Action: 
            - s3:GetObject 
          Resource: 
            - arn:aws:s3:::samplebucket/* 

                 

The examples that follow show how to implement this remediation.
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IAM Role - Example Two

IAM role configured with an inline policy allowing retrieval of objects from an Amazon S3 bucket. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "IAMRole": { 
        "Type": "AWS::IAM::Role", 
        "Properties": { 
            "AssumeRolePolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Allow", 
                        "Principal": { 
                            "AWS": { 
                                "Ref": "AWS::AccountId" 
                            } 
                        }, 
                        "Action": [ 
                            "sts:AssumeRole" 
                        ] 
                    } 
                ] 
            }, 
            "Policies": [ 
                { 
                    "PolicyName": "sample-inline-policy", 
                    "PolicyDocument": { 
                        "Version": "2012-10-17", 
                        "Statement": [ 
                            { 
                                "Effect": "Allow", 
                                "Action": [ 
                                    "s3:GetObject" 
                                ], 
                                "Resource": [ 
                                    "arn:aws:s3:::samplebucket/*" 
                                ] 
                            } 
                        ] 
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                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

IAMRole: 
  Type: AWS::IAM::Role 
  Properties: 
    AssumeRolePolicyDocument: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Allow 
          Principal: 
            AWS: !Ref 'AWS::AccountId' 
          Action: 
            - sts:AssumeRole 
    Policies: 
      - PolicyName: sample-inline-policy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
            - Effect: Allow 
              Action: 
                - s3:GetObject 
              Resource: 
                - arn:aws:s3:::samplebucket/* 

                 

CT.IAM.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Name:
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#   iam_inline_policy_no_statements_with_admin_access_check
#  
# Description:
#   This control checks that AWS Identity and Access Management (IAM) inline policies 
 do not include "Effect": "Allow" with "Action": "*" over "Resource": "*".
#  
# Reports on:
#   AWS::IAM::Policy, AWS::IAM::Role, AWS::IAM::User, AWS::IAM::Group
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any IAM policy, IAM role, IAM user or 
 IAM group resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy resource
#       And: The policy has no statements with 'Effect' set to 'Allow'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy does not have both Action and resource statements
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM role, IAM user or IAM group resources
#       And: 'Policies' is not provided or is an empty list
#      Then: SKIP
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an IAM role, IAM user or IAM group resources
#       And: 'Policies' is provided as a non-empty list
#       And: All IAM policy documents in 'Policies' have no statements with 'Effect' 
 set to 'Allow'
#      Then: SKIP
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy statement has one or more Action statements and one or more 
 Resource statements
#       And: At least one Action statement allows all actions (Action value of '*')
#       And: At least one Resource statement is a wildcard representing all resources 
 (Resource value of '*')
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM role, IAM user or IAM group resources
#       And: 'Policies' is provided as a non-empty list
#       And: IAM policy document in 'Policies' has a statement with 'Effect' set to 
 'Allow'
#       And: The policy has one or more 'Action' statements
#       And: At least one Action statement allows all actions (Action value of '*')
#       And: At least one Resource statement is a wildcard representing all resources 
 (Resource value of '*')
#      Then: FAIL
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy has one or more Action statements and one or more Resource 
 statements
#       And: No Action statements allow administrator access (Action value of '*')
#       And: No Resources are wildcards representing all resources (Resource value of 
 '*')
#      Then: PASS
#   Scenario: 9
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM role, IAM user or IAM group resources
#       And: 'Policies' is provided as a non-empty list
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#       And: IAM policy document in 'Policies' has a statement with 'Effect' set to 
 'Allow'
#       And: The policy has one or more 'Action' statements
#       And: No Action statements allow administrator access (Action value of '*')
#       And: No Resources are wildcards representing all resources (Resource value of 
 '*')
#      Then: PASS

#
# Constants
#
let AWS_IAM_POLICY_TYPE = "AWS::IAM::Policy"
let AWS_IAM_ROLE_TYPE = "AWS::IAM::Role"
let AWS_IAM_USER_TYPE = "AWS::IAM::User"
let AWS_IAM_GROUP_TYPE = "AWS::IAM::Group"
let INPUT_DOCUMENT = this

#
# Assignments
#
let iam_policies = Resources.*[ Type == %AWS_IAM_POLICY_TYPE ]
let iam_principals = Resources.*[ 
    Type == %AWS_IAM_ROLE_TYPE or 
    Type == %AWS_IAM_USER_TYPE or 
    Type == %AWS_IAM_GROUP_TYPE
]

#
# Primary Rules
#
rule iam_inline_policy_no_statements_with_admin_access_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                  %iam_policies not 
 empty { 
    check_policy(%iam_policies.Properties) 
        << 
        [CT.IAM.PR.1]: Require that an AWS Identity and Access Management (IAM) inline 
 policy does not have a statement that includes "*" in the Action and Resource elements 
            [FIX]: Remove IAM inline policy statements with "Effect": "Allow" that 
 permit "Action": "*" over "Resource": "*". 
        >>
}
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rule iam_inline_policy_no_statements_with_admin_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_POLICY_TYPE) { 
    check_policy(%INPUT_DOCUMENT.%AWS_IAM_POLICY_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.1]: Require that an AWS Identity and Access Management (IAM) inline 
 policy does not have a statement that includes "*" in the Action and Resource elements 
            [FIX]: Remove IAM inline policy statements with "Effect": "Allow" that 
 permit "Action": "*" over "Resource": "*". 
        >>
}

rule iam_inline_policy_no_statements_with_admin_access_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                  %iam_principals not 
 empty { 
    check_principal(%iam_principals.Properties) 
        << 
        [CT.IAM.PR.1]: Require that an AWS Identity and Access Management (IAM) inline 
 policy does not have a statement that includes "*" in the Action and Resource elements 
            [FIX]: Remove IAM inline policy statements with "Effect": "Allow" that 
 permit "Action": "*" over "Resource": "*". 
        >>
}

rule iam_inline_policy_no_statements_with_admin_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_ROLE_TYPE) { 
    check_principal(%INPUT_DOCUMENT.%AWS_IAM_ROLE_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.1]: Require that an AWS Identity and Access Management (IAM) inline 
 policy does not have a statement that includes "*" in the Action and Resource elements 
            [FIX]: Remove IAM inline policy statements with "Effect": "Allow" that 
 permit "Action": "*" over "Resource": "*". 
        >>
}

rule iam_inline_policy_no_statements_with_admin_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_USER_TYPE) { 
    check_principal(%INPUT_DOCUMENT.%AWS_IAM_USER_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.1]: Require that an AWS Identity and Access Management (IAM) inline 
 policy does not have a statement that includes "*" in the Action and Resource elements 
            [FIX]: Remove IAM inline policy statements with "Effect": "Allow" that 
 permit "Action": "*" over "Resource": "*". 
        >>
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}

rule iam_inline_policy_no_statements_with_admin_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_GROUP_TYPE) { 
    check_principal(%INPUT_DOCUMENT.%AWS_IAM_GROUP_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.1]: Require that an AWS Identity and Access Management (IAM) inline 
 policy does not have a statement that includes "*" in the Action and Resource elements 
            [FIX]: Remove IAM inline policy statements with "Effect": "Allow" that 
 permit "Action": "*" over "Resource": "*". 
        >>
}

#
# Parameterized Rules
#
rule check_policy(policy) { 
    %policy [ 
        filter_policy_document_with_statement_provided(this) 
    ] { 
        PolicyDocument { 
           check_statement(Statement) 
       } 
    }
}

rule check_principal(iam_principal) { 
    %iam_principal [ 
        filter_iam_principal_with_inline_policy_provided(this) 
    ] { 
        Policies[*] { 
            check_policy(this) 
       } 
    }
}

rule check_statement(statement) { 
    %statement [ 
        filter_allow_on_action_and_resource(this) 
    ] { 
        Action exists 
        Resource exists 
        check_admin_access(Action, Resource) 
    }
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}

rule filter_allow_on_action_and_resource(statement) { 
    %statement { 
        Effect == "Allow" 
        Action exists 
        Resource exists 
    }
}

rule filter_policy_document_with_statement_provided(policy) { 
    %policy { 
        PolicyDocument exists 
        PolicyDocument is_struct 
        PolicyDocument { 
            Statement exists 
            filter_statement_non_empty_list(Statement) or 
            Statement is_struct 
        } 
    }
}

rule filter_iam_principal_with_inline_policy_provided(iam_principal) { 
    %iam_principal { 
        Policies exists 
        Policies is_list 
        Policies not empty 
    }
}

rule filter_statement_non_empty_list(statement) { 
    %statement { 
        this is_list 
        this not empty 
    }
}

rule check_admin_access(actions, resources) { 
    when some %actions[*] == "*" { 
        %resources[*] != "*" 
    }
}

#
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# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.IAM.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  IAMPolicy: 
    Type: AWS::IAM::Policy 
    Properties: 
      PolicyName: 
        Fn::Sub: ${AWS::StackName}-inline-policy 
      Roles: 
      - Ref: IAMRole 
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      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Action: 
          - s3:GetObject 
          Resource: 
          - arn:aws:s3:::examplebucket/* 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  IAMPolicy: 
    Type: AWS::IAM::Policy 
    Properties: 
      PolicyName: 
        Fn::Sub: ${AWS::StackName}-inline-policy 
      Roles: 
      - Ref: IAMRole 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Action: '*' 
          Resource: '*' 
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[CT.IAM.PR.2] Require that AWS Identity and Access Management (IAM) customer-managed 
policies do not contain a statement that includes "*" in the Action and Resource elements

This control checks whether AWS Identity and Access Management (IAM) customer managed 
policies do not include Effect: Allow with Action: * over Resource: *.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::IAM::ManagedPolicy

• AWS CloudFormation guard rule:  CT.IAM.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.IAM.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.IAM.PR.2 example templates

Explanation

IAM policies define a set of privileges that are granted to users, groups, or roles. In alignment with 
industry-standard security advice, AWS recommends that your policies grant least privilege, which 
means to grant only the permissions that are required to perform a task. When you provide full 
privileges instead of the minimum set of permissions that the user requires, you may expose the 
resources to unwanted actions.

Instead of allowing full privileges, determine the specific actions that your users must carry out, 
and then craft policies that let the users perform only those tasks. It is more secure to start with a 
minimum set of permissions and grant additional permissions when necessary. Do not start with 
lenient permissions and try to tighten them later.

Remove IAM policies that have a statement with Effect: Allow that permit Action: * over
Resource: *.
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Usage considerations

• This control checks IAM customer-managed policies only. It does not check inline and 
AWS-managed policies.

• This control applies only to IAM inline policies with statements that contain an Effect
of Allow and that contain both the Action and the Resource element.

Remediation for rule failure

Remove IAM inline policy statements with Effect: Allow that permit Action: * over Resource:
*.

The examples that follow show how to implement this remediation.

IAM Managed Policy - Example

IAM managed policy configured to allow retrieval of objects from an Amazon S3 bucket. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "IAMManagedPolicy": { 
        "Type": "AWS::IAM::ManagedPolicy", 
        "Properties": { 
            "Roles": [ 
                { 
                    "Ref": "IAMRole" 
                } 
            ], 
            "PolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Allow", 
                        "Action": [ 
                            "s3:GetObject" 
                        ], 
                        "Resource": [ 
                            "arn:aws:s3:::samplebucket/*" 
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                        ] 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

IAMManagedPolicy: 
  Type: AWS::IAM::ManagedPolicy 
  Properties: 
    Roles: 
      - !Ref 'IAMRole' 
    PolicyDocument: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Allow 
          Action: 
            - s3:GetObject 
          Resource: 
            - arn:aws:s3:::samplebucket/* 

                 

CT.IAM.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Name:
#   iam_managed_policy_no_statements_with_admin_access_check
#  
# Description:
#   This control checks whether AWS Identity and Access Management (IAM) customer 
 managed policies do not include "Effect": "Allow" with "Action": "*" over "Resource": 
 "*".
#  
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# Reports on:
#   AWS::IAM::ManagedPolicy
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any IAM managed policy resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM managed policy resource
#       And: The policy has no statements with 'Effect' set to 'Allow'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM managed policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy does not have both Action and Resource statements
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM managed policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy statement has one or more Action statements and one or more 
 Resource statements
#       And: Within a single policy statement at least one Action statement allows all 
 actions (Action value of '*')
#       And: Within the same policy statement at least one Resource statement is a 
 wildcard representing all
#            resources (Resource value of '*')
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an IAM managed policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy has one or more Action statements and one or more Resource 
 statements
#       And: Within a single policy statement no Action statements allow all actions 
 (Action value of '*')
#       And: Within the same policy statement no Resources are wildcards representing 
 all
#            resources (Resource value of '*')
#      Then: PASS

#
# Constants
#
let AWS_IAM_MANAGED_POLICY_TYPE = "AWS::IAM::ManagedPolicy"
let INPUT_DOCUMENT = this

#
# Assignments
#
let iam_managed_policies = Resources.*[ Type == %AWS_IAM_MANAGED_POLICY_TYPE ]

#
# Primary Rules
#
rule iam_managed_policy_no_statements_with_admin_access_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                   
 %iam_managed_policies not empty { 
    check(%iam_managed_policies.Properties) 
        << 
        [CT.IAM.PR.2]: Require that AWS Identity and Access Management (IAM) customer-
managed policies do not contain a statement that includes "*" in the Action and 
 Resource elements 
            [FIX]: Remove IAM inline policy statements with "Effect": "Allow" that 
 permit "Action": "*" over "Resource": "*". 
        >>
}

rule iam_managed_policy_no_statements_with_admin_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_MANAGED_POLICY_TYPE) { 
    check(%INPUT_DOCUMENT.%AWS_IAM_MANAGED_POLICY_TYPE.resourceProperties) 
        << 
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        [CT.IAM.PR.2]: Require that AWS Identity and Access Management (IAM) customer-
managed policies do not contain a statement that includes "*" in the Action and 
 Resource elements 
            [FIX]: Remove IAM inline policy statements with "Effect": "Allow" that 
 permit "Action": "*" over "Resource": "*". 
        >>
}

#
# Parameterized Rules
#
rule check(policy) { 
    %policy [ 
        filter_policy_document_with_statement_provided(this) 
    ] { 
        PolicyDocument { 
           check_statement(Statement) 
       } 
    }
}

rule check_statement(statement) { 
    %statement [ 
        filter_allow_on_action_and_resource(this) 
    ] { 
        Action exists 
        Resource exists 
        check_admin_access(Action, Resource) 
    }
}

rule filter_allow_on_action_and_resource(statement) { 
    %statement { 
        Effect == "Allow" 
        Action exists 
        Resource exists 
    }
}

rule filter_policy_document_with_statement_provided(policy) { 
    %policy { 
        PolicyDocument exists 
        PolicyDocument is_struct 
        PolicyDocument { 
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            Statement exists 
            filter_statement_non_empty_list(Statement) or 
            Statement is_struct 
        } 
    }
}

rule filter_statement_non_empty_list(statement) { 
    %statement { 
        this is_list 
        this not empty 
    }
}

rule check_admin_access(actions, resources) { 
    when some %actions[*] == "*" { 
        %resources[*] != "*" 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.IAM.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  IAMManagedPolicy: 
    Type: AWS::IAM::ManagedPolicy 
    Properties: 
      Roles: 
      - Ref: IAMRole 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Action: 
          - s3:GetObject 
          Resource: 
          - arn:aws:s3:::examplebucket/* 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
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              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  IAMManagedPolicy: 
    Type: AWS::IAM::ManagedPolicy 
    Properties: 
      Roles: 
      - Ref: IAMRole 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Action: '*' 
          Resource: '*' 

     

[CT.IAM.PR.3] Require that AWS Identity and Access Management (IAM) customer-managed 
policies do not have wildcard service actions

This control checks that AWS Identity and Access Management (IAM) customer-managed policies 
do not contain statements of Effect: Allow with Action: Service:* (for example, s3:*) for 
individual AWS services, and that the policies do not use the combination of NotAction with an
Effect of Allow.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::IAM::ManagedPolicy

• AWS CloudFormation guard rule:  CT.IAM.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.IAM.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.IAM.PR.3 example templates

Explanation
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When you assign permissions to AWS services, it is important to scope the allowed IAM actions in 
your IAM policies. We recommend that you provision least-privilege permissions by restricting IAM 
policies to required actions only. Overly permissive policies can lead to privilege escalation, if the 
policies are attached to an IAM principal that may not require the permission.

Usage considerations

• This control checks IAM customer-managed policies only. It does not check inline and 
AWS-managed policies.

• This control applies only to IAM customer-managed policies with statements that contain 
an Effect of Allow with an Action or NotAction element present.

Remediation for rule failure

Remove statements from IAM customer-managed policies with Effect: Allow and Action:
service:* or Effect: Allow and NotAction.

The examples that follow show how to implement this remediation.

IAM Managed Policy - Example

IAM managed policy configured to allow the Amazon S3 ListBucket action. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "IAMManagedPolicy": { 
        "Type": "AWS::IAM::ManagedPolicy", 
        "Properties": { 
            "Roles": [ 
                { 
                    "Ref": "IAMRole" 
                } 
            ], 
            "PolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
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                        "Effect": "Allow", 
                        "Action": [ 
                            "s3:ListBucket" 
                        ], 
                        "Resource": [ 
                            "*" 
                        ] 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

IAMManagedPolicy: 
  Type: AWS::IAM::ManagedPolicy 
  Properties: 
    Roles: 
      - !Ref 'IAMRole' 
    PolicyDocument: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Allow 
          Action: 
            - s3:ListBucket 
          Resource: 
            - '*' 

                 

CT.IAM.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Name:
#   iam_managed_policy_no_statements_with_full_access_check
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#  
# Description:
#   This control checks that AWS Identity and Access Management (IAM) customer-
managed policies do not contain statements of "Effect": "Allow" with "Action": 
 "Service:*" (for example, s3:*) for individual AWS services, and that the policies do 
 not use the combination of "NotAction" with an "Effect" of "Allow".
#  
# Reports on:
#   AWS::IAM::ManagedPolicy
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any IAM Managed Policy resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM Managed Policy resource
#       And: The policy has no statements with 'Effect' set to 'Allow'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM Managed Policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy has one or more 'Action' statements
#       And: At least one 'Action' statement allows full access to a service ('Action' 
 has a value 'service:*')
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM Managed Policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy has one or more 'NotAction' statements
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document

Proactive controls 1487



AWS Control Tower User Guide

#       And: The input document contains an IAM Managed Policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy has one or more 'Action' statements
#       And: No 'Action' statements allow full access to a service ('Action' does not 
 have a value 'service:*')
#      Then: PASS

#
# Constants
#
let AWS_IAM_MANAGED_POLICY_TYPE = "AWS::IAM::ManagedPolicy"
let WILDCARD_ACTION_PATTERN = /^[\w]*[:]*\*$/
let INPUT_DOCUMENT = this

#
# Assignments
#
let iam_managed_policies = Resources.*[ Type == %AWS_IAM_MANAGED_POLICY_TYPE ]

#
# Primary Rules
#
rule iam_managed_policy_no_statements_with_full_access_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                  %iam_managed_policies 
 not empty { 
    check(%iam_managed_policies.Properties) 
        << 
        [CT.IAM.PR.3]: Require that AWS Identity and Access Management (IAM) customer-
managed policies do not have wildcard service actions 
            [FIX]: Remove statements from IAM customer-managed policies with "Effect": 
 "Allow" and "Action": "service:*" or "Effect": "Allow" and "NotAction". 
        >>
}

rule iam_managed_policy_no_statements_with_full_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_MANAGED_POLICY_TYPE) { 
    check(%INPUT_DOCUMENT.%AWS_IAM_MANAGED_POLICY_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.3]: Require that AWS Identity and Access Management (IAM) customer-
managed policies do not have wildcard service actions 
            [FIX]: Remove statements from IAM customer-managed policies with "Effect": 
 "Allow" and "Action": "service:*" or "Effect": "Allow" and "NotAction". 
        >>
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}

#
# Parameterized Rules
#
rule check(policy) { 
    %policy [ 
        filter_policy_document_with_statement_provided(this) 
    ] { 
        PolicyDocument { 
            check_statement_no_wildcard_actions(Statement) 
            check_statement_no_not_action(Statement) 
       } 
    }
}

rule check_statement_no_wildcard_actions(statement) { 
    %statement [ 
        filter_allow_on_action(this) 
    ] { 
        Action exists 
        check_no_wildcard_action(Action) 
    }
}

rule check_statement_no_not_action(statement) { 
    %statement [ 
        filter_allow(this) 
    ] { 
        NotAction not exists 
    }
}

rule filter_allow_on_action(statement) { 
    %statement { 
        Effect == "Allow" 
        Action exists 
    }
}

rule filter_allow(statement) { 
    %statement { 
        Effect == "Allow" 
    }
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}

rule filter_policy_document_with_statement_provided(policy) { 
    %policy { 
        PolicyDocument exists 
        PolicyDocument is_struct 
        PolicyDocument { 
            Statement exists 
            filter_statement_non_empty_list(Statement) or 
            Statement is_struct 
        } 
    }
}

rule filter_statement_non_empty_list(statement) { 
    %statement { 
        this is_list 
        this not empty 
    }
}

rule check_no_wildcard_action(actions) { 
    %actions[*] { 
        this != %WILDCARD_ACTION_PATTERN 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.IAM.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  IAMManagedPolicy: 
    Type: AWS::IAM::ManagedPolicy 
    Properties: 
      Roles: 
      - Ref: IAMRole 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Action: 
          - s3:ListBucket 
          Resource: 
          - '*' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
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    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  IAMManagedPolicy: 
    Type: AWS::IAM::ManagedPolicy 
    Properties: 
      Roles: 
      - Ref: IAMRole 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Action: s3:* 
          Resource: '*' 

     

[CT.IAM.PR.4] Require that an AWS Identity and Access Management(IAM) user does not have 
an inline or managed policy attached

This control checks whether your AWS Identity and Access Management (IAM) user has inline 
or managed (AWS and customer) policies directly attached. Instead, IAM users should inherit 
permissions from IAM groups or roles.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::IAM::User, AWS::IAM::Policy, AWS::IAM::ManagedPolicy

• AWS CloudFormation guard rule:  CT.IAM.PR.4 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.IAM.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.IAM.PR.4 example templates

Explanation

By default, IAM users, groups, and roles have no access to AWS resources. IAM policies grant 
privileges to users, groups, or roles. We recommend that you apply IAM policies directly to groups 
and roles, but not to users. As the number of users grows, assigning privileges at the group or role 
level reduces the complexity of access management. Reducing access management complexity may 
in turn reduce the opportunity for a principal to receive or retain excessive privileges inadvertently.

Remediation for rule failure

Configure IAM users to inherit permissions from IAM groups.

The examples that follow show how to implement this remediation.

IAM User - Example

IAM user configured with no IAM policy or managed policy attachments. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "IAMUser": { 
        "Type": "AWS::IAM::User" 
    }
} 
                 

YAML example

IAMUser: 
  Type: AWS::IAM::User 
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The examples that follow show how to implement this remediation.

IAM Policy - Example

IAM policy configured with no IAM user associations. The example is shown in JSON and in YAML.

JSON example

{ 
    "IAMPolicy": { 
        "Type": "AWS::IAM::Policy", 
        "Properties": { 
            "PolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Allow", 
                        "Action": [ 
                            "cloudformation:DescribeStacks" 
                        ], 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "PolicyName": "sample-policy", 
            "Roles": [ 
                { 
                    "Ref": "IAMRole" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

IAMPolicy: 
  Type: AWS::IAM::Policy 
  Properties: 
    PolicyDocument: 
      Version: '2012-10-17' 
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      Statement: 
        - Effect: Allow 
          Action: 
            - cloudformation:DescribeStacks 
          Resource: '*' 
    PolicyName: sample-policy 
    Roles: 
      - !Ref 'IAMRole' 

                 

The examples that follow show how to implement this remediation.

IAM Managed Policy - Example

IAM managed policy configured with no IAM user associations. The example is shown in JSON and 
in YAML.

JSON example

{ 
    "IAMManagedPolicy": { 
        "Type": "AWS::IAM::ManagedPolicy", 
        "Properties": { 
            "PolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Allow", 
                        "Action": [ 
                            "cloudformation:DescribeStacks" 
                        ], 
                        "Resource": "*" 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example
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IAMManagedPolicy: 
  Type: AWS::IAM::ManagedPolicy 
  Properties: 
    PolicyDocument: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Allow 
          Action: 
            - cloudformation:DescribeStacks 
          Resource: '*' 

                 

CT.IAM.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   iam_user_no_policies_check
#  
# Description:
#   This control checks whether your AWS Identity and Access Management (IAM) user has 
 inline or managed (AWS and customer) policies directly attached. Instead, IAM users 
 should inherit permissions from IAM groups or roles.
#  
# Reports on:
#   AWS::IAM::User, AWS::IAM::Policy, AWS::IAM::ManagedPolicy
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any IAM user, policy or managed policy 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM user resource
#       And: 'Policies' or 'ManagedPolicyArns' have been specified as a non-empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy or managed policy resource
#       And: 'Users' has been specified and is a non-empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM user resource
#       And: 'Policies' has not been been specified or is an empty list
#       And: 'ManagedPolicyArns' has not been been specified or is an empty list
#      Then: PASS
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy or managed policy resource
#       And: 'Users' has not been specified or is an empty list
#      Then: PASS

#
# Constants
#
let IAM_USER_TYPE = "AWS::IAM::User"
let IAM_POLICY_TYPE = "AWS::IAM::Policy"
let IAM_MANAGED_POLICY_TYPE = "AWS::IAM::ManagedPolicy"
let INPUT_DOCUMENT = this

#
# Assignments
#
let iam_users = Resources.*[ Type == %IAM_USER_TYPE ]
let iam_policies = Resources.*[ Type == %IAM_POLICY_TYPE ]
let iam_managed_policies = Resources.*[ Type == %IAM_MANAGED_POLICY_TYPE ]
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#
# Primary Rules
#
rule iam_user_no_policies_check when is_cfn_template(%INPUT_DOCUMENT) 
                                     %iam_users not empty { 
    check_user(%iam_users.Properties) 
        << 
        [CT.IAM.PR.4]: Require that an AWS Identity and Access Management (IAM) user 
 does not have an inline or managed policy attached attached 
            [FIX]: Configure IAM users to inherit permissions from IAM groups. 
        >>
}

rule iam_user_no_policies_check when is_cfn_template(%INPUT_DOCUMENT) 
                                     %iam_policies not empty { 
    check_policy(%iam_policies.Properties) 
        << 
        [CT.IAM.PR.4]: Require that an AWS Identity and Access Management (IAM) user 
 does not have an inline or managed policy attached attached 
            [FIX]: Configure IAM users to inherit permissions from IAM groups. 
        >>
}

rule iam_user_no_policies_check when is_cfn_template(%INPUT_DOCUMENT) 
                                     %iam_managed_policies not empty { 
    check_policy(%iam_managed_policies.Properties) 
        << 
        [CT.IAM.PR.4]: Require that an AWS Identity and Access Management (IAM) user 
 does not have an inline or managed policy attached attached 
            [FIX]: Configure IAM users to inherit permissions from IAM groups. 
        >>
}

rule iam_user_no_policies_check when is_cfn_hook(%INPUT_DOCUMENT, %IAM_USER_TYPE) { 
    check_user(%INPUT_DOCUMENT.%IAM_USER_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.4]: Require that an AWS Identity and Access Management (IAM) user 
 does not have an inline or managed policy attached attached 
            [FIX]: Configure IAM users to inherit permissions from IAM groups. 
        >>
}

rule iam_user_no_policies_check when is_cfn_hook(%INPUT_DOCUMENT, %IAM_POLICY_TYPE) { 
    check_policy(%INPUT_DOCUMENT.%IAM_POLICY_TYPE.resourceProperties) 
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        << 
        [CT.IAM.PR.4]: Require that an AWS Identity and Access Management (IAM) user 
 does not have an inline or managed policy attached attached 
            [FIX]: Configure IAM users to inherit permissions from IAM groups. 
        >>
}

rule iam_user_no_policies_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %IAM_MANAGED_POLICY_TYPE) { 
    check_policy(%INPUT_DOCUMENT.%IAM_MANAGED_POLICY_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.4]: Require that an AWS Identity and Access Management (IAM) user 
 does not have an inline or managed policy attached attached 
            [FIX]: Configure IAM users to inherit permissions from IAM groups. 
        >>
}

#
# Parameterized Rules
#
rule check_user(iam_user) { 
    %iam_user { 
        # Scenario 2 and 4 
        Policies not exists or 
        exists_and_is_empty_list(Policies) 

        ManagedPolicyArns not exists or 
        exists_and_is_empty_list(ManagedPolicyArns) 
    }
}

rule check_policy(policy) { 
    %policy { 
        # Scenario 3 and 4 
        Users not exists or 
        exists_and_is_empty_list(Users) 
    }
}

rule exists_and_is_empty_list(list_property) { 
    %list_property { 
        this is_list 
        this empty 
    }
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}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.IAM.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IAMUser: 
    Type: AWS::IAM::User 
    Properties: {} 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMUser: 
    Type: AWS::IAM::User 
    Properties: 
      ManagedPolicyArns: 
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      - arn:aws:iam::aws:policy/AdministratorAccess 

     

[CT.IAM.PR.5] Require that AWS Identity and Access Management (IAM) inline policies do not 
have wildcard service actions

This control checks whether AWS Identity and Access Management (IAM) inline policies do not 
include Effect: Allow with Action: Service:* (e.g. s3:*) for individual AWS services or use the 
combination of NotAction with an Effect of Allow.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::IAM::Policy, AWS::IAM::Role, AWS::IAM::User,
AWS::IAM::Group

• AWS CloudFormation guard rule:  CT.IAM.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.IAM.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.IAM.PR.5 example templates

Explanation

When you assign permissions to AWS services, it is important to scope the allowed IAM actions 
in your IAM policies. You should restrict IAM actions to only those actions that are needed. This 
helps you to provision least privilege permissions. Overly permissive policies might lead to privilege 
escalation if the policies are attached to an IAM principal that might not require the permission.

Usage considerations

• This control only applies to IAM inline policies with statements that contain an Effect
of Allow with an Action or NotAction element present
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• This control only applies to IAM role, user or group resources with one or more inline 
policies and IAM policy resources with one or more statements configured

Remediation for rule failure

Remove statements from IAM inline policies with Effect: Allow and Action: service:* or
Effect: Allow and NotAction.

The examples that follow show how to implement this remediation.

IAM Inline Policy - Example One

IAM role configured with an inline policy allowing the S3 ListBucket action. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "IAMRole": { 
        "Type": "AWS::IAM::Role", 
        "Properties": { 
            "AssumeRolePolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Allow", 
                        "Principal": { 
                            "AWS": { 
                                "Ref": "AWS::AccountId" 
                            } 
                        }, 
                        "Action": [ 
                            "sts:AssumeRole" 
                        ] 
                    } 
                ] 
            }, 
            "Policies": [ 
                { 
                    "PolicyDocument": { 
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                        "Version": "2012-10-17", 
                        "Statement": [ 
                            { 
                                "Effect": "Allow", 
                                "Action": [ 
                                    "s3:ListBucket" 
                                ], 
                                "Resource": [ 
                                    "*" 
                                ] 
                            } 
                        ] 
                    }, 
                    "PolicyName": "sample-policy" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

IAMRole: 
  Type: AWS::IAM::Role 
  Properties: 
    AssumeRolePolicyDocument: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Allow 
          Principal: 
            AWS: !Ref 'AWS::AccountId' 
          Action: 
            - sts:AssumeRole 
    Policies: 
      - PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
            - Effect: Allow 
              Action: 
                - s3:ListBucket 
              Resource: 
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                - '*' 
        PolicyName: sample-policy 

                 

The examples that follow show how to implement this remediation.

IAM Inline Policy - Example Two

IAM user configured with an inline policy allowing the S3 ListBucket action. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "IAMUser": { 
        "Type": "AWS::IAM::User", 
        "Properties": { 
            "Policies": [ 
                { 
                    "PolicyDocument": { 
                        "Version": "2012-10-17", 
                        "Statement": [ 
                            { 
                                "Effect": "Allow", 
                                "Action": [ 
                                    "s3:ListBucket" 
                                ], 
                                "Resource": [ 
                                    "*" 
                                ] 
                            } 
                        ] 
                    }, 
                    "PolicyName": "sample-policy" 
                } 
            ] 
        } 
    }
} 
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YAML example

IAMUser: 
  Type: AWS::IAM::User 
  Properties: 
    Policies: 
      - PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
            - Effect: Allow 
              Action: 
                - s3:ListBucket 
              Resource: 
                - '*' 
        PolicyName: sample-policy 

                 

The examples that follow show how to implement this remediation.

IAM Inline Policy - Example Three

IAM group configured with an inline policy allowing the S3 ListBucket action. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "IAMGroup": { 
        "Type": "AWS::IAM::Group", 
        "Properties": { 
            "Policies": [ 
                { 
                    "PolicyDocument": { 
                        "Version": "2012-10-17", 
                        "Statement": [ 
                            { 
                                "Effect": "Allow", 
                                "Action": [ 
                                    "s3:ListBucket" 
                                ], 
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                                "Resource": [ 
                                    "*" 
                                ] 
                            } 
                        ] 
                    }, 
                    "PolicyName": "sample-policy" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

IAMGroup: 
  Type: AWS::IAM::Group 
  Properties: 
    Policies: 
      - PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
            - Effect: Allow 
              Action: 
                - s3:ListBucket 
              Resource: 
                - '*' 
        PolicyName: sample-policy 

                 

The examples that follow show how to implement this remediation.

IAM Inline Policy - Example Four

IAM policy associated with an IAM role as an inline policy and configured to allow the S3
ListBucket action. The example is shown in JSON and in YAML.

JSON example
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{ 
    "IAMPolicy": { 
        "Type": "AWS::IAM::Policy", 
        "Properties": { 
            "PolicyName": "sample-policy", 
            "Roles": [ 
                { 
                    "Ref": "IAMRole" 
                } 
            ], 
            "PolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Allow", 
                        "Action": [ 
                            "s3:ListBucket" 
                        ], 
                        "Resource": [ 
                            "*" 
                        ] 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

IAMPolicy: 
  Type: AWS::IAM::Policy 
  Properties: 
    PolicyName: sample-policy 
    Roles: 
      - !Ref 'IAMRole' 
    PolicyDocument: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Allow 
          Action: 
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            - s3:ListBucket 
          Resource: 
            - '*' 

                 

CT.IAM.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Name:
#   iam_inline_policy_no_statements_with_full_access_check
#  
# Description:
#   This control checks whether AWS Identity and Access Management (IAM) inline 
 policies do not include "Effect": "Allow" with "Action": "Service:*" (e.g. s3:*) for 
 individual AWS services or use the combination of "NotAction" with an "Effect" of 
 "Allow".
#  
# Reports on:
#   AWS::IAM::Policy, AWS::IAM::Role, AWS::IAM::User, AWS::IAM::Group
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any IAM policy, IAM role, IAM user or 
 IAM group resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy resource
#       And: The policy has no statements with 'Effect' set to 'Allow'
#      Then: SKIP
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM role, IAM user or IAM group resource
#       And: 'Policies' is not provided or is an empty list
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM role, IAM user or IAM group resource
#       And: 'Policies' is provided as a non-empty list
#       And: All IAM policy documents in 'Policies' have no statements with 'Effect' 
 set to 'Allow'
#      Then: SKIP
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy has one or more 'Action' statements
#       And: 'Action' statement allows full access to a service ('Action' has a value 
 'service:*')
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy has one or more 'NotAction' statements
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM role, IAM user or IAM group resource
#       And: 'Policies' is provided as a non-empty list
#       And: IAM policy document in 'Policies' has a statement with 'Effect' set to 
 'Allow'
#       And: The policy has one or more 'Action' statements
#       And: 'Action' statement allows full access to a service ('Action' has a value 
 'service:*')
#      Then: FAIL
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM role, IAM user or IAM user resource
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#       And: 'Policies' is provided as a non-empty list
#       And: At least one IAM policy document in 'Policies' has a statement with 
 'Effect' set to 'Allow'
#       And: The policy has one or more 'NotAction' statements
#      Then: FAIL
#   Scenario: 9
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM policy resource
#       And: The policy has a statement with 'Effect' set to 'Allow'
#       And: The policy has one or more 'Action' statements
#       And: No 'Action' statements allow full access to a service ('Action' does not 
 have a value 'service:*')
#      Then: PASS
#   Scenario: 10
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an IAM role, IAM user or IAM user resource
#       And: 'Policies' is provided as a non-empty list
#       And: At least one IAM policy document in 'Policies' has a statement with 
 'Effect' set to 'Allow'
#       And: The policy has one or more 'Action' statements
#       And: No 'Action' statements allow full access to a service ('Action' does not 
 have a value 'service:*')
#      Then: PASS

#
# Constants
#
let AWS_IAM_POLICY_TYPE = "AWS::IAM::Policy"
let AWS_IAM_ROLE_TYPE = "AWS::IAM::Role"
let AWS_IAM_USER_TYPE = "AWS::IAM::User"
let AWS_IAM_GROUP_TYPE = "AWS::IAM::Group"
let WILDCARD_ACTION_PATTERN = /^[\w]*[:]*\*$/
let INPUT_DOCUMENT = this

#
# Assignments
#
let iam_policies = Resources.*[ Type == %AWS_IAM_POLICY_TYPE ]
let iam_principals = Resources.*[ 
    Type == %AWS_IAM_ROLE_TYPE or 
    Type == %AWS_IAM_USER_TYPE or 
    Type == %AWS_IAM_GROUP_TYPE
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]

#
# Primary Rules
#
rule iam_inline_policy_no_statements_with_full_access_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                 %iam_policies not 
 empty { 
    check_policy(%iam_policies.Properties) 
        << 
        [CT.IAM.PR.5]: Require that AWS Identity and Access Management (IAM) inline 
 policies do not have wildcard service actions 
            [FIX]: Remove statements from IAM inline policies with "Effect": "Allow" 
 and "Action": "service:*" or "Effect": "Allow" and "NotAction". 
        >>
}

rule iam_inline_policy_no_statements_with_full_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_POLICY_TYPE) { 
    check_policy(%INPUT_DOCUMENT.%AWS_IAM_POLICY_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.5]: Require that AWS Identity and Access Management (IAM) inline 
 policies do not have wildcard service actions 
            [FIX]: Remove statements from IAM inline policies with "Effect": "Allow" 
 and "Action": "service:*" or "Effect": "Allow" and "NotAction". 
        >>
}

rule iam_inline_policy_no_statements_with_full_access_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                                 %iam_principals not 
 empty { 
    check_principal(%iam_principals.Properties) 
        << 
        [CT.IAM.PR.5]: Require that AWS Identity and Access Management (IAM) inline 
 policies do not have wildcard service actions 
            [FIX]: Remove statements from IAM inline policies with "Effect": "Allow" 
 and "Action": "service:*" or "Effect": "Allow" and "NotAction". 
        >>
}

rule iam_inline_policy_no_statements_with_full_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_ROLE_TYPE) { 
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    check_principal(%INPUT_DOCUMENT.%AWS_IAM_ROLE_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.5]: Require that AWS Identity and Access Management (IAM) inline 
 policies do not have wildcard service actions 
            [FIX]: Remove statements from IAM inline policies with "Effect": "Allow" 
 and "Action": "service:*" or "Effect": "Allow" and "NotAction". 
        >>
}

rule iam_inline_policy_no_statements_with_full_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_USER_TYPE) { 
    check_principal(%INPUT_DOCUMENT.%AWS_IAM_USER_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.5]: Require that AWS Identity and Access Management (IAM) inline 
 policies do not have wildcard service actions 
            [FIX]: Remove statements from IAM inline policies with "Effect": "Allow" 
 and "Action": "service:*" or "Effect": "Allow" and "NotAction". 
        >>
}

rule iam_inline_policy_no_statements_with_full_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %AWS_IAM_GROUP_TYPE) { 
    check_principal(%INPUT_DOCUMENT.%AWS_IAM_GROUP_TYPE.resourceProperties) 
        << 
        [CT.IAM.PR.5]: Require that AWS Identity and Access Management (IAM) inline 
 policies do not have wildcard service actions 
            [FIX]: Remove statements from IAM inline policies with "Effect": "Allow" 
 and "Action": "service:*" or "Effect": "Allow" and "NotAction". 
        >>
}

#
# Parameterized Rules
#
rule check_policy(policy) { 
    %policy [ 
        filter_policy_document_with_statement_provided(this) 
    ] { 
        PolicyDocument { 
            check_statement_no_wildcard_actions(Statement) 
            check_statement_no_not_action(Statement) 
       } 
    }
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}

rule check_principal(iam_principal) { 
    %iam_principal [ 
        filter_iam_principal_with_inline_policy_provided(this) 
    ] { 
        Policies[*] { 
            check_policy(this) 
       } 
    }
}

rule check_statement_no_wildcard_actions(statement) { 
    %statement [ 
        filter_allow_on_action(this) 
    ] { 
        Action exists 
        check_no_wildcard_action(Action) 
    }
}

rule check_statement_no_not_action(statement) { 
    %statement [ 
        filter_allow(this) 
    ] { 
        NotAction not exists 
    }
}

rule filter_allow_on_action(statement) { 
    %statement { 
        Effect == "Allow" 
        Action exists 
    }
}

rule filter_allow(statement) { 
    %statement { 
        Effect == "Allow" 
    }
}

rule filter_policy_document_with_statement_provided(policy) { 
    %policy { 
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        PolicyDocument exists 
        PolicyDocument is_struct 
        PolicyDocument { 
            Statement exists 
            filter_statement_non_empty_list(Statement) or 
            Statement is_struct 
        } 
    }
}

rule filter_iam_principal_with_inline_policy_provided(iam_principal) { 
    %iam_principal { 
        Policies exists 
        Policies is_list 
        Policies not empty 
    }
}

rule filter_statement_non_empty_list(statement) { 
    %statement { 
        this is_list 
        this not empty 
    }
}

rule check_no_wildcard_action(actions) { 
    %actions[*] { 
        this != %WILDCARD_ACTION_PATTERN 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.IAM.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  IAMPolicy: 
    Type: AWS::IAM::Policy 
    Properties: 
      PolicyName: 
        Fn::Sub: ${AWS::StackName}-example 
      Roles: 
      - Ref: IAMRole 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Action: 
          - s3:ListBucket 
          Resource: 
          - '*' 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  IAMPolicy: 
    Type: AWS::IAM::Policy 
    Properties: 
      PolicyName: 
        Fn::Sub: ${AWS::StackName}-example 
      Roles: 
      - Ref: IAMRole 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Action: s3:* 
          Resource: '*' 

     

AWS Key Management Service (AWS KMS) controls

Topics

• [CT.KMS.PR.1] Require any AWS KMS key to have rotation configured

• [CT.KMS.PR.2] Require that an AWS Key Management Service asymmetric key with RSA key 
material used for encryption has a key length greater than 2048 bits

• [CT.KMS.PR.3] Require an AWS Key Management Service key policy to have a statement that 
limits creation of AWS KMS grants to AWS services
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[CT.KMS.PR.1] Require any AWS KMS key to have rotation configured

This control checks whether key rotation is enabled for AWS KMS customer managed keys.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::KMS::Key

• AWS CloudFormation guard rule:  CT.KMS.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.KMS.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.KMS.PR.1 example templates

Explanation

Key rotation minimizes the possibility of key exposure to malicious users. Cryptographic best 
practices discourage extensive reuse of encryption keys. Rotation of keys on regular basis helps you 
meet organizational security and compliance requirements.

Usage considerations

• This control applies only to AWS KMS symmetric-encryption, customer managed keys.

Remediation for rule failure

Set EnableKeyRotation to true for AWS KMS symmetric-encryption keys.

The examples that follow show how to implement this remediation.

AWS KMS key - Example

AWS KMS customer managed key configured with key rotation activated. The example is shown in 
JSON and in YAML.
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JSON example

{ 
    "KMSKey": { 
        "Type": "AWS::KMS::Key", 
        "Properties": { 
            "PendingWindowInDays": 7, 
            "KeyPolicy": { 
                "Version": "2012-10-17", 
                "Id": "sample-policy", 
                "Statement": [ 
                    { 
                        "Sid": "Enable IAM User Permissions", 
                        "Effect": "Allow", 
                        "Principal": { 
                            "AWS": { 
                                "Fn::Sub": "arn:${AWS::Partition}:iam::
${AWS::AccountId}:root" 
                            } 
                        }, 
                        "Action": "kms:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "EnableKeyRotation": true 
        } 
    }
} 
                 

YAML example

KMSKey: 
  Type: AWS::KMS::Key 
  Properties: 
    PendingWindowInDays: 7 
    KeyPolicy: 
      Version: 2012-10-17 
      Id: sample-policy 
      Statement: 

Proactive controls 1518



AWS Control Tower User Guide

        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: !Sub 'arn:${AWS::Partition}:iam::${AWS::AccountId}:root' 
          Action: kms:* 
          Resource: '*' 
    EnableKeyRotation: true 

                 

CT.KMS.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   kms_key_rotation_enabled_check
#  
# Description:
#   This control checks whether key rotation is enabled for AWS KMS customer managed 
 keys.
#  
# Reports on:
#   AWS::KMS::Key
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any KMS key resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
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#       And: 'KeySpec' is provided and is a value other than 'SYMMETRIC_DEFAULT'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'KeySpec' is not provided or is provided and is set to 'SYMMETRIC_DEFAULT'
#       And: 'EnableKeyRotation' is not provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'KeySpec' is not provided or is provided and is set to 'SYMMETRIC_DEFAULT'
#       And: 'EnableKeyRotation' is provided and is set to bool(false)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'KeySpec' is not provided or is provided and is set to 'SYMMETRIC_DEFAULT'
#       And: 'EnableKeyRotation' is provided and is set to bool(true)
#      Then: PASS

#
# Constants
#
let KMS_KEY_TYPE = "AWS::KMS::Key"
let INPUT_DOCUMENT = this

#
# Assignments
#
let kms_keys = Resources.*[ Type == %KMS_KEY_TYPE ]

#
# Primary Rules
#
rule kms_key_rotation_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                         %kms_keys not empty { 
    check(%kms_keys.Properties) 
        << 
        [CT.KMS.PR.1]: Require any AWS KMS key to have rotation configured 
        [FIX]: Set 'EnableKeyRotation' to 'true' for AWS KMS symmetric-encryption keys. 
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        >>
}

rule kms_key_rotation_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, %KMS_KEY_TYPE) { 
    check(%INPUT_DOCUMENT.%KMS_KEY_TYPE.resourceProperties) 
        << 
        [CT.KMS.PR.1]: Require any AWS KMS key to have rotation configured 
        [FIX]: Set 'EnableKeyRotation' to 'true' for AWS KMS symmetric-encryption keys. 
        >>
}

#
# Parameterized Rules
#
rule check(kms_keys) { 
    %kms_keys[ 
        # Scenario 2 
        filter_is_kms_cmk_symmetric_key(this) 
    ] { 
        # Scenario 3, 4 and 5 
        EnableKeyRotation exists 
        EnableKeyRotation == true 
    }
}

rule filter_is_kms_cmk_symmetric_key(kms_key) { 
    %kms_key { 
        KeySpec not exists or 
        KeySpec == "SYMMETRIC_DEFAULT" 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
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} 

     

CT.KMS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Key: 
    Type: AWS::KMS::Key 
    Properties: 
      PendingWindowInDays: 7 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      EnableKeyRotation: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Key: 
    Type: AWS::KMS::Key 
    Properties: 
      PendingWindowInDays: 7 
      KeyPolicy: 
        Version: 2012-10-17 
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        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      EnableKeyRotation: false 

     

[CT.KMS.PR.2] Require that an AWS Key Management Service asymmetric key with RSA key 
material used for encryption has a key length greater than 2048 bits

This control checks whether an AWS KMS asymmetric key with RSA key material, which is used for 
encryption and decryption, to use a key spec with a key length greater than 2048 bits (that is, a key 
spec other than RSA_2048).

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::KMS::Key

• AWS CloudFormation guard rule:  CT.KMS.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.KMS.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.KMS.PR.2 example templates

Explanation

AWS Control Tower recommends using an RSA key spec with a key length greater than 2048 bits, 
when you are using such keys for encryption and decryption. The key spec determines whether 
the KMS key is symmetric or asymmetric. It also determines the type of key material, and the 
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algorithms it supports. AWS KMS supports asymmetric KMS keys that represent a mathematically-
related RSA or elliptic curve (ECC) public and private key pair. A KMS key with an RSA key pair can 
be used for encryption and decryption, or for signing and verification (but not both). AWS KMS 
supports several key lengths for different security requirements.

Usage considerations

• This control applies only to a KMS key with an RSA key spec, which is configured for 
encryption and decryption.

Remediation for rule failure

For KMS keys with an RSA keyspec, which are configured for encryption and decryption (KeyUsage
of ENCRYPT_DECRYPT), set the KeySpec parameter to a key spec other than RSA_2048.

The examples that follow show how to implement this remediation.

AWS KMS key - Example

An AWS KMS asymmetric key configured for encryption and decryption, with an RSA_4096 key 
spec. The example is shown in JSON and in YAML.

JSON example

{ 
    "Key": { 
        "Type": "AWS::KMS::Key", 
        "Properties": { 
            "KeyPolicy": { 
                "Version": "2012-10-17", 
                "Id": "example-policy", 
                "Statement": [ 
                    { 
                        "Sid": "Enable IAM User Permissions", 
                        "Effect": "Allow", 
                        "Principal": { 
                            "AWS": { 
                                "Fn::Sub": "arn:${AWS::Partition}:iam::
${AWS::AccountId}:root" 
                            } 
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                        }, 
                        "Action": "kms:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "KeyUsage": "ENCRYPT_DECRYPT", 
            "KeySpec": "RSA_4096" 
        } 
    }
} 
                 

YAML example

Key: 
  Type: AWS::KMS::Key 
  Properties: 
    KeyPolicy: 
      Version: '2012-10-17' 
      Id: example-policy 
      Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: !Sub 'arn:${AWS::Partition}:iam::${AWS::AccountId}:root' 
          Action: kms:* 
          Resource: '*' 
    KeyUsage: ENCRYPT_DECRYPT 
    KeySpec: RSA_4096 

                 

CT.KMS.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Name:
#   kms_asymmetric_rsa_keyspec_check
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#  
# Description:
#   This control checks whether an AWS KMS asymmetric key with RSA key material, which 
 is used for encryption and decryption, to use a key spec with a key length greater 
 than 2048 bits (that is, a key spec other than 'RSA_2048').
#  
# Reports on:
#   AWS::KMS::Key
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any KMS key resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'KeyUsage' has been provided and is a value other than 'ENCRYPT_DECRYPT'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'KeyUsage' has not been provided or has been provided and is set to 
 'ENCRYPT_DECRYPT'
#       And: 'KeySpec' has not been provided or has been provided and is set to a
#            key spec other than an RSA key spec (does not begin with 'RSA_')
#      Then: SKIP
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'KeyUsage' has not been provided or has been provided and is set to 
 'ENCRYPT_DECRYPT'
#       And: 'KeySpec' has been provided and is set to an RSA key spec (begins with 
 'RSA_')
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#       And: 'KeySpec' has been set to a disallowed RSA key spec ('RSA_2048')
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'KeyUsage' has not been provided or has been provided and is set to 
 'ENCRYPT_DECRYPT'
#       And: 'KeySpec' has been provided and is set to an RSA key spec (begins with 
 'RSA_')
#       And: 'KeySpec' has not been set to a disallowed RSA key spec ('RSA_2048')
#      Then: PASS

#
# Constants
#
let KMS_KEY_TYPE = "AWS::KMS::Key"
let RSA_KEYSPEC_PATTERN = /^RSA_/
let ENCRYPTION_KEY_USAGE = "ENCRYPT_DECRYPT"
let DISALLOWED_RSA_KEYSPECS = [ "RSA_2048" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let kms_keys = Resources.*[ Type == %KMS_KEY_TYPE ]

#
# Primary Rules
#
rule kms_asymmetric_rsa_keyspec_check when is_cfn_template(%INPUT_DOCUMENT) 
                                           %kms_keys not empty { 
    check(%kms_keys.Properties) 
        << 
        [CT.KMS.PR.2]: Require that an AWS KMS asymmetric key with RSA key material 
 used for encryption has a key length greater than 2048 bits 
        [FIX]: For KMS keys with an RSA keyspec, which are configured for encryption 
 and decryption ('KeyUsage' of 'ENCRYPT_DECRYPT'), set the 'KeySpec' parameter to a key 
 spec other than 'RSA_2048'. 
        >>
}

rule kms_asymmetric_rsa_keyspec_check when is_cfn_hook(%INPUT_DOCUMENT, %KMS_KEY_TYPE) 
 { 
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    check(%INPUT_DOCUMENT.%KMS_KEY_TYPE.resourceProperties) 
        << 
        [CT.KMS.PR.2]: Require that an AWS KMS asymmetric key with RSA key material 
 used for encryption has a key length greater than 2048 bits 
        [FIX]: For KMS keys with an RSA keyspec, which are configured for encryption 
 and decryption ('KeyUsage' of 'ENCRYPT_DECRYPT'), set the 'KeySpec' parameter to a key 
 spec other than 'RSA_2048'. 
        >>
}

#
# Parameterized Rules
#
rule check(kms_keys) { 
    %kms_keys[ 
        # Scenarios 2 and 3 
        filter_is_kms_rsa_asymmetric_encryption_key(this) 
    ] { 
        # Scenario 4 and 5 
        KeySpec exists 
        KeySpec not in %DISALLOWED_RSA_KEYSPECS 
    }
}

rule filter_is_kms_rsa_asymmetric_encryption_key(kms_key) { 
    %kms_key { 
        KeyUsage not exists or 
        KeyUsage == %ENCRYPTION_KEY_USAGE 

        KeySpec exists 
        KeySpec == %RSA_KEYSPEC_PATTERN 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.KMS.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Key: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
        Version: '2012-10-17' 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      KeyUsage: ENCRYPT_DECRYPT 
      KeySpec: RSA_4096 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Key: 
    Type: AWS::KMS::Key 
    Properties: 
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      KeyPolicy: 
        Version: '2012-10-17' 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      KeyUsage: ENCRYPT_DECRYPT 
      KeySpec: RSA_2048 

     

[CT.KMS.PR.3] Require an AWS Key Management Service key policy to have a statement that 
limits creation of AWS KMS grants to AWS services

This control checks whether an AWS KMS key has an associated key policy statement that limits 
creation of AWS KMS grants to AWS services only.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::KMS::Key

• AWS CloudFormation guard rule:  CT.KMS.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.KMS.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.KMS.PR.3 example templates

Explanation

Users with permission to create grants for a KMS key (kms:CreateGrant) can use a grant to allow 
other users and roles, including AWS services, to use the KMS key (grantee principals). Grantee 
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principals can be identities in your own AWS account, or identities from a different account or 
organization.

By denying creation of AWS KMS grants unless the request originates from an AWS service, you 
prevent grants from being assigned directly to principals other than AWS service principals, and 
you reduce the opportunities for grant misuse. The kms:GrantIsForAWSResource condition 
helps check whether the CreateGrant operation is being called by an AWS service integrated with 
AWS KMS, on behalf of another principal. The aws:PrincipalIsAWSService condition helps 
check whether the CreateGrant operation is being called directly by an AWS service principal.

Usage considerations

• If you must use additional conditions on your grants, or if you must issue AWS KMS 
grants directly to your IAM principals for a customer-managed key, do not enable this 
control. This control requires a policy statement that denies the creation of AWS KMS 
grants for your customer-managed KMS keys, if the request does not originate from an 
AWS service that's integrated with AWS KMS, or from an AWS service principal.

Remediation for rule failure

Configure an AWS KMS policy statement that denies access to the kms:CreateGrant operation 
for all principals when the kms:GrantIsForAWSResource and aws:PrincipalIsAWSService
conditions are both false, using the BoolIfExists condition operator.

The examples that follow show how to implement this remediation.

AWS KMS key - Example

An AWS KMS key, configured to deny creation of AWS KMS grants where the CreateGrant request 
does not originate from an AWS service principal. The example is shown in JSON and in YAML.

JSON example

{ 
    "Key": { 
        "Type": "AWS::KMS::Key", 
        "Properties": { 
            "KeyUsage": "ENCRYPT_DECRYPT", 
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            "KeySpec": "SYMMETRIC_DEFAULT", 
            "KeyPolicy": { 
                "Version": "2012-10-17", 
                "Id": "sample-policy", 
                "Statement": [ 
                    { 
                        "Sid": "Enable IAM User Permissions", 
                        "Effect": "Allow", 
                        "Principal": { 
                            "AWS": { 
                                "Fn::Sub": "arn:${AWS::Partition}:iam::
${AWS::AccountId}:root" 
                            } 
                        }, 
                        "Action": "kms:*", 
                        "Resource": "*" 
                    }, 
                    { 
                        "Effect": "Deny", 
                        "Action": "kms:CreateGrant", 
                        "Resource": "*", 
                        "Principal": "*", 
                        "Condition": { 
                            "BoolIfExists": { 
                                "kms:GrantIsForAWSResource": "false", 
                                "aws:PrincipalIsAWSService": "false" 
                            } 
                        } 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

Key: 
  Type: AWS::KMS::Key 
  Properties: 
    KeyUsage: ENCRYPT_DECRYPT 

Proactive controls 1532



AWS Control Tower User Guide

    KeySpec: SYMMETRIC_DEFAULT 
    KeyPolicy: 
      Version: '2012-10-17' 
      Id: sample-policy 
      Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: !Sub 'arn:${AWS::Partition}:iam::${AWS::AccountId}:root' 
          Action: kms:* 
          Resource: '*' 
        - Effect: Deny 
          Action: kms:CreateGrant 
          Resource: '*' 
          Principal: '*' 
          Condition: 
            BoolIfExists: 
              kms:GrantIsForAWSResource: 'false' 
              aws:PrincipalIsAWSService: 'false' 

                 

CT.KMS.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Name:
#   kms_create_grant_aws_service_check
#  
# Description:
#   This control checks whether an AWS KMS key has an associated key policy statement 
 that limits creation of AWS KMS grants to AWS services only.
#  
# Reports on:
#   AWS::KMS::Key
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
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#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any KMS key resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'Statement' in 'KeyPolicy' has not been provided or has been provided as 
 an empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'Statement' in 'KeyPolicy' has been provided as a non-empty list
#       And: 'Statement' in 'KeyPolicy' does not include a statement that denies all 
 Principals ('*', AWS: '*')
#            create grant permissions ('kms:CreateGrant') on the KMS key (resource of 
 '*')
#            when the conditions 'kms:GrantIsForAWSResource' and 
 'aws:PrincipalIsAWSService'
#            are both 'false' ('BoolIfExists' condition operator)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a KMS key resource
#       And: 'Statement' in 'KeyPolicy' has been provided as a non-empty list
#       And: 'Statement' in 'KeyPolicy' includes a statement that denies all Principals 
 ('*', AWS: '*')
#            create grant permissions ('kms:CreateGrant') on the KMS key (resource of 
 '*')
#            when the conditions 'kms:GrantIsForAWSResource' and 
 'aws:PrincipalIsAWSService'
#            are both 'false' ('BoolIfExists' condition operator)
#      Then: PASS

#
# Constants
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#
let INPUT_DOCUMENT = this
let KMS_KEY_TYPE = "AWS::KMS::Key"
let KMS_GRANT_IS_FOR_AWS_RESOURCE_KEY_PATTERN = /^(?i)kms:GrantIsForAWSResource$/
let AWS_PRINCIPAL_IS_AWS_SERVICE_KEY_PATTERN = /^(?i)aws:PrincipalIsAWSService$/
let ALLOWED_KEY_PATTERNS = [/^(?i)kms:GrantIsForAWSResource$/, /^(?
i)aws:PrincipalIsAWSService$/]
#
# Assignments
#
let kms_keys = Resources.*[ Type == %KMS_KEY_TYPE ]

#
# Primary Rules
#
rule kms_create_grant_aws_service_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %kms_keys not empty { 
    check(%kms_keys.Properties) 
        << 
        [CT.KMS.PR.3]: Require an AWS KMS key policy to have a statement that limits 
 creation of AWS KMS grants to AWS services 
        [FIX]: Configure a KMS keys policy statement that denies access to the 
 'kms:CreateGrant' operation for all principals when the 'kms:GrantIsForAWSResource' 
 and 'aws:PrincipalIsAWSService' conditions are both false, using the 'BoolIfExists' 
 condition operator. 
        >>
}

rule kms_create_grant_aws_service_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %KMS_KEY_TYPE) { 
    check(%INPUT_DOCUMENT.%KMS_KEY_TYPE.resourceProperties) 
        << 
        [CT.KMS.PR.3]: Require an AWS KMS key policy to have a statement that limits 
 creation of AWS KMS grants to AWS services 
        [FIX]: Configure a KMS key policy statement that denies access to the 
 'kms:CreateGrant' operation for all principals when the 'kms:GrantIsForAWSResource' 
 and 'aws:PrincipalIsAWSService' conditions are both false, using the 'BoolIfExists' 
 condition operator. 
        >>
}

#
# Parameterized Rules
#
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rule check(kms_keys) { 
    %kms_keys { 
        # Scenario 2 
        KeyPolicy exists 
        KeyPolicy is_struct 

        KeyPolicy { 
            Statement exists 
            Statement is_list 
            Statement not empty 

            #Scenario 3 and 4 
            some Statement[*] { 
                check_statement_create_grant_aws_services_only(this) 
            } 
        } 
    }
}

rule check_statement_create_grant_aws_services_only(statement) { 
    %statement{ 
        check_all_required_statement_properties(this) 

        Effect == "Deny" 
        Action[*] in ["kms:CreateGrant"] 

        Principal == "*" or 
        Principal { 
            AWS exists 
            AWS == "*" 
        } 

        Resource[*] == "*" 

        Condition is_struct 
        struct_contains_only_allowed_keys(Condition, ["BoolIfExists"]) 

        Condition { 
            BoolIfExists exists 
            BoolIfExists is_struct 

            struct_contains_only_allowed_keys(BoolIfExists, %ALLOWED_KEY_PATTERNS) 
            struct_contains_key_with_value(BoolIfExists, 
 %KMS_GRANT_IS_FOR_AWS_RESOURCE_KEY_PATTERN, "false") 
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            struct_contains_key_with_value(BoolIfExists, 
 %AWS_PRINCIPAL_IS_AWS_SERVICE_KEY_PATTERN, "false") 
        } 
    }
}

rule check_all_required_statement_properties(statement) { 
    %statement { 
        Effect exists 
        Action exists 
        Principal exists 
        Condition exists 
        Resource exists 
    }
}

rule struct_contains_only_allowed_keys(struct, allowed_keys) { 
    let disallowed_keys = %struct[ 
        keys not in %allowed_keys 
    ] 
    %disallowed_keys empty
}

rule struct_contains_key_with_value(struct, key, value) { 
    let key_present = %struct[ 
        keys == %key 
    ] 
    %key_present not empty 
    %key_present == %value
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.KMS.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Key: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyUsage: ENCRYPT_DECRYPT 
      KeySpec: SYMMETRIC_DEFAULT 
      KeyPolicy: 
        Version: '2012-10-17' 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
        - Effect: Deny 
          Action: kms:CreateGrant 
          Resource: '*' 
          Principal: '*' 
          Condition: 
            BoolIfExists: 
              kms:GrantIsForAWSResource: 'false' 
              aws:PrincipalIsAWSService: 'false' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  Key: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyUsage: ENCRYPT_DECRYPT 
      KeySpec: SYMMETRIC_DEFAULT 
      KeyPolicy: 
        Version: '2012-10-17' 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 

     

Amazon Kinesis controls

Topics

• [CT.KINESIS.PR.1] Require any Amazon Kinesis data stream to have encryption at rest configured

[CT.KINESIS.PR.1] Require any Amazon Kinesis data stream to have encryption at rest 
configured

This control checks whether Amazon Kinesis data streams are encrypted at rest with server-side 
encryption.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Kinesis::Stream

• AWS CloudFormation guard rule:  CT.KINESIS.PR.1 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.KINESIS.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.KINESIS.PR.1 example templates

Explanation

Server-side encryption is a feature in Amazon Kinesis data streams that encrypts data 
automatically, before the data is at rest, by using an AWS KMS key. Data is encrypted before it is 
written to the Kinesis stream storage layer, and decrypted after it is retrieved from storage. As a 
result, your data is encrypted at rest within the Amazon Kinesis data stream service.

Remediation for rule failure

Specify a StreamEncryption configuration, with EncryptionType set to KMS and KeyId set to 
an AWS KMS key identifier.

The examples that follow show how to implement this remediation.

Amazon Kinesis Data Stream - Example

Amazon Kinesis data stream configured to encrypt data at rest with server-side encryption, using 
an AWS KMS key. The example is shown in JSON and in YAML.

JSON example

{ 
    "KinesisStream": { 
        "Type": "AWS::Kinesis::Stream", 
        "Properties": { 
            "RetentionPeriodHours": 168, 
            "ShardCount": 3, 
            "StreamEncryption": { 
                "EncryptionType": "KMS", 
                "KeyId": { 
                    "Ref": "KMSKey" 
                } 
            } 
        } 
    }
} 

Proactive controls 1540



AWS Control Tower User Guide

                

YAML example

KinesisStream: 
  Type: AWS::Kinesis::Stream 
  Properties: 
    RetentionPeriodHours: 168 
    ShardCount: 3 
    StreamEncryption: 
      EncryptionType: KMS 
      KeyId: !Ref 'KMSKey' 

                 

CT.KINESIS.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   kinesis_stream_encrypted_check
#  
# Description:
#   This control checks whether Amazon Kinesis data streams are encrypted at rest with 
 server-side encryption.
#  
# Reports on:
#   AWS::Kinesis::Stream
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any Kinesis stream resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Kinesis stream resource
#       And: 'StreamEncryption' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Kinesis stream resource
#       And: 'StreamEncryption' has been provided
#       And: 'StreamEncryption.EncryptionType' has not been provided or provided as an 
 empty string
#       And: 'StreamEncryption.KeyId' has not been provided or provided as an empty 
 string or invalid local reference
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Kinesis stream resource
#       And: 'StreamEncryption' has been provided
#       And: 'StreamEncryption.EncryptionType' has been provided as a non-empty string
#       And: 'StreamEncryption.KeyId' has not been provided or provided as an empty 
 string or invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Kinesis stream resource
#       And: 'StreamEncryption' has been provided
#       And: 'StreamEncryption.EncryptionType' has not been provided or provided as an 
 empty string
#       And: 'StreamEncryption.KeyId' has been provided as a non-empty string or valid 
 local reference
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Kinesis stream resource
#       And: 'StreamEncryption' has been provided
#       And: 'StreamEncryption.EncryptionType' has been provided as a non-empty string
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#       And: 'StreamEncryption.KeyId' has been provided as a non-empty string or valid 
 local reference
#      Then: PASS

#
# Constants
#
let KINESIS_STREAM_TYPE = "AWS::Kinesis::Stream"
let INPUT_DOCUMENT = this

#
# Assignments
#
let kinesis_streams = Resources.*[ Type == %KINESIS_STREAM_TYPE ]

#
# Primary Rules
#
rule kinesis_stream_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                         %kinesis_streams not empty { 
    check(%kinesis_streams.Properties) 
        << 
        [CT.KINESIS.PR.1]: Require any Amazon Kinesis data stream to have encryption at 
 rest configured 
            [FIX]: Specify a 'StreamEncryption' configuration, with 'EncryptionType' 
 set to 'KMS' and 'KeyId' set to an AWS KMS key identifier. 
        >>
}

rule kinesis_stream_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %KINESIS_STREAM_TYPE) { 
    check(%INPUT_DOCUMENT.%KINESIS_STREAM_TYPE.resourceProperties) 
        << 
        [CT.KINESIS.PR.1]: Require any Amazon Kinesis data stream to have encryption at 
 rest configured 
            [FIX]: Specify a 'StreamEncryption' configuration, with 'EncryptionType' 
 set to 'KMS' and 'KeyId' set to an AWS KMS key identifier. 
        >>
}

#
# Parameterized Rules
#
rule check(kinesis_stream) { 
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    %kinesis_stream { 
        # Scenario 2 
        StreamEncryption exists 
        StreamEncryption is_struct 

        StreamEncryption { 
            # Scenario 3 
            EncryptionType exists 
            KeyId exists 

            # Scenario 4, 5 and 6 
            check_is_string_and_not_empty(EncryptionType) 
            check_is_string_and_not_empty(KeyId) or 
            check_local_references(%INPUT_DOCUMENT, KeyId, "AWS::KMS::Key") or 
            check_local_references(%INPUT_DOCUMENT, KeyId, "AWS::KMS::Alias") 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
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                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.KINESIS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  KMSKey: 
    Type: AWS::KMS::Key 
    Properties: 
      PendingWindowInDays: 7 
      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-key-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      KeySpec: SYMMETRIC_DEFAULT 
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  KinesisStream: 
    Type: AWS::Kinesis::Stream 
    Properties: 
      RetentionPeriodHours: 168 
      ShardCount: 3 
      StreamEncryption: 
        EncryptionType: KMS 
        KeyId: 
          Ref: KMSKey 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  KinesisStream: 
    Type: AWS::Kinesis::Stream 
    Properties: 
      RetentionPeriodHours: 168 
      ShardCount: 3 

     

AWS Lambda controls

Topics

• [CT.LAMBDA.PR.2] Require AWS Lambda function policies to prohibit public access

• [CT.LAMBDA.PR.3] Require an AWS Lambda function to be in a customer-managed Amazon 
Virtual Private Cloud (VPC)

• [CT.LAMBDA.PR.4] Require an AWS Lambda layer permission to grant access to an AWS 
organization or specific AWS account

• [CT.LAMBDA.PR.5] Require an AWS Lambda function URL to use AWS IAM-based authentication

• [CT.LAMBDA.PR.6] Require an AWS Lambda function URL CORS policy to restrict access to 
specific origins
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[CT.LAMBDA.PR.2] Require AWS Lambda function policies to prohibit public access

This control checks whether an AWS Lambda function resource-based policy prohibits public 
access.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Lambda::Permission

• AWS CloudFormation guard rule:  CT.LAMBDA.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.LAMBDA.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.LAMBDA.PR.2 example templates

Explanation

The Lambda function should not be publicly accessible, because it may permit unintended access 
to your code stored in the function.

Remediation for rule failure

When setting Principal to *, provide one of SourceAccount, SourceArn, or
PrincipalOrgID. When setting Principal to a service principal (for example, 
s3.amazonaws.com), provide one of SourceAccount or SourceArn.

The examples that follow show how to implement this remediation.

AWS Lambda Function Policy - Example One

AWS Lambda function policy configured with an AWS account ID principal. The example is shown in 
JSON and in YAML.

JSON example

{ 
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    "LambdaPermission": { 
        "Type": "AWS::Lambda::Permission", 
        "Properties": { 
            "Action": "lambda:InvokeFunction", 
            "FunctionName": { 
                "Ref": "LambdaFunction" 
            }, 
            "Principal": { 
                "Ref": "AWS::AccountId" 
            } 
        } 
    }
} 
                 

YAML example

LambdaPermission: 
  Type: AWS::Lambda::Permission 
  Properties: 
    Action: lambda:InvokeFunction 
    FunctionName: !Ref 'LambdaFunction' 
    Principal: !Ref 'AWS::AccountId' 

                 

The examples that follow show how to implement this remediation.

AWS Lambda Function Policy - Example Two

AWS Lambda function policy configured with a wildcard principal and source account condition. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "LambdaPermission": { 
        "Type": "AWS::Lambda::Permission", 
        "Properties": { 
            "Action": "lambda:InvokeFunction", 
            "FunctionName": { 
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                "Ref": "LambdaFunction" 
            }, 
            "Principal": "*", 
            "SourceAccount": { 
                "Ref": "AWS::AccountId" 
            } 
        } 
    }
} 
                 

YAML example

LambdaPermission: 
  Type: AWS::Lambda::Permission 
  Properties: 
    Action: lambda:InvokeFunction 
    FunctionName: !Ref 'LambdaFunction' 
    Principal: '*' 
    SourceAccount: !Ref 'AWS::AccountId' 

                 

The examples that follow show how to implement this remediation.

AWS Lambda Function Policy - Example Three

AWS Lambda function policy configured with a service principal and source ARN condition. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "LambdaPermission": { 
        "Type": "AWS::Lambda::Permission", 
        "Properties": { 
            "Action": "lambda:InvokeFunction", 
            "FunctionName": { 
                "Ref": "LambdaFunction" 
            }, 
            "Principal": "s3.amazonaws.com", 
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            "SourceArn": { 
                "Fn::GetAtt": [ 
                    "S3Bucket", 
                    "Arn" 
                ] 
            } 
        } 
    }
} 
                 

YAML example

LambdaPermission: 
  Type: AWS::Lambda::Permission 
  Properties: 
    Action: lambda:InvokeFunction 
    FunctionName: !Ref 'LambdaFunction' 
    Principal: s3.amazonaws.com 
    SourceArn: !GetAtt 'S3Bucket.Arn' 

                 

CT.LAMBDA.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   lambda_function_public_access_prohibited_check
#  
# Description:
#   This control checks whether an AWS Lambda function resource-based policy prohibits 
 public access.
#  
# Reports on:
#   AWS::Lambda::Permission
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
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#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Lambda permission resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda permission resource
#       And: 'FunctionUrlAuthType' has been provided with a value of 'NONE'
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda permission resource
#       And: 'Principal' has been provided with a wildcard value ('*')
#       And: 'SourceAccount' has not been provided or provided with an empty string 
 value
#       And: 'SourceArn' has not been provided or provided with an empty string value 
 or non-valid local reference
#       And: 'PrincipalOrgID' has not been provided or provided with an empty string 
 value
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda permission resource
#       And: 'Principal' has been provided with value that does not match an AWS 
 Account ID, AWS IAM ARN or
#            wildcard value ('*')
#       And: 'SourceAccount' has not been provided or provided with an empty string 
 value
#       And: 'SourceArn' has not been provided or provided with an empty string value 
 or non-valid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda permission resource
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#       And: 'Principal' has been provided with an AWS Account ID or AWS IAM ARN value
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda permission resource
#       And: 'Principal' has been provided with a wildcard value ('*')
#       And: At least one of 'SourceAccount', 'SourceArn' or 'PrincipalOrgID' have been 
 provided with non-empty string
#            values (or a valid local reference for 'SourceArn')
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda permission resource
#       And: 'Principal' has been provided with value that does not match an AWS 
 Account ID or AWS IAM ARN
#       And: At least one of 'SourceAccount', 'SourceArn' have been provided with non-
empty string values (or a valid
#            local reference for 'SourceArn')
#      Then: PASS

#
# Constants
#
let LAMBDA_PERMISSION_TYPE = "AWS::Lambda::Permission"
let AWS_ACCOUNT_ID_PATTERN = /\d{12}/
let AWS_IAM_PRINCIPAL_PATTERN = /^arn:aws[a-z0-9\-]*:iam::\d{12}:.+/

let INPUT_DOCUMENT = this

#
# Assignments
#
let lambda_permissions = Resources.*[ Type == %LAMBDA_PERMISSION_TYPE ]

#
# Primary Rules
#
rule lambda_function_public_access_prohibited_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         %lambda_permissions not empty 
 { 
    check(%lambda_permissions.Properties) 
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        << 
        [CT.LAMBDA.PR.2]: Require AWS Lambda function policies to prohibit public 
 access 
        [FIX]: When setting 'Principal' to '*', provide one of 'SourceAccount', 
 'SourceArn', or 'PrincipalOrgID'. When setting 'Principal' to a service principal (for 
 example, s3.amazonaws.com), provide one of 'SourceAccount' or 'SourceArn'. 
        >>
}

rule lambda_function_public_access_prohibited_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %LAMBDA_PERMISSION_TYPE) { 
    check(%INPUT_DOCUMENT.%LAMBDA_PERMISSION_TYPE.resourceProperties) 
        << 
        [CT.LAMBDA.PR.2]: Require AWS Lambda function policies to prohibit public 
 access 
        [FIX]: When setting 'Principal' to '*', provide one of 'SourceAccount', 
 'SourceArn', or 'PrincipalOrgID'. When setting 'Principal' to a service principal (for 
 example, s3.amazonaws.com), provide one of 'SourceAccount' or 'SourceArn'. 
        >>
}

#
# Parameterized Rules
#
rule check(lambda_permission) { 
    %lambda_permission { 
        # Scenario 2 and 5 
        FunctionUrlAuthType not exists or 
        FunctionUrlAuthType != "NONE" 
    } 

    %lambda_permission [ 
        Principal exists 
        Principal == "*" 
    ] { 
        # Scenario 3 and 6 
        SourceAccount exists or 
        SourceArn exists or 
        PrincipalOrgID exists 

        check_is_string_and_not_empty(SourceAccount) or 
        check_is_string_or_local_reference(SourceArn) or 
        check_is_string_and_not_empty(PrincipalOrgID) 
    } 
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    %lambda_permission [ 
        Principal exists 
        Principal != "*" 
        Principal != %AWS_ACCOUNT_ID_PATTERN 
        Principal != %AWS_IAM_PRINCIPAL_PATTERN 
    ] { 
        # Scenario 4 and 7 
        SourceAccount exists or 
        SourceArn exists 

        check_is_string_and_not_empty(SourceAccount) or 
        check_is_string_or_local_reference(SourceArn) 
    }
}

rule check_is_string_or_local_reference(value) { 
    %value { 
        check_is_string_and_not_empty(this) or 
        check_local_references(%INPUT_DOCUMENT, this) 
    }
}

rule check_local_references(doc, reference_properties) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0]) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
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    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.LAMBDA.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LambdaFunctionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - lambda.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: LambdaFunctionPolicy 
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        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
  LambdaFunction: 
    Type: AWS::Lambda::Function 
    Properties: 
      Role: 
        Fn::GetAtt: LambdaFunctionRole.Arn 
      Handler: index.handler 
      Runtime: python3.9 
      Code: 
        ZipFile: "def handler(event, context):\n  print(\"hello\")\n" 
      Description: TestS3EventFunction 
  LambdaPermission: 
    Type: AWS::Lambda::Permission 
    Properties: 
      Action: lambda:InvokeFunction 
      FunctionName: 
        Ref: LambdaFunction 
      Principal: 
        Ref: AWS::AccountId 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LambdaFunctionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
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            Service: 
            - lambda.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: LambdaFunctionPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
  LambdaFunction: 
    Type: AWS::Lambda::Function 
    Properties: 
      Role: 
        Fn::GetAtt: LambdaFunctionRole.Arn 
      Handler: index.handler 
      Runtime: python3.9 
      Code: 
        ZipFile: "def handler(event, context):\n  print(\"hello\")\n" 
      Description: TestS3EventFunction 
  LambdaPermission: 
    Type: AWS::Lambda::Permission 
    Properties: 
      Action: lambda:InvokeFunction 
      FunctionName: 
        Ref: LambdaFunction 
      Principal: '*' 

     

[CT.LAMBDA.PR.3] Require an AWS Lambda function to be in a customer-managed Amazon 
Virtual Private Cloud (VPC)

This control checks whether an AWS Lambda function has been configured with access to resources 
in a customer-managed Amazon Virtual Private Cloud (VPC).

• Control objective: Limit network access
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• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Lambda::Function

• AWS CloudFormation guard rule:  CT.LAMBDA.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.LAMBDA.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.LAMBDA.PR.3 example templates

Explanation

AWS Lambda functions can be linked to private subnets within a virtual private cloud (VPC) in 
your AWS account to connect to resources such as databases, cache instances, or internal services. 
Ensure that the subnets and security groups used allow access to the necessary resources.

Usage considerations

• This control does not evaluate the VPC subnet routing configuration to determine public 
reachability.

• This control does not support AWS Lambda@Edge Functions. Lambda@Edge does not 
support functions that are configured with access to resources inside your VPC.

• Lambda functions can't connect directly to a VPC with dedicated instance tenancy. To 
connect to resources in a dedicated VPC, peer it to a second VPC with default tenancy.

Remediation for rule failure

In VpcConfig, provide the SubnetIds property with one or more Subnet IDs, and provide the
SecurityGroupIds property with one or more Security Group IDs.

The examples that follow show how to implement this remediation.
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AWS Lambda Function - Example

AWS Lambda function configured to access resources in a VPC. The example is shown in JSON and 
in YAML.

JSON example

{ 
    "LambdaFunction": { 
        "Type": "AWS::Lambda::Function", 
        "Properties": { 
            "Role": { 
                "Fn::GetAtt": "LambdaFunctionRole.Arn" 
            }, 
            "Handler": "index.handler", 
            "Code": { 
                "ZipFile": "def handler(event, context):\n    print(\"sample function
\")\n" 
            }, 
            "Runtime": "python3.9", 
            "VpcConfig": { 
                "SubnetIds": [ 
                    { 
                        "Fn::GetAtt": [ 
                            "SubnetOne", 
                            "SubnetId" 
                        ] 
                    }, 
                    { 
                        "Fn::GetAtt": [ 
                            "SubnetTwo", 
                            "SubnetId" 
                        ] 
                    } 
                ], 
                "SecurityGroupIds": [ 
                    { 
                        "Fn::GetAtt": [ 
                            "SecurityGroup", 
                            "GroupId" 
                        ] 
                    } 
                ] 
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            } 
        } 
    }
} 
                 

YAML example

LambdaFunction: 
  Type: AWS::Lambda::Function 
  Properties: 
    Role: !GetAtt 'LambdaFunctionRole.Arn' 
    Handler: index.handler 
    Code: 
      ZipFile: "def handler(event, context):\n    print(\"sample function\")\n" 
    Runtime: python3.9 
    VpcConfig: 
      SubnetIds: 
        - !GetAtt 'SubnetOne.SubnetId' 
        - !GetAtt 'SubnetTwo.SubnetId' 
      SecurityGroupIds: 
        - !GetAtt 'SecurityGroup.GroupId' 

                 

CT.LAMBDA.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   lambda_inside_vpc_check
#  
# Description:
#   This control checks whether an AWS Lambda function has been configured with access 
 to resources in a customer-managed Amazon Virtual Private Cloud (VPC).
#  
# Reports on:
#   AWS::Lambda::Function
#  
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# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Lambda function resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function resource
#       And: 'VpcConfig' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function resource
#       And: 'VpcConfig' has been provided
#       And: 'SubnetIds' in 'VpcConfig' has been provided as a non-empty list that 
 contains non-empty strings or valid
#            local references
#       And: 'SecurityGroupIds' in 'VpcConfig' has not been been provided or has been 
 provided as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function resource
#       And: 'VpcConfig' has been provided
#       And: 'SecurityGroupIds' in 'VpcConfig' has been provided as a non-empty list 
 that contains non-empty strings
#            or valid local references
#       And: 'SubnetIds' in 'VpcConfig' has not been been provided or has been provided 
 as an empty list
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function resource
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#       And: 'VpcConfig' has been provided
#       And: 'SecurityGroupIds' in 'VpcConfig' has been provided as a non-empty list 
 that contains non-empty strings or
#            valid local references
#       And: 'SubnetIds' in 'VpcConfig' has been provided as a non-empty list that 
 contains non-empty strings or valid
#            local references
#      Then: PASS

#
# Constants
#
let LAMBDA_FUNCTION_TYPE = "AWS::Lambda::Function"
let INPUT_DOCUMENT = this

#
# Assignments
#
let lambda_functions = Resources.*[ Type == %LAMBDA_FUNCTION_TYPE ]

#
# Primary Rules
#
rule lambda_inside_vpc_check when is_cfn_template(%INPUT_DOCUMENT) 
                                  %lambda_functions not empty { 
    check(%lambda_functions.Properties) 
        << 
        [CT.LAMBDA.PR.3]: Require an AWS Lambda function to be in a customer-managed 
 Amazon Virtual Private Cloud (VPC) 
        [FIX]: In 'VpcConfig', provide the 'SubnetIds' property with one or more Subnet 
 IDs, and provide the 'SecurityGroupIds' property with one or more Security Group IDs. 
        >>
}

rule lambda_inside_vpc_check when is_cfn_hook(%INPUT_DOCUMENT, %LAMBDA_FUNCTION_TYPE) { 
    check(%INPUT_DOCUMENT.%LAMBDA_FUNCTION_TYPE.resourceProperties) 
        << 
        [CT.LAMBDA.PR.3]: Require an AWS Lambda function to be in a customer-managed 
 Amazon Virtual Private Cloud (VPC) 
        [FIX]: In 'VpcConfig', provide the 'SubnetIds' property with one or more Subnet 
 IDs, and provide the 'SecurityGroupIds' property with one or more Security Group IDs. 
        >>
}
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#
# Parameterized Rules
#
rule check(lambda_function) { 
    %lambda_function { 
        # Scenario 2 
        VpcConfig exists 
        VpcConfig is_struct 

        VpcConfig { 
            # Scenario 3 and 5 
            SubnetIds exists 
            SubnetIds is_list 
            SubnetIds not empty 
            SubnetIds[*] { 
                check_is_string_and_not_empty(this) or 
                check_local_references(%INPUT_DOCUMENT, this, "AWS::EC2::Subnet") 
            } 
            # Scenario 4 and 5 
            SecurityGroupIds exists 
            SecurityGroupIds is_list 
            SecurityGroupIds not empty 
            SecurityGroupIds[*] { 
                check_is_string_and_not_empty(this) or 
                check_local_references(%INPUT_DOCUMENT, this, 
 "AWS::EC2::SecurityGroup") 
            } 
        } 
     }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}
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rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.LAMBDA.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
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      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  SecurityGroup1: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      VpcId: 
        Ref: VPC 
      GroupDescription: 
        Fn::Sub: ${AWS::StackName}-example 
  LambdaFunctionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - lambda.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: LambdaFunctionPolicy 
        PolicyDocument: 
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          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            - ec2:CreateNetworkInterface 
            - ec2:DescribeNetworkInterfaces 
            - ec2:DeleteNetworkInterface 
            Resource: '*' 
  LambdaFunction: 
    Type: AWS::Lambda::Function 
    Properties: 
      Role: 
        Fn::GetAtt: LambdaFunctionRole.Arn 
      Handler: index.handler 
      Code: 
        ZipFile: | 
          def handler(event, context): 
              print("example") 
      Runtime: python3.9 
      VpcConfig: 
        SubnetIds: 
        - Fn::GetAtt: 
          - SubnetOne 
          - SubnetId 
        - Fn::GetAtt: 
          - SubnetTwo 
          - SubnetId 
        SecurityGroupIds: 
        - Fn::GetAtt: 
          - SecurityGroup1 
          - GroupId 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LambdaFunctionRole: 
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    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - lambda.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: LambdaFunctionPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            - ec2:CreateNetworkInterface 
            - ec2:DescribeNetworkInterfaces 
            - ec2:DeleteNetworkInterface 
            Resource: '*' 
  LambdaFunction: 
    Type: AWS::Lambda::Function 
    Properties: 
      Role: 
        Fn::GetAtt: LambdaFunctionRole.Arn 
      Handler: index.handler 
      Code: 
        ZipFile: | 
          def handler(event, context): 
              print("example") 
      Runtime: python3.9 
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[CT.LAMBDA.PR.4] Require an AWS Lambda layer permission to grant access to an AWS 
organization or specific AWS account

This control checks whether an AWS Lambda layer permission has been configured to grant access 
to an AWS organization or to a specific AWS account only, by ensuring that public access from all 
AWS accounts has not been granted to a layer.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Lambda::LayerVersionPermission

• AWS CloudFormation guard rule:  CT.LAMBDA.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.LAMBDA.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.LAMBDA.PR.4 example templates

Explanation

By default, a layer that you create is private to your AWS account. However, you can share the layer 
with other accounts or make it public, optionally.

A public layer may allow unintended access to your source code and applications. A public Lambda 
layer can expose valuable information about your account, resources, and internal processes.

Remediation for rule failure

Set the OrganizationId parameter to the ID of an AWS organization, or set the Principal
parameter to an AWS account ID.

The examples that follow show how to implement this remediation.

AWS Lambda layer permission - Example one

An AWS Lambda version permission URL configured to grant layer usage permission to all accounts 
in an organization. The example is shown in JSON and in YAML.
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JSON example

{ 
    "LayerVersionPermission": { 
        "Type": "AWS::Lambda::LayerVersionPermission", 
        "Properties": { 
            "Action": "lambda:GetLayerVersion", 
            "LayerVersionArn": { 
                "Ref": "LayerVersion" 
            }, 
            "OrganizationId": "o-abc123defg" 
        } 
    }
} 
                 

YAML example

LayerVersionPermission: 
  Type: AWS::Lambda::LayerVersionPermission 
  Properties: 
    Action: lambda:GetLayerVersion 
    LayerVersionArn: !Ref 'LayerVersion' 
    OrganizationId: o-abc123defg 

                 

The examples that follow show how to implement this remediation.

AWS Lambda layer permission - Example two

An AWS Lambda version permission URL configured to grant layer usage permission for an AWS 
account. The example is shown in JSON and in YAML.

JSON example

{ 
    "LayerVersionPermission": { 
        "Type": "AWS::Lambda::LayerVersionPermission", 
        "Properties": { 
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            "Action": "lambda:GetLayerVersion", 
            "LayerVersionArn": { 
                "Ref": "LayerVersion" 
            }, 
            "Principal": "123456789012" 
        } 
    }
} 
                 

YAML example

LayerVersionPermission: 
  Type: AWS::Lambda::LayerVersionPermission 
  Properties: 
    Action: lambda:GetLayerVersion 
    LayerVersionArn: !Ref 'LayerVersion' 
    Principal: '123456789012' 

                 

CT.LAMBDA.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   lambda_layer_public_access_prohibited_check
#  
# Description:
#   This control checks whether an AWS Lambda layer permission has been configured to 
 grant access to an AWS organization or to a specific AWS account only, by ensuring 
 that public access from all AWS accounts has not been granted to a layer.
#  
# Reports on:
#   AWS::Lambda::LayerVersionPermission
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
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# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Lambda layer version permission 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda layer version permission resource
#       And: 'OrganizationId' has not been provided
#       And: 'Principal' has been provided and set to '*'
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda layer version permission resource
#       And: 'OrganizationId' has not been provided
#       And: 'Principal' has been provided and set to a non-empty string value other 
 than '*'
#      Then: PASS
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda layer version permission resource
#       And: 'OrganizationId' has been provided as a non-empty string
#      Then: PASS

#
# Constants
#
let LAMBDA_LAYER_PERMISSION_TYPE = "AWS::Lambda::LayerVersionPermission"
let INPUT_DOCUMENT = this

#
# Assignments
#
let lambda_layer_permissions = Resources.*[ Type == %LAMBDA_LAYER_PERMISSION_TYPE ]

#
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# Primary Rules
#
rule lambda_layer_public_access_prohibited_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %lambda_layer_permissions not 
 empty { 
    check(%lambda_layer_permissions.Properties) 
        << 
        [CT.LAMBDA.PR.4]: Require an AWS Lambda layer permission to grant access to an 
 AWS organization or specific AWS account 
        [FIX]: Set the 'OrganizationId' parameter to the ID of an AWS organization, or 
 set the 'Principal' parameter to an AWS account ID. 
        >>
}

rule lambda_layer_public_access_prohibited_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %LAMBDA_LAYER_PERMISSION_TYPE) { 
    check(%INPUT_DOCUMENT.%LAMBDA_LAYER_PERMISSION_TYPE.resourceProperties) 
        << 
        [CT.LAMBDA.PR.4]: Require an AWS Lambda layer permission to grant access to an 
 AWS organization or specific AWS account 
        [FIX]: Set the 'OrganizationId' parameter to the ID of an AWS organization, or 
 set the 'Principal' parameter to an AWS account ID. 
        >>
}

#
# Parameterized Rules
#
rule check(lambda_layer_permission) { 
    %lambda_layer_permission [ 
        OrganizationId not exists 
    ] { 
        # Scenarios 2 and 3 
        Principal exists 
        check_is_string_and_not_empty(Principal) 
        Principal != "*" 
    } 
    %lambda_layer_permission [ 
        OrganizationId exists 
    ] { 
        # Scenario 4 
        check_is_string_and_not_empty(OrganizationId) 
    }
}
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.LAMBDA.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LayerVersion: 
    Type: AWS::Lambda::LayerVersion 
    Properties: 
      CompatibleRuntimes: 
      - python3.9 
      Content: 
        S3Bucket: example-layer-bucket 
        S3Key: layer.zip 
      Description: Example layer 
      LayerName: example-layer 
      LicenseInfo: MIT 
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  LayerVersionPermission: 
    Type: AWS::Lambda::LayerVersionPermission 
    Properties: 
      Action: lambda:GetLayerVersion 
      LayerVersionArn: 
        Ref: LayerVersion 
      OrganizationId: o-abc123defg 
      Principal: "*" 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LayerVersion: 
    Type: AWS::Lambda::LayerVersion 
    Properties: 
      CompatibleRuntimes: 
      - python3.9 
      Content: 
        S3Bucket: example-layer-bucket 
        S3Key: layer.zip 
      Description: Example layer 
      LayerName: example-layer 
      LicenseInfo: MIT 
  LayerVersionPermission: 
    Type: AWS::Lambda::LayerVersionPermission 
    Properties: 
      Action: lambda:GetLayerVersion 
      LayerVersionArn: 
        Ref: LayerVersion 
      Principal: "*" 

     

[CT.LAMBDA.PR.5] Require an AWS Lambda function URL to use AWS IAM-based authentication

This control checks whether an AWS Lambda function URL is configured to use authentication 
that's based on IAM.

• Control objective: Enforce least privilege
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• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Lambda::Url

• AWS CloudFormation guard rule:  CT.LAMBDA.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.LAMBDA.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.LAMBDA.PR.5 example templates

Explanation

You can control access to a Lambda function URL using the AuthType parameter, combined with 
resource-based policies that are attached to your specific function. The configuration of these two 
components determines who can invoke or perform other administrative actions on your function 
URL.

The AuthType parameter determines how Lambda authenticates or authorizes requests to 
your Lambda function URL (endpoint). Setting AuthType to NONE means that Lambda does not 
perform any authentication before it invokes your function. However, your function's resource-
based policy is always in effect, and the policy must grant public access before your Lambda 
function URL (endpoint) can receive requests.

Remediation for rule failure

Set the AuthType parameter to AWS_IAM

The examples that follow show how to implement this remediation.

AWS Lambda function URL - Example

An AWS Lambda function URL (endpoint) configured with AWS IAM-based authentication. The 
example is shown in JSON and in YAML.

JSON example
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{ 
    "FunctionUrl": { 
        "Type": "AWS::Lambda::Url", 
        "Properties": { 
            "TargetFunctionArn": { 
                "Fn::GetAtt": [ 
                    "LambdaFunction", 
                    "Arn" 
                ] 
            }, 
            "AuthType": "AWS_IAM" 
        } 
    }
} 
                 

YAML example

FunctionUrl: 
  Type: AWS::Lambda::Url 
  Properties: 
    TargetFunctionArn: !GetAtt 'LambdaFunction.Arn' 
    AuthType: AWS_IAM 

                 

CT.LAMBDA.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   lambda_function_url_auth_check
#  
# Description:
#   This control checks whether an AWS Lambda function URL is configured to use 
 authentication that's  
based on AWS IAM.
#  
# Reports on:
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#   AWS::Lambda::Url
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Lambda function URL resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function URL resource
#       And: 'AuthType' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function URL resource
#       And: 'AuthType' been provided and set to a value other than 'AWS_IAM'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function URL resource
#       And: 'AuthType' been provided and set to 'AWS_IAM'
#      Then: PASS

#
# Constants
#
let LAMBDA_FUNCTION_URL_TYPE = "AWS::Lambda::Url"
let AUTHORIZED_AUTHENTICATION_TYPES = ["AWS_IAM"]
let INPUT_DOCUMENT = this

#
# Assignments
#
let lambda_function_urls = Resources.*[ Type == %LAMBDA_FUNCTION_URL_TYPE ]
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#
# Primary Rules
#
rule lambda_function_url_auth_check when is_cfn_template(%INPUT_DOCUMENT) 
                                         %lambda_function_urls not empty { 
    check(%lambda_function_urls.Properties) 
        << 
        [CT.LAMBDA.PR.5]: Require an AWS Lambda function URL to use AWS IAM-based 
 authentication 
        [FIX]: Set the 'AuthType' parameter to 'AWS_IAM' 
        >>
}

rule lambda_function_url_auth_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %LAMBDA_FUNCTION_URL_TYPE) { 
    check(%INPUT_DOCUMENT.%LAMBDA_FUNCTION_URL_TYPE.resourceProperties) 
        << 
        [CT.LAMBDA.PR.5]: Require an AWS Lambda function URL to use AWS IAM-based 
 authentication 
        [FIX]: Set the 'AuthType' parameter to 'AWS_IAM' 
        >>
}

#
# Parameterized Rules
#
rule check(lambda_function_url) { 
    %lambda_function_url { 
        # Scenario 2 
        AuthType exists 
        # Scenarios 3 and 4 
        AuthType in %AUTHORIZED_AUTHENTICATION_TYPES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
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}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.LAMBDA.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LambdaFunctionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - lambda.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: LambdaFunctionPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
  LambdaFunction: 
    Type: AWS::Lambda::Function 
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    Properties: 
      Role: 
        Fn::GetAtt: LambdaFunctionRole.Arn 
      Handler: index.handler 
      Code: 
        ZipFile: "def handler(event, context):\n    print(\"example\")\n" 
      Runtime: python3.9 
  FunctionUrl: 
    Type: AWS::Lambda::Url 
    Properties: 
      TargetFunctionArn: 
        Fn::GetAtt: 
        - LambdaFunction 
        - Arn 
      AuthType: AWS_IAM 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LambdaFunctionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - lambda.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: LambdaFunctionPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
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            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
  LambdaFunction: 
    Type: AWS::Lambda::Function 
    Properties: 
      Role: 
        Fn::GetAtt: LambdaFunctionRole.Arn 
      Handler: index.handler 
      Code: 
        ZipFile: "def handler(event, context):\n    print(\"example\")\n" 
      Runtime: python3.9 
  FunctionUrl: 
    Type: AWS::Lambda::Url 
    Properties: 
      TargetFunctionArn: 
        Fn::GetAtt: 
        - LambdaFunction 
        - Arn 
      AuthType: NONE 

     

[CT.LAMBDA.PR.6] Require an AWS Lambda function URL CORS policy to restrict access to 
specific origins

This control checks whether an AWS Lambda function URL is configured with a cross-origin 
resource sharing (CORS) policy that does not grant access to all origins.

• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Lambda::Url

• AWS CloudFormation guard rule:  CT.LAMBDA.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.LAMBDA.PR.6 rule specification
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• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.LAMBDA.PR.6 example templates

Explanation

Cross-Origin Resource Sharing (CORS) is a mechanism based on an HTTP-header, which allows a 
server to indicate any origins (domain, scheme, or port) other than its own, from which a browser 
should permit loading resources.

If you set a wildcard origin (*) in a CORS policy, you allow code running in browsers from any origin 
to gain access to your function URL.

Remediation for rule failure

In the Cors parameter, ensure that the value of AllowOrigins does not contain wildcard origins 
(*, http://* and https://*)

The examples that follow show how to implement this remediation.

AWS Lambda Function URL - Example

AWS Lambda function URL configured with a cross-origin resource sharing (CORS) policy that 
restricts access to a specific origin. The example is shown in JSON and in YAML.

JSON example

{ 
    "FunctionUrl": { 
        "Type": "AWS::Lambda::Url", 
        "Properties": { 
            "TargetFunctionArn": { 
                "Fn::GetAtt": [ 
                    "LambdaFunction", 
                    "Arn" 
                ] 
            }, 
            "AuthType": "AWS_IAM", 
            "Cors": { 
                "AllowOrigins": [ 
                    "https://example.com" 
                ] 
            } 
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        } 
    }
} 
                 

YAML example

FunctionUrl: 
  Type: AWS::Lambda::Url 
  Properties: 
    TargetFunctionArn: !GetAtt 'LambdaFunction.Arn' 
    AuthType: AWS_IAM 
    Cors: 
      AllowOrigins: 
        - https://example.com 

                 

CT.LAMBDA.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   lambda_function_url_cors_check
#  
# Description:
#   This control checks whether an AWS Lambda function URL is configured with a cross-
origin resource sharing (CORS) policy that does not grant access to all origins.
#  
# Reports on:
#   AWS::Lambda::Url
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation Hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
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#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Lambda function URL resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function URL resource
#       And: 'AllowOrigins' in 'Cors' has not been provided or has been provided as an 
 empty list
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function URL resource
#       And: 'Cors' has been provided
#       And: 'AllowOrigins' in 'Cors' has been provided as a non-empty list
#       And: 'AllowOrigins' has an entry that contains a wildcard value '*'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Lambda function URL resource
#       And: 'Cors' has been provided
#       And: 'AllowOrigins' in 'Cors' has been provided as a non-empty list
#       And: No entries in 'AllowOrigins' contain a wildcard value '*'
#      Then: PASS

#
# Constants
#
let LAMBDA_FUNCTION_URL_TYPE = "AWS::Lambda::Url"
let INPUT_DOCUMENT = this

#
# Assignments
#
let lambda_function_urls = Resources.*[ Type == %LAMBDA_FUNCTION_URL_TYPE ]

#
# Primary Rules
#
rule lambda_function_url_cors_check when is_cfn_template(%INPUT_DOCUMENT) 
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                                         %lambda_function_urls not empty { 
    check(%lambda_function_urls.Properties) 
        << 
        [CT.LAMBDA.PR.6]: Require an AWS Lambda function URL CORS policy to restrict 
 access to specific origins 
        [FIX]: In the 'Cors' parameter, ensure that the value of 'AllowOrigins' does 
 not contain wildcard origins ('*', 'http://*' and 'https://*') 
        >>
}

rule lambda_function_url_cors_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %LAMBDA_FUNCTION_URL_TYPE) { 
    check(%INPUT_DOCUMENT.%LAMBDA_FUNCTION_URL_TYPE.resourceProperties) 
        << 
        [CT.LAMBDA.PR.6]: Require an AWS Lambda function URL CORS policy to restrict 
 access to specific origins 
        [FIX]: In the 'Cors' parameter, ensure that the value of 'AllowOrigins' does 
 not contain wildcard origins ('*', 'http://*' and 'https://*') 
        >>
}

#
# Parameterized Rules
#
rule check(lambda_function_url) { 
    %lambda_function_url[ 
        # Scenario 2 
        filter_cors_origins(this) 
    ] { 
        Cors { 
            # Scenarios 3 and 4 
            AllowOrigins[*] != /\*/ 
        } 
    }
}

rule filter_cors_origins(lambda_function_url) { 
    %lambda_function_url { 
        Cors exists 
        Cors is_struct 
        Cors { 
            AllowOrigins exists 
            AllowOrigins is_list 
            AllowOrigins not empty 
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        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.LAMBDA.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  LambdaFunctionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - lambda.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
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      Policies: 
      - PolicyName: LambdaFunctionPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
  LambdaFunction: 
    Type: AWS::Lambda::Function 
    Properties: 
      Role: 
        Fn::GetAtt: LambdaFunctionRole.Arn 
      Handler: index.handler 
      Code: 
        ZipFile: "def handler(event, context):\n    print(\"example\")\n" 
      Runtime: python3.9 
  FunctionUrl: 
    Type: AWS::Lambda::Url 
    Properties: 
      TargetFunctionArn: 
        Fn::GetAtt: 
        - LambdaFunction 
        - Arn 
      AuthType: AWS_IAM 
      Cors: 
        AllowOrigins: 
        - https://example.com 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  LambdaFunctionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
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        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - lambda.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: LambdaFunctionPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogGroup 
            - logs:CreateLogStream 
            - logs:PutLogEvents 
            Resource: '*' 
  LambdaFunction: 
    Type: AWS::Lambda::Function 
    Properties: 
      Role: 
        Fn::GetAtt: LambdaFunctionRole.Arn 
      Handler: index.handler 
      Code: 
        ZipFile: "def handler(event, context):\n    print(\"example\")\n" 
      Runtime: python3.9 
  FunctionUrl: 
    Type: AWS::Lambda::Url 
    Properties: 
      TargetFunctionArn: 
        Fn::GetAtt: 
        - LambdaFunction 
        - Arn 
      AuthType: AWS_IAM 
      Cors: 
        AllowOrigins: 
        - '*' 
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Amazon MQ controls

Topics

• [CT.MQ.PR.1] Require an Amazon MQ ActiveMQ broker to use use active/standby deployment 
mode for high availability

• [CT.MQ.PR.2] Require an Amazon MQ Rabbit MQ broker to use Multi-AZ cluster mode for high 
availability

[CT.MQ.PR.1] Require an Amazon MQ ActiveMQ broker to use use active/standby deployment 
mode for high availability

This control checks whether an Amazon MQ ActiveMQ broker is configured in an active/standby 
deployment mode.

• Control objective: Improve resiliency, Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AmazonMQ::Broker

• AWS CloudFormation guard rule:  CT.MQ.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.MQ.PR.1 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.MQ.PR.1 example templates

Explanation

Amazon MQ ActiveMQ active/standby deployment mode helps you achieve high availability for 
your Amazon MQ brokers across a single region. The Amazon MQ active/standby deployment 
mode includes two broker instances, which are configured in a redundant pair across different 
availability zones.
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Usage considerations

• This control applies only to Amazon MQ brokers with an engine type of ACTIVEMQ.

Remediation for rule failure

For Amazon MQ brokers with an engine type of ACTIVEMQ, set the DeploymentMode property to 
ACTIVE_STANDBY_MULTI_AZ.

The examples that follow show how to implement this remediation.

Amazon MQ ActiveMQ Broker - Example

An Amazon MQ ActiveMQ broker configured in active/standby deployment mode. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "MQBroker": { 
        "Type": "AWS::AmazonMQ::Broker", 
        "Properties": { 
            "AutoMinorVersionUpgrade": true, 
            "BrokerName": "sample-broker", 
            "EngineVersion": "5.17.2", 
            "HostInstanceType": "mq.m5.large", 
            "PubliclyAccessible": false, 
            "Users": [ 
                { 
                    "ConsoleAccess": true, 
                    "Username": { 
                        "Fn::Sub": "{{resolve:secretsmanager:
${MQBrokerSecret}::username}}" 
                    }, 
                    "Password": { 
                        "Fn::Sub": "{{resolve:secretsmanager:
${MQBrokerSecret}::password}}" 
                    } 
                } 
            ], 
            "EngineType": "ACTIVEMQ", 
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            "DeploymentMode": "ACTIVE_STANDBY_MULTI_AZ" 
        } 
    }
} 
                 

YAML example

MQBroker: 
  Type: AWS::AmazonMQ::Broker 
  Properties: 
    AutoMinorVersionUpgrade: true 
    BrokerName: sample-broker 
    EngineVersion: 5.17.2 
    HostInstanceType: mq.m5.large 
    PubliclyAccessible: false 
    Users: 
      - ConsoleAccess: true 
        Username: !Sub '{{resolve:secretsmanager:${MQBrokerSecret}::username}}' 
        Password: !Sub '{{resolve:secretsmanager:${MQBrokerSecret}::password}}' 
    EngineType: ACTIVEMQ 
    DeploymentMode: ACTIVE_STANDBY_MULTI_AZ 

                 

CT.MQ.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   mq_active_deployment_mode_check
#  
# Description:
#   This control checks whether an Amazon MQ ActiveMQ broker is configured in an 
 active/standby deployment mode.
#  
# Reports on:
#   AWS::AmazonMQ::Broker
#  
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# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon MQ broker resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MQ broker resource
#       And: 'EngineType' has been provided and is equal to a value other than 
 'ACTIVEMQ'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MQ broker resource
#       And: 'EngineType' has been provided and set to 'ACTIVEMQ'
#       And: 'DeploymentMode' has not been provided or has been provided and set to a 
 value other
#            than 'ACTIVE_STANDBY_MULTI_AZ'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MQ broker resource
#       And: 'EngineType' has been provided and set to 'ACTIVEMQ'
#       And: 'DeploymentMode' has been provided and set to 'ACTIVE_STANDBY_MULTI_AZ'
#      Then: PASS

#
# Constants
#
let MQ_BROKER_TYPE = "AWS::AmazonMQ::Broker"
let ENGINES_WITH_CLUSTER_DEPLOYMENT_SUPPORT = ["ACTIVEMQ"]
let ALLOWED_DEPLOYMENT_MODES = ["ACTIVE_STANDBY_MULTI_AZ"]
let INPUT_DOCUMENT = this
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#
# Assignments
#
let mq_brokers = Resources.*[ Type == %MQ_BROKER_TYPE ]

#
# Primary Rules
#
rule mq_active_deployment_mode_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %mq_brokers not empty { 
    check(%mq_brokers.Properties) 
        << 
        [CT.MQ.PR.1]: Require an Amazon MQ ActiveMQ broker to use use active/standby 
 deployment mode for high availability 
        [FIX]: For Amazon MQ brokers with an engine type of ACTIVEMQ, set the 
 DeploymentMode property to ACTIVE_STANDBY_MULTI_AZ. 
        >>
}

rule mq_active_deployment_mode_check when is_cfn_hook(%INPUT_DOCUMENT, %MQ_BROKER_TYPE) 
 { 
    check(%INPUT_DOCUMENT.%MQ_BROKER_TYPE.resourceProperties) 
        << 
        [CT.MQ.PR.1]: Require an Amazon MQ ActiveMQ broker to use use active/standby 
 deployment mode for high availability 
        [FIX]: For Amazon MQ brokers with an engine type of ACTIVEMQ, set the 
 DeploymentMode property to ACTIVE_STANDBY_MULTI_AZ. 
        >>
}

#
# Parameterized Rules
#
rule check(mq_broker) { 
    %mq_broker [ 
        # Scenario 2 
        filter_engine(this) 
    ] { 
        # Scenarios 3 and 4 
        DeploymentMode exists 
        DeploymentMode in %ALLOWED_DEPLOYMENT_MODES 
    }
}
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rule filter_engine(mq_broker) { 
    %mq_broker { 
        EngineType exists 
        EngineType in %ENGINES_WITH_CLUSTER_DEPLOYMENT_SUPPORT 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.MQ.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  MQBrokerSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: MQ broker secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemqusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: ',:=' 
  MQBroker: 
    Type: AWS::AmazonMQ::Broker 
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    Properties: 
      AutoMinorVersionUpgrade: true 
      BrokerName: 
        Ref: AWS::StackName 
      EngineVersion: 5.17.2 
      HostInstanceType: mq.m5.large 
      PubliclyAccessible: false 
      Users: 
      - ConsoleAccess: true 
        Username: 
          Fn::Sub: '{{resolve:secretsmanager:${MQBrokerSecret}::username}}' 
        Password: 
          Fn::Sub: '{{resolve:secretsmanager:${MQBrokerSecret}::password}}' 
      EngineType: ACTIVEMQ 
      DeploymentMode: ACTIVE_STANDBY_MULTI_AZ 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  MQBrokerSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: MQ broker secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemqusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: ',:=' 
  MQBroker: 
    Type: AWS::AmazonMQ::Broker 
    Properties: 
      AutoMinorVersionUpgrade: true 
      BrokerName: 
        Ref: AWS::StackName 
      EngineVersion: 5.17.2 
      HostInstanceType: mq.m5.large 
      PubliclyAccessible: false 
      Users: 
      - ConsoleAccess: true 
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        Username: 
          Fn::Sub: '{{resolve:secretsmanager:${MQBrokerSecret}::username}}' 
        Password: 
          Fn::Sub: '{{resolve:secretsmanager:${MQBrokerSecret}::password}}' 
      EngineType: ACTIVEMQ 
      DeploymentMode: SINGLE_INSTANCE 

     

[CT.MQ.PR.2] Require an Amazon MQ Rabbit MQ broker to use Multi-AZ cluster mode for high 
availability

This control checks whether an Amazon MQ RabbitMQ broker is configured in a cluster deployment 
mode, to allow for high availability.

• Control objective: Improve resiliency, Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::AmazonMQ::Broker

• AWS CloudFormation guard rule:  CT.MQ.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.MQ.PR.2 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.MQ.PR.2 example templates

Explanation

Amazon MQ cluster deployments for RabbitMQ help you achieve high availability for your Amazon 
MQ brokers across a single region. RabbitMQ clusters include three broker instances, which are 
configured in a cluster across different availability zones.

Usage considerations

• This control applies only to Amazon MQ brokers with an engine type of RABBITMQ.
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Remediation for rule failure

For Amazon MQ brokers with an engine type of RABBITMQ, set the DeploymentMode property to 
CLUSTER_MULTI_AZ.

The examples that follow show how to implement this remediation.

Amazon MQ RabbitMQ Broker - Example

An Amazon MQ RabbitMQ broker configured in a cluster deployment mode. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "MQBroker": { 
        "Type": "AWS::AmazonMQ::Broker", 
        "Properties": { 
            "AutoMinorVersionUpgrade": true, 
            "BrokerName": "sample-mq-broker", 
            "EngineVersion": "3.10.10", 
            "HostInstanceType": "mq.m5.large", 
            "PubliclyAccessible": false, 
            "Users": [ 
                { 
                    "ConsoleAccess": true, 
                    "Username": { 
                        "Fn::Sub": "{{resolve:secretsmanager:
${MQBrokerSecret}::username}}" 
                    }, 
                    "Password": { 
                        "Fn::Sub": "{{resolve:secretsmanager:
${MQBrokerSecret}::password}}" 
                    } 
                } 
            ], 
            "EngineType": "RABBITMQ", 
            "DeploymentMode": "CLUSTER_MULTI_AZ" 
        } 
    }
} 
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YAML example

MQBroker: 
  Type: AWS::AmazonMQ::Broker 
  Properties: 
    AutoMinorVersionUpgrade: true 
    BrokerName: sample-mq-broker 
    EngineVersion: 3.10.10 
    HostInstanceType: mq.m5.large 
    PubliclyAccessible: false 
    Users: 
      - ConsoleAccess: true 
        Username: !Sub '{{resolve:secretsmanager:${MQBrokerSecret}::username}}' 
        Password: !Sub '{{resolve:secretsmanager:${MQBrokerSecret}::password}}' 
    EngineType: RABBITMQ 
    DeploymentMode: CLUSTER_MULTI_AZ 

                 

CT.MQ.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   mq_rabbit_deployment_mode_check
#  
# Description:
#   This control checks whether an Amazon MQ RabbitMQ broker is configured in a cluster 
 deployment mode, to allow for high availability.
#  
# Reports on:
#   AWS::AmazonMQ::Broker
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
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# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon MQ broker resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MQ broker resource
#       And: 'EngineType' been provided and is equal to a value other than 'RABBITMQ'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MQ broker resource
#       And: 'EngineType' been provided and is equal to 'RABBITMQ'
#       And: 'DeploymentMode' has not been provided or has been provided and set to a 
 value other
#            than 'CLUSTER_MULTI_AZ'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MQ broker resource
#       And: 'EngineType' been provided and is equal to 'RABBITMQ'
#       And: 'DeploymentMode' has been provided and set to 'CLUSTER_MULTI_AZ'
#      Then: PASS

#
# Constants
#
let MQ_BROKER_TYPE = "AWS::AmazonMQ::Broker"
let ENGINES_WITH_CLUSTER_DEPLOYMENT_SUPPORT = ["RABBITMQ"]
let ALLOWED_DEPLOYMENT_MODES = ["CLUSTER_MULTI_AZ"]
let INPUT_DOCUMENT = this

#
# Assignments
#
let mq_brokers = Resources.*[ Type == %MQ_BROKER_TYPE ]

#
# Primary Rules
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#
rule mq_rabbit_deployment_mode_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %mq_brokers not empty { 
    check(%mq_brokers.Properties) 
        << 
        [CT.MQ.PR.2]: Require an Amazon MQ Rabbit MQ broker to use Multi-AZ cluster 
 mode for high availability 
        [FIX]: For Amazon MQ brokers with an engine type of RABBITMQ, set the 
 DeploymentMode property to CLUSTER_MULTI_AZ. 
        >>
}

rule mq_rabbit_deployment_mode_check when is_cfn_hook(%INPUT_DOCUMENT, %MQ_BROKER_TYPE) 
 { 
    check(%INPUT_DOCUMENT.%MQ_BROKER_TYPE.resourceProperties) 
        << 
        [CT.MQ.PR.2]: Require an Amazon MQ Rabbit MQ broker to use Multi-AZ cluster 
 mode for high availability 
        [FIX]: For Amazon MQ brokers with an engine type of RABBITMQ, set the 
 DeploymentMode property to CLUSTER_MULTI_AZ. 
        >>
}

#
# Parameterized Rules
#
rule check(mq_broker) { 
    %mq_broker [ 
        # Scenario 2 
        filter_engine(this) 
    ] { 
        # Scenarios 3 and 4 
        DeploymentMode exists 
        DeploymentMode in %ALLOWED_DEPLOYMENT_MODES 
    }
}

rule filter_engine(mq_broker) { 
    %mq_broker { 
        EngineType exists 
        EngineType in %ENGINES_WITH_CLUSTER_DEPLOYMENT_SUPPORT 
    }
}
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.MQ.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  MQBrokerSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: MQ broker secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemqusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: ',:=' 
  MQBroker: 
    Type: AWS::AmazonMQ::Broker 
    Properties: 
      AutoMinorVersionUpgrade: true 
      BrokerName: 
        Ref: AWS::StackName 
      EngineVersion: 3.10.10 
      HostInstanceType: mq.m5.large 
      PubliclyAccessible: false 
      Users: 
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      - ConsoleAccess: true 
        Username: 
          Fn::Sub: '{{resolve:secretsmanager:${MQBrokerSecret}::username}}' 
        Password: 
          Fn::Sub: '{{resolve:secretsmanager:${MQBrokerSecret}::password}}' 
      EngineType: RABBITMQ 
      DeploymentMode: CLUSTER_MULTI_AZ 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  MQBrokerSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: MQ broker secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemqusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: ',:=' 
  MQBroker: 
    Type: AWS::AmazonMQ::Broker 
    Properties: 
      AutoMinorVersionUpgrade: true 
      BrokerName: 
        Ref: AWS::StackName 
      EngineVersion: 3.10.10 
      HostInstanceType: mq.m5.large 
      PubliclyAccessible: false 
      Users: 
      - ConsoleAccess: true 
        Username: 
          Fn::Sub: '{{resolve:secretsmanager:${MQBrokerSecret}::username}}' 
        Password: 
          Fn::Sub: '{{resolve:secretsmanager:${MQBrokerSecret}::password}}' 
      EngineType: RABBITMQ 
      DeploymentMode: SINGLE_INSTANCE 

     

Proactive controls 1602



AWS Control Tower User Guide

Amazon Managed Streaming for Apache Kafka (Amazon MSK) controls

Topics

• [CT.MSK.PR.1] Require an Amazon Managed Streaming for Apache Kafka (Amazon MSK) cluster 
to enforce encryption in transit between cluster broker nodes

• [CT.MSK.PR.2] Require an Amazon Managed Streaming for Apache Kafka (Amazon MSK) cluster 
to be configured with PublicAccess disabled

[CT.MSK.PR.1] Require an Amazon Managed Streaming for Apache Kafka (Amazon MSK) cluster 
to enforce encryption in transit between cluster broker nodes

This control checks whether an Amazon MSK cluster is configured to encrypt data in transit 
between broker nodes of the cluster.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::MSK::Cluster

• AWS CloudFormation guard rule:  CT.MSK.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.MSK.PR.1 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.MSK.PR.1 example templates

Explanation

Amazon MSK uses TLSv1.2. By default, it encrypts data in transit between the brokers of your 
Amazon MSK cluster. However, you can override this default at the time you create the cluster.

Usage considerations

• Although we highly recommend enabling in-transit encryption, it can add additional 
CPU overhead and a few milliseconds of latency. Most use cases aren't sensitive to these 
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differences, and the magnitude of impact depends on the configuration of your cluster, 
clients, and usage profile.

Remediation for rule failure

In the EncryptionInfo property, provide an EncryptionInTransit configuration and set the 
value of InCluster to true. Otherwise, omit the InCluster property to adopt the default value 
of true.

The examples that follow show how to implement this remediation.

Amazon MSK Cluster - Example

An Amazon MSK cluster configured to encrypt data in transit between the broker nodes of the 
cluster. The example is shown in JSON and in YAML.

JSON example

{ 
    "MSKCluster": { 
        "Type": "AWS::MSK::Cluster", 
        "Properties": { 
            "BrokerNodeGroupInfo": { 
                "ClientSubnets": [ 
                    { 
                        "Ref": "SubnetOne" 
                    }, 
                    { 
                        "Ref": "SubnetTwo" 
                    } 
                ], 
                "InstanceType": "kafka.t3.small", 
                "SecurityGroups": [ 
                    { 
                        "Fn::GetAtt": [ 
                            "SecurityGroup", 
                            "GroupId" 
                        ] 
                    } 
                ], 
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                "StorageInfo": { 
                    "EBSStorageInfo": { 
                        "VolumeSize": 1000 
                    } 
                } 
            }, 
            "ClusterName": { 
                "Fn::Sub": "MSKCluster-${AWS::StackName}" 
            }, 
            "KafkaVersion": "3.4.0", 
            "NumberOfBrokerNodes": 2, 
            "EnhancedMonitoring": "DEFAULT", 
            "EncryptionInfo": { 
                "EncryptionInTransit": { 
                    "InCluster": true 
                } 
            } 
        } 
    }
} 
                 

YAML example

MSKCluster: 
  Type: AWS::MSK::Cluster 
  Properties: 
    BrokerNodeGroupInfo: 
      ClientSubnets: 
        - !Ref 'SubnetOne' 
        - !Ref 'SubnetTwo' 
      InstanceType: kafka.t3.small 
      SecurityGroups: 
        - !GetAtt 'SecurityGroup.GroupId' 
      StorageInfo: 
        EBSStorageInfo: 
          VolumeSize: 1000 
    ClusterName: !Sub 'MSKCluster-${AWS::StackName}' 
    KafkaVersion: 3.4.0 
    NumberOfBrokerNodes: 2 
    EnhancedMonitoring: DEFAULT 
    EncryptionInfo: 
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      EncryptionInTransit: 
        InCluster: true 

                 

CT.MSK.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   msk_broker_node_tls_check
#  
# Description:
#   This control checks whether an Amazon MSK cluster is configured to encrypt data in 
 transit between broker nodes of the cluster.
#  
# Reports on:
#   AWS::MSK::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon MSK cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MSK cluster resource
#       And: 'InCluster' in 'EncryptionInfo.EncryptionInTransit' has been provided and
#            set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MSK cluster resource
#       And: 'InCluster' in 'EncryptionInfo.EncryptionInTransit' has not been provided
#      Then: PASS
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MSK cluster resource
#       And: 'InCluster' in 'EncryptionInfo.EncryptionInTransit' has been provided and
#            set to bool(true)
#      Then: PASS

#
# Constants
#
let MSK_CLUSTER_TYPE = "AWS::MSK::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let msk_clusters = Resources.*[ Type == %MSK_CLUSTER_TYPE ]

#
# Primary Rules
#
rule msk_broker_node_tls_check when is_cfn_template(%INPUT_DOCUMENT) 
                                    %msk_clusters not empty { 
    check(%msk_clusters.Properties) 
        << 
        [CT.MSK.PR.1]: Require an Amazon Managed Streaming for Apache Kafka (Amazon 
 MSK) cluster to enforce encryption in transit between cluster broker nodes 
        [FIX]: In the EncryptionInfo property, provide an 'EncryptionInTransit' 
 configuration and set the value of 'InCluster' to true. Otherwise, omit the 
 'InCluster' property to adopt the default value of true. 
        >>
}

rule msk_broker_node_tls_check when is_cfn_hook(%INPUT_DOCUMENT, %MSK_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%MSK_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.MSK.PR.1]: Require an Amazon Managed Streaming for Apache Kafka (Amazon 
 MSK) cluster to enforce encryption in transit between cluster broker nodes 
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        [FIX]: In the EncryptionInfo property, provide an 'EncryptionInTransit' 
 configuration and set the value of 'InCluster' to true. Otherwise, omit the 
 'InCluster' property to adopt the default value of true. 
        >>
}

#
# Parameterized Rules
#
rule check(msk_cluster) { 
    %msk_cluster { 
        # Scenario 3 
        EncryptionInfo not exists or 
        # Scenarios 2 and 4 
        check_encryption_info_config(this) 
    }
} 

 rule check_encryption_info_config(msk_cluster) { 
     %msk_cluster { 
        EncryptionInfo exists 
        EncryptionInfo is_struct 

        EncryptionInfo { 
            EncryptionInTransit not exists or 
            check_encryption_in_transit_config(this) 
        } 
     } 
 } 

 rule check_encryption_in_transit_config(encryption_info_config) { 
     %encryption_info_config { 
        EncryptionInTransit exists 
        EncryptionInTransit is_struct 

        EncryptionInTransit { 
            InCluster not exists or 
            InCluster == true 
        } 
     } 
 }

#
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# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.MSK.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
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        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: MSK Security Group 
      SecurityGroupIngress: 
      - Description: ZooKeeper plaintext 
        FromPort: 2181 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 2181 
      - Description: Bootstrap servers plaintext 
        FromPort: 9092 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 9092 
      - Description: Bootstrap servers TLS 
        FromPort: 9094 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 9094 
      VpcId: 
        Ref: VPC 
  MSKCluster: 
    Type: AWS::MSK::Cluster 
    Properties: 
      BrokerNodeGroupInfo: 
        ClientSubnets: 
        - Ref: SubnetOne 
        - Ref: SubnetTwo 
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        InstanceType: kafka.t3.small 
        SecurityGroups: 
        - Fn::GetAtt: 
          - SecurityGroup 
          - GroupId 
        StorageInfo: 
          EBSStorageInfo: 
            VolumeSize: 1000 
      ClusterName: 
        Fn::Sub: MSKCluster-${AWS::StackName} 
      KafkaVersion: 3.4.0 
      NumberOfBrokerNodes: 2 
      EnhancedMonitoring: DEFAULT 
      EncryptionInfo: 
        EncryptionInTransit: 
          InCluster: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
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      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: MSK Security Group 
      SecurityGroupIngress: 
      - Description: ZooKeeper plaintext 
        FromPort: 2181 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 2181 
      - Description: Bootstrap servers plaintext 
        FromPort: 9092 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 9092 
      - Description: Bootstrap servers TLS 
        FromPort: 9094 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 9094 
      VpcId: 
        Ref: VPC 
  MSKCluster: 
    Type: AWS::MSK::Cluster 
    Properties: 
      BrokerNodeGroupInfo: 
        ClientSubnets: 
        - Ref: SubnetOne 
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        - Ref: SubnetTwo 
        InstanceType: kafka.t3.small 
        SecurityGroups: 
        - Fn::GetAtt: 
          - SecurityGroup 
          - GroupId 
        StorageInfo: 
          EBSStorageInfo: 
            VolumeSize: 1000 
      ClusterName: 
        Fn::Sub: MSKCluster-${AWS::StackName} 
      KafkaVersion: 3.4.0 
      NumberOfBrokerNodes: 2 
      EnhancedMonitoring: DEFAULT 
      EncryptionInfo: 
        EncryptionInTransit: 
          InCluster: false 

     

[CT.MSK.PR.2] Require an Amazon Managed Streaming for Apache Kafka (Amazon MSK) cluster 
to be configured with PublicAccess disabled

This control checks whether an Amazon MSK cluster is configured to disallow public access to 
cluster brokers by means of the PublicAccess property.

• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::MSK::Cluster

• AWS CloudFormation guard rule:  CT.MSK.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.MSK.PR.2 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.MSK.PR.2 example templates
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Explanation

Amazon MSK gives you the option to turn on public access to the brokers of Amazon MSK clusters 
that run Apache Kafka version 2.6.0 or later. For security reasons, you can't turn on public access 
while creating an Amazon MSK cluster. However, you can update an existing cluster to make it 
publicly accessible.

Usage considerations

• In addition to configuring the PublicAccess property, other prerequisite conditions are 
required when you enable public access to Amazon MSK clusters. For more information 
on configuring Amazon MSK clusters for public access, see Public Access in the Amazon 
MSK Developer Guide.

Remediation for rule failure

In the parameter BrokerNodeGroupInfo.ConnectivityInfo.PublicAccess, set the value of Type to 
DISABLED, or to adopt the default value of DISABLED, do not provide a PublicAccess configuration.

The examples that follow show how to implement this remediation.

Amazon MSK Cluster - Example

An Amazon MSK cluster configured to disallow public access to cluster brokers through the 
PublicAccess property. The example is shown in JSON and in YAML.

JSON example

{ 
    "MSKCluster": { 
        "Type": "AWS::MSK::Cluster", 
        "Properties": { 
            "ClusterName": { 
                "Fn::Sub": "MSKCluster-${AWS::StackName}" 
            }, 
            "KafkaVersion": "3.4.0", 
            "NumberOfBrokerNodes": 2, 
            "EnhancedMonitoring": "DEFAULT", 
            "EncryptionInfo": { 
                "EncryptionInTransit": { 
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                    "InCluster": true 
                } 
            }, 
            "ClientAuthentication": { 
                "Sasl": { 
                    "Iam": { 
                        "Enabled": true 
                    } 
                } 
            }, 
            "BrokerNodeGroupInfo": { 
                "ClientSubnets": [ 
                    { 
                        "Ref": "SubnetOne" 
                    }, 
                    { 
                        "Ref": "SubnetTwo" 
                    } 
                ], 
                "InstanceType": "kafka.t3.small", 
                "SecurityGroups": [ 
                    { 
                        "Fn::GetAtt": [ 
                            "SecurityGroup", 
                            "GroupId" 
                        ] 
                    } 
                ], 
                "StorageInfo": { 
                    "EBSStorageInfo": { 
                        "VolumeSize": 1000 
                    } 
                }, 
                "ConnectivityInfo": { 
                    "PublicAccess": { 
                        "Type": "DISABLED" 
                    } 
                } 
            } 
        } 
    }
} 
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YAML example

MSKCluster: 
  Type: AWS::MSK::Cluster 
  Properties: 
    ClusterName: !Sub 'MSKCluster-${AWS::StackName}' 
    KafkaVersion: 3.4.0 
    NumberOfBrokerNodes: 2 
    EnhancedMonitoring: DEFAULT 
    EncryptionInfo: 
      EncryptionInTransit: 
        InCluster: true 
    ClientAuthentication: 
      Sasl: 
        Iam: 
          Enabled: true 
    BrokerNodeGroupInfo: 
      ClientSubnets: 
        - !Ref 'SubnetOne' 
        - !Ref 'SubnetTwo' 
      InstanceType: kafka.t3.small 
      SecurityGroups: 
        - !GetAtt 'SecurityGroup.GroupId' 
      StorageInfo: 
        EBSStorageInfo: 
          VolumeSize: 1000 
      ConnectivityInfo: 
        PublicAccess: 
          Type: DISABLED 

                 

CT.MSK.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   msk_public_access_check
#  
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# Description:
#   This control checks whether an Amazon MSK cluster is configured to disallow public 
 access to cluster brokers by means of the PublicAccess property.
#  
# Reports on:
#   AWS::MSK::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon MSK cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MSK cluster resource
#       And: 'BrokerNodeGroupInfo' has not been provided
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an MSK cluster resource
#       And: 'BrokerNodeGroupInfo' has been provided
#       And: 'Type' in 'ConnectivityInfo.PublicAccess' has been provided and
#            set to a value other than 'DISABLED'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MSK cluster resource
#       And: 'BrokerNodeGroupInfo' has been provided
#       And: 'Type' in 'ConnectivityInfo.PublicAccess' has not been provided
#      Then: PASS
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon MSK cluster resource
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#       And: 'BrokerNodeGroupInfo' has been provided
#       And: 'Type' in 'ConnectivityInfo.PublicAccess' has been provided and
#            set to 'DISABLED'
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let MSK_CLUSTER_TYPE = "AWS::MSK::Cluster"
let DISABLED_PUBLIC_ACCESS_TYPE = "DISABLED"

#
# Assignments
#
let msk_clusters = Resources.*[ Type == %MSK_CLUSTER_TYPE ]

#
# Primary Rules
#
rule msk_public_access_check when is_cfn_template(%INPUT_DOCUMENT) 
                                  %msk_clusters not empty { 
    check(%msk_clusters.Properties) 
        << 
        [CT.MSK.PR.2]: Require an Amazon Managed Streaming for Apache Kafka (Amazon 
 MSK) cluster to be configured with PublicAccess disabled 
        [FIX]: In the parameter BrokerNodeGroupInfo.ConnectivityInfo.PublicAccess, 
 set the value of Type to DISABLED, or to adopt the default value of DISABLED, do not 
 provide a PublicAccess configuration. 
        >>
}

rule msk_public_access_check when is_cfn_hook(%INPUT_DOCUMENT, %MSK_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%MSK_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.MSK.PR.2]: Require an Amazon Managed Streaming for Apache Kafka (Amazon 
 MSK) cluster to be configured with PublicAccess disabled 
        [FIX]: In the parameter BrokerNodeGroupInfo.ConnectivityInfo.PublicAccess, 
 set the value of Type to DISABLED, or to adopt the default value of DISABLED, do not 
 provide a PublicAccess configuration. 
        >>
}

#
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# Parameterized Rules
#
rule check(msk_cluster) { 
    %msk_cluster [ 
        # Scenario 2 
        BrokerNodeGroupInfo exists 
        BrokerNodeGroupInfo is_struct 
    ] { 
        BrokerNodeGroupInfo { 
            # Scenarios 3, 4 and 5 
            ConnectivityInfo not exists or 
            check_connectivity_info_config(this) 
        } 
    }
} 

 rule check_connectivity_info_config(broker_node_group_info) { 
     %broker_node_group_info { 
        ConnectivityInfo exists 
        ConnectivityInfo is_struct 

        ConnectivityInfo { 
            PublicAccess not exists or 
            check_public_access_config(this) 
        } 
     } 
 } 

 rule check_public_access_config(connectivity_info_config) { 
     %connectivity_info_config { 
        PublicAccess exists 
        PublicAccess is_struct 

        PublicAccess { 
            Type not exists or 
            Type == %DISABLED_PUBLIC_ACCESS_TYPE 
        } 
     } 
 }

#
# Utility Rules
#
rule is_cfn_template(doc) { 

Proactive controls 1619



AWS Control Tower User Guide

    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.MSK.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
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        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: MSK Security Group 
      SecurityGroupIngress: 
      - Description: ZooKeeper plaintext 
        FromPort: 2181 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 2181 
      - Description: Bootstrap servers plaintext 
        FromPort: 9092 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 9092 
      - Description: Bootstrap servers TLS 
        FromPort: 9094 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 9094 
      VpcId: 
        Ref: VPC 
  MSKCluster: 
    Type: AWS::MSK::Cluster 
    Properties: 
      ClusterName: 
        Fn::Sub: MSKCluster-${AWS::StackName} 
      KafkaVersion: 3.4.0 
      NumberOfBrokerNodes: 2 
      EnhancedMonitoring: DEFAULT 
      EncryptionInfo: 
        EncryptionInTransit: 
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          InCluster: true 
      ClientAuthentication: 
        Sasl: 
          Iam: 
            Enabled: true 
      BrokerNodeGroupInfo: 
        ClientSubnets: 
        - Ref: SubnetOne 
        - Ref: SubnetTwo 
        InstanceType: kafka.t3.small 
        SecurityGroups: 
        - Fn::GetAtt: 
          - SecurityGroup 
          - GroupId 
        StorageInfo: 
          EBSStorageInfo: 
            VolumeSize: 1000 
        ConnectivityInfo: 
          PublicAccess: 
            Type: DISABLED 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
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        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: MSK Security Group 
      SecurityGroupIngress: 
      - Description: ZooKeeper plaintext 
        FromPort: 2181 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 2181 
      - Description: Bootstrap servers plaintext 
        FromPort: 9092 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 9092 
      - Description: Bootstrap servers TLS 
        FromPort: 9094 
        IpProtocol: tcp 
        CidrIp: 
          Fn::GetAtt: 
          - VPC 
          - CidrBlock 
        ToPort: 9094 
      VpcId: 
        Ref: VPC 
  MSKCluster: 
    Type: AWS::MSK::Cluster 
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    Properties: 
      ClusterName: 
        Fn::Sub: MSKCluster-${AWS::StackName} 
      KafkaVersion: 3.4.0 
      NumberOfBrokerNodes: 2 
      EnhancedMonitoring: DEFAULT 
      EncryptionInfo: 
        EncryptionInTransit: 
          InCluster: true 
      ClientAuthentication: 
        Sasl: 
          Iam: 
            Enabled: true 
      BrokerNodeGroupInfo: 
        ClientSubnets: 
        - Ref: SubnetOne 
        - Ref: SubnetTwo 
        InstanceType: kafka.t3.small 
        SecurityGroups: 
        - Fn::GetAtt: 
          - SecurityGroup 
          - GroupId 
        StorageInfo: 
          EBSStorageInfo: 
            VolumeSize: 1000 
        ConnectivityInfo: 
          PublicAccess: 
            Type: SERVICE_PROVIDED_EIPS 

     

Amazon Neptune controls

Topics

• [CT.NEPTUNE.PR.1] Require an Amazon Neptune DB cluster to have AWS Identity and Access 
Management (IAM) database authentication enabled

• [CT.NEPTUNE.PR.2] Require an Amazon Neptune DB cluster to have deletion protection enabled

• [CT.NEPTUNE.PR.3] Require an Amazon Neptune DB cluster to have storage encryption enabled

• [CT.NEPTUNE.PR.4] Require an Amazon Neptune DB cluster to enable Amazon CloudWatch Logs 
export for audit logs
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• [CT.NEPTUNE.PR.5] Require an Amazon Neptune DB cluster to set a backup retention period 
greater than or equal to seven days

[CT.NEPTUNE.PR.1] Require an Amazon Neptune DB cluster to have AWS Identity and Access 
Management (IAM) database authentication enabled

This control checks whether an Amazon Neptune cluster has AWS Identity and Access Management 
(IAM) database authentication enabled.

• Control objective: Enforce least privilege, Use strong authentication

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Neptune::DBCluster

• AWS CloudFormation guard rule:  CT.NEPTUNE.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NEPTUNE.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.NEPTUNE.PR.1 example templates

Explanation

You can use AWS Identity and Access Management (IAM) to authenticate to your Neptune DB 
instance or DB cluster. IAM allows you to manage access to your database resources centrally, 
instead of managing access individually on each DB instance or cluster.

Remediation for rule failure

Set the value of the IamAuthEnabled parameter to true.

The examples that follow show how to implement this remediation.

Amazon Neptune Cluster - Example

Neptune Cluster configured with AWS IAM database authentication enabled. The example is shown 
in JSON and in YAML.
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JSON example

{ 
    "NeptuneDBCluster": { 
        "Type": "AWS::Neptune::DBCluster", 
        "Properties": { 
            "IamAuthEnabled": true 
        } 
    }
} 
                 

YAML example

NeptuneDBCluster: 
  Type: AWS::Neptune::DBCluster 
  Properties: 
    IamAuthEnabled: true 

                 

CT.NEPTUNE.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   neptune_cluster_iam_database_authentication_check
#  
# Description:
#   This control checks whether an Amazon Neptune cluster has AWS Identity and Access 
 Management (IAM) database authentication enabled.
#  
# Reports on:
#   AWS::Neptune::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
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# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Neptune DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'IamAuthEnabled' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'IamAuthEnabled' has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'IamAuthEnabled' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let NEPTUNE_CLUSTER_TYPE = "AWS::Neptune::DBCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let neptune_db_clusters = Resources.*[ Type == %NEPTUNE_CLUSTER_TYPE ]

#
# Primary Rules
#

Proactive controls 1627



AWS Control Tower User Guide

rule neptune_cluster_iam_database_authentication_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                            %neptune_db_clusters not 
 empty { 
    check(%neptune_db_clusters.Properties) 
        << 
        [CT.NEPTUNE.PR.1]: Require an Amazon Neptune DB cluster to have AWS Identity 
 and Access Management (IAM) database authentication enabled 
        [FIX]: Set the value of the 'IamAuthEnabled' parameter to true. 
        >>
}

rule neptune_cluster_iam_database_authentication_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %NEPTUNE_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%NEPTUNE_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.NEPTUNE.PR.1]: Require an Amazon Neptune DB cluster to have AWS Identity 
 and Access Management (IAM) database authentication enabled 
        [FIX]: Set the value of the 'IamAuthEnabled' parameter to true. 
        >>
}

#
# Parameterized Rules
#
rule check(neptune_cluster) { 
    %neptune_cluster { 
        # Scenario 2 
        IamAuthEnabled exists 
        # Scenarios 3 and 4 
        IamAuthEnabled == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.NEPTUNE.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
    Properties: 
      IamAuthEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
    Properties: 
      IamAuthEnabled: false 

     

[CT.NEPTUNE.PR.2] Require an Amazon Neptune DB cluster to have deletion protection enabled

This control checks whether an Amazon Neptune cluster has deletion protection enabled.

• Control objective: Improve availability, Protect configurations

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive
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• Resource types: AWS::Neptune::DBCluster

• AWS CloudFormation guard rule:  CT.NEPTUNE.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NEPTUNE.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.NEPTUNE.PR.2 example templates

Explanation

Cluster deletion protection adds an additional layer of protection against accidental database 
deletion, or deletion by an unauthorized entity. A Neptune cluster cannot be deleted while deletion 
protection is enabled. Deletion protection must be disabled first, before a delete request can 
succeed.

Remediation for rule failure

Set the value of the DeletionProtection parameter to true.

The examples that follow show how to implement this remediation.

Amazon Neptune Cluster - Example

An Amazon Neptune Cluster configured with deletion protection enabled. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "NeptuneDBCluster": { 
        "Type": "AWS::Neptune::DBCluster", 
        "Properties": { 
            "DeletionProtection": true 
        } 
    }
} 
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YAML example

NeptuneDBCluster: 
  Type: AWS::Neptune::DBCluster 
  Properties: 
    DeletionProtection: true 

                 

CT.NEPTUNE.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   neptune_cluster_deletion_protection_enabled_check
#  
# Description:
#   This control checks whether an Amazon Neptune cluster has deletion protection 
 enabled.
#  
# Reports on:
#   AWS::Neptune::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Neptune DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
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#       And: 'DeletionProtection' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'DeletionProtection' has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'DeletionProtection' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let NEPTUNE_CLUSTER_TYPE = "AWS::Neptune::DBCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let neptune_db_clusters = Resources.*[ Type == %NEPTUNE_CLUSTER_TYPE ]

#
# Primary Rules
#
rule neptune_cluster_deletion_protection_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                            %neptune_db_clusters not 
 empty { 
    check(%neptune_db_clusters.Properties) 
        << 
        [CT.NEPTUNE.PR.2]: Require an Amazon Neptune DB cluster to have deletion 
 protection enabled 
        [FIX]: Set the value of the 'DeletionProtection' parameter to true. 
        >>
}

rule neptune_cluster_deletion_protection_enabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %NEPTUNE_CLUSTER_TYPE) { 
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    check(%INPUT_DOCUMENT.%NEPTUNE_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.NEPTUNE.PR.2]: Require an Amazon Neptune DB cluster to have deletion 
 protection enabled 
        [FIX]: Set the value of the 'DeletionProtection' parameter to true. 
        >>
}

#
# Parameterized Rules
#
rule check(neptune_cluster) { 
    %neptune_cluster { 
        # Scenario 2 
        DeletionProtection exists 
        # Scenarios 3 and 4 
        DeletionProtection == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.NEPTUNE.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
    Properties: 
      DeletionProtection: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
    Properties: 
      DeletionProtection: false 

     

[CT.NEPTUNE.PR.3] Require an Amazon Neptune DB cluster to have storage encryption enabled

This control checks whether an Amazon Neptune cluster has storage encryption enabled.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Neptune::DBCluster

• AWS CloudFormation guard rule:  CT.NEPTUNE.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NEPTUNE.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.NEPTUNE.PR.3 example templates

Explanation
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Neptune encrypted instances provide an additional layer of data protection, because they help to 
secure your data from unauthorized access to the underlying storage. Neptune encryption helps 
increase data protection of your applications that are deployed in the cloud. You also can use it to 
fulfill compliance requirements for data-at-rest encryption.

Usage considerations

• This control checks only whether the StorageEncrypted property is provided and set 
to true. When you create an encrypted Neptune DB instance, you also can supply the 
AWS KMS key identifier for your encryption key by means of the KmsKeyId property. 
If you don't specify an AWS KMS key identifier, Neptune uses your default Amazon RDS 
encryption key (aws/rds) for your new Neptune DB instance.

Remediation for rule failure

Set StorageEncrypted to true.

The examples that follow show how to implement this remediation.

Amazon Neptune Cluster - Example

An Amazon Neptune Cluster configured with storage encryption enabled. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "NeptuneDBCluster": { 
        "Type": "AWS::Neptune::DBCluster", 
        "Properties": { 
            "StorageEncrypted": true 
        } 
    }
} 
                 

YAML example
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NeptuneDBCluster: 
  Type: AWS::Neptune::DBCluster 
  Properties: 
    StorageEncrypted: true 

                 

CT.NEPTUNE.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   neptune_cluster_encrypted_check
#  
# Description:
#   This control checks whether an Amazon Neptune cluster has storage encryption 
 enabled.
#  
# Reports on:
#   AWS::Neptune::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Neptune DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'StorageEncrypted' has not been provided
#      Then: FAIL
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#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'StorageEncrypted' has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'StorageEncrypted' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let NEPTUNE_CLUSTER_TYPE = "AWS::Neptune::DBCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let neptune_db_clusters = Resources.*[ Type == %NEPTUNE_CLUSTER_TYPE ]

#
# Primary Rules
#
rule neptune_cluster_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %neptune_db_clusters not empty { 
    check(%neptune_db_clusters.Properties) 
        << 
        [CT.NEPTUNE.PR.3]: Require an Amazon Neptune DB cluster to have storage 
 encryption enabled 
        [FIX]: Set 'StorageEncrypted' to 'true'. 
        >>
}

rule neptune_cluster_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %NEPTUNE_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%NEPTUNE_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.NEPTUNE.PR.3]: Require an Amazon Neptune DB cluster to have storage 
 encryption enabled 
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        [FIX]: Set 'StorageEncrypted' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(neptune_cluster) { 
    %neptune_cluster { 
        # Scenario 2 
        StorageEncrypted exists 
        # Scenarios 3 and 4 
        StorageEncrypted == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.NEPTUNE.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
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    Properties: 
      StorageEncrypted: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
    Properties: 
      StorageEncrypted: false 

     

[CT.NEPTUNE.PR.4] Require an Amazon Neptune DB cluster to enable Amazon CloudWatch 
Logs export for audit logs

This control checks whether an Amazon Neptune cluster is configured to send audit logs to 
Amazon CloudWatch Logs.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Neptune::DBCluster

• AWS CloudFormation guard rule:  CT.NEPTUNE.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NEPTUNE.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.NEPTUNE.PR.4 example templates

Explanation
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You can configure an Amazon Neptune DB cluster to publish audit log data to a log group in 
Amazon CloudWatch Logs. Storing your Neptune DB cluster audit log data in Amazon CloudWatch 
Logs allows you to perform real-time analysis of the log data, and also to use Amazon CloudWatch 
to create alarms and view metrics.

Remediation for rule failure

In the EnableCloudwatchLogsExports parameter, set an entry to the value audit.

The examples that follow show how to implement this remediation.

Amazon Neptune cluster - Example

An Amazon Neptune Cluster configured to export audit logs to Amazon CloudWatch Logs. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "NeptuneDBCluster": { 
        "Type": "AWS::Neptune::DBCluster", 
        "Properties": { 
            "EnableCloudwatchLogsExports": [ 
                "audit" 
            ] 
        } 
    }
} 
                 

YAML example

NeptuneDBCluster: 
  Type: AWS::Neptune::DBCluster 
  Properties: 
    EnableCloudwatchLogsExports: 
      - audit 

                 

Proactive controls 1640



AWS Control Tower User Guide

CT.NEPTUNE.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   neptune_cluster_cloudwatch_audit_log_export_enabled
#  
# Description:
#   This control checks whether an Amazon Neptune cluster is configured to send audit 
 logs to Amazon CloudWatch Logs.
#  
# Reports on:
#   AWS::Neptune::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Neptune DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'EnableCloudwatchLogsExports' has not been provided or has been provided 
 as an
#            empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'EnableCloudwatchLogsExports' has been provided as a non-empty list
#       And: 'EnableCloudwatchLogsExports' does not contain an entry with the value 
 'audit'
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#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'EnableCloudwatchLogsExports' has been provided as a non-empty list
#       And: 'EnableCloudwatchLogsExports' contains an entry with the value 'audit'
#      Then: PASS

#
# Constants
#
let NEPTUNE_CLUSTER_TYPE = "AWS::Neptune::DBCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let neptune_db_clusters = Resources.*[ Type == %NEPTUNE_CLUSTER_TYPE ]

#
# Primary Rules
#
rule neptune_cluster_cloudwatch_audit_log_export_enabled when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                              %neptune_db_clusters not 
 empty { 
    check(%neptune_db_clusters.Properties) 
        << 
        [CT.NEPTUNE.PR.4]: Require an Amazon Neptune DB cluster to enable Amazon 
 CloudWatch log export for audit logs 
        [FIX]: In the 'EnableCloudwatchLogsExports' parameter, set an entry to the 
 value audit. 
        >>
}

rule neptune_cluster_cloudwatch_audit_log_export_enabled when 
 is_cfn_hook(%INPUT_DOCUMENT, %NEPTUNE_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%NEPTUNE_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.NEPTUNE.PR.4]: Require an Amazon Neptune DB cluster to enable Amazon 
 CloudWatch log export for audit logs 
        [FIX]: In the 'EnableCloudwatchLogsExports' parameter, set an entry to the 
 value audit. 
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        >>
}

#
# Parameterized Rules
#
rule check(neptune_cluster) { 
    %neptune_cluster { 
        # Scenario 2 
        EnableCloudwatchLogsExports exists 
        EnableCloudwatchLogsExports is_list 
        EnableCloudwatchLogsExports not empty 

        # Scenarios 3 and 4 
        some EnableCloudwatchLogsExports[*] == "audit" 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.NEPTUNE.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  NeptuneDBCluster: 
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    Type: AWS::Neptune::DBCluster 
    Properties: 
      EnableCloudwatchLogsExports: 
      - audit 
      - slowquery 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
    Properties: 
      EnableCloudwatchLogsExports: 
      - slowquery 

     

[CT.NEPTUNE.PR.5] Require an Amazon Neptune DB cluster to set a backup retention period 
greater than or equal to seven days

This control checks whether Amazon Neptune DB clusters have configured automatic backups with 
a retention period set to 7 or more days (>=7). The default retention period is one day.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Neptune::DBCluster

• AWS CloudFormation guard rule:  CT.NEPTUNE.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NEPTUNE.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.NEPTUNE.PR.5 example templates
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Explanation

Amazon Neptune backs up your cluster volume automatically, and it retains restore data for the 
length of the backup retention period. Backups are continuous and incremental. You can restore to 
any point within the backup retention period, quickly. No performance impact or interruption of 
database service occurs as backup data is being written.

Remediation for rule failure

Set the BackupRetentionPeriod parameter to an integer value between 7 and 35 days 
(inclusive).

The examples that follow show how to implement this remediation.

Amazon Neptune cluster - Example

An Amazon Neptune Cluster configured with a backup retention period of seven (7) days. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "NeptuneDBCluster": { 
        "Type": "AWS::Neptune::DBCluster", 
        "Properties": { 
            "BackupRetentionPeriod": 7 
        } 
    }
} 
                 

YAML example

NeptuneDBCluster: 
  Type: AWS::Neptune::DBCluster 
  Properties: 
    BackupRetentionPeriod: 7 
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CT.NEPTUNE.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   neptune_cluster_backup_retention_check
#  
# Description:
#   This control checks whether Amazon Neptune DB clusters have configured automatic 
 backups with a retention period set to 7 or more days (>=7). The default retention 
 period is one day.
#  
# Reports on:
#   AWS::Neptune::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Neptune DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'BackupRetentionPeriod' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'BackupRetentionPeriod' has been provided and set to an integer value
#            less than seven (< 7)
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Neptune DB cluster resource
#       And: 'BackupRetentionPeriod' has been provided and set to an integer value
#            greater than or equal to seven (>=7)
#      Then: PASS

#
# Constants
#
let NEPTUNE_CLUSTER_TYPE = "AWS::Neptune::DBCluster"
let MINIMUM_BACKUP_RETENTION_PERIOD = 7
let INPUT_DOCUMENT = this

#
# Assignments
#
let neptune_db_clusters = Resources.*[ Type == %NEPTUNE_CLUSTER_TYPE ]

#
# Primary Rules
#
rule neptune_cluster_backup_retention_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                 %neptune_db_clusters not empty { 
    check(%neptune_db_clusters.Properties) 
        << 
        [CT.NEPTUNE.PR.5]: Require an Amazon Neptune DB cluster to set a backup 
 retention period greater than or equal to seven days 
        [FIX]: Set the 'BackupRetentionPeriod' parameter to an integer value between 7 
 and 35 days (inclusive). 
        >>
}

rule neptune_cluster_backup_retention_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %NEPTUNE_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%NEPTUNE_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.NEPTUNE.PR.5]: Require an Amazon Neptune DB cluster to set a backup 
 retention period greater than or equal to seven days 
        [FIX]: Set the 'BackupRetentionPeriod' parameter to an integer value between 7 
 and 35 days (inclusive). 
        >>
}
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#
# Parameterized Rules
#
rule check(neptune_cluster) { 
    %neptune_cluster { 
        # Scenario 2 
        BackupRetentionPeriod exists 
        # Scenarios 3 and 4 
        BackupRetentionPeriod >= %MINIMUM_BACKUP_RETENTION_PERIOD 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.NEPTUNE.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
    Properties: 
      BackupRetentionPeriod: 7 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  NeptuneDBCluster: 
    Type: AWS::Neptune::DBCluster 
    Properties: 
      BackupRetentionPeriod: 1 

     

AWS Network Firewall controls

Topics

• [CT.NETWORK-FIREWALL.PR.1] Require any AWS Network Firewall firewall policy to have an 
associated rule group

• [CT.NETWORK-FIREWALL.PR.2] Require any AWS Network Firewall firewall policy to drop or 
forward stateless full packets by default when they do not match a rule

• [CT.NETWORK-FIREWALL.PR.3] Require any AWS Network Firewall firewall policy to drop or 
forward fragmented packets by default when they do not match a stateless rule

• [CT.NETWORK-FIREWALL.PR.4] Require any AWS Network Firewall rule group to contain at least 
one rule

• [CT.NETWORK-FIREWALL.PR.5] Require an AWS Network Firewall firewall to be deployed across 
multiple Availability Zones

[CT.NETWORK-FIREWALL.PR.1] Require any AWS Network Firewall firewall policy to have an 
associated rule group

This control checks whether there is at least one stateful or stateless rule group associated with an 
AWS Network Firewall firewall policy.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::NetworkFirewall::FirewallPolicy

• AWS CloudFormation guard rule:  CT.NETWORK-FIREWALL.PR.1 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NETWORK-FIREWALL.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.NETWORK-FIREWALL.PR.1 example templates

Explanation

A firewall policy defines how your firewall monitors and handles traffic in Amazon Virtual Private 
Cloud (Amazon VPC). Configuration of stateless and stateful rule groups helps to filter packets and 
traffic flows, and to define the default traffic handling settings.

Remediation for rule failure

Within the FirewallPolicy definition, refer to one or more rule groups in
StatefulRuleGroupReferences or StatelessRuleGroupReferences.

The examples that follow show how to implement this remediation.

AWS Network Firewall Firewall Policy - Example

AWS Network Firewall firewall policy configured with stateful and stateless rule group associations. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "FirewallPolicy": { 
        "Type": "AWS::NetworkFirewall::FirewallPolicy", 
        "Properties": { 
            "FirewallPolicyName": "sample-firewall-policy", 
            "FirewallPolicy": { 
                "StatelessDefaultActions": [ 
                    "aws:forward_to_sfe" 
                ], 
                "StatelessFragmentDefaultActions": [ 
                    "aws:drop" 
                ], 
                "StatefulRuleGroupReferences": [ 
                    { 
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                        "ResourceArn": { 
                            "Ref": "StatefulRuleGroup" 
                        } 
                    } 
                ], 
                "StatelessRuleGroupReferences": [ 
                    { 
                        "ResourceArn": { 
                            "Ref": "StatelessRuleGroup" 
                        }, 
                        "Priority": 100 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

FirewallPolicy: 
  Type: AWS::NetworkFirewall::FirewallPolicy 
  Properties: 
    FirewallPolicyName: sample-firewall-policy 
    FirewallPolicy: 
      StatelessDefaultActions: 
        - aws:forward_to_sfe 
      StatelessFragmentDefaultActions: 
        - aws:drop 
      StatefulRuleGroupReferences: 
        - ResourceArn: !Ref 'StatefulRuleGroup' 
      StatelessRuleGroupReferences: 
        - ResourceArn: !Ref 'StatelessRuleGroup' 
          Priority: 100 

                 

CT.NETWORK-FIREWALL.PR.1 rule specification

# ###################################
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##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   netfw_policy_rule_group_associated_check
#  
# Description:
#   This control checks whether there is at least one stateful or stateless rule group 
 associated with an AWS Network Firewall firewall policy.
#  
# Reports on:
#   AWS::NetworkFirewall::FirewallPolicy
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any NetworkFirewall firewall policy 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a NetworkFirewall firewall policy resource
#       And: 'StatefulRuleGroupReferences' has not been provided in 'FirewallPolicy'
#       And: 'StatelessRuleGroupReferences' has not been provided in 'FirewallPolicy'
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a NetworkFirewall firewall policy resource
#       And: 'StatefulRuleGroupReferences' has not been provided in 'FirewallPolicy'
#       And: 'StatelessRuleGroupReferences' has been provided as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a NetworkFirewall firewall policy resource
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#       And: 'StatelessRuleGroupReferences' has not been provided in 'FirewallPolicy'
#       And: 'StatefulRuleGroupReferences' has been provided as an empty list
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a NetworkFirewall firewall policy resource
#       And: 'StatelessRuleGroupReferences' has been provided as an empty list
#       And: 'StatefulRuleGroupReferences' has been provided as an empty list
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a NetworkFirewall firewall policy resource
#       And: One or both of 'StatelessRuleGroupReferences' and 
 'StatefulRuleGroupReferences' have been provided as a
#            non-empty list
#      Then: PASS

#
# Constants
#
let NETFW_FIREWALL_POLICY_TYPE = "AWS::NetworkFirewall::FirewallPolicy"
let INPUT_DOCUMENT = this

#
# Assignments
#
let netfw_firewall_policies = Resources.*[ Type == %NETFW_FIREWALL_POLICY_TYPE ]

#
# Primary Rules
#
rule netfw_policy_rule_group_associated_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                   %netfw_firewall_policies not empty { 
    check(%netfw_firewall_policies.Properties) 
        << 
        [CT.NETWORK-FIREWALL.PR.1]: Require any AWS Network Firewall firewall policy to 
 have an associated rule group 
            [FIX]: Within the 'FirewallPolicy' definition, refer to one or more rule 
 groups in 'StatefulRuleGroupReferences' or 'StatelessRuleGroupReferences'. 
        >>
}
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rule netfw_policy_rule_group_associated_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %NETFW_FIREWALL_POLICY_TYPE) { 
    check(%INPUT_DOCUMENT.%NETFW_FIREWALL_POLICY_TYPE.resourceProperties) 
        << 
        [CT.NETWORK-FIREWALL.PR.1]: Require any AWS Network Firewall firewall policy to 
 have an associated rule group 
            [FIX]: Within the 'FirewallPolicy' definition, refer to one or more rule 
 groups in 'StatefulRuleGroupReferences' or 'StatelessRuleGroupReferences'. 
        >>
}

#
# Parameterized Rules
#
rule check(netfw_firewall_policy) { 
    %netfw_firewall_policy { 
        # Scenario 2 
        FirewallPolicy exists 
        FirewallPolicy is_struct 

        FirewallPolicy { 
            # Scenario 3, 4, 5 and 6 
            StatefulRuleGroupReferences exists or 
            StatelessRuleGroupReferences exists 

            check_property_is_list_and_not_empty(StatefulRuleGroupReferences) or 
            check_property_is_list_and_not_empty(StatelessRuleGroupReferences) 
        } 
    }
}

rule check_property_is_list_and_not_empty(property) { 
    %property { 
        this is_list 
        this not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
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        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.NETWORK-FIREWALL.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  StatefulRuleGroup: 
    Type: AWS::NetworkFirewall::RuleGroup 
    Properties: 
      RuleGroupName: 
        Fn::Sub: ${AWS::StackName}-stateful-example 
      Type: STATEFUL 
      RuleGroup: 
        RulesSource: 
          RulesString: pass tcp 10.20.20.0/24 45400:45500 < 10.10.10.0/24 5203 
 (msg:"test";sid:1;rev:1;) 
      Capacity: 100 
  StatelessRuleGroup: 
    Type: AWS::NetworkFirewall::RuleGroup 
    Properties: 
      RuleGroupName: 
        Fn::Sub: ${AWS::StackName}-stateless-example 
      Type: STATELESS 
      RuleGroup: 
        RulesSource: 
          StatelessRulesAndCustomActions: 
            StatelessRules: [] 
      Capacity: 100 
  FirewallPolicy: 
    Type: AWS::NetworkFirewall::FirewallPolicy 

Proactive controls 1655



AWS Control Tower User Guide

    Properties: 
      FirewallPolicyName: 
        Fn::Sub: ${AWS::StackName}-example 
      FirewallPolicy: 
        StatelessDefaultActions: 
        - aws:forward_to_sfe 
        StatelessFragmentDefaultActions: 
        - aws:drop 
        StatefulRuleGroupReferences: 
        - ResourceArn: 
            Ref: StatefulRuleGroup 
        StatelessRuleGroupReferences: 
        - ResourceArn: 
            Ref: StatelessRuleGroup 
          Priority: 100 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  FirewallPolicy: 
    Type: AWS::NetworkFirewall::FirewallPolicy 
    Properties: 
      FirewallPolicyName: 
        Fn::Sub: ${AWS::StackName}-example 
      FirewallPolicy: 
        StatelessDefaultActions: 
        - aws:forward_to_sfe 
        StatelessFragmentDefaultActions: 
        - aws:drop 

     

[CT.NETWORK-FIREWALL.PR.2] Require any AWS Network Firewall firewall policy to drop or 
forward stateless full packets by default when they do not match a rule

This control checks whether an AWS Network Firewall firewall policy is configured with a user-
defined stateless default action for full packets.

• Control objective: Limit network access
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• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::NetworkFirewall::FirewallPolicy

• AWS CloudFormation guard rule:  CT.NETWORK-FIREWALL.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NETWORK-FIREWALL.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.NETWORK-FIREWALL.PR.2 example templates

Explanation

A firewall policy defines how your firewall monitors and handles traffic in Amazon VPC. You 
configure stateless and stateful rule groups to filter packets and traffic flows. Defaulting to Pass
can allow unintended traffic.

Remediation for rule failure

Within FirewallPolicy, include one of aws:drop or aws:forward_to_sfe in
StatelessDefaultActions.

The examples that follow show how to implement this remediation.

AWS Network Firewall Firewall Policy - Example One

AWS Network Firewall firewall policy configured with a stateless default action to drop full packets. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "FirewallPolicy": { 
        "Type": "AWS::NetworkFirewall::FirewallPolicy", 
        "Properties": { 
            "FirewallPolicyName": { 
                "Fn::Sub": "${AWS::StackName}-sample" 
            }, 
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            "FirewallPolicy": { 
                "StatelessFragmentDefaultActions": [ 
                    "aws:forward_to_sfe" 
                ], 
                "StatelessDefaultActions": [ 
                    "aws:drop" 
                ] 
            } 
        } 
    }
} 
                 

YAML example

FirewallPolicy: 
  Type: AWS::NetworkFirewall::FirewallPolicy 
  Properties: 
    FirewallPolicyName: !Sub '${AWS::StackName}-sample' 
    FirewallPolicy: 
      StatelessFragmentDefaultActions: 
        - aws:forward_to_sfe 
      StatelessDefaultActions: 
        - aws:drop 

                 

The examples that follow show how to implement this remediation.

AWS Network Firewall Firewall Policy - Example Two

AWS Network Firewall firewall policy configured with a stateless default action to forward full 
packets to the stateful rule engine for further inspection. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "FirewallPolicy": { 
        "Type": "AWS::NetworkFirewall::FirewallPolicy", 
        "Properties": { 
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            "FirewallPolicyName": { 
                "Fn::Sub": "${AWS::StackName}-sample" 
            }, 
            "FirewallPolicy": { 
                "StatelessFragmentDefaultActions": [ 
                    "aws:forward_to_sfe" 
                ], 
                "StatelessDefaultActions": [ 
                    "aws:forward_to_sfe" 
                ] 
            } 
        } 
    }
} 
                 

YAML example

FirewallPolicy: 
  Type: AWS::NetworkFirewall::FirewallPolicy 
  Properties: 
    FirewallPolicyName: !Sub '${AWS::StackName}-sample' 
    FirewallPolicy: 
      StatelessFragmentDefaultActions: 
        - aws:forward_to_sfe 
      StatelessDefaultActions: 
        - aws:forward_to_sfe 

                 

CT.NETWORK-FIREWALL.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   netfw_policy_default_action_full_packets_check
#  
# Description:
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#   This control checks whether an AWS Network Firewall firewall policy is configured 
 with a user-defined stateless default action for full packets.
#  
# Reports on:
#   AWS::NetworkFirewall::FirewallPolicy
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Network Firewall firewall policy 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall policy resource
#       And: 'StatelessDefaultActions' has not been provided in 'FirewallPolicy'
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall policy resource
#       And: 'StatelessDefaultActions' has been provided in 'FirewallPolicy' as an 
 empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall policy resource
#       And: 'StatelessDefaultActions' has been provided in 'FirewallPolicy' as a list 
 that does not contain
#             one of 'aws:drop' or 'aws:forward_to_sfe'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall policy resource
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#       And: 'StatelessDefaultActions' has been provided in 'FirewallPolicy' as a list 
 that contains either
#            'aws:drop' or 'aws:forward_to_sfe'
#      Then: PASS

#
# Constants
#
let NETFW_FIREWALL_POLICY_TYPE = "AWS::NetworkFirewall::FirewallPolicy"
let INPUT_DOCUMENT = this
let ALLOWED_STATELESS_ACTIONS_LIST = [ "aws:drop", "aws:forward_to_sfe" ]

#
# Assignments
#
let netfw_firewall_policies = Resources.*[ Type == %NETFW_FIREWALL_POLICY_TYPE ]

#
# Primary Rules
#
rule netfw_policy_default_action_full_packets_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                             %netfw_firewall_policies 
 not empty { 
    check(%netfw_firewall_policies.Properties) 
        << 
        [CT.NETWORK-FIREWALL.PR.2]: Require any AWS Network Firewall firewall policy to 
 drop or forward stateless full packets by default when they do not match a rule 
        [FIX]: Within 'FirewallPolicy', include one of 'aws:drop' or 
 'aws:forward_to_sfe' in 'StatelessDefaultActions'. 
        >>
}

rule netfw_policy_default_action_full_packets_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %NETFW_FIREWALL_POLICY_TYPE) { 
    check(%INPUT_DOCUMENT.%NETFW_FIREWALL_POLICY_TYPE.resourceProperties) 
        << 
        [CT.NETWORK-FIREWALL.PR.2]: Require any AWS Network Firewall firewall policy to 
 drop or forward stateless full packets by default when they do not match a rule 
        [FIX]: Within 'FirewallPolicy', include one of 'aws:drop' or 
 'aws:forward_to_sfe' in 'StatelessDefaultActions'. 
        >>
}
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#
# Parameterized Rules
#
rule check(netfw_firewall_policy) { 
    %netfw_firewall_policy { 
        # Scenario 2 
        FirewallPolicy exists 
        FirewallPolicy is_struct 

        FirewallPolicy { 
            StatelessDefaultActions exists 
            # Scenario 3 
            StatelessDefaultActions is_list 
            StatelessDefaultActions not empty 

            # Scenario 4 and 5 
            some StatelessDefaultActions[*] { 
                this in %ALLOWED_STATELESS_ACTIONS_LIST 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.NETWORK-FIREWALL.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  FirewallPolicy: 
    Type: AWS::NetworkFirewall::FirewallPolicy 
    Properties: 
      FirewallPolicyName: 
        Fn::Sub: ${AWS::StackName}-example 
      FirewallPolicy: 
        StatelessFragmentDefaultActions: 
        - aws:forward_to_sfe 
        StatelessDefaultActions: 
        - aws:drop 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  FirewallPolicy: 
    Type: AWS::NetworkFirewall::FirewallPolicy 
    Properties: 
      FirewallPolicyName: 
        Fn::Sub: ${AWS::StackName}-example 
      FirewallPolicy: 
        StatelessFragmentDefaultActions: 
        - aws:pass 
        StatelessDefaultActions: 
        - aws:pass 
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[CT.NETWORK-FIREWALL.PR.3] Require any AWS Network Firewall firewall policy to drop or 
forward fragmented packets by default when they do not match a stateless rule

This control checks whether an AWS Network Firewall firewall policy is configured with a default 
action to drop or forward fragmented packets, when the packets do not match a stateless rule.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::NetworkFirewall::FirewallPolicy

• AWS CloudFormation guard rule:  CT.NETWORK-FIREWALL.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NETWORK-FIREWALL.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.NETWORK-FIREWALL.PR.3 example templates

Explanation

A firewall policy defines how your firewall monitors and handles traffic in Amazon VPC. You 
configure stateless and stateful rule groups to filter packets and traffic flows. Defaulting to Pass
can allow unintended traffic.

Remediation for rule failure

Within FirewallPolicy, include one of aws:drop or aws:forward_to_sfe in
StatelessFragmentDefaultActions.

The examples that follow show how to implement this remediation.

AWS Network Firewall Firewall Policy - Example One

AWS Network Firewall firewall policy configured with a stateless default action to drop fragmented 
packets. The example is shown in JSON and in YAML.

JSON example
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{ 
    "FirewallPolicy": { 
        "Type": "AWS::NetworkFirewall::FirewallPolicy", 
        "Properties": { 
            "FirewallPolicyName": { 
                "Fn::Sub": "${AWS::StackName}-sample" 
            }, 
            "FirewallPolicy": { 
                "StatelessDefaultActions": [ 
                    "aws:forward_to_sfe" 
                ], 
                "StatelessFragmentDefaultActions": [ 
                    "aws:drop" 
                ] 
            } 
        } 
    }
} 
                 

YAML example

FirewallPolicy: 
  Type: AWS::NetworkFirewall::FirewallPolicy 
  Properties: 
    FirewallPolicyName: !Sub '${AWS::StackName}-sample' 
    FirewallPolicy: 
      StatelessDefaultActions: 
        - aws:forward_to_sfe 
      StatelessFragmentDefaultActions: 
        - aws:drop 

                 

The examples that follow show how to implement this remediation.
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AWS Network Firewall Firewall Policy - Example Two

AWS Network Firewall firewall policy configured with a stateless default action to forward 
fragmented packets to the stateful rule engine for further inspection. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "FirewallPolicy": { 
        "Type": "AWS::NetworkFirewall::FirewallPolicy", 
        "Properties": { 
            "FirewallPolicyName": { 
                "Fn::Sub": "${AWS::StackName}-sample" 
            }, 
            "FirewallPolicy": { 
                "StatelessDefaultActions": [ 
                    "aws:forward_to_sfe" 
                ], 
                "StatelessFragmentDefaultActions": [ 
                    "aws:forward_to_sfe" 
                ] 
            } 
        } 
    }
} 
                 

YAML example

FirewallPolicy: 
  Type: AWS::NetworkFirewall::FirewallPolicy 
  Properties: 
    FirewallPolicyName: !Sub '${AWS::StackName}-sample' 
    FirewallPolicy: 
      StatelessDefaultActions: 
        - aws:forward_to_sfe 
      StatelessFragmentDefaultActions: 
        - aws:forward_to_sfe 
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CT.NETWORK-FIREWALL.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   netfw_policy_default_action_fragment_packets_check
#  
# Description:
#   This control checks whether an AWS Network Firewall firewall policy is configured 
 with a default action to drop or forward fragmented packets, when the packets do not 
 match a stateless rule.
#  
# Reports on:
#   AWS::NetworkFirewall::FirewallPolicy
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Network Firewall firewall policy 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall policy resource
#       And: 'StatelessFragmentDefaultActions' has not been provided in 
 'FirewallPolicy'
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains a Network Firewall firewall policy resource
#       And: 'StatelessFragmentDefaultActions' has been provided in 'FirewallPolicy' as 
 an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall policy resource
#       And: 'StatelessFragmentDefaultActions' has been provided in 'FirewallPolicy' as 
 a list that does not contain
#             one of 'aws:drop' or 'aws:forward_to_sfe'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall policy resource
#       And: 'StatelessFragmentDefaultActions' has been provided in 'FirewallPolicy' as 
 a list that contains either
#            'aws:drop' or 'aws:forward_to_sfe'
#      Then: PASS

#
# Constants
#
let NETFW_FIREWALL_POLICY_TYPE = "AWS::NetworkFirewall::FirewallPolicy"
let ALLOWED_STATELESS_FRAGMENT_ACTIONS_LIST = [ "aws:drop", "aws:forward_to_sfe" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let netfw_firewall_policies = Resources.*[ Type == %NETFW_FIREWALL_POLICY_TYPE ]

#
# Primary Rules
#
rule netfw_policy_default_action_fragment_packets_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                             %netfw_firewall_policies 
 not empty { 
    check(%netfw_firewall_policies.Properties) 
        << 
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        [CT.NETWORK-FIREWALL.PR.3]: Require any AWS Network Firewall firewall policy to 
 drop or forward fragmented packets by default when they do not match a stateless rule 
        [FIX]: Within 'FirewallPolicy', include one of 'aws:drop' or 
 'aws:forward_to_sfe' in 'StatelessFragmentDefaultActions'. 
        >>
}

rule netfw_policy_default_action_fragment_packets_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %NETFW_FIREWALL_POLICY_TYPE) { 
    check(%INPUT_DOCUMENT.%NETFW_FIREWALL_POLICY_TYPE.resourceProperties) 
        << 
        [CT.NETWORK-FIREWALL.PR.3]: Require any AWS Network Firewall firewall policy to 
 drop or forward fragmented packets by default when they do not match a stateless rule 
        [FIX]: Within 'FirewallPolicy', include one of 'aws:drop' or 
 'aws:forward_to_sfe' in 'StatelessFragmentDefaultActions'. 
        >>
}

#
# Parameterized Rules
#
rule check(netfw_firewall_policy) { 
    %netfw_firewall_policy { 
        # Scenario 2 
        FirewallPolicy exists 
        FirewallPolicy is_struct 

        FirewallPolicy { 
            # Scenario 2 and 3 
            StatelessFragmentDefaultActions exists 
            StatelessFragmentDefaultActions is_list 
            StatelessFragmentDefaultActions not empty 

            # Scenario 4 and 5 
            some StatelessFragmentDefaultActions[*] { 
                this in %ALLOWED_STATELESS_FRAGMENT_ACTIONS_LIST 
            } 
        } 
    }
}

#
# Utility Rules
#
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rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.NETWORK-FIREWALL.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  FirewallPolicy: 
    Type: AWS::NetworkFirewall::FirewallPolicy 
    Properties: 
      FirewallPolicyName: 
        Fn::Sub: ${AWS::StackName}-example 
      FirewallPolicy: 
        StatelessDefaultActions: 
        - aws:forward_to_sfe 
        StatelessFragmentDefaultActions: 
        - aws:drop 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  FirewallPolicy: 
    Type: AWS::NetworkFirewall::FirewallPolicy 
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    Properties: 
      FirewallPolicyName: 
        Fn::Sub: ${AWS::StackName}-example 
      FirewallPolicy: 
        StatelessDefaultActions: 
        - aws:pass 
        StatelessFragmentDefaultActions: 
        - aws:pass 

     

[CT.NETWORK-FIREWALL.PR.4] Require any AWS Network Firewall rule group to contain at 
least one rule

This control checks whether an AWS Network Firewall stateless rule group contains rules.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::NetworkFirewall::RuleGroup

• AWS CloudFormation guard rule:  CT.NETWORK-FIREWALL.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NETWORK-FIREWALL.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.NETWORK-FIREWALL.PR.4 example templates

Explanation

A rule group contains rules that define how your firewall processes traffic in your VPC. An empty, 
stateless rule group, when present in a firewall policy, might give the impression that the rule 
group will process traffic. However, when the stateless rule group is empty, it does not process 
traffic.
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Usage considerations

• This control applies only to AWS Network Firewall stateless rule groups.

Remediation for rule failure

Provide one or more AWS Network Firewall stateless rules within the
RuleGroup.RulesSource.StatelessRulesAndCustomActions.StatelessRules property.

The examples that follow show how to implement this remediation.

AWS Network Firewall Rule Group - Example

AWS Network Firewall rule group configured with a stateless rule. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "NetworkFirewallRuleGroup": { 
        "Type": "AWS::NetworkFirewall::RuleGroup", 
        "Properties": { 
            "RuleGroupName": { 
                "Fn::Sub": "${AWS::StackName}-sample" 
            }, 
            "Capacity": 100, 
            "Description": "Sample rule group", 
            "Type": "STATELESS", 
            "RuleGroup": { 
                "RulesSource": { 
                    "StatelessRulesAndCustomActions": { 
                        "StatelessRules": [ 
                            { 
                                "RuleDefinition": { 
                                    "MatchAttributes": { 
                                        "Sources": [ 
                                            { 
                                                "AddressDefinition": "0.0.0.0/0" 
                                            } 
                                        ], 
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                                        "Destinations": [ 
                                            { 
                                                "AddressDefinition": "10.0.0.0/8" 
                                            } 
                                        ], 
                                        "SourcePorts": [ 
                                            { 
                                                "FromPort": 15000, 
                                                "ToPort": 30000 
                                            } 
                                        ], 
                                        "DestinationPorts": [ 
                                            { 
                                                "FromPort": 443, 
                                                "ToPort": 443 
                                            } 
                                        ], 
                                        "Protocols": [ 
                                            6 
                                        ] 
                                    }, 
                                    "Actions": [ 
                                        "aws:forward_to_sfe" 
                                    ] 
                                }, 
                                "Priority": 1 
                            } 
                        ] 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

NetworkFirewallRuleGroup: 
  Type: AWS::NetworkFirewall::RuleGroup 
  Properties: 
    RuleGroupName: !Sub '${AWS::StackName}-sample' 
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    Capacity: 100 
    Description: Sample rule group 
    Type: STATELESS 
    RuleGroup: 
      RulesSource: 
        StatelessRulesAndCustomActions: 
          StatelessRules: 
            - RuleDefinition: 
                MatchAttributes: 
                  Sources: 
                    - AddressDefinition: '0.0.0.0/0' 
                  Destinations: 
                    - AddressDefinition: 10.0.0.0/8 
                  SourcePorts: 
                    - FromPort: 15000 
                      ToPort: 30000 
                  DestinationPorts: 
                    - FromPort: 443 
                      ToPort: 443 
                  Protocols: 
                    - 6 
                Actions: 
                  - aws:forward_to_sfe 
              Priority: 1 

                 

CT.NETWORK-FIREWALL.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   netfw_stateless_rule_group_not_empty_check
#  
# Description:
#   This control checks whether an AWS Network Firewall stateless rule group contains 
 rules.
#  
# Reports on:
#   AWS::NetworkFirewall::RuleGroup
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#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Network Firewall rule group 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall rule group resource
#       And: 'Type' is not equal to 'STATELESS'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall rule group resource
#       And: 'Type' is 'STATELESS'
#       And: 'RuleGroup.RulesSource.StatelessRulesAndCustomActions' has not been 
 provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall rule group resource
#       And: 'Type' is 'STATELESS'
#       And: 'RuleGroup.RulesSource.StatelessRulesAndCustomActions' has been provided
#       And: 'StatelessRules' has not been provided within 
 'StatelessRulesAndCustomActions' or has been provided with
#            an empty list value
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall rule group resource
#       And: 'Type' is 'STATELESS'
#       And: 'RuleGroup.RulesSource.StatelessRulesAndCustomActions' has been provided
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#       And: 'StatelessRules' has been provided within 'StatelessRulesAndCustomActions' 
 as a non-empty list value
#      Then: PASS

#
# Constants
#
let NETFW_RULE_GROUP_TYPE = "AWS::NetworkFirewall::RuleGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
let netfw_rule_group = Resources.*[ Type == %NETFW_RULE_GROUP_TYPE ]

#
# Primary Rules
#
rule netfw_stateless_rule_group_not_empty_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %netfw_rule_group not empty { 
    check(%netfw_rule_group.Properties) 
        << 
        [CT.NETWORK-FIREWALL.PR.4]: Require any AWS Network Firewall rule group to 
 contain at least one rule 
        [FIX]: Provide one or more AWS Network Firewall stateless rules within the 
 'RuleGroup.RulesSource.StatelessRulesAndCustomActions.StatelessRules' property. 
        >>
}

rule netfw_stateless_rule_group_not_empty_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %NETFW_RULE_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%NETFW_RULE_GROUP_TYPE.resourceProperties) 
        << 
        [CT.NETWORK-FIREWALL.PR.4]: Require any AWS Network Firewall rule group to 
 contain at least one rule 
        [FIX]: Provide one or more AWS Network Firewall stateless rules within the 
 'RuleGroup.RulesSource.StatelessRulesAndCustomActions.StatelessRules' property. 
        >>
}

#
# Parameterized Rules
#
rule check(netfw_rule_group) { 

Proactive controls 1676



AWS Control Tower User Guide

    %netfw_rule_group[ 
        # Scenario 2 
        Type exists 
        Type == "STATELESS" 
    ] { 
        # Scenario 3 
        RuleGroup exists 
        RuleGroup is_struct 
        RuleGroup { 
            RulesSource exists 
            RulesSource is_struct 
            RulesSource { 
                StatelessRulesAndCustomActions exists 
                StatelessRulesAndCustomActions is_struct 
                StatelessRulesAndCustomActions { 
                    # Scenarios 4 and 5 
                    StatelessRules exists 
                    StatelessRules is_list 
                    StatelessRules not empty 
                } 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.NETWORK-FIREWALL.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  NetworkFirewallRuleGroup: 
    Type: AWS::NetworkFirewall::RuleGroup 
    Properties: 
      RuleGroupName: 
        Fn::Sub: ${AWS::StackName}-example 
      Capacity: 100 
      Description: Example rule group 
      Type: STATELESS 
      RuleGroup: 
        RulesSource: 
          StatelessRulesAndCustomActions: 
            StatelessRules: 
            - RuleDefinition: 
                MatchAttributes: 
                  Sources: 
                  - AddressDefinition: 0.0.0.0/0 
                  Destinations: 
                  - AddressDefinition: 10.0.0.0/8 
                  SourcePorts: 
                  - FromPort: 15000 
                    ToPort: 30000 
                  DestinationPorts: 
                  - FromPort: 443 
                    ToPort: 443 
                  Protocols: 
                  - 6 
                Actions: 
                - aws:forward_to_sfe 
              Priority: 1 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  NetworkFirewallRuleGroup: 
    Type: AWS::NetworkFirewall::RuleGroup 
    Properties: 
      RuleGroupName: 
        Fn::Sub: ${AWS::StackName}-example 
      Capacity: 100 
      Description: Example rule group 
      Type: STATELESS 
      RuleGroup: 
        RulesSource: 
          StatelessRulesAndCustomActions: 
            StatelessRules: [] 

     

[CT.NETWORK-FIREWALL.PR.5] Require an AWS Network Firewall firewall to be deployed 
across multiple Availability Zones

This control checks whether an AWS Network Firewall firewall is deployed across multiple 
Availability Zones (AZs), to permit automatic failover between AZs.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::NetworkFirewall::Firewall

• AWS CloudFormation guard rule:  CT.NETWORK-FIREWALL.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.NETWORK-FIREWALL.PR.5 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.NETWORK-FIREWALL.PR.5 example templates

Explanation
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The AWS global infrastructure is built around AWS Regions and Availability Zones. AWS Regions 
provide multiple Availability Zones (AZs), physically separated and isolated. These AZs are 
connected by low-latency, high-throughput, and highly redundant networking. You can design and 
operate applications and databases that fail over between Availability Zones without interruption, 
automatically. Availability Zones are more highly available, fault tolerant, and scalable than 
traditional single- or multiple-datacenter infrastructures.

Remediation for rule failure

In the SubnetMappings parameter, provide at least two entries that refer to subnets in different 
Availability Zones.

The examples that follow show how to implement this remediation.

AWS Network Firewall Firewall - Example

An AWS Network Firewall firewall configured to deploy across two subnets in different Availability 
Zones. The example is shown in JSON and in YAML.

JSON example

{ 
    "Firewall": { 
        "Type": "AWS::NetworkFirewall::Firewall", 
        "Properties": { 
            "FirewallName": "SampleFirewall", 
            "FirewallPolicyArn": { 
                "Ref": "FirewallPolicy" 
            }, 
            "VpcId": { 
                "Ref": "VPC" 
            }, 
            "Description": "Sample firewall", 
            "SubnetMappings": [ 
                { 
                    "SubnetId": { 
                        "Ref": "SubnetOne" 
                    } 
                }, 
                { 
                    "SubnetId": { 
                        "Ref": "SubnetTwo" 
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                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

Firewall: 
  Type: AWS::NetworkFirewall::Firewall 
  Properties: 
    FirewallName: SampleFirewall 
    FirewallPolicyArn: !Ref 'FirewallPolicy' 
    VpcId: !Ref 'VPC' 
    Description: Sample firewall 
    SubnetMappings: 
      - SubnetId: !Ref 'SubnetOne' 
      - SubnetId: !Ref 'SubnetTwo' 

                 

CT.NETWORK-FIREWALL.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   netfw_multi_az_enabled_check
#  
# Description:
#   This control checks whether an AWS Network Firewall firewall is deployed across 
 multiple Availability Zones (AZs), to permit automatic failover between AZs.
#  
# Reports on:
#   AWS::NetworkFirewall::Firewall
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
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#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Network Firewall firewall 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall resource
#       And: 'SubnetMappings' has not been specified or specified as an empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall resource
#       And: 'SubnetMappings' has been specified
#       And: The number of entries in 'SubnetMappings' is less than two (< 2)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Network Firewall firewall resource
#       And: 'SubnetMappings' has been specified
#       And: The number of entries in 'SubnetMappings' is greater than or equal to two 
 (>= 2)
#      Then: PASS

#
# Constants
#
let NETFW_FIREWALL_FIREWALL_TYPE = "AWS::NetworkFirewall::Firewall"
let INPUT_DOCUMENT = this

#
# Assignments
#
let netfw_firewalls = Resources.*[ Type == %NETFW_FIREWALL_FIREWALL_TYPE ]
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#
# Primary Rules
#
rule netfw_multi_az_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                       %netfw_firewalls not empty { 
    check(%netfw_firewalls.Properties) 
        << 
        [CT.NETWORK-FIREWALL.PR.5]: Require an AWS Network Firewall firewall to be 
 deployed across multiple Availability Zones 
        [FIX]: In the SubnetMappings parameter, provide at least two entries that refer 
 to subnets in different Availability Zones. 
        >>
}

rule netfw_multi_az_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %NETFW_FIREWALL_FIREWALL_TYPE) { 
    check(%INPUT_DOCUMENT.%NETFW_FIREWALL_FIREWALL_TYPE.resourceProperties) 
        << 
        [CT.NETWORK-FIREWALL.PR.5]: Require an AWS Network Firewall firewall to be 
 deployed across multiple Availability Zones 
        [FIX]: In the SubnetMappings parameter, provide at least two entries that refer 
 to subnets in different Availability Zones. 
        >>
}

#
# Parameterized Rules
#
rule check(netfw_firewall) { 
    %netfw_firewall { 
        # Scenario 2 
        SubnetMappings exists 
        SubnetMappings is_list 
        SubnetMappings not empty 

        # Scenarios 3 and 4 
        SubnetMappings[0] exists 
        SubnetMappings[1] exists 
    }
}

#
# Utility Rules
#
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rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.NETWORK-FIREWALL.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: "" 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
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        Fn::Select: 
        - 1 
        - Fn::GetAZs: "" 
  FirewallPolicy: 
    Type: AWS::NetworkFirewall::FirewallPolicy 
    Properties: 
      FirewallPolicyName: 
        Fn::Sub: ${AWS::StackName}-example-firewall-policy 
      FirewallPolicy: 
        StatelessDefaultActions: 
        - aws:forward_to_sfe 
        StatelessFragmentDefaultActions: 
        - aws:forward_to_sfe 
      Description: Example firewall policy 
  Firewall: 
    Type: AWS::NetworkFirewall::Firewall 
    Properties: 
      FirewallName: 
        Fn::Sub: ${AWS::StackName}-example-firewall 
      FirewallPolicyArn: 
        Ref: FirewallPolicy 
      VpcId: 
        Ref: VPC 
      Description: Example firewall 
      SubnetMappings: 
      - SubnetId: 
          Ref: SubnetOne 
      - SubnetId: 
          Ref: SubnetTwo 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
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    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: "" 
  FirewallPolicy: 
    Type: AWS::NetworkFirewall::FirewallPolicy 
    Properties: 
      FirewallPolicyName: 
        Fn::Sub: ${AWS::StackName}-example-firewall-policy 
      FirewallPolicy: 
        StatelessDefaultActions: 
        - aws:forward_to_sfe 
        StatelessFragmentDefaultActions: 
        - aws:forward_to_sfe 
      Description: Example firewall policy 
  Firewall: 
    Type: AWS::NetworkFirewall::Firewall 
    Properties: 
      FirewallName: 
        Fn::Sub: ${AWS::StackName}-example-firewall 
      FirewallPolicyArn: 
        Ref: FirewallPolicy 
      VpcId: 
        Ref: VPC 
      Description: Example firewall 
      SubnetMappings: 
      - SubnetId: 
          Ref: SubnetOne 

     

Amazon OpenSearch controls

Topics

• [CT.OPENSEARCH.PR.1] Require an Elasticsearch domain to encrypt data at rest

• [CT.OPENSEARCH.PR.2] Require an Elasticsearch domain to be created in a user-specified 
Amazon VPC

• [CT.OPENSEARCH.PR.3] Require an Elasticsearch domain to encrypt data sent between nodes
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• [CT.OPENSEARCH.PR.4] Require an Elasticsearch domain to send error logs to Amazon 
CloudWatch Logs

• [CT.OPENSEARCH.PR.5] Require an Elasticsearch domain to send audit logs to Amazon 
CloudWatch Logs

• [CT.OPENSEARCH.PR.6] Require an Elasticsearch domain to have zone awareness and at least 
three data nodes

• [CT.OPENSEARCH.PR.7] Require an Elasticsearch domain to have at least three dedicated master 
nodes

• [CT.OPENSEARCH.PR.8] Require an Elasticsearch Service domain to use TLSv1.2

• [CT.OPENSEARCH.PR.9] Require an Amazon OpenSearch Service domain to encrypt data at rest

• [CT.OPENSEARCH.PR.10] Require an Amazon OpenSearch Service domain to be created in a user-
specified Amazon VPC

• [CT.OPENSEARCH.PR.11] Require an Amazon OpenSearch Service domain to encrypt data sent 
between nodes

• [CT.OPENSEARCH.PR.12] Require an Amazon OpenSearch Service domain to send error logs to 
Amazon CloudWatch Logs

• [CT.OPENSEARCH.PR.13] Require an Amazon OpenSearch Service domain to send audit logs to 
Amazon CloudWatch Logs

• [CT.OPENSEARCH.PR.14] Require an Amazon OpenSearch Service domain to have zone 
awareness and at least three data nodes

• [CT.OPENSEARCH.PR.15] Require an Amazon OpenSearch Service domain to use fine-grained 
access control

• [CT.OPENSEARCH.PR.16] Require an Amazon OpenSearch Service domain to use TLSv1.2

[CT.OPENSEARCH.PR.1] Require an Elasticsearch domain to encrypt data at rest

This control checks whether Elasticsearch domains have encryption-at-rest enabled.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Elasticsearch::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.1 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.1 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.1 example templates

Explanation

For an added layer of security for your sensitive data in OpenSearch, you should configure your 
OpenSearch to be encrypted at rest. Elasticsearch domains offer encryption of data at rest. The 
feature uses AWS KMS to store and manage your encryption keys. To perform the encryption, it 
uses the Advanced Encryption Standard algorithm with 256-bit keys (AES-256).

Remediation for rule failure

Within EncryptionAtRestOptions, set Enabled to true.

The examples that follow show how to implement this remediation.

Elasticsearch Domain - Example

An Elasticsearch domain configured with encryption-at-rest enabled. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "ElasticsearchClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.elasticsearch" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
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                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "EncryptionAtRestOptions": { 
                "Enabled": true 
            } 
        } 
    }
} 
                 

YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    ElasticsearchClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.elasticsearch 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
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            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    EncryptionAtRestOptions: 
      Enabled: true 

                 

CT.OPENSEARCH.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticsearch_encrypted_at_rest_check
#  
# Description:
#   This control checks whether Elasticsearch domains have encryption-at-rest enabled.
#  
# Reports on:
#   AWS::Elasticsearch::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elasticsearch domain resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'EncryptionAtRestOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'EncryptionAtRestOptions' has been provided
#       And: 'Enabled' in 'EncryptionAtRestOptions' has not been provided or provided
#            and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'EncryptionAtRestOptions' has been provided
#       And: 'Enabled' in 'EncryptionAtRestOptions' has been provided and set to 
 bool(true)
#      Then: PASS

#
# Constants
#
let ELASTICSEARCH_DOMAIN_TYPE = "AWS::Elasticsearch::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticsearch_domains = Resources.*[ Type == %ELASTICSEARCH_DOMAIN_TYPE ]

#
# Primary Rules
#
rule elasticsearch_encrypted_at_rest_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                %elasticsearch_domains not empty { 
    check(%elasticsearch_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.1]: Require an Elasticsearch domain to encrypt data at rest 
            [FIX]: Within 'EncryptionAtRestOptions', set 'Enabled' to 'true'. 
        >>
}

rule elasticsearch_encrypted_at_rest_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICSEARCH_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICSEARCH_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.1]: Require an Elasticsearch domain to encrypt data at rest 
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            [FIX]: Within 'EncryptionAtRestOptions', set 'Enabled' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticsearch_domain) { 
    %elasticsearch_domain { 
        # Scenario 2 
        EncryptionAtRestOptions exists 
        EncryptionAtRestOptions is_struct 

        EncryptionAtRestOptions { 
            # Scenarios 3 and 4 
            Enabled exists 
            Enabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      EncryptionAtRestOptions: 
        Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
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        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      EncryptionAtRestOptions: 
        Enabled: false 

     

[CT.OPENSEARCH.PR.2] Require an Elasticsearch domain to be created in a user-specified 
Amazon VPC

This control checks whether Elasticsearch domains are configured with VPC option settings that 
specify a target Amazon VPC.

• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Elasticsearch::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.2 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.2 example templates

Explanation

Elasticsearch domains deployed within a VPC can communicate with VPC resources over the 
private AWS network, without the need to traverse the public internet. This configuration increases 
the security posture by limiting access to the data in transit. VPCs provide a number of network 
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controls that help create secure access to Elasticsearch domains, including network ACLs and 
security groups. Security Hub recommends that you migrate public Elasticsearch domains to VPCs 
to take advantage of these controls.

Remediation for rule failure

Within VPCOptions, set SubnetIds to a list with one or more Amazon EC2 subnet IDs.

The examples that follow show how to implement this remediation.

Elasticsearch Domain - Example

An Elasticsearch domain configured to deploy within an Amazon VPC by means of VPC option 
settings. The example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "ElasticsearchClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.elasticsearch" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
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                    } 
                ] 
            }, 
            "VPCOptions": { 
                "SubnetIds": [ 
                    { 
                        "Ref": "Subnet" 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    ElasticsearchClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.elasticsearch 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    VPCOptions: 
      SubnetIds: 
        - !Ref 'Subnet' 
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CT.OPENSEARCH.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticsearch_in_vpc_only_check
#  
# Description:
#   This control checks whether Elasticsearch domains are configured with VPC option 
 settings that specify a target Amazon VPC.
#  
# Reports on:
#   AWS::Elasticsearch::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elasticsearch domain resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'VPCOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'VPCOptions' has been provided
#       And: 'SubnetIds' in 'VPCOptions' has not been provided or has been provided
#            as an empty list
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'VPCOptions' has been provided
#       And: 'SubnetIds' in 'VPCOptions' has been provided as a list with one or more 
 values
#      Then: PASS

#
# Constants
#
let ELASTICSEARCH_DOMAIN_TYPE = "AWS::Elasticsearch::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticsearch_domains = Resources.*[ Type == %ELASTICSEARCH_DOMAIN_TYPE ]

#
# Primary Rules
#
rule elasticsearch_in_vpc_only_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %elasticsearch_domains not empty { 
    check(%elasticsearch_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.2]: Require an Elasticsearch domain to be created in a user-
specified Amazon VPC 
            [FIX]: Within 'VPCOptions', set 'SubnetIds' to a list with one or more 
 Amazon EC2 subnet IDs. 
        >>
}

rule elasticsearch_in_vpc_only_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICSEARCH_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICSEARCH_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.2]: Require an Elasticsearch domain to be created in a user-
specified Amazon VPC 
            [FIX]: Within 'VPCOptions', set 'SubnetIds' to a list with one or more 
 Amazon EC2 subnet IDs. 
        >>
}
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#
# Parameterized Rules
#
rule check(elasticsearch_domain) { 
    %elasticsearch_domain { 
        # Scenario 2 
        VPCOptions exists 
        VPCOptions is_struct 

        VPCOptions { 
            # Scenarios 3 and 4 
            SubnetIds exists 
            SubnetIds is_list 
            SubnetIds not empty 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
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    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      VPCOptions: 
        SubnetIds: 
        - Ref: Subnet 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 

     

[CT.OPENSEARCH.PR.3] Require an Elasticsearch domain to encrypt data sent between nodes

This control checks whether Elasticsearch domains have node-to-node encryption enabled.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Elasticsearch::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.3 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.3 example templates
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Explanation

HTTPS (TLS) can help prevent potential attackers from eavesdropping on or manipulating network 
traffic using person-in-the-middle, or similar, attacks. Only encrypted connections over HTTPS 
(TLS) should be allowed. Enabling node-to-node encryption for Elasticsearch domains ensures that 
intra-cluster communications are encrypted in transit.

Usage considerations

• A performance penalty may be associated with this configuration. You should be aware 
of and test the performance trade-offs before enabling this option.

Remediation for rule failure

Within NodeToNodeEncryptionOptions, set Enabled to true.

The examples that follow show how to implement this remediation.

Elasticsearch Domain - Example

An Elasticsearch domain configured with node-to-node encryption enabled. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "ElasticsearchClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.elasticsearch" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
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            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "NodeToNodeEncryptionOptions": { 
                "Enabled": true 
            } 
        } 
    }
} 
                 

YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    ElasticsearchClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.elasticsearch 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
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          Action: es:* 
          Resource: '*' 
    NodeToNodeEncryptionOptions: 
      Enabled: true 

                 

CT.OPENSEARCH.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticsearch_node_to_node_encryption_check
#  
# Description:
#   This control checks whether Elasticsearch domains have node-to-node encryption 
 enabled.
#  
# Reports on:
#   AWS::Elasticsearch::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elasticsearch domain resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'NodeToNodeEncryptionOptions' has not been provided
#      Then: FAIL
#   Scenario: 3

Proactive controls 1704



AWS Control Tower User Guide

#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'NodeToNodeEncryptionOptions' has been provided
#       And: 'Enabled' in 'NodeToNodeEncryptionOptions' has not been provided or has 
 been provided
#            and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'NodeToNodeEncryptionOptions' has been provided
#       And: 'Enabled' in 'NodeToNodeEncryptionOptions' has been provided and set to a
#            value of bool(true)
#      Then: PASS

#
# Constants
#
let ELASTICSEARCH_DOMAIN_TYPE = "AWS::Elasticsearch::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticsearch_domains = Resources.*[ Type == %ELASTICSEARCH_DOMAIN_TYPE ]

#
# Primary Rules
#
rule elasticsearch_node_to_node_encryption_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %elasticsearch_domains not empty 
 { 
    check(%elasticsearch_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.3]: Require an Elasticsearch domain to encrypt data sent 
 between nodes 
            [FIX]: Within 'NodeToNodeEncryptionOptions', set 'Enabled' to 'true'. 
        >>
}

rule elasticsearch_node_to_node_encryption_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICSEARCH_DOMAIN_TYPE) { 
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    check(%INPUT_DOCUMENT.%ELASTICSEARCH_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.3]: Require an Elasticsearch domain to encrypt data sent 
 between nodes 
            [FIX]: Within 'NodeToNodeEncryptionOptions', set 'Enabled' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticsearch_domain) { 
    %elasticsearch_domain { 
        # Scenario 2 
        NodeToNodeEncryptionOptions exists 
        NodeToNodeEncryptionOptions is_struct 

        NodeToNodeEncryptionOptions { 
            # Scenarios 3 and 4 
            Enabled exists 
            Enabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.OPENSEARCH.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 

Proactive controls 1707



AWS Control Tower User Guide

      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: {} 

     

[CT.OPENSEARCH.PR.4] Require an Elasticsearch domain to send error logs to Amazon 
CloudWatch Logs

This control checks whether Elasticsearch domains are configured to send error logs to an Amazon 
CloudWatch Logs log group.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Elasticsearch::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.4 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.4 example templates
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Explanation

Enable error logs (ES_APPLICATION_LOGS) for Elasticsearch domains and send those logs to 
CloudWatch Logs for retention and response. Domain error logs can assist with security and access 
audits, and can help to diagnose availability issues.

Remediation for rule failure

Within LogPublishingOptions, provide an ES_APPLICATION_LOGS configuration, set Enabled
to true, and set CloudWatchLogsLogGroupArn to the ARN of a valid Amazon CloudWatch Logs 
log group.

The examples that follow show how to implement this remediation.

Elasticsearch Domain - Example

An Elasticsearch domain configured to send error logs to Amazon CloudWatch Logs. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "ElasticsearchClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.elasticsearch" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
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                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "LogPublishingOptions": { 
                "ES_APPLICATION_LOGS": { 
                    "CloudWatchLogsLogGroupArn": { 
                        "Fn::GetAtt": [ 
                            "LogGroup", 
                            "Arn" 
                        ] 
                    }, 
                    "Enabled": true 
                } 
            } 
        } 
    }
} 
                 

YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    ElasticsearchClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.elasticsearch 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
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            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    LogPublishingOptions: 
      ES_APPLICATION_LOGS: 
        CloudWatchLogsLogGroupArn: !GetAtt 'LogGroup.Arn' 
        Enabled: true 

                 

CT.OPENSEARCH.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticsearch_application_logging_enabled_check
#  
# Description:
#   This control checks whether Elasticsearch domains are configured to send error logs 
 to an Amazon CloudWatch Logs log group.
#  
# Reports on:
#   AWS::Elasticsearch::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elasticsearch domain resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
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#       And: 'LogPublishingOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been provided
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'ES_APPLICATION_LOGS' has not been provided or provided and 
 set to
#            a value other than bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'ES_APPLICATION_LOGS' has not been provided 
 or provided
#            as an empty string or invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'ES_APPLICATION_LOGS' has been provided and set to bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'ES_APPLICATION_LOGS' has not been provided 
 or provided
#            as an empty string or invalid local reference
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'ES_APPLICATION_LOGS' has not been provided or provided and 
 set to
#            a value other than bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'ES_APPLICATION_LOGS' has been provided as 
 a non-empty string
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#            or valid local reference
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'ES_APPLICATION_LOGS' has been provided and set to bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'ES_APPLICATION_LOGS' has been provided as 
 a non-empty string
#            or valid local reference
#      Then: PASS

#
# Constants
#
let ELASTICSEARCH_DOMAIN_TYPE = "AWS::Elasticsearch::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticsearch_domains = Resources.*[ Type == %ELASTICSEARCH_DOMAIN_TYPE ]

#
# Primary Rules
#
rule elasticsearch_application_logging_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                          %elasticsearch_domains not 
 empty { 
    check(%elasticsearch_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.4]: Require an Elasticsearch domain to send error logs to 
 Amazon CloudWatch Logs 
            [FIX]: Within 'LogPublishingOptions', provide an 'ES_APPLICATION_LOGS' 
 configuration, set 'Enabled' to 'true', and set 'CloudWatchLogsLogGroupArn' to the ARN 
 of a valid Amazon CloudWatch Logs log group. 
        >>
}

rule elasticsearch_application_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICSEARCH_DOMAIN_TYPE) { 
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    check(%INPUT_DOCUMENT.%ELASTICSEARCH_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.4]: Require an Elasticsearch domain to send error logs to 
 Amazon CloudWatch Logs 
            [FIX]: Within 'LogPublishingOptions', provide an 'ES_APPLICATION_LOGS' 
 configuration, set 'Enabled' to 'true', and set 'CloudWatchLogsLogGroupArn' to the ARN 
 of a valid Amazon CloudWatch Logs log group. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticsearch_domain) { 
    %elasticsearch_domain { 
        # Scenario 2 
        LogPublishingOptions exists 
        LogPublishingOptions is_struct 

        LogPublishingOptions { 
            # Scenario 3 
            ES_APPLICATION_LOGS exists 
            ES_APPLICATION_LOGS is_struct 

            ES_APPLICATION_LOGS { 
                # Scenarios 4, 5, 6 and 7 
                Enabled exists 
                Enabled == true 

                CloudWatchLogsLogGroupArn exists 
                check_is_string_and_not_empty(CloudWatchLogsLogGroupArn) or 
                check_local_references(%INPUT_DOCUMENT, CloudWatchLogsLogGroupArn, 
 "AWS::Logs::LogGroup") 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
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        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.OPENSEARCH.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    DependsOn: LogGroupPolicy 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      LogPublishingOptions: 
        ES_APPLICATION_LOGS: 
          CloudWatchLogsLogGroupArn: 
            Fn::GetAtt: 
            - LogGroup 
            - Arn 
          Enabled: true 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
  LogGroupPolicy: 
    Type: AWS::Logs::ResourcePolicy 
    Properties: 
      PolicyName: 
        Fn::Sub: ${AWS::StackName}-AllowES 
      PolicyDocument: 
        Fn::Sub: 
        - '{"Version": "2012-10-17","Statement":[{"Effect":"Allow","Principal": 
 {"Service": ["es.amazonaws.com"]},"Action":
["logs:PutLogEvents","logs:CreateLogStream"],"Resource":"${LogGroupArn}","Condition":
{"StringEquals":{ "aws:SourceAccount": "${AWS::AccountId}"}}}]}' 
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        - LogGroupArn: 
            Fn::GetAtt: [ LogGroup, Arn ] 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
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      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      LogPublishingOptions: 
        ES_APPLICATION_LOGS: 
          Enabled: false 

     

[CT.OPENSEARCH.PR.5] Require an Elasticsearch domain to send audit logs to Amazon 
CloudWatch Logs

This control checks whether Elasticsearch domains are configured to send audit logs to an Amazon 
CloudWatch Logs log group.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Elasticsearch::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.5 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.5 example templates
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Explanation

Audit logs are highly customizable. They allow you to track user activity on your Elasticsearch 
clusters, including authentication successes and failures, requests to OpenSearch, index changes, 
and incoming search queries.

Usage considerations

• This control requires that Elasticsearch domains must have advanced security options 
configured.

• To enable advanced security options on an Elasticsearch domain through the
AdvancedSecurityOptions property, you must enable encryption of data at rest 
(by means of EncryptionAtRestOptions), node-to-node encryption (by means of
NodeToNodeEncryptionOptions), and enforce HTTPS connections (by means of
DomainEndpointOptions).

Remediation for rule failure

Within LogPublishingOptions, provide an AUDIT_LOGS configuration, set Enabled to true, 
and set CloudWatchLogsLogGroupArn to the ARN of a valid Amazon CloudWatch Logs log 
group.

The examples that follow show how to implement this remediation.

Elasticsearch Domain - Example

An Elasticsearch domain configured to send audit logs to Amazon CloudWatch Logs. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "ElasticsearchClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.elasticsearch" 
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            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "NodeToNodeEncryptionOptions": { 
                "Enabled": true 
            }, 
            "EncryptionAtRestOptions": { 
                "Enabled": true 
            }, 
            "DomainEndpointOptions": { 
                "EnforceHTTPS": true 
            }, 
            "AdvancedSecurityOptions": { 
                "Enabled": true, 
                "InternalUserDatabaseEnabled": false, 
                "MasterUserOptions": { 
                    "MasterUserARN": { 
                        "Fn::GetAtt": [ 
                            "IAMRole", 
                            "Arn" 
                        ] 
                    } 
                } 
            }, 
            "LogPublishingOptions": { 
                "AUDIT_LOGS": { 
                    "CloudWatchLogsLogGroupArn": { 
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                        "Fn::GetAtt": [ 
                            "LogGroup", 
                            "Arn" 
                        ] 
                    }, 
                    "Enabled": true 
                } 
            } 
        } 
    }
} 
                 

YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    ElasticsearchClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.elasticsearch 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    NodeToNodeEncryptionOptions: 
      Enabled: true 
    EncryptionAtRestOptions: 
      Enabled: true 
    DomainEndpointOptions: 
      EnforceHTTPS: true 
    AdvancedSecurityOptions: 
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      Enabled: true 
      InternalUserDatabaseEnabled: false 
      MasterUserOptions: 
        MasterUserARN: !GetAtt 'IAMRole.Arn' 
    LogPublishingOptions: 
      AUDIT_LOGS: 
        CloudWatchLogsLogGroupArn: !GetAtt 'LogGroup.Arn' 
        Enabled: true 

                 

CT.OPENSEARCH.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticsearch_audit_logging_enabled_check
#  
# Description:
#   This control checks whether Elasticsearch domains are configured to send audit logs 
 to an Amazon CloudWatch Logs log group.
#  
# Reports on:
#   AWS::Elasticsearch::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elasticsearch domain resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been provided
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'AUDIT_LOGS' has not been provided or provided and set to
#            a value other than bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'AUDIT_LOGS' has not been provided or 
 provided
#            as an empty string or invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'AUDIT_LOGS' has been provided and set to bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'AUDIT_LOGS' has not been provided or 
 provided
#            as an empty string or invalid local reference
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'AUDIT_LOGS' has not been provided or provided and set to
#            a value other than bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'AUDIT_LOGS' has been provided as a non-
empty string
#            or valid local reference

Proactive controls 1723



AWS Control Tower User Guide

#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'AUDIT_LOGS' has been provided and set to bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'AUDIT_LOGS' has been provided as a non-
empty string
#            or valid local reference
#      Then: PASS

#
# Constants
#
let ELASTICSEARCH_DOMAIN_TYPE = "AWS::Elasticsearch::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticsearch_domains = Resources.*[ Type == %ELASTICSEARCH_DOMAIN_TYPE ]

#
# Primary Rules
#
rule elasticsearch_audit_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                    %elasticsearch_domains not empty { 
    check(%elasticsearch_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.5]: Require an Elasticsearch domain to send audit logs to 
 Amazon CloudWatch Logs 
            [FIX]: Within 'LogPublishingOptions', provide an 'AUDIT_LOGS' 
 configuration, set 'Enabled' to 'true', and set 'CloudWatchLogsLogGroupArn' to the ARN 
 of a valid Amazon CloudWatch Logs log group. 
        >>
}

rule elasticsearch_audit_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICSEARCH_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICSEARCH_DOMAIN_TYPE.resourceProperties) 
        << 
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        [CT.OPENSEARCH.PR.5]: Require an Elasticsearch domain to send audit logs to 
 Amazon CloudWatch Logs 
            [FIX]: Within 'LogPublishingOptions', provide an 'AUDIT_LOGS' 
 configuration, set 'Enabled' to 'true', and set 'CloudWatchLogsLogGroupArn' to the ARN 
 of a valid Amazon CloudWatch Logs log group. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticsearch_domain) { 
    %elasticsearch_domain { 
        # Scenario 2 
        LogPublishingOptions exists 
        LogPublishingOptions is_struct 

        LogPublishingOptions { 
            # Scenario 3 
            AUDIT_LOGS exists 
            AUDIT_LOGS is_struct 

            AUDIT_LOGS { 
                # Scenarios 4, 5, 6 and 7 
                Enabled exists 
                Enabled == true 

                CloudWatchLogsLogGroupArn exists 
                check_is_string_and_not_empty(CloudWatchLogsLogGroupArn) or 
                check_local_references(%INPUT_DOCUMENT, CloudWatchLogsLogGroupArn, 
 "AWS::Logs::LogGroup") 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
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}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.OPENSEARCH.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: sts:AssumeRole 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    DependsOn: LogGroupPolicy 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 
      EncryptionAtRestOptions: 
        Enabled: true 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
      AdvancedSecurityOptions: 
        Enabled: true 
        InternalUserDatabaseEnabled: false 
        MasterUserOptions: 
          MasterUserARN: 
            Fn::GetAtt: 
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            - IAMRole 
            - Arn 
      LogPublishingOptions: 
        AUDIT_LOGS: 
          CloudWatchLogsLogGroupArn: 
            Fn::GetAtt: 
            - LogGroup 
            - Arn 
          Enabled: true 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
  LogGroupPolicy: 
    Type: AWS::Logs::ResourcePolicy 
    Properties: 
      PolicyName: AllowES 
      PolicyDocument: 
        Fn::Sub: 
        - '{"Version": "2012-10-17","Statement":[{"Effect":"Allow","Principal": 
 {"Service": ["es.amazonaws.com"]},"Action":
["logs:PutLogEvents","logs:CreateLogStream"],"Resource":"${LogGroupArn}","Condition":
{"StringEquals":{ "aws:SourceAccount": "${AWS::AccountId}"}}}]}' 
        - LogGroupArn: 
            Fn::GetAtt: [ LogGroup, Arn ] 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: sts:AssumeRole 
  ElasticsearchDomain: 
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    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 
      EncryptionAtRestOptions: 
        Enabled: true 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
      AdvancedSecurityOptions: 
        Enabled: true 
        InternalUserDatabaseEnabled: false 
        MasterUserOptions: 
          MasterUserARN: 
            Fn::GetAtt: 
            - IAMRole 
            - Arn 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
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    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: sts:AssumeRole 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 
      EncryptionAtRestOptions: 
        Enabled: true 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
      AdvancedSecurityOptions: 
        Enabled: true 
        InternalUserDatabaseEnabled: false 
        MasterUserOptions: 
          MasterUserARN: 
            Fn::GetAtt: 
            - IAMRole 
            - Arn 
      LogPublishingOptions: 
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        AUDIT_LOGS: 
          Enabled: false 

     

[CT.OPENSEARCH.PR.6] Require an Elasticsearch domain to have zone awareness and at least 
three data nodes

This control checks whether ElasticSearch domains are configured with at least three data nodes 
and zone awareness enabled.

• Control objective: Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Elasticsearch::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.6 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.6 example templates

Explanation

An Elasticsearch domain requires at least three data nodes for high availability and fault-tolerance. 
Deploying an Elasticsearch domain with at least three data nodes ensures that cluster operations 
can continue if a node fails.

Remediation for rule failure

Within ElasticsearchClusterConfig, set ZoneAwarenessEnabled to true, and set
InstanceCount to an integer value greater than or equal to three.

The examples that follow show how to implement this remediation.
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Elasticsearch Domain - Example

An Elasticsearch domain configured with three data nodes and zone awareness enabled. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "ElasticsearchClusterConfig": { 
                "InstanceType": "t3.small.elasticsearch", 
                "InstanceCount": 3, 
                "ZoneAwarenessEnabled": true, 
                "ZoneAwarenessConfig": { 
                    "AvailabilityZoneCount": 3 
                } 
            } 
        } 
    }
} 
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YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    ElasticsearchClusterConfig: 
      InstanceType: t3.small.elasticsearch 
      InstanceCount: 3 
      ZoneAwarenessEnabled: true 
      ZoneAwarenessConfig: 
        AvailabilityZoneCount: 3 

                 

CT.OPENSEARCH.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticsearch_data_node_fault_tolerance_check
#  
# Description:
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#   This control checks whether Elasticsearch domains are configured with at least 
 three data nodes and zone awareness enabled.
#  
# Reports on:
#   AWS::Elasticsearch::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elasticsearch domain resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'ZoneAwarenessEnabled' in 'ElasticsearchClusterConfig' has not been 
 provided
#             or provided and set to a value other than bool(true)
#       And: 'InstanceCount' in 'ElasticsearchClusterConfig' has not been provided or
#             provided and set to an integer value less than three (< 3)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'ZoneAwarenessEnabled' in 'ElasticsearchClusterConfig' has been provided
#             and set to bool(true)
#       And: 'InstanceCount' in 'ElasticsearchClusterConfig' has not been provided or
#             provided and set to an integer value less than three (< 3)
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#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'ZoneAwarenessEnabled' in 'ElasticsearchClusterConfig' has not been 
 provided
#             or provided and set to a value other than bool(true)
#       And: 'InstanceCount' in 'ElasticsearchClusterConfig' has been provided and set 
 to
#             an integer value greater than or equal to three (>= 3)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'ZoneAwarenessEnabled' in 'ElasticsearchClusterConfig' has been provided
#             and set to bool(true)
#       And: 'InstanceCount' in 'ElasticsearchClusterConfig' has been provided and set 
 to
#             an integer value greater than or equal to three (>= 3)
#      Then: PASS

#
# Constants
#
let ELASTICSEARCH_DOMAIN_TYPE = "AWS::Elasticsearch::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticsearch_domains = Resources.*[ Type == %ELASTICSEARCH_DOMAIN_TYPE ]

#
# Primary Rules
#
rule elasticsearch_data_node_fault_tolerance_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %elasticsearch_domains not 
 empty { 
    check(%elasticsearch_domains.Properties) 
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        << 
        [CT.OPENSEARCH.PR.6]: Require an Elasticsearch domain to have zone awareness 
 and at least three data nodes 
            [FIX]: Within 'ElasticsearchClusterConfig', set 'ZoneAwarenessEnabled' to 
 'true', and set 'InstanceCount' to an integer value greater than or equal to three. 
        >>
}

rule elasticsearch_data_node_fault_tolerance_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICSEARCH_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICSEARCH_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.6]: Require an Elasticsearch domain to have zone awareness 
 and at least three data nodes 
            [FIX]: Within 'ElasticsearchClusterConfig', set 'ZoneAwarenessEnabled' to 
 'true', and set 'InstanceCount' to an integer value greater than or equal to three. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticsearch_domain) { 
    %elasticsearch_domain { 
        # Scenario 2 
        ElasticsearchClusterConfig exists 
        ElasticsearchClusterConfig is_struct 

        ElasticsearchClusterConfig { 
            # Scenario 3, 4, 5 and 6 
            ZoneAwarenessEnabled exists 
            ZoneAwarenessEnabled == true 

            InstanceCount exists 
            InstanceCount >= 3 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
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        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      ElasticsearchClusterConfig: 
        InstanceType: t3.small.elasticsearch 
        InstanceCount: 3 
        ZoneAwarenessEnabled: true 
        ZoneAwarenessConfig: 
          AvailabilityZoneCount: 3 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      ElasticsearchClusterConfig: 
        InstanceType: t3.small.elasticsearch 
        ZoneAwarenessEnabled: false 
        InstanceCount: 2 

     

[CT.OPENSEARCH.PR.7] Require an Elasticsearch domain to have at least three dedicated 
master nodes

This control checks whether Elasticsearch domains are configured with at least three dedicated 
master nodes.

• Control objective: Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive
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• Resource types: AWS::Elasticsearch::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.7 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.7 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.7 example templates

Explanation

An Elasticsearch domain requires at least three dedicated master nodes for high availability and 
fault-tolerance. Dedicated master node resources can be strained during data node blue/green 
deployments, because additional nodes must be managed. Deploying an Elasticsearch domain with 
at least three dedicated master nodes ensures that sufficient master node resource capacity exists, 
and that cluster operations can continue if a node fails.

Remediation for rule failure

Within ElasticsearchClusterConfig, set DedicatedMasterEnabled to true, and 
set DedicatedMasterCount to an integer value greater than or equal to three, or omit the
DedicatedMasterCount property to adopt the default value of three.

The examples that follow show how to implement this remediation.

Elasticsearch Domain - Example One

An Elasticsearch domain configured with three dedicated master nodes by means of the
DedicatedMasterCount property. The example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "EBSOptions": { 
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                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "ElasticsearchClusterConfig": { 
                "InstanceType": "t3.small.elasticsearch", 
                "DedicatedMasterEnabled": true, 
                "DedicatedMasterCount": 3 
            } 
        } 
    }
} 
                 

YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
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        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    ElasticsearchClusterConfig: 
      InstanceType: t3.small.elasticsearch 
      DedicatedMasterEnabled: true 
      DedicatedMasterCount: 3 

                 

The examples that follow show how to implement this remediation.

Elasticsearch Domain - Example Two

An Elasticsearch domain configured with three dedicated master nodes by means of the AWS 
CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
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                ] 
            }, 
            "ElasticsearchClusterConfig": { 
                "InstanceType": "t3.small.elasticsearch", 
                "DedicatedMasterEnabled": true 
            } 
        } 
    }
} 
                 

YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    ElasticsearchClusterConfig: 
      InstanceType: t3.small.elasticsearch 
      DedicatedMasterEnabled: true 

                 

CT.OPENSEARCH.PR.7 rule specification

# ###################################
##       Rule Specification        ##
#####################################
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#  
# Rule Identifier:
#   elasticsearch_primary_node_fault_tolerance_check
#  
# Description:
#   This control checks whether Elasticsearch domains are configured with at least 
 three dedicated master nodes.
#  
# Reports on:
#   AWS::Elasticsearch::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Elasticsearch domain resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'DedicatedMasterEnabled' in 'ElasticsearchClusterConfig' has not been 
 provided
#             or provided and set to a value other than bool(true)
#       And: 'DedicatedMasterCount' in 'ElasticsearchClusterConfig' has not been 
 provided or
#             provided and set to an integer value less than three (< 3)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'DedicatedMasterEnabled' in 'ElasticsearchClusterConfig' has not been 
 provided
#             or provided and set to a value other than bool(true)
#       And: 'DedicatedMasterCount' in 'ElasticsearchClusterConfig' has been provided 
 and set to
#             an integer value greater than or equal to three (>= 3)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'DedicatedMasterEnabled' in 'ElasticsearchClusterConfig' has been provided
#             and set to bool(true)
#       And: 'DedicatedMasterCount' in 'ElasticsearchClusterConfig' has been provided 
 and set
#            to an integer value less than three (< 3)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'DedicatedMasterEnabled' in 'ElasticsearchClusterConfig' has been provided
#             and set to bool(true)
#       And: 'DedicatedMasterCount' in 'ElasticsearchClusterConfig' has not been 
 provided
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'ElasticsearchClusterConfig' has been provided
#       And: 'DedicatedMasterEnabled' in 'ElasticsearchClusterConfig' has been provided
#             and set to bool(true)
#       And: 'DedicatedMasterCount' in 'ElasticsearchClusterConfig' has been provided 
 and set to
#             an integer value greater than or equal to three (>= 3)
#      Then: PASS

#
# Constants
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#
let ELASTICSEARCH_DOMAIN_TYPE = "AWS::Elasticsearch::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticsearch_domains = Resources.*[ Type == %ELASTICSEARCH_DOMAIN_TYPE ]

#
# Primary Rules
#
rule elasticsearch_primary_node_fault_tolerance_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                           %elasticsearch_domains not 
 empty { 
    check(%elasticsearch_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.7]: Require an Elasticsearch domain to have at least three 
 dedicated master nodes 
            [FIX]: Within 'ElasticsearchClusterConfig', set 'DedicatedMasterEnabled' 
 to 'true', and set 'DedicatedMasterCount' to an integer value greater than or equal 
 to three, or omit the 'DedicatedMasterCount' property to adopt the default value of 
 three. 
        >>
}

rule elasticsearch_primary_node_fault_tolerance_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICSEARCH_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICSEARCH_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.7]: Require an Elasticsearch domain to have at least three 
 dedicated master nodes 
            [FIX]: Within 'ElasticsearchClusterConfig', set 'DedicatedMasterEnabled' 
 to 'true', and set 'DedicatedMasterCount' to an integer value greater than or equal 
 to three, or omit the 'DedicatedMasterCount' property to adopt the default value of 
 three. 
        >>
}

#
# Parameterized Rules
#
rule check(elasticsearch_domain) { 
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    %elasticsearch_domain { 
        # Scenario 2 
        ElasticsearchClusterConfig exists 
        ElasticsearchClusterConfig is_struct 

        ElasticsearchClusterConfig { 
            # Scenario 3, 4, 5 and 6 
            DedicatedMasterEnabled exists 
            DedicatedMasterEnabled == true 

            DedicatedMasterCount not exists or 
            DedicatedMasterCount >= 3 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
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    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceType: t3.small.elasticsearch 
        DedicatedMasterEnabled: true 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceType: t3.small.elasticsearch 
        DedicatedMasterEnabled: true 
        DedicatedMasterCount: 3 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
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            AWS: '*' 
          Action: es:* 
          Resource: '*' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceType: t3.small.elasticsearch 
        DedicatedMasterEnabled: false 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 

     

[CT.OPENSEARCH.PR.8] Require an Elasticsearch Service domain to use TLSv1.2

This control checks whether Elasticsearch Service domains are configured to require HTTPS with a 
minimum TLS version of TLSv1.2.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive
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• Resource types: AWS::Elasticsearch::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.8 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.8 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.8 example templates

Explanation

HTTPS (TLS) can help prevent potential attackers from using person-in-the-middle, or similar 
attacks, to eavesdrop on or manipulate network traffic. Only encrypted connections over HTTPS 
(TLS) should be allowed. Encrypting data in transit can affect performance. You should test your 
application with this feature to understand the performance profile and the effects of TLS. TLS 1.2 
provides several security enhancements over previous versions of TLS.

Remediation for rule failure

Within DomainEndpointOptions, set EnforceHTTPS to true and set TLSSecurityPolicy to
Policy-Min-TLS-1-2-2019-07.

The examples that follow show how to implement this remediation.

Elasticsearch Domain - Example

An Elasticsearch domain configured to require that all traffic to the domain arrives over HTTPS 
with a minimum TLS version of TLSv1.2. The example is shown in JSON and in YAML.

JSON example

{ 
    "ElasticsearchDomain": { 
        "Type": "AWS::Elasticsearch::Domain", 
        "Properties": { 
            "ElasticsearchVersion": 7.1, 
            "ElasticsearchClusterConfig": { 
                "InstanceCount": "1", 
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                "InstanceType": "t3.small.elasticsearch" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "DomainEndpointOptions": { 
                "EnforceHTTPS": true, 
                "TLSSecurityPolicy": "Policy-Min-TLS-1-2-2019-07" 
            } 
        } 
    }
} 
                 

YAML example

ElasticsearchDomain: 
  Type: AWS::Elasticsearch::Domain 
  Properties: 
    ElasticsearchVersion: 7.1 
    ElasticsearchClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.elasticsearch 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
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      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    DomainEndpointOptions: 
      EnforceHTTPS: true 
      TLSSecurityPolicy: Policy-Min-TLS-1-2-2019-07 

                 

CT.OPENSEARCH.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   elasticsearch_https_required_check
#  
# Description:
#   This control checks whether Elasticsearch domains are configured to require HTTPS 
 with a minimum TLS version of TLSv1.2.
#  
# Reports on:
#   AWS::Elasticsearch::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any Elasticsearch domain resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'DomainEndpointOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'DomainEndpointOptions' has been provided
#       And: 'EnforceHTTPS' in 'DomainEndpointOptions' has not been provided or
#            has been provided and set to a value other than bool(true)
#       And: 'TLSSecurityPolicy' in 'DomainEndpointOptions' has not been provided or
#            has been provided and set to a value other than 'Policy-Min-
TLS-1-2-2019-07'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'DomainEndpointOptions' has been provided
#       And: 'EnforceHTTPS' in 'DomainEndpointOptions' has been provided and set to 
 bool(true)
#       And: 'TLSSecurityPolicy' in 'DomainEndpointOptions' has not been provided or
#            has been provided and set to a value other than 'Policy-Min-
TLS-1-2-2019-07'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
#       And: 'DomainEndpointOptions' has been provided
#       And: 'EnforceHTTPS' in 'DomainEndpointOptions' has not been provided or
#            has been provided and set to a value other than bool(true)
#       And: 'TLSSecurityPolicy' in 'DomainEndpointOptions' has been provided and set
#            to 'Policy-Min-TLS-1-2-2019-07'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Elasticsearch domain resource
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#       And: 'DomainEndpointOptions' has been provided
#       And: 'EnforceHTTPS' in 'DomainEndpointOptions' has been provided and set to 
 bool(true)
#       And: 'TLSSecurityPolicy' in 'DomainEndpointOptions' has been provided and set
#            to 'Policy-Min-TLS-1-2-2019-07'
#      Then: PASS

#
# Constants
#
let ELASTICSEARCH_DOMAIN_TYPE = "AWS::Elasticsearch::Domain"
let ALLOWED_TLS_POLICIES = [ "Policy-Min-TLS-1-2-2019-07" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let elasticsearch_domains = Resources.*[ Type == %ELASTICSEARCH_DOMAIN_TYPE ]

#
# Primary Rules
#
rule elasticsearch_https_required_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %elasticsearch_domains not empty { 
    check(%elasticsearch_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.8]: Require an Elasticsearch Service domain to use TLSv1.2 
            [FIX]: Within 'DomainEndpointOptions', set 'EnforceHTTPS' to 'true' and set 
 'TLSSecurityPolicy' to 'Policy-Min-TLS-1-2-2019-07'. 
        >>
}

rule elasticsearch_https_required_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %ELASTICSEARCH_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%ELASTICSEARCH_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.8]: Require an Elasticsearch Service domain to use TLSv1.2 
            [FIX]: Within 'DomainEndpointOptions', set 'EnforceHTTPS' to 'true' and set 
 'TLSSecurityPolicy' to 'Policy-Min-TLS-1-2-2019-07'. 
        >>
}

#
# Parameterized Rules
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#
rule check(elasticsearch_domain) { 
    %elasticsearch_domain { 
        # Scenario 2 
        DomainEndpointOptions exists 
        DomainEndpointOptions is_struct 

        DomainEndpointOptions { 
            # Scenarios 3, 4, 5 and 6 
            EnforceHTTPS exists 
            EnforceHTTPS == true 

            TLSSecurityPolicy exists 
            TLSSecurityPolicy in %ALLOWED_TLS_POLICIES 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
        TLSSecurityPolicy: Policy-Min-TLS-1-2-2019-07 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ElasticsearchDomain: 
    Type: AWS::Elasticsearch::Domain 
    Properties: 
      ElasticsearchVersion: 7.1 
      ElasticsearchClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.elasticsearch 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
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      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
        TLSSecurityPolicy: Policy-Min-TLS-1-0-2019-07 

     

[CT.OPENSEARCH.PR.9] Require an Amazon OpenSearch Service domain to encrypt data at rest

This control checks whether Amazon OpenSearch Service domains have encryption-at-rest 
enabled.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::OpenSearchService::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.9 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.9 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.9 example templates

Explanation

For an added layer of security for sensitive data, you should configure your OpenSearch Service 
domain to be encrypted at rest. When you configure encryption of data at rest, AWS KMS stores 
and manages your encryption keys. To perform the encryption, AWS KMS uses the Advanced 
Encryption Standard algorithm with 256-bit keys (AES-256).
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Remediation for rule failure

Within EncryptionAtRestOptions, set Enabled to true.

The examples that follow show how to implement this remediation.

Amazon OpenSearch Service Domain - Example

An Amazon OpenSearch Service domain configured with encryption-at-rest enabled The example 
is shown in JSON and in YAML.

JSON example

{ 
    "OpenSearchServiceDomain": { 
        "Type": "AWS::OpenSearchService::Domain", 
        "Properties": { 
            "EngineVersion": "OpenSearch_1.3", 
            "ClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.search" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "EncryptionAtRestOptions": { 
                "Enabled": true 
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            } 
        } 
    }
} 
                 

YAML example

OpenSearchServiceDomain: 
  Type: AWS::OpenSearchService::Domain 
  Properties: 
    EngineVersion: OpenSearch_1.3 
    ClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.search 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    EncryptionAtRestOptions: 
      Enabled: true 

                 

CT.OPENSEARCH.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   opensearch_encrypted_at_rest_check
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#  
# Description:
#   This control checks whether Amazon OpenSearch Service domains have encryption-at-
rest enabled.
#  
# Reports on:
#   AWS::OpenSearchService::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any OpenSearch Service domain 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'EncryptionAtRestOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'EncryptionAtRestOptions' has been provided
#       And: In 'EncryptionAtRestOptions', 'Enabled' has not been provided or provided
#            and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'EncryptionAtRestOptions' has been provided
#       And: In 'EncryptionAtRestOptions','Enabled' has been provided and set to 
 bool(true)
#      Then: PASS
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#
# Constants
#
let OPENSEARCH_SERVICE_DOMAIN_TYPE = "AWS::OpenSearchService::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let opensearch_service_domains = Resources.*[ Type == %OPENSEARCH_SERVICE_DOMAIN_TYPE ]

#
# Primary Rules
#
rule opensearch_encrypted_at_rest_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %opensearch_service_domains not empty { 
    check(%opensearch_service_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.9]: Require an Amazon OpenSearch Service domain to encrypt 
 data at rest 
            [FIX]: Within 'EncryptionAtRestOptions', set 'Enabled' to 'true'. 
        >>
}

rule opensearch_encrypted_at_rest_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %OPENSEARCH_SERVICE_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%OPENSEARCH_SERVICE_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.9]: Require an Amazon OpenSearch Service domain to encrypt 
 data at rest 
            [FIX]: Within 'EncryptionAtRestOptions', set 'Enabled' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(opensearch_service_domain) { 
    %opensearch_service_domain { 
        # Scenario 2 
        EncryptionAtRestOptions exists 
        EncryptionAtRestOptions is_struct 

        EncryptionAtRestOptions { 
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            # Scenarios 3 and 4 
            Enabled exists 
            Enabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
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        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      EncryptionAtRestOptions: 
        Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      EncryptionAtRestOptions: 
        Enabled: false 
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[CT.OPENSEARCH.PR.10] Require an Amazon OpenSearch Service domain to be created in a 
user-specified Amazon VPC

This control checks whether Amazon OpenSearch Service domains are configured with VPC option 
settings that specify a target Amazon VPC.

• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::OpenSearchService::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.10 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.10 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.10 example templates

Explanation

Ensure that OpenSearch domains are not attached to public subnets. See Resource-based 
policies in the Amazon OpenSearch Service Developer Guide. Also ensure that your VPC is 
configured according to the recommended best practices. See Security best practices for 
your VPC in the Amazon VPC User Guide.

OpenSearch domains deployed within a VPC can communicate with VPC resources over the private 
AWS network, without the need to traverse the public internet. This configuration increases the 
security posture by limiting access to the data in transit. VPCs provide a number of network 
controls to secure access to OpenSearch domains, including network ACL and security groups. 
AWS Control Tower recommends that you migrate public OpenSearch domains to VPCs to take 
advantage of these controls.

Remediation for rule failure

Within VPCOptions, set SubnetIds to a list with one or more AAmazon EC2 subnet IDs.

The examples that follow show how to implement this remediation.
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Amazon OpenSearch Service Domain - Example

An Amazon OpenSearch Service domain configured to deploy within an Amazon VPC by means of 
VPC option settings. The example is shown in JSON and in YAML.

JSON example

{ 
    "OpenSearchServiceDomain": { 
        "Type": "AWS::OpenSearchService::Domain", 
        "Properties": { 
            "EngineVersion": "OpenSearch_1.3", 
            "ClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.search" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "VPCOptions": { 
                "SubnetIds": [ 
                    { 
                        "Ref": "Subnet" 
                    } 
                ] 
            } 
        } 
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    }
} 
                 

YAML example

OpenSearchServiceDomain: 
  Type: AWS::OpenSearchService::Domain 
  Properties: 
    EngineVersion: OpenSearch_1.3 
    ClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.search 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    VPCOptions: 
      SubnetIds: 
        - !Ref 'Subnet' 

                 

CT.OPENSEARCH.PR.10 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   opensearch_in_vpc_only_check
#  
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# Description:
#   This control checks whether Amazon OpenSearch Service domains are configured with 
 VPC option settings that specify a target Amazon VPC.
#  
# Reports on:
#   AWS::OpenSearchService::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any OpenSearch Service domain 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'VPCOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'VPCOptions' has been provided
#       And: 'SubnetIds' in 'VPCOptions' has not been provided or has been provided
#            as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'VPCOptions' has been provided
#       And: 'SubnetIds' in 'VPCOptions' has been provided as a list with one or more 
 values
#      Then: PASS

#
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# Constants
#
let OPENSEARCH_SERVICE_DOMAIN_TYPE = "AWS::OpenSearchService::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let opensearch_service_domains = Resources.*[ Type == %OPENSEARCH_SERVICE_DOMAIN_TYPE ]

#
# Primary Rules
#
rule opensearch_in_vpc_only_check when is_cfn_template(%INPUT_DOCUMENT) 
                                       %opensearch_service_domains not empty { 
    check(%opensearch_service_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.10]: Require an Amazon OpenSearch Service domain to be 
 created in a user-specified Amazon VPC 
            [FIX]: Within 'VPCOptions', set 'SubnetIds' to a list with one or more 
 Amazon EC2 subnet IDs. 
        >>
}

rule opensearch_in_vpc_only_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %OPENSEARCH_SERVICE_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%OPENSEARCH_SERVICE_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.10]: Require an Amazon OpenSearch Service domain to be 
 created in a user-specified Amazon VPC 
            [FIX]: Within 'VPCOptions', set 'SubnetIds' to a list with one or more 
 Amazon EC2 subnet IDs. 
        >>
}

#
# Parameterized Rules
#
rule check(opensearch_service_domain) { 
    %opensearch_service_domain { 
        # Scenario 2 
        VPCOptions exists 
        VPCOptions is_struct 

Proactive controls 1767



AWS Control Tower User Guide

        VPCOptions { 
            # Scenarios 3 and 4 
            SubnetIds exists 
            SubnetIds is_list 
            SubnetIds not empty 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: 'AWS::EC2::VPC' 
    Properties: 
      CidrBlock: 10.0.0.0/16 
  Subnet: 
    Type: 'AWS::EC2::Subnet' 
    Properties: 
      VpcId: 
        Ref: VPC 
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      CidrBlock: 10.0.0.0/16 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      VPCOptions: 
        SubnetIds: 
        - Ref: Subnet 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
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      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 

     

[CT.OPENSEARCH.PR.11] Require an Amazon OpenSearch Service domain to encrypt data sent 
between nodes

This control checks whether Amazon OpenSearch Service domains have node-to-node encryption 
enabled.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::OpenSearchService::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.11 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.11 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.11 example templates

Explanation

HTTPS (TLS) can help prevent potential attackers from eavesdropping on or manipulating network 
traffic using person-in-the-middle, or similar, attacks. Only encrypted connections over HTTPS 
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(TLS) should be allowed. Enabling node-to-node encryption for OpenSearch domains ensures that 
intra-cluster communications are encrypted in transit.

Usage considerations

• A performance penalty may be associated with this configuration. You should be aware 
of the performance trade-offs and test them before enabling this option.

Remediation for rule failure

Within NodeToNodeEncryptionOptions, set Enabled to true.

The examples that follow show how to implement this remediation.

Amazon OpenSearch Service Domain - Example

An Amazon OpenSearch Service domain configured with node-to-node encryption enabled. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "OpenSearchServiceDomain": { 
        "Type": "AWS::OpenSearchService::Domain", 
        "Properties": { 
            "EngineVersion": "OpenSearch_1.3", 
            "ClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.search" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
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                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "NodeToNodeEncryptionOptions": { 
                "Enabled": true 
            } 
        } 
    }
} 
                 

YAML example

OpenSearchServiceDomain: 
  Type: AWS::OpenSearchService::Domain 
  Properties: 
    EngineVersion: OpenSearch_1.3 
    ClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.search 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    NodeToNodeEncryptionOptions: 
      Enabled: true 
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CT.OPENSEARCH.PR.11 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   opensearch_node_to_node_encryption_check
#  
# Description:
#   This control checks whether Amazon OpenSearch Service domains have node-to-node 
 encryption enabled.
#  
# Reports on:
#   AWS::OpenSearchService::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any OpenSearch Service domain 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'NodeToNodeEncryptionOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'NodeToNodeEncryptionOptions' has been provided
#       And: In 'NodeToNodeEncryptionOptions', 'Enabled' has not been provided or has 
 been provided and set to a
#            value other than bool(true)
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#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'NodeToNodeEncryptionOptions' has been provided
#       And: In 'NodeToNodeEncryptionOptions', 'Enabled' has been provided and set to a
#            value of bool(true)
#      Then: PASS

#
# Constants
#
let OPENSEARCH_SERVICE_DOMAIN_TYPE = "AWS::OpenSearchService::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let opensearch_service_domains = Resources.*[ Type == %OPENSEARCH_SERVICE_DOMAIN_TYPE ]

#
# Primary Rules
#
rule opensearch_node_to_node_encryption_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                   %opensearch_service_domains not 
 empty { 
    check(%opensearch_service_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.11]: Require an Amazon OpenSearch Service domain to encrypt 
 data sent between nodes 
            [FIX]: Within 'NodeToNodeEncryptionOptions', set 'Enabled' to 'true'. 
        >>
}

rule opensearch_node_to_node_encryption_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %OPENSEARCH_SERVICE_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%OPENSEARCH_SERVICE_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.11]: Require an Amazon OpenSearch Service domain to encrypt 
 data sent between nodes 
            [FIX]: Within 'NodeToNodeEncryptionOptions', set 'Enabled' to 'true'. 
        >>
}

Proactive controls 1774



AWS Control Tower User Guide

#
# Parameterized Rules
#
rule check(opensearch_service_domain) { 
    %opensearch_service_domain { 
        # Scenario 2 
        NodeToNodeEncryptionOptions exists 
        NodeToNodeEncryptionOptions is_struct 

        NodeToNodeEncryptionOptions { 
            # Scenarios 3 and 4 
            Enabled exists 
            Enabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
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        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: {} 

     

[CT.OPENSEARCH.PR.12] Require an Amazon OpenSearch Service domain to send error logs to 
Amazon CloudWatch Logs

This control checks whether Amazon OpenSearch Service domains are configured to send error 
logs to an Amazon CloudWatch Logs log group.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::OpenSearchService::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.12 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.12 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.12 example templates

Explanation

Enable error logs (ES_APPLICATION_LOGS) for OpenSearch Service domains and send those logs 
to Amazon CloudWatch Logs for retention and response. Domain error logs can assist with security 
and access audits, and can help to diagnose availability issues.
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Remediation for rule failure

Within LogPublishingOptions, provide an ES_APPLICATION_LOGS configuration, set Enabled
to true, and set CloudWatchLogsLogGroupArn to the ARN of a valid Amazon CloudWatch Logs 
log group.

The examples that follow show how to implement this remediation.

Amazon OpenSearch Service Domain - Example

An Amazon OpenSearch Service domain configured to send error logs to Amazon CloudWatch 
Logs. The example is shown in JSON and in YAML.

JSON example

{ 
    "OpenSearchServiceDomain": { 
        "Type": "AWS::OpenSearchService::Domain", 
        "Properties": { 
            "EngineVersion": "OpenSearch_1.3", 
            "ClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.search" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
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            }, 
            "LogPublishingOptions": { 
                "ES_APPLICATION_LOGS": { 
                    "CloudWatchLogsLogGroupArn": { 
                        "Fn::GetAtt": [ 
                            "LogGroup", 
                            "Arn" 
                        ] 
                    }, 
                    "Enabled": true 
                } 
            } 
        } 
    }
} 
                 

YAML example

OpenSearchServiceDomain: 
  Type: AWS::OpenSearchService::Domain 
  Properties: 
    EngineVersion: OpenSearch_1.3 
    ClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.search 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    LogPublishingOptions: 
      ES_APPLICATION_LOGS: 
        CloudWatchLogsLogGroupArn: !GetAtt 'LogGroup.Arn' 
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        Enabled: true 

                 

CT.OPENSEARCH.PR.12 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   opensearch_application_logging_enabled_check
#  
# Description:
#   This control checks whether Amazon OpenSearch Service domains are configured to 
 send error logs to an Amazon CloudWatch Logs log group.
#  
# Reports on:
#   AWS::OpenSearchService::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any OpenSearch Service domain 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has been provided
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'ES_APPLICATION_LOGS' has not been provided or provided and 
 set to
#            a value other than bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'ES_APPLICATION_LOGS' has not been provided 
 or provided
#            as an empty string or invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service Domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'ES_APPLICATION_LOGS' has been provided and set to bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'ES_APPLICATION_LOGS' has not been provided 
 or provided
#            as an empty string or invalid local reference
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service Domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'ES_APPLICATION_LOGS' has not been provided or provided and 
 set to
#            a value other than bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'ES_APPLICATION_LOGS' has been provided as 
 a non-empty string
#            or valid local reference
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an OpenSearch Service Domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'ES_APPLICATION_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'ES_APPLICATION_LOGS' has been provided and set to bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'ES_APPLICATION_LOGS' has been provided as 
 a non-empty string
#            or valid local reference
#      Then: PASS

#
# Constants
#
let OPENSEARCH_SERVICE_DOMAIN_TYPE = "AWS::OpenSearchService::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let opensearch_service_domains = Resources.*[ Type == %OPENSEARCH_SERVICE_DOMAIN_TYPE ]

#
# Primary Rules
#
rule opensearch_application_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %opensearch_service_domains not 
 empty { 
    check(%opensearch_service_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.12]: Require an Amazon OpenSearch Service domain to send 
 error logs to Amazon CloudWatch Logs 
            [FIX]: Within 'LogPublishingOptions', provide an 'ES_APPLICATION_LOGS' 
 configuration, set 'Enabled' to 'true', and set 'CloudWatchLogsLogGroupArn' to the ARN 
 of a valid Amazon CloudWatch Logs log group. 
        >>
}

rule opensearch_application_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %OPENSEARCH_SERVICE_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%OPENSEARCH_SERVICE_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.12]: Require an Amazon OpenSearch Service domain to send 
 error logs to Amazon CloudWatch Logs 
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            [FIX]: Within 'LogPublishingOptions', provide an 'ES_APPLICATION_LOGS' 
 configuration, set 'Enabled' to 'true', and set 'CloudWatchLogsLogGroupArn' to the ARN 
 of a valid Amazon CloudWatch Logs log group. 
        >>
}

#
# Parameterized Rules
#
rule check(opensearch_service_domain) { 
    %opensearch_service_domain { 
        # Scenario 2 
        LogPublishingOptions exists 
        LogPublishingOptions is_struct 

        LogPublishingOptions { 
            # Scenario 3 
            ES_APPLICATION_LOGS exists 
            ES_APPLICATION_LOGS is_struct 

            ES_APPLICATION_LOGS { 
                # Scenarios 4, 5, 6 and 7 
                Enabled exists 
                Enabled == true 

                CloudWatchLogsLogGroupArn exists 
                check_is_string_and_not_empty(CloudWatchLogsLogGroupArn) or 
                check_local_references(%INPUT_DOCUMENT, CloudWatchLogsLogGroupArn, 
 "AWS::Logs::LogGroup") 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.OPENSEARCH.PR.12 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
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    DependsOn: LogGroupPolicy 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      LogPublishingOptions: 
        ES_APPLICATION_LOGS: 
          CloudWatchLogsLogGroupArn: 
            Fn::GetAtt: 
            - LogGroup 
            - Arn 
          Enabled: true 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
  LogGroupPolicy: 
    Type: AWS::Logs::ResourcePolicy 
    Properties: 
      PolicyName: 
        Fn::Sub: ${AWS::StackName}-AllowOS 
      PolicyDocument: 
        Fn::Sub: 
        - '{"Version": "2012-10-17","Statement":[{"Effect":"Allow","Principal": 
 {"Service": ["es.amazonaws.com"]},"Action":
["logs:PutLogEvents","logs:CreateLogStream"],"Resource":"${LogGroupArn}","Condition":
{"StringEquals":{"aws:SourceAccount": "${AWS::AccountId}"}}}]}' 
        - LogGroupArn: 
            Fn::GetAtt: [LogGroup, Arn] 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
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        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      LogPublishingOptions: 
        ES_APPLICATION_LOGS: 
          Enabled: false 

     

[CT.OPENSEARCH.PR.13] Require an Amazon OpenSearch Service domain to send audit logs to 
Amazon CloudWatch Logs

This control checks whether Amazon OpenSearch Service domains are configured to send audit 
logs to an Amazon CloudWatch Logs log group.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::OpenSearchService::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.13 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.13 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.13 example templates

Explanation
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Audit logs are highly customizable. They allow you to track user activity on your OpenSearch 
clusters, including authentication successes and failures, requests to OpenSearch, index changes, 
and incoming search queries.

Usage considerations

• Audit log publishing requires advanced security options to be enabled on Amazon 
OpenSearch Service domains.

• To enable advanced security options on an Amazon OpenSearch Service domain, you 
must enable encryption of data at rest by means of the EncryptionAtRestOptions
property, node-to-node encryption by means of the NodeToNodeEncryptionOptions
property, and enforce HTTPS connections by means of the EnforceHTTPS property 
within DomainEndpointOptions.

Remediation for rule failure

Within LogPublishingOptions, provide an AUDIT_LOGS configuration, set Enabled to true
and CloudWatchLogsLogGroupArn to the ARN of a valid Amazon CloudWatch Logs log group.

The examples that follow show how to implement this remediation.

Amazon OpenSearch Service Domain - Example

An Amazon OpenSearch Service domain configured to send audit logs to Amazon CloudWatch 
Logs. The example is shown in JSON and in YAML.

JSON example

{ 
    "OpenSearchServiceDomain": { 
        "Type": "AWS::OpenSearchService::Domain", 
        "DependsOn": "LogGroupPolicy", 
        "Properties": { 
            "EngineVersion": "OpenSearch_1.3", 
            "ClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.search" 
            }, 
            "EBSOptions": { 
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                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "NodeToNodeEncryptionOptions": { 
                "Enabled": true 
            }, 
            "EncryptionAtRestOptions": { 
                "Enabled": true 
            }, 
            "DomainEndpointOptions": { 
                "EnforceHTTPS": true 
            }, 
            "AdvancedSecurityOptions": { 
                "Enabled": true, 
                "InternalUserDatabaseEnabled": false, 
                "MasterUserOptions": { 
                    "MasterUserARN": { 
                        "Fn::GetAtt": [ 
                            "IAMRole", 
                            "Arn" 
                        ] 
                    } 
                } 
            }, 
            "LogPublishingOptions": { 
                "AUDIT_LOGS": { 
                    "CloudWatchLogsLogGroupArn": { 
                        "Fn::GetAtt": [ 
                            "LogGroup", 
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                            "Arn" 
                        ] 
                    }, 
                    "Enabled": true 
                } 
            } 
        } 
    }
} 
                 

YAML example

OpenSearchServiceDomain: 
  Type: AWS::OpenSearchService::Domain 
  DependsOn: LogGroupPolicy 
  Properties: 
    EngineVersion: OpenSearch_1.3 
    ClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.search 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    NodeToNodeEncryptionOptions: 
      Enabled: true 
    EncryptionAtRestOptions: 
      Enabled: true 
    DomainEndpointOptions: 
      EnforceHTTPS: true 
    AdvancedSecurityOptions: 
      Enabled: true 
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      InternalUserDatabaseEnabled: false 
      MasterUserOptions: 
        MasterUserARN: !GetAtt 'IAMRole.Arn' 
    LogPublishingOptions: 
      AUDIT_LOGS: 
        CloudWatchLogsLogGroupArn: !GetAtt 'LogGroup.Arn' 
        Enabled: true 

                 

CT.OPENSEARCH.PR.13 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   opensearch_audit_logging_enabled_check
#  
# Description:
#   This control checks whether Amazon OpenSearch Service domains are configured to 
 send audit logs to an Amazon CloudWatch Logs log group.
#  
# Reports on:
#   AWS::OpenSearchService::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any OpenSearch Service domain 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has been provided
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'AUDIT_LOGS' has not been provided or provided and set to
#            a value other than bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'AUDIT_LOGS' has not been provided or 
 provided
#            as an empty string or invalid local reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'AUDIT_LOGS' has been provided and set to bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'AUDIT_LOGS' has not been provided or 
 provided
#            as an empty string or invalid local reference
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'AUDIT_LOGS' has not been provided or provided and set to
#            a value other than bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'AUDIT_LOGS' has been provided as a non-
empty string
#            or valid local reference
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#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'LogPublishingOptions' has been specified
#       And: 'AUDIT_LOGS' in 'LogPublishingOptions' has been provided
#       And: 'Enabled' in 'AUDIT_LOGS' has been provided and set to bool(true)
#       And: 'CloudWatchLogsLogGroupArn' in 'AUDIT_LOGS' has been provided as a non-
empty string
#            or valid local reference
#      Then: PASS

#
# Constants
#
let OPENSEARCH_SERVICE_DOMAIN_TYPE = "AWS::OpenSearchService::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let opensearch_service_domains = Resources.*[ Type == %OPENSEARCH_SERVICE_DOMAIN_TYPE ]

#
# Primary Rules
#
rule opensearch_audit_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                 %opensearch_service_domains not empty 
 { 
    check(%opensearch_service_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.13]: Require an Amazon OpenSearch Service domain to send 
 audit logs to Amazon CloudWatch Logs 
            [FIX]: Within 'LogPublishingOptions', provide an 'AUDIT_LOGS' 
 configuration, set 'Enabled' to 'true' and 'CloudWatchLogsLogGroupArn' to the ARN of a 
 valid Amazon CloudWatch Logs log group. 
        >>
}

rule opensearch_audit_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %OPENSEARCH_SERVICE_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%OPENSEARCH_SERVICE_DOMAIN_TYPE.resourceProperties) 
        << 
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        [CT.OPENSEARCH.PR.13]: Require an Amazon OpenSearch Service domain to send 
 audit logs to Amazon CloudWatch Logs 
            [FIX]: Within 'LogPublishingOptions', provide an 'AUDIT_LOGS' 
 configuration, set 'Enabled' to 'true' and 'CloudWatchLogsLogGroupArn' to the ARN of a 
 valid Amazon CloudWatch Logs log group. 
        >>
}

#
# Parameterized Rules
#
rule check(opensearch_service_domain) { 
    %opensearch_service_domain { 
        # Scenario 2 
        LogPublishingOptions exists 
        LogPublishingOptions is_struct 

        LogPublishingOptions { 
            # Scenario 3 
            AUDIT_LOGS exists 
            AUDIT_LOGS is_struct 

            AUDIT_LOGS { 
                # Scenarios 4, 5, 6 and 7 
                Enabled exists 
                Enabled == true 

                CloudWatchLogsLogGroupArn exists 
                check_is_string_and_not_empty(CloudWatchLogsLogGroupArn) or 
                check_local_references(%INPUT_DOCUMENT, CloudWatchLogsLogGroupArn, 
 "AWS::Logs::LogGroup") 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }

Proactive controls 1794



AWS Control Tower User Guide

}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.OPENSEARCH.PR.13 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: sts:AssumeRole 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    DependsOn: LogGroupPolicy 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 
      EncryptionAtRestOptions: 
        Enabled: true 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
      AdvancedSecurityOptions: 
        Enabled: true 
        InternalUserDatabaseEnabled: false 
        MasterUserOptions: 
          MasterUserARN: 
            Fn::GetAtt: 
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            - IAMRole 
            - Arn 
      LogPublishingOptions: 
        AUDIT_LOGS: 
          CloudWatchLogsLogGroupArn: 
            Fn::GetAtt: 
            - LogGroup 
            - Arn 
          Enabled: true 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
  LogGroupPolicy: 
    Type: AWS::Logs::ResourcePolicy 
    Properties: 
      PolicyName: AllowES 
      PolicyDocument: 
        Fn::Sub: 
        - '{"Version": "2012-10-17","Statement":[{"Effect":"Allow","Principal": 
 {"Service": ["es.amazonaws.com"]},"Action":
["logs:PutLogEvents","logs:CreateLogStream"],"Resource":"${LogGroupArn}","Condition":
{"StringEquals":{ "aws:SourceAccount": "${AWS::AccountId}"}}}]}' 
        - LogGroupArn: 
            Fn::GetAtt: [ LogGroup, Arn ] 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: sts:AssumeRole 
  OpenSearchServiceDomain: 
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    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 
      EncryptionAtRestOptions: 
        Enabled: true 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
      AdvancedSecurityOptions: 
        Enabled: true 
        InternalUserDatabaseEnabled: false 
        MasterUserOptions: 
          MasterUserARN: 
            Fn::GetAtt: 
            - IAMRole 
            - Arn 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
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    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: sts:AssumeRole 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 
      EncryptionAtRestOptions: 
        Enabled: true 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
      AdvancedSecurityOptions: 
        Enabled: true 
        InternalUserDatabaseEnabled: false 
        MasterUserOptions: 
          MasterUserARN: 
            Fn::GetAtt: 
            - IAMRole 
            - Arn 
      LogPublishingOptions: 
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        AUDIT_LOGS: 
          Enabled: false 

     

[CT.OPENSEARCH.PR.14] Require an Amazon OpenSearch Service domain to have zone 
awareness and at least three data nodes

This control checks whether Amazon OpenSearch Service domains are configured with at least 
three data nodes and zone awareness enabled.

• Control objective: Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::OpenSearchService::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.14 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.14 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.14 example templates

Explanation

An OpenSearch domain requires at least three data nodes for high availability and fault-tolerance. 
Deploying an OpenSearch domain with at least three data nodes ensures that the cluster can 
remain operative if a node fails.

Remediation for rule failure

Within ClusterConfig, set ZoneAwarenessEnabled to true and InstanceCount to an 
integer value greater than or equal to three.

The examples that follow show how to implement this remediation.
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Amazon OpenSearch Service Domain - Example

An Amazon OpenSearch Service domain configured with three data nodes and zone awareness 
enabled. The example is shown in JSON and in YAML.

JSON example

{ 
    "OpenSearchServiceDomain": { 
        "Type": "AWS::OpenSearchService::Domain", 
        "Properties": { 
            "EngineVersion": "OpenSearch_1.3", 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "ClusterConfig": { 
                "InstanceType": "t3.small.search", 
                "InstanceCount": 3, 
                "ZoneAwarenessEnabled": true, 
                "ZoneAwarenessConfig": { 
                    "AvailabilityZoneCount": 3 
                } 
            } 
        } 
    }
} 
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YAML example

OpenSearchServiceDomain: 
  Type: AWS::OpenSearchService::Domain 
  Properties: 
    EngineVersion: OpenSearch_1.3 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    ClusterConfig: 
      InstanceType: t3.small.search 
      InstanceCount: 3 
      ZoneAwarenessEnabled: true 
      ZoneAwarenessConfig: 
        AvailabilityZoneCount: 3 

                 

CT.OPENSEARCH.PR.14 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   opensearch_data_node_fault_tolerance_check
#  
# Description:
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#   This control checks whether Amazon OpenSearch Service domains are configured with 
 at least three data nodes and zone awareness enabled.  
#  
# Reports on:
#   AWS::OpenSearchService::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any OpenSearch Service domain 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'ClusterConfig' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'ClusterConfig' has been provided
#       And: 'ZoneAwarenessEnabled' in 'ClusterConfig' has not been provided
#             or provided and set to a value other than bool(true)
#       And: 'InstanceCount' in 'ClusterConfig' has not been provided or
#             provided and set to an integer value less than three (< 3)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'ClusterConfig' has been provided
#       And: 'ZoneAwarenessEnabled' in 'ClusterConfig' has been provided
#             and set to bool(true)
#       And: 'InstanceCount' in 'ClusterConfig' has not been provided or
#             provided and set to an integer value less than three (< 3)
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#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'ClusterConfig' has been provided
#       And: 'ZoneAwarenessEnabled' in 'ClusterConfig' has not been provided
#             or provided and set to a value other than bool(true)
#       And: 'InstanceCount' in 'ClusterConfig' has been provided and set to
#             an integer value greater than or equal to three (>= 3)
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'ClusterConfig' has been provided
#       And: 'ZoneAwarenessEnabled' in 'ClusterConfig' has been provided
#             and set to bool(true)
#       And: 'InstanceCount' in 'ClusterConfig' has been provided and set to
#             an integer value greater than or equal to three (>= 3)
#      Then: PASS

#
# Constants
#
let OPENSEARCH_SERVICE_DOMAIN_TYPE = "AWS::OpenSearchService::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let opensearch_service_domains = Resources.*[ Type == %OPENSEARCH_SERVICE_DOMAIN_TYPE ]

#
# Primary Rules
#
rule opensearch_data_node_fault_tolerance_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                     %opensearch_service_domains not 
 empty { 
    check(%opensearch_service_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.14]: Require an Amazon OpenSearch Service domain to have zone 
 awareness and at least three data nodes 
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            [FIX]: Within 'ClusterConfig', set 'ZoneAwarenessEnabled' to 'true' and 
 'InstanceCount' to an integer value greater than or equal to three. 
        >>
}

rule opensearch_data_node_fault_tolerance_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %OPENSEARCH_SERVICE_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%OPENSEARCH_SERVICE_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.14]: Require an Amazon OpenSearch Service domain to have zone 
 awareness and at least three data nodes 
            [FIX]: Within 'ClusterConfig', set 'ZoneAwarenessEnabled' to 'true' and 
 'InstanceCount' to an integer value greater than or equal to three. 
        >>
}

#
# Parameterized Rules
#
rule check(opensearch_service_domain) { 
    %opensearch_service_domain { 
        # Scenario 2 
        ClusterConfig exists 
        ClusterConfig is_struct 

        ClusterConfig { 
            # Scenario 3, 4, 5 and 6 
            ZoneAwarenessEnabled exists 
            ZoneAwarenessEnabled == true 

            InstanceCount exists 
            InstanceCount >= 3 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
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}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.14 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      ClusterConfig: 
        InstanceType: t3.small.search 
        InstanceCount: 3 
        ZoneAwarenessEnabled: true 
        ZoneAwarenessConfig: 
          AvailabilityZoneCount: 3 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceType: t3.small.search 
        ZoneAwarenessEnabled: false 
        InstanceCount: 2 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 

     

[CT.OPENSEARCH.PR.15] Require an Amazon OpenSearch Service domain to use fine-grained 
access control

This control checks whether Amazon OpenSearch Service domains have fine-grained access control 
enabled.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::OpenSearchService::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.15 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.15 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.15 example templates

Explanation

Fine-grained access control offers additional ways of controlling access to your data on Amazon 
OpenSearch Service.

Usage considerations

• Fine-grained access control requires that advanced security options must be enabled on 
Amazon OpenSearch Service domains.

• To enable advanced security options on an Amazon OpenSearch Service domain, you 
must enable encryption of data at rest by means of the EncryptionAtRestOptions
property, node-to-node encryption by means of the NodeToNodeEncryptionOptions
property, and enforce HTTPS connections by means of the EnforceHTTPS property 
within DomainEndpointOptions.

Remediation for rule failure

Within AdvancedSecurityOptions, set Enabled to true, set
InternalUserDatabaseEnabled to true or false, and set MasterUserOptions with an 
options configuration for your master user.

The examples that follow show how to implement this remediation.

Amazon OpenSearch Service Domain - Example

An Amazon OpenSearch Service domain configured with fine-grained access control. The example 
is shown in JSON and in YAML.

JSON example
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{ 
    "OpenSearchServiceDomain": { 
        "Type": "AWS::OpenSearchService::Domain", 
        "Properties": { 
            "EngineVersion": "OpenSearch_1.3", 
            "ClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.search" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "NodeToNodeEncryptionOptions": { 
                "Enabled": true 
            }, 
            "EncryptionAtRestOptions": { 
                "Enabled": true 
            }, 
            "DomainEndpointOptions": { 
                "EnforceHTTPS": true 
            }, 
            "AdvancedSecurityOptions": { 
                "Enabled": true, 
                "InternalUserDatabaseEnabled": false, 
                "MasterUserOptions": { 
                    "MasterUserARN": { 
                        "Fn::GetAtt": [ 
                            "IAMRole", 
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                            "Arn" 
                        ] 
                    } 
                } 
            } 
        } 
    }
} 
                 

YAML example

OpenSearchServiceDomain: 
  Type: AWS::OpenSearchService::Domain 
  Properties: 
    EngineVersion: OpenSearch_1.3 
    ClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.search 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    NodeToNodeEncryptionOptions: 
      Enabled: true 
    EncryptionAtRestOptions: 
      Enabled: true 
    DomainEndpointOptions: 
      EnforceHTTPS: true 
    AdvancedSecurityOptions: 
      Enabled: true 
      InternalUserDatabaseEnabled: false 
      MasterUserOptions: 
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        MasterUserARN: !GetAtt 'IAMRole.Arn' 

                 

CT.OPENSEARCH.PR.15 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   opensearch_fine_grained_access_control_enabled_check
#  
# Description:
#   This control checks whether Amazon OpenSearch Service domains have fine-grained 
 access control enabled.
#  
# Reports on:
#   AWS::OpenSearchService::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any OpenSearch Service domain 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'AdvancedSecurityOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an OpenSearch Service domain resource
#       And: 'AdvancedSecurityOptions' has been provided
#       And: 'Enabled' in 'AdvancedSecurityOptions' has not been provided or
#            has been provided and set to a value other than bool(true)
#       And: 'InternalUserDatabaseEnabled' in 'AdvancedSecurityOptions' has not been 
 provided or provided and set to a
#             non boolean value
#       And: 'MasterUserOptions' in 'AdvancedSecurityOptions' has not been provided or 
 provided and set to a value
#            other than a struct
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'AdvancedSecurityOptions' has been provided
#       And: 'Enabled' in 'AdvancedSecurityOptions' has been provided and set to 
 bool(true)
#       And: 'InternalUserDatabaseEnabled' in 'AdvancedSecurityOptions' has not been 
 provided or provided and set to a
#             non boolean value
#       And: 'MasterUserOptions' in 'AdvancedSecurityOptions' has not been provided or 
 provided and set to a value
#            other than a struct
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'AdvancedSecurityOptions' has been provided
#       And: 'Enabled' in 'AdvancedSecurityOptions' has been provided and set to 
 bool(true)
#       And: 'InternalUserDatabaseEnabled' in 'AdvancedSecurityOptions' has been 
 provided and set to a
#            boolean value
#       And: 'MasterUserOptions' in 'AdvancedSecurityOptions' has not been provided or 
 provided and set to a value
#            other than a struct
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'AdvancedSecurityOptions' has been provided
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#       And: 'Enabled' in 'AdvancedSecurityOptions' has been provided and set to 
 bool(true)
#       And: 'InternalUserDatabaseEnabled' in 'AdvancedSecurityOptions' has not been 
 provided or provided and set to a
#             non boolean value
#       And: 'MasterUserOptions' in 'AdvancedSecurityOptions' has been provided and set 
 to a struct
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'AdvancedSecurityOptions' has been provided
#       And: 'Enabled' in 'AdvancedSecurityOptions' has been provided and set to 
 bool(true)
#       And: 'InternalUserDatabaseEnabled' in 'AdvancedSecurityOptions' has been 
 provided and set to a
#            boolean value
#       And: 'MasterUserOptions' in 'AdvancedSecurityOptions' has been provided and set 
 to a struct
#      Then: PASS

#
# Constants
#
let OPENSEARCH_SERVICE_DOMAIN_TYPE = "AWS::OpenSearchService::Domain"
let INPUT_DOCUMENT = this

#
# Assignments
#
let opensearch_service_domains = Resources.*[ Type == %OPENSEARCH_SERVICE_DOMAIN_TYPE ]

#
# Primary Rules
#
rule opensearch_fine_grained_access_control_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                               
 %opensearch_service_domains not empty { 
    check(%opensearch_service_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.15]: Require an Amazon OpenSearch Service domain to use fine-
grained access control 
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            [FIX]: Within 'AdvancedSecurityOptions', set 'Enabled' to 'true', set 
 'InternalUserDatabaseEnabled' to 'true' or 'false', and set 'MasterUserOptions' with 
 an options configuration for your master user. 
        >>
}

rule opensearch_fine_grained_access_control_enabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %OPENSEARCH_SERVICE_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%OPENSEARCH_SERVICE_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.15]: Require an Amazon OpenSearch Service domain to use fine-
grained access control 
            [FIX]: Within 'AdvancedSecurityOptions', set 'Enabled' to 'true', set 
 'InternalUserDatabaseEnabled' to 'true' or 'false', and set 'MasterUserOptions' with 
 an options configuration for your master user. 
        >>
}

#
# Parameterized Rules
#
rule check(opensearch_service_domain) { 
    %opensearch_service_domain { 
        # Scenario 2 
        AdvancedSecurityOptions exists 
        AdvancedSecurityOptions is_struct 

        AdvancedSecurityOptions { 
            # Scenarios 3, 4, 5, 6 and 7 
            Enabled exists 
            Enabled == true 

            InternalUserDatabaseEnabled exists 
            InternalUserDatabaseEnabled in [ true, false ] 

            MasterUserOptions exists 
            MasterUserOptions is_struct 
        } 
    }
}

#
# Utility Rules
#
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rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.15 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: 
          - sts:AssumeRole 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
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        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 
      EncryptionAtRestOptions: 
        Enabled: true 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
      AdvancedSecurityOptions: 
        Enabled: true 
        InternalUserDatabaseEnabled: false 
        MasterUserOptions: 
          MasterUserARN: 
            Fn::GetAtt: [IAMRole, Arn] 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
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      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      NodeToNodeEncryptionOptions: 
        Enabled: true 
      EncryptionAtRestOptions: 
        Enabled: true 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
      AdvancedSecurityOptions: 
        Enabled: false 

     

[CT.OPENSEARCH.PR.16] Require an Amazon OpenSearch Service domain to use TLSv1.2

This control checks whether Amazon OpenSearch Service domains are configured to require HTTPS 
with a minimum TLS version of TLSv1.2.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::OpenSearchService::Domain

• AWS CloudFormation guard rule:  CT.OPENSEARCH.PR.16 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.OPENSEARCH.PR.16 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.OPENSEARCH.PR.16 example templates

Explanation
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HTTPS (TLS) can help prevent potential attackers from using person-in-the-middle, or similar 
attacks, to eavesdrop on or manipulate network traffic. Only encrypted connections over HTTPS 
(TLS) should be allowed. Encrypting data in transit can affect performance. You should test your 
application with this feature to understand the performance profile and the effects of TLS. TLS 1.2 
provides several security enhancements over previous versions of TLS.

Remediation for rule failure

Within DomainEndpointOptions, set EnforceHTTPS to true and set TLSSecurityPolicy to
Policy-Min-TLS-1-2-2019-07.

The examples that follow show how to implement this remediation.

Amazon OpenSearch Service Domain - Example

An Amazon OpenSearch Service domain configured to require all traffic to the domain arrive over 
HTTPS with a minimum TLS version of TLSv1.2. The example is shown in JSON and in YAML.

JSON example

{ 
    "OpenSearchServiceDomain": { 
        "Type": "AWS::OpenSearchService::Domain", 
        "Properties": { 
            "EngineVersion": "OpenSearch_1.3", 
            "ClusterConfig": { 
                "InstanceCount": "1", 
                "InstanceType": "t3.small.search" 
            }, 
            "EBSOptions": { 
                "EBSEnabled": true, 
                "Iops": "3000", 
                "VolumeSize": "10", 
                "VolumeType": "gp3" 
            }, 
            "AccessPolicies": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Principal": { 
                            "AWS": "*" 
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                        }, 
                        "Action": "es:*", 
                        "Resource": "*" 
                    } 
                ] 
            }, 
            "DomainEndpointOptions": { 
                "EnforceHTTPS": true, 
                "TLSSecurityPolicy": "Policy-Min-TLS-1-2-2019-07" 
            } 
        } 
    }
} 
                 

YAML example

OpenSearchServiceDomain: 
  Type: AWS::OpenSearchService::Domain 
  Properties: 
    EngineVersion: OpenSearch_1.3 
    ClusterConfig: 
      InstanceCount: '1' 
      InstanceType: t3.small.search 
    EBSOptions: 
      EBSEnabled: true 
      Iops: '3000' 
      VolumeSize: '10' 
      VolumeType: gp3 
    AccessPolicies: 
      Version: '2012-10-17' 
      Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
    DomainEndpointOptions: 
      EnforceHTTPS: true 
      TLSSecurityPolicy: Policy-Min-TLS-1-2-2019-07 

                 

Proactive controls 1819



AWS Control Tower User Guide

CT.OPENSEARCH.PR.16 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   opensearch_https_required_check
#  
# Description:
#   This control checks whether Amazon OpenSearch Service domains are configured to 
 require HTTPS with a minimum TLS version of TLSv1.2.
#  
# Reports on:
#   AWS::OpenSearchService::Domain
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any OpenSearch Service domain 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'DomainEndpointOptions' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'DomainEndpointOptions' has been provided
#       And: 'EnforceHTTPS' in 'DomainEndpointOptions' has not been provided or
#            has been provided and set to a value other than bool(true)
#       And: 'TLSSecurityPolicy' in 'DomainEndpointOptions' has not been provided or
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#            has been provided and set ot a value other than 'Policy-Min-
TLS-1-2-2019-07'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'DomainEndpointOptions' has been provided
#       And: 'EnforceHTTPS' in 'DomainEndpointOptions' has been provided and set to 
 bool(true)
#       And: 'TLSSecurityPolicy' in 'DomainEndpointOptions' has not been provided or
#            has been provided and set ot a value other than 'Policy-Min-
TLS-1-2-2019-07'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'DomainEndpointOptions' has been provided
#       And: 'EnforceHTTPS' in 'DomainEndpointOptions' has not been provided or
#            has been provided and set to a value other than bool(true)
#       And: 'TLSSecurityPolicy' in 'DomainEndpointOptions' has been provided and set
#            to 'Policy-Min-TLS-1-2-2019-07'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an OpenSearch Service domain resource
#       And: 'DomainEndpointOptions' has been provided
#       And: 'EnforceHTTPS' in 'DomainEndpointOptions' has been provided and set to 
 bool(true)
#       And: 'TLSSecurityPolicy' in 'DomainEndpointOptions' has been provided and set
#            to 'Policy-Min-TLS-1-2-2019-07'
#      Then: PASS

#
# Constants
#
let OPENSEARCH_SERVICE_DOMAIN_TYPE = "AWS::OpenSearchService::Domain"
let ALLOWED_TLS_POLICIES = [ "Policy-Min-TLS-1-2-2019-07" ]
let INPUT_DOCUMENT = this

#
# Assignments

Proactive controls 1821



AWS Control Tower User Guide

#
let opensearch_service_domains = Resources.*[ Type == %OPENSEARCH_SERVICE_DOMAIN_TYPE ]

#
# Primary Rules
#
rule opensearch_https_required_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %opensearch_service_domains not empty { 
    check(%opensearch_service_domains.Properties) 
        << 
        [CT.OPENSEARCH.PR.16]: Require an Amazon OpenSearch Service domain to use 
 TLSv1.2 
            [FIX]: Within 'DomainEndpointOptions', set 'EnforceHTTPS' to 'true' and set 
 'TLSSecurityPolicy' to 'Policy-Min-TLS-1-2-2019-07'. 
        >>
}

rule opensearch_https_required_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %OPENSEARCH_SERVICE_DOMAIN_TYPE) { 
    check(%INPUT_DOCUMENT.%OPENSEARCH_SERVICE_DOMAIN_TYPE.resourceProperties) 
        << 
        [CT.OPENSEARCH.PR.16]: Require an Amazon OpenSearch Service domain to use 
 TLSv1.2 
            [FIX]: Within 'DomainEndpointOptions', set 'EnforceHTTPS' to 'true' and set 
 'TLSSecurityPolicy' to 'Policy-Min-TLS-1-2-2019-07'. 
        >>
}

#
# Parameterized Rules
#
rule check(opensearch_service_domain) { 
    %opensearch_service_domain { 
        # Scenario 2 
        DomainEndpointOptions exists 
        DomainEndpointOptions is_struct 

        DomainEndpointOptions { 
            # Scenarios 3, 4, 5 and 6 
            EnforceHTTPS exists 
            EnforceHTTPS == true 

            TLSSecurityPolicy exists 
            TLSSecurityPolicy in %ALLOWED_TLS_POLICIES 
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        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.OPENSEARCH.PR.16 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
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        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
        TLSSecurityPolicy: Policy-Min-TLS-1-2-2019-07 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  OpenSearchServiceDomain: 
    Type: AWS::OpenSearchService::Domain 
    Properties: 
      EngineVersion: OpenSearch_1.3 
      ClusterConfig: 
        InstanceCount: '1' 
        InstanceType: t3.small.search 
      EBSOptions: 
        EBSEnabled: true 
        Iops: '3000' 
        VolumeSize: '10' 
        VolumeType: gp3 
      AccessPolicies: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Deny 
          Principal: 
            AWS: '*' 
          Action: es:* 
          Resource: '*' 
      DomainEndpointOptions: 
        EnforceHTTPS: true 
        TLSSecurityPolicy: Policy-Min-TLS-1-0-2019-07 
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Amazon Relational Database Service (Amazon RDS) controls

Topics

• [CT.RDS.PR.1] Require that an Amazon RDS database instance is configured with multiple 
Availability Zones

• [CT.RDS.PR.2] Require an Amazon RDS database instance or cluster to have enhanced monitoring 
configured

• [CT.RDS.PR.3] Require an Amazon RDS cluster to have deletion protection configured

• [CT.RDS.PR.4] Require an Amazon RDS database cluster to have AWS IAM database 
authentication configured

• [CT.RDS.PR.5] Require an Amazon RDS database instance to have minor version upgrades 
configured

• [CT.RDS.PR.6] Require an Amazon RDS database cluster to have backtracking configured

• [CT.RDS.PR.7] Require Amazon RDS database instances to have IAM authentication configured

• [CT.RDS.PR.8] Require an Amazon RDS database instance to have automatic backups configured

• [CT.RDS.PR.9] Require an Amazon RDS database cluster to copy tags to snapshots

• [CT.RDS.PR.10] Require an Amazon RDS database instance to copy tags to snapshots

• [CT.RDS.PR.11] Require an Amazon RDS database instance to have a VPC configuration

• [CT.RDS.PR.12] Require an Amazon RDS event subscription to have critical cluster events 
configured

• [CT.RDS.PR.13] Require any Amazon RDS instance to have deletion protection configured

• [CT.RDS.PR.14] Require an Amazon RDS database instance to export logs to Amazon CloudWatch 
Logs by means of the EnableCloudwatchLogsExports property

• [CT.RDS.PR.15] Require that an Amazon RDS instance does not create DB security groups

• [CT.RDS.PR.16] Require an Amazon RDS database cluster to have encryption at rest configured

• [CT.RDS.PR.17] Require an Amazon RDS event notification subscription to have critical database 
instance events configured

• [CT.RDS.PR.18] Require an Amazon RDS event notification subscription to have critical database 
parameter group events configured

• [CT.RDS.PR.19] Require an Amazon RDS event notifications subscription to have critical database 
security group events configured

• [CT.RDS.PR.20] Require an Amazon RDS database instance not to use a database engine default 
port
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• [CT.RDS.PR.21] Require an Amazon RDS DB cluster to have a unique administrator username

• [CT.RDS.PR.22] Require an Amazon RDS database instance to have a unique administrator 
username

• [CT.RDS.PR.23] Require an Amazon RDS database instance to not be publicly accessible

• [CT.RDS.PR.24] Require an Amazon RDS database instance to have encryption at rest configured

• [CT.RDS.PR.25] Require an Amazon RDS database cluster to export logs to Amazon CloudWatch 
Logs by means of the EnableCloudwatchLogsExports property

• [CT.RDS.PR.26] Require an Amazon Relational Database Service DB Proxy to require Transport 
Layer Security (TLS) connections

• [CT.RDS.PR.27] Require an Amazon Relational Database Service DB cluster parameter group to 
require Transport Layer Security (TLS) connections for supported engine types

• [CT.RDS.PR.28] Require an Amazon Relational Database Service DB parameter group to require 
Transport Layer Security (TLS) connections for supported engine types

• [CT.RDS.PR.29] Require an Amazon RDS cluster not be configured to be publicly accessible by 
means of the 'PubliclyAccessible' property

• [CT.RDS.PR.30] Require that an Amazon RDS database instance has encryption at rest configured 
to use a KMS key that you specify for supported engine types

[CT.RDS.PR.1] Require that an Amazon RDS database instance is configured with multiple 
Availability Zones

This control checks whether high availability is configured for your Amazon Relational Database 
Service (RDS) database instances.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.1 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.1 example templates

Explanation

Amazon RDS database (DB) instances should be configured for multiple Availability Zones 
(AZs). This configuration increases the availability of the stored data. Deployment into multiple 
Availability Zones allows for automated failover, in case an Availability Zone has an outage, and 
during regular RDS maintenance.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-ee-cdb, oracle-se2, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, sqlserver-ex and sqlserver-web.

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Set MultiAZ to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example

Amazon RDS database instance configured with multiple Availability Zones. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
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            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "MultiAZ": true 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    MultiAZ: true 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_multi_az_support_check
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#  
# Description:
#   This control checks whether high availability is configured for your Amazon 
 Relational Database Service (RDS) database instances.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'MultiAZ' has not been specified
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
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#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'MultiAZ' has been specified
#       And: 'MultiAZ' has been set to bool(false)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'MultiAZ' has been specified
#       And: 'MultiAZ' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_multi_az_support_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.1]: Require that an Amazon RDS database instance is configured with 
 multiple Availability Zones 
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        [FIX]: Set 'MultiAZ' to 'true'. 
        >>
}

rule rds_instance_multi_az_support_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.1]: Require that an Amazon RDS database instance is configured with 
 multiple Availability Zones 
        [FIX]: Set 'MultiAZ' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [filter_engine(this)] { 
       # Scenario 3 
       MultiAZ exists 
       # Scenario 4 and 5 
       MultiAZ == true 
    }
}

rule filter_engine(db_properties) { 
    %db_properties { 
        # Scenario 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      MultiAZ: true 
    DeletionPolicy: Delete 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      MultiAZ: false 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.2] Require an Amazon RDS database instance or cluster to have enhanced 
monitoring configured

This control checks whether enhanced monitoring is activated for Amazon Relational Database 
Service (RDS) instances.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance
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• AWS CloudFormation guard rule:  CT.RDS.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.2 example templates

Explanation

In Amazon RDS, enhanced monitoring facilitates a more rapid response to performance changes 
in underlying infrastructure. These performance changes could result in a lack of availability of the 
data. Enhanced monitoring provides real-time metrics of the operating system on which your RDS 
DB instance runs. An agent, installed on the instance, can obtain metrics more accurately than is 
possible from the hypervisor layer.

Enhanced monitoring metrics are useful when you want to see how different processes or threads 
on a database (DB) instance use the CPU.

Usage considerations

• This control applies only to Amazon RDS DB engine types aurora, aurora-mysql,
aurora-postgresql, mariadb, mysql, oracle-ee, oracle-ee-cdb, oracle-se2,
oracle-se2-cdb, postgres, sqlserver-ee, sqlserver-se, sqlserver-ex and
sqlserver-web

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Set MonitoringInterval to a supported value (1, 5, 10, 15, 30, 60), and set
MonitoringRoleArn to the ARN of an AWS IAM role.

The examples that follow show how to implement this remediation.
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Amazon RDS DB Instance - Example

Amazon RDS DB instance configured with enhanced monitoring. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "MonitoringInterval": 30, 
            "MonitoringRoleArn": { 
                "Fn::GetAtt": [ 
                    "MonitoringIAMRole", 
                    "Arn" 
                ] 
            } 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
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    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    MonitoringInterval: 30 
    MonitoringRoleArn: !GetAtt 'MonitoringIAMRole.Arn' 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_enhanced_monitoring_enabled_check
#  
# Description:
#   This control checks whether enhanced monitoring is activated for Amazon Relational 
 Database Service (RDS) instances.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-se1', 'oracle-se', 'postgres', 
 'sqlserver-ee',
#            'sqlserver-se', 'sqlserver-ex', 'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-se1', 'oracle-se', 'postgres', 
 'sqlserver-ee',
#            'sqlserver-se', 'sqlserver-ex', 'sqlserver-web'
#       And: 'MonitoringInterval' has not been specified
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-se1', 'oracle-se', 'postgres', 
 'sqlserver-ee',
#            'sqlserver-se', 'sqlserver-ex', 'sqlserver-web'
#       And: 'MonitoringInterval' has been specified
#       And: 'MonitoringInterval' has been set to '0'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-se1', 'oracle-se', 'postgres', 
 'sqlserver-ee',
#            'sqlserver-se', 'sqlserver-ex', 'sqlserver-web'
#       And: 'MonitoringInterval' has been specified
#       And: 'MonitoringInterval' has not been set to a value from the list 1, 5, 10, 
 15, 30, 60
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#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-se1', 'oracle-se', 'postgres', 
 'sqlserver-ee',
#            'sqlserver-se', 'sqlserver-ex', 'sqlserver-web'
#       And: 'MonitoringInterval' has been specified
#       And: 'MonitoringInterval' has been set to a value from the list 1, 5, 10, 15, 
 30, 60
#       And: 'MonitoringRoleArn' has not been specified or specified as an empty string
#      Then: FAIL
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-se1', 'oracle-se', 'postgres', 
 'sqlserver-ee',
#            'sqlserver-se', 'sqlserver-ex', 'sqlserver-web'
#       And: 'MonitoringInterval' has been specified
#       And: 'MonitoringInterval' has been set to a value from the list 1, 5, 10, 15, 
 30, 60
#       And: 'MonitoringRoleArn' has been specified with a non-empty string or valid 
 local reference
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "aurora", "aurora-mysql", "aurora-postgresql", "mariadb", "mysql", 
    "oracle-ee", "oracle-ee-cdb", "oracle-se2", "oracle-se2-cdb", 
    "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]
let ALLOWED_EM_VALUES = [1, 5, 10, 15, 30, 60]
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#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_enhanced_monitoring_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.2]: Require an Amazon RDS database instance or cluster to have 
 enhanced monitoring configured 
        [FIX]: Set 'MonitoringInterval' to a supported value (1, 5, 10, 15, 30, 60), 
 and set 'MonitoringRoleArn' to the ARN of an AWS IAM role. 
        >>
}

rule rds_instance_enhanced_monitoring_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.2]: Require an Amazon RDS database instance or cluster to have 
 enhanced monitoring configured 
        [FIX]: Set 'MonitoringInterval' to a supported value (1, 5, 10, 15, 30, 60), 
 and set 'MonitoringRoleArn' to the ARN of an AWS IAM role. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [filter_engine(this)] { 
        # Scenario: 3, 4, 5, 6 and 7 
        MonitoringInterval exists 
        MonitoringInterval in %ALLOWED_EM_VALUES 
        # Scenario: 6 and 7 
        MonitoringRoleArn exists 
        check_for_valid_monitor_role_arn(MonitoringRoleArn) 
    }
}
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rule filter_engine(db_properties) { 
    %db_properties { 
        # Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

rule check_for_valid_monitor_role_arn(iam_role_arn) { 
   %iam_role_arn { 
      check_is_string_and_not_empty(this) or 
      check_local_references(%INPUT_DOCUMENT, this, "AWS::IAM::Role") 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
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            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.RDS.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  MonitoringIAMRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
        Statement: 
        - Effect: "Allow" 
          Principal: 
            Service: 
            - "monitoring.rds.amazonaws.com" 
          Action: 
          - "sts:AssumeRole" 
      Path: "/" 
      ManagedPolicyArns: 
      - arn:aws:iam::aws:policy/service-role/AmazonRDSEnhancedMonitoringRole 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
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      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      MonitoringInterval: 30 
      MonitoringRoleArn: 
        Fn::GetAtt: ["MonitoringIAMRole", "Arn"] 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
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      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      MonitoringInterval: 0 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.3] Require an Amazon RDS cluster to have deletion protection configured

This control checks whether your Amazon Relational Database Service (Amazon RDS) cluster has 
deletion protection activated.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBCluster

• AWS CloudFormation guard rule:  CT.RDS.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.3 example templates

Explanation

Enabling cluster deletion protection is an additional layer of protection against accidental database 
deletion or deletion by an unauthorized entity.

When deletion protection is enabled, an Amazon RDS cluster cannot be deleted. Before a deletion 
request can succeed, deletion protection must be deactivated.
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Remediation for rule failure

Set the value of the DeletionProtection parameter to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster - Example

Amazon RDS DB cluster with deletion protection enabled. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "RDSDBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "aurora", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RDSClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RDSClusterSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
                "Ref": "TestDBSubnetGroup" 
            }, 
            "DeletionProtection": true 
        } 
    }
} 
                 

YAML example

RDSDBCluster: 
  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: aurora 
    MasterUsername: !Sub '{{resolve:secretsmanager:${RDSClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${RDSClusterSecret}::password}}' 
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    DBSubnetGroupName: !Ref 'TestDBSubnetGroup' 
    DeletionProtection: true 

                 

CT.RDS.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_cluster_deletion_protection_enabled_check
#  
# Description:
#   Checks if an Amazon Relational Database Service (Amazon RDS) cluster has deletion 
 protection enabled.
#  
# Reports on:
#   AWS::RDS::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#  None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'DeletionProtection' has not been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
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#       And: The input document contains an RDS DB cluster resource
#       And: 'DeletionProtection' has been specified
#       And: 'DeletionProtection' has been set to bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'DeletionProtection' has been specified
#       And: 'DeletionProtection' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let RDS_DB_CLUSTER_TYPE = "AWS::RDS::DBCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let db_clusters = Resources.*[ Type == %RDS_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule rds_cluster_deletion_protection_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %db_clusters not empty { 
    check(%db_clusters.Properties) 
        << 
        [CT.RDS.PR.3]: Require an Amazon RDS cluster to have deletion protection 
 configured 
        [FIX]: Set the value of the 'DeletionProtection' parameter to true. 
        >>
}

rule rds_cluster_deletion_protection_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.3]: Require an Amazon RDS cluster to have deletion protection 
 configured 
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        [FIX]: Set the value of the 'DeletionProtection' parameter to true. 
        >>
}

rule check(properties) { 
    %properties { 
        # Scenario 2 
        DeletionProtection exists 
        # Scenario 3 and 4 
        DeletionProtection == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
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  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: Example DB subnet group 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  RDSClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"" 
  RDSCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: "{{resolve:secretsmanager:${RDSClusterSecret}::username}}" 
      MasterUserPassword: 
        Fn::Sub: "{{resolve:secretsmanager:${RDSClusterSecret}::password}}" 
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      DBSubnetGroupName: 
        Ref: DBSubnetGroup 
      DeletionProtection: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: Example DB subnet group 
      SubnetIds: 
      - Ref: SubnetOne 
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      - Ref: SubnetTwo 
  RDSClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"" 
  RDSCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: "{{resolve:secretsmanager:${RDSClusterSecret}::username}}" 
      MasterUserPassword: 
        Fn::Sub: "{{resolve:secretsmanager:${RDSClusterSecret}::password}}" 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 
      DeletionProtection: false 

     

[CT.RDS.PR.4] Require an Amazon RDS database cluster to have AWS IAM database 
authentication configured

This control checks whether an Amazon Relational Database Service (RDS) database (DB) cluster 
has AWS IAM database authentication activated.

• Control objective: Use strong authentication

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBCluster

• AWS CloudFormation guard rule:  CT.RDS.PR.4 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.4 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.4 example templates

Explanation

IAM database authentication allows for password-free authentication to database instances. The 
authentication uses an authentication token. Network traffic to and from the database is encrypted 
using SSL.

Usage considerations

• This control applies only to Amazon RDS DB cluster engine types aurora, aurora-
mysql and aurora-postgresql.

Remediation for rule failure

Set EnableIAMDatabaseAuthentication to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster - Example

Amazon RDS DB cluster configured with AWS IAM database authentication. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "DBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "aurora-mysql", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
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                "Ref": "DBSubnetGroup" 
            }, 
            "EnableIAMDatabaseAuthentication": true 
        } 
    }
} 
                 

YAML example

DBCluster: 
  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: aurora-mysql 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 
    EnableIAMDatabaseAuthentication: true 

                 

CT.RDS.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_cluster_iam_authentication_enabled_check
#  
# Description:
#   This control checks whether an Amazon Relational Database Service (RDS) database 
 (DB) cluster has AWS IAM database authentication activated.
#  
# Reports on:
#   AWS::RDS::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
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#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document does not contain any RDS DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' provided is not one of 'aurora' or 'aurora-mysql' or 'aurora-
postgresql'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' provided is one of 'aurora' or 'aurora-mysql' or 'aurora-
postgresql'
#       And: 'EnableIAMDatabaseAuthentication' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' provided is one of 'aurora' or 'aurora-mysql' or 'aurora-
postgresql'
#       And: 'EnableIAMDatabaseAuthentication' has been provided
#       And: 'EnableIAMDatabaseAuthentication' has been set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' provided is one of 'aurora' or 'aurora-mysql' or 'aurora-
postgresql'
#       And: 'EnableIAMDatabaseAuthentication' has been provided
#       And: 'EnableIAMDatabaseAuthentication' has been set to bool(true)
#      Then: PASS

#
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# Constants
#
let RDS_DB_CLUSTER_TYPE = "AWS::RDS::DBCluster"
let SUPPORTED_DB_CLUSTER_ENGINES = ["aurora", "aurora-mysql","aurora-postgresql"]
let INPUT_DOCUMENT = this

#
# Assignments
#
let db_clusters = Resources.*[ Type == %RDS_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule rds_cluster_iam_authentication_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %db_clusters not empty { 
    check(%db_clusters.Properties) 
        << 
        [CT.RDS.PR.4]: Require an Amazon RDS database cluster to have AWS IAM database 
 authentication configured 
            [FIX]: Set 'EnableIAMDatabaseAuthentication' to 'true'. 
        >>
}

rule rds_cluster_iam_authentication_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.4]: Require an Amazon RDS database cluster to have AWS IAM database 
 authentication configured 
            [FIX]: Set 'EnableIAMDatabaseAuthentication' to 'true'. 
        >>
}

rule check(db_cluster) { 
    %db_cluster [ 
        # Scenario 2 
        filter_engine(this) 
    ] { 
       # Scenario 3 
       EnableIAMDatabaseAuthentication exists 
       # Scenario 4 and 5 
       EnableIAMDatabaseAuthentication == true 
    }
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}

rule filter_engine(cluster_properties) { 
    %cluster_properties { 
        Engine exists 
        Engine in %SUPPORTED_DB_CLUSTER_ENGINES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
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        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: DB subnet group for DBCluster 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"'\\" 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 
      EnableIAMDatabaseAuthentication: true 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: DB subnet group for DBCluster 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
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      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"'\\" 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 

     

[CT.RDS.PR.5] Require an Amazon RDS database instance to have minor version upgrades 
configured

This control checks whether automatic minor version upgrades are enabled for an Amazon 
Relational Database Service (RDS) database instance.

• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.5 example templates

Explanation
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By activating automatic minor version upgrades, you can ensure that the latest minor version 
updates to the relational database management system (RDBMS) are installed. These upgrades 
might include security patches and bug fixes. Keeping up to date with patch installation is an 
important step in securing systems.

Usage considerations

• This control applies only to Amazon RDS DB engine types aurora, aurora-mysql,
aurora-postgresql, mariadb, mysql, oracle-ee, oracle-ee-cdb, oracle-se2,
oracle-se2-cdb, postgres, sqlserver-ee, sqlserver-se, sqlserver-ex and
sqlserver-web.

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Omit the AutoMinorVersionUpgrade property or set it to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example One

Amazon RDS DB instance configured with automatic minor version upgrades, enabled by means of 
AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
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            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            } 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
  DeletionPolicy: Delete 

                 

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example Two

Amazon RDS DB instance configured with automatic minor version upgrades, enabled by means of 
the AutoMinorVersionUpgrade property. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
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            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "AutoMinorVersionUpgrade": true 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    AutoMinorVersionUpgrade: true 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_automatic_minor_version_upgrade_enabled_check
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#  
# Description:
#   This control checks whether automatic minor version upgrades are enabled for an 
 Amazon Relational Database Service (RDS) database instance.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-ee-cdb', 'oracle-se2', 'oracle-se2-cdb',
#            'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-web',
#            'postgres'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-ee-cdb', 'oracle-se2', 'oracle-se2-cdb',
#            'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-web',
#            'postgres'
#       And: 'AutoMinorVersionUpgrade' has been specified
#       And: 'AutoMinorVersionUpgrade' has been set to bool(false)
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-ee-cdb', 'oracle-se2', 'oracle-se2-cdb',
#            'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-web',
#            'postgres'
#       And: 'AutoMinorVersionUpgrade' has not been specified
#      Then: PASS
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-ee-cdb', 'oracle-se2', 'oracle-se2-cdb',
#            'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-web',
#            'postgres'
#       And: 'AutoMinorVersionUpgrade' has been specified
#       And: 'AutoMinorVersionUpgrade' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "aurora", "aurora-mysql", "aurora-postgresql", "mariadb", "mysql", 
    "oracle-ee", "oracle-ee-cdb", "oracle-se2", "oracle-se2-cdb", 
    "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
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rule rds_instance_automatic_minor_version_upgrade_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                               %rds_db_instances not 
 empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.5]: Require an Amazon RDS database instance to have minor version 
 upgrades configured 
        [FIX]: Omit the 'AutoMinorVersionUpgrade' property or set it to 'true'. 
        >>
}

rule rds_instance_automatic_minor_version_upgrade_enabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.5]: Require an Amazon RDS database instance to have minor version 
 upgrades configured 
        [FIX]: Omit the 'AutoMinorVersionUpgrade' property or set it to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [ filter_engine(this) ] { 
        # Scenario: 4 
        AutoMinorVersionUpgrade not exists or 
        # Scenario: 3 and 5 
        AutoMinorVersionUpgrade == true 
    }
}

rule filter_engine(db_properties) { 
    %db_properties { 
        # Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
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# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
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      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      AutoMinorVersionUpgrade: false 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.6] Require an Amazon RDS database cluster to have backtracking configured

This control checks whether an Amazon Relational Database Service (RDS) database (DB) cluster 
has backtracking enabled.

• Control objective: Improve resiliency
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• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBCluster

• AWS CloudFormation guard rule:  CT.RDS.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.6 example templates

Explanation

Backups help you to recover more quickly from a security incident. Backups also strengthen the 
resilience of your systems. Aurora backtracking reduces the time required to recover a database for 
a specific point in time, and the recovery does not require a database restore.

Usage considerations

• This control applies only to Amazon RDS DB cluster engine types aurora and aurora-
mysql, and to DB cluster engine modes provisioned and parallelquery

• This control does not apply to Amazon RDS DB clusters that support Aurora 
Serverless V2 database instances (For example, RDS DB clusters configured with a
ServerlessV2ScalingConfiguration and Aurora Serverless V2 compatible
EngineVersion.)

Remediation for rule failure

Set BacktrackWindow to a number between 1 and 259200.

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster - Example

Amazon RDS DB cluster configured with a backtrack window of 720 seconds (12 minutes). The 
example is shown in JSON and in YAML.
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JSON example

{ 
    "DBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "aurora-mysql", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
                "Ref": "DBSubnetGroup" 
            }, 
            "BacktrackWindow": 720 
        } 
    }
} 
                 

YAML example

DBCluster: 
  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: aurora-mysql 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 
    BacktrackWindow: 720 

                 

CT.RDS.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################

Proactive controls 1868



AWS Control Tower User Guide

#  
# Rule Identifier:
#   aurora_cluster_backtracking_enabled_check
#  
# Description:
#   This control checks whether an Amazon Relational Database Service (RDS) database 
 (DB) cluster has backtracking enabled.
#  
# Reports on:
#   AWS::RDS::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#    Scenario: 1
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contain any RDS DB cluster resources
#       Then: SKIP
#    Scenario: 2
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'Engine' provided is not one of 'aurora' or 'aurora-mysql'
#       Then: SKIP
#    Scenario: 3
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'Engine' provided is one of 'aurora' or 'aurora-mysql'
#        And: 'EngineMode' provided is not one of 'provisioned' or 'parallelquery'
#       Then: SKIP
#    Scenario: 4
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'ServerlessV2ScalingConfiguration' is provided
#        And: 'Engine' provided is 'aurora-mysql'
#        And: 'EngineVersion' provided is '8.0.mysql_aurora.3.02.0' or higher
#       Then: SKIP
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#    Scenario: 5
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'Engine' provided is one of 'aurora' or 'aurora-mysql'
#        And: 'EngineMode' is not provided or 'EngineMode' provided is one of 
 'provisioned' or 'parallelquery'
#        And: 'BacktrackWindow' has not been provided
#       Then: FAIL
#    Scenario: 6
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'Engine' provided is one of 'aurora' or 'aurora-mysql'
#        And: 'EngineMode' is not provided or 'EngineMode' provided is one of 
 'provisioned' or 'parallelquery'
#        And: 'BacktrackWindow' has been provided and is set to 0
#       Then: FAIL
#    Scenario: 7
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'Engine' provided is one of 'aurora' or 'aurora-mysql'
#        And: 'EngineMode' is not provided or 'EngineMode' provided is one of 
 'provisioned' or 'parallelquery'
#        And: 'BacktrackWindow' has been provided and is set to a value > 0
#       Then: PASS

#
# Constants
#
let RDS_DB_CLUSTER_TYPE = "AWS::RDS::DBCluster"
let SUPPORTED_DB_CLUSTER_ENGINES = ["aurora", "aurora-mysql"]
let SUPPORTED_DB_CLUSTER_ENGINE_MODES = ["provisioned", "parallelquery"]
let AURORA_SERVERLESS_V2_SUPPORTED_ENGINE = ["aurora-mysql"]
let AURORA_V3_SERVERLESS_V2_NOT_SUPPORTED_PATTERN = /^8\.0\.mysql_aurora\.3\.01\./
let AURORA_V3_SERVERLESS_V2_SUPPORTED_PATTERN = /^8\.0\.mysql_aurora\.3/
let INPUT_DOCUMENT = this

#
# Assignments
#
let db_clusters = Resources.*[ Type == %RDS_DB_CLUSTER_TYPE ]
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#
# Primary Rules
#
rule aurora_cluster_backtracking_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                    %db_clusters not empty { 
    check(%db_clusters.Properties) 
        << 
        [CT.RDS.PR.6]: Require an Amazon RDS database cluster to have backtracking 
 configured 
            [FIX]: Set 'BacktrackWindow' to a number between '1' and '259200'. 
        >>
}

rule aurora_cluster_backtracking_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.6]: Require an Amazon RDS database cluster to have backtracking 
 configured 
            [FIX]: Set 'BacktrackWindow' to a number between '1' and '259200'. 
        >>
}

rule check(db_cluster) { 
    %db_cluster [ 
        filter_engine_enginemode_and_serverless_v2(this) 
    ] { 
        # Scenario 5 
        BacktrackWindow exists 
        # Scenario 6 and 7 
        BacktrackWindow > 0 
    }
}

rule filter_engine_enginemode_and_serverless_v2(db_cluster) { 
    # Scenario 2 and 3 
    %db_cluster { 
        Engine exists 
        Engine in %SUPPORTED_DB_CLUSTER_ENGINES 
        EngineMode not exists or 
        EngineMode in %SUPPORTED_DB_CLUSTER_ENGINE_MODES 
    } 
    #Scenario 4 
    %db_cluster [ 
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        ServerlessV2ScalingConfiguration exists 
        Engine in %AURORA_SERVERLESS_V2_SUPPORTED_ENGINE 
    ] { 
        EngineVersion in %AURORA_V3_SERVERLESS_V2_NOT_SUPPORTED_PATTERN or 
        EngineVersion not in %AURORA_V3_SERVERLESS_V2_SUPPORTED_PATTERN 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
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      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: Example DB subnet group 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"'\\" 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 
      BacktrackWindow: 720 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: Example DB subnet group 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
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      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"'\\" 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      EngineMode: provisioned 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 

     

[CT.RDS.PR.7] Require Amazon RDS database instances to have IAM authentication configured

This control checks whether an Amazon RDS database (DB) instance has AWS Identity and Access 
Management (IAM) database authentication activated.

• Control objective: Use strong authentication

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.7 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.7 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.7 example templates

Explanation
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IAM database authentication allows authentication to database instances with an authentication 
token instead of a password. Network traffic to and from the database is encrypted with SSL.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql and
postgres.

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Set EnableIAMDatabaseAuthentication to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example

Amazon RDS DB instance configured with IAM database authentication. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "EnableIAMDatabaseAuthentication": true 
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        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    EnableIAMDatabaseAuthentication: true 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.7 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_iam_authentication_enabled_check
#  
# Description:
#   This control checks whether an Amazon RDS database (DB) instance has AWS Identity 
 and Access Management (IAM) database authentication activated.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook

Proactive controls 1877



AWS Control Tower User Guide

#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not in-scope database engines - 'mariadb', 'mysql', 'postgres'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is in-scope database engines - 'mariadb', 'mysql', 'postgres'
#       And: 'EnableIAMDatabaseAuthentication' has not been specified
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is in-scope database engines - 'mariadb', 'mysql', 'postgres'
#       And: 'EnableIAMDatabaseAuthentication' has been specified
#       And: 'EnableIAMDatabaseAuthentication' has been set to bool(false)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is in-scope database engines - 'mariadb', 'mysql', 'postgres'
#       And: 'EnableIAMDatabaseAuthentication' has been specified
#       And: 'EnableIAMDatabaseAuthentication' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
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let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = ["mariadb", "mysql", "postgres"]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_iam_authentication_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.7]: Require Amazon RDS database instances to have AWS IAM 
 authentication configured 
        [FIX]: Set 'EnableIAMDatabaseAuthentication' to 'true'. 
        >>
}

rule rds_instance_iam_authentication_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.7]: Require Amazon RDS database instances to have AWS IAM 
 authentication configured 
        [FIX]: Set 'EnableIAMDatabaseAuthentication' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [filter_engine(this)] { 
        #Scenario: 3 
        EnableIAMDatabaseAuthentication exists 
        #Scenario: 4 and 5 
        EnableIAMDatabaseAuthentication == true 
    }
}
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rule filter_engine(db_properties) { 
    %db_properties { 
        #Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
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  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      EnableIAMDatabaseAuthentication: true 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
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      EnableIAMDatabaseAuthentication: false 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.8] Require an Amazon RDS database instance to have automatic backups configured

This control checks whether Amazon RDS database (DB) instances have automated backups 
enabled, and verifies that the backup retention period is greater than or equal to seven (7) days.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.8 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.8 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.8 example templates

Explanation

Backups help you recover more quickly from a security incident, and they strengthen the resilience 
of your systems. Amazon RDS provides an easy way to configure daily, full-instance volume 
snapshots.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-ee-cdb, oracle-se2, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, sqlserver-ex and sqlserver-web.
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• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Set BackupRetentionPeriod to an integer value between 7 and 35 days (inclusive).

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example

Amazon RDS DB instance configured with automated backups configured and a backup retention 
period of 14 days. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "BackupRetentionPeriod": 14 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example
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DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    BackupRetentionPeriod: 14 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_backup_enabled_check
#  
# Description:
#   This control checks whether Amazon RDS database (DB) instances have automated 
 backups enabled, and verifies that the backup retention period is greater than or 
 equal to seven (7) days.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'BackupRetentionPeriod' has been specified
#       And: 'BackupRetentionPeriod' has been set to 0 (backup disabled)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'BackupRetentionPeriod' has not been specified
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'BackupRetentionPeriod' has been specified
#       And: 'BackupRetentionPeriod' has been set to < 7
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#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'BackupRetentionPeriod' has been specified
#       And: 'BackupRetentionPeriod' has been set to an integer >= 7
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_backup_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.8]: Require an Amazon RDS database instance to have automatic 
 backups configured 
        [FIX]: Set 'BackupRetentionPeriod' to an integer value between 7 and 35 days 
 (inclusive). 
        >>
}
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rule rds_instance_backup_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.8]: Require an Amazon RDS database instance to have automatic 
 backups configured 
        [FIX]: Set 'BackupRetentionPeriod' to an integer value between 7 and 35 days 
 (inclusive). 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [ filter_db_identifier_and_engine(this) ] { 
        # Scenario: 3, 4, 5 and 6 
        BackupRetentionPeriod exists 
        BackupRetentionPeriod >= 7 
    }
}

rule filter_db_identifier_and_engine(db_properties) { 
    %db_properties { 
        # Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
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} 

     

CT.RDS.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      BackupRetentionPeriod: 14 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      BackupRetentionPeriod: 4 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.9] Require an Amazon RDS database cluster to copy tags to snapshots

This control checks whether an Amazon RDS database (DB) cluster is configured to copy all tags to 
snapshots created.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBCluster

• AWS CloudFormation guard rule:  CT.RDS.PR.9 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.9 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.9 example templates

Explanation

Identification and inventory of your infrastructure assets is a crucial aspect of governance and 
security. With visibility into all your Amazon RDS DB clusters, you can assess their security posture 
and take action on potential areas of weakness. We recommend that you tag snapshots in the same 
way as their parent RDS database clusters. Activating this setting ensures that snapshots inherit the 
tags of their parent database clusters.

Usage considerations

• This control applies only to Amazon RDS DB cluster engine types aurora, aurora-
mysql, and aurora-postgresql.

Remediation for rule failure

Set CopyTagsToSnapshot to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster - Example

Amazon RDS DB cluster configured to copy tags to snapshots. The example is shown in JSON and 
in YAML.

JSON example

{ 
    "DBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "aurora-mysql", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
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            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
                "Ref": "DBSubnetGroup" 
            }, 
            "CopyTagsToSnapshot": true 
        } 
    }
} 
                 

YAML example

DBCluster: 
  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: aurora-mysql 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 
    CopyTagsToSnapshot: true 

                 

CT.RDS.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_cluster_copy_tags_to_snapshots_enabled_check
#  
# Description:
#   This control checks whether an Amazon RDS DB cluster is configured to copy all tags 
 to snapshots created.
#  
# Reports on:
#   AWS::RDS::DBCluster
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#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' provided is not one of 'aurora' or 'aurora-mysql' or 'aurora-
postgresql'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' provided is one of 'aurora' or 'aurora-mysql' or 'aurora-
postgresql'
#       And: 'CopyTagsToSnapshot' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' provided is one of 'aurora' or 'aurora-mysql' or 'aurora-
postgresql'
#       And: 'CopyTagsToSnapshot' has been provided
#       And: 'CopyTagsToSnapshot' has been set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' provided is one of 'aurora' or 'aurora-mysql' or 'aurora-
postgresql'
#       And: 'CopyTagsToSnapshot' has been provided
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#       And: 'CopyTagsToSnapshot' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let RDS_DB_CLUSTER_TYPE = "AWS::RDS::DBCluster"
let SUPPORTED_DB_CLUSTER_ENGINES = ["aurora", "aurora-mysql","aurora-postgresql"]
let INPUT_DOCUMENT = this

#
# Assignments
#
let db_clusters = Resources.*[ Type == %RDS_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule rds_cluster_copy_tags_to_snapshots_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                           %db_clusters not empty { 
    check(%db_clusters.Properties) 
        << 
        [CT.RDS.PR.9]: Require an Amazon RDS database cluster to copy tags to snapshots 
            [FIX]: Set 'CopyTagsToSnapshot' to 'true'. 
        >>
}

rule rds_cluster_copy_tags_to_snapshots_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.9]: Require an Amazon RDS database cluster to copy tags to snapshots 
            [FIX]: Set 'CopyTagsToSnapshot' to 'true'. 
        >>
}

rule check(db_cluster) { 
    %db_cluster [ 
        # Scenario 2 
        filter_engine(this) 
    ] { 
       # Scenario 3 
       CopyTagsToSnapshot exists 
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       # Scenario 4 and 5 
       CopyTagsToSnapshot == true 
    }
}

rule filter_engine(cluster_properties) { 
    %cluster_properties { 
        Engine exists 
        Engine in %SUPPORTED_DB_CLUSTER_ENGINES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
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    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: DB subnet group for DBCluster 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"'\\" 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      DBSubnetGroupName: 
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        Ref: DBSubnetGroup 
      CopyTagsToSnapshot: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: DB subnet group for DBCluster 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
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  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"'\\" 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 

     

[CT.RDS.PR.10] Require an Amazon RDS database instance to copy tags to snapshots

This control checks whether Amazon RDS database (DB) instances are configured to copy all tags to 
snapshots created.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.10 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.10 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.10 example templates
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Explanation

Identification and inventory of your IT assets is a crucial aspect of governance and security. With 
visibility of all your RDS DB instances, you can assess their security posture and take action on 
potential areas of weakness. Snapshots should be tagged to match their parent RDS database 
instances. Enabling this setting ensures that snapshots inherit the tags from their parent database 
instances.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-ee-cdb, oracle-se2, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, sqlserver-ex and sqlserver-web.

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Set CopyTagsToSnapshot to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example

Amazon RDS DB instance configured to copy all tags to snapshots created. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
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            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "CopyTagsToSnapshot": true 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    CopyTagsToSnapshot: true 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.10 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_copy_tags_to_snapshots_enabled_check
#  
# Description:
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#   This control checks whether Amazon RDS database (DB) instances are configured to 
 copy all tags to snapshots created.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'CopyTagsToSnapshot' has not been specified
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
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#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'CopyTagsToSnapshot' has been specified
#       And: 'CopyTagsToSnapshot' has been set to bool(false)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'CopyTagsToSnapshot' has been specified
#       And: 'CopyTagsToSnapshot' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_copy_tags_to_snapshots_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                      %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.10]: Require an Amazon RDS database instance to copy tags to 
 snapshots 
        [FIX]: Set 'CopyTagsToSnapshot' to 'true'. 
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        >>
}

rule rds_instance_copy_tags_to_snapshots_enabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.10]: Require an Amazon RDS database instance to copy tags to 
 snapshots 
        [FIX]: Set 'CopyTagsToSnapshot' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [filter_engine(this)] { 
       # Scenario: 3 
       CopyTagsToSnapshot exists 
       # Scenario: 4 and 5 
       CopyTagsToSnapshot == true 
    }
}

rule filter_engine(db_properties) { 
    %db_properties { 
        # Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      CopyTagsToSnapshot: true 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      CopyTagsToSnapshot: false 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.11] Require an Amazon RDS database instance to have a VPC configuration

This control checks whether an Amazon RDS database (DB) instance is deployed in a VPC (that is, 
with an EC2-VPC instance).

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.11 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.11 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.11 example templates

Explanation

Amazon Virtual Private Cloud (Amazon VPC) provides a number of network controls to create 
secure access to RDS resources. These controls include VPC endpoints, network ACLs, and security 
groups. To take advantage of these controls, create your Amazon RDS instances as EC2 VPC 
instances.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-ee-cdb, oracle-se2, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, sqlserver-ex and sqlserver-web.

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Set a DBSubnetGroupName.

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example

Amazon RDS DB instance configured to deploy in an Amazon VPC with an RDS DB subnet group. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
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            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
                "Ref": "DBSubnetGroup" 
            } 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.11 rule specification

# ###################################
##       Rule Specification        ##
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#####################################
#  
# Rule Identifier:
#   rds_instance_deployed_in_vpc_check
#  
# Description:
#   This control checks whether an Amazon RDS database (DB) instance is deployed in a 
 VPC (that is, an EC2 VPC instance).
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'DBSubnetGroupName' has not been specified
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'DBSubnetGroupName' has been specified but is an empty string
#            or invalid local reference to a DB Subnet Group
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'DBSubnetGroupName' has been specified but is a non-empty string
#            or valid local reference to a DB Subnet Group
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]
let INPUT_DOCUMENT = this

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_deployed_in_vpc_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
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        << 
        [CT.RDS.PR.11]: Require an Amazon RDS database instance to have a VPC 
 configuration 
        [FIX]: Set a 'DBSubnetGroupName'. 
        >>
}

rule rds_instance_deployed_in_vpc_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.11]: Require an Amazon RDS database instance to have a VPC 
 configuration 
        [FIX]: Set a 'DBSubnetGroupName'. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [filter_engine(this)] { 
       # Scenario: 3 
       DBSubnetGroupName exists 

       # Scenario: 4 and 5 
       check_db_subnet_group(DBSubnetGroupName) 
    }
}

rule filter_engine(db_properties) { 
    %db_properties { 
        # Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

rule check_db_subnet_group(db_subnet_group) { 
   %db_subnet_group { 
      check_is_string_and_not_empty(this) or 
      check_local_references(%INPUT_DOCUMENT, this, "AWS::RDS::DBSubnetGroup") 
    }
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}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 
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CT.RDS.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.96.0/19 
      AvailabilityZone: 
        Fn::Select: 
        - '0' 
        - Fn::GetAZs: {Ref: 'AWS::Region'} 
      VpcId: 
        Ref: VPC 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.128.0/19 
      AvailabilityZone: 
        Fn::Select: 
        - '1' 
        - Fn::GetAZs: {Ref: 'AWS::Region'} 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: Test DB subnet group 
      SubnetIds: 
      - Ref: SubnetOne 
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      - Ref: SubnetTwo 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
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    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.12] Require an Amazon RDS event subscription to have critical cluster events 
configured

This control checks whether your Amazon RDS event subscriptions for RDS clusters are configured 
to notify on event categories of maintenance and failure.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::EventSubscription

• AWS CloudFormation guard rule:  CT.RDS.PR.12 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.12 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.12 example templates

Explanation

Amazon RDS event notifications uses Amazon SNS to make you aware of changes in the availability 
or configuration of your RDS resources. These notifications allow for rapid response.
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Usage considerations

• This control applies only to Amazon RDS event subscriptions for RDS clusters 
(SourceType of db-cluster).

Remediation for rule failure

When SourceType is set to db-cluster, set Enabled to true and ensure that
EventCategories contains both maintenance and failure values.

The examples that follow show how to implement this remediation.

Amazon RDS Event Subscription - Example One

Amazon RDS event subscription for RDS clusters configured to notify on all event categories. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "RDSEventSubscription": { 
        "Type": "AWS::RDS::EventSubscription", 
        "Properties": { 
            "SnsTopicArn": { 
                "Ref": "SnsTopic" 
            }, 
            "SourceType": "db-cluster", 
            "Enabled": true 
        } 
    }
} 
                 

YAML example

RDSEventSubscription: 
  Type: AWS::RDS::EventSubscription 
  Properties: 
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    SnsTopicArn: !Ref 'SnsTopic' 
    SourceType: db-cluster 
    Enabled: true 

                 

The examples that follow show how to implement this remediation.

Amazon RDS Event Subscription - Example Two

Amazon RDS event subscription for RDS clusters configured to notify on maintenance and
failure event categories. The example is shown in JSON and in YAML.

JSON example

{ 
    "RDSEventSubscription": { 
        "Type": "AWS::RDS::EventSubscription", 
        "Properties": { 
            "SnsTopicArn": { 
                "Ref": "SnsTopic" 
            }, 
            "EventCategories": [ 
                "maintenance", 
                "failure" 
            ], 
            "SourceType": "db-cluster", 
            "Enabled": true 
        } 
    }
} 
                 

YAML example

RDSEventSubscription: 
  Type: AWS::RDS::EventSubscription 
  Properties: 
    SnsTopicArn: !Ref 'SnsTopic' 
    EventCategories: 
      - maintenance 
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      - failure 
    SourceType: db-cluster 
    Enabled: true 

                 

CT.RDS.PR.12 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_cluster_event_notifications_configured_check
#  
# Description:
#   Checks whether an Amazon RDS event subscriptions for RDS clusters is configured to 
 notify on event categories of "maintenance" and "failure".
#  
# Reports on:
#   AWS::RDS::EventSubscription
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon RDS event subscription 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is not 'db-cluster'
#      Then: SKIP
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is 'db-cluster'
#       And: 'Enabled' is not provided or set to bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-cluster'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' does not contain both 'maintenance' and 'failure'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-cluster'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' does not exist or is an empty list
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-cluster'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' contains both 'maintenance' and 'failure'
#      Then: PASS

#
# Constants
#
let RDS_EVENTSUBSCRIPTION_TYPE = "AWS::RDS::EventSubscription"
let INPUT_DOCUMENT = this
let EVENT_CATEGORIES = ["maintenance","failure"]
let EVENT_SOURCE_TYPE = "db-cluster"

#
# Assignments
#
let rds_event_subscriptions = Resources.*[ Type == %RDS_EVENTSUBSCRIPTION_TYPE ]
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#
# Primary Rules
#
rule rds_cluster_event_notifications_configured_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                           %rds_event_subscriptions not 
 empty { 
    check(%rds_event_subscriptions.Properties) 
        << 
        [CT.RDS.PR.12]: Require an Amazon RDS event subscription to have critical 
 cluster events configured 
        [FIX]: When 'SourceType' is set to 'db-cluster', set 'Enabled' to true and 
 ensure that 'EventCategories' contains both 'maintenance' and 'failure' values. 
        >>
}

rule rds_cluster_event_notifications_configured_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_EVENTSUBSCRIPTION_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_EVENTSUBSCRIPTION_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.12]: Require an Amazon RDS event subscription to have critical 
 cluster events configured 
        [FIX]: When 'SourceType' is set to 'db-cluster', set 'Enabled' to true and 
 ensure that 'EventCategories' contains both 'maintenance' and 'failure' values. 
        >>
}

#
# Parameterized Rules
#
rule check(resource) { 
    %resource [ SourceType == %EVENT_SOURCE_TYPE ] { 
        Enabled exists 
        # Scenario 4 
        Enabled == true 
        # Scenario 5 
        EventCategories not exists or 
        # Scenario 6 
        check_event_categories_for_required_events(EventCategories) 
    }
}

rule check_event_categories_for_required_events(event_categories) { 
    %event_categories { 
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        this exists 
        this is_list 
        this empty or 
        %EVENT_CATEGORIES.* in this 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.12 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SNSTopic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  RDSEventSubscription: 
    Type: AWS::RDS::EventSubscription 
    Properties: 
      SnsTopicArn: 
        Ref: SNSTopic 
      SourceType: db-cluster 
      Enabled: true 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SNSTopic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  RDSEventSubscription: 
    Type: AWS::RDS::EventSubscription 
    Properties: 
      SnsTopicArn: 
        Ref: SNSTopic 
      EventCategories: 
      - maintenance 
      - deletion 
      SourceType: db-cluster 
      Enabled: true 

     

[CT.RDS.PR.13] Require any Amazon RDS instance to have deletion protection configured

This control checks whether an Amazon Relational Database Service (Amazon RDS) instance has 
deletion protection activated.

• Control objective: Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.13 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.13 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.13 example templates

Explanation

When active, instance deletion protection provides an additional layer of protection against 
accidental database deletion, or deletion by an unauthorized entity.

While deletion protection is active, an RDS DB instance cannot be deleted. Before a deletion 
request can succeed, deletion protection must be turned off.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-ee-cdb, oracle-se2, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, sqlserver-ex and sqlserver-web.

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Set DeletionProtection to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB instance - Example

Amazon RDS DB instance configured with deletion protection active. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 5.7, 
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            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "StorageEncrypted": true, 
            "DeletionProtection": true 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 5.7 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    StorageEncrypted: true 
    DeletionProtection: true 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.13 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  

Proactive controls 1922



AWS Control Tower User Guide

# Rule Identifier:
#   rds_instance_deletion_protection_enabled_check
#  
# Description:
#   This control checks whether an Amazon Relational Database Service (Amazon RDS) 
 instance has deletion protection activated.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'DeletionProtection' has not been specified
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'DeletionProtection' has been specified
#       And: 'DeletionProtection' has been set to bool(false)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'DeletionProtection' has been specified
#       And: 'DeletionProtection' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_deletion_protection_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
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        [CT.RDS.PR.13]: Require any Amazon RDS instance to have deletion protection 
 configured 
        [FIX]: Set 'DeletionProtection' to 'true'. 
        >>
}

rule rds_instance_deletion_protection_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.13]: Require any Amazon RDS instance to have deletion protection 
 configured 
        [FIX]: Set 'DeletionProtection' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [filter_engine(this)] { 
       #Scenario: 3 
       DeletionProtection exists 
       #Scenario: 4 and 5 
       DeletionProtection == true 
    }
}

rule filter_engine(db_properties) { 
    %db_properties { 
        #Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
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        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.13 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      DeletionProtection: true 
    DeletionPolicy: Delete 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      DeletionProtection: false 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.14] Require an Amazon RDS database instance to export logs to Amazon 
CloudWatch Logs by means of the EnableCloudwatchLogsExports property

This rule checks whether Amazon Relational Database Service (RDS) instances have all available log 
types configured for export to Amazon CloudWatch Logs.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive
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• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.14 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.14 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.14 example templates

Explanation

AWS Control Tower recommends that you enable th export of relevant logs for all Amazon RDS 
databases to Amazon CloudWatch Logs. Database logging provides detailed records of requests 
made to RDS. Database logs can assist with security and access audits, and they can help you 
diagnose availability issues.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, postgres,
sqlserver-ee, sqlserver-se, sqlserver-ex, sqlserver-web, oracle-ee,
oracle-se2, oracle-se1, and oracle-se.

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

• Additional prerequisites may exist for enabling logging based on your selected database 
engine type. Refer to Monitoring Amazon RDS log files in the Amazon RDS User Guide for 
more information.

Remediation for rule failure

Specify EnableCloudwatchLogsExports with a list of all supported log types for the Amazon 
RDS database instance engine.

The examples that follow show how to implement this remediation.
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Amazon RDS DB Instance - Example One

Amazon RDS DB instance configured with an engine type of mysql and all supported log types, for 
the mysql engine type. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "mysql", 
            "EngineVersion": 5.7, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "StorageEncrypted": true, 
            "EnableCloudwatchLogsExports": [ 
                "error", 
                "general", 
                "slowquery", 
                "audit" 
            ] 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: mysql 
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    EngineVersion: 5.7 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    StorageEncrypted: true 
    EnableCloudwatchLogsExports: 
      - error 
      - general 
      - slowquery 
      - audit 
  DeletionPolicy: Delete 

                 

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example Two

Amazon RDS DB instance configured with an engine type of postgres and all supported log 
types, for the postgres engine type. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "EnableCloudwatchLogsExports": [ 
                "postgresql", 
                "upgrade" 
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            ] 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    EnableCloudwatchLogsExports: 
      - postgresql 
      - upgrade 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.14 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_logging_enabled_check
#  
# Description:
#   This rules checks whether Amazon Relational Database Service (RDS) instances have 
 all available log types configured for export to Amazon CloudWatch Logs.
#  
# Reports on:
#   AWS::RDS::DBInstance
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#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-se2-cdb',
#            'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-
web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-se2-cdb',
#            'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-
web'
#       And: 'EnableCloudwatchLogsExports' has not been specified or has been specified
#             and is an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-se2-cdb',
#            'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-
web'
#       And: 'EnableCloudwatchLogsExports' has been specified and is a non-empty list
#       And: One or more log types in 'EnableCloudwatchLogsExports' are not supported 
 by the specified 'Engine'
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#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-se2-cdb',
#            'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-
web'
#       And: 'EnableCloudwatchLogsExports' has been specified and is a non-empty list
#       And: 'EnableCloudwatchLogsExports' does not contain all log types supported by 
 the specified 'Engine'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine'  is one of 'mariadb', 'mysql'
#       And: 'EnableCloudwatchLogsExports' has been specified
#       And: 'EnableCloudwatchLogsExports' value is a non-empty and all supported log 
 types
#             are enabled - 'audit', 'error', 'general', 'slowquery'
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is 'postgres'
#       And: 'EnableCloudwatchLogsExports' has been specified
#       And: 'EnableCloudwatchLogsExports' value is a non-empty and all supported log 
 types
#             are enabled - 'postgresql', 'upgrade'
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex',
#            'sqlserver-web'
#       And: 'EnableCloudwatchLogsExports' has been specified
#       And: 'EnableCloudwatchLogsExports' value is a non-empty and all supported log 
 types
#             are enabled - 'agent', 'error'
#      Then: PASS
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#   Scenario: 9
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-
se2-cdb',
#       And: 'EnableCloudwatchLogsExports' has been specified
#       And: 'EnableCloudwatchLogsExports' value is a non-empty and all supported log 
 types
#             are enabled - 'alert', 'audit', 'listener', 'oemagent', 'trace'
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]

let MYSQL_OR_MARIA_ENGINES_SUBTYPES = [ "mariadb", "mysql" ]
let POSTGRES_ENGINES_SUBTYPES = [ "postgres" ]
let SQLSERVER_ENGINES_SUBTYPES = [ "sqlserver-ee", "sqlserver-se", "sqlserver-ex", 
 "sqlserver-web" ]
let ORACLE_ENGINES_SUBTYPES = [ "oracle-ee", "oracle-se2", "oracle-se1", "oracle-se" ]

let MYSQL_OR_MARIA_SUPPORTED_LOG_TYPES = [ "audit", "error", "general", "slowquery" ]
let POSTGRES_SUPPORTED_LOG_TYPES = [ "postgresql", "upgrade" ]
let SQLSERVER_SUPPORTED_LOG_TYPES = [ "agent", "error" ]
let ORACLE_SUPPORTED_LOG_TYPES = [ "alert", "audit", "listener", "oemagent", "trace" ]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %rds_db_instances not empty { 
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    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.14]: Require an Amazon RDS database instance to have logging 
 configured 
            [FIX]: Specify 'EnableCloudwatchLogsExports' with a list of all supported 
 log types for the Amazon RDS database instance engine. 
        >>
}

rule rds_instance_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.14]: Require an Amazon RDS database instance to have logging 
 configured 
            [FIX]: Specify 'EnableCloudwatchLogsExports' with a list of all supported 
 log types for the Amazon RDS database instance engine. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [filter_engine(this)] { 
        # Scenario: 3 
        EnableCloudwatchLogsExports exists 
        check_is_list_and_not_empty(EnableCloudwatchLogsExports) 

        # Scenario: 4 and 5 
        when Engine IN %MYSQL_OR_MARIA_ENGINES_SUBTYPES { 
            %MYSQL_OR_MARIA_SUPPORTED_LOG_TYPES.* IN EnableCloudwatchLogsExports[*] 
            EnableCloudwatchLogsExports.* IN %MYSQL_OR_MARIA_SUPPORTED_LOG_TYPES[*] 
        } 

        # Scenario: 4 and 6 
        when Engine IN %POSTGRES_ENGINES_SUBTYPES { 
            %POSTGRES_SUPPORTED_LOG_TYPES.* IN EnableCloudwatchLogsExports[*] 
            EnableCloudwatchLogsExports.* IN %POSTGRES_SUPPORTED_LOG_TYPES[*] 
        } 

        # Scenario: 4 and 7 
        when Engine IN %SQLSERVER_ENGINES_SUBTYPES { 
            %SQLSERVER_SUPPORTED_LOG_TYPES.* in EnableCloudwatchLogsExports[*] 
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            EnableCloudwatchLogsExports.* IN %SQLSERVER_SUPPORTED_LOG_TYPES[*] 
        } 

        # Scenario: 4 and 8 
        when Engine IN %ORACLE_ENGINES_SUBTYPES { 
            %ORACLE_SUPPORTED_LOG_TYPES.* in EnableCloudwatchLogsExports[*] 
            EnableCloudwatchLogsExports.* IN %ORACLE_SUPPORTED_LOG_TYPES[*] 
        } 
    }
}

rule filter_engine(db_properties) { 
    %db_properties { 
        # Scenario: 2 
        Engine exists 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
# Utility Rules
#
rule check_is_list_and_not_empty(value) { 
    %value { 
        this is_list 
        this not empty 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.RDS.PR.14 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: mysql 
      EngineVersion: 5.7 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      StorageEncrypted: true 
      EnableCloudwatchLogsExports: 
      - error 
      - general 
      - slowquery 
      - audit 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: mysql 
      EngineVersion: 5.7 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      StorageEncrypted: true 
      EnableCloudwatchLogsExports: 
      - error 
      - general 
      - slowquery 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.15] Require that an Amazon RDS instance does not create DB security groups

This control checks whether any Amazon Relational Database Service (RDS) database (DB) security 
groups are created by, or associated to, an RDS DB instance, because DB security groups are 
intended for the EC2-Classic platform only.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive
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• Resource types: AWS::RDS::DBInstance, AWS::RDS::DBSecurityGroup

• AWS CloudFormation guard rule:  CT.RDS.PR.15 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.15 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.15 example templates

Explanation

We recommend that all Amazon Relational Database Service (RDS) databases use Amazon VPC 
security groups to secure their access. Amazon DB security groups are for the EC2-Classic platform 
only, and they are not recommended for use.

Remediation for rule failure

Omit the DBSecurityGroups property. Instead, configure Amazon VPC security groups by means 
of the VPCSecurityGroups property.

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example

Amazon RDS DB instance configured with an Amazon VPC security group. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "mysql", 
            "EngineVersion": 5.7, 
            "DBInstanceClass": "db.t3.small", 
            "StorageType": "gp2", 
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            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "StorageEncrypted": true, 
            "Port": 6733, 
            "DBSubnetGroupName": { 
                "Ref": "DBSubnetGroup" 
            }, 
            "VPCSecurityGroups": [ 
                { 
                    "Ref": "SecurityGroup" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: mysql 
    EngineVersion: 5.7 
    DBInstanceClass: db.t3.small 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    StorageEncrypted: true 
    Port: 6733 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 
    VPCSecurityGroups: 
      - !Ref 'SecurityGroup' 
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CT.RDS.PR.15 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_db_security_group_not_allowed_check
#  
# Description:
#   This control checks whether any Amazon Relational Database Service (RDS) database 
 (DB) security groups are created by, or associated to, an RDS DB instance, because DB 
 security groups are intended for the EC2-Classic platform only.
#  
# Reports on:
#   AWS::RDS::DBSecurityGroup, AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contain any DB security group resources
#        And: The input document does not contain any RDS DB instance resources
#       Then: SKIP
#   Scenario: 2
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains a DB security group resource
#       Then: FAIL
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contain any DBsecurity group resources
#        And: The input document contains an RDS DB instance resource
#        And: 'DBSecurityGroups' has been specified on the RDS DB instance as a non 
 empty list
#       Then: FAIL
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#   Scenario: 4
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contain any DB security group resources
#        And: The input document contains an RDS DB instance resource
#        And: 'DBSecurityGroups' has not been specified on the RDS DB instance or 
 specified as an empty list
#       Then: PASS

#
# Constants
#
let DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let DB_SECURITY_GROUP_TYPE = "AWS::RDS::DBSecurityGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
let db_instances = Resources.*[ Type == %DB_INSTANCE_TYPE ]
let db_security_groups = Resources.*[ Type == %DB_SECURITY_GROUP_TYPE ]

#
# Primary Rules
#
rule rds_db_security_group_not_allowed_check when is_cfn_template(this) 
                                                  %db_security_groups not empty { 
    check_db_security_group(%db_security_groups) 
        << 
        [CT.RDS.PR.15]: Require that an Amazon RDS instance does not create DB security 
 groups 
            [FIX]: Omit the 'DBSecurityGroups' property. Instead, configure Amazon VPC 
 security groups by means of the 'VPCSecurityGroups' property. 
        >>
}

rule rds_db_security_group_not_allowed_check when is_cfn_template(this) 
                                                  %db_instances not empty { 
    check_db_instance(%db_instances.Properties) 
        << 
        [CT.RDS.PR.15]: Require that an Amazon RDS instance does not create DB security 
 groups 
            [FIX]: Omit the 'DBSecurityGroups' property. Instead, configure Amazon VPC 
 security groups by means of the 'VPCSecurityGroups' property. 
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        >>
}

rule rds_db_security_group_not_allowed_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DB_SECURITY_GROUP_TYPE) { 
    check_db_security_group(%INPUT_DOCUMENT.%DB_SECURITY_GROUP_TYPE) 
        << 
        [CT.RDS.PR.15]: Require that an Amazon RDS instance does not create DB security 
 groups 
            [FIX]: Omit the 'DBSecurityGroups' property. Instead, configure Amazon VPC 
 security groups by means of the 'VPCSecurityGroups' property. 
        >>
}

rule rds_db_security_group_not_allowed_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %DB_INSTANCE_TYPE) { 
    check_db_instance(%INPUT_DOCUMENT.%DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.15]: Require that an Amazon RDS instance does not create DB security 
 groups 
            [FIX]: Omit the 'DBSecurityGroups' property. Instead, configure Amazon VPC 
 security groups by means of the 'VPCSecurityGroups' property. 
        >>
}

#
# Parameterized Rules
#
rule check_db_security_group(db_security_group) { 
    # Scenario 2 
    %db_security_group empty
}

rule check_db_instance(db_instance) { 
    %db_instance { 
        # Scenario 3 and 4 
        DBSecurityGroups not exists or 
        check_is_empty_list(this) 
    }
}

rule check_is_empty_list(db_instance_configuration) { 
    %db_instance_configuration { 
        DBSecurityGroups is_list 
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        DBSecurityGroups empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.15 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.96.0/19 
      AvailabilityZone: 
        Fn::Select: 
        - '0' 
        - Fn::GetAZs: {Ref: 'AWS::Region'} 
      VpcId: 
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        Ref: VPC 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.128.0/19 
      AvailabilityZone: 
        Fn::Select: 
        - '1' 
        - Fn::GetAZs: {Ref: 'AWS::Region'} 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: DB subnet group 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Example Security Group 
      VpcId: 
        Ref: VPC 
      SecurityGroupIngress: 
      - IpProtocol: tcp 
        FromPort: 6733 
        ToPort: 6733 
        CidrIp: 10.0.0.0/16 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: mysql 
      EngineVersion: 5.7 
      DBInstanceClass: db.t3.small 
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      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      StorageEncrypted: true 
      Port: 6733 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 
      VPCSecurityGroups: 
      - Ref: SecurityGroup 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBSecurityGroup: 
    Type: AWS::RDS::DBSecurityGroup 
    Properties: 
      DBSecurityGroupIngress: 
      - CIDRIP: "0.0.0.0/0" 
      GroupDescription: "Ingress for Amazon EC2 security group" 

     

[CT.RDS.PR.16] Require an Amazon RDS database cluster to have encryption at rest configured

This control checks whether the storage encryption is configured on Amazon Relational Database 
Service (RDS) database (DB) clusters that are not being restored from an existing cluster.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBCluster

• AWS CloudFormation guard rule:  CT.RDS.PR.16 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.16 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.16 example templates

Explanation

We recommend that you configure your Amazon RDS DB clusters to be encrypted at rest, to give an 
added layer of security for your sensitive data. To encrypt your RDS DB clusters and snapshots at 
rest, enable the encryption option for your RDS DB clusters. Data that is encrypted at rest includes 
the underlying storage for DB clusters, its automated backups, read replicas, and snapshots.

Encrypted RDS DB clusters use the open standard AES-256 encryption algorithm to encrypt your 
data on the server that hosts the clusters. After your data is encrypted, Amazon RDS handles 
authentication of access and decryption of your data with a minimal impact on performance. You 
do not need to modify your database client applications to use encryption.

Usage considerations

• This control applies only to Amazon RDS DB clusters that are not being restored 
from an existing cluster or created as a read replica. (For example, when
SourceDBClusterIdentifier or ReplicationSourceIdentifier properties have 
been provided.)

Remediation for rule failure

Set StorageEncrypted to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster - Example

Amazon RDS DB cluster configured with storage encryption enabled. The example is shown in 
JSON and in YAML.

JSON example
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{ 
    "DBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "aurora-mysql", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
            }, 
            "StorageEncrypted": true 
        } 
    }
} 
                 

YAML example

DBCluster: 
  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: aurora-mysql 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
    StorageEncrypted: true 

                 

CT.RDS.PR.16 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_cluster_storage_encrypted_check
#  
# Description:
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#   This control checks whether the storage encryption is configured on Amazon 
 Relational Database Service (RDS) database (DB) clusters that are not being restored 
 from an existing cluster.
#  
# Reports on:
#   AWS::RDS::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document does not contain any RDS DB cluster resources
#       Then: SKIP
#   Scenario: 2
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'SourceDBClusterIdentifier' or 'ReplicationSourceIdentifier' has been 
 provided
#       Then: SKIP
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'SourceDBClusterIdentifier' or 'ReplicationSourceIdentifier' has not been 
 provided
#        And: 'StorageEncrypted' has not been provided
#       Then: FAIL
#   Scenario: 4
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'SourceDBClusterIdentifier' or 'ReplicationSourceIdentifier' has not been 
 provided
#        And: 'StorageEncrypted' has been provided and set to bool(false)
#       Then: FAIL
#   Scenario: 5
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#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB cluster resource
#        And: 'SourceDBClusterIdentifier' or 'ReplicationSourceIdentifier' has not been 
 provided
#        And: 'StorageEncrypted' has been provided and set to bool(true)
#       Then: PASS

#
# Constants
#
let RDS_CLUSTER_TYPE = "AWS::RDS::DBCluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let rds_cluster = Resources.*[ Type == %RDS_CLUSTER_TYPE ]

#
# Primary Rules
#
rule rds_cluster_storage_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %rds_cluster not empty { 
    check(%rds_cluster.Properties) 
        << 
        [CT.RDS.PR.16]: Require an Amazon RDS database cluster to have encryption at 
 rest configured 
            [FIX]: Set 'StorageEncrypted' to 'true'. 
        >>
}

rule rds_cluster_storage_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.16]: Require an Amazon RDS database cluster to have encryption at 
 rest configured 
            [FIX]: Set 'StorageEncrypted' to 'true'. 
        >>
}

#
# Parameterized Rules
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#
rule check(rds_cluster) { 
    %rds_cluster [ 
        # Scenario 2 
        filter_sources(this) 
    ] { 
        # Scenario 3 
        StorageEncrypted exists 

        # Scenario 4 and 5 
        StorageEncrypted == true 
    }
}

rule filter_sources(rds_cluster) { 
    %rds_cluster { 
        # Scenario 2 
        SourceDBClusterIdentifier not exists or 
        filter_property_is_empty_string(SourceDBClusterIdentifier) or 
        filter_is_not_valid_local_reference(%INPUT_DOCUMENT, SourceDBClusterIdentifier, 
 "AWS::RDS::DBCluster") 

        ReplicationSourceIdentifier not exists or 
        filter_property_is_empty_string(ReplicationSourceIdentifier) or 
        filter_replication_source_identifier(ReplicationSourceIdentifier) 
    }
}

rule filter_property_is_empty_string(value) { 
    %value { 
        this is_string 
        this == /\A\s*\z/ 
    }
}

rule filter_is_not_valid_local_reference(doc, reference_properties, 
 referenced_resource_type) { 
    %reference_properties { 
        this not is_string 
        this is_struct 

        when this.'Ref' exists { 
            'Ref' { 
                when query_for_resource(%doc, this, %referenced_resource_type) { 
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                    this not exists 
                } 
                this exists 
            } 
        } 
        when this.'Ref' not exists { 
            this exists 
        } 
    }
}

rule filter_replication_source_identifier(reference_properties) { 
    filter_is_not_valid_local_reference_via_join(%INPUT_DOCUMENT, 
 %reference_properties, "AWS::RDS::DBCluster") 
    filter_is_not_valid_local_reference_via_join(%INPUT_DOCUMENT, 
 %reference_properties, "AWS::RDS::DBInstance")
}

rule filter_is_not_valid_local_reference_via_join(doc, reference_properties, 
 referenced_resource_type) { 
    %reference_properties { 
        this not is_string 
        this is_struct 

        when this.'Fn::Join' exists { 
            'Fn::Join' { 
                when filter_list_contains_valid_local_reference(this[1], %doc, 
 %referenced_resource_type) { 
                    this not exists 
                } 
                this exists 
            } 
        } 
        when this.'Fn::Join' not exists { 
            this exists 
        } 
    }
}

rule filter_list_contains_valid_local_reference(list, doc, referenced_resource_type) { 
     some %list.* { 
         check_local_references(%doc, this, %referenced_resource_type) 
     } 
 }
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#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.RDS.PR.16 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS Cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: '"@/\' 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      StorageEncrypted: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS Cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: '"@/\' 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
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      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      StorageEncrypted: false 

     

[CT.RDS.PR.17] Require an Amazon RDS event notification subscription to have critical database 
instance events configured

This control checks whether your Amazon RDS event subscriptions for RDS instances are configured 
to notify on event categories of maintenance, failure, and configuration change.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::EventSubscription

• AWS CloudFormation guard rule:  CT.RDS.PR.17 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.17 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.17 example templates

Explanation

Amazon RDS event notifications use Amazon SNS to make you aware of changes in the availability 
or configuration of your RDS resources. These notifications allow for rapid response.

Usage considerations

• This control applies only to Amazon RDS Event Subscriptions for RDS instances 
(SourceType of db-instance).
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Remediation for rule failure

When SourceType is set to db-instance, set Enabled to true and ensure that the parameter
EventCategories contains maintenance, failure, and configuration change values.

The examples that follow show how to implement this remediation.

Amazon RDS Event Subscription - Example One

Amazon RDS Event Subscription for RDS instances configured to notify on all event categories. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "RDSEventSubscription": { 
        "Type": "AWS::RDS::EventSubscription", 
        "Properties": { 
            "SnsTopicArn": { 
                "Ref": "SnsTopic" 
            }, 
            "SourceType": "db-instance", 
            "Enabled": true 
        } 
    }
} 
                 

YAML example

RDSEventSubscription: 
  Type: AWS::RDS::EventSubscription 
  Properties: 
    SnsTopicArn: !Ref 'SnsTopic' 
    SourceType: db-instance 
    Enabled: true 

                 

The examples that follow show how to implement this remediation.
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Amazon RDS Event Subscription - Example Two

Amazon RDS Event Subscription for RDS instances configured to notify on maintenance,
failure, and configuration change event categories. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "RDSEventSubscription": { 
        "Type": "AWS::RDS::EventSubscription", 
        "Properties": { 
            "SnsTopicArn": { 
                "Ref": "SnsTopic" 
            }, 
            "EventCategories": [ 
                "maintenance", 
                "failure", 
                "configuration change" 
            ], 
            "SourceType": "db-instance", 
            "Enabled": true 
        } 
    }
} 
                 

YAML example

RDSEventSubscription: 
  Type: AWS::RDS::EventSubscription 
  Properties: 
    SnsTopicArn: !Ref 'SnsTopic' 
    EventCategories: 
      - maintenance 
      - failure 
      - configuration change 
    SourceType: db-instance 
    Enabled: true 
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CT.RDS.PR.17 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_event_notifications_configured_check
#  
# Description:
#   Checks whether Amazon RDS event subscriptions for RDS instances are configured to 
 notify on event categories of 'maintenance', 'failure', and 'configuration change'.
#  
# Reports on:
#   AWS::RDS::EventSubscription
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon RDS event subscription 
 Resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is not 'db-instance'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is 'db-instance'
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#       And: 'Enabled' is not provided or set to bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-instance'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' does not contain 'maintenance', 'failure', and 
 'configuration change'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-instance'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' does not exist or is an empty list
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-instance'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' contains 'maintenance', 'failure', and 'configuration 
 change'
#      Then: PASS

#
# Constants
#
let RDS_EVENTSUBSCRIPTION_TYPE = "AWS::RDS::EventSubscription"
let INPUT_DOCUMENT = this
let EVENT_CATEGORIES = ["maintenance","failure","configuration change"]
let EVENT_SOURCE_TYPE = "db-instance"

#
# Assignments
#
let rds_event_subscriptions = Resources.*[ Type == %RDS_EVENTSUBSCRIPTION_TYPE ]

#
# Primary Rules
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#
rule rds_instance_event_notifications_configured_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                            %rds_event_subscriptions 
 not empty  { 
    check(%rds_event_subscriptions.Properties) 
        << 
        [CT.RDS.PR.17]: Require an Amazon RDS event notification subscription to have 
 critical database instance events configured 
        [FIX]: When 'SourceType' is set to 'db-instance', set 'Enabled' to true and 
 ensure that the parameter 'EventCategories' contains 'maintenance', 'failure', and 
 'configuration change' values. 
        >>
}

rule rds_instance_event_notifications_configured_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %RDS_EVENTSUBSCRIPTION_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_EVENTSUBSCRIPTION_TYPE.resourceProperties) 
       << 
        [CT.RDS.PR.17]: Require an Amazon RDS event notification subscription to have 
 critical database instance events configured 
        [FIX]: When 'SourceType' is set to 'db-instance', set 'Enabled' to true and 
 ensure that the parameter 'EventCategories' contains 'maintenance', 'failure', and 
 'configuration change' values. 
        >>
}

#
# Parameterized Rules
#
rule check(resource) { 
    %resource [ SourceType == %EVENT_SOURCE_TYPE ] { 
        Enabled exists 
        # Scenario 4 
        Enabled == true 
        # Scenario 5 
        EventCategories not exists or 
        # Scenario 6 
        check_event_categories_for_required_events(EventCategories) 
    }
}

rule check_event_categories_for_required_events(event_categories) { 
    %event_categories { 

Proactive controls 1960



AWS Control Tower User Guide

        this exists 
        this is_list 
        this empty or 
        %EVENT_CATEGORIES.* in this 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.17 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SNSTopic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  RDSEventSubscription: 
    Type: AWS::RDS::EventSubscription 
    Properties: 
      SnsTopicArn: 
        Ref: SNSTopic 
      SourceType: db-instance 
      Enabled: true 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SNSTopic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  RDSEventSubscription: 
    Type: AWS::RDS::EventSubscription 
    Properties: 
      SnsTopicArn: 
        Ref: SNSTopic 
      EventCategories: 
      - maintenance 
      - failure 
      SourceType: db-instance 
      Enabled: true 

     

[CT.RDS.PR.18] Require an Amazon RDS event notification subscription to have critical database 
parameter group events configured

This control checks whether your Amazon RDS event subscriptions for RDS parameter groups are 
configured to notify on event categories of configuration change.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::EventSubscription

• AWS CloudFormation guard rule:  CT.RDS.PR.18 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.18 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.18 example templates

Explanation

Amazon RDS event notifications use Amazon SNS to make you aware of changes in the availability 
or configuration of your RDS resources. These notifications allow for rapid response.

Usage considerations

• This control applies only to Amazon RDS event subscriptions for RDS parameter groups 
(SourceType of db-parameter-group).

Remediation for rule failure

When SourceType is set to db-parameter-group, set Enabled to true and ensure that the 
parameter EventCategories contains configuration change as a value.

The examples that follow show how to implement this remediation.

Amazon RDS Event Subscription - Example One

Amazon RDS event subscription for RDS parameter groups configured to notify on all event 
categories. The example is shown in JSON and in YAML.

JSON example

{ 
    "RDSEventSubscription": { 
        "Type": "AWS::RDS::EventSubscription", 
        "Properties": { 
            "SnsTopicArn": { 
                "Ref": "SnsTopic" 
            }, 
            "SourceType": "db-parameter-group", 
            "Enabled": true 
        } 
    }
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} 
                 

YAML example

RDSEventSubscription: 
  Type: AWS::RDS::EventSubscription 
  Properties: 
    SnsTopicArn: !Ref 'SnsTopic' 
    SourceType: db-parameter-group 
    Enabled: true 

                 

The examples that follow show how to implement this remediation.

Amazon RDS Event Subscription - Example Two

Amazon RDS event subscription for RDS parameter groups configured to notify on the
configuration change event category. The example is shown in JSON and in YAML.

JSON example

{ 
    "RDSEventSubscription": { 
        "Type": "AWS::RDS::EventSubscription", 
        "Properties": { 
            "SnsTopicArn": { 
                "Ref": "SnsTopic" 
            }, 
            "EventCategories": [ 
                "configuration change" 
            ], 
            "SourceType": "db-parameter-group", 
            "Enabled": true 
        } 
    }
} 
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YAML example

RDSEventSubscription: 
  Type: AWS::RDS::EventSubscription 
  Properties: 
    SnsTopicArn: !Ref 'SnsTopic' 
    EventCategories: 
      - configuration change 
    SourceType: db-parameter-group 
    Enabled: true 

                 

CT.RDS.PR.18 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_pg_event_notifications_configured_check
#  
# Description:
#   Checks whether Amazon RDS event subscriptions for RDS parameter groups are 
 configured to notify on event categories of 'configuration change'.
#  
# Reports on:
#   AWS::RDS::EventSubscription
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any RDS event subscription resources
#      Then: SKIP
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#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an RDS event subscription resource
#       And: 'SourceType' is provided and is not 'db-parameter-group'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an RDS event subscription resource
#       And: 'SourceType' is 'db-parameter-group'
#       And: 'Enabled' is not provided or set to bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-parameter-group'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' does not contain 'configuration change'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-parameter-group'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' does not exist or is an empty list
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-parameter-group'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' contains 'configuration change'
#      Then: PASS

#
# Constants
#
let RDS_EVENTSUBSCRIPTION_TYPE = "AWS::RDS::EventSubscription"
let INPUT_DOCUMENT = this
let EVENT_CATEGORIES = ["configuration change"]
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let EVENT_SOURCE_TYPE = "db-parameter-group"

#
# Assignments
#
let rds_event_subscriptions = Resources.*[ Type == %RDS_EVENTSUBSCRIPTION_TYPE ]

#
# Primary Rules
#
rule rds_pg_event_notifications_configured_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %rds_event_subscriptions not 
 empty  { 
    check(%rds_event_subscriptions.Properties) 
        << 
        [CT.RDS.PR.18]: Require an Amazon RDS event notification subscription to have 
 critical database parameter group events configured 
        [FIX]: When 'SourceType' is set to 'db-parameter-group', set 'Enabled' to true 
 and ensure that the parameter 'EventCategories' contains 'configuration change' as a 
 value. 
        >>
}

rule rds_pg_event_notifications_configured_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_EVENTSUBSCRIPTION_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_EVENTSUBSCRIPTION_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.18]: Require an Amazon RDS event notification subscription to have 
 critical database parameter group events configured 
        [FIX]: When 'SourceType' is set to 'db-parameter-group', set 'Enabled' to true 
 and ensure that the parameter 'EventCategories' contains 'configuration change' as a 
 value. 
        >>
}

#
# Parameterized Rules
#
rule check(resource) { 
    %resource [ SourceType == %EVENT_SOURCE_TYPE ] { 
        Enabled exists 
        # Scenario 4 
        Enabled == true 
        # Scenario 5 
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        EventCategories not exists or 
        # Scenario 6 
        check_event_categories_for_required_events(EventCategories) 
    }
}

rule check_event_categories_for_required_events(event_categories) { 
    %event_categories { 
        this exists 
        this is_list 
        this empty or 
        %EVENT_CATEGORIES.* in this 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.18 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SNSTopic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  RDSEventSubscription: 
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    Type: AWS::RDS::EventSubscription 
    Properties: 
      SnsTopicArn: 
        Ref: SNSTopic 
      SourceType: db-parameter-group 
      Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SNSTopic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  RDSEventSubscription: 
    Type: AWS::RDS::EventSubscription 
    Properties: 
      SnsTopicArn: 
        Ref: SNSTopic 
      Enabled: false 
      SourceType: db-parameter-group 

     

[CT.RDS.PR.19] Require an Amazon RDS event notifications subscription to have critical 
database security group events configured

This control checks whether your Amazon RDS event subscriptions for RDS security groups are 
configured to notify on event categories of failure and configuration change

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::EventSubscription

• AWS CloudFormation guard rule:  CT.RDS.PR.19 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.19 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.19 example templates

Explanation

Amazon RDS event notifications use Amazon SNS to make you aware of changes in the availability 
or configuration of your RDS resources. These notifications allow for a rapid response.

Usage considerations

• This control applies only to Amazon RDS Event Subscriptions for RDS security groups 
(SourceType of db-security-group)

Remediation for rule failure

When SourceType is set to db-security-group, set Enabled to true and ensure that the 
parameter EventCategories contains both failure and configuration change values.

The examples that follow show how to implement this remediation.

Amazon RDS Event Subscription - Example One

Amazon RDS Event Subscription for RDS security groups configured to notify on all event 
categories. The example is shown in JSON and in YAML.

JSON example

{ 
    "RDSEventSubscription": { 
        "Type": "AWS::RDS::EventSubscription", 
        "Properties": { 
            "SnsTopicArn": { 
                "Ref": "SnsTopic" 
            }, 
            "SourceType": "db-security-group", 
            "Enabled": true 
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        } 
    }
} 
                 

YAML example

RDSEventSubscription: 
  Type: AWS::RDS::EventSubscription 
  Properties: 
    SnsTopicArn: !Ref 'SnsTopic' 
    SourceType: db-security-group 
    Enabled: true 

                 

The examples that follow show how to implement this remediation.

Amazon RDS Event Subscription - Example Two

Amazon RDS Event Subscription for RDS security groups configured to notify on failure and
configuration change event categories. The example is shown in JSON and in YAML.

JSON example

{ 
    "RDSEventSubscription": { 
        "Type": "AWS::RDS::EventSubscription", 
        "Properties": { 
            "SnsTopicArn": { 
                "Ref": "SnsTopic" 
            }, 
            "EventCategories": [ 
                "failure", 
                "configuration change" 
            ], 
            "SourceType": "db-security-group", 
            "Enabled": true 
        } 
    }
} 

Proactive controls 1971



AWS Control Tower User Guide

                

YAML example

RDSEventSubscription: 
  Type: AWS::RDS::EventSubscription 
  Properties: 
    SnsTopicArn: !Ref 'SnsTopic' 
    EventCategories: 
      - failure 
      - configuration change 
    SourceType: db-security-group 
    Enabled: true 

                 

CT.RDS.PR.19 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_sg_event_notifications_configured_check
#  
# Description:
#   Checks whether an Amazon RDS event subscription for RDS security groups are 
 configured to notify on event categories of 'failure' and 'configuration change'.
#  
# Reports on:
#   AWS::RDS::EventSubscription
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
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#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon RDS event subscription 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription Resource
#       And: 'SourceType' is provided and is not 'db-security-group'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is 'db-security-group'
#       And: 'Enabled' is not provided or set to bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-security-group'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' does not contain both 'failure' and 'configuration 
 change'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-security-group'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' does not exist or is an empty list
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS event subscription resource
#       And: 'SourceType' is provided and is 'db-security-group'
#       And: 'Enabled' is provided and set to bool(true)
#       And: 'EventCategories' contains both 'failure' and 'configuration change'
#      Then: PASS
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#
# Constants
#
let RDS_EVENTSUBSCRIPTION_TYPE = "AWS::RDS::EventSubscription"
let INPUT_DOCUMENT = this
let EVENT_CATEGORIES = ["failure","configuration change"]
let EVENT_SOURCE_TYPE = "db-security-group"

#
# Assignments
#
let rds_event_subscriptions = Resources.*[ Type == %RDS_EVENTSUBSCRIPTION_TYPE ]

#
# Primary Rules
#
rule rds_sg_event_notifications_configured_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %rds_event_subscriptions not 
 empty  { 
    check(%rds_event_subscriptions.Properties) 
        << 
        [CT.RDS.PR.19]: Require an Amazon RDS event notifications subscription to have 
 critical database security group events configured 
        [FIX]: When 'SourceType' is set to 'db-security-group', set 'Enabled' to 
 true and ensure that the parameter 'EventCategories' contains both 'failure' and 
 'configuration change' values. 
        >>
}

rule rds_sg_event_notifications_configured_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_EVENTSUBSCRIPTION_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_EVENTSUBSCRIPTION_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.19]: Require an Amazon RDS event notifications subscription to have 
 critical database security group events configured 
        [FIX]: When 'SourceType' is set to 'db-security-group', set 'Enabled' to 
 true and ensure that the parameter 'EventCategories' contains both 'failure' and 
 'configuration change' values. 
        >>
}

#
# Parameterized Rules
#
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rule check(resource) { 
    %resource [ SourceType == %EVENT_SOURCE_TYPE ] { 
        Enabled exists 
        # Scenario 4 
        Enabled == true 
        # Scenario 5 
        EventCategories not exists or 
        # Scenario 6 
        check_event_categories_for_required_events(EventCategories) 
    }
}

rule check_event_categories_for_required_events(event_categories) { 
    %event_categories { 
        this exists 
        this is_list 
        this empty or 
        %EVENT_CATEGORIES.* in this 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.19 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  SNSTopic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  RDSEventSubscription: 
    Type: AWS::RDS::EventSubscription 
    Properties: 
      SnsTopicArn: 
        Ref: SNSTopic 
      SourceType: db-security-group 
      Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SNSTopic: 
    Type: AWS::SNS::Topic 
    Properties: {} 
  RDSEventSubscription: 
    Type: AWS::RDS::EventSubscription 
    Properties: 
      SnsTopicArn: 
        Ref: SNSTopic 
      EventCategories: 
      - failure 
      SourceType: db-security-group 
      Enabled: true 

     

[CT.RDS.PR.20] Require an Amazon RDS database instance not to use a database engine default 
port

This control checks whether Amazon Relational Database Service (RDS) database instances are 
configured for default database port for their specific engine types.

• Control objective: Limit network access
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• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.20 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.20 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.20 example templates

Explanation

If you use a known port to deploy an Amazon RDS cluster or instance, an attacker can guess 
information about the cluster or instance. The attacker can use this information in conjunction 
with other information to connect to an Amazon RDS cluster or instance, or to gain additional 
information about your application.

When you change the port, you must also update the existing connection strings that were used to 
connect to the old port. You also should check the security group of the DB instance to ensure that 
it includes an ingress rule that allows connectivity on the new port.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-se2, oracle-ee-cdb, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, sqlserver-ex and sqlserver-web.

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

Set a value for Port that is different than the default value for the Amazon RDS DB instance 
engine type.
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The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example One

Amazon RDS DB instance configured with a port that's different than the mysql engine default 
port. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "mysql", 
            "EngineVersion": 5.7, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "StorageEncrypted": true, 
            "Port": 6733 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: mysql 
    EngineVersion: 5.7 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
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    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    StorageEncrypted: true 
    Port: 6733 
  DeletionPolicy: Delete 

                 

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example Two

Amazon RDS DB instance configured with a port that's different than the postgres engine default 
port. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "Port": 5723 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example
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DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    Port: 5723 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.20 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_no_default_ports_check
#  
# Description:
#   This control checks whether Amazon Relational Database Service (RDS) database 
 instances are configured for default database port for their specific engine types.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any Amazon RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of  'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-se2-cdb',
#            'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-
web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of  'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-se2-cdb',
#            'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-
web'
#       And: 'Port' has not been specified
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of  'mariadb', 'mysql',
#            'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-se2-cdb',
#            'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 'sqlserver-
web'
#       And: 'Port' has been specified
#       And: 'Port' value is default port (includes mysql/mariadb port '3306', 
 sqlserver
#            port '1433', postgres port '5432', and oracle port '1521')
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine'  is one of 'mariadb', 'mysql'
#       And: 'Port' has been specified
#       And: 'Port' value is not equal to '3306'
#      Then: PASS
#   Scenario: 6
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is 'postgres'
#       And: 'Port' has been specified
#       And: 'Port' value is not equal to '5432'
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'sqlserver-ee', 'sqlserver-se', 'sqlserver-ex', 
 'sqlserver-web'
#       And: 'Port' has been specified
#       And: 'Port' value is not equal to '1433'
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'oracle-ee', 'oracle-se2', 'oracle-ee-cdb', 'oracle-
se2-cdb',
#       And: 'Port' has been specified
#       And: 'Port' value is not equal to '1521'
#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let ORACLE_ENGINES = [ "oracle-ee", "oracle-se2", "oracle-se1", "oracle-se" ]
let SQLSERVER_ENGINES = [ "sqlserver-ee", "sqlserver-se", "sqlserver-ex", "sqlserver-
web" ]
let MYSQL_OR_MARIA_ENGINES = [ "mariadb", "mysql" ]
let POSTGRES_ENGINES = [ "postgres" ]
let MYSQL_MARIA_DEFAULT_PORTS = [3306, "3306"]
let POSTGRES_DEFAULT_PORTS = [5432, "5432"]
let SQL_DEFAULT_PORTS = [1433, "1433"]
let ORACLE_DEFAULT_PORTS = [1521, "1521"]

#
# Assignments
#
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let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_no_default_ports_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.20]: Require an Amazon RDS database instance not to use a database 
 engine default port 
        [FIX]: Set a value for 'Port' that is different than the default value for the 
 Amazon RDS DB instance engine type. 
        >>
}

rule rds_instance_no_default_ports_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.20]: Require an Amazon RDS database instance not to use a database 
 engine default port 
        [FIX]: Set a value for 'Port' that is different than the default value for the 
 Amazon RDS DB instance engine type. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    # Scenario: 4 and 5 
    %rds_db_instance[ filter_engine(this, %MYSQL_OR_MARIA_ENGINES) ] { 
        check_port(Port, %MYSQL_MARIA_DEFAULT_PORTS) 
    } 
    # Scenario: 4 and 6 
    %rds_db_instance[ filter_engine(this, %POSTGRES_ENGINES) ] { 
        check_port(Port, %POSTGRES_DEFAULT_PORTS) 
    } 
    # Scenario: 4 and 7 
    %rds_db_instance[ filter_engine(this, %SQLSERVER_ENGINES) ] { 
        check_port(Port, %SQL_DEFAULT_PORTS) 
    } 
    # Scenario: 4 and 8 
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    %rds_db_instance[ filter_engine(this, %ORACLE_ENGINES) ] { 
        check_port(Port, %ORACLE_DEFAULT_PORTS) 
    }
}

rule filter_engine(db_properties, engine) { 
    %db_properties { 
        # Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %engine 
    }
}

rule check_port(port, default_ports) { 
    # Scenario: 3 
    %port exists 
    %port not in %default_ports
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.20 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: mysql 
      EngineVersion: 5.7 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      Port: 6733 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
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    Properties: 
      Engine: mysql 
      EngineVersion: 5.7 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      Port: 3306 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.21] Require an Amazon RDS DB cluster to have a unique administrator username

This control checks whether an Amazon Relational Database Service (RDS) database (DB) cluster 
has changed the administrator username from its default value.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBCluster

• AWS CloudFormation guard rule:  CT.RDS.PR.21 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.21 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.21 example templates

Explanation

When you create an Amazon RDS database, we recommend that you change the default 
administrator username to a unique value. Default user names are public knowledge, and they 
should be changed, because changing these user names reduces the risk of unintended access.
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Usage considerations

• This control applies only to Amazon RDS DB clusters that set the MasterUsername
property.

Remediation for rule failure

Set MasterUsername to a value other than admin or postgres.

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster - Example

Amazon RDS DB cluster configured with a unique administrator username. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "DBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "aurora-mysql", 
            "MasterUsername": "samplemasteruser", 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RDSClusterSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
                "Ref": "DBSubnetGroup" 
            } 
        } 
    }
} 
                 

YAML example

DBCluster: 
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  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: aurora-mysql 
    MasterUsername: samplemasteruser 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${RDSClusterSecret}::password}}' 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 

                 

CT.RDS.PR.21 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_cluster_default_admin_check
#  
# Description:
#   This control checks whether an Amazon Relational Database Service (RDS) database 
 (DB) cluster has changed the administrator username from its default value.
#  
# Reports on:
#   AWS::RDS::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'MasterUsername' has not been provided
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#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'MasterUsername' has been provided and it is set to 'admin' or 'postgres'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'MasterUsername' has been provided and is not set to 'admin' or 'postgres'
#      Then: PASS

#
# Constants
#
let RDS_DB_CLUSTER_TYPE = "AWS::RDS::DBCluster"
let DISALLOWED_MASTER_USERNAMES = ["admin", "postgres"]
let INPUT_DOCUMENT = this

#
# Assignments
#
let db_clusters = Resources.*[ Type == %RDS_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule rds_cluster_default_admin_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %db_clusters not empty { 
    check(%db_clusters.Properties) 
        << 
        [CT.RDS.PR.21]: Require an Amazon RDS DB cluster to have a unique administrator 
 username 
            [FIX]: Set 'MasterUsername' to a value other than 'admin' or 'postgres'. 
        >>
}

rule rds_cluster_default_admin_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_CLUSTER_TYPE.resourceProperties) 
        << 
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        [CT.RDS.PR.21]: Require an Amazon RDS DB cluster to have a unique administrator 
 username 
            [FIX]: Set 'MasterUsername' to a value other than 'admin' or 'postgres'. 
        >>
}

rule check(db_cluster) { 
    %db_cluster [ 
        # scenario 2 
        filter_master_username_provided(this) 
    ] { 
        # scenario 3 and 4 
        MasterUsername not in %DISALLOWED_MASTER_USERNAMES 
    }
}

#
# Utility Rules
#
rule filter_master_username_provided(dbcluster_properties) { 
    %dbcluster_properties{ 
        MasterUsername exists 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists

} 

     

CT.RDS.PR.21 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.
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PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: DB subnet group for DBCluster 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
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        PasswordLength: 32 
        ExcludeCharacters: "/@\"'\\" 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: examplemasteruser 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsHostnames: true 
      EnableDnsSupport: true 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/25 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      CidrBlock: 10.0.0.128/25 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
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      VpcId: 
        Ref: VPC 
  DBSubnetGroup: 
    Type: AWS::RDS::DBSubnetGroup 
    Properties: 
      DBSubnetGroupDescription: DB subnet group for DBCluster 
      SubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 32 
        ExcludeCharacters: "/@\"'\\" 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      Engine: aurora-mysql 
      MasterUsername: admin 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
      DBSubnetGroupName: 
        Ref: DBSubnetGroup 

     

[CT.RDS.PR.22] Require an Amazon RDS database instance to have a unique administrator 
username

This control checks whether an Amazon Relational Database Service (RDS) database has changed 
the adminstrator username from its default value.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.22 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.22 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.22 example templates

Explanation

Default administrative usernames on Amazon RDS databases are public knowledge. When creating 
an Amazon RDS database, you should change the default administrative username to a unique 
value, thereby reducing the risk of unintended access.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-ee-cdb, oracle-se2, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, sqlserver-ex, and sqlserver-web.

Remediation for rule failure

Set MasterUsername to a value other than postgres or admin.

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example

Amazon RDS DB instance configured with a custom administrator username. The example is shown 
in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
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            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": "testUser", 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            } 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example

DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: testUser 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.22 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_default_admin_check
#  
# Description:
#   This control checks whether an Amazon Relational Database Service (RDS) database 
 has changed the adminstrator username from its default value.
#  
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# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'MasterUsername' has been specified and is one of 'postgres' or 'admin'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#       And: 'MasterUsername' has been specified and is not one of 'postgres' or 
 'admin'
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#      Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]
let RDS_DEFAULT_USERNAMES = [ "postgres", "admin" ]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_default_admin_check when is_cfn_template(%INPUT_DOCUMENT) 
                                           %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.22]: Require an Amazon RDS database instance to have a unique 
 administrator username 
        [FIX]: Set 'MasterUsername' to a value other than 'postgres' or 'admin'. 
        >>
}

rule rds_instance_default_admin_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.22]: Require an Amazon RDS database instance to have a unique 
 administrator username 
        [FIX]: Set 'MasterUsername' to a value other than 'postgres' or 'admin'. 
        >>
}

#
# Parameterized Rules
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#
rule check(rds_db_instance) { 
    %rds_db_instance [ filter_engine_and_master_username_provided(this) ] { 
        # Scenario: 3 and 4 
        MasterUsername not in %RDS_DEFAULT_USERNAMES 
    }
}

rule filter_engine_and_master_username_provided(db_properties) { 
    %db_properties { 
        # Scenario: 2 
        MasterUsername exists 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.22 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: testUser 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Test RDS DB Instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "testUser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
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      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: postgres 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.23] Require an Amazon RDS database instance to not be publicly accessible

This rule checks whether Amazon Relational Database Service (RDS) database (DB) instances are 
publicly accessible, as determined by checking the PubliclyAccessible configuration property.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.23 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.23 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.23 example templates

Explanation

The PubliclyAccessible property in the RDS instance CloudFormation resource indicates 
whether the DB instance is publicly accessible. When the DB instance is configured with
PubliclyAccessible set to true, it is an internet-facing instance with a publicly resolvable DNS 
name, which resolves to a public IP address. When the DB instance isn't publicly accessible, it is an 
internal instance with a DNS name that resolves to a private IP address.
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Unless you intend for your RDS instance to be publicly accessible, do not configure the RDS 
instance with the PubliclyAccessible value set to true, because this configuration may allow 
unwanted traffic to your database instance.

Remediation for rule failure

Set the value of PubliclyAccessible to false.

The examples that follow show how to implement this remediation.

Amazon RDS DB Instance - Example

Amazon RDS DB instance configured as an internal instance, by mmeans of a publicly accessible 
configuration. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "PubliclyAccessible": false 
        }, 
        "DeletionPolicy": "Delete" 
    }
} 
                 

YAML example
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DBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    PubliclyAccessible: false 
  DeletionPolicy: Delete 

                 

CT.RDS.PR.23 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_public_access_check
#  
# Description:
#   This rule checks whether Amazon Relational Database Service (RDS) database (DB) 
 instances are publicly accessible, as determined by checking the 'PubliclyAccessible' 
 configuration property.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#        And: The input document does not contain any RDS DB instance resources
#       Then: SKIP
#   Scenario: 2
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB instance resource
#        And: 'PubliclyAccessible' has not been specified
#       Then: FAIL
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB instance resource
#        And: 'PubliclyAccessible' is present and is a value other than bool(false)
#       Then: FAIL
#   Scenario: 4
#      Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#        And: The input document contains an RDS DB instance resource
#        And: 'PubliclyAccessible' has been specified and set to bool(false)
#       Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_instance_public_access_check when is_cfn_template(%INPUT_DOCUMENT) 
                                           %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.23]: Require an Amazon RDS database instance to not be publicly 
 accessible 
            [FIX]: Set the value of 'PubliclyAccessible' to 'false'. 
        >>
}
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rule rds_instance_public_access_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.23]: Require an Amazon RDS database instance to not be publicly 
 accessible 
            [FIX]: Set the value of 'PubliclyAccessible' to 'false'. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance{ 
       #Scenario: 2 
       PubliclyAccessible exists 
       #Scenario: 3 and 4 
       PubliclyAccessible == false 

    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.RDS.PR.23 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      PubliclyAccessible: false 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
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      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      PubliclyAccessible: true 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.24] Require an Amazon RDS database instance to have encryption at rest configured

This control checks whether storage encryption is enabled for your Amazon RDS database (DB) 
instance.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.24 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.24 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.24 example templates
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Explanation

For an added layer of security for your sensitive data in Amazon RDS DB instances, you should 
configure your RDS DB instances to be encrypted at rest. To encrypt your RDS DB instances and 
snapshots at rest, enable the encryption option for your RDS DB instances. Data that is encrypted 
at rest includes the underlying storage for DB instances, its automated backups, read replicas, and 
snapshots.

Encrypted Amazon RDS DB instances use the open standard AES-256 encryption algorithm to 
encrypt your data on the server that hosts your RDS DB instances. After your data is encrypted, 
Amazon RDS handles authentication of access and decryption of your data transparently with a 
minimal impact on performance. You do not need to modify your database client applications to 
use encryption.

Amazon RDS encryption currently is available for all database engines and storage types. Amazon 
RDS encryption is available for most DB instance classes.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-ee-cdb, oracle-se2, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, sqlserver-ex and sqlserver-web

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.

Remediation for rule failure

The parameter StorageEncrypted must be set to true for RDS DB Instances.

The examples that follow show how to implement this remediation.

Amazon RDS DB instance - Example

Amazon RDS DB instance with storage encryption enabled. The example is shown in JSON and in 
YAML.

JSON example
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{ 
    "RDSDBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${RDSDBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${RDSDBInstanceSecret}::password}}" 
            }, 
            "StorageEncrypted": true 
        } 
    }
} 
                 

YAML example

RDSDBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${RDSDBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:
${RDSDBInstanceSecret}::password}}' 
    StorageEncrypted: true 
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CT.RDS.PR.24 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_instance_storage_encrypted_check
#  
# Description:
#   Checks whether storage encryption is enabled for your Amazon RDS DB instances.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#            'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#      Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#        And: The input document contains an RDS DB instance resource
#        And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
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#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#        And: 'StorageEncrypted' has not been provided
#       Then: FAIL
#   Scenario: 4
#      Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#        And: The input document contains an RDS DB instance resource
#        And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#        And: 'StorageEncrypted' has been provided and set to bool(false)
#       Then: FAIL
#   Scenario: 5
#      Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#        And: The input document contains an RDS DB instance resource
#        And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb', 
 'oracle-se2',
#             'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-se', 'sqlserver-
ex', 'sqlserver-web'
#        And: 'StorageEncrypted' has been provided and set to bool(true)
#       Then: PASS

#
# Constants
#
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let INPUT_DOCUMENT = this
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-ex", "sqlserver-web"
]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#

Proactive controls 2010



AWS Control Tower User Guide

rule rds_instance_storage_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.24]: Require an Amazon RDS database instance to have encryption at 
 rest configured 
        [FIX]: The parameter 'StorageEncrypted' must be set to true for RDS DB 
 Instances. 
        >>
}

rule rds_instance_storage_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.24]: Require an Amazon RDS database instance to have encryption at 
 rest configured 
        [FIX]: The parameter 'StorageEncrypted' must be set to true for RDS DB 
 Instances. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [filter_restore_and_engine(this)] { 
        #Scenario: 3 
        StorageEncrypted exists 
        #Scenario: 4 and 5 
        StorageEncrypted == true 
    }
}

rule filter_restore_and_engine(db_properties) { 
    %db_properties { 
        #Scenario: 2 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
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# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.24 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: "/@\"" 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
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      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      StorageEncrypted: true 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: "/@\"" 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 14.2 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      StorageEncrypted: false 
    DeletionPolicy: Delete 

     

[CT.RDS.PR.25] Require an Amazon RDS database cluster to export logs to Amazon CloudWatch 
Logs by means of the EnableCloudwatchLogsExports property

This control checks whether Amazon RDS database clusters have all available log types enabled for 
export to Amazon CloudWatch Logs.
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• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBCluster

• AWS CloudFormation guard rule:  CT.RDS.PR.25 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.25 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.RDS.PR.25 example templates

Explanation

AWS Control Tower recommends that you enable the export of relevant logs for all Amazon RDS 
database clusters to Amazon CloudWatch Logs. Database logging provides detailed records of 
requests made to RDS. Database logs can assist with security and access audits, and they can help 
you diagnose availability issues.

Usage considerations

• This control applies only to Amazon RDS DB cluster engine types aurora, aurora-
mysql, aurora-postgresql, mysql and postgres.

• Additional prerequisites may exist for enabling logging based on your selected database 
engine type. Refer to Monitoring Amazon Aurora log files in the Amazon Aurora User 
Guide for more information.

Remediation for rule failure

Specify EnableCloudwatchLogsExports with a list of all supported log types for the Amazon 
RDS database cluster engine.

The examples that follow show how to implement this remediation.
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Amazon RDS database (DB) Cluster - Example One

Amazon RDS Aurora DB cluster configured with all available log types enabled for export to 
Amazon CloudWatch Logs. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "aurora", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
                "Ref": "DBSubnetGroup" 
            }, 
            "EnableCloudwatchLogsExports": [ 
                "audit", 
                "error", 
                "general", 
                "slowquery" 
            ] 
        } 
    }
} 
                 

YAML example

DBCluster: 
  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: aurora 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 
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    EnableCloudwatchLogsExports: 
      - audit 
      - error 
      - general 
      - slowquery 

                 

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster - Example Two

Amazon RDS Multi-AZ Postgres DB cluster configured with all available log types enabled for 
export to Amazon CloudWatch Logs. The example is shown in JSON and in YAML.

JSON example

{ 
    "DBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "aurora", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
                "Ref": "DBSubnetGroup" 
            }, 
            "EnableCloudwatchLogsExports": [ 
                "audit", 
                "error", 
                "general", 
                "slowquery" 
            ] 
        } 
    }
} 
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YAML example

DBCluster: 
  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: aurora 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 
    EnableCloudwatchLogsExports: 
      - audit 
      - error 
      - general 
      - slowquery 

                 

CT.RDS.PR.25 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_cluster_logging_enabled_check
#  
# Description:
#   This control checks whether Amazon RDS database clusters have all available log 
 types enabled for export to Amazon CloudWatch Logs.
#  
# Reports on:
#   AWS::RDS::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any RDS DB cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster Resource
#       And: 'Engine' is not one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 
 'mysql' or 'postgres'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 'mysql' 
 or 'postgres'
#       And: 'EnableCloudwatchLogsExports' has not been specified or has been specified 
 as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 'mysql' 
 or 'postgres'
#       And: 'EnableCloudwatchLogsExports' has been specified and is a non-empty list
#       And: One or more log types in 'EnableCloudwatchLogsExports' are not supported 
 by the specified 'Engine'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' is one of 'aurora', 'aurora-mysql', 'aurora-postgresql', 'mysql' 
 or 'postgres'
#       And: 'EnableCloudwatchLogsExports' has been specified and is a non-empty list
#       And: 'EnableCloudwatchLogsExports' does not contain all log types supported by 
 the specified 'Engine'
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
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#       And: 'Engine' is one of 'aurora', 'aurora-mysql' or 'mysql'
#       And: 'EnableCloudwatchLogsExports' has been specified as a list with all 
 supported log types
#             for the 'Engine' ('audit', 'error', 'general' and 'slowquery')
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' is 'aurora-postgresql'
#       And: 'EnableCloudwatchLogsExports' has been specified as a list with all 
 supported log types
#             for the 'Engine' ('postgresql')
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an RDS DB cluster resource
#       And: 'Engine' is 'postgres'
#       And: 'EnableCloudwatchLogsExports' has been specified as a list with all 
 supported log types
#             for the 'Engine' ('postgresql', 'upgrade')
#      Then: PASS

#
# Constants
#
let RDS_DB_CLUSTER_TYPE = "AWS::RDS::DBCluster"
let INPUT_DOCUMENT = this

let SUPPORTED_RDS_CLUSTER_ENGINES = [ 
    "aurora", "aurora-mysql", "aurora-postgresql", "mysql", "postgres"
]

let MYSQL_ENGINE_SUBTYPES = [ "aurora", "aurora-mysql", "mysql" ]
let AURORA_POSTGRES_ENGINE_SUBTYPES = [ "aurora-postgresql" ]
let POSTGRES_ENGINE_SUBTYPES = [ "postgres" ]

let MYSQL_SUPPORTED_LOG_TYPES = [ "audit", "error", "general", "slowquery" ]
let AURORA_POSTGRES_SUPPORTED_LOG_TYPES  = [ "postgresql" ]
let POSTGRES_SUPPORTED_LOG_TYPES = [ "postgresql", "upgrade" ]

#
# Assignments
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#
let rds_db_clusters = Resources.*[ Type == %RDS_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule rds_cluster_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                             %rds_db_clusters not empty { 
    check(%rds_db_clusters.Properties) 
        << 
        [CT.RDS.PR.25]: Require an Amazon RDS database cluster to have logging 
 configured 
            [FIX]: Specify 'EnableCloudwatchLogsExports' with a list of all supported 
 log types for the Amazon RDS database cluster engine. 
        >>
}

rule rds_cluster_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.25]: Require an Amazon RDS database cluster to have logging 
 configured 
            [FIX]: Specify 'EnableCloudwatchLogsExports' with a list of all supported 
 log types for the Amazon RDS database cluster engine. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_cluster) { 
    %rds_db_cluster [ 
        filter_engine(this) 
    ] { 
        # Scenario 3 
        EnableCloudwatchLogsExports exists 
        check_is_list_and_not_empty(EnableCloudwatchLogsExports) 

        # Scenario 4 and 6 
        when Engine IN %MYSQL_ENGINE_SUBTYPES { 
            %MYSQL_SUPPORTED_LOG_TYPES.* IN EnableCloudwatchLogsExports[*] 
            EnableCloudwatchLogsExports.* IN %MYSQL_SUPPORTED_LOG_TYPES[*] 
        } 
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        # Scenario 4 and 7 
        when Engine IN %AURORA_POSTGRES_ENGINE_SUBTYPES { 
            %AURORA_POSTGRES_SUPPORTED_LOG_TYPES.* IN EnableCloudwatchLogsExports[*] 
            EnableCloudwatchLogsExports.* IN %AURORA_POSTGRES_SUPPORTED_LOG_TYPES[*] 
        } 

        # Scenario 4 and 8 
        when Engine IN %POSTGRES_ENGINE_SUBTYPES { 
            %POSTGRES_SUPPORTED_LOG_TYPES.* in EnableCloudwatchLogsExports[*] 
            EnableCloudwatchLogsExports.* IN %POSTGRES_SUPPORTED_LOG_TYPES[*] 
        } 
    }
}

rule filter_engine(db_properties) { 
    %db_properties { 
        # Scenario 2 
        Engine exists 
        Engine in %SUPPORTED_RDS_CLUSTER_ENGINES 
    }
}

#
# Utility Rules
#
rule check_is_list_and_not_empty(value) { 
    %value { 
        this is_list 
        this not empty 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.RDS.PR.25 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      MasterUsername: exampleusername 
      MasterUserPassword: example-password 
      DBSubnetGroupName: example-db-subnet-group 
      Engine: aurora 
      EnableCloudwatchLogsExports: 
        - audit 
        - error 
        - general 
        - slowquery 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      DBClusterInstanceClass: db.m6gd.large 
      MasterUsername: exampleusername 
      MasterUserPassword: example-password 
      DBSubnetGroupName: example-db-subnet-group 
      Engine: postgres 
      AllocatedStorage: 100 
      StorageType: io1 
      Iops: 3000 
      EnableCloudwatchLogsExports: 
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        - postgresql 
        - upgrade 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      MasterUsername: exampleusername 
      MasterUserPassword: example-password 
      DBSubnetGroupName: example-db-subnet-group 
      Engine: aurora 

     

[CT.RDS.PR.26] Require an Amazon Relational Database Service DB Proxy to require Transport 
Layer Security (TLS) connections

This control checks whether an Amazon Relational Database Service DB Proxy is configured to 
require Transport Layer Security (TLS) for connections to the proxy.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBProxy

• AWS CloudFormation guard rule:  CT.RDS.PR.26 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.26 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.RDS.PR.26 example templates
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Explanation

Amazon RDS Proxy can act as an additional layer of security between client applications and 
the underlying database. For example, you can connect to the proxy using TLS 1.2, even if the 
underlying DB instance supports an older version of TLS. You can connect to the proxy using 
an IAM role, even if the proxy connects to the database with the native user and password 
authentication method. With this technique, you can enforce strong authentication requirements 
for database applications without a costly migration effort for the DB instances themselves.

Usage considerations

• For general information about Amazon RDS proxy limitations, see Quotas and limitations 
for RDS Proxy in the Amazon Relational Database Service User Guide.

Remediation for rule failure

Set the value of the RequireTLS property to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Proxy - Example

An Amazon RDS DB Proxy configured to require TLS connections to the proxy. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "DBProxy": { 
        "Type": "AWS::RDS::DBProxy", 
        "Properties": { 
            "DBProxyName": "sample-db-proxy", 
            "EngineFamily": "MYSQL", 
            "IdleClientTimeout": 120, 
            "RoleArn": { 
                "Fn::GetAtt": "ProxySecretAccessRole.Arn" 
            }, 
            "Auth": [ 
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                { 
                    "AuthScheme": "SECRETS", 
                    "SecretArn": { 
                        "Ref": "DBInstanceSecret" 
                    }, 
                    "IAMAuth": "DISABLED" 
                } 
            ], 
            "VpcSubnetIds": [ 
                { 
                    "Ref": "SubnetOne" 
                }, 
                { 
                    "Ref": "SubnetTwo" 
                } 
            ], 
            "RequireTLS": true 
        } 
    }
} 
                 

YAML example

DBProxy: 
  Type: AWS::RDS::DBProxy 
  Properties: 
    DBProxyName: sample-db-proxy 
    EngineFamily: MYSQL 
    IdleClientTimeout: 120 
    RoleArn: !GetAtt 'ProxySecretAccessRole.Arn' 
    Auth: 
      - AuthScheme: SECRETS 
        SecretArn: !Ref 'DBInstanceSecret' 
        IAMAuth: DISABLED 
    VpcSubnetIds: 
      - !Ref 'SubnetOne' 
      - !Ref 'SubnetTwo' 
    RequireTLS: true 
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CT.RDS.PR.26 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_proxy_tls_check
#  
# Description:
#   This control checks whether an Amazon RDS DB Proxy is configured to require 
 Transport Layer Security (TLS) for connections to the proxy.
#  
# Reports on:
#   AWS::RDS::DBProxy
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon RDS DB proxy resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB proxy resource
#       And: 'RequireTLS' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB proxy resource
#       And: 'RequireTLS' has been provided and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an Amazon RDS DB proxy resource
#       And: 'RequireTLS' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let RDS_DB_PROXY_TYPE = "AWS::RDS::DBProxy"

#
# Assignments
#
let rds_db_proxies = Resources.*[ Type == %RDS_DB_PROXY_TYPE ]

#
# Primary Rules
#
rule rds_proxy_tls_check when is_cfn_template(%INPUT_DOCUMENT) 
                              %rds_db_proxies not empty { 
    check(%rds_db_proxies.Properties) 
        << 
        [CT.RDS.PR.26]: Require an Amazon RDS DB Proxy to require Transport Layer 
 Security (TLS) connections 
        [FIX]: Set the value of the RequireTLS property to true. 
        >>
}

rule rds_proxy_tls_check when is_cfn_hook(%INPUT_DOCUMENT, %RDS_DB_PROXY_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_PROXY_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.26]: Require an Amazon RDS DB Proxy to require Transport Layer 
 Security (TLS) connections 
        [FIX]: Set the value of the RequireTLS property to true. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_proxy) { 
    %rds_db_proxy { 
        # Scenarios 2 
        RequireTLS exists 
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        # Scenarios 3 and 4 
        RequireTLS == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.26 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
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        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  ProxySecretAccessRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: rds.amazonaws.com 
          Action: sts:AssumeRole 
      Policies: 
      - PolicyName: SecretAccessPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - secretsmanager:GetSecretValue 
            Resource: 
              Ref: DBInstanceSecret 
          - Effect: Allow 
            Action: 
            - kms:Decrypt 
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            Resource: 
              Fn::Sub: arn:${AWS::Partition}:kms:${AWS::Region}:${AWS::AccountId}:key/* 
            Condition: 
              StringEquals: 
                kms:ViaService: 
                  Fn::Sub: secretsmanager.${AWS::Region}.amazonaws.com 
              ForAnyValue:StringEquals: 
                kms:ResourceAliases: alias/aws/secretsmanager 
  DBProxy: 
    Type: AWS::RDS::DBProxy 
    Properties: 
      DBProxyName: 
        Fn::Sub: ${AWS::StackName}-example 
      EngineFamily: MYSQL 
      IdleClientTimeout: 120 
      RoleArn: 
        Fn::GetAtt: ProxySecretAccessRole.Arn 
      Auth: 
      - AuthScheme: SECRETS 
        SecretArn: 
          Ref: DBInstanceSecret 
        IAMAuth: DISABLED 
      VpcSubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      RequireTLS: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  SubnetOne: 
    Type: AWS::EC2::Subnet 
    Properties: 
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      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
  SubnetTwo: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.1.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 1 
        - Fn::GetAZs: '' 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  ProxySecretAccessRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: rds.amazonaws.com 
          Action: sts:AssumeRole 
      Policies: 
      - PolicyName: SecretAccessPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - secretsmanager:GetSecretValue 
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            Resource: 
              Ref: DBInstanceSecret 
          - Effect: Allow 
            Action: 
            - kms:Decrypt 
            Resource: 
              Fn::Sub: arn:${AWS::Partition}:kms:${AWS::Region}:${AWS::AccountId}:key/* 
            Condition: 
              StringEquals: 
                kms:ViaService: 
                  Fn::Sub: secretsmanager.${AWS::Region}.amazonaws.com 
              ForAnyValue:StringEquals: 
                kms:ResourceAliases: alias/aws/secretsmanager 
  DBProxy: 
    Type: AWS::RDS::DBProxy 
    Properties: 
      DBProxyName: 
        Fn::Sub: ${AWS::StackName}-example 
      EngineFamily: MYSQL 
      IdleClientTimeout: 120 
      RoleArn: 
        Fn::GetAtt: ProxySecretAccessRole.Arn 
      Auth: 
      - AuthScheme: SECRETS 
        SecretArn: 
          Ref: DBInstanceSecret 
        IAMAuth: DISABLED 
      VpcSubnetIds: 
      - Ref: SubnetOne 
      - Ref: SubnetTwo 
      RequireTLS: false 

     

[CT.RDS.PR.27] Require an Amazon Relational Database Service DB cluster parameter group to 
require Transport Layer Security (TLS) connections for supported engine types

This control checks whether an Amazon Relational Database Service DB cluster parameter group 
requires Transport Layer Security (TLS) connections for supported engine types.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule
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• Control behavior: Proactive

• Resource types: AWS::RDS::DBClusterParameterGroup

• AWS CloudFormation guard rule:  CT.RDS.PR.27 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.27 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.RDS.PR.27 example templates

Explanation

You can use Secure Socket Layer (SSL) or Transport Layer Security (TLS) from your application 
to encrypt a connection to a DB cluster running Aurora MySQL, Aurora PostgreSQL, MySQL, 
or PostgreSQL. SSL/TLS connections provide a layer of security by encrypting data that moves 
between your client and DB cluster.

Usage considerations

• This control applies only to Amazon RDS DB cluster parameter groups with families
aurora-mysql, aurora-postgresql, postgres, or mysql.

Remediation for rule failure

For Amazon RDS DB cluster parameter groups with aurora-mysql and mysql families, in the 
Parameters property, set the value of require_secure_transport to true. For Amazon RDS DB 
cluster parameter groups with aurora-postgresql amd postgres families, in the Parameters 
property, set the value of rds.force_ssl to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster Parameter Group - Example One

An Amazon RDS DB cluster parameter group configured to require TLS/SSL for all connections to 
Aurora MySQL DB clusters. The example is shown in JSON and in YAML.
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JSON example

{ 
    "RDSDBClusterParameterGroup": { 
        "Type": "AWS::RDS::DBClusterParameterGroup", 
        "Properties": { 
            "Description": "sample-db-parameter-group", 
            "Family": "aurora-mysql5.7", 
            "Parameters": { 
                "require_secure_transport": "ON" 
            } 
        } 
    }
} 
                 

YAML example

RDSDBClusterParameterGroup: 
  Type: AWS::RDS::DBClusterParameterGroup 
  Properties: 
    Description: sample-db-parameter-group 
    Family: aurora-mysql5.7 
    Parameters: 
      require_secure_transport: 'ON' 

                 

The examples that follow show how to implement this remediation.

Amazon RDS DB Cluster Parameter Group - Example Two

An Amazon RDS DB cluster parameter group configured to require TLS/SSL for all connections to 
PostgreSQL DB clusters. The example is shown in JSON and in YAML.

JSON example

{ 
    "RDSDBClusterParameterGroup": { 
        "Type": "AWS::RDS::DBClusterParameterGroup", 
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        "Properties": { 
            "Description": "sample-db-parameter-group", 
            "Family": "postgres14", 
            "Parameters": { 
                "rds.force_ssl": true 
            } 
        } 
    }
} 
                 

YAML example

RDSDBClusterParameterGroup: 
  Type: AWS::RDS::DBClusterParameterGroup 
  Properties: 
    Description: sample-db-parameter-group 
    Family: postgres14 
    Parameters: 
      rds.force_ssl: true 

                 

CT.RDS.PR.27 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_db_cluster_parameter_group_tls_check
#  
# Description:
#   This control checks whether an Amazon RDS DB cluster parameter group requires 
 Transport Layer Security (TLS) connections for supported engine types.
#  
# Reports on:
#   AWS::RDS::DBClusterParameterGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
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#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon RDS DB cluster parameter 
 group resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster parameter group 
 resource
#       And: 'Family' has not been provided or has been provided and set to an RDS DB 
 cluster
#            parameter group family other than 'aurora-mysql', 'aurora-postgresql', 
 'postgres',
#            or 'mysql' families
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster parameter group 
 resource
#       And: 'Family' has been provided and set to an 'aurora-mysql' Amazon RDS DB 
 cluster parameter
#            group family
#       And: In 'Parameters', 'require_secure_transport' has not been provided, or
#            has been provided and set to a value other than 'ON'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster parameter group 
 resource
#       And: 'Family' has been provided and set to a 'mysql' Amazon RDS DB cluster 
 parameter
#            group family
#       And: In 'Parameters', 'require_secure_transport' has not been provided, or
#            has been provided and set to a value other than a boolean true value
#      Then: FAIL
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#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster parameter group 
 resource
#       And: 'Family' has been provided and set to an 'aurora-postgresql' or 'postgres'
#            Amazon RDS DB cluster parameter group family
#       And: In 'Parameters', 'rds.force_ssl' has not been provided, or has been 
 provided
#            and set to a value other than a boolean true value
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster parameter group 
 resource
#       And: 'Family' has been provided and set to an 'aurora-mysql' RDS DB cluster 
 parameter
#            group family
#       And: In 'Parameters', 'require_secure_transport' has been provided and set
#            to 'ON'
#      Then: PASS
#   Scenario: 7
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster parameter group 
 resource
#       And: 'Family' has been provided and set to a 'mysql' Amazon RDS DB cluster 
 parameter group family
#       And: In 'Parameters', 'require_secure_transport' has been provided and set
#            to a boolean true value
#      Then: PASS
#   Scenario: 8
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster parameter group 
 resource
#       And: 'Family' has been provided and set to an 'aurora-postgresql' or 'postgres' 
 RDS DB
#            cluster parameter group family
#       And: In 'Parameters', 'rds.force_ssl' has been provided and set
#            to a boolean true value
#      Then: PASS
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#
# Constants
#
let INPUT_DOCUMENT = this
let RDS_DB_CLUSTER_PARAMETER_GROUP_TYPE = "AWS::RDS::DBClusterParameterGroup"

let AURORA_MYSQL_PG_FAMILY = /^aurora-mysql/
let AURORA_POSTGRES_PG_FAMILY = /^aurora-postgresql/
let MYSQL_PG_FAMILY = /^mysql/
let POSTGRES_PG_FAMILY = /^postgres/

let BOOLEAN_TRUE_VALUES = [ 
    true, 
    1, "1", 
    "true", "True", "TRUE", 
    "on", "On", "ON"
]
let AURORA_MSQL_ON_PATTERN = /(?i)^on$/

#
# Assignments
#
let rds_db_cluster_parameter_groups = Resources.*[ Type == 
 %RDS_DB_CLUSTER_PARAMETER_GROUP_TYPE ]

#
# Primary Rules
#
rule rds_db_cluster_parameter_group_tls_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                   %rds_db_cluster_parameter_groups not 
 empty { 
    check(%rds_db_cluster_parameter_groups.Properties) 
        << 
        [CT.RDS.PR.27]: Require an Amazon RDS DB cluster parameter group to require 
 Transport Layer Security (TLS) connections for supported engine types 
        [FIX]: For RDS DB cluster parameter groups with 'aurora-mysql' and 'mysql' 
 families, in the Parameters property, set the value of 'require_secure_transport' 
 to true. For RDS DB cluster parameter groups with 'aurora-postgresql' amd 'postgres' 
 families, in  the Parameters property, set the value of 'rds.force_ssl' to true. 
        >>
}

rule rds_db_cluster_parameter_group_tls_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_CLUSTER_PARAMETER_GROUP_TYPE) { 
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    check(%INPUT_DOCUMENT.%RDS_DB_CLUSTER_PARAMETER_GROUP_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.27]: Require an Amazon RDS DB cluster parameter group to require 
 Transport Layer Security (TLS) connections for supported engine types 
        [FIX]: For RDS DB cluster parameter groups with 'aurora-mysql' and 'mysql' 
 families, in the Parameters property, set the value of 'require_secure_transport' 
 to true. For Amazon RDS DB cluster parameter groups with 'aurora-postgresql' amd 
 'postgres' families, in  the Parameters property, set the value of 'rds.force_ssl' to 
 true. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_parameter_group) { 
    %rds_parameter_group [ 
        # Scenario 2 
        filter_pg_aurora_mysql_families(this) 
    ] { 
        # Scenarios 3 and 5 
        Parameters exists 
        Parameters is_struct 
        Parameters { 
            require_secure_transport exists 
            require_secure_transport in %AURORA_MSQL_ON_PATTERN 
        } 
    } 

    %rds_parameter_group [ 
        # Scenario 2 
        filter_pg_mysql_families(this) 
    ] { 
        # Scenarios 3 and 5 
        Parameters exists 
        Parameters is_struct 
        Parameters { 
            require_secure_transport exists 
            require_secure_transport in %BOOLEAN_TRUE_VALUES 
        } 
    } 

    %rds_parameter_group [ 
        # Scenario 2 
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        filter_pg_postgres_families(this) 
    ] { 
        # Scenarios 4 and 6 
        Parameters exists 
        Parameters is_struct 
        Parameters { 
            "rds.force_ssl" exists 
            "rds.force_ssl" in %BOOLEAN_TRUE_VALUES 
        } 
    }
}

rule filter_pg_aurora_mysql_families(parameter_group) { 
    %parameter_group { 
        Family exists 
        Family in %AURORA_MYSQL_PG_FAMILY 
    }
}

rule filter_pg_mysql_families(parameter_group) { 
    %parameter_group { 
        Family exists 
        Family in %MYSQL_PG_FAMILY 
    }
}

rule filter_pg_postgres_families(parameter_group) { 
    %parameter_group { 
        Family exists 
        Family in %AURORA_POSTGRES_PG_FAMILY or 
        Family in %POSTGRES_PG_FAMILY 
    }
}

#
# Utility Rules
#
rule check_is_list_and_not_empty(value) { 
    %value { 
        this is_list 
        this not empty 
    }
}
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rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.27 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RDSDBClusterParameterGroup: 
    Type: AWS::RDS::DBClusterParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: aurora-mysql5.7 
      Parameters: 
        require_secure_transport: 'ON' 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RDSDBClusterParameterGroup: 
    Type: AWS::RDS::DBClusterParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: postgres14 
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      Parameters: 
        rds.force_ssl: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RDSDBClusterParameterGroup: 
    Type: AWS::RDS::DBClusterParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: aurora-mysql5.7 
      Parameters: 
        require_secure_transport: 'OFF' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RDSDBClusterParameterGroup: 
    Type: AWS::RDS::DBClusterParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: mysql8.0 
      Parameters: 
        require_secure_transport: 0 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  RDSDBClusterParameterGroup: 
    Type: AWS::RDS::DBClusterParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: postgres15 
      Parameters: 
        rds.force_ssl: false 

     

[CT.RDS.PR.28] Require an Amazon Relational Database Service DB parameter group to require 
Transport Layer Security (TLS) connections for supported engine types

This control checks whether an Amazon Relational Database Service DB parameter group requires 
Transport Layer Security (TLS) connections, for supported engine types.

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBParameterGroup

• AWS CloudFormation guard rule:  CT.RDS.PR.28 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.28 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.RDS.PR.28 example templates

Explanation

You can use Secure Socket Layer (SSL) or Transport Layer Security (TLS) from your application to 
encrypt a connection to a DB instance running MariaDB, Microsoft SQL Server, MySQL, Oracle, 
or PostgreSQL. SSL/TLS connections provide a layer of security by encrypting data that moves 
between your client and DB instance.
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Usage considerations

• This control applies only to Amazon RDS DB parameter groups with families postgres,
sqlserver, mariadb (excluding mariadb10.0 to mariadb10.4), and mysql
(excluding mysql5.5 to mysql5.6)

Remediation for rule failure

For Amazon RDS DB instance parameter groups with mysql and mariadb families, in
Parameters, set require_secure_transport to true. For Amazon RDS DB instance 
parameter groups with postgres and sqlserver families, in Parameters, set rds.force_ssl
to true.

The examples that follow show how to implement this remediation.

Amazon RDS DB Parameter Group - Example One

An Amazon RDS DB parameter group configured to require TLS/SSL for all connections to MariaDB 
DB instances. The example is shown in JSON and in YAML.

JSON example

{ 
    "RDSDBParameterGroup": { 
        "Type": "AWS::RDS::DBParameterGroup", 
        "Properties": { 
            "Description": "sample-db-parameter-group", 
            "Family": "mariadb10.6", 
            "Parameters": { 
                "require_secure_transport": true 
            } 
        } 
    }
} 
                 

YAML example
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RDSDBParameterGroup: 
  Type: AWS::RDS::DBParameterGroup 
  Properties: 
    Description: sample-db-parameter-group 
    Family: mariadb10.6 
    Parameters: 
      require_secure_transport: true 

                 

The examples that follow show how to implement this remediation.

Amazon RDS DB Parameter Group - Example Two

An Amazon RDS DB parameter group configured to require TLS/SSL for all connections to 
PostgreSQL DB instances. The example is shown in JSON and in YAML.

JSON example

{ 
    "RDSDBParameterGroup": { 
        "Type": "AWS::RDS::DBParameterGroup", 
        "Properties": { 
            "Description": "sample-db-parameter-group", 
            "Family": "postgres14", 
            "Parameters": { 
                "rds.force_ssl": true 
            } 
        } 
    }
} 
                 

YAML example

RDSDBParameterGroup: 
  Type: AWS::RDS::DBParameterGroup 
  Properties: 
    Description: sample-db-parameter-group 
    Family: postgres14 
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    Parameters: 
      rds.force_ssl: true 

                 

CT.RDS.PR.28 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_db_parameter_group_tls_check
#  
# Description:
#   This control checks whether an Amazon RDS DB parameter group requires Transport 
 Layer Security (TLS) connections, for supported engine types.
#  
# Reports on:
#   AWS::RDS::DBParameterGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon RDS DB parameter group 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB parameter group resource
#       And: 'Family' has not been provided or has been provided and set to an Amazon 
 RDS DB
#            parameter group family other than one with support for requiring TLS 
 connections
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#            ('mariadb' - excluding mariadb families 10.0 to 10.4, 'mysql' - excluding 
 mysql
#            families 5.5 to 5.6, 'postgres' or 'sqlserver')
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB parameter group resource
#       And: 'Family' has been provided and set to Amazon RDS parameter group families 
 'mariadb'
#            (excluding families 10.0 to 10.4) or 'mysql' (excluding families 5.5 to 
 5.6)
#       And: In 'Parameters', 'require_secure_transport' has not been provided, or
#            has been provided and set to a value other than a boolean true value
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB parameter group resource
#       And: 'Family' has been provided and set to Amazon RDS parameter group families 
 'sqlserver' or 'postgres'
#       And: In 'Parameters', 'rds.force_ssl' has not been provided, or has been 
 provided
#            and set to a value other than a boolean true value
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB parameter group resource
#       And: 'Family' has been provided and set to Amazon RDS parameter group families 
 'mariadb'
#            (excluding families 10.0 to 10.4) or 'mysql' (excluding families 5.5 to 
 5.6)
#       And: In 'Parameters', 'require_secure_transport' has been provided and set to
#            a boolean true value
#      Then: PASS
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB parameter group resource
#       And: 'Family' has been provided and set to Amazon RDS parameter group families 
 'sqlserver' or 'postgres'
#       And: In 'Parameters', 'rds.force_ssl' has been provided and set to
#            a boolean true value
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#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let RDS_DB_PARAMETER_GROUP_TYPE = "AWS::RDS::DBParameterGroup"

let MYSQL_PG_FAMILY = /^mysql/
let MARIADB_PG_FAMILY = /^mariadb/
let POSTGRES_PG_FAMILY = /^postgres/
let SQLSERVER_PG_FAMILY = /^sqlserver/

let MYSQL_FAMILIES_WITH_NO_SECURE_TRANSPORT_SUPPORT = [ 
    "mysql5.5", 
    "mysql5.6"
]
let MARIADB_FAMILIES_WITH_NO_SECURE_TRANSPORT_SUPPORT = [ 
    "mariadb10.0", 
    "mariadb10.1", 
    "mariadb10.2", 
    "mariadb10.3", 
    "mariadb10.4"
]
let BOOLEAN_TRUE_VALUES = [ 
    true, 
    1, "1", 
    "true", "True", "TRUE", 
    "on", "On", "ON"
]

#
# Assignments
#
let rds_db_parameter_groups = Resources.*[ Type == %RDS_DB_PARAMETER_GROUP_TYPE ]

#
# Primary Rules
#
rule rds_db_parameter_group_tls_check when is_cfn_template(%INPUT_DOCUMENT) 
                                           %rds_db_parameter_groups not empty { 
    check(%rds_db_parameter_groups.Properties) 
        << 
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        [CT.RDS.PR.28]: Require an Amazon RDS DB parameter group to require Transport 
 Layer Security (TLS) connections for supported engine types 
        [FIX]: For Amazon RDS DB instance parameter groups with 'mysql' and 'mariadb' 
 families, in 'Parameters', set 'require_secure_transport' to 'true'. For Amazon RDS DB 
 instance parameter groups with 'postgres' and 'sqlserver' families, in 'Parameters', 
 set 'rds.force_ssl' to 'true'. 
        >>
}

rule rds_db_parameter_group_tls_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_PARAMETER_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_PARAMETER_GROUP_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.28]: Require an Amazon RDS DB parameter group to require Transport 
 Layer Security (TLS) connections for supported engine types 
        [FIX]: For Amazon RDS DB instance parameter groups with 'mysql' and 'mariadb' 
 families, in 'Parameters', set 'require_secure_transport' to 'true'. For Amazon RDS DB 
 instance parameter groups with 'postgres' and 'sqlserver' families, in 'Parameters', 
 set 'rds.force_ssl' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_parameter_group) { 
    %rds_parameter_group [ 
        # Scenario 2 
        filter_pg_mysql_maria_families(this) 
    ] { 
        # Scenarios 3 and 5 
        Parameters exists 
        Parameters is_struct 
        Parameters { 
            require_secure_transport exists 
            require_secure_transport in %BOOLEAN_TRUE_VALUES 
        } 
    } 

    %rds_parameter_group [ 
        # Scenario 2 
        filter_pg_postgres_sqlserver_families(this) 
    ] { 
        # Scenarios 4 and 6 
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        Parameters exists 
        Parameters is_struct 
        Parameters { 
            "rds.force_ssl" exists 
            "rds.force_ssl" in %BOOLEAN_TRUE_VALUES 
        } 
    }
}

rule filter_pg_mysql_maria_families(parameter_group) { 
    %parameter_group { 
        Family exists 
        filter_mysql_family(this) or 
        filter_mariadb_family(this) 
    }
}

rule filter_mysql_family(parameter_group) { 
    %parameter_group { 
        Family in %MYSQL_PG_FAMILY 
        Family not in %MYSQL_FAMILIES_WITH_NO_SECURE_TRANSPORT_SUPPORT 
    }
}

rule filter_mariadb_family(parameter_group) { 
    %parameter_group { 
        Family in %MARIADB_PG_FAMILY 
        Family not in %MARIADB_FAMILIES_WITH_NO_SECURE_TRANSPORT_SUPPORT 
    }
}

rule filter_pg_postgres_sqlserver_families(parameter_group) { 
    %parameter_group { 
        Family exists 
        Family in %POSTGRES_PG_FAMILY or 
        Family in %SQLSERVER_PG_FAMILY 
    }
}

#
# Utility Rules
#
rule check_is_list_and_not_empty(value) { 
    %value { 
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        this is_list 
        this not empty 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.28 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RDSDBParameterGroup: 
    Type: AWS::RDS::DBParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: mariadb10.6 
      Parameters: 
        require_secure_transport: true 

     

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  RDSDBParameterGroup: 
    Type: AWS::RDS::DBParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: postgres14 
      Parameters: 
        rds.force_ssl: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RDSDBParameterGroup: 
    Type: AWS::RDS::DBParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: mariadb10.6 
      Parameters: 
        require_secure_transport: false 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RDSDBParameterGroup: 
    Type: AWS::RDS::DBParameterGroup 
    Properties: 
      Description: 
        Fn::Sub: ${AWS::StackName}-example 
      Family: postgres15 
      Parameters: 
        rds.force_ssl: false 
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[CT.RDS.PR.29] Require an Amazon RDS cluster not be configured to be publicly accessible by 
means of the 'PubliclyAccessible' property

This control checks whether an Amazon Relational Database Service database cluster is configured 
to be publicly accessible, or not, as determined by the setting of the PubliclyAccessible property.

• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBCluster

• AWS CloudFormation guard rule:  CT.RDS.PR.29 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.29 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.RDS.PR.29 example templates

Explanation

The PubliclyAccessible property in the Amazon RDS DB cluster AWS CloudFormation resource 
indicates whether the DB cluster is publicly accessible. When the DB instance is configured with the 
PubliclyAccessible property set to true, its Domain Name System (DNS) endpoint resolves to the 
public IP address from outside of the DB cluster's virtual private cloud (VPC), and it also resolves to 
the private IP address from within the DB cluster's VPC.

Unless you intend for your Amazon RDS DB cluster to be publicly accessible, do not configure the 
Amazon RDS DB cluster with the PubliclyAccessible value set to true, because this configuration 
may allow unwanted traffic to your database instance.

Remediation for rule failure

Set the value of the PubliclyAccessible property to false.

The examples that follow show how to implement this remediation.
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Amazon RDS DB Cluster - Example

An Amazon RDS Multi-AZ Postgres DB cluster configured not to be publicly accessible. The example 
is shown in JSON and in YAML.

JSON example

{ 
    "DBCluster": { 
        "Type": "AWS::RDS::DBCluster", 
        "Properties": { 
            "Engine": "postgres", 
            "DBClusterInstanceClass": "db.m6gd.large", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
            }, 
            "DBSubnetGroupName": { 
                "Ref": "DBSubnetGroup" 
            }, 
            "AllocatedStorage": 100, 
            "StorageType": "io1", 
            "Iops": 3000, 
            "PubliclyAccessible": false 
        } 
    }
} 
                 

YAML example

DBCluster: 
  Type: AWS::RDS::DBCluster 
  Properties: 
    Engine: postgres 
    DBClusterInstanceClass: db.m6gd.large 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBClusterSecret}::password}}' 
    DBSubnetGroupName: !Ref 'DBSubnetGroup' 
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    AllocatedStorage: 100 
    StorageType: io1 
    Iops: 3000 
    PubliclyAccessible: false 

                 

CT.RDS.PR.29 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_cluster_public_access_check
#  
# Description:
#   This control checks whether an Amazon RDS database cluster is configured to be 
 publicly accessible, or not, as determined by the setting of the PubliclyAccessible 
 property.
#  
# Reports on:
#   AWS::RDS::DBCluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon RDS DB cluster resources
#       Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster resource
#       And: 'Engine' has been provided and set to a database engine type other than a
#            Multi-AZ database engine (type other than 'mysql' or 'postgres')
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#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster resource
#       And: 'Engine' has been provided and set to a Multi-AZ database engine
#            ('mysql', 'postgres')
#       And: 'PubliclyAccessible' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster resource
#       And: 'Engine' has been provided and set to a Multi-AZ database engine
#            ('mysql', 'postgres')
#       And: 'PubliclyAccessible' has been provided and set to a value other than 
 bool(false)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon RDS DB cluster resource
#       And: 'Engine' has been provided and set to a Multi-AZ database engine
#            ('mysql', 'postgres')
#       And: 'PubliclyAccessible' has been provided and set to bool(false)
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let RDS_DB_CLUSTER_TYPE = "AWS::RDS::DBCluster"
let MULTI_AZ_ENGINE_TYPES = [ "mysql", "postgres" ]

#
# Assignments
#
let rds_db_clusters = Resources.*[ Type == %RDS_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule rds_cluster_public_access_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %rds_db_clusters not empty { 
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    check(%rds_db_clusters.Properties) 
        << 
        [CT.RDS.PR.29]: Require an Amazon RDS cluster not be configured to be publicly 
 accessible by means of the 'PubliclyAccessible' property 
        [FIX]: Set the value of the PubliclyAccessible property to false. 
        >>
}

rule rds_cluster_public_access_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.RDS.PR.29]: Require an Amazon RDS cluster not be configured to be publicly 
 accessible by means of the 'PubliclyAccessible' property 
        [FIX]: Set the value of the PubliclyAccessible property to false. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_cluster) { 
    %rds_db_cluster[ 
        filter_multi_az_engine(this) 
    ] { 
        # Scenario 2 
        PubliclyAccessible exists 

        # Scenarios 3 and 4 
        PubliclyAccessible == false 
    }
}

rule filter_multi_az_engine(rds_db_cluster) { 
    %rds_db_cluster { 
        Engine exists 
        Engine in %MULTI_AZ_ENGINE_TYPES 
    }
}

#
# Utility Rules
#
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rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.RDS.PR.29 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: '"@/\' 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      DBClusterIdentifier: example-db-cluster 
      DBClusterInstanceClass: db.m5d.large 
      MasterUsername: 
        Fn::Sub: "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
      MasterUserPassword: 
        Fn::Sub: "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
      Engine: mysql 
      AllocatedStorage: 100 
      StorageType: io1 
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      Iops: 1000 
      PubliclyAccessible: false 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  DBClusterSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: '"@/\' 
  DBCluster: 
    Type: AWS::RDS::DBCluster 
    Properties: 
      DBClusterIdentifier: example-db-cluster-public 
      DBClusterInstanceClass: db.m5d.large 
      MasterUsername: 
        Fn::Sub: "{{resolve:secretsmanager:${DBClusterSecret}::username}}" 
      MasterUserPassword: 
        Fn::Sub: "{{resolve:secretsmanager:${DBClusterSecret}::password}}" 
      Engine: mysql 
      AllocatedStorage: 100 
      StorageType: io1 
      Iops: 1000 
      PubliclyAccessible: true 

     

[CT.RDS.PR.30] Require that an Amazon RDS database instance has encryption at rest 
configured to use a KMS key that you specify for supported engine types

This control checks whether storage encryption is enabled for your Amazon RDS database (DB) 
instance, and that the encryption uses a KMS key that you specify for supported engine types.

• Control objective: Encrypt data at rest

Proactive controls 2059



AWS Control Tower User Guide

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::RDS::DBInstance

• AWS CloudFormation guard rule:  CT.RDS.PR.30 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.RDS.PR.30 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.RDS.PR.30 example templates

Explanation

As an added layer of security for your sensitive data in Amazon RDS DB instances, you can 
configure your Amazon RDS DB instances to be encrypted at rest. To encrypt your Amazon RDS DB 
instances and snapshots at rest, enable the encryption option for your Amazon RDS DB instances. 
Data that is encrypted at rest includes the underlying storage for DB instances, its automated 
backups, read replicas, and snapshots.

Amazon RDS-encrypted DB instances use the open standard AES-256 encryption algorithm to 
encrypt your data residing on the server that hosts your Amazon RDS DB instances. After your 
data is encrypted, Amazon RDS handles authentication of access and decryption of your data 
transparently, with a minimal impact on performance. You do not need to modify your database 
client applications to use encryption.

Amazon RDS encryption is available for all database engines and storage types. Amazon RDS 
encryption is available for most DB instance classes.

Usage considerations

• This control applies only to Amazon RDS DB engine types mariadb, mysql, oracle-
ee, oracle-ee-cdb, oracle-se2, oracle-se2-cdb, postgres, sqlserver-ee,
sqlserver-se, and sqlserver-web

• This control applies only when the Engine property is provided. It does not apply when 
restoring from a DB snapshot or cluster snapshot where an Engine has not been set 
explicitly.
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• This control requires that a KMS key is specified for Amazon RDS DB instance resources. 
It does not check the properties of the KMS key used, such as whether the KMS key is 
customer-managed or service-managed.

• Consider using a customer-managed key if you want full control over the KMS key, which 
includes establishing and maintaining the key's policies, IAM policies, and grants, as 
well as enabling and disabling the key, rotating its cryptographic material, adding tags, 
creating aliases that refer to the KMS key, and scheduling the KMS key for deletion.

Remediation for rule failure

Set the KmsKeyId property to the ARN of an AWS KMS key that is configured to grant key usage 
permissions to Amazon RDS.

The examples that follow show how to implement this remediation.

Amazon RDS DB instance - Example

An Amazon RDS DB instance with storage encryption enabled. The example is shown in JSON and 
in YAML.

JSON example

{ 
    "RDSDBInstance": { 
        "Type": "AWS::RDS::DBInstance", 
        "Properties": { 
            "Engine": "postgres", 
            "EngineVersion": 14.2, 
            "DBInstanceClass": "db.m5.large", 
            "StorageType": "gp2", 
            "AllocatedStorage": 5, 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${DBInstanceSecret}::password}}" 
            }, 
            "StorageEncrypted": true, 
            "KmsKeyId": { 
                "Ref": "KMSKey" 
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            } 
        } 
    }
} 
                 

YAML example

RDSDBInstance: 
  Type: AWS::RDS::DBInstance 
  Properties: 
    Engine: postgres 
    EngineVersion: 14.2 
    DBInstanceClass: db.m5.large 
    StorageType: gp2 
    AllocatedStorage: 5 
    MasterUsername: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    StorageEncrypted: true 
    KmsKeyId: !Ref 'KMSKey' 

                 

CT.RDS.PR.30 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   rds_storage_encrypted_kms_key_check
#  
# Description:
#   This control checks whether storage encryption is enabled for your Amazon RDS 
 database (DB) instance, and that the encryption uses a KMS key that you specify for 
 supported engine types.
#  
# Reports on:
#   AWS::RDS::DBInstance
#  
# Evaluates:
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#   AWS CloudFormation, AWS CloudFormation Hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon RDS DB instance resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Amazon RDS DB instance resource
#       And: 'Engine' is not one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb',
#            'oracle-se2', 'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-
se',
#            'sqlserver-web'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Amazon RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb',
#            'oracle-se2', 'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-
se',
#            'sqlserver-web'
#       And: 'KmsKeyId' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Amazon RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb',
#            'oracle-se2', 'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-
se',
#            'sqlserver-web'
#       And: 'KmsKeyId' has been provided as an empty string or invalid local reference
#            to a KMS key ID or alias or ARN
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains a Amazon RDS DB instance resource
#       And: 'Engine' is one of 'mariadb', 'mysql', 'oracle-ee', 'oracle-ee-cdb',
#            'oracle-se2', 'oracle-se2-cdb', 'postgres', 'sqlserver-ee', 'sqlserver-
se',
#            'sqlserver-web'
#       And: 'KmsKeyId' has been provided as a non-empty string or valid local 
 reference
#            to a KMS key ID or alias or ARN
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let RDS_DB_INSTANCE_TYPE = "AWS::RDS::DBInstance"
let SUPPORTED_RDS_INSTANCE_ENGINES = [ 
    "mariadb", "mysql", "oracle-ee", "oracle-ee-cdb", "oracle-se2", 
    "oracle-se2-cdb", "postgres", "sqlserver-ee", "sqlserver-se", 
    "sqlserver-web"
]

#
# Assignments
#
let rds_db_instances = Resources.*[ Type == %RDS_DB_INSTANCE_TYPE ]

#
# Primary Rules
#
rule rds_storage_encrypted_kms_key_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %rds_db_instances not empty { 
    check(%rds_db_instances.Properties) 
        << 
        [CT.RDS.PR.30]: Require that an Amazon RDS database instance has encryption at 
 rest configured to use a KMS key that you specify for supported engine types 
        [FIX]: Set the KmsKeyId property to the ARN of an AWS KMS key that is 
 configured to grant key usage permissions to Amazon RDS. 
        >>
}

rule rds_storage_encrypted_kms_key_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %RDS_DB_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%RDS_DB_INSTANCE_TYPE.resourceProperties) 
        << 
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        [CT.RDS.PR.30]: Require that an Amazon RDS database instance has encryption at 
 rest configured to use a KMS key that you specify for supported engine types 
        [FIX]: Set the KmsKeyId property to the ARN of an AWS KMS key that is 
 configured to grant key usage permissions to Amazon RDS. 
        >>
}

#
# Parameterized Rules
#
rule check(rds_db_instance) { 
    %rds_db_instance [ 
        # Scenario 2 
        filter_engine(this) 
    ] { 
        # Scenario 3 
        KmsKeyId exists 

        # Scenarios 4 and 5 
        check_is_string_and_not_empty(KmsKeyId) or 
        check_local_references(%INPUT_DOCUMENT, KmsKeyId, "AWS::KMS::Key") or 
        check_local_references(%INPUT_DOCUMENT, KmsKeyId, "AWS::KMS::Alias") 
    }
}

rule filter_engine(rds_db_instance) { 
    %rds_db_instance { 
        Engine exists 
        Engine is_string 
        Engine in %SUPPORTED_RDS_INSTANCE_ENGINES 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
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    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_RESOURCE_TYPE) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_RESOURCE_TYPE) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_RESOURCE_TYPE) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_RESOURCE_TYPE 
    }
} 

     

CT.RDS.PR.30 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  KMSKey: 
    Type: AWS::KMS::Key 
    Properties: 
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      KeyPolicy: 
        Version: 2012-10-17 
        Id: example-policy 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: 
              Fn::Sub: arn:${AWS::Partition}:iam::${AWS::AccountId}:root 
          Action: kms:* 
          Resource: '*' 
      KeySpec: SYMMETRIC_DEFAULT 
      EnableKeyRotation: true 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS DB instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasteruser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: '"@/\' 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: mysql 
      EngineVersion: 5.7 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
      StorageEncrypted: true 
      KmsKeyId: 
        Ref: KMSKey 
    DeletionPolicy: Delete 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  DBInstanceSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: RDS instance secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "exampleuser"}' 
        GenerateStringKey: password 
        PasswordLength: 22 
        ExcludeCharacters: "/@\"" 
  DBInstance: 
    Type: AWS::RDS::DBInstance 
    Properties: 
      Engine: postgres 
      EngineVersion: 15.4 
      DBInstanceClass: db.m5.large 
      StorageType: gp2 
      AllocatedStorage: 5 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${DBInstanceSecret}::password}}' 
    DeletionPolicy: Delete 

     

Amazon Redshift controls

Topics

• [CT.REDSHIFT.PR.1] Require an Amazon Redshift cluster to prohibit public access

• [CT.REDSHIFT.PR.2] Require an Amazon Redshift cluster to have automatic snapshots configured

• [CT.REDSHIFT.PR.3] Require an Amazon Redshift cluster to have audit logging configured

• [CT.REDSHIFT.PR.4] Require an Amazon Redshift cluster to have automatic upgrades to major 
versions configured

• [CT.REDSHIFT.PR.5] Require an Amazon Redshift cluster to have enhanced VPC routing

• [CT.REDSHIFT.PR.6] Require an Amazon Redshift cluster to have a unique administrator 
username

• [CT.REDSHIFT.PR.7] Require an Amazon Redshift cluster to have a unique database name
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• [CT.REDSHIFT.PR.8] Require an Amazon Redshift cluster to be encrypted

• [CT.REDSHIFT.PR.9] Require that an Amazon Redshift cluster parameter group is configured to 
use Secure Sockets Layer (SSL) for encryption of data in transit

[CT.REDSHIFT.PR.1] Require an Amazon Redshift cluster to prohibit public access

This control checks whether Amazon Redshift clusters are configured to prohibit public access.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::Cluster

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.REDSHIFT.PR.1 example templates

Explanation

The PubliclyAccessible attribute of the Amazon Redshift cluster configuration indicates whether 
the cluster is publicly accessible. When the cluster is configured with the PubliclyAccessible
parameter set to true, it is an internet-facing instance that has a publicly resolvable DNS name, 
which resolves to a public IP address.

When the cluster is not publicly accessible, it is an internal instance with a DNS name that resolves 
to a private IP address. Unless you intend for your cluster to be publicly accessible, the cluster 
should not be configured with PubliclyAccessible set to true.

Remediation for rule failure

Set PubliclyAccessible to false.

The examples that follow show how to implement this remediation.
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Amazon Redshift Cluster - Example

Amazon Redshift cluster configured to prohibit public access. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "sampledb", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${RedshiftClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${RedshiftClusterSecret}::password}}" 
            }, 
            "NodeType": "ds2.xlarge", 
            "PubliclyAccessible": false 
        } 
    }
} 
                 

YAML example

RedshiftCluster: 
  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: sampledb 
    MasterUsername: !Sub '{{resolve:secretsmanager:
${RedshiftClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:
${RedshiftClusterSecret}::password}}' 
    NodeType: ds2.xlarge 
    PubliclyAccessible: false 
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CT.REDSHIFT.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   redshift_cluster_public_access_check
#  
# Description:
#   This control checks whether Amazon Redshift clusters are configured to prohibit 
 public access.
#  
# Reports on:
#   AWS::Redshift::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document does not contain any Redshift cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains a Redshift cluster resource
#       And: 'PubliclyAccessible' has not been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains a Redshift cluster resource
#       And: 'PubliclyAccessible' has been specified
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#       And: 'PubliclyAccessible' has been set to bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation document or AWS CloudFormation 
 hook document
#       And: The input document contains a Redshift cluster resource
#       And: 'PubliclyAccessible' has been specified
#       And: 'PubliclyAccessible' has been set to bool(false)
#      Then: PASS

#
# Constants
#
let REDSHIFT_CLUSTER_TYPE = "AWS::Redshift::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let redshift_clusters = Resources.*[ Type == %REDSHIFT_CLUSTER_TYPE ]

#
# Primary Rules
#
rule redshift_cluster_public_access_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %redshift_clusters not empty  { 
    check(%redshift_clusters.Properties) 
         << 
        [CT.REDSHIFT.PR.1]: Require an Amazon Redshift cluster to prohibit public 
 access 
        [FIX]: Set 'PubliclyAccessible' to 'false'. 
        >>
}

rule redshift_cluster_public_access_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %REDSHIFT_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%REDSHIFT_CLUSTER_TYPE.resourceProperties) 
         << 
        [CT.REDSHIFT.PR.1]: Require an Amazon Redshift cluster to prohibit public 
 access 
        [FIX]: Set 'PubliclyAccessible' to 'false'. 
        >>
}
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#
# Parameterized Rules
#
rule check(redshift_cluster) { 
    %redshift_cluster { 
        # Scenario 2 
        PubliclyAccessible exists 
        # Scenario 3 and 4 
        PubliclyAccessible == false 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.REDSHIFT.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 

Proactive controls 2073



AWS Control Tower User Guide

        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: true 
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[CT.REDSHIFT.PR.2] Require an Amazon Redshift cluster to have automatic snapshots 
configured

This control checks whether Amazon Redshift clusters have automated snapshots enabled, and 
that the clusters are set with an automated snapshot retention period greater than or equal to 
seven (7) days.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::Cluster

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.REDSHIFT.PR.2 example templates

Explanation

Backups help you to recover more quickly from a security incident. They strengthen the resilience 
of your systems. Amazon Redshift takes periodic snapshots by default. This control checks whether 
automatic snapshots are created and retained for at least seven days.

Remediation for rule failure

Set AutomatedSnapshotRetentionPeriod to an integer value greater than or equal to 7 days.

The examples that follow show how to implement this remediation.

Amazon Redshift Cluster - Example

Amazon Redshift cluster configured with automatic snapshots active. The example is shown in 
JSON and in YAML.

JSON example
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{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "sampledb", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::password}}" 
            }, 
            "NodeType": "ds2.xlarge", 
            "AutomatedSnapshotRetentionPeriod": 7 
        } 
    }
} 
                 

YAML example

RedshiftCluster: 
  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: sampledb 
    MasterUsername: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
    NodeType: ds2.xlarge 
    AutomatedSnapshotRetentionPeriod: 7 

                 

CT.REDSHIFT.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
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# Rule Identifier:
#   redshift_backup_enabled_check
#  
# Description:
#   This control checks whether Amazon Redshift clusters have automated snapshots 
 enabled, and that the clusters are set with an automated snapshot retention period 
 greater than or equal to seven (7) days.
#  
# Reports on:
#   AWS::Redshift::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Redshift cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'AutomatedSnapshotRetentionPeriod' has not been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'AutomatedSnapshotRetentionPeriod' has been specified
#       And: 'AutomatedSnapshotRetentionPeriod' has been set to '0'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'AutomatedSnapshotRetentionPeriod' has been specified
#       And: 'AutomatedSnapshotRetentionPeriod' has been set to a value <7
#      Then: FAIL
#   Scenario: 5
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'AutomatedSnapshotRetentionPeriod' has been specified
#       And: 'AutomatedSnapshotRetentionPeriod' has been set to a value >= 7
#      Then: PASS

#
# Constants
#
let REDSHIFT_CLUSTER_TYPE = "AWS::Redshift::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let redshift_clusters = Resources.*[ Type == %REDSHIFT_CLUSTER_TYPE ]

#
# Primary Rules
#
rule redshift_backup_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                        %redshift_clusters not empty  { 
    check(%redshift_clusters.Properties) 
        << 
        [CT.REDSHIFT.PR.2]: Require an Amazon Redshift cluster to have automatic 
 snapshots configured 
        [FIX]: Set 'AutomatedSnapshotRetentionPeriod' to an integer value greater than 
 or equal to 7 days. 
        >>
}

rule redshift_backup_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %REDSHIFT_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%REDSHIFT_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.REDSHIFT.PR.2]: Require an Amazon Redshift cluster to have automatic 
 snapshots configured 
        [FIX]: Set 'AutomatedSnapshotRetentionPeriod' to an integer value greater than 
 or equal to 7 days. 
        >>
}

#
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# Parameterized Rules
#
rule check(redshift_cluster) { 
    %redshift_cluster { 
        # Scenario 2 
        AutomatedSnapshotRetentionPeriod exists 
        # Scenario 3, 4 and 5 
        AutomatedSnapshotRetentionPeriod >= 7 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.REDSHIFT.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
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        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      AutomatedSnapshotRetentionPeriod: 7 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      AutomatedSnapshotRetentionPeriod: 5 
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[CT.REDSHIFT.PR.3] Require an Amazon Redshift cluster to have audit logging configured

This control checks whether an Amazon Redshift cluster has audit logging activated.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::Cluster

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.REDSHIFT.PR.3 example templates

Explanation

Amazon Redshift audit logging provides additional information about connections and user 
activities in your cluster. This data can be stored and secured in Amazon S3, and it can be helpful 
for security audits and investigations.

Remediation for rule failure

Provide a LoggingProperties configuration and set BucketName to the name of an Amazon S3 
bucket configured to receive Amazon Redshift audit logs.

The examples that follow show how to implement this remediation.

Amazon Redshift Cluster - Example

Amazon Redshift cluster configured with audit logging enabled. The example is shown in JSON and 
in YAML.
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JSON example

{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "sampledb", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::password}}" 
            }, 
            "NodeType": "dc2.large", 
            "PubliclyAccessible": false, 
            "LoggingProperties": { 
                "BucketName": { 
                    "Ref": "S3Bucket" 
                }, 
                "S3KeyPrefix": "sample-cluster-logs" 
            } 
        } 
    }
} 
                 

YAML example

RedshiftCluster: 
  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: sampledb 
    MasterUsername: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
    NodeType: dc2.large 
    PubliclyAccessible: false 
    LoggingProperties: 
      BucketName: !Ref 'S3Bucket' 
      S3KeyPrefix: sample-cluster-logs 
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CT.REDSHIFT.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   redshift_cluster_audit_logging_enabled_check
#  
# Description:
#   This control checks whether an Amazon Redshift cluster has audit logging activated.
#  
# Reports on:
#   AWS::Redshift::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Redshift cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'LoggingProperties' has not been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'LoggingProperties' has been specified
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#       And: 'BucketName' on 'LoggingProperties' has been specified and is an empty 
 string or invalid local reference
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'LoggingProperties' has been specified
#       And: 'BucketName' on 'LoggingProperties' has been specified and is a non-empty 
 string or valid local reference
#      Then: PASS

#
# Constants
#
let REDSHIFT_CLUSTER_TYPE = "AWS::Redshift::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let redshift_clusters = Resources.*[ Type == %REDSHIFT_CLUSTER_TYPE ]

#
# Primary Rules
#
rule redshift_cluster_audit_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %redshift_clusters not empty  { 
    check(%redshift_clusters.Properties) 
        << 
        [CT.REDSHIFT.PR.3]: Require an Amazon Redshift cluster to have audit logging 
 configured 
            [FIX]: Provide a 'LoggingProperties' configuration and set 'BucketName' to 
 the name of an Amazon S3 bucket configured to receive Amazon Redshift audit logs. 
        >>
}

rule redshift_cluster_audit_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %REDSHIFT_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%REDSHIFT_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.REDSHIFT.PR.3]: Require an Amazon Redshift cluster to have audit logging 
 configured 
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            [FIX]: Provide a 'LoggingProperties' configuration and set 'BucketName' to 
 the name of an Amazon S3 bucket configured to receive Amazon Redshift audit logs. 
        >>
}

#
# Parameterized Rules
#
rule check(redshift_cluster) { 
    %redshift_cluster { 
        # Scenario 2 
        LoggingProperties exists 
        LoggingProperties is_struct 

        LoggingProperties { 
            # Scenario 3 and 4 
            BucketName exists 
            check_is_string_and_not_empty(BucketName) or 
            check_local_references(%INPUT_DOCUMENT, BucketName, "AWS::S3::Bucket") 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}
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rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.REDSHIFT.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
  BucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: S3Bucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: redshift.amazonaws.com 
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          Action: 
          - s3:GetBucketAcl 
          Resource: 
          - Fn::GetAtt: 
            - S3Bucket 
            - Arn 
        - Effect: Allow 
          Principal: 
            Service: redshift.amazonaws.com 
          Action: 
          - s3:PutObject 
          Resource: 
          - Fn::Join: 
            - '' 
            - - Fn::GetAtt: 
                - S3Bucket 
                - Arn 
              - /* 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      LoggingProperties: 
        BucketName: 
          Ref: S3Bucket 
        S3KeyPrefix: example-cluster-logs 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 

     

[CT.REDSHIFT.PR.4] Require an Amazon Redshift cluster to have automatic upgrades to major 
versions configured

This control checks whether automatic major version upgrades are enabled for your Amazon 
Redshift cluster.

• Control objective: Manage vulnerabilities

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::Cluster

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.4 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.REDSHIFT.PR.4 example templates

Explanation

Enabling automatic major version upgrades ensures that the latest major version updates to 
Amazon Redshift clusters are installed during the maintenance window. These updates might 
include security patches and bug fixes. Keeping up to date with patch installation is an important 
step in securing systems.

Remediation for rule failure

Set the AllowVersionUpgrade property to true or do not specify it (default).

The examples that follow show how to implement this remediation.

Amazon Redshift Cluster - Example One

Amazon Redshift cluster with automatic major version upgrades enabled through AWS 
CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "exampledb", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::password}}" 
            }, 
            "NodeType": "ds2.xlarge" 
        } 
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    }
} 
                 

YAML example

RedshiftCluster: 
  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: exampledb 
    MasterUsername: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
    NodeType: ds2.xlarge 

                 

The examples that follow show how to implement this remediation.

Amazon Redshift Cluster - Example Two

Amazon Redshift cluster configured with automatic major version upgrades enabled through the
AllowVersionUpgrade property. The example is shown in JSON and in YAML.

JSON example

{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "exampledb", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::password}}" 
            }, 
            "NodeType": "ds2.xlarge", 
            "AllowVersionUpgrade": true 
        } 
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    }
} 
                 

YAML example

RedshiftCluster: 
  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: exampledb 
    MasterUsername: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
    NodeType: ds2.xlarge 
    AllowVersionUpgrade: true 

                 

CT.REDSHIFT.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   redshift_cluster_allow_version_upgrade_check
#  
# Description:
#   Checks whether automatic major version upgrades are enabled for the Amazon Redshift 
 cluster.
#  
# Reports on:
#   AWS::Redshift::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
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#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Redshift cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'AllowVersionUpgrade' has been provided
#       And: 'AllowVersionUpgrade' has been set to bool(false)
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'AllowVersionUpgrade' has not been provided
#      Then: PASS
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'AllowVersionUpgrade' has been provided
#       And: 'AllowVersionUpgrade' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let REDSHIFT_CLUSTER_TYPE = "AWS::Redshift::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let redshift_clusters = Resources.*[ Type == %REDSHIFT_CLUSTER_TYPE ]

#
# Primary Rules
#
rule redshift_cluster_allow_version_upgrade_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %redshift_clusters not empty  { 
    check(%redshift_clusters.Properties) 
        << 
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        [CT.REDSHIFT.PR.4]: Require an Amazon Redshift cluster to have automatic 
 upgrades to major versions configured 
        [FIX]: Set the 'AllowVersionUpgrade' property to true or do not specify it 
 (default). 
        >>
}

rule redshift_cluster_allow_version_upgrade_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %REDSHIFT_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%REDSHIFT_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.REDSHIFT.PR.4]: Require an Amazon Redshift cluster to have automatic 
 upgrades to major versions configured 
        [FIX]: Set the 'AllowVersionUpgrade' property to true or do not specify it 
 (default). 
        >>
}

#
# Parameterized Rules
#
rule check(redshift_cluster) { 
    %redshift_cluster { 
        # Scenario 3 
        AllowVersionUpgrade not exists or 
        # Scenario 2 and 4 
        AllowVersionUpgrade == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.REDSHIFT.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
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      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      AllowVersionUpgrade: false 

     

[CT.REDSHIFT.PR.5] Require an Amazon Redshift cluster to have enhanced VPC routing

This control checks whether an Amazon Redshift cluster has enhanced VPC routing configured.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::Cluster

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.REDSHIFT.PR.5 example templates

Explanation
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Enhanced VPC routing forces all copy and unload traffic between the cluster and the data 
repositories to go through your VPC. With enhanced routing active, you can use VPC features, such 
as security groups and network access control lists, to secure network traffic. You can also use VPC 
Flow Logs to monitor network traffic.

Remediation for rule failure

Set EnhancedVpcRouting to true.

The examples that follow show how to implement this remediation.

Amazon Redshift Cluster - Example

Amazon Redshift cluster configured with enhanced VPC routing. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "sampledb", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::password}}" 
            }, 
            "NodeType": "ds2.xlarge", 
            "EnhancedVpcRouting": true 
        } 
    }
} 
                 

YAML example

RedshiftCluster: 
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  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: sampledb 
    MasterUsername: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
    NodeType: ds2.xlarge 
    EnhancedVpcRouting: true 

                 

CT.REDSHIFT.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   redshift_enhanced_vpc_routing_enabled_check
#  
# Description:
#   This control checks whether an Amazon Redshift cluster has enhanced VPC routing 
 configured.
#  
# Reports on:
#   AWS::Redshift::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Redshift cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains a Redshift cluster resource
#       And: 'EnhancedVpcRouting' has not been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'EnhancedVpcRouting' has been specified
#       And: 'EnhancedVpcRouting' has been set to bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'EnhancedVpcRouting' has been specified
#       And: 'EnhancedVpcRouting' has been set to bool(true)
#      Then: PASS

#
# Constants
#
let REDSHIFT_CLUSTER_TYPE = "AWS::Redshift::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let redshift_clusters = Resources.*[ Type == %REDSHIFT_CLUSTER_TYPE ]

#
# Primary Rules
#
rule redshift_enhanced_vpc_routing_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                      %redshift_clusters not empty { 
    check(%redshift_clusters.Properties) 
        << 
        [CT.REDSHIFT.PR.5]: Require an Amazon Redshift cluster to have enhanced VPC 
 routing 
        [FIX]: Set 'EnhancedVpcRouting' to 'true'. 
        >>
}

rule redshift_enhanced_vpc_routing_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %REDSHIFT_CLUSTER_TYPE) { 
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    check(%INPUT_DOCUMENT.%REDSHIFT_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.REDSHIFT.PR.5]: Require an Amazon Redshift cluster to have enhanced VPC 
 routing 
        [FIX]: Set 'EnhancedVpcRouting' to 'true'. 
        >>
}

#
# Parameterized Rules
#
rule check(redshift_cluster) { 
    %redshift_cluster { 
        # Scenario 2 
        EnhancedVpcRouting exists 
        # Scenario 3 and 4 
        EnhancedVpcRouting == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.REDSHIFT.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      EnhancedVpcRouting: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 

Proactive controls 2100



AWS Control Tower User Guide

      DBName: exampledb 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      EnhancedVpcRouting: false 

     

[CT.REDSHIFT.PR.6] Require an Amazon Redshift cluster to have a unique administrator 
username

This control checks whether an Amazon Redshift cluster has changed the administrator username 
from its default value.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::Cluster

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.REDSHIFT.PR.6 example templates

Explanation

When creating an Amazon Redshift cluster, you should change the default administrator username 
to a unique value. Default usernames are public knowledge, so they should be changed upon 
configuration. Changing the default username reduces the risk of unintended access.

Remediation for rule failure

Set MasterUsername to a value other than awsuser.
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The examples that follow show how to implement this remediation.

Amazon Redshift Cluster - Example

Amazon Redshift cluster configured with an administrator username different from the default 
value of awsuser. The example is shown in JSON and in YAML.

JSON example

{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "sampledb", 
            "MasterUsername": "samplemasterusername", 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${RedshiftClusterSecret}::password}}" 
            }, 
            "NodeType": "ds2.xlarge" 
        } 
    }
} 
                 

YAML example

RedshiftCluster: 
  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: sampledb 
    MasterUsername: samplemasterusername 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:
${RedshiftClusterSecret}::password}}' 
    NodeType: ds2.xlarge 
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CT.REDSHIFT.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   redshift_default_admin_check
#  
# Description:
#   This control checks whether an Amazon Redshift cluster has changed the 
 administrator username from its default value.
#  
# Reports on:
#   AWS::Redshift::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Redshift cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'MasterUsername' has not been specified
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'MasterUsername' has been specified
#       And: 'MasterUsername' has been set to 'awsuser'
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: 'MasterUsername' has been specified
#       And: 'MasterUsername' has been set to a value not equal to 'awsuser'
#      Then: PASS

#
# Constants
#
let REDSHIFT_CLUSTER_TYPE = "AWS::Redshift::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let redshift_clusters = Resources.*[ Type == %REDSHIFT_CLUSTER_TYPE ]

#
# Primary Rules
#
rule redshift_default_admin_check when is_cfn_template(%INPUT_DOCUMENT) 
                                       %redshift_clusters not empty  { 
    check(%redshift_clusters.Properties) 
        << 
        [CT.REDSHIFT.PR.6]: Require an Amazon Redshift cluster to have a unique 
 administrator username 
        [FIX]: Set 'MasterUsername' to a value other than 'awsuser'. 
        >>
}

rule redshift_default_admin_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %REDSHIFT_CLUSTER_TYPE) { 
    check(%INPUT_DOCUMENT.%REDSHIFT_CLUSTER_TYPE.resourceProperties) 
        << 
        [CT.REDSHIFT.PR.6]: Require an Amazon Redshift cluster to have a unique 
 administrator username 
        [FIX]: Set 'MasterUsername' to a value other than 'awsuser'. 
        >>
}

#
# Parameterized Rules
#
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rule check(redshift_cluster) { 
    %redshift_cluster { 
        # Scenario 2 
        MasterUsername exists 
        check_is_string_and_not_empty(MasterUsername) 

        # Scenario 3 and 4 
        MasterUsername != "awsuser" 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.REDSHIFT.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: examplemasterusername 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "awsuser"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      DBName: exampledb 
      MasterUsername: awsuser 
      MasterUserPassword: 
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        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 

     

[CT.REDSHIFT.PR.7] Require an Amazon Redshift cluster to have a unique database name

This control checks whether an Amazon Redshift cluster has changed its database name from the 
default value.

• Control objective: Protect configurations

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::Cluster

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.7 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.7 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.REDSHIFT.PR.7 example templates

Explanation

When creating a Redshift cluster, you should change the default database name to a unique value. 
Default names are public knowledge, so they should be changed upon configuration. For example, 
a well-known name can lead to inadvertent access, if included in IAM policy conditions.

Remediation for rule failure

Set DBName to a database name that is different from the default value of dev.

The examples that follow show how to implement this remediation.

Amazon Redshift Cluster - Example

Amazon Redshift cluster configured with a database name different from the default value of dev. 
The example is shown in JSON and in YAML.
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JSON example

{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "sampledb", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${RedshiftClusterSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:
${RedshiftClusterSecret}::password}}" 
            }, 
            "NodeType": "dc2.large", 
            "PubliclyAccessible": false 
        } 
    }
} 
                 

YAML example

RedshiftCluster: 
  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: sampledb 
    MasterUsername: !Sub '{{resolve:secretsmanager:
${RedshiftClusterSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:
${RedshiftClusterSecret}::password}}' 
    NodeType: dc2.large 
    PubliclyAccessible: false 
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CT.REDSHIFT.PR.7 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   redshift_default_db_name_check
#  
# Description:
#   This control checks whether an Amazon Redshift cluster has changed its database 
 name from the default value.
#  
# Reports on:
#   AWS::Redshift::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Redshift cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a Redshift cluster resource
#       And: The 'DBName' property has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains Redshift cluster resource
#       And: The 'DBName' property has been provided with a value of 'dev' or an empty 
 string
#      Then: FAIL
#   Scenario: 4
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains Redshift cluster resource
#       And: The 'DBName' property has been provided with a non-empty string that is 
 not equal to 'dev'
#      Then: PASS

#
# Constants
#
let RESOURCE_TYPE = "AWS::Redshift::Cluster"
let INPUT_DOCUMENT = this
let INVALID_DB_NAME_STRING = "dev"

#
# Assignments
#
let redshift_clusters = Resources.*[ Type == %RESOURCE_TYPE ]

#
# Primary Rules
#
rule redshift_default_db_name_check when is_cfn_template(%INPUT_DOCUMENT) 
                                         %redshift_clusters not empty { 
    check_db_name(%redshift_clusters.Properties) 
        << 
        [CT.REDSHIFT.PR.7]: Require an Amazon Redshift cluster to have a unique 
 database name 
        [FIX]: Set 'DBName' to a database name that is different from the default value 
 of 'dev'. 
        >>
}

rule redshift_default_db_name_check when is_cfn_hook(%INPUT_DOCUMENT, %RESOURCE_TYPE) { 
    check_db_name(%INPUT_DOCUMENT.%RESOURCE_TYPE.resourceProperties) 
        << 
        [CT.REDSHIFT.PR.7]: Require an Amazon Redshift cluster to have a unique 
 database name 
        [FIX]: Set 'DBName' to a database name that is different from the default value 
 of 'dev'. 
        >>
}

#
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# Parameterized Rules
#
rule check_db_name(redshift_cluster) { 
    %redshift_cluster { 
        # Scenario 2 
        DBName exists 

        # Scenario 3 and 4 
        check_is_string_and_not_empty(DBName) 
        DBName != %INVALID_DB_NAME_STRING 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
} 

     

CT.REDSHIFT.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: "single-node" 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      DBName: exampledb 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: "single-node" 
      MasterUsername: 
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        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      DBName: dev 

     

[CT.REDSHIFT.PR.8] Require an Amazon Redshift cluster to be encrypted

This control checks whether an Amazon Redshift cluster is encrypted.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::Cluster

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.8 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.8 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.REDSHIFT.PR.8 example templates

Explanation

In Amazon Redshift, you can enable database encryption for your clusters, which helps protect 
data at rest. When you enable encryption for a cluster, the data blocks and system metadata are 
encrypted for the cluster and its snapshots.

Remediation for rule failure

Set the value of the Encrypted property to true.

The examples that follow show how to implement this remediation.

Proactive controls 2113



AWS Control Tower User Guide

Amazon Redshift Cluster - Example

An Amazon Redshift cluster configured with encryption enabled. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "RedshiftCluster": { 
        "Type": "AWS::Redshift::Cluster", 
        "Properties": { 
            "ClusterType": "single-node", 
            "DBName": "sampledb", 
            "MasterUsername": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::username}}" 
            }, 
            "MasterUserPassword": { 
                "Fn::Sub": "{{resolve:secretsmanager:${RedshiftSecret}::password}}" 
            }, 
            "NodeType": "dc2.large", 
            "PubliclyAccessible": false, 
            "Encrypted": true 
        } 
    }
} 
                 

YAML example

RedshiftCluster: 
  Type: AWS::Redshift::Cluster 
  Properties: 
    ClusterType: single-node 
    DBName: sampledb 
    MasterUsername: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
    MasterUserPassword: !Sub '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
    NodeType: dc2.large 
    PubliclyAccessible: false 
    Encrypted: true 
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CT.REDSHIFT.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   redshift_cluster_encrypted_check
#  
# Description:
#   This control checks whether an Amazon Redshift cluster is encrypted.
#  
# Reports on:
#   AWS::Redshift::Cluster
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon Redshift cluster resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon Redshift cluster resource
#       And: 'Encrypted' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon Redshift cluster resource
#       And: 'Encrypted' has been provided and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon Redshift cluster resource
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#       And: 'Encrypted' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let RESOURCE_TYPE = "AWS::Redshift::Cluster"
let INPUT_DOCUMENT = this

#
# Assignments
#
let redshift_clusters = Resources.*[ Type == %RESOURCE_TYPE ]

#
# Primary Rules
#
rule redshift_cluster_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                           %redshift_clusters not empty { 
    check(%redshift_clusters.Properties) 
        << 
        [CT.REDSHIFT.PR.8]: Require an Amazon Redshift cluster to be encrypted 
        [FIX]: Set the value of the 'Encrypted' property to true. 
        >>
}

rule redshift_cluster_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, %RESOURCE_TYPE) 
 { 
    check(%INPUT_DOCUMENT.%RESOURCE_TYPE.resourceProperties) 
        << 
        [CT.REDSHIFT.PR.8]: Require an Amazon Redshift cluster to be encrypted 
        [FIX]: Set the value of the 'Encrypted' property to true. 
        >>
}

#
# Parameterized Rules
#
rule check(redshift_cluster) { 
    %redshift_cluster { 
        # Scenario 2 
        Encrypted exists 

        # Scenario 3 and 4 
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        Encrypted == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.REDSHIFT.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
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      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      DBName: exampledb 
      Encrypted: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  RedshiftSecret: 
    Type: AWS::SecretsManager::Secret 
    Properties: 
      Description: Redshift cluster secret 
      GenerateSecretString: 
        SecretStringTemplate: '{"username": "examplemasterusername"}' 
        GenerateStringKey: password 
        PasswordLength: 16 
        ExcludeCharacters: "'\"@/\\" 
  RedshiftCluster: 
    Type: AWS::Redshift::Cluster 
    Properties: 
      ClusterType: single-node 
      MasterUsername: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::username}}' 
      MasterUserPassword: 
        Fn::Sub: '{{resolve:secretsmanager:${RedshiftSecret}::password}}' 
      NodeType: dc2.large 
      PubliclyAccessible: false 
      DBName: exampledb 
      Encrypted: false 

     

[CT.REDSHIFT.PR.9] Require that an Amazon Redshift cluster parameter group is configured to 
use Secure Sockets Layer (SSL) for encryption of data in transit

This control checks whether an Amazon Redshift cluster parameter group is configured to require 
encryption by means of Secure Sockets Layer (SSL), for data in transit.
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• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::Redshift::ClusterParameterGroup

• AWS CloudFormation guard rule:  CT.REDSHIFT.PR.9 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.REDSHIFT.PR.9 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.REDSHIFT.PR.9 example templates

Explanation

In Amazon Redshift, you can enable encryption of data in transit between an Amazon Redshift 
cluster and SQL clients over JDBC/ODBC. To support SSL connections, Amazon Redshift creates 
and installs certificates on each cluster, which are issued by AWS Certificate Manager (ACM).

Remediation for rule failure

Set an entry in Parameters with a ParameterName of require_ssl and a ParameterValue of 
true.

The examples that follow show how to implement this remediation.

Amazon Redshift cluster parameter group - Example

An Amazon Redshift cluster parameter group, configured to require encryption of data in transit. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "ClusterParameterGroup": { 
        "Type": "AWS::Redshift::ClusterParameterGroup", 
        "Properties": { 
            "Description": "Example parameter group", 
            "ParameterGroupFamily": "redshift-1.0", 
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            "Parameters": [ 
                { 
                    "ParameterName": "require_ssl", 
                    "ParameterValue": true 
                } 
            ] 
        } 
    }
} 
                 

YAML example

ClusterParameterGroup: 
  Type: AWS::Redshift::ClusterParameterGroup 
  Properties: 
    Description: Example parameter group 
    ParameterGroupFamily: redshift-1.0 
    Parameters: 
      - ParameterName: require_ssl 
        ParameterValue: true 

                 

CT.REDSHIFT.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   redshift_parameter_group_require_tls_ssl_check
#  
# Description:
#   This control checks whether an Amazon Redshift cluster parameter group is 
 configured to require  
encryption by means of Secure Sockets Layer (SSL), for data in transit.
#  
# Reports on:
#   AWS::Redshift::ClusterParameterGroup
#  
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# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon Redshift cluster parameter 
 group resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon Redshift cluster parameter group 
 resource
#       And: 'Parameters' has not been provided or has been provided as an empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon Redshift cluster parameter group 
 resource
#       And: 'Parameters' has been provided as a non-empty list that does not contain 
 an entry with
#            'ParameterName' set to 'require_ssl' and 'ParameterValue' set to 
 bool(true) or a supported
#            boolean string value ('true', 'True', 'TRUE', 'on', 'On' or 'ON')
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon Redshift cluster parameter group 
 resource
#       And: Any entry in 'Parameters' with a 'ParameterName' is set to 'require_ssl' 
 has a corresponding
#            'ParameterValue' set to a value other than bool(true) or a supported
#            boolean string value ('true', 'True', 'TRUE', 'on', 'On' or 'ON')
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an Amazon Redshift cluster parameter group 
 resource
#       And: 'Parameters' has been provided as a non-empty list
#       And: 'Parameters' contains an entry with 'ParameterName' set to 'require_ssl' 
 and 'ParameterValue'
#            set to bool(true) or a supported boolean string value ('true', 'True', 
 'TRUE', 'on', 'On' or 'ON')
#       And: All entries in 'Parameters' with a 'ParameterName' set to 'require_ssl' 
 have a corresponding
#            'ParameterValue' set to bool(true) or a supported boolean string
#            value ('true', 'True', 'TRUE', 'on', 'On' or 'ON')
#      Then: PASS

#
# Constants
#
let REDSHIFT_CLUSTER_PARAMETER_GROUP_TYPE = "AWS::Redshift::ClusterParameterGroup"
let REDSHIFT_SUPPORTED_TRUE_VALUES = [ true, /^(true|True|TRUE|on|On|ON)$/ ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let redshift_cluster_parameter_groups = Resources.*[ Type == 
 %REDSHIFT_CLUSTER_PARAMETER_GROUP_TYPE ]

#
# Primary Rules
#
rule redshift_parameter_group_require_tls_ssl_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         
 %redshift_cluster_parameter_groups not empty { 
    check(%redshift_cluster_parameter_groups.Properties) 
        << 
        [CT.REDSHIFT.PR.9]: Require that an Amazon Redshift cluster parameter group is 
 configured to use Secure Sockets Layer (SSL) for encryption of data in transit 
        [FIX]: Set an entry in 'Parameters' with a 'ParameterName' of 'require_ssl' and 
 a 'ParameterValue' of true. 
        >>
}

rule redshift_parameter_group_require_tls_ssl_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %REDSHIFT_CLUSTER_PARAMETER_GROUP_TYPE) { 
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    check(%INPUT_DOCUMENT.%REDSHIFT_CLUSTER_PARAMETER_GROUP_TYPE.resourceProperties) 
        << 
        [CT.REDSHIFT.PR.9]: Require that an Amazon Redshift cluster parameter group is 
 configured to use Secure Sockets Layer (SSL) for encryption of data in transit 
        [FIX]: Set an entry in 'Parameters' with a 'ParameterName' of 'require_ssl' and 
 a 'ParameterValue' of true. 
        >>
}

#
# Parameterized Rules
#
rule check(redshift_cluster_parameter_groups) { 
    %redshift_cluster_parameter_groups { 
        # Scenario 2 
        Parameters exists 
        Parameters is_list 
        Parameters not empty 

        # Scenarios 3, 4 and 5 
        some Parameters[*] { 
            ParameterName exists 
            ParameterValue exists 

            ParameterName == "require_ssl" 
            ParameterValue in %REDSHIFT_SUPPORTED_TRUE_VALUES 
        } 
        Parameters [ 
            ParameterName exists 
            ParameterName == "require_ssl" 
        ] { 
            ParameterValue exists 
            ParameterValue in %REDSHIFT_SUPPORTED_TRUE_VALUES 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
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    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.REDSHIFT.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  ClusterParameterGroup: 
    Type: AWS::Redshift::ClusterParameterGroup 
    Properties: 
      Description: Example parameter group 
      ParameterGroupFamily: redshift-1.0 
      Parameters: 
      - ParameterName: require_ssl 
        ParameterValue: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  ClusterParameterGroup: 
    Type: AWS::Redshift::ClusterParameterGroup 
    Properties: 
      Description: Example parameter group 
      ParameterGroupFamily: redshift-1.0 
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Amazon Simple Storage Service (Amazon S3) controls

Topics

• [CT.S3.PR.1] Require an Amazon S3 bucket to have block public access settings configured

• [CT.S3.PR.2] Require an Amazon S3 bucket to have server access logging configured

• [CT.S3.PR.3] Require an Amazon S3 buckets to have versioning configured and a lifecycle policy

• [CT.S3.PR.4] Require an Amazon S3 bucket to have event notifications configured

• [CT.S3.PR.5] Require that an Amazon S3 bucket does not manage user access with an access 
control list (ACL)

• [CT.S3.PR.6] Require an Amazon S3 bucket to have lifecycle policies configured

• [CT.S3.PR.8] Require that Amazon S3 bucket requests use Secure Socket Layer

• [CT.S3.PR.9] Require that an Amazon S3 bucket has S3 Object Lock activated

• [CT.S3.PR.10] Require an Amazon S3 bucket to have server-side encryption configured using an 
AWS KMS key

• [CT.S3.PR.11] Require an Amazon S3 bucket to have versioning enabled

• [CT.S3.PR.12] Require an Amazon S3 access point to have a Block Public Access (BPA) 
configuration with all options set to true

[CT.S3.PR.1] Require an Amazon S3 bucket to have block public access settings configured

This control checks whether your Amazon Simple Storage Service (Amazon S3) bucket has a 
bucket-level Block Public Access (BPA) configuration.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.1 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.S3.PR.1 
example templates

Explanation

Block Public Access at the Amazon S3 bucket level provides controls to ensure that objects never 
have public access. Public access is granted to buckets and objects through access control lists 
(ACLs), bucket policies, or both.

Unless you intend to have your S3 buckets publicly accessible, you should configure the bucket 
level Amazon S3 Block Public Access feature.

Usage considerations

• This control is incompatible with Amazon S3 buckets that require a public access 
configuration.

Remediation for rule failure

The parameters BlockPublicAcls, BlockPublicPolicy, IgnorePublicAcls,
RestrictPublicBuckets must be set to true under the bucket-level
PublicAccessBlockConfiguration.

The examples that follow show how to implement this remediation.

Amazon S3 Bucket - Example

Amazon S3 bucket with a bucket level Block Public Access configuration that ensures objects never 
have public access. The example is shown in JSON and in YAML.

JSON example

{ 
    "S3Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
            "PublicAccessBlockConfiguration": { 
                "BlockPublicAcls": true, 
                "BlockPublicPolicy": true, 
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                "IgnorePublicAcls": true, 
                "RestrictPublicBuckets": true 
            } 
        } 
    }
} 
                 

YAML example

S3Bucket: 
  Type: AWS::S3::Bucket 
  Properties: 
    PublicAccessBlockConfiguration: 
      BlockPublicAcls: true 
      BlockPublicPolicy: true 
      IgnorePublicAcls: true 
      RestrictPublicBuckets: true 

                 

CT.S3.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_bucket_level_public_access_prohibited_check
#  
# Description:
#   Checks whether Amazon Simple Storage Service (Amazon S3) buckets have a bucket-
level Block Public Access (BPA)
#   configuration.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
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# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon S3 bucket resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'PublicAccessBlockConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'PublicAccessBlockConfiguration' has been provided
#       And: 'BlockPublicAcls' or 'BlockPublicPolicy' or 'IgnorePublicAcls' or 
 'RestrictPublicBuckets'
#            have not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket Resource
#       And: 'PublicAccessBlockConfiguration' has been provided
#       And: Any of 'BlockPublicAcls' or 'BlockPublicPolicy' or 'IgnorePublicAcls' or 
 'RestrictPublicBuckets'
#            have been set to a value other than bool(true) (e.g. bool(false), 
 str(false), other)
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket Resource
#       And: 'PublicAccessBlockConfiguration' has been provided
#       And: 'BlockPublicAcls' or 'BlockPublicPolicy' or 'IgnorePublicAcls' or 
 'RestrictPublicBuckets'
#            have all been set to bool(true)
#      Then: PASS
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#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]

#
# Primary Rules
#
rule s3_bucket_level_public_access_prohibited_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
        [CT.S3.PR.1]: Require an Amazon S3 bucket to have block public access settings 
 configured 
        [FIX]: The parameters 'BlockPublicAcls', 'BlockPublicPolicy', 
 'IgnorePublicAcls', 'RestrictPublicBuckets' must be set to true under the bucket-level 
 'PublicAccessBlockConfiguration'. 
        >>
}

rule s3_bucket_level_public_access_prohibited_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %S3_BUCKET_TYPE) { 
    check(%INPUT_DOCUMENT.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.1]: Require an Amazon S3 bucket to have block public access settings 
 configured 
        [FIX]: The parameters 'BlockPublicAcls', 'BlockPublicPolicy', 
 'IgnorePublicAcls', 'RestrictPublicBuckets' must be set to true under the bucket-level 
 'PublicAccessBlockConfiguration'. 
        >>
}

#
# Parameterized Rules
#
rule check(s3_bucket) { 
    %s3_bucket { 
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        # Scenario 2 
        PublicAccessBlockConfiguration exists 
        PublicAccessBlockConfiguration is_struct 

        PublicAccessBlockConfiguration { 
            # Scenario 3 
            BlockPublicAcls exists 
            BlockPublicPolicy exists 
            IgnorePublicAcls exists 
            RestrictPublicBuckets exists 

            # Scenarios 4 and 5 
            BlockPublicAcls == true 
            BlockPublicPolicy == true 
            IgnorePublicAcls == true 
            RestrictPublicBuckets == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.S3.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      PublicAccessBlockConfiguration: 
        BlockPublicAcls: true 
        BlockPublicPolicy: true 
        IgnorePublicAcls: true 
        RestrictPublicBuckets: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      PublicAccessBlockConfiguration: 
        BlockPublicAcls: false 
        BlockPublicPolicy: false 
        IgnorePublicAcls: false 
        RestrictPublicBuckets: false 

     

[CT.S3.PR.2] Require an Amazon S3 bucket to have server access logging configured

This control checks whether server access logging is enabled for your Amazon S3 bucket.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.2 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.S3.PR.2 
example templates

Explanation

Server access logging provides detailed records of requests made to a bucket. Server access logs 
can assist in security and access audits.

Remediation for rule failure

Set a LoggingConfiguration on the S3 bucket and optionally set DestinationBucketName to 
an S3 bucket configured to receive S3 Access Logs.

The examples that follow show how to implement this remediation.

Amazon S3 Bucket - Example

Amazon S3 bucket with a server access logging configuration. The example is shown in JSON and 
in YAML.

JSON example

{ 
    "S3Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
            "LoggingConfiguration": { 
                "DestinationBucketName": { 
                    "Ref": "LoggingBucket" 
                } 
            } 
        } 
    }
} 
                 

YAML example
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S3Bucket: 
  Type: AWS::S3::Bucket 
  Properties: 
    LoggingConfiguration: 
      DestinationBucketName: !Ref 'LoggingBucket' 

                 

CT.S3.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_bucket_logging_enabled_check
#  
# Description:
#   This control checks whether server access logging is enabled for Amazon S3 buckets.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon S3 bucket resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'LoggingConfiguration' has not been provided
#      Then: FAIL
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#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'LoggingConfiguration' has been provided
#       And: 'LoggingConfiguration.DestinationbucketName' has been provided with an 
 empty string or non-valid local
#            reference
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'LoggingConfiguration' has been provided
#      Then: PASS
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'LoggingConfiguration' has been provided
#       And: 'LoggingConfiguration.DestinationBucketName' has been provided with a non-
empty string or valid local
#            reference
#      Then: PASS

#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]

#
# Primary Rules
#
rule s3_bucket_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
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        [CT.S3.PR.2]: Require an Amazon S3 bucket to have server access logging 
 configured 
        [FIX]: Set a 'LoggingConfiguration' on the S3 Bucket and optionally set 
 'DestinationBucketName' to an S3 bucket configured to receive S3 Access Logs. 
        >>
}

rule s3_bucket_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, %S3_BUCKET_TYPE) 
 { 
    check(%INPUT_DOCUMENT.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.2]: Require an Amazon S3 bucket to have server access logging 
 configured 
        [FIX]: Set a 'LoggingConfiguration' on the S3 bucket and optionally set 
 'DestinationBucketName' to an S3 bucket configured to receive S3 Access Logs. 
        >>
}

#
# Parameterized Rules
#
rule check(s3_bucket) { 
    %s3_bucket { 
        # Scenario 2 and 4 
        LoggingConfiguration exists 
        LoggingConfiguration is_struct 

        LoggingConfiguration { 
            when DestinationBucketName exists { 
                # Scenario 3, 4 and 5 
                check_is_string_and_not_empty(DestinationBucketName) or 
                check_local_references(%INPUT_DOCUMENT, DestinationBucketName, 
 %S3_BUCKET_TYPE) 
            } 
        } 
    }
}

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) { 
    %value { 
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        this is_string 
        this != /\A\s*\z/ 
    }
}

rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.S3.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      LoggingConfiguration: {} 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 

     

[CT.S3.PR.3] Require an Amazon S3 buckets to have versioning configured and a lifecycle policy

This control checks whether your Amazon Simple Storage Service (Amazon S3) version-enabled 
bucket has a lifecycle policy configured.

• Control objective: Optimize costs

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.3 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.S3.PR.3 
example templates
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Explanation

We recommend that you configure lifecycle rules on your Amazon S3 bucket, because these rules 
help you define actions that you want Amazon S3 to take during an object's lifetime.

Usage considerations

• This control applies only to Amazon S3 buckets with versioning enabled.

Remediation for rule failure

Configure versioning-enabled buckets with at least one active lifecycle rule.

The examples that follow show how to implement this remediation.

Amazon S3 Bucket - Example One

Amazon S3 bucket with versioning enabled and an active lifecycle rule. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "S3Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
            "VersioningConfiguration": { 
                "Status": "Enabled" 
            }, 
            "LifecycleConfiguration": { 
                "Rules": [ 
                    { 
                        "Status": "Enabled", 
                        "ExpirationInDays": 1, 
                        "Id": "FirstRule" 
                    } 
                ] 
            } 
        } 
    }
} 
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YAML example

S3Bucket: 
  Type: AWS::S3::Bucket 
  Properties: 
    VersioningConfiguration: 
      Status: Enabled 
    LifecycleConfiguration: 
      Rules: 
        - Status: Enabled 
          ExpirationInDays: 1 
          Id: FirstRule 

                 

CT.S3.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_version_lifecycle_policy_check
#  
# Description:
#   Checks whether Amazon Simple Storage Service (Amazon S3) version-enabled buckets 
 have lifecycle policy configured.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
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#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon S3 bucket resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket Resource
#       And: The S3 bucket does not have versioning enabled (VersioningConfiguration is 
 missing or
#            VersioningConfiguration.Status is set to Suspended)
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket Resource
#       And: The S3 bucket has versioning enabled (VersioningConfiguration.Status is 
 set to 'Enabled')
#       And: 'LifecycleConfiguration' has been been provided and there are no 'Rules' 
 with 'Status' set to 'Enabled'
#            present in the 'LifecycleConfiguration'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket Resource
#       And: The S3 bucket has versioning enabled (VersioningConfiguration.Status is 
 set to 'Enabled')
#       And: 'LifecycleConfiguration' has been been provided and there is at least one 
 'Rule' with 'Status' set to
#            'Enabled' in the 'LifecycleConfiguration'
#      Then: PASS

#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]
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#
# Primary Rules
#
rule s3_version_lifecycle_policy_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
        [CT.S3.PR.3]: Require an Amazon S3 buckets to have versioning configured and a 
 lifecycle policy 
        [FIX]: Configure versioning-enabled buckets with at least one active lifecycle 
 rule. 
        >>
}

rule s3_version_lifecycle_policy_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %S3_BUCKET_TYPE) { 
    check(%INPUT_DOCUMENT.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.3]: Require an Amazon S3 buckets to have versioning configured and a 
 lifecycle policy 
        [FIX]: Configure versioning-enabled buckets with at least one active lifecycle 
 rule. 
        >>
}

#
# Parameterized Rules
#
rule check(s3_bucket) { 
    %s3_bucket [ 
        filter_s3_buckets_with_versioning_enabled(this) 
    ] { 
        # Scenario 2 
        LifecycleConfiguration exists 
        LifecycleConfiguration is_struct 

        LifecycleConfiguration { 
            # Scenario 3 and 4 
            Rules exists 
            Rules is_list 
            Rules not empty 

            some Rules[*] { 
                Status exists 
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                Status == "Enabled" 
            } 
        } 
    }
}

rule filter_s3_buckets_with_versioning_enabled(s3_bucket) { 
    %s3_bucket { 
        VersioningConfiguration exists 
        VersioningConfiguration is_struct 

        VersioningConfiguration { 
            Status exists 
            Status == "Enabled" 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.S3.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
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  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      VersioningConfiguration: 
        Status: Enabled 
      LifecycleConfiguration: 
        Rules: 
        - Status: Enabled 
          ExpirationInDays: 1 
          Id: FirstRule 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      VersioningConfiguration: 
        Status: Enabled 
      LifecycleConfiguration: 
        Rules: 
        - Status: Disabled 
          ExpirationInDays: 1 
          Id: FirstRule 

     

[CT.S3.PR.4] Require an Amazon S3 bucket to have event notifications configured

This control checks whether Amazon S3 events notifications are enabled on your Amazon S3 
bucket.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.4 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.4 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.S3.PR.4 
example templates

Explanation

By enabling event notifications, you receive alerts on your Amazon S3 buckets when specific events 
occur. For example, you can be notified of object creation, object removal, and object restoration. 
These notifications can alert relevant teams to accidental or intentional modifications that may 
lead to unauthorized data access.

Remediation for rule failure

Set a NotificationConfiguration parameter on your bucket with one of
EventBridgeConfiguration, LambdaConfigurations, QueueConfigurations or
TopicConfigurations.

The examples that follow show how to implement this remediation.

Amazon S3 Bucket - Example One

Amazon S3 bucket with Amazon EventBridge notifications configured. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "S3Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
            "NotificationConfiguration": { 
                "EventBridgeConfiguration": { 
                    "EventBridgeEnabled": true 
                } 
            } 
        } 
    }
} 
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YAML example

S3Bucket: 
  Type: AWS::S3::Bucket 
  Properties: 
    NotificationConfiguration: 
      EventBridgeConfiguration: 
        EventBridgeEnabled: true 

                 

The examples that follow show how to implement this remediation.

Amazon S3 Bucket - Example Two

Amazon S3 bucket with SNS topic notifications configured. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "S3Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
            "NotificationConfiguration": { 
                "TopicConfigurations": [ 
                    { 
                        "Topic": { 
                            "Ref": "SnsTopic" 
                        }, 
                        "Event": "s3:ReducedRedundancyLostObject" 
                    } 
                ] 
            } 
        } 
    }
} 
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YAML example

S3Bucket: 
  Type: AWS::S3::Bucket 
  Properties: 
    NotificationConfiguration: 
      TopicConfigurations: 
        - Topic: !Ref 'SnsTopic' 
          Event: s3:ReducedRedundancyLostObject 

                 

CT.S3.PR.4 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_event_notifications_enabled_check
#  
# Description:
#   This control checks whether Amazon S3 event notifications are enabled on an S3 
 bucket.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon S3 bucket resources
#      Then: SKIP
#   Scenario: 2
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#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'NotificationConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'NotificationConfiguration' has been provided
#       And:  At least one of 'EventBridgeConfiguration.EventBridgeEnabled', 
 'LambdaConfigurations',
#             'QueueConfigurations', or 'TopicConfigurations' have not been provided or 
 provided as empty lists.
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'NotificationConfiguration' has been provided
#       And: 'EventBridgeConfiguration.EventBridgeEnabled' is set to bool(true) or 
 'LambdaConfigurations',
#            'QueueConfigurations', or 'TopicConfigurations' have been provided with at 
 least one configuration
#      Then: PASS

#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]

#
# Primary Rules
#
rule s3_event_notifications_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                               %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
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        [CT.S3.PR.4]: Require an Amazon S3 bucket to have event notifications 
 configured 
        [FIX]: Set a 'NotificationConfiguration' parameter on your bucket with one 
 of 'EventBridgeConfiguration', 'LambdaConfigurations', 'QueueConfigurations' or 
 'TopicConfigurations.' 
        >>
}

rule s3_event_notifications_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %S3_BUCKET_TYPE) { 
    check(%INPUT_DOCUMENT.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.4]: Require an Amazon S3 bucket to have event notifications 
 configured 
        [FIX]: Set a 'NotificationConfiguration' parameter on your bucket with one 
 of 'EventBridgeConfiguration', 'LambdaConfigurations', 'QueueConfigurations' or 
 'TopicConfigurations.' 
        >>
}

#
# Parameterized Rules
#
rule check(s3_bucket) { 
    %s3_bucket { 
       # Scenario 2 
       NotificationConfiguration exists 
       NotificationConfiguration is_struct 
       NotificationConfiguration { 
            # Scenario 3 and 4 
            EventBridgeConfiguration exists or 
            LambdaConfigurations exists or 
            QueueConfigurations exists or 
            TopicConfigurations exists 

            check_event_bridge_notifications(EventBridgeConfiguration) or 
            check_other_notifications(LambdaConfigurations) or 
            check_other_notifications(QueueConfigurations) or 
            check_other_notifications(TopicConfigurations) 
       } 
    }
}

rule check_event_bridge_notifications(configuration) { 
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    %configuration { 
        this is_struct 
        EventBridgeEnabled exists 
        EventBridgeEnabled == true 
    }
}

rule check_other_notifications(configuration) { 
    %configuration { 
        this is_list 
        this not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.S3.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      NotificationConfiguration: 
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        EventBridgeConfiguration: 
          EventBridgeEnabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      NotificationConfiguration: {} 

     

[CT.S3.PR.5] Require that an Amazon S3 bucket does not manage user access with an access 
control list (ACL)

This control checks whether your Amazon Simple Storage Service (Amazon S3) bucket allows user 
permissions through access control lists.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.5 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.5 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.S3.PR.5 
example templates

Explanation
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ACLs are legacy access control mechanisms that predate IAM. Instead of ACLs, we recommend 
using IAM policies or Amazon S3 bucket policies to more easily manage access to your S3 buckets.

Remediation for rule failure

Manage access to Amazon S3 buckets with bucket resource policies and IAM identity policies 
instead.

The examples that follow show how to implement this remediation.

Amazon S3 Bucket - Example

Amazon S3 bucket that does not allow user permissions through access control lists by omitting 
the AccessControl property. The example is shown in JSON and in YAML.

JSON example

{ 
    "S3Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": {} 
    }
} 
                 

YAML example

S3Bucket: 
  Type: AWS::S3::Bucket 
  Properties: {} 

                 

CT.S3.PR.5 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
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#   s3_bucket_acl_prohibited_check
#  
# Description:
#   Checks whether Amazon Simple Storage Service (Amazon S3) buckets allow user 
 permissions through access control lists.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document does not contain any Amazon S3 bucket resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'AccessControl' has been provided on the S3 bucket resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 bucket resource
#       And: 'AccessControl' has not been provided on the S3 bucket resource
#      Then: PASS

#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]
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#
# Primary Rules
#
rule s3_bucket_acl_prohibited_check when is_cfn_template(%INPUT_DOCUMENT) 
                                         %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
        [CT.S3.PR.5]: Require that an Amazon S3 bucket does not manage user access with 
 an access control list (ACL) 
        [FIX]: Manage access to Amazon S3 buckets with bucket resource policies and IAM 
 identity policies instead. 
        >>
}

rule s3_bucket_acl_prohibited_check when is_cfn_hook(%INPUT_DOCUMENT, %S3_BUCKET_TYPE) 
 { 
    check(this.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.5]: Require that an Amazon S3 bucket does not manage user access with 
 an access control list (ACL) 
        [FIX]: Manage access to Amazon S3 buckets with bucket resource policies and IAM 
 identity policies instead. 
        >>
}

#
# Parameterized Rules
#
rule check(s3_bucket) { 
    %s3_bucket { 
       # Scenario 2 and 3 
       AccessControl not exists 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
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}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.S3.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      AccessControl: Private 

     

[CT.S3.PR.6] Require an Amazon S3 bucket to have lifecycle policies configured

This control checks whether a lifecycle rule is configured for Amazon S3 buckets.

• Control objective: Optimize costs, Improve availability

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive
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• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.6 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.6 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.S3.PR.6 
example templates

Explanation

Configuring lifecycle rules on your Amazon S3 bucket defines actions that you want S3 to take 
during an object's lifetime. For example, you can transition objects to another storage class, archive 
them, or delete them after a specified period of time.

Remediation for rule failure

Configure at least one active lifecycle rule in LifecycleConfiguration.Rules by setting
Status on a rule to Enabled.

The examples that follow show how to implement this remediation.

Amazon S3 Bucket - Example

Amazon S3 bucket configured with an active lifecycle rule. The example is shown in JSON and in 
YAML.

JSON example

{ 
    "S3Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
            "LifecycleConfiguration": { 
                "Rules": [ 
                    { 
                        "Status": "Enabled", 
                        "ExpirationInDays": 1, 
                        "Id": "FirstRule" 
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                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

S3Bucket: 
  Type: AWS::S3::Bucket 
  Properties: 
    LifecycleConfiguration: 
      Rules: 
        - Status: Enabled 
          ExpirationInDays: 1 
          Id: FirstRule 

                 

CT.S3.PR.6 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_lifecycle_policy_check
#  
# Description:
#   This control checks whether a lifecycle rule is configured for Amazon S3 buckets.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
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#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any S3 bucket resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'LifecycleConfiguration.Rules' has not been been provided or has been 
 provided where 'Rules' is an
#             empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: The S3 bucket has versioning enabled (VersioningConfiguration.Status is 
 set to 'Enabled')
#       And: 'LifecycleConfiguration.Rules' has been been provided as a non-empty list
#       And: There are no 'Rules' with 'Status' set to 'Enabled' present in the 
 'LifecycleConfiguration'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: The S3 bucket has versioning enabled (VersioningConfiguration.Status is 
 set to 'Enabled')
#       And: 'LifecycleConfiguration.Rules' has been been provided as a non-empty list
#       And: There is at least one entry in 'LifecycleConfiguration.Rules' with 
 'Status' set to 'Enabled'
#      Then: PASS

#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
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#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]

#
# Primary Rules
#
rule s3_lifecycle_policy_check when is_cfn_template(%INPUT_DOCUMENT) 
                                    %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
        [CT.S3.PR.6]: Require an Amazon S3 bucket to have lifecycle policies configured 
        [FIX]: Configure at least one active lifecycle rule in 
 'LifecycleConfiguration.Rules' by setting 'Status' on a rule to 'Enabled'. 
        >>
}

rule s3_lifecycle_policy_check when is_cfn_hook(%INPUT_DOCUMENT, %S3_BUCKET_TYPE) { 
    check(%INPUT_DOCUMENT.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.6]: Require an Amazon S3 bucket to have lifecycle policies configured 
        [FIX]: Configure at least one active lifecycle rule in 
 'LifecycleConfiguration.Rules' by setting 'Status' on a rule to 'Enabled'. 
        >>
}

#
# Parameterized Rules
#
rule check(s3_bucket) { 
    %s3_bucket { 
        # Scenario 2 
        LifecycleConfiguration exists 
        LifecycleConfiguration is_struct 

        LifecycleConfiguration { 
            # Scenario 3 and 4 
            Rules exists 
            Rules is_list 
            Rules not empty 

            some Rules[*] { 
                Status exists 
                Status == "Enabled" 
            } 
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        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.S3.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      LifecycleConfiguration: 
        Rules: 
        - Status: Enabled 
          ExpirationInDays: 1 
          Id: FirstRule 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      LifecycleConfiguration: 
        Rules: 
        - Status: Disabled 
          ExpirationInDays: 1 
          Id: FirstRule 

     

[CT.S3.PR.8] Require that Amazon S3 bucket requests use Secure Socket Layer

This control checks whether Amazon S3 bucket policies require requests to use Secure Socket Layer 
(SSL).

• Control objective: Encrypt data in transit

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::S3::BucketPolicy

• AWS CloudFormation guard rule:  CT.S3.PR.8 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.8 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.S3.PR.8 
example templates

Explanation

Amazon S3 buckets should have policies that require all requests (Action: S3:*) to accept 
transmission of data over HTTPS in the S3 resource policy only, as indicated by the condition key
aws:SecureTransport.
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Remediation for rule failure

Configure an Amazon S3 bucket policy statement that denies access to all principals and actions 
for the S3 bucket and bucket objects when a secure transport protocol is not in use.

The examples that follow show how to implement this remediation.

Amazon S3 Bucket Policy - Example

Amazon S3 bucket policy configured to deny all access to the bucket and bucket objects when 
transmission of data is not over HTTPS. The example is shown in JSON and in YAML.

JSON example

{ 
    "S3BucketPolicy": { 
        "Type": "AWS::S3::BucketPolicy", 
        "Properties": { 
            "Bucket": { 
                "Ref": "S3Bucket" 
            }, 
            "PolicyDocument": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Effect": "Deny", 
                        "Action": "s3:*", 
                        "Resource": [ 
                            { 
                                "Fn::GetAtt": [ 
                                    "S3Bucket", 
                                    "Arn" 
                                ] 
                            }, 
                            { 
                                "Fn::Join": [ 
                                    "", 
                                    [ 
                                        { 
                                            "Fn::GetAtt": [ 
                                                "S3Bucket", 
                                                "Arn" 
                                            ] 
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                                        }, 
                                        "/*" 
                                    ] 
                                ] 
                            } 
                        ], 
                        "Principal": "*", 
                        "Condition": { 
                            "Bool": { 
                                "aws:SecureTransport": "false" 
                            } 
                        } 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

S3BucketPolicy: 
  Type: AWS::S3::BucketPolicy 
  Properties: 
    Bucket: !Ref 'S3Bucket' 
    PolicyDocument: 
      Version: 2012-10-17 
      Statement: 
        - Effect: Deny 
          Action: s3:* 
          Resource: 
            - !GetAtt 'S3Bucket.Arn' 
            - !Join 
              - '' 
              - - !GetAtt 'S3Bucket.Arn' 
                - /* 
          Principal: '*' 
          Condition: 
            Bool: 
              aws:SecureTransport: 'false' 
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CT.S3.PR.8 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_bucket_policy_ssl_requests_only_check
#  
# Description:
#   This control checks whether Amazon S3 bucket policies require requests to use 
 Secure Socket Layer (SSL).
#  
# Reports on:
#   AWS::S3::BucketPolicy
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any S3 bucket policies
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket policy
#       And: 'Policydocument' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket policy
#       And: 'Policydocument' does not include a statement that denies Principal  ('*', 
 AWS: '*')
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#            all Actions ('s3:*', '*') over resource ('*' or bucketArn, 
 bucketObjectArn) when the condition
#            "aws:SecureTransport" is "false"
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket policy
#       And: 'Policydocument' includes a statement that denies Principal  ('*', AWS: 
 '*')
#            all Actions ('s3:*', '*') over resource ('*' or bucketArn, 
 bucketObjectArn) when the condition
#            "aws:SecureTransport" is "false"
#      Then: PASS

#
# Constants
#
let S3_BUCKET_POLICY_TYPE = "AWS::S3::BucketPolicy"
let INPUT_DOCUMENT = this

let S3_BUCKET_ARN_PATTERN = /^arn:aws[a-z0-9\-]*:s3:::[a-z0-9][a-z0-9\.-]*[a-z0-9]$/
let S3_BUCKET_OBJECT_ARN_PATTERN = /^arn:aws[a-z0-9\-]*:s3:::[a-z0-9][a-z0-9\.-]*[a-
z0-9]\/\*$/

#
# Assignments
#
let s3_bucket_policies = Resources.*[ Type == %S3_BUCKET_POLICY_TYPE ]

#
# Primary Rules
#
rule s3_bucket_policy_ssl_requests_only_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                   %s3_bucket_policies not empty { 
    check(%s3_bucket_policies.Properties) 
        << 
        [CT.S3.PR.8]: Require that Amazon S3 buckets request to use Secure Socket Layer 
            [FIX]: Configure an Amazon S3 bucket policy statement that denies access 
 to all principals and actions for the S3 bucket and bucket objects when a secure 
 transport protocol is not in use. 
        >>
}
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rule s3_bucket_policy_ssl_requests_only_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %S3_BUCKET_POLICY_TYPE) { 
    check(%INPUT_DOCUMENT.%S3_BUCKET_POLICY_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.8]: Require that Amazon S3 buckets request to use Secure Socket Layer 
            [FIX]: Configure an Amazon S3 bucket policy statement that denies access 
 to all principals and actions for the S3 bucket and bucket objects when a secure 
 transport protocol is not in use. 
        >>
}

#
# Parameterized Rules
#
rule check(s3_bucket_policy) { 
    %s3_bucket_policy { 
        # Scenario 2 
        PolicyDocument exists 
        PolicyDocument is_struct 

        PolicyDocument { 
            Statement exists 
            Statement is_list or 
            Statement is_struct 

            #Scenario 3 and 4 
            some Statement[*] { 
                check_statement_ssl_requests_only(this) 
            } 
        } 
    }
}

rule check_statement_ssl_requests_only(statement) { 
    %statement{ 
        check_all_required_statement_properties(this) 

        Effect == "Deny" 
        Action[*] in ["s3:*", "*"] 

        Principal == "*" or 
        Principal { 
            AWS exists 
            AWS == "*" 
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        } 

        Resource[*] == "*" or 
        check_resource_for_bucket_arns(Resource) or 
        check_resource_for_bucket_arn_refs(Resource) 

        Condition is_struct 
        Condition == { 
            "Bool": { 
                "aws:SecureTransport": "false" 
            } 
        } 

    }
}

rule check_all_required_statement_properties(statement) { 
    %statement { 
        Effect exists 
        Action exists 
        Principal exists 
        Condition exists 
        Resource exists 
    }
}

rule check_resource_for_bucket_arns(resource) { 
    %resource { 
        this is_list 
        this not empty 
        some this[*] == %S3_BUCKET_ARN_PATTERN 
        some this[*] == %S3_BUCKET_OBJECT_ARN_PATTERN 
    }
}

rule check_resource_for_bucket_arn_refs(resource) { 
    %resource { 
        this is_list 
        this not empty 
        some this[*] { 
            check_local_bucket_arn_reference(%INPUT_DOCUMENT, this, "AWS::S3::Bucket") 
        } 
        some this[*] { 
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            check_local_bucket_object_arn_reference(%INPUT_DOCUMENT, this, 
 "AWS::S3::Bucket") 
        } 
    }
}

rule check_local_bucket_arn_reference(doc, reference_properties, 
 referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            check_get_att_bucket_arn(this) 
        } 
    }
}

rule check_local_bucket_object_arn_reference(doc, reference_properties, 
 referenced_resource_type) { 
    %reference_properties { 
        'Fn::Join' { 
            this is_list 
            this not empty 
            this[1][0] { 
                'Fn::GetAtt' { 
                    check_get_att_bucket_arn(this) 
                } 
            } 
            this[1][1] == "/*" 
        } 
    }
}

rule check_get_att_bucket_arn(get_att){ 
    %get_att { 
        this is_list 
        this not empty 
        this[1] == "Arn" 
        query_for_resource(%doc, this[0], %referenced_resource_type) 
            <<Local Stack reference was invalid>> 
    }
}

#
# Utility Rules
#
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rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.S3.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      PublicAccessBlockConfiguration: 
        BlockPublicAcls: true 
        BlockPublicPolicy: true 
        IgnorePublicAcls: true 
        RestrictPublicBuckets: true 
  S3BucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: S3Bucket 
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      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
        - Effect: Deny 
          Action: s3:* 
          Resource: 
          - Fn::GetAtt: 
            - S3Bucket 
            - Arn 
          - Fn::Join: 
            - '' 
            - - Fn::GetAtt: 
                - S3Bucket 
                - Arn 
              - /* 
          Principal: '*' 
          Condition: 
            Bool: 
              aws:SecureTransport: 'false' 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      PublicAccessBlockConfiguration: 
        BlockPublicAcls: true 
        BlockPublicPolicy: true 
        IgnorePublicAcls: true 
        RestrictPublicBuckets: true 
  S3BucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: S3Bucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
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        - Effect: Allow 
          Action: s3:* 
          Resource: 
          - Fn::GetAtt: 
            - S3Bucket 
            - Arn 
          - Fn::Join: 
            - '' 
            - - Fn::GetAtt: 
                - S3Bucket 
                - Arn 
              - /* 
          Principal: 
            AWS: 
            - Ref: AWS::AccountId 
          Condition: 
            Bool: 
              aws:SecureTransport: 'false' 

     

[CT.S3.PR.9] Require that an Amazon S3 bucket has S3 Object Lock activated

This control checks whether an Amazon Simple Storage Service (Amazon S3) bucket has been 
configured to use S3 Object Lock.

• Control objective: Protect data integrity

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.9 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.9 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see: CT.S3.PR.9 
example templates
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Explanation

S3 Object Lock allows you to store objects using a write-once-read-many (WORM) model. Object 
Lock can help prevent objects from being deleted or overwritten for a fixed amount of time, or 
indefinitely. You can use S3 Object Lock to meet regulatory requirements that require WORM 
storage, or to add an extra layer of protection against object changes and deletion.

Usage considerations

• When you create an Amazon S3 bucket with object lock activated, S3 automatically 
enables versioning for the bucket.

Remediation for rule failure

Set ObjectLockEnabled to true.

The examples that follow show how to implement this remediation.

S3 bucket - Example

An Amazon S3 bucket configured with S3 object lock enabled. The example is shown in JSON and 
in YAML.

JSON example

{ 
    "Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
            "ObjectLockEnabled": true 
        } 
    }
} 
                 

YAML example
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Bucket: 
  Type: AWS::S3::Bucket 
  Properties: 
    ObjectLockEnabled: true 

                 

CT.S3.PR.9 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_bucket_object_lock_enabled_check
#  
# Description:
#   This control checks whether an Amazon Simple Storage Service (Amazon S3) bucket has 
 been configured to use S3 Object Lock.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any S3 bucket resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'ObjectLockEnabled' has not been provided
#      Then: FAIL
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'ObjectLockEnabled' has been provided and set to a value other than 
 bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'ObjectLockEnabled' has been provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]

#
# Primary Rules
#
rule s3_bucket_object_lock_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
                                              %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
        [CT.S3.PR.9]: Require that an Amazon S3 bucket has S3 Object Lock activated 
        [FIX]: Set 'ObjectLockEnabled' to 'true'. 
        >>
}

rule s3_bucket_object_lock_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %S3_BUCKET_TYPE) { 
    check(this.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.9]: Require that an Amazon S3 bucket has S3 Object Lock activated 
        [FIX]: Set 'ObjectLockEnabled' to 'true'. 
        >>
}
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#
# Parameterized Rules
#
rule check(s3_bucket) { 
    %s3_bucket { 
       # Scenario 2 
       ObjectLockEnabled exists 
       # Scenarios 3 and 4 
       ObjectLockEnabled == true 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.S3.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      ObjectLockEnabled: true 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      ObjectLockEnabled: false 

     

[CT.S3.PR.10] Require an Amazon S3 bucket to have server-side encryption configured using an 
AWS KMS key

This control checks whether default server-side encryption is enabled on an Amazon S3 bucket 
using AWS KMS.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.10 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.10 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.S3.PR.10 example templates

Explanation

Server-side encryption (SSE) is the encryption of data at its destination by the application or 
service that receives the data. Unless you specify otherwise, Amazon S3 buckets use SSE-S3 by 
default to encrypt objects. However, for added control, you can choose to configure buckets to use 
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server-side encryption with AWS KMS keys (SSE-KMS) instead. Amazon S3 encrypts your data at 
the object level as it writes data to disks in AWS data centers, and then decrypts the data for you, 
when you require access to it.

Remediation for rule failure

Set an encryption rule in BucketEncryption.ServerSideEncryptionConfiguration
with a ServerSideEncryptionByDefault.SSEAlgorithm configuration of aws:kms or
aws:kms:dsse

The examples that follow show how to implement this remediation.

S3 Bucket - Example

An Amazon S3 bucket configured with AWS Key Management Service (AWS KMS) (SSE-KMS) 
default server-side encryption. The example is shown in JSON and in YAML.

JSON example

{ 
    "S3Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
            "BucketEncryption": { 
                "ServerSideEncryptionConfiguration": [ 
                    { 
                        "ServerSideEncryptionByDefault": { 
                            "SSEAlgorithm": "aws:kms" 
                        } 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

S3Bucket: 
  Type: AWS::S3::Bucket 
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  Properties: 
    BucketEncryption: 
      ServerSideEncryptionConfiguration: 
        - ServerSideEncryptionByDefault: 
            SSEAlgorithm: aws:kms 

                 

CT.S3.PR.10 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_bucket_default_encryption_kms_check
#  
# Description:
#   This control checks whether default server-side encryption is enabled on an Amazon 
 S3 bucket using AWS KMS.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any S3 bucket resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'ServerSideEncryptionConfiguration' in 'BucketEncryption' has not been 
 provided
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#            or provided as an empty list
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'ServerSideEncryptionConfiguration' in 'BucketEncryption' has been 
 provided as
#            a non empty list
#       And: 'ServerSideEncryptionConfiguration' in 'BucketEncryption' does not contain 
 an
#            encryption rule with a 'ServerSideEncryptionByDefault' configuration
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'ServerSideEncryptionConfiguration' in 'BucketEncryption' has been 
 provided as
#            a non empty list
#       And: 'ServerSideEncryptionConfiguration' in 'BucketEncryption' contains an 
 encryption
#            rule with a 'ServerSideEncryptionByDefault' configuration
#       And: For an encryption rule, 'SSEAlgorithm' in 'ServerSideEncryptionByDefault' 
 is not
#            not provided or has been provided and set to an SSE Algorithm other than 
 'aws:kms'  
#            or 'aws:kms:dsse'
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'ServerSideEncryptionConfiguration' in 'BucketEncryption' has been 
 provided as
#            a non empty list
#       And: 'ServerSideEncryptionConfiguration' in 'BucketEncryption' contains an 
 encryption rule with
#            a 'ServerSideEncryptionByDefault' configuration
#       And: For all encryption rules, 'SSEAlgorithm' in 
 'ServerSideEncryptionByDefault' is provided
#            and set to 'aws:kms' or 'aws:kms:dsse'
#      Then: PASS
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#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let AUTHORIZED_SSE_ALGORITHMS = [ "aws:kms", "aws:kms:dsse" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]

#
# Primary Rules
#
rule s3_bucket_default_encryption_kms_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                 %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
        [CT.S3.PR.10]: Require an Amazon S3 bucket to have server-side encryption 
 configured using an AWS KMS key 
        [FIX]: Set an encryption rule in 
 'BucketEncryption.ServerSideEncryptionConfiguration' with a 
 'ServerSideEncryptionByDefault.SSEAlgorithm' configuration of 'aws:kms' or 
 'aws:kms:dsse' 
        >>
}

rule s3_bucket_default_encryption_kms_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %S3_BUCKET_TYPE) { 
    check(%INPUT_DOCUMENT.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.10]: Require an Amazon S3 bucket to have server-side encryption 
 configured using an AWS KMS key 
        [FIX]: Set an encryption rule in 
 'BucketEncryption.ServerSideEncryptionConfiguration' with a 
 'ServerSideEncryptionByDefault.SSEAlgorithm' configuration of 'aws:kms' or 
 'aws:kms:dsse' 
        >>
}

#
# Parameterized Rules
#
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rule check(s3_bucket) { 
    %s3_bucket { 
        # Scenario 2 
        BucketEncryption exists 
        BucketEncryption is_struct 

        BucketEncryption { 
            ServerSideEncryptionConfiguration exists 
            ServerSideEncryptionConfiguration is_list 
            ServerSideEncryptionConfiguration not empty 

            # Scenario 3, 4 and 5 
            ServerSideEncryptionConfiguration[*] { 
                ServerSideEncryptionByDefault exists 
                ServerSideEncryptionByDefault is_struct 

                ServerSideEncryptionByDefault { 
                    SSEAlgorithm exists 
                    SSEAlgorithm in %AUTHORIZED_SSE_ALGORITHMS 
                } 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.S3.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      BucketEncryption: 
        ServerSideEncryptionConfiguration: 
        - ServerSideEncryptionByDefault: 
            SSEAlgorithm: aws:kms 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 

     

[CT.S3.PR.11] Require an Amazon S3 bucket to have versioning enabled

This control checks whether an Amazon Simple Storage Service (Amazon S3) bucket has versioning 
enabled.

• Control objective: Improve availability

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::S3::Bucket

• AWS CloudFormation guard rule:  CT.S3.PR.11 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.11 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.S3.PR.11 example templates

Explanation

Versioning keeps multiple variants of an object in the same Amazon S3 bucket. You can use 
versioning to preserve, retrieve, and restore every version of every object stored in your S3 bucket. 
With versioning, you can recover more easily from unintended user actions and application failures.

Usage considerations

• If you have an unversioned bucket with an object expiration lifecycle configuration, and if 
you want to maintain the same permanent delete behavior when you enable versioning, 
you must set an expiration configuration for noncurrent objects. The noncurrent 
expiration configuration lifecycle manages deletion of noncurrent object versions in the 
version-enabled bucket. (A version-enabled bucket maintains one current, and zero or 
more noncurrent, object versions.)

Remediation for rule failure

Set the Status in VersioningConfiguration to Enabled.

The examples that follow show how to implement this remediation.

S3 Bucket - Example One

An Amazon S3 bucket with versioning enabled. The example is shown in JSON and in YAML.

JSON example

{ 
    "Bucket": { 
        "Type": "AWS::S3::Bucket", 
        "Properties": { 
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            "VersioningConfiguration": { 
                "Status": "Enabled" 
            } 
        } 
    }
} 
                 

YAML example

Bucket: 
  Type: AWS::S3::Bucket 
  Properties: 
    VersioningConfiguration: 
      Status: Enabled 

                 

CT.S3.PR.11 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   s3_bucket_versioning_enabled_check
#  
# Description:
#   This control checks whether an Amazon Simple Storage Service (Amazon S3) bucket has 
 versioning enabled.
#  
# Reports on:
#   AWS::S3::Bucket
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
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#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any S3 bucket resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'VersioningConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'VersioningConfiguration' has been provided
#       And: 'Status' in 'VersioningConfiguration' has not been provided or has been 
 provided
#            and set to a value other than 'Enabled'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an S3 bucket resource
#       And: 'VersioningConfiguration' has been provided
#       And: 'Status' in 'VersioningConfiguration' has been provided and set to 
 'Enabled'
#      Then: PASS

#
# Constants
#
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this

#
# Assignments
#
let s3_buckets = Resources.*[ Type == %S3_BUCKET_TYPE ]

#
# Primary Rules
#
rule s3_bucket_versioning_enabled_check when is_cfn_template(%INPUT_DOCUMENT) 
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                                            %s3_buckets not empty { 
    check(%s3_buckets.Properties) 
        << 
        [CT.S3.PR.11]: Require an Amazon S3 bucket to have versioning enabled 
        [FIX]: Set the 'Status' in 'VersioningConfiguration' to Enabled. 
        >>
}

rule s3_bucket_versioning_enabled_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %S3_BUCKET_TYPE) { 
    check(%INPUT_DOCUMENT.%S3_BUCKET_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.11]: Require an Amazon S3 bucket to have versioning enabled 
        [FIX]: Set the 'Status' in 'VersioningConfiguration' to Enabled. 
        >>
}

#
# Parameterized Rules
#
rule check(s3_bucket) { 
    %s3_bucket { 
        # Scenario 2 
        VersioningConfiguration exists 

        # Scenarios 3 and 4 
        VersioningConfiguration is_struct 
        VersioningConfiguration { 
            Status exists 
            Status == "Enabled" 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.S3.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: 
      VersioningConfiguration: 
        Status: Enabled 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  Bucket: 
    Type: AWS::S3::Bucket 
    Properties: {} 

     

[CT.S3.PR.12] Require an Amazon S3 access point to have a Block Public Access (BPA) 
configuration with all options set to true

This control checks whether an Amazon S3 access point has been configured with a Block Public 
Access (BPA) configuration that has all options set to true.

• Control objective: Enforce least privilege
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• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::S3::AccessPoint

• AWS CloudFormation guard rule:  CT.S3.PR.12 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.S3.PR.12 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.S3.PR.12 example templates

Explanation

Amazon S3 access points support independent access settings that allow each access point to block 
public access. When you create an access point, you can specify block public access settings that 
apply to that access point. For any request made through an access point, Amazon S3 evaluates the 
block public access settings for that access point, the underlying bucket, and the bucket owner's 
account. If any of these settings indicate that the request should be blocked, Amazon S3 rejects the 
request.

Usage considerations

• This control is incompatible with Amazon S3 access points that require a public access 
configuration.

• Amazon S3 currently doesnt support changing an access points block public 
access settings after the access point is created.

• Adding an Amazon S3 access point to a bucket doesn't change the bucket's behavior 
when you access the bucket directly through the bucket's name or Amazon Resource 
Name (ARN). See Configuring IAM policies for using access points in the Amazon S3 User 
Guide for informaiton on options to configure the underlying bucket's policy for use with 
Amazon S3 access points.
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Remediation for rule failure

In the PublicAccessBlockConfiguration field, set the values of BlockPublicAcls, BlockPublicPolicy, 
IgnorePublicAcls, and RestrictPublicBuckets to true, or omit the PublicAccessBlockConfiguration 
field to adopt the default value of true for these properties.

The examples that follow show how to implement this remediation.

Amazon S3 Access Point - Example

An Amazon S3 access point with a Block Public Access configuration that ensures public access 
requests by means of the access point are rejected. The example is shown in JSON and in YAML.

JSON example

{ 
    "S3AccessPoint": { 
        "Type": "AWS::S3::AccessPoint", 
        "Properties": { 
            "Bucket": "sample-bucket", 
            "Name": "sample-access-point", 
            "Policy": { 
                "Version": "2012-10-17", 
                "Statement": [ 
                    { 
                        "Action": [ 
                            "s3:GetObject", 
                            "s3:PutObject" 
                        ], 
                        "Effect": "Allow", 
                        "Resource": [ 
                            { 
                                "Fn::Sub": "arn:${AWS::Partition}:s3:${AWS::Region}:
${AWS::AccountId}:accesspoint/sample-access-point/object/*" 
                            } 
                        ], 
                        "Principal": { 
                            "AWS": "arn:aws:iam::123456789012:role/SampleRole" 
                        } 
                    } 
                ] 
            }, 
            "PublicAccessBlockConfiguration": { 
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                "BlockPublicAcls": true, 
                "BlockPublicPolicy": true, 
                "IgnorePublicAcls": true, 
                "RestrictPublicBuckets": true 
            } 
        } 
    }
} 
                 

YAML example

S3AccessPoint: 
  Type: AWS::S3::AccessPoint 
  Properties: 
    Bucket: sample-bucket 
    Name: sample-access-point 
    Policy: 
      Version: '2012-10-17' 
      Statement: 
        - Action: 
            - s3:GetObject 
            - s3:PutObject 
          Effect: Allow 
          Resource: 
            - !Sub 'arn:${AWS::Partition}:s3:${AWS::Region}:
${AWS::AccountId}:accesspoint/sample-access-point/object/*' 
          Principal: 
            AWS: arn:aws:iam::123456789012:role/SampleRole 
    PublicAccessBlockConfiguration: 
      BlockPublicAcls: true 
      BlockPublicPolicy: true 
      IgnorePublicAcls: true 
      RestrictPublicBuckets: true 

                 

CT.S3.PR.12 rule specification

# ###################################
##       Rule Specification        ##
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#####################################
#  
# Rule Identifier:
#   s3_access_point_public_access_prohibited_check
#  
# Description:
#   This control checks whether an S3Amazon S3access point has been configured with a 
 Block Public Access (BPA) configuration that has all options set to true.
#  
# Reports on:
#   AWS::S3::AccessPoint
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any Amazon S3 access point resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 access point resource
#       And: 'PublicAccessBlockConfiguration' has been provided as an empty struct
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 access point resource
#       And: 'PublicAccessBlockConfiguration' has been provided
#       And: In 'PublicAccessBlockConfiguration', one or more of 'BlockPublicAcls',
#            'BlockPublicPolicy', 'IgnorePublicAcls' or 'RestrictPublicBuckets' have 
 been
#            provided and set to a value other than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 access point resource
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#       And: 'PublicAccessBlockConfiguration' has not been provided
#      Then: PASS
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an Amazon S3 access point resource
#       And: 'PublicAccessBlockConfiguration' has been provided
#       And: In 'PublicAccessBlockConfiguration', 'BlockPublicAcls', 
 'BlockPublicPolicy',
#            'IgnorePublicAcls' or 'RestrictPublicBuckets' have all been provided and
#            set to bool(true)
#      Then: PASS

#
# Constants
#
let INPUT_DOCUMENT = this
let S3_ACCESS_POINT_TYPE = "AWS::S3::AccessPoint"

#
# Assignments
#
let s3_access_points = Resources.*[ Type == %S3_ACCESS_POINT_TYPE ]

#
# Primary Rules
#
rule s3_access_point_public_access_prohibited_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                         %s3_access_points not empty { 
    check(%s3_access_points.Properties) 
        << 
        [CT.S3.PR.12]: Require an Amazon S3 access point to have a Block Public Access 
 (BPA) configuration with all options set to true 
        [FIX]: In the PublicAccessBlockConfiguration field, set the values of 
 BlockPublicAcls, BlockPublicPolicy, IgnorePublicAcls, and RestrictPublicBuckets to 
 true, or  
        omit the PublicAccessBlockConfiguration field to adopt the default value of 
 true for these properties. 
        >>
}

rule s3_access_point_public_access_prohibited_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %S3_ACCESS_POINT_TYPE) { 
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    check(%INPUT_DOCUMENT.%S3_ACCESS_POINT_TYPE.resourceProperties) 
        << 
        [CT.S3.PR.12]: Require an Amazon S3 access point to have a Block Public Access 
 (BPA) configuration with all options set to true 
        [FIX]: In the PublicAccessBlockConfiguration field, set the values of 
 BlockPublicAcls, BlockPublicPolicy, IgnorePublicAcls, and RestrictPublicBuckets to 
 true, or omit the PublicAccessBlockConfiguration field to adopt the default value of 
 true for these properties. 
        >>
}

#
# Parameterized Rules
#
rule check(s3_access_point) { 
    %s3_access_point { 
        # Scenarios 2 and 4 
        PublicAccessBlockConfiguration not exists or 
        # Scenarios 3 and 5 
        check_bpa_configuration(this) 

    }
}

rule check_bpa_configuration(s3_access_point) { 
    %s3_access_point { 
        PublicAccessBlockConfiguration is_struct 

        PublicAccessBlockConfiguration { 
            BlockPublicAcls exists 
            BlockPublicPolicy exists 
            IgnorePublicAcls exists 
            RestrictPublicBuckets exists 

            BlockPublicAcls == true 
            BlockPublicPolicy == true 
            IgnorePublicAcls == true 
            RestrictPublicBuckets == true 
        } 
    }
}

#
# Utility Rules
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#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.S3.PR.12 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
  S3BucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: S3Bucket 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Action: '*' 
          Effect: Allow 
          Resource: 
          - Fn::GetAtt: 
            - S3Bucket 
            - Arn 
          - Fn::Join: 
            - '' 
            - - Fn::GetAtt: 
                - S3Bucket 
                - Arn 
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              - /* 
          Principal: 
            AWS: '*' 
          Condition: 
            StringEquals: 
              s3:DataAccessPointAccount: 
                Ref: AWS::AccountId 
  AccessPointRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: GetObjectPermissions 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - s3:GetObject 
            Resource: 
            - Fn::Sub: arn:${AWS::Partition}:s3:${AWS::Region}:
${AWS::AccountId}:accesspoint/example-access-point/object/* 
  S3AccessPoint: 
    Type: AWS::S3::AccessPoint 
    Properties: 
      Bucket: 
        Ref: S3Bucket 
      Name: example-access-point 
      Policy: 
        Version: '2012-10-17' 
        Statement: 
        - Action: 
          - s3:GetObject 
          - s3:PutObject 
          Effect: Allow 
          Resource: 
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          - Fn::Sub: arn:${AWS::Partition}:s3:${AWS::Region}:
${AWS::AccountId}:accesspoint/example-access-point/object/* 
          Principal: 
            AWS: 
              Fn::GetAtt: 
              - AccessPointRole 
              - Arn 
      PublicAccessBlockConfiguration: 
        BlockPublicAcls: true 
        BlockPublicPolicy: true 
        IgnorePublicAcls: true 
        RestrictPublicBuckets: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  S3Bucket: 
    Type: AWS::S3::Bucket 
  S3BucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: 
        Ref: S3Bucket 
      PolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Action: '*' 
          Effect: Allow 
          Resource: 
          - Fn::GetAtt: 
            - S3Bucket 
            - Arn 
          - Fn::Join: 
            - '' 
            - - Fn::GetAtt: 
                - S3Bucket 
                - Arn 
              - /* 
          Principal: 
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            AWS: '*' 
          Condition: 
            StringEquals: 
              s3:DataAccessPointAccount: 
                Ref: AWS::AccountId 
  AccessPointRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            AWS: 
              Ref: AWS::AccountId 
          Action: sts:AssumeRole 
      Path: / 
      Policies: 
      - PolicyName: GetObjectPermissions 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - s3:GetObject 
            Resource: 
            - Fn::Sub: arn:${AWS::Partition}:s3:${AWS::Region}:
${AWS::AccountId}:accesspoint/example-access-point/object/* 
  S3AccessPoint: 
    Type: AWS::S3::AccessPoint 
    Properties: 
      Bucket: 
        Ref: S3Bucket 
      Name: example-access-point 
      Policy: 
        Version: '2012-10-17' 
        Statement: 
        - Action: 
          - s3:GetObject 
          - s3:PutObject 
          Effect: Allow 
          Resource: 
          - Fn::Sub: arn:${AWS::Partition}:s3:${AWS::Region}:
${AWS::AccountId}:accesspoint/example-access-point/object/* 
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          Principal: 
            AWS: 
              Fn::GetAtt: 
              - AccessPointRole 
              - Arn 
      PublicAccessBlockConfiguration: 
        BlockPublicAcls: false 
        BlockPublicPolicy: false 
        IgnorePublicAcls: false 
        RestrictPublicBuckets: false 

     

Amazon SageMaker controls

Topics

• [CT.SAGEMAKER.PR.1] Require an Amazon SageMaker notebook instance to prevent direct 
internet access

• [CT.SAGEMAKER.PR.2] Require Amazon SageMaker notebook instances to be deployed within a 
custom Amazon VPC

• [CT.SAGEMAKER.PR.3] Require Amazon SageMaker notebook instances to have root access 
disallowed

[CT.SAGEMAKER.PR.1] Require an Amazon SageMaker notebook instance to prevent direct 
internet access

This control checks that direct internet access is not allowed for an Amazon SageMaker notebook 
instance.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::SageMaker::NotebookInstance

• AWS CloudFormation guard rule:  CT.SAGEMAKER.PR.1 rule specification

Details and examples
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• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.SAGEMAKER.PR.1 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.SAGEMAKER.PR.1 example templates

Explanation

When you configure your SageMaker notebook instance without a VPC, direct internet access is 
allowed for your instance, by default. Instead, you should configure your instance with a VPC and 
change the default setting to Disable - Access the internet through a VPC.

To train or host models from a notebook, you require internet access. To set up internet access, 
make sure that your VPC has a NAT gateway, and that your security group allows outbound 
connections.

Ensure that access to your SageMaker configuration is limited to authorized users. Restrict users' 
IAM permissions for modifying SageMaker settings and resources.

Usage considerations

• To set up outbound internet access for Amazon SageMaker notebook instances when this 
control is activated - First, associate the notebook instance with a private subnet that 
has access to the internet, through a default route to a NAT gateway instance. Also, be 
sure that the security groups assigned to the notebook instance, and the network access 
control list (NACL) of the private subnet, allow outbound traffic to the internet.

Remediation for rule failure

Set DirectInternetAccess to Disabled and provide a SubnetId and one or more
SecurityGroupIds.

The examples that follow show how to implement this remediation.

Amazon SageMaker Notebook Instance - Example

Amazon SageMaker notebook instance configured with direct internet access deactivated. The 
example is shown in JSON and in YAML.
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JSON example

{ 
    "SageMakerNoteBookInstance": { 
        "Type": "AWS::SageMaker::NotebookInstance", 
        "Properties": { 
            "InstanceType": "ml.t2.medium", 
            "RoleArn": { 
                "Fn::GetAtt": [ 
                    "ExecutionRole", 
                    "Arn" 
                ] 
            }, 
            "DirectInternetAccess": "Disabled", 
            "SubnetId": { 
                "Ref": "Subnet" 
            }, 
            "SecurityGroupIds": [ 
                { 
                    "Fn::GetAtt": [ 
                        "SecurityGroup", 
                        "GroupId" 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

SageMakerNoteBookInstance: 
  Type: AWS::SageMaker::NotebookInstance 
  Properties: 
    InstanceType: ml.t2.medium 
    RoleArn: !GetAtt 'ExecutionRole.Arn' 
    DirectInternetAccess: Disabled 
    SubnetId: !Ref 'Subnet' 
    SecurityGroupIds: 
      - !GetAtt 'SecurityGroup.GroupId' 
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CT.SAGEMAKER.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   sagemaker_notebook_no_direct_internet_access_check
#  
# Description:
#   This control checks that direct internet access is not allowed for an Amazon 
 SageMaker notebook instance.
#  
# Reports on:
#   AWS::SageMaker::NotebookInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any SageMaker notebook instance 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SageMaker notebook instance resource
#       And: 'DirectInternetAccess' has not been provided on the SageMaker notebook 
 instance resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document contains an SageMaker notebook instance resource
#       And: 'DirectInternetAccess' has been provided on the SageMaker notebook 
 instance resource
#       And: 'DirectInternetAccess' is set to 'Enabled'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SageMaker notebook instance resource
#       And: 'DirectInternetAccess' has been provided on the SageMaker notebook 
 instance resource
#       And: 'DirectInternetAccess' is set to 'Disabled'
#       And: 'SecurityGroupIds' have been provided as a non-empty list with non-empty 
 strings or valid local references
#       And: 'SubnetId' has been provided as an empty string or non-valid local 
 reference
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SageMaker notebook instance resource
#       And: 'DirectInternetAccess' has been provided on the SageMaker notebook 
 instance resource
#       And: 'DirectInternetAccess' is set to 'Disabled'
#       And: 'SubnetId' has been provided as a non-empty string or valid local 
 reference
#       And: 'SecurityGroupIds' have been provided as an empty list or a list that 
 contains empty string values or
#            non-valid local references
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SageMaker notebook instance resource
#       And: 'DirectInternetAccess' has been provided on the SageMaker notebook 
 instance resource
#       And: 'DirectInternetAccess' is set to 'Disabled'
#       And: 'SecurityGroupIds' have been provided as a non-empty list with non-empty 
 strings or valid local references
#       And: 'SubnetId' has been provided as a non-empty string or valid local 
 reference
#      Then: PASS

#
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# Constants
#
let SAGEMAKER_NOTEBOOK_INSTANCE_TYPE = "AWS::SageMaker::NotebookInstance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let sagemaker_notebook_instances = Resources.*[ Type == 
 %SAGEMAKER_NOTEBOOK_INSTANCE_TYPE ]

#
# Primary Rules
#
rule sagemaker_notebook_no_direct_internet_access_check when is_cfn_template(this) 
                                                             
 %sagemaker_notebook_instances not empty { 
    check(%sagemaker_notebook_instances.Properties) 
        << 
        [CT.SAGEMAKER.PR.1]: Require an Amazon SageMaker notebook instance to prevent 
 direct internet access 
        [FIX]: Set 'DirectInternetAccess' to 'Disabled' and provide a 'SubnetId' and 
 one or more 'SecurityGroupIds'. 
        >>
}

rule sagemaker_notebook_no_direct_internet_access_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %SAGEMAKER_NOTEBOOK_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%SAGEMAKER_NOTEBOOK_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.SAGEMAKER.PR.1]: Require an Amazon SageMaker notebook instance to prevent 
 direct internet access 
        [FIX]: Set 'DirectInternetAccess' to 'Disabled' and provide a 'SubnetId' and 
 one or more 'SecurityGroupIds'. 
        >>
}

#
# Parameterized Rules
#
rule check(sagemaker_notebook_instances) { 
    %sagemaker_notebook_instances { 
        # Scenario 2 
        DirectInternetAccess exists 
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        # Scenario 3 
        DirectInternetAccess is_string 
        DirectInternetAccess == "Disabled" 

        # Scenario 4,5 and 6 
        check_is_string_and_not_empty(SubnetId) or 
        check_local_references(%INPUT_DOCUMENT, SubnetId, "AWS::EC2::Subnet") 

        SecurityGroupIds exists 
        SecurityGroupIds is_list 
        SecurityGroupIds not empty 

        SecurityGroupIds[*] { 
            check_is_string_and_not_empty(this) or 
            check_local_references(%INPUT_DOCUMENT, this, "AWS::EC2::SecurityGroup") 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, SAGEMAKER_NOTEBOOK_INSTANCE_TYPE) { 
    %doc.%SAGEMAKER_NOTEBOOK_INSTANCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
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            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.SAGEMAKER.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  VPC: 
    Type: AWS::EC2::VPC 
    Properties: 
      CidrBlock: 10.0.0.0/16 
      EnableDnsSupport: 'true' 
      EnableDnsHostnames: 'true' 
  Subnet: 
    Type: AWS::EC2::Subnet 
    Properties: 
      VpcId: 
        Ref: VPC 
      CidrBlock: 10.0.0.0/24 
      AvailabilityZone: 
        Fn::Select: 
        - 0 
        - Fn::GetAZs: '' 
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  SecurityGroup: 
    Type: AWS::EC2::SecurityGroup 
    Properties: 
      GroupDescription: Notebook SG1 
      VpcId: 
        Ref: VPC 
  ExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - sagemaker.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
      - Fn::Sub: arn:${AWS::Partition}:iam::aws:policy/AmazonSageMakerFullAccess 
  SageMakerNoteBookInstance: 
    Type: AWS::SageMaker::NotebookInstance 
    Properties: 
      InstanceType: ml.t2.medium 
      RoleArn: 
        Fn::GetAtt: 
        - ExecutionRole 
        - Arn 
      DirectInternetAccess: Disabled 
      SubnetId: 
        Fn::GetAtt: 
        - Subnet 
        - SubnetId 
      SecurityGroupIds: 
      - Fn::GetAtt: 
        - SecurityGroup 
        - GroupId 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.
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Resources: 
  ExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - sagemaker.amazonaws.com 
          Action: 
          - sts:AssumeRole 
      Path: / 
      ManagedPolicyArns: 
      - Fn::Sub: arn:${AWS::Partition}:iam::aws:policy/AmazonSageMakerFullAccess 
  SageMakerNoteBookInstance: 
    Type: AWS::SageMaker::NotebookInstance 
    Properties: 
      InstanceType: ml.t2.medium 
      RoleArn: 
        Fn::GetAtt: 
        - ExecutionRole 
        - Arn 
      DirectInternetAccess: Enabled 

     

[CT.SAGEMAKER.PR.2] Require Amazon SageMaker notebook instances to be deployed within a 
custom Amazon VPC

This control checks whether an Amazon SageMaker notebook instance is configured to launch 
within a custom Amazon VPC.

• Control objective: Limit network access

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::SageMaker::NotebookInstance

• AWS CloudFormation guard rule:  CT.SAGEMAKER.PR.2 rule specification
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Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.SAGEMAKER.PR.2 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.SAGEMAKER.PR.2 example templates

Explanation

As a best practice, we recommend that you keep your resources contained inside a VPC whenever 
possible, to ensure the secure network protection of your infrastructure.

Remediation for rule failure

Set SubnetId to the identifier of an Amazon EC2 subnet and set SecurityGroupIds to a list 
containing one or more EC2 security group identifiers.

The examples that follow show how to implement this remediation.

Amazon SageMaker Notebook Instance - Example

Amazon SageMaker notebook instance configured with Amazon VPC connectivity. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "NotebookInstance": { 
        "Type": "AWS::SageMaker::NotebookInstance", 
        "Properties": { 
            "InstanceType": "ml.t2.large", 
            "RoleArn": { 
                "Fn::GetAtt": [ 
                    "ExecutionRole", 
                    "Arn" 
                ] 
            }, 
            "SubnetId": { 
                "Fn::GetAtt": [ 
                    "Subnet", 
                    "SubnetId" 
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                ] 
            }, 
            "SecurityGroupIds": [ 
                { 
                    "Fn::GetAtt": [ 
                        "SecurityGroup", 
                        "GroupId" 
                    ] 
                } 
            ] 
        } 
    }
} 
                 

YAML example

NotebookInstance: 
  Type: AWS::SageMaker::NotebookInstance 
  Properties: 
    InstanceType: ml.t2.large 
    RoleArn: !GetAtt 'ExecutionRole.Arn' 
    SubnetId: !GetAtt 'Subnet.SubnetId' 
    SecurityGroupIds: 
      - !GetAtt 'SecurityGroup.GroupId' 

                 

CT.SAGEMAKER.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   sagemaker_notebook_instance_inside_vpc_check
#  
# Description:
#   This control checks whether an Amazon SageMaker notebook instance is configured to 
 launch within a custom Amazon VPC.
#  
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# Reports on:
#   AWS::SageMaker::NotebookInstance
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any SageMaker notebook instance 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a SageMaker notebook instance resource
#       And: 'SubnetId' has not been provided or provided as an empty string or non-
valid local reference
#       And: 'SecurityGroupIds' has not been provided or provided as an empty list or a 
 list that contains empty string
#            values or non-valid local references
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a SageMaker notebook instance resource
#       And: 'SubnetId' has been provided as a non-empty string or valid local 
 reference
#       And: 'SecurityGroupIds' has not been provided or provided as an empty list or a 
 list that contains empty string
#            values or non-valid local references
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a SageMaker notebook instance resource
#       And: 'SubnetId' has not been provided or provided as an empty string or non-
valid local reference
#       And: 'SecurityGroupIds' have been provided as a non-empty list containing non-
empty string values or
#            valid local references
#      Then: FAIL
#   Scenario: 5
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a SageMaker notebook instance resource
#       And: 'SubnetId' has been provided as a non-empty string or valid local 
 reference
#       And: 'SecurityGroupIds' have been provided as a list containing one or more 
 non-empty string values or
#            valid local references
#      Then: PASS

#
# Constants
#
let SAGEMAKER_NOTEBOOK_INSTANCE_TYPE = "AWS::SageMaker::NotebookInstance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let sagemaker_notebook_instances = Resources.*[ Type == 
 %SAGEMAKER_NOTEBOOK_INSTANCE_TYPE ]

#
# Primary Rules
#
rule sagemaker_notebook_instance_inside_vpc_check when is_cfn_template(%INPUT_DOCUMENT) 
                                                       %sagemaker_notebook_instances 
 not empty { 
    check(%sagemaker_notebook_instances.Properties) 
        << 
        [CT.SAGEMAKER.PR.2]: Require Amazon SageMaker notebook instances to be deployed 
 within a custom Amazon VPC 
            [FIX]: Set 'SubnetId' to the identifier of an Amazon EC2 subnet and set 
 'SecurityGroupIds' to a list containing one or more EC2 security group identifiers. 
        >>
}

rule sagemaker_notebook_instance_inside_vpc_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %SAGEMAKER_NOTEBOOK_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%SAGEMAKER_NOTEBOOK_INSTANCE_TYPE.resourceProperties) 
        << 
        [CT.SAGEMAKER.PR.2]: Require Amazon SageMaker notebook instances to be deployed 
 within a custom Amazon VPC 
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            [FIX]: Set 'SubnetId' to the identifier of an Amazon EC2 subnet and set 
 'SecurityGroupIds' to a list containing one or more EC2 security group identifiers. 
        >>
}

rule check(sagemaker_notebook_instance) { 
    %sagemaker_notebook_instance { 
        # Scenario 2 
        SubnetId exists 

        # Scenario 3, 4 and 5 
        check_is_string_and_not_empty(SubnetId) or 
        check_local_references(%INPUT_DOCUMENT, SubnetId, "AWS::EC2::Subnet") 

        SecurityGroupIds exists 
        SecurityGroupIds is_list 
        SecurityGroupIds not empty 

        SecurityGroupIds[*] { 
            check_is_string_and_not_empty(this) or 
            check_local_references(%INPUT_DOCUMENT, this, "AWS::EC2::SecurityGroup") 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}

rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
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}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.SAGEMAKER.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  NotebookInstance: 
    Type: AWS::SageMaker::NotebookInstance 
    Properties: 
      InstanceType: ml.t2.large 
      RoleArn: example-role-arn 
      SubnetId: example-subnet-id 
      SecurityGroupIds: 
        - example-sg-id 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  NotebookInstance: 
    Type: AWS::SageMaker::NotebookInstance 
    Properties: 
      InstanceType: ml.t2.large 
      RoleArn: example-role-arn 

     

[CT.SAGEMAKER.PR.3] Require Amazon SageMaker notebook instances to have root access 
disallowed

This control checks whether Amazon SageMaker notebook instances allow root access.

• Control objective: Enforce least privilege

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::SageMaker::NotebookInstance

• AWS CloudFormation guard rule:  CT.SAGEMAKER.PR.3 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.SAGEMAKER.PR.3 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.SAGEMAKER.PR.3 example templates

Explanation

By default, when you create a notebook instance, users that log into that notebook instance have 
root access. Because users with root access have administrator privileges, users have access to edit 
all files on a notebook instance with root access enabled. In adherence to the principle of least 
privilege, for security reasons, we recommend that you restrict root access to instance resources 
whenever possible, to avoid unintentional over-provisioning of permissions.
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Usage considerations

• Lifecycle configurations associated with an Amazon SageMaker notebook instance always 
run with root access, even if you turn off root access for users.

Remediation for rule failure

Set RootAccess to Disabled.

The examples that follow show how to implement this remediation.

Amazon SageMaker Notebook Instance - Example

Amazon SageMaker notebook instance configured with root access turned off. The example is 
shown in JSON and in YAML.

JSON example

{ 
    "NotebookInstance": { 
        "Type": "AWS::SageMaker::NotebookInstance", 
        "Properties": { 
            "InstanceType": "ml.t2.large", 
            "RoleArn": { 
                "Fn::GetAtt": [ 
                    "ExecutionRole", 
                    "Arn" 
                ] 
            }, 
            "RootAccess": "Disabled" 
        } 
    }
} 
                 

YAML example

NotebookInstance: 
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  Type: AWS::SageMaker::NotebookInstance 
  Properties: 
    InstanceType: ml.t2.large 
    RoleArn: !GetAtt 'ExecutionRole.Arn' 
    RootAccess: Disabled 

                 

CT.SAGEMAKER.PR.3 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   sagemaker_notebook_instance_root_access_check
#  
# Description:
#   This control checks whether Amazon SageMaker notebook instances allow root access.
#  
# Reports on:
#   AWS::SageMaker::NotebookInstance
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any SageMaker notebook instance 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a SageMaker notebook instance resource
#       And: 'RootAccess' has not been provided
#      Then: FAIL
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#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a SageMaker notebook instance resource
#       And: 'RootAccess' has been provided and is set to a value other than 'Disabled'
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a SageMaker notebook instance resource
#       And: 'RootAccess' has been provided and is set to 'Disabled'
#      Then: PASS

#
# Constants
#
let SAGEMAKER_NOTEBOOK_INSTANCE_TYPE = "AWS::SageMaker::NotebookInstance"
let INPUT_DOCUMENT = this

#
# Assignments
#
let sagemaker_notebook_instances = Resources.*[ Type == 
 %SAGEMAKER_NOTEBOOK_INSTANCE_TYPE ]

#
# Primary Rules
#
rule sagemaker_notebook_instance_root_access_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                        %sagemaker_notebook_instances 
 not empty { 
    check(%sagemaker_notebook_instances.Properties) 
        << 
        [CT.SAGEMAKER.PR.3]: Require Amazon SageMaker notebook instances to have root 
 access disallowed 
            [FIX]: Set 'RootAccess' to 'Disabled'. 
        >>
}

rule sagemaker_notebook_instance_root_access_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %SAGEMAKER_NOTEBOOK_INSTANCE_TYPE) { 
    check(%INPUT_DOCUMENT.%SAGEMAKER_NOTEBOOK_INSTANCE_TYPE.resourceProperties) 
        << 
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        [CT.SAGEMAKER.PR.3]: Require Amazon SageMaker notebook instances to have root 
 access disallowed 
            [FIX]: Set 'RootAccess' to 'Disabled'. 
        >>
}

rule check(sagemaker_notebook_instance) { 
    %sagemaker_notebook_instance { 
        # Scenarios 2, 3 and 4 
        RootAccess exists 
        RootAccess == "Disabled" 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.SAGEMAKER.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  NotebookInstance: 
    Type: AWS::SageMaker::NotebookInstance 
    Properties: 
      InstanceType: ml.t2.large 
      RoleArn: example-role-arn 
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      RootAccess: Disabled 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  NotebookInstance: 
    Type: AWS::SageMaker::NotebookInstance 
    Properties: 
      InstanceType: ml.t2.large 
      RoleArn: example-role-arn 
      RootAccess: Enabled 

     

Amazon Simple Queue Service (Amazon SQS) controls

Topics

• [CT.SQS.PR.1] Require any Amazon SQS queue to have a dead-letter queue configured

• [CT.SQS.PR.2] Require any Amazon SQS queue to have encryption at rest configured

[CT.SQS.PR.1] Require any Amazon SQS queue to have a dead-letter queue configured

This control checks whether an Amazon SQS queue is configured with a dead-letter queue.

• Control objective: Improve resiliency

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::SQS::Queue

• AWS CloudFormation guard rule:  CT.SQS.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.SQS.PR.1 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.SQS.PR.1 example templates

Explanation

The main task of a dead-letter queue is to handle the lifecycle of unconsumed messages. A dead-
letter queue lets you set aside and isolate messages that cant be processed correctly, so 
you can determine why their processing didnt succeed.

Usage considerations

• This control applies only to Amazon SQS queues that are not configured as a dead-letter 
queue with a RedriveAllowPolicy property.

Remediation for rule failure

Create a RedrivePolicy with a deadLetterTargetArn value thats set to the ARN of an 
Amazon SQS dead-letter queue. For Amazon SQS dead-letter queues, instead 
provide a redrive configuration in the RedriveAllowPolicy' property.

The examples that follow show how to implement this remediation.

Amazon SQS Queue - Example

Amazon SQS queue configured to send messages to a dead-letter queue, if the messages can't be 
processed (consumed) successfully. The example is shown in JSON and in YAML.

JSON example

{ 
    "SQSQueue": { 
        "Type": "AWS::SQS::Queue", 
        "Properties": { 
            "RedrivePolicy": { 
                "deadLetterTargetArn": { 
                    "Fn::GetAtt": [ 
                        "DLQQueue", 
                        "Arn" 
                    ] 
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                }, 
                "maxReceiveCount": 3 
            } 
        } 
    }
} 
                 

YAML example

SQSQueue: 
  Type: AWS::SQS::Queue 
  Properties: 
    RedrivePolicy: 
      deadLetterTargetArn: !GetAtt 'DLQQueue.Arn' 
      maxReceiveCount: 3 

                 

CT.SQS.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#    sqs_dlq_check
#  
# Description:
#   This control checks whether an Amazon SQS queue is configured with a dead-letter 
 queue.
#  
# Reports on:
#    AWS::SQS::Queue
#  
# Evaluates:
#    AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#     None
#  
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# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any SQS queue resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'RedriveAllowPolicy' has been provided on the SQS queue
#       And: 'RedriveAllowPolicy.redrivePermission' is set to 'allowAll' or 'byQueue'
#      Then: SKIP
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'RedriveAllowPolicy' has not been provided on the SQS queue or 
 'RedriveAllowPolicy.redrivePermission'
#            has been provided and is set to a value other than 'allowAll' or 'byQueue'
#       And: 'RedrivePolicy' has not been provided
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'RedriveAllowPolicy' has not been provided on the SQS queue or 
 'RedriveAllowPolicy.redrivePermission'
#            has been provided and is set to a value other than 'allowAll' or 'byQueue'
#       And: 'RedrivePolicy' has been provided
#       And: 'RedrivePolicy.deadLetterTargetArn' has not been provided or has been 
 provided as an empty string or
#            invalid local reference to an SQS queue
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'RedriveAllowPolicy' has not been provided on the SQS queue or 
 'RedriveAllowPolicy.redrivePermission' has
#            been provided and is set to a value other than 'allowAll' or 'byQueue'
#       And: 'RedrivePolicy' has been provided
#       And: 'RedrivePolicy.deadLetterTargetArn' has been provided as a non-empty 
 string or valid local reference to
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#             an SQS queue
#      Then: PASS

#
# Constants
#
let SQS_QUEUE_TYPE = "AWS::SQS::Queue"
let INPUT_DOCUMENT = this
let DLQ_REDRIVE_PERMISSION = ["allowAll", "byQueue"]

#
# Assignments
#
let sqs_queues = Resources.*[ Type == %SQS_QUEUE_TYPE ]

#
# Primary Rules
#
rule sqs_dlq_check when is_cfn_template(%INPUT_DOCUMENT) 
                        %sqs_queues not empty { 
    check(%sqs_queues.Properties) 
        << 
        [CT.SQS.PR.1]: Require any Amazon SQS queue to have a dead-letter queue 
 configured 
            [FIX]: Create a 'RedrivePolicy' with a 'deadLetterTargetArn' value that's 
 set to the ARN of an Amazon SQS dead-letter queue. For Amazon SQS dead-letter queues, 
 instead provide a redrive configuration in the 'RedriveAllowPolicy' property. 
        >>
}

rule sqs_dlq_check when is_cfn_hook(%INPUT_DOCUMENT, %SQS_QUEUE_TYPE) { 
    check(%INPUT_DOCUMENT.%SQS_QUEUE_TYPE.resourceProperties) 
        << 
        [CT.SQS.PR.1]: Require any Amazon SQS queue to have a dead-letter queue 
 configured 
            [FIX]: Create a 'RedrivePolicy' with a 'deadLetterTargetArn' value that's 
 set to the ARN of an Amazon SQS dead-letter queue. For Amazon SQS dead-letter queues, 
 instead provide a redrive configuration in the 'RedriveAllowPolicy' property. 
        >>
}

#
# Parameterized Rules
#
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rule check(sqs_queues) { 
    %sqs_queues [ 
        # Scenario 2 
        RedriveAllowPolicy not exists or 
        filter_is_not_dlq(this) 
    ] { 
        # Scenario 3 
        RedrivePolicy exists 
        RedrivePolicy is_struct 

        # Scenario 4 
        RedrivePolicy { 
            deadLetterTargetArn exists 

            check_is_string_and_not_empty(deadLetterTargetArn) or 
            check_local_references(%INPUT_DOCUMENT, deadLetterTargetArn, 
 %SQS_QUEUE_TYPE) 
        } 
    }
}

rule filter_is_not_dlq(sqs_queue) { 
    RedriveAllowPolicy exists 
    RedriveAllowPolicy is_struct 

    RedriveAllowPolicy { 
        redrivePermission exists 
        redrivePermission not in %DLQ_REDRIVE_PERMISSION 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}
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rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        "Fn::GetAtt" { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.SQS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  SQSQueue: 
    Type: AWS::SQS::Queue 
    Properties: 
      RedrivePolicy: 
        deadLetterTargetArn: 
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          Fn::GetAtt: [DLQQueue, Arn] 
        maxReceiveCount: 3 
  DLQQueue: 
    Type: AWS::SQS::Queue 
    Properties: 
      RedriveAllowPolicy: 
        redrivePermission: allowAll 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SQSQueue: 
    Type: AWS::SQS::Queue 
    Properties: {} 

     

[CT.SQS.PR.2] Require any Amazon SQS queue to have encryption at rest configured

This control checks whether an Amazon SQS queue is encrypted at rest.

• Control objective: Encrypt data at rest

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::SQS::Queue

• AWS CloudFormation guard rule:  CT.SQS.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.SQS.PR.2 rule specification

• For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.SQS.PR.2 example templates

Explanation
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Server-side encryption (SSE) allows you to transmit sensitive data in encrypted queues. To protect 
the content of messages in queues, SSE uses KMS keys.

Remediation for rule failure

Set SqsManagedSseEnabled to true or set an AWS KMS key identifier in the KmsMasterKeyId
property.

The examples that follow show how to implement this remediation.

Amazon SQS Queue - Example One

Amazon SQS queue configured to encrypt data at rest with server-side encryption enabled, by 
means of SQS managed encryption keys (SSE-SQS). The example is shown in JSON and in YAML.

JSON example

{ 
    "SQSQueue": { 
        "Type": "AWS::SQS::Queue", 
        "Properties": { 
            "SqsManagedSseEnabled": true 
        } 
    }
} 
                 

YAML example

SQSQueue: 
  Type: AWS::SQS::Queue 
  Properties: 
    SqsManagedSseEnabled: true 

                 

The examples that follow show how to implement this remediation.
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Amazon SQS Queue - Example Two

Amazon SQS queue configured to encrypt data at rest with server-side encryption enabled, by 
means of AWS KMS (SSE-KMS). The example is shown in JSON and in YAML.

JSON example

{ 
    "SQSQueue": { 
        "Type": "AWS::SQS::Queue", 
        "Properties": { 
            "KmsMasterKeyId": { 
                "Ref": "KMSKey" 
            } 
        } 
    }
} 
                 

YAML example

SQSQueue: 
  Type: AWS::SQS::Queue 
  Properties: 
    KmsMasterKeyId: !Ref 'KMSKey' 

                 

CT.SQS.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#    sqs_queue_encrypted_check
#  
# Description:
#   This control checks whether an Amazon SQS queue is encrypted at rest.
#  
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# Reports on:
#    AWS::SQS::Queue
#  
# Evaluates:
#    AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#     None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any SQS queue resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'KmsMasterKeyId' or 'SqsManagedSseEnabled' have not been provided on the 
 SQS queue resource
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'KmsMasterKeyId' has not been provided
#       And: 'SqsManagedSseEnabled' has been provided and set to bool(false)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'KmsMasterKeyId' has been provided as an empty string or invalid local 
 reference to a KMS key or alias
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'SqsManagedSseEnabled' is not provided or set to bool(false)
#       And: 'KmsMasterKeyId' is provided as a non-empty string or local reference to a 
 KMS key
#      Then: PASS
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#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an SQS queue resource
#       And: 'KmsMasterKeyId' is not provided
#       And: 'SqsManagedSseEnabled' is provided and set to bool(true)
#      Then: PASS

#
# Constants
#
let SQS_QUEUE_TYPE = "AWS::SQS::Queue"
let INPUT_DOCUMENT = this
#
# Assignments
#
let sqs_queues = Resources.*[ Type == %SQS_QUEUE_TYPE ]

#
# Primary Rules
#
rule sqs_queue_encrypted_check when is_cfn_template(%INPUT_DOCUMENT) 
                                    %sqs_queues not empty { 
    check(%sqs_queues.Properties) 
        << 
        [CT.SQS.PR.2]: Require any Amazon SQS queue to have encryption at rest 
 configured 
        [FIX]: Set 'SqsManagedSseEnabled' to 'true' or set an AWS KMS key identifier in 
 the 'KmsMasterKeyId' property. 
        >>
}

rule sqs_queue_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, %SQS_QUEUE_TYPE) { 
    check(%INPUT_DOCUMENT.%SQS_QUEUE_TYPE.resourceProperties) 
        << 
        [CT.SQS.PR.2]: Require any Amazon SQS queue to have encryption at rest 
 configured 
        [FIX]: Set 'SqsManagedSseEnabled' to 'true' or set an AWS KMS key identifier in 
 the 'KmsMasterKeyId' property. 
        >>
}

#
# Parameterized Rules
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#
rule check(sqs_queue) { 
    %sqs_queue{ 
        check_sse_enabled(this) or 
        check_kms_valid(this) 
    }
}

rule check_sse_enabled(sqs_queue) { 
    # Scenario 2 
    SqsManagedSseEnabled exists 

    # Scenario 3, 6 
    KmsMasterKeyId not exists 
    SqsManagedSseEnabled == true
}

rule check_kms_valid(sqs_queue) { 
    # Scenario 2 
    KmsMasterKeyId exists 

    # Scenario 4, 5 
    check_is_string_and_not_empty(KmsMasterKeyId) or 
    check_local_references(%INPUT_DOCUMENT, KmsMasterKeyId, "AWS::KMS::Key") or 
    check_local_references(%INPUT_DOCUMENT, KmsMasterKeyId, "AWS::KMS::Alias") 

    # Scenario 5 
    SqsManagedSseEnabled not exists or 
    SqsManagedSseEnabled == false
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}
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rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        "Fn::GetAtt" { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.SQS.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  KMSKey: 
    Type: AWS::KMS::Key 
    Properties: 
      KeyPolicy: 
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        Version: 2012-10-17 
        Id: key-default-1 
        Statement: 
        - Sid: Enable IAM User Permissions 
          Effect: Allow 
          Principal: 
            AWS: '*' 
          Action: 'kms:*' 
          Resource: '*' 
  SQSQueue: 
    Type: AWS::SQS::Queue 
    Properties: 
      KmsMasterKeyId: 
        Ref: KMSKey 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  SQSQueue: 
    Type: AWS::SQS::Queue 
    Properties: {} 

     

AWS Step Functions controls

Topics

• [CT.STEPFUNCTIONS.PR.1] Require an AWS Step Functions state machine to have logging 
activated

• [CT.STEPFUNCTIONS.PR.2] Require an AWS Step Functions state machine to have AWS X-Ray 
tracing activated

[CT.STEPFUNCTIONS.PR.1] Require an AWS Step Functions state machine to have logging 
activated

This control checks whether an AWS Step Functions state machine has logging enabled.
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• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::StepFunctions::StateMachine

• AWS CloudFormation guard rule:  CT.STEPFUNCTIONS.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.STEPFUNCTIONS.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.STEPFUNCTIONS.PR.1 example templates

Explanation

Defining a logging configuration for your state machines allows you to track their execution history 
and results. This configuration allows you to track failed events that occur on a state machine, and 
this insight into errors can assist you when you're troubleshooting issues.

Remediation for rule failure

In LoggingConfiguration, set Level to ERROR or ALL, and set Destinations to a list with 
one or more valid Amazon CloudWatch Logs log group ARNs.

The examples that follow show how to implement this remediation.

AWS Step Functions State Machine - Example

AWS Step Functions state machine configured to send logs to Amazon CloudWatch Logs. The 
example is shown in JSON and in YAML.

JSON example

{ 
    "StateMachine": { 
        "Type": "AWS::StepFunctions::StateMachine", 
        "Properties": { 
            "StateMachineType": "STANDARD", 
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            "DefinitionString": "{\"StartAt\": \"Sample\",\"States\": 
 {\"Sample\": {\"Type\": \"Task\", \"Resource\":\"arn:aws:lambda:us-
east-1:111122223333:function:SampleFunction\", \"End\": true}}}", 
            "RoleArn": { 
                "Fn::GetAtt": [ 
                    "StepFunctionExecutionRole", 
                    "Arn" 
                ] 
            }, 
            "LoggingConfiguration": { 
                "Level": "ALL", 
                "Destinations": [ 
                    { 
                        "CloudWatchLogsLogGroup": { 
                            "LogGroupArn": { 
                                "Fn::GetAtt": [ 
                                    "LogGroup", 
                                    "Arn" 
                                ] 
                            } 
                        } 
                    } 
                ] 
            } 
        } 
    }
} 
                 

YAML example

StateMachine: 
  Type: AWS::StepFunctions::StateMachine 
  Properties: 
    StateMachineType: STANDARD 
    DefinitionString: '{"StartAt": "Sample","States": {"Sample": {"Type": "Task", 
      "Resource":"arn:aws:lambda:us-east-1:111122223333:function:SampleFunction", 
      "End": true}}}' 
    RoleArn: !GetAtt 'StepFunctionExecutionRole.Arn' 
    LoggingConfiguration: 
      Level: ALL 
      Destinations: 
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        - CloudWatchLogsLogGroup: 
            LogGroupArn: !GetAtt 'LogGroup.Arn' 

                 

CT.STEPFUNCTIONS.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   step_functions_state_machine_logging_enabled_check
#  
# Description:
#   This control checks whether an AWS Step Functions state machine has logging 
 enabled.
#  
# Reports on:
#   AWS::StepFunctions::StateMachine
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any StepFunctions state machine 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a StepFunctions state machine resource
#       And: 'LoggingConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
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#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a StepFunctions state machine resource
#       And: 'LoggingConfiguration' has been provided
#       And: In 'LoggingConfiguration', 'Level' has not been provided or provided and 
 set to a value other than
#            'ERROR' or 'ALL'
#       And: In 'LoggingConfiguration', 'Destinations' has not been provided or 
 provided as an empty list or list
#            containing empty strings or non-valid local references
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a StepFunctions state machine resource
#       And: 'LoggingConfiguration' has been provided
#       And: In 'LoggingConfiguration', 'Level' has not been provided or provided and 
 set to a value other than
#            'ERROR' or 'ALL'
#       And: In 'LoggingConfiguration', 'Destinations' has not been provided or 
 provided as an empty list or list
#            containing empty strings or non-valid local references
#      Then: FAIL
#   Scenario: 5
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a StepFunctions state machine resource
#       And: 'LoggingConfiguration' has been provided
#       And: In 'LoggingConfiguration', 'Level' has not been provided or provided and 
 set to a value other than
#            'ERROR' or 'ALL'
#       And: In 'LoggingConfiguration', 'Destinations' has been provided as a list 
 containing non-empty strings or
#            valid local references
#      Then: FAIL
#   Scenario: 6
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a StepFunctions state machine resource
#       And: 'LoggingConfiguration' has been provided
#       And: In 'LoggingConfiguration', 'Level' has been provided and set to 'ERROR' or 
 'ALL'
#       And: In 'LoggingConfiguration', 'Destinations' has been provided as a list 
 containing non-empty strings or
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#            valid local references
#      Then: PASS

#
# Constants
#
let STEP_FUNCTIONS_STATE_MACHINE_TYPE = "AWS::StepFunctions::StateMachine"
let ALLOWED_LOGGING_LEVELS = [ "ERROR", "ALL" ]
let INPUT_DOCUMENT = this

#
# Assignments
#
let step_functions_state_machines = Resources.*[ Type == 
 %STEP_FUNCTIONS_STATE_MACHINE_TYPE ]

#
# Primary Rules
#
rule step_functions_state_machine_logging_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                             
 %step_functions_state_machines not empty { 
    check(%step_functions_state_machines.Properties) 
        << 
        [CT.STEPFUNCTIONS.PR.1]: Require an AWS Step Functions state machine to have 
 logging activated 
        [FIX]: In 'LoggingConfiguration', set 'Level' to 'ERROR' or 'ALL', and set 
 'Destinations' to a list with one or more valid Amazon CloudWatch Logs log group ARNs. 
        >>
}

rule step_functions_state_machine_logging_enabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %STEP_FUNCTIONS_STATE_MACHINE_TYPE) { 
    check(%INPUT_DOCUMENT.%STEP_FUNCTIONS_STATE_MACHINE_TYPE.resourceProperties) 
        << 
        [CT.STEPFUNCTIONS.PR.1]: Require an AWS Step Functions state machine to have 
 logging activated 
        [FIX]: In 'LoggingConfiguration', set 'Level' to 'ERROR' or 'ALL', and set 
 'Destinations' to a list with one or more valid Amazon CloudWatch Logs log group ARNs. 
        >>
}

rule check(step_functions_state_machine) { 
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    %step_functions_state_machine { 
        # Scenario 2 
        LoggingConfiguration exists 
        LoggingConfiguration is_struct 

        LoggingConfiguration { 
            # Scenarios 3, 4, 5 and 6 
            Level exists 
            Level in %ALLOWED_LOGGING_LEVELS 

            Destinations exists 
            Destinations is_list 
            Destinations not empty 

            Destinations[*] { 
                CloudWatchLogsLogGroup exists 
                CloudWatchLogsLogGroup is_struct 

                CloudWatchLogsLogGroup { 
                    LogGroupArn exists 

                    check_is_string_and_not_empty(LogGroupArn) or 
                    check_local_references(%INPUT_DOCUMENT, LogGroupArn, 
 "AWS::Logs::LogGroup") 
                } 
            } 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
}
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rule check_is_string_and_not_empty(value) { 
    %value { 
        this is_string 
        this != /\A\s*\z/ 
    }
}

rule check_local_references(doc, reference_properties, referenced_resource_type) { 
    %reference_properties { 
        'Fn::GetAtt' { 
            query_for_resource(%doc, this[0], %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } or Ref { 
            query_for_resource(%doc, this, %referenced_resource_type) 
                <<Local Stack reference was invalid>> 
        } 
    }
}

rule query_for_resource(doc, resource_key, referenced_resource_type) { 
    let referenced_resource = %doc.Resources[ keys == %resource_key ] 
    %referenced_resource not empty 
    %referenced_resource { 
        Type == %referenced_resource_type 
    }
} 

     

CT.STEPFUNCTIONS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  StepFunctionExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
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        - Effect: Allow 
          Principal: 
            Service: 
            - states.amazonaws.com 
          Action: 
          - sts:AssumeRole 
          Condition: 
            ArnLike: 
              aws:SourceArn: 
                Fn::Sub: arn:${AWS::Partition}:states:${AWS::Region}:
${AWS::AccountId}:* 
            StringEquals: 
              aws:SourceAccount: 
                Ref: AWS::AccountId 
      Path: / 
      Policies: 
      - PolicyName: StepFunctionLoggingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogDelivery 
            - logs:GetLogDelivery 
            - logs:UpdateLogDelivery 
            - logs:DeleteLogDelivery 
            - logs:ListLogDeliveries 
            - logs:PutLogEvents 
            - logs:PutResourcePolicy 
            - logs:DescribeResourcePolicies 
            - logs:DescribeLogGroups 
            Resource: '*' 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: {} 
  StateMachine: 
    Type: AWS::StepFunctions::StateMachine 
    Properties: 
      StateMachineType: STANDARD 
      DefinitionString: '{"StartAt": "Example","States": {"Example": {"Type": "Task", 
 "Resource":"arn:aws:lambda:us-east-1:111122223333:function:ExampleFunction", 
        "End": true}}}' 
      RoleArn: 
        Fn::GetAtt: 
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        - StepFunctionExecutionRole 
        - Arn 
      LoggingConfiguration: 
        Level: ALL 
        Destinations: 
        - CloudWatchLogsLogGroup: 
            LogGroupArn: 
              Fn::GetAtt: 
              - LogGroup 
              - Arn 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  StepFunctionExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - states.amazonaws.com 
          Action: 
          - sts:AssumeRole 
          Condition: 
            ArnLike: 
              aws:SourceArn: 
                Fn::Sub: arn:${AWS::Partition}:states:${AWS::Region}:
${AWS::AccountId}:* 
            StringEquals: 
              aws:SourceAccount: 
                Ref: AWS::AccountId 
      Path: / 
      Policies: 
      - PolicyName: StepFunctionLoggingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
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          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogDelivery 
            - logs:GetLogDelivery 
            - logs:UpdateLogDelivery 
            - logs:DeleteLogDelivery 
            - logs:ListLogDeliveries 
            - logs:PutLogEvents 
            - logs:PutResourcePolicy 
            - logs:DescribeResourcePolicies 
            - logs:DescribeLogGroups 
            Resource: '*' 
  StateMachine: 
    Type: AWS::StepFunctions::StateMachine 
    Properties: 
      StateMachineType: STANDARD 
      DefinitionString: '{"StartAt": "Example","States": {"Example": {"Type": "Task", 
 "Resource":"arn:aws:lambda:us-east-1:111122223333:function:ExampleFunction", 
        "End": true}}}' 
      RoleArn: 
        Fn::GetAtt: 
        - StepFunctionExecutionRole 
        - Arn 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  StepFunctionExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - states.amazonaws.com 
          Action: 
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          - sts:AssumeRole 
          Condition: 
            ArnLike: 
              aws:SourceArn: 
                Fn::Sub: arn:${AWS::Partition}:states:${AWS::Region}:
${AWS::AccountId}:* 
            StringEquals: 
              aws:SourceAccount: 
                Ref: AWS::AccountId 
      Path: / 
      Policies: 
      - PolicyName: StepFunctionLoggingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogDelivery 
            - logs:GetLogDelivery 
            - logs:UpdateLogDelivery 
            - logs:DeleteLogDelivery 
            - logs:ListLogDeliveries 
            - logs:PutLogEvents 
            - logs:PutResourcePolicy 
            - logs:DescribeResourcePolicies 
            - logs:DescribeLogGroups 
            Resource: '*' 
  StateMachine: 
    Type: AWS::StepFunctions::StateMachine 
    Properties: 
      StateMachineType: STANDARD 
      DefinitionString: '{"StartAt": "Example","States": {"Example": {"Type": "Task", 
 "Resource":"arn:aws:lambda:us-east-1:111122223333:function:ExampleFunction", 
        "End": true}}}' 
      RoleArn: 
        Fn::GetAtt: 
        - StepFunctionExecutionRole 
        - Arn 
      LoggingConfiguration: 
        Level: 'OFF' 
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[CT.STEPFUNCTIONS.PR.2] Require an AWS Step Functions state machine to have AWS X-Ray 
tracing activated

This control checks whether an AWS Step Functions state machine has AWS X-Ray tracing enabled.

• Control objective: Establish logging and monitoring

• Implementation: AWS CloudFormation guard rule

• Control behavior: Proactive

• Resource types: AWS::StepFunctions::StateMachine

• AWS CloudFormation guard rule:  CT.STEPFUNCTIONS.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.STEPFUNCTIONS.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.STEPFUNCTIONS.PR.2 example templates

Explanation

A tracing configuration allows your state machine to send tracing data to AWS X-Ray, so you 
can visualize the components of your state machine, identify performance bottlenecks, and 
troubleshoot requests that resulted in errors.

Remediation for rule failure

In the TracingConfiguration property, set the value of Enabled to true.

The examples that follow show how to implement this remediation.

AWS Step Functions State Machine - Example

An AWS Step Functions state machine configured to send trace data to AWS X-Ray. The example is 
shown in JSON and in YAML.

JSON example

{ 
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    "StateMachine": { 
        "Type": "AWS::StepFunctions::StateMachine", 
        "Properties": { 
            "StateMachineType": "STANDARD", 
            "DefinitionString": "{\"StartAt\": \"Sample\",\"States\": 
 {\"Sample\": {\"Type\": \"Task\", \"Resource\":\"arn:aws:lambda:us-
east-1:111122223333:function:SampleFunction\", \"End\": true}}}", 
            "RoleArn": { 
                "Fn::GetAtt": [ 
                    "StepFunctionExecutionRole", 
                    "Arn" 
                ] 
            }, 
            "LoggingConfiguration": { 
                "Level": "ALL", 
                "Destinations": [ 
                    { 
                        "CloudWatchLogsLogGroup": { 
                            "LogGroupArn": { 
                                "Fn::GetAtt": [ 
                                    "LogGroup", 
                                    "Arn" 
                                ] 
                            } 
                        } 
                    } 
                ] 
            }, 
            "TracingConfiguration": { 
                "Enabled": true 
            } 
        } 
    }
} 
                 

YAML example

StateMachine: 
  Type: AWS::StepFunctions::StateMachine 
  Properties: 
    StateMachineType: STANDARD 
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    DefinitionString: '{"StartAt": "Sample","States": {"Sample": {"Type": "Task", 
      "Resource":"arn:aws:lambda:us-east-1:111122223333:function:SampleFunction", 
      "End": true}}}' 
    RoleArn: !GetAtt 'StepFunctionExecutionRole.Arn' 
    LoggingConfiguration: 
      Level: ALL 
      Destinations: 
        - CloudWatchLogsLogGroup: 
            LogGroupArn: !GetAtt 'LogGroup.Arn' 
    TracingConfiguration: 
      Enabled: true 

                 

CT.STEPFUNCTIONS.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   step_functions_state_machine_tracing_enabled_check
#  
# Description:
#   This control checks whether an AWS Step Functions state machine has AWS X-Ray 
 tracing enabled.
#  
# Reports on:
#   AWS::StepFunctions::StateMachine
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any StepFunctions state machine 
 resources
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#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a StepFunctions state machine resource
#       And: 'TracingConfiguration' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a StepFunctions state machine resource
#       And: 'TracingConfiguration' has been provided
#       And: In 'TracingConfiguration', 'Enabled' has not been provided or provided and 
 set to a value other
#            than bool(true)
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a StepFunctions state machine resource
#       And: 'TracingConfiguration' has been provided
#       And: In 'TracingConfiguration', 'Enabled' has been provided and set to 
 bool(true)
#      Then: PASS

#
# Constants
#
let STEP_FUNCTIONS_STATE_MACHINE_TYPE = "AWS::StepFunctions::StateMachine"
let INPUT_DOCUMENT = this

#
# Assignments
#
let step_functions_state_machines = Resources.*[ Type == 
 %STEP_FUNCTIONS_STATE_MACHINE_TYPE ]

#
# Primary Rules
#
rule step_functions_state_machine_tracing_enabled_check when 
 is_cfn_template(%INPUT_DOCUMENT) 
                                                             
 %step_functions_state_machines not empty { 

Proactive controls 2247



AWS Control Tower User Guide

    check(%step_functions_state_machines.Properties) 
        << 
        [CT.STEPFUNCTIONS.PR.2]: Require an AWS Step Functions state machine to have 
 AWS X-Ray tracing activated 
        [FIX]: In the 'TracingConfiguration' property, set the value of 'Enabled' to 
 true. 
        >>
}

rule step_functions_state_machine_tracing_enabled_check when 
 is_cfn_hook(%INPUT_DOCUMENT, %STEP_FUNCTIONS_STATE_MACHINE_TYPE) { 
    check(%INPUT_DOCUMENT.%STEP_FUNCTIONS_STATE_MACHINE_TYPE.resourceProperties) 
        << 
        [CT.STEPFUNCTIONS.PR.2]: Require an AWS Step Functions state machine to have 
 AWS X-Ray tracing activated 
        [FIX]: In the 'TracingConfiguration' property, set the value of 'Enabled' to 
 true. 
        >>
}

rule check(step_functions_state_machine) { 
    %step_functions_state_machine { 
        # Scenario 2 
        TracingConfiguration exists 
        TracingConfiguration is_struct 

        TracingConfiguration { 
            # Scenarios 3 and 4 
            Enabled exists 
            Enabled == true 
        } 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists  or 
        Resources exists 
    }
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.STEPFUNCTIONS.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  StepFunctionExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - states.amazonaws.com 
          Action: 
          - sts:AssumeRole 
          Condition: 
            ArnLike: 
              aws:SourceArn: 
                Fn::Sub: arn:${AWS::Partition}:states:${AWS::Region}:
${AWS::AccountId}:* 
            StringEquals: 
              aws:SourceAccount: 
                Ref: AWS::AccountId 
      Path: / 
      Policies: 
      - PolicyName: StepFunctionLoggingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogDelivery 
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            - logs:GetLogDelivery 
            - logs:UpdateLogDelivery 
            - logs:DeleteLogDelivery 
            - logs:ListLogDeliveries 
            - logs:PutLogEvents 
            - logs:PutResourcePolicy 
            - logs:DescribeResourcePolicies 
            - logs:DescribeLogGroups 
            Resource: '*' 
      - PolicyName: StepFunctionTracingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - xray:PutTraceSegments 
            - xray:PutTelemetryRecords 
            - xray:GetSamplingRules 
            - xray:GetSamplingTargets 
            Resource: '*' 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: {} 
  StateMachine: 
    Type: AWS::StepFunctions::StateMachine 
    Properties: 
      StateMachineName: 
        Fn::Sub: Example-StateMachine-${AWS::StackName} 
      StateMachineType: STANDARD 
      DefinitionString: '{"StartAt": "Example","States": {"Example": {"Type": "Task", 
 "Resource":"arn:aws:lambda:us-east-1:111122223333:function:ExampleFunction", 
        "End": true}}}' 
      RoleArn: 
        Fn::GetAtt: 
        - StepFunctionExecutionRole 
        - Arn 
      LoggingConfiguration: 
        Level: ALL 
        Destinations: 
        - CloudWatchLogsLogGroup: 
            LogGroupArn: 
              Fn::GetAtt: 
              - LogGroup 
              - Arn 
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      TracingConfiguration: 
        Enabled: true 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  StepFunctionExecutionRole: 
    Type: AWS::IAM::Role 
    Properties: 
      AssumeRolePolicyDocument: 
        Version: '2012-10-17' 
        Statement: 
        - Effect: Allow 
          Principal: 
            Service: 
            - states.amazonaws.com 
          Action: 
          - sts:AssumeRole 
          Condition: 
            ArnLike: 
              aws:SourceArn: 
                Fn::Sub: arn:${AWS::Partition}:states:${AWS::Region}:
${AWS::AccountId}:* 
            StringEquals: 
              aws:SourceAccount: 
                Ref: AWS::AccountId 
      Path: / 
      Policies: 
      - PolicyName: StepFunctionLoggingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - logs:CreateLogDelivery 
            - logs:GetLogDelivery 
            - logs:UpdateLogDelivery 
            - logs:DeleteLogDelivery 
            - logs:ListLogDeliveries 
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            - logs:PutLogEvents 
            - logs:PutResourcePolicy 
            - logs:DescribeResourcePolicies 
            - logs:DescribeLogGroups 
            Resource: '*' 
      - PolicyName: StepFunctionTracingPolicy 
        PolicyDocument: 
          Version: '2012-10-17' 
          Statement: 
          - Effect: Allow 
            Action: 
            - xray:PutTraceSegments 
            - xray:PutTelemetryRecords 
            - xray:GetSamplingRules 
            - xray:GetSamplingTargets 
            Resource: '*' 
  LogGroup: 
    Type: AWS::Logs::LogGroup 
    Properties: {} 
  StateMachine: 
    Type: AWS::StepFunctions::StateMachine 
    Properties: 
      StateMachineName: 
        Fn::Sub: Example-StateMachine-${AWS::StackName} 
      StateMachineType: STANDARD 
      DefinitionString: '{"StartAt": "Example","States": {"Example": {"Type": "Task", 
 "Resource":"arn:aws:lambda:us-east-1:111122223333:function:ExampleFunction", 
        "End": true}}}' 
      RoleArn: 
        Fn::GetAtt: 
        - StepFunctionExecutionRole 
        - Arn 
      LoggingConfiguration: 
        Level: ALL 
        Destinations: 
        - CloudWatchLogsLogGroup: 
            LogGroupArn: 
              Fn::GetAtt: 
              - LogGroup 
              - Arn 
      TracingConfiguration: 
        Enabled: false 
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AWS WAF regional controls

Topics

• [CT.WAF-REGIONAL.PR.1] Require any AWS WAF regional rule to have a condition

• [CT.WAF-REGIONAL.PR.2] Require any AWS WAF regional web access control list (ACL) to have a 
rule or rule group

[CT.WAF-REGIONAL.PR.1] Require any AWS WAF regional rule to have a condition

This control checks whether an AWS WAF Classic Regional rule contains any conditions.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::WAFRegional::Rule

• AWS CloudFormation guard rule:  CT.WAF-REGIONAL.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.WAF-REGIONAL.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.WAF-
REGIONAL.PR.1 example templates

Explanation

An AWS WAF (web application firewall) Regional rule can contain multiple conditions. The rule 
count's conditions allow for traffic inspection, based on a defined action, such as allow, block, or
count. Without any conditions, the traffic passes without inspection. An AWS WAF Regional rule 
with no conditions, but with a name or tag suggesting allow, block, or count, could lead to the 
inaccurate assumption that one of those actions is occurring.

Remediation for rule failure

Provide one or more AWS WAF rule conditions within the Predicates property.
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The examples that follow show how to implement this remediation.

AWS WAF Classic Regional Rule - Example

AWS WAF Classic Regional rule configured with an IP match predicate. The example is shown in 
JSON and in YAML.

JSON example

{ 
    "WafRegionalRule": { 
        "Type": "AWS::WAFRegional::Rule", 
        "Properties": { 
            "Name": "SampleRule", 
            "MetricName": "SampleRuleMetric", 
            "Predicates": [ 
                { 
                    "DataId": { 
                        "Ref": "IPSet" 
                    }, 
                    "Negated": false, 
                    "Type": "IPMatch" 
                } 
            ] 
        } 
    }
} 
                 

YAML example

WafRegionalRule: 
  Type: AWS::WAFRegional::Rule 
  Properties: 
    Name: SampleRule 
    MetricName: SampleRuleMetric 
    Predicates: 
      - DataId: !Ref 'IPSet' 
        Negated: false 
        Type: IPMatch 
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CT.WAF-REGIONAL.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   waf_regional_rule_not_empty_check
#  
# Description:
#   This control checks whether a AWS WAF Classic Regional rule contains any 
 conditions.
#  
# Reports on:
#   AWS::WAFRegional::Rule
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS WAF Classic Regional rule 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic Regional resource
#       And: 'Predicates' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic Regional rule resource
#       And: 'Predicates' has been provided as an empty list
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#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic Regional rule resource
#       And: 'Predicates' has been provided as a non-empty list
#      Then: PASS

#
# Constants
#
let WAF_REGIONAL_RULE_TYPE = "AWS::WAFRegional::Rule"
let INPUT_DOCUMENT = this

#
# Assignments
#
let waf_regional_rules = Resources.*[ Type == %WAF_REGIONAL_RULE_TYPE ]

#
# Primary Rules
#
rule waf_regional_rule_not_empty_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %waf_regional_rules not empty { 
    check(%waf_regional_rules.Properties) 
        << 
        [CT.WAF-REGIONAL.PR.1]: Require any AWS WAF regional rule to have a condition 
        [FIX]: Provide one or more AWS WAF rule conditions within the 'Predicates' 
 property. 
        >>
}

rule waf_regional_rule_not_empty_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %WAF_REGIONAL_RULE_TYPE) { 
    check(%INPUT_DOCUMENT.%WAF_REGIONAL_RULE_TYPE.resourceProperties) 
        << 
        [CT.WAF-REGIONAL.PR.1]: Require any AWS WAF regional rule to have a condition 
        [FIX]: Provide one or more AWS WAF rule conditions within the 'Predicates' 
 property. 
        >>
}

#
# Parameterized Rules
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#
rule check(waf_regional_rule) { 
    %waf_regional_rule { 
        # Scenario 2, 3 and 4 
        Predicates exists 
        Predicates is_list 
        Predicates not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.WAF-REGIONAL.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IPSetDenylist: 
    Type: AWS::WAFRegional::IPSet 
    Properties: 
      Name: IPSet for deny listed IP addresses 
      IPSetDescriptors: 
      - Type: IPV4 
        Value: 192.0.2.44/32 
  WafRegionalRule: 
    Type: AWS::WAFRegional::Rule 
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    Properties: 
      Name: ExampleRule 
      MetricName: ExampleRuleMetric 
      Predicates: 
      - DataId: 
          Ref: IPSetDenylist 
        Negated: false 
        Type: "IPMatch" 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  WafRegionalRule: 
    Type: AWS::WAFRegional::Rule 
    Properties: 
      Name: ExampleRule 
      MetricName: ExampleRuleMetric 

     

[CT.WAF-REGIONAL.PR.2] Require any AWS WAF regional web access control list (ACL) to have a 
rule or rule group

This control checks whether an AWS WAF Classic Regional web ACL contains any WAF rules or rule 
groups.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::WAFRegional::WebACL

• AWS CloudFormation guard rule:  CT.WAF-REGIONAL.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.WAF-REGIONAL.PR.2 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see: CT.WAF-
REGIONAL.PR.2 example templates

Explanation

An AWS WAF Regional web access control list (ACL) can contain a collection of rules and rule 
groups that inspect and control web requests. If a web ACL is empty, the web traffic can pass 
without being detected or acted upon by WAF, depending on the default action.

Remediation for rule failure

Provide one or more AWS WAF rules within the Rules property.

The examples that follow show how to implement this remediation.

AWS WAF Classic Regional web ACL - Example

AWS WAF Classic Regional web ACL configured with a rule to block requests based on an IP set 
match. The example is shown in JSON and in YAML.

JSON example

{ 
    "WafRegionalWebAcl": { 
        "Type": "AWS::WAFRegional::WebACL", 
        "Properties": { 
            "Name": "SampleWebACL", 
            "DefaultAction": { 
                "Type": "ALLOW" 
            }, 
            "MetricName": "SampleWebACLMetric", 
            "Rules": [ 
                { 
                    "Action": { 
                        "Type": "BLOCK" 
                    }, 
                    "Priority": 1, 
                    "RuleId": { 
                        "Ref": "IPSetRule" 
                    } 
                } 
            ] 
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        } 
    }
} 
                 

YAML example

WafRegionalWebAcl: 
  Type: AWS::WAFRegional::WebACL 
  Properties: 
    Name: SampleWebACL 
    DefaultAction: 
      Type: ALLOW 
    MetricName: SampleWebACLMetric 
    Rules: 
      - Action: 
          Type: BLOCK 
        Priority: 1 
        RuleId: !Ref 'IPSetRule' 

                 

CT.WAF-REGIONAL.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   waf_regional_webacl_not_empty_check
#  
# Description:
#   This control checks whether an AWS WAF Classic Regional web ACL contains any WAF 
 rules or rule groups.
#  
# Reports on:
#   AWS::WAFRegional::WebACL
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
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# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any WAF Classic Regional web ACL 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic Regional web ACL resource
#       And: 'Rules' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic Regional web ACL resource
#       And: 'Rules' has been provided as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic Regional web ACL resource
#       And: 'Rules' has been provided as a non-empty list
#      Then: PASS

#
# Constants
#
let WAF_REGIONAL_WEB_ACL_TYPE = "AWS::WAFRegional::WebACL"
let INPUT_DOCUMENT = this

#
# Assignments
#
let waf_regional_web_acls = Resources.*[ Type == %WAF_REGIONAL_WEB_ACL_TYPE ]

#
# Primary Rules
#
rule waf_regional_webacl_not_empty_check when is_cfn_template(%INPUT_DOCUMENT) 
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                                              %waf_regional_web_acls not empty { 
    check(%waf_regional_web_acls.Properties) 
        << 
        [CT.WAF-REGIONAL.PR.2]: Require any AWS WAF regional web access control list 
 (ACL) to have a rule or rule group 
        [FIX]: Provide one or more AWS WAF rules within the 'Rules' property. 
        >>
}

rule waf_regional_webacl_not_empty_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %WAF_REGIONAL_WEB_ACL_TYPE) { 
    check(%INPUT_DOCUMENT.%WAF_REGIONAL_WEB_ACL_TYPE.resourceProperties) 
        << 
        [CT.WAF-REGIONAL.PR.2]: Require any AWS WAF regional web access control list 
 (ACL) to have a rule or rule group 
        [FIX]: Provide one or more AWS WAF rules within the 'Rules' property. 
        >>
}

#
# Parameterized Rules
#
rule check(waf_regional_web_acl) { 
    %waf_regional_web_acl { 
        # Scenario 2, 3 and 4 
        Rules exists 
        Rules is_list 
        Rules not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 
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CT.WAF-REGIONAL.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IPSetDenylist: 
    Type: "AWS::WAFRegional::IPSet" 
    Properties: 
      Name: "IPSet for deny listed IP addresses" 
      IPSetDescriptors: 
      - Type: "IPV4" 
        Value: "192.0.2.44/32" 
  IPSetRule: 
    Type: AWS::WAFRegional::Rule 
    Properties: 
      Name: ExampleIPSetRule 
      MetricName: ExampleIPSetRuleMetric 
      Predicates: 
      - DataId: 
          Ref: IPSetDenylist 
        Negated: false 
        Type: IPMatch 
  WafRegionalWebAcl: 
    Type: AWS::WAFRegional::WebACL 
    Properties: 
      Name: ExampleWebACL 
      DefaultAction: 
        Type: ALLOW 
      MetricName: ExampleWebACLMetric 
      Rules: 
      - Action: 
          Type: BLOCK 
        Priority: 1 
        RuleId: 
          Ref: IPSetRule 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  WafRegionalWebAcl: 
    Type: AWS::WAFRegional::WebACL 
    Properties: 
      Name: ExampleWebACL 
      DefaultAction: 
        Type: ALLOW 
      MetricName: ExampleWebACLMetric 

     

AWS WAF controls

Topics

• [CT.WAF.PR.1] Require any AWS WAF global rule to have a condition

• [CT.WAF.PR.2] Require any AWS WAF global web ACL to have a rule or rule group

[CT.WAF.PR.1] Require any AWS WAF global rule to have a condition

This control checks whether an AWS WAF Classic global rule contains any conditions.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::WAF::Rule

• AWS CloudFormation guard rule:  CT.WAF.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.WAF.PR.1 rule specification
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• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.WAF.PR.1 example templates

Explanation

A WAF global rule can contain multiple conditions. A rule's conditions allow for traffic inspection 
and take a defined action (allow, block, or count). Without any conditions, the traffic passes without 
inspection. A WAF global rule with no conditions, but with a name or tag suggesting allow, block, 
or count, could lead to the wrong assumption that one of those actions is occurring.

Remediation for rule failure

Provide one or more AWS WAF rule conditions within the Predicates property.

The examples that follow show how to implement this remediation.

AWS WAF Classic Global Rule - Example

AWS WAF Classic global rule configured with an IP match predicate. The example is shown in JSON 
and in YAML.

JSON example

{ 
    "WAFRule": { 
        "Type": "AWS::WAF::Rule", 
        "Properties": { 
            "Name": "SampleWAFRule", 
            "MetricName": "SampleWAFRuleMetric", 
            "Predicates": [ 
                { 
                    "DataId": { 
                        "Ref": "IPSet" 
                    }, 
                    "Negated": false, 
                    "Type": "IPMatch" 
                } 
            ] 
        } 
    }
} 
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YAML example

WAFRule: 
  Type: AWS::WAF::Rule 
  Properties: 
    Name: SampleWAFRule 
    MetricName: SampleWAFRuleMetric 
    Predicates: 
      - DataId: !Ref 'IPSet' 
        Negated: false 
        Type: IPMatch 

                 

CT.WAF.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   waf_global_rule_not_empty_check
#  
# Description:
#   This control checks whether an AWS WAF Classic global rule contains any conditions.
#  
# Reports on:
#   AWS::WAF::Rule
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation Hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
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#       And: The input document does not contain any WAF Classic global rule resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a WAF Classic global rule resource
#       And: 'Predicates' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a WAF Classic global rule resource
#       And: 'Predicates' has been provided as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains a WAF Classic global rule resource
#       And: 'Predicates' has been provided as a non-empty list
#      Then: PASS

#
# Constants
#
let WAF_GLOBAL_RULE_TYPE = "AWS::WAF::Rule"
let INPUT_DOCUMENT = this

#
# Assignments
#
let waf_global_rules = Resources.*[ Type == %WAF_GLOBAL_RULE_TYPE ]

#
# Primary Rules
#
rule waf_global_rule_not_empty_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %waf_global_rules not empty { 
    check(%waf_global_rules.Properties) 
        << 
        [CT.WAF.PR.1]: Require any AWS WAF global rule to have a condition 
        [FIX]: Provide one or more AWS WAF rule conditions within the 'Predicates' 
 property. 
        >>
}
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rule waf_global_rule_not_empty_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %WAF_GLOBAL_RULE_TYPE) { 
    check(%INPUT_DOCUMENT.%WAF_GLOBAL_RULE_TYPE.resourceProperties) 
        << 
        [CT.WAF.PR.1]: Require any AWS WAF global rule to have a condition 
        [FIX]: Provide one or more AWS WAF rule conditions within the 'Predicates' 
 property. 
        >>
}

#
# Parameterized Rules
#
rule check(waf_global_rule) { 
    %waf_global_rule { 
        # Scenario 2, 3 and 4 
        Predicates exists 
        Predicates is_list 
        Predicates not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.WAF.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.
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PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IPSetDenylist: 
    Type: AWS::WAF::IPSet 
    Properties: 
      Name: IPSet for deny listed IP addresses 
      IPSetDescriptors: 
      - Type: IPV4 
        Value: 192.0.2.44/32 
  WafGlobalRule: 
    Type: AWS::WAF::Rule 
    Properties: 
      Name: ExampleWAFRule 
      MetricName: ExampleWAFRuleMetric 
      Predicates: 
      - DataId: 
          Ref: IPSetDenylist 
        Negated: false 
        Type: "IPMatch" 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  WafGlobalRule: 
    Type: AWS::WAF::Rule 
    Properties: 
      Name: ExampleWAFRule 
      MetricName: ExampleWAFRuleMetric 

     

[CT.WAF.PR.2] Require any AWS WAF global web ACL to have a rule or rule group

This control checks whether an AWS WAF Classic global web ACL contains any WAF rules or rule 
groups.
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• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::WAF::WebACL

• AWS CloudFormation guard rule:  CT.WAF.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.WAF.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.WAF.PR.2 example templates

Explanation

A WAF global web ACL can contain a collection of rules and rule groups that inspect and control 
web requests. If a web ACL is empty, the web traffic can pass without being detected or acted upon 
by WAF depending on the default action.

Remediation for rule failure

Provide one or more AWS WAF rules within the Rules property.

The examples that follow show how to implement this remediation.

AWS WAF Classic Global Web ACL - Example

AWS WAF Classic global web ACL configured with a rule to block requests based on an IP set match. 
The example is shown in JSON and in YAML.

JSON example

{ 
    "WafGlobalWebAcl": { 
        "Type": "AWS::WAF::WebACL", 
        "Properties": { 
            "Name": "SampleWebACL", 
            "DefaultAction": { 
                "Type": "ALLOW" 
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            }, 
            "MetricName": "SampleWebACLMetric", 
            "Rules": [ 
                { 
                    "Action": { 
                        "Type": "BLOCK" 
                    }, 
                    "Priority": 1, 
                    "RuleId": { 
                        "Ref": "IPSetRule" 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

WafGlobalWebAcl: 
  Type: AWS::WAF::WebACL 
  Properties: 
    Name: SampleWebACL 
    DefaultAction: 
      Type: ALLOW 
    MetricName: SampleWebACLMetric 
    Rules: 
      - Action: 
          Type: BLOCK 
        Priority: 1 
        RuleId: !Ref 'IPSetRule' 

                 

CT.WAF.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
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# Rule Identifier:
#   waf_global_webacl_not_empty_check
#  
# Description:
#   This control checks whether an AWS WAF Classic global web ACL contains any WAF 
 rules or rule groups.
#  
# Reports on:
#   AWS::WAF::WebACL
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS WAF Classic global web ACL 
 resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic global web ACL resource
#       And: 'Rules' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic global web ACL resource
#       And: 'Rules' has been provided as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAF Classic global web ACL resource
#       And: 'Rules' has been provided as a non-empty list
#      Then: PASS

#
# Constants
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#
let WAF_GLOBAL_WEB_ACL_TYPE = "AWS::WAF::WebACL"
let INPUT_DOCUMENT = this

#
# Assignments
#
let waf_global_web_acls = Resources.*[ Type == %WAF_GLOBAL_WEB_ACL_TYPE ]

#
# Primary Rules
#
rule waf_global_webacl_not_empty_check when is_cfn_template(%INPUT_DOCUMENT) 
                                            %waf_global_web_acls not empty { 
    check(%waf_global_web_acls.Properties) 
        << 
        [CT.WAF.PR.2]: Require any AWS WAF global web ACL to have a rule or rule group 
        [FIX]: Provide one or more AWS WAF rules within the 'Rules' property. 
        >>
}

rule waf_global_webacl_not_empty_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %WAF_GLOBAL_WEB_ACL_TYPE) { 
    check(%INPUT_DOCUMENT.%WAF_GLOBAL_WEB_ACL_TYPE.resourceProperties) 
        << 
        [CT.WAF.PR.2]: Require any AWS WAF global web ACL to have a rule or rule group 
        [FIX]: Provide one or more AWS WAF rules within the 'Rules' property. 
        >>
}

#
# Parameterized Rules
#
rule check(waf_global_web_acl) { 
    %waf_global_web_acl { 
        # Scenario 2, 3 and 4 
        Rules exists 
        Rules is_list 
        Rules not empty 
    }
}

#
# Utility Rules
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#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.WAF.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  IPSetDenylist: 
    Type: "AWS::WAF::IPSet" 
    Properties: 
      Name: "IPSet for deny listed IP addresses" 
      IPSetDescriptors: 
      - Type: "IPV4" 
        Value: "192.0.2.44/32" 
  IPSetRule: 
    Type: AWS::WAF::Rule 
    Properties: 
      Name: ExampleIPSetRule 
      MetricName: ExampleIPSetRuleMetric 
      Predicates: 
      - DataId: 
          Ref: IPSetDenylist 
        Negated: false 
        Type: IPMatch 
  WafGlobalWebAcl: 
    Type: AWS::WAF::WebACL 
    Properties: 
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      Name: ExampleWebACL 
      DefaultAction: 
        Type: ALLOW 
      MetricName: ExampleWebACLMetric 
      Rules: 
      - Action: 
          Type: BLOCK 
        Priority: 1 
        RuleId: 
          Ref: IPSetRule 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  WafGlobalWebAcl: 
    Type: AWS::WAF::WebACL 
    Properties: 
      Name: ExampleWebACL 
      DefaultAction: 
        Type: ALLOW 
      MetricName: ExampleWebACLMetric 

     

AWS WAFV2 controls

Topics

• [CT.WAFV2.PR.1] Require an AWS WAFV2 web ACL to be non-empty

• [CT.WAFV2.PR.2] Require an AWS WAFV2 rule group to be non-empty

[CT.WAFV2.PR.1] Require an AWS WAFV2 web ACL to be non-empty

This control checks whether an AWS WAFV2 web ACL contains any WAF rules or WAF rule groups.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule
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• Control behavior: Proactive

• Resource types: AWS::WAFv2::WebACL

• AWS CloudFormation guard rule:  CT.WAFV2.PR.1 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.WAFV2.PR.1 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.WAFV2.PR.1 example templates

Explanation

A web access control list (ACL) attached to WAFv2 can contain a collection of rules and rule groups. 
The rules are designed to inspect and control web requests. If a web ACL is empty, the web traffic 
passes without being detected or acted upon by the web application firewall (WAF).

Remediation for rule failure

Provide one or more AWS WAFV2 rules within the Rules property.

The examples that follow show how to implement this remediation.

AWS WAFV2 web ACL - Example

AWS WAFV2 web ACL configured with a rule to block requests based on a cross-site scripting (XSS) 
match. statement. The example is shown in JSON and in YAML.

JSON example

{ 
    "WAFv2WebACL": { 
        "Type": "AWS::WAFv2::WebACL", 
        "Properties": { 
            "Scope": "REGIONAL", 
            "Description": "Sample WebACL", 
            "DefaultAction": { 
                "Allow": {} 
            }, 
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            "VisibilityConfig": { 
                "SampledRequestsEnabled": true, 
                "CloudWatchMetricsEnabled": true, 
                "MetricName": "SampleWebACLMetric" 
            }, 
            "Rules": [ 
                { 
                    "Name": "SampleXssRule", 
                    "Priority": 0, 
                    "Action": { 
                        "Block": {} 
                    }, 
                    "VisibilityConfig": { 
                        "SampledRequestsEnabled": true, 
                        "CloudWatchMetricsEnabled": true, 
                        "MetricName": "SampleXssMatchMetric" 
                    }, 
                    "Statement": { 
                        "XssMatchStatement": { 
                            "FieldToMatch": { 
                                "AllQueryArguments": {} 
                            }, 
                            "TextTransformations": [ 
                                { 
                                    "Priority": 1, 
                                    "Type": "NONE" 
                                } 
                            ] 
                        } 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

WAFv2WebACL: 
  Type: AWS::WAFv2::WebACL 
  Properties: 
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    Scope: REGIONAL 
    Description: Sample WebACL 
    DefaultAction: 
      Allow: {} 
    VisibilityConfig: 
      SampledRequestsEnabled: true 
      CloudWatchMetricsEnabled: true 
      MetricName: SampleWebACLMetric 
    Rules: 
      - Name: SampleXssRule 
        Priority: 0 
        Action: 
          Block: {} 
        VisibilityConfig: 
          SampledRequestsEnabled: true 
          CloudWatchMetricsEnabled: true 
          MetricName: SampleXssMatchMetric 
        Statement: 
          XssMatchStatement: 
            FieldToMatch: 
              AllQueryArguments: {} 
            TextTransformations: 
              - Priority: 1 
                Type: NONE 

                 

CT.WAFV2.PR.1 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   wafv2_webacl_not_empty_check
#  
# Description:
#   This control checks whether an AWS WAFV2 web ACL contains any WAF rules or WAF rule 
 groups.
#  
# Reports on:
#   AWS::WAFv2::WebACL
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#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any WAFv2 web ACL resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an WAFv2 web ACL resource
#       And: 'Rules' has not been provided
#      Then: FAIL
#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an WAFv2 web ACL resource
#       And: 'Rules' has been provided as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an WAFv2 web ACL resource
#       And: 'Rules' has been provided as a non-empty list
#      Then: PASS

#
# Constants
#
let WAFV2_WEB_ACL_TYPE = "AWS::WAFv2::WebACL"
let INPUT_DOCUMENT = this

#
# Assignments
#
let wafv2_web_acls = Resources.*[ Type == %WAFV2_WEB_ACL_TYPE ]

#
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# Primary Rules
#
rule wafv2_webacl_not_empty_check when is_cfn_template(%INPUT_DOCUMENT) 
                                       %wafv2_web_acls not empty { 
    check(%wafv2_web_acls.Properties) 
        << 
        [CT.WAFV2.PR.1]: Require an AWS WAFV2 web ACL to be non-empty 
        [FIX]: Provide one or more AWS WAFv2 rules within the 'Rules' property. 
        >>
}

rule wafv2_webacl_not_empty_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %WAFV2_WEB_ACL_TYPE) { 
    check(%INPUT_DOCUMENT.%WAFV2_WEB_ACL_TYPE.resourceProperties) 
        << 
        [CT.WAFV2.PR.1]: Require an AWS WAFV2 web ACL to be non-empty 
        [FIX]: Provide one or more AWS WAFv2 rules within the 'Rules' property. 
        >>
}

#
# Parameterized Rules
#
rule check(wafv2_web_acl) { 
    %wafv2_web_acl { 
        # Scenario 2, 3 and 4 
        Rules exists 
        Rules is_list 
        Rules not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
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} 

     

CT.WAFV2.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  WAFv2WebACL: 
    Type: AWS::WAFv2::WebACL 
    Properties: 
      Scope: REGIONAL 
      Description: Example WebACL 
      DefaultAction: 
        Allow: {} 
      VisibilityConfig: 
        SampledRequestsEnabled: true 
        CloudWatchMetricsEnabled: true 
        MetricName: ExampleWebACLMetric 
      Rules: 
      - Name: ExampleXssRule 
        Priority: 0 
        Action: 
          Block: {} 
        VisibilityConfig: 
          SampledRequestsEnabled: true 
          CloudWatchMetricsEnabled: true 
          MetricName: ExampleXssMatchMetric 
        Statement: 
          XssMatchStatement: 
            FieldToMatch: 
              AllQueryArguments: {} 
            TextTransformations: 
            - Priority: 1 
              Type: NONE 
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FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  WAFv2WebACL: 
    Type: AWS::WAFv2::WebACL 
    Properties: 
      Scope: REGIONAL 
      Description: Example WebACL 
      DefaultAction: 
        Allow: {} 
      VisibilityConfig: 
        SampledRequestsEnabled: true 
        CloudWatchMetricsEnabled: true 
        MetricName: ExampleWebACLMetric 

     

[CT.WAFV2.PR.2] Require an AWS WAFV2 rule group to be non-empty

This control checks whether AWS WAFV2 rule groups contain rules.

• Control objective: Limit network access

• Implementation: AWS CloudFormation Guard Rule

• Control behavior: Proactive

• Resource types: AWS::WAFv2::RuleGroup

• AWS CloudFormation guard rule:  CT.WAFV2.PR.2 rule specification

Details and examples

• For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.WAFV2.PR.2 rule specification

• For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.WAFV2.PR.2 example templates

Explanation
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An AWS WAFV2 rule group can contain multiple rules. The rules are designed to inspect and control 
web requests. When an empty AWS WAFV2 rule group is associated with a web ACL, and the web 
ACL is not associated with any other rules or rule groups, the web traffic passes without being 
detected or acted upon by the web application firewall (WAF).

Remediation for rule failure

Provide one or more AWS WAFV2 rules within the Rules property.

The examples that follow show how to implement this remediation.

AWS WAFV2 Rule Group - Example

AWS WAFV2 rule group configured with a rule to block requests based on a cross-site scripting 
(XSS) match. statement. The example is shown in JSON and in YAML.

JSON example

{ 
    "WAFv2RuleGroup": { 
        "Type": "AWS::WAFv2::RuleGroup", 
        "Properties": { 
            "Scope": "REGIONAL", 
            "Description": "Sample Rule Group", 
            "VisibilityConfig": { 
                "SampledRequestsEnabled": true, 
                "CloudWatchMetricsEnabled": true, 
                "MetricName": "SampleRuleGroupMetric" 
            }, 
            "Capacity": 1000, 
            "Rules": [ 
                { 
                    "Name": "XssRule", 
                    "Priority": 0, 
                    "Action": { 
                        "Block": {} 
                    }, 
                    "VisibilityConfig": { 
                        "SampledRequestsEnabled": true, 
                        "CloudWatchMetricsEnabled": true, 
                        "MetricName": "SampleXssMatchMetric" 
                    }, 
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                    "Statement": { 
                        "XssMatchStatement": { 
                            "FieldToMatch": { 
                                "AllQueryArguments": {} 
                            }, 
                            "TextTransformations": [ 
                                { 
                                    "Priority": 1, 
                                    "Type": "NONE" 
                                } 
                            ] 
                        } 
                    } 
                } 
            ] 
        } 
    }
} 
                 

YAML example

WAFv2RuleGroup: 
  Type: AWS::WAFv2::RuleGroup 
  Properties: 
    Scope: REGIONAL 
    Description: Sample Rule Group 
    VisibilityConfig: 
      SampledRequestsEnabled: true 
      CloudWatchMetricsEnabled: true 
      MetricName: SampleRuleGroupMetric 
    Capacity: 1000 
    Rules: 
      - Name: XssRule 
        Priority: 0 
        Action: 
          Block: {} 
        VisibilityConfig: 
          SampledRequestsEnabled: true 
          CloudWatchMetricsEnabled: true 
          MetricName: SampleXssMatchMetric 
        Statement: 
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          XssMatchStatement: 
            FieldToMatch: 
              AllQueryArguments: {} 
            TextTransformations: 
              - Priority: 1 
                Type: NONE 

                 

CT.WAFV2.PR.2 rule specification

# ###################################
##       Rule Specification        ##
#####################################
#  
# Rule Identifier:
#   wafv2_rulegroup_not_empty_check
#  
# Description:
#   This control checks whether AWS WAFV2 rule groups contain rules.
#  
# Reports on:
#   AWS::WAFv2::RuleGroup
#  
# Evaluates:
#   AWS CloudFormation, AWS CloudFormation hook
#  
# Rule Parameters:
#   None
#  
# Scenarios:
#   Scenario: 1
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document does not contain any AWS WAFV2 rule group resources
#      Then: SKIP
#   Scenario: 2
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAFV2 rule group resource
#       And: 'Rules' has not been provided
#      Then: FAIL
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#   Scenario: 3
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAFV2 rule group resource
#       And: 'Rules' has been provided as an empty list
#      Then: FAIL
#   Scenario: 4
#     Given: The input document is an AWS CloudFormation or AWS CloudFormation hook 
 document
#       And: The input document contains an AWS WAFV2 rule group resource
#       And: 'Rules' has been provided as a non-empty list
#      Then: PASS

#
# Constants
#
let WAFV2_RULE_GROUP_TYPE = "AWS::WAFv2::RuleGroup"
let INPUT_DOCUMENT = this

#
# Assignments
#
let wafv2_rule_groups = Resources.*[ Type == %WAFV2_RULE_GROUP_TYPE ]

#
# Primary Rules
#
rule wafv2_rulegroup_not_empty_check when is_cfn_template(%INPUT_DOCUMENT) 
                                          %wafv2_rule_groups not empty { 
    check(%wafv2_rule_groups.Properties) 
        << 
        [CT.WAFV2.PR.2]: Require an AWS WAFV2 rule group to be non-empty 
        [FIX]: Provide one or more AWS WAFV2 rules within the 'Rules' property. 
        >>
}

rule wafv2_rulegroup_not_empty_check when is_cfn_hook(%INPUT_DOCUMENT, 
 %WAFV2_RULE_GROUP_TYPE) { 
    check(%INPUT_DOCUMENT.%WAFV2_RULE_GROUP_TYPE.resourceProperties) 
        << 
        [CT.WAFV2.PR.2]: Require an AWS WAFV2 rule group to be non-empty 
        [FIX]: Provide one or more AWS WAFV2 rules within the 'Rules' property. 
        >>
}
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#
# Parameterized Rules
#
rule check(wafv2_rule_group) { 
    %wafv2_rule_group { 
        # Scenario 2, 3 and 4 
        Rules exists 
        Rules is_list 
        Rules not empty 
    }
}

#
# Utility Rules
#
rule is_cfn_template(doc) { 
    %doc { 
        AWSTemplateFormatVersion exists or 
        Resources exists 
    }
}

rule is_cfn_hook(doc, RESOURCE_TYPE) { 
    %doc.%RESOURCE_TYPE.resourceProperties exists
} 

     

CT.WAFV2.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive 
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources: 
  WAFv2RuleGroup: 
    Type: AWS::WAFv2::RuleGroup 
    Properties: 
      Scope: REGIONAL 
      Description: Example Rule Group 
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      VisibilityConfig: 
        SampledRequestsEnabled: true 
        CloudWatchMetricsEnabled: true 
        MetricName: SampleRuleGroupMetrics 
      Capacity: 1000 
      Rules: 
      - Name: TestXssRule 
        Priority: 0 
        Action: 
          Block: {} 
        VisibilityConfig: 
          SampledRequestsEnabled: true 
          CloudWatchMetricsEnabled: true 
          MetricName: ExampleXssMatchMetric 
        Statement: 
          XssMatchStatement: 
            FieldToMatch: 
              AllQueryArguments: {} 
            TextTransformations: 
            - Priority: 1 
              Type: NONE 

     

FAIL Example - Use this template to verify that the control prevents non-compliant resource 
creation.

Resources: 
  WAFv2RuleGroup: 
    Type: AWS::WAFv2::RuleGroup 
    Properties: 
      Scope: REGIONAL 
      Description: Example Rule Group 
      VisibilityConfig: 
        SampledRequestsEnabled: true 
        CloudWatchMetricsEnabled: true 
        MetricName: ExampleRuleGroupMetric 
      Capacity: 1000 
      Rules: [] 
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Security Hub standard

AWS Control Tower is integrated with AWS Security Hub to provide detective controls that help 
you monitor your AWS environment. The integration is accomplished with a Security Hub standard, 
called the Service-Managed Standard: AWS Control Tower.

The Service-Managed Standard: AWS Control Tower supports a subset of controls in the AWS 
Foundational Security Best Practices (FSBP) standard. To learn more about this standard and to 
view the available controls, see Service-Managed Standard: AWS Control Tower. For more general 
information about Security Hub standards, see Security standards and controls in Security Hub, in 
the AWS Security Hub User Guide.

This standard is available only for AWS Control Tower customers who have created the standard in 
the AWS Control Tower console. AWS Control Tower creates the standard for you when you enable 
the first Security Hub control in the AWS Control Tower console. When you enable the first control, 
if you haven’t already enabled Security Hub, AWS Control Tower also enables Security Hub for you.

After you create this standard, you can view the Security Hub detective controls alongside other 
AWS Control Tower controls, in the AWS Control Tower console and in Security Hub.

Control behavior

• No controls are enabled automatically when you create this standard in AWS Control Tower.

• The Security Hub controls are active at the OU level only, not for all AWS Control Tower OUs (if 
not enabled for all), and not for individual accounts.

• When Security Hub adds new controls, the new controls are not added to the Security Hub 
Service-Managed Standard: AWS Control Tower automatically.

Enable or remove controls for the Service-Managed Standard

To avoid drift, always enable and remove controls for the Service-Managed Standard by means 
of the AWS Control Tower service, either in the console or by calling the AWS Control Tower APIs,
EnableControl and DisableControl. When you change the enablement status of a control in 
AWS Control Tower, the change also is reflected in Security Hub.
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Note

If you deactivate a Service-Managed Standard control by means of the Security Hub 
console, the AWS Control Tower member account enters a state of control drift. In this 
situation, AWS Control Tower is not receiving the Security Hub findings for the control 
that you deactivated. You must resolve this drift before AWS Control Tower can apply the 
control successfully to your registered organizational units and member accounts.

You can delete this standard in the AWS Control Tower console by deactivating all controls in 
the standard. This deletes the standard for all managed accounts and governed Regions in AWS 
Control Tower. Deleting the standard does not deactivate Security Hub for your account.

Deprecated control

The control named [SH.S3.4] S3 buckets should have server-side encryption enabled is 
deprecated, effective July 18, 2023. It was removed from the controls library on August 18, 
2023. For more information, see AWS Control Tower deprecates two controls.

Security Hub score and findings

Based on control status, Security Hub calculates a security score for the Service-Managed 
Standard: AWS Control Tower. This security score and the control findings are available only in 
Security Hub. These items aren't available in AWS Control Tower.

Note

When you create Service-Managed Standard: AWS Control Tower and enable controls 
for it, Security Hub may take up to 18 hours to generate findings for controls that use the 
same underlying AWS Config service-linked rule as controls from other enabled Security 
Hub standards. For more information, see Schedule for running security checks in the AWS 
Security Hub User Guide.
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Security Hub control drift reporting

When reporting drift for controls that are part of the AWS Security Hub Service-Managed 
Standard, AWS Control Tower receives a daily status update from Security Hub. If no update is 
received, AWS Control Tower verifies whether drift has occurred. If so, AWS Control Tower reports 
drift. If a control shows drift, AWS Control Tower sends an Amazon SNS notification to the AWS 
Control Tower security-aggregate-notification channel. You must subscribe to this SNS 
notification to receive information about which specific account is affected by Security Hub control 
drift. For more information about Security Hub control drift in AWS Control Tower, see Security 
Hub control drift.

Although controls are active in every governed Region, AWS Control Tower sends the AWS Security 
Hub Finding events to the AWS Control Tower home Region only.

Remediate drift

When drift is reported, you can remediate the situation by choosing Re-register OU on the
Organizations page in the AWS Control Tower console, or by deactivating and re-activating the 
control that's in a drifted state, either by means of the console, or through the AWS Control Tower 
API.

Note

You can enable and manage some Security Hub controls from AWS Control Tower, with the
Security Hub Service-managed Standard: AWS Control Tower.

Unsupported Regions

It is important to know that some Security Hub controls do not operate in certain AWS Regions 
where AWS Control Tower is available, because those Regions do not support the required 
underlying functionality. As a result, when you deploy an Security Hub control through AWS 
Control Tower, the control may not be operating in all Regions that you govern with AWS Control 
Tower. For more information about the Security Hub controls that cannot be deployed in certain 
Regions, see the Security Hub controls reference documentation.

The following AWS Regions do not support controls that are part of the Security Hub Service-
managed Standard: AWS Control Tower

• Asia Pacific (Hong Kong) Region, ap-east-1
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• Asia Pacific (Jakarta) Region, ap-southeast-3

• Asia Pacific (Osaka) Region, ap-northeast-3

• Europe (Milan) Region, eu-south-1

• Africa (Cape Town) Region, af-south-1

• Middle East (Bahrain) Region, me-south-1

• Israel (Tel Aviv), il-central-1

• Middle East (UAE) Region, me-central-1

• Europe (Spain) Region, eu-south-2

• Asia Pacific (Hyderabad) Region, ap-south-2

• Europe (Zurich) Region, eu-central-2

• Asia Pacific (Melbourne) Region ap-southeast-4

You can view the Regions for each control in the AWS Control Tower console.

Certain AWS Security Hub Service-Managed Standard: AWS Control Tower controls have 
specific, unsupported Regions

• SH.DocumentDB.3—eu-north-1 us-west-1

• SH.DynamoDB.3—ap-northeast-2, ca-central-1, eu-north-1

• SH.EC2.23—ap-south-1

• SH.EKS.1—us-west-1

• SH.ElastiCache.3—ap-northeast-2, ap-south-1, ca-central-1, eu-north-1, eu-west-2, eu-west-3, 
us-east-1

• SH.ElastiCache.4—ap-northeast-2, ap-south-1, ca-central-1, eu-north-1, eu-west-2, eu-west-3, 
us-east-1

• SH.ElastiCache.5—ap-northeast-2, ap-south-1, ca-central-1, eu-north-1, eu-west-2, eu-west-3, 
us-east-1

• SH.ElastiCache.6—ap-northeast-2, ap-south-1, ca-central-1, eu-north-1, eu-west-2, eu-west-3, 
us-east-1

• SH.RDS.12—sa-east-1

• SH.RDS.15—sa-east-1
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Controls that enhance digital sovereignty protection

Digital sovereignty means control over digital assets. AWS Control Tower offers a group of controls 
that are designed to enhance your digital sovereignty governance posture. The pillars of this 
posture are as follows:

• Data residency: Control over the location of your data.

For more information, see Controls that enhance data residency protection.

• Granular access: Access restrictions that limit all access to your data, unless the access is 
requested by you, or by a partner whom you trust.

For more information, see Region deny control applied to the OU.

• Encryption: Features and controls that help you encrypt data, whether in transit, at rest, or in 
memory.

For example, see the control CT.APPSYNC.PR.5: Require an AWS AppSync GraphQL API cache to 
have encryption at rest enabled.

• Resiliency: Ability to sustain operations through disruption or disconnection, which is essential in 
the case of events such as supply chain disruption, network interruption, and natural disaster.

For example see the control CT.NETWORK-FIREWALL.PR.5: Require an AWS Network Firewall 
firewall to be deployed across multiple Availability Zones.

You can read more about digital sovereignty and AWS in the blog: AWS Digital Sovereignty Pledge: 
Control without compromise.

Preventive controls that assist with digital sovereignty

These preventive controls are designed to assist you with your digital sovereignty governance 
posture.

This group of controls helps you comply with digital sovereignty regulatory requirements because 
they prevent actions, enforce configurations, and detect resource changes that affect data 
residency, granular access restriction, encryption, and resilience capabilities.

These are optional controls with Preventive guidance, implemented with AWS service control 
policies (SCPs). They are not deployed on any OU by default. You can enable them through the 
AWS Control Tower console, or through the AWS Control Tower APIs
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In the AWS Control Tower console, you can view these controls together under the Groups tab on 
the Categories page.

Topics

• CT.APPSYNC.PV.1: Require that an AWS AppSync GraphQL API is configured with private visibility

• CT.EC2.PV.1: Require an Amazon EBS snapshot to be created from an encrypted EC2 volume

• CT.EC2.PV.2: Require that an attached Amazon EBS volume is configured to encrypt data at rest

• CT.EC2.PV.3: Require that an Amazon EBS snapshot cannot be publicly restorable

• CT.EC2.PV.4: Require that Amazon EBS direct APIs are not called

• CT.EC2.PV.5: Disallow the use of Amazon EC2 VM import and export

• CT.EC2.PV.6: Disallow the use of deprecated Amazon EC2 RequestSpotFleet and 
RequestSpotInstances API actions

• CT.KMS.PV.1: Require an AWS KMS key policy to have a statement that limits creation of AWS 
KMS grants to AWS services

• CT.KMS.PV.2: Require that an AWS KMS asymmetric key with RSA key material used for 
encryption does not have a key length of 2048 bits

• CT.KMS.PV.3: Require that an AWS KMS key is configured with the bypass policy lockout safety 
check enabled

• CT.KMS.PV.4: Require that an AWS KMS customer-managed key (CMK) is configured with key 
material originating from AWS CloudHSM

• CT.KMS.PV.5: Require that an AWS KMS customer-managed key (CMK) is configured with 
imported key material

• CT.KMS.PV.6: Require that an AWS KMS customer-managed key (CMK) is configured with key 
material originating from an external key store (XKS)

• CT.LAMBDA.PV.1: Require an AWS Lambda function URL to use AWS IAM-based authentication

• CT.LAMBDA.PV.2: Require an AWS Lambda function URL to be configured for access only by 
principals within your AWS account

CT.APPSYNC.PV.1: Require that an AWS AppSync GraphQL API is configured with private 
visibility

This control disallows creation of public AWS AppSync APIs by requiring APIs to be configured with 
private visibility. This configuration ensures that the APIs are acessible only from a VPC.
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Service: AWS AppSync

• Control objective: Limit network access

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

ResourceTypes: AWS::AppSync::GraphQLApi

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTAPPSYNCPV1", 
            "Effect": "Deny", 
            "Action": "appsync:CreateGraphqlApi", 
            "Resource": "*", 
            "Condition": { 
                "StringNotEquals": { 
                    "appsync:Visibility": "PRIVATE" 
                } 
            } 
        } 
    ]
}

CT.EC2.PV.1: Require an Amazon EBS snapshot to be created from an encrypted EC2 volume

This control disallows creation of new snapshots that are based on unencrypted EBS volumes.

This control does not prevent creation of unencrypted EBS snapshots created by means of the 
'CopySnapshot' operation. AWS Control Tower recommends enabling EBS encryption by default to 
ensure that encryption is applied to copies of unencrypted snapshots. For more information see
Encryption scenarios in the Amazon EC2 User Guide for Linux Instances.

Service: Amazon EC2
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• Control objective: Encrypt data at rest

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

ResourceTypes: AWS::::Account

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTEC2PV1", 
            "Effect": "Deny", 
            "Action": [ 
                "ec2:CreateSnapshot", 
                "ec2:CreateSnapshots" 
            ], 
            "Resource": "arn:*:ec2:*:*:volume/*", 
            "Condition": { 
                "Bool": { 
                    "ec2:Encrypted": "false" 
                } 
            } 
        } 
    ]
}

CT.EC2.PV.2: Require that an attached Amazon EBS volume is configured to encrypt data at rest

This control disallows attaching an unencrypted EBS volume to a running or stopped EC2 instance.

This control does not prevent replacing an EBS-backed root volume 
for a running instance with an unencrypted volume, by means of the
CreateReplaceRootVolumeTaskCreateReplaceRootVolumeTask operation., AWS Control Tower 
recommends enabling EBS encryption by default. For information on EBS encryption by default, 
see Encryption by default in the Amazon EC2 User Guide for Linux Instances.
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Service: Amazon EC2

• Control objective: Encrypt data at rest

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::EC2::Volume

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTEC2PV2", 
            "Effect": "Deny", 
            "Action": "ec2:AttachVolume", 
            "Resource": "arn:*:ec2:*:*:volume/*", 
            "Condition": { 
                "Bool": { 
                    "ec2:Encrypted": "false" 
                } 
            } 
        } 
    ]
}

CT.EC2.PV.3: Require that an Amazon EBS snapshot cannot be publicly restorable

This control disallows sharing of an EBS snapshot with all AWS accounts.

This control prevents unencrypted EBS snapshots from being made public, by disallowing 
sharing of EBS snapshots with all AWS accounts. Encrypted snapshots and snapshots with AWS 
Marketplace product codes cannot be made public. To prevent the public sharing of snapshots, 
AWS Control Tower recommends enabling block public access for snapshots. For more information, 
see Block public access for snapshots in the Amazon EC2 User Guide for Linux Instances.

Service: Amazon EC2
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• Control objective: Enforce least privilege

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::::Account

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTEC2PV3", 
            "Effect": "Deny", 
            "Action": "ec2:ModifySnapshotAttribute", 
            "Resource": "arn:*:ec2:*::snapshot/*", 
            "Condition": { 
                "StringEquals": { 
                    "ec2:Add/group": "all" 
                } 
            } 
        } 
    ]
}

CT.EC2.PV.4: Require that Amazon EBS direct APIs are not called

This control disallows usage of all EBS direct APIs, specifically including 
StartSnapshot,PutSnapshotBlock,GetSnapshot,and CompleteSnapshot.

Do not enable this control if you use EBS direct APIs, either directly or through an AWS backup 
partner product.

Service: Amazon EBS

• Control objective: Enforce least privilege

• Implementation: Service control policy (SCP)
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• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::::Account

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTEC2PV4", 
            "Effect": "Deny", 
            "Action": "ebs:*", 
            "Resource": "*" 
        } 
    ]
}

CT.EC2.PV.5: Disallow the use of Amazon EC2 VM import and export

This control disallows use of Amazon EC2 VM Import/Export APIs that can be used to import and 
export EC2 instance, snapshot, image and volume data.

If you need to use VM Import/Export functionality, do not enable this control. This control does not 
prevent cancelling existing VM Import/Export import, export or conversion tasks.

Service: Amazon EC2

• Control objective: Enforce least privilege, Protect configurations

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::::Account

Here is the SCP artifact for this control.
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{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTEC2PV5", 
            "Effect": "Deny", 
            "Action": [ 
                "ec2:CreateInstanceExportTask", 
                "ec2:ExportImage", 
                "ec2:ImportImage", 
                "ec2:ImportSnapshot", 
                "ec2:ImportInstance", 
                "ec2:ImportVolume" 
            ], 
            "Resource": "*" 
        } 
    ]
}

CT.EC2.PV.6: Disallow the use of deprecated Amazon EC2 RequestSpotFleet and 
RequestSpotInstances API actions

This control disallows usage of Amazon EC2 ec2:RequestSpotFleet and
ec2:RequestSpotInstances APIs, because they are legacy APIs with no planned investment.

This control denies ec2:RequestSpotFleet and ec2:RequestSpotInstances actions for all 
IAM principals. If you need to use these actions, do not enable this control. This control does not 
prevent cancelling or modifying an existing spot fleet or spot instance request.

Service: Amazon EC2

• Control objective: Enforce least privilege, Protect configurations

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::EC2::SpotFleet

Here is the SCP artifact for this control.
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{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTEC2PV6", 
            "Effect": "Deny", 
            "Action": [ 
                "ec2:RequestSpotFleet", 
                "ec2:RequestSpotInstances" 
            ], 
            "Resource": "*" 
        } 
    ]
}

CT.KMS.PV.1: Require an AWS KMS key policy to have a statement that limits creation of AWS 
KMS grants to AWS services

This control requires that AWS KMS grants are issued only to AWS services that are integrated with 
AWS KMS, or to an AWS service principal.

This control disallows the creation of AWS KMS grants for your KMS keys, when the request 
does not originate from an AWS service that's integrated with AWS KMS, or from an AWS service 
principal. If you need to issue AWS KMS grants directly to your IAM principals for a customer-
managed key, do not enable this control.

Service: AWS Key Management Service, (AWS KMS)

• Control objective: Enforce least privilege

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::KMS::Key

Here is the SCP artifact for this control.

{ 
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    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTKMSPV1", 
            "Effect": "Deny", 
            "Action": "kms:CreateGrant", 
            "Resource": "*", 
            "Condition": { 
                "BoolIfExists": { 
                    "kms:GrantIsForAWSResource": "false", 
                    "aws:PrincipalIsAWSService": "false" 
                } 
            } 
        } 
    ]
}

CT.KMS.PV.2: Require that an AWS KMS asymmetric key with RSA key material used for 
encryption does not have a key length of 2048 bits

This control disallows the creation of KMS keys used for encryption and decryption that also have 
a key spec of RSA_2048. It requires that you use a KeySpec value other than RSA_2048 when 
creating asymmetric KMS keys used for encryption and decryption.

Service: AWS Key Management Service (AWS KMS);

• Control objective: Encrypt data at rest, Encrypt data in transit

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::KMS::Key

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
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            "Sid": "CTKMSPV2", 
            "Effect": "Deny", 
            "Action": "kms:CreateKey", 
            "Resource": "*", 
            "Condition": { 
                "StringEquals": { 
                    "kms:KeyUsage": "ENCRYPT_DECRYPT", 
                    "kms:KeySpec": "RSA_2048" 
                } 
            } 
        } 
    ]
}

CT.KMS.PV.3: Require that an AWS KMS key is configured with the bypass policy lockout safety 
check enabled

This control disallows bypassing the KMS key policy lockout safety check when creating a KMS key 
or updating its key policy, because bypassing this check increases the risk that a KMS key becomes 
unmanageable.

Service: AWS Key Management Service (AWS KMS)

• Control objective: Enforce least privilege, Protect configurations

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::KMS::Key

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTKMSPV3", 
            "Effect": "Deny", 
            "Action": [ 
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                "kms:CreateKey", 
                "kms:PutKeyPolicy" 
            ], 
            "Resource": "*", 
            "Condition": { 
                "Bool": { 
                    "kms:BypassPolicyLockoutSafetyCheck": "true" 
                } 
            } 
        } 
    ]
} 
             

CT.KMS.PV.4: Require that an AWS KMS customer-managed key (CMK) is configured with key 
material originating from AWS CloudHSM

This control disallows creation of KMS keys that do not have a key origin of AWS_CLOUDHSM.

This control restricts creation of KMS keys to those that use a specific key material origin. It is 
suitable when enforcing a KMS key management strategy that requires all KMS keys to a custom 
key store based on AWS Cloud HSM. Before enforcing the exclusive use of keys whose key material 
resides in an AWS CloudHSM cluster, carefully evaluate the trade-offs documented in the AWS 
CloudHSM key stores section of the AWS KMS Developer Guide.

Service: AWS Key Management Service, (AWS KMS)

• Control objective: Encrypt data at rest, Encrypt data in transit

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::KMS::Key

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
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        { 
            "Sid": "CTKMSPV4", 
            "Effect": "Deny", 
            "Action": "kms:CreateKey", 
            "Resource": "*", 
            "Condition": { 
                "StringNotEquals": { 
                    "kms:KeyOrigin": "AWS_CLOUDHSM" 
                } 
            } 
        } 
    ]
}

CT.KMS.PV.5: Require that an AWS KMS customer-managed key (CMK) is configured with 
imported key material

This control disallows creation of KMS keys that do not have a key origin of EXTERNAL.

This control restricts creation of KMS keys to those that use a specific key material origin. It 
is suitable when enforcing a KMS key management strategy that requires all KMS keys to use 
imported key material. Before enforcing the exclusive use of keys with imported key material, 
carefully evaluate the trade-offs documented in the Importing key material for AWS KMS keys
section of the AWS KMS Developer Guide."

Service: AWS Key Management Service, (AWS KMS)

• Control objective: Encrypt data at rest, Encrypt data in transit

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::KMS::Key

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
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        { 
            "Sid": "CTKMSPV5", 
            "Effect": "Deny", 
            "Action": "kms:CreateKey", 
            "Resource": "*", 
            "Condition": { 
                "StringNotEquals": { 
                    "kms:KeyOrigin": "EXTERNAL" 
                } 
            } 
        } 
    ]
}}

CT.KMS.PV.6: Require that an AWS KMS customer-managed key (CMK) is configured with key 
material originating from an external key store (XKS)

This control disallows creation of KMS keys that do not have a key origin of
EXTERNAL_KEY_STORE.

This control restricts creation of KMS keys to those that use a specific key material origin. It is 
suitable when enforcing a KMS key management strategy that requires all KMS keys to an external 
key store, custom key store. Before enforcing the exclusive use of keys whose key material resides 
in an external key store, carefully evaluate the trade-offs documented in the External key stores
section of the AWS KMS Developer Guide.

Service: AWS Key Management Service, (AWS KMS)

• Control objective: Encrypt data at rest, Encrypt data in transit

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Resource types: AWS::KMS::Key

Here is the SCP artifact for this control.

{ 
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    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTKMSPVIHNTL", 
            "Effect": "Deny", 
            "Action": "kms:CreateKey", 
            "Resource": "*", 
            "Condition": { 
                "StringNotEquals": { 
                    "kms:KeyOrigin": "EXTERNAL_KEY_STORE" 
                } 
            } 
        } 
    ]
}

CT.LAMBDA.PV.1: Require an AWS Lambda function URL to use AWS IAM-based authentication

This control disallows creation and update of Lambda function URL configurations, it does not 
prevent deletion of Lambda function URL configurations.

Service: AWS Lambda

• Control objective: Enforce least privilege

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

ResourceTypes: AWS::Lambda::Url

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTLAMBDAPV1", 
            "Effect": "Deny", 
            "Action": [ 
                "lambda:CreateFunctionUrlConfig", 
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                "lambda:UpdateFunctionUrlConfig" 
            ], 
            "Resource": "arn:*:lambda:*:*:function:*", 
            "Condition": { 
                "StringNotEquals": { 
                    "lambda:FunctionUrlAuthType": "AWS_IAM" 
                } 
            } 
        } 
    ]
}

CT.LAMBDA.PV.2: Require an AWS Lambda function URL to be configured for access only by 
principals within your AWS account

This control requires an AWS Lambda function resource-based policy to only grant access to IAM 
principals that reside in your AWS account.

This control limits cross-account access to Lambda functions by restricting the allowed IAM 
principals in a Lambda function resource policy to those in the same account as the Lambda 
function.

Service: AWS Lambda

• Control objective: Enforce least privilege

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

ResourceTypes: AWS::Lambda::Url

Here is the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTLAMBDAPV2", 
            "Effect": "Deny", 
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            "Action": "lambda:AddPermission", 
            "Resource": "arn:*:lambda:*:*:function:*", 
            "Condition": { 
                "StringNotLike": { 
                    "lambda:Principal": [ 
                        "arn:aws:iam::${aws:PrincipalAccount}:*", 
                        "${aws:PrincipalAccount}" 
                    ] 
                }, 
                "ArnNotLike": { 
                    "aws:PrincipalArn": "arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Controls that enhance data residency protection

These elective controls complement your enterprise's data residency posture. By applying these 
controls together, you can set up your multi-account environment to help detect and inhibit the 
purposeful or accidental creation, sharing, or copying of data, outside of your selected AWS Region 
or Regions.

These controls take effect at the OU level, and they apply to all member accounts within the OU.

Important

Certain global AWS services, such as AWS Identity and Access Management (IAM) and 
AWS Organizations, are exempt from these controls. You can identify the services that are 
exempt by reviewing the Region deny SCP, shown in the example code. Services with "*" 
after their identifier are exempt, because all actions are permitted when the "*" notation 
is given. This SCP essentially contains a list of explicitly permitted actions, and all other 
actions are denied. You cannot deny access to your home Region.

Video: Enable data residency controls

This video (5:58) describes how to enable data residency controls with AWS Control Tower controls. 
For better viewing, select the icon at the lower right corner of the video to enlarge it to full screen. 
Captioning is available.
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Note

AWS Control Tower no longer supprts searching the controls list by Category, as shown 
in this video. To easily identify the Data Residency controls, we recommend you sort the 
controls list by Release Date. Controls with a release date of November 30, 2021 are the 
same controls in the Data Residency category shown in the video.
This video includes the term guardrail, an older term AWS Control Tower used for control. 
We updated the term to better align with industry usage and other AWS services. These 
terms are synonymous for our purposes.

Video Walkthrough of Enabling Data Residency Controls in AWS Control Tower.

Topics

• Disallow internet access for an Amazon VPC instance managed by a customer

• Disallow Amazon Virtual Private Network (VPN) connections

• Disallow cross-region networking for Amazon EC2, Amazon CloudFront, and AWS Global 
Accelerator

• Detect whether public IP addresses for Amazon EC2 autoscaling are enabled through launch 
configurations

• Detect whether replication instances for AWS Database Migration Service are public

• Detect whether Amazon EBS snapshots are restorable by all AWS accounts

• Detect whether any Amazon EC2 instance has an associated public IPv4 address

• Detect whether Amazon S3 settings to block public access are set as true for the account

• Detects whether an Amazon EKS endpoint is blocked from public access

• Detect whether an Amazon OpenSearch Service domain is in Amazon VPC

• Detect whether any Amazon EMR cluster master nodes have public IP addresses

• Detect whether the AWS Lambda function policy attached to the Lambda resource blocks public 
access

• Detect whether public routes exist in the route table for an Internet Gateway (IGW)

• Detect whether Amazon Redshift clusters are blocked from public access

• Detect whether an Amazon SageMaker notebook instance allows direct internet access

• Detect whether any Amazon VPC subnets are assigned a public IP address

• Detect whether AWS Systems Manager documents owned by the account are public
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Disallow internet access for an Amazon VPC instance managed by a customer

This control disallows internet access for an Amazon Virtual Private Cloud (VPC) instance managed 
by a customer, rather than by an AWS service.

Important

If you provision Account Factory accounts with VPC internet access settings enabled, 
that Account Factory setting overrides this control. To avoid enabling internet access for 
newly provisioned accounts, you must change the setting in Account Factory. For more 
information, see Walkthrough: Configure AWS Control Tower Without a VPC.

• This control does not apply to VPCs managed by AWS services.

• Existing VPCs that have internet access retain their internet access. It applies to new instances 
only. After this control is applied, access cannot be changed.

This is a preventive control with elective guidance. By default, this control isn't enabled on any 
OUs.

The artifact for this control is the following service control policy (SCP).

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRDISALLOWVPCINTERNETACCESS", 
      "Effect": "Deny", 
      "Action": [ 
        "ec2:CreateInternetGateway", 
        "ec2:AttachInternetGateway", 
        "ec2:CreateEgressOnlyInternetGateway", 
        "ec2:AttachEgressOnlyInternetGateway", 
        "ec2:CreateDefaultVpc", 
        "ec2:CreateDefaultSubnet", 
        "ec2:CreateCarrierGateway" 
      ], 
      "Resource": [ 
        "*" 
      ], 
      "Condition": { 
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        "ArnNotLike": { 
          "aws:PrincipalArn": [ 
            "arn:aws:iam::*:role/AWSControlTowerExecution" 
          ] 
        } 
      } 
    } 
  ]
}

Disallow Amazon Virtual Private Network (VPN) connections

This control prevents Virtual Private Network (VPN) connections (Site-to-Site VPN and Client VPN) 
to an Amazon Virtual Private Cloud (VPC).

Note

Existing VPCs that have internet access retain their internet access.

This is a preventive control with elective guidance. By default, this control isn't enabled on any 
OUs.

The artifact for this control is the following service control policy (SCP).

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRDISALLOWVPNCONNECTIONS", 
      "Effect": "Deny", 
      "Action": [ 
        "ec2:CreateVPNGateway", 
        "ec2:AttachVPNGateway", 
        "ec2:CreateCustomerGateway", 
        "ec2:CreateVpnConnection", 
        "ec2:ModifyVpnConnection", 
        "ec2:CreateClientVpnEndpoint", 
        "ec2:ModifyClientVpnEndpoint", 
        "ec2:AssociateClientVpnTargetNetwork", 
        "ec2:AuthorizeClientVpnIngress" 
      ], 
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      "Resource": [ 
        "*" 
      ] 
    } 
  ]
}

Disallow cross-region networking for Amazon EC2, Amazon CloudFront, and AWS Global 
Accelerator

This control prevents configuring cross-region networking connections from Amazon EC2, Amazon 
CloudFront, and AWS Global Accelerator services. It prevents VPC peering and transit gateway 
peering.

Note

This control prevents Amazon EC2 VPC peering and Amazon EC2 transit gateway peering 
within a single Region, as well as across Regions. For this reason, this control may affect 
certain workloads in addition to your data residency posture.

This is a preventive control with elective guidance. By default, this control isn't enabled on any 
OUs.

The artifact for this control is the following service control policy (SCP).

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRDISALLOWCROSSREGIONNETWORKING", 
      "Effect": "Deny", 
      "Action": [ 
        "ec2:CreateVpcPeeringConnection", 
        "ec2:AcceptVpcPeeringConnection", 
        "ec2:CreateTransitGatewayPeeringAttachment", 
        "ec2:AcceptTransitGatewayPeeringAttachment", 
        "cloudfront:CreateDistribution", 
        "cloudfront:UpdateDistribution", 
        "globalaccelerator:Create*", 
        "globalaccelerator:Update*" 
      ], 
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      "Resource": [ 
        "*" 
      ] 
    } 
  ]
}

Detect whether public IP addresses for Amazon EC2 autoscaling are enabled through launch 
configurations

This control detects whether Amazon EC2 Auto Scaling groups have public IP addresses enabled 
through launch configurations.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if the launch configuration for an autoscaling group sets 
the value of the field AssociatePublicIpAddress set as True.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether public IP addresses for Amazon 
 EC2 Auto Scaling are enabled through launch configurations 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
Resources: 
  AutoscalingLaunchConfigPublicIpDisabled: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether Amazon EC2 Auto Scaling groups have public IP 
 addresses enabled through launch configurations. This rule is NON_COMPLIANT if 
 the launch configuration for an Auto Scaling group has the value of the field 
 AssociatePublicIpAddress set as True. 
      Scope: 
        ComplianceResourceTypes: 
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          - AWS::AutoScaling::LaunchConfiguration 
      Source: 
        Owner: AWS 
        SourceIdentifier: AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

Detect whether replication instances for AWS Database Migration Service are public

This control detects whether AWS Database Migration Service replication instances are public.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if the value of the PubliclyAccessible field is set as
True.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether replication instances for AWS 
 Database Migration Service are public 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
  MaximumExecutionFrequency: 
    Type: String 
    Default: 24hours 
    Description: The frequency at which AWS Config will run evaluations for the rule. 
    AllowedValues: 
      - 1hour 
      - 3hours 
      - 6hours 
      - 12hours 
      - 24hours 
  
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
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      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours 
  
Resources: 
  DmsReplicationNotPublic: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether AWS Database Migration Service replication instances 
 are public. The rule is NON_COMPLIANT if the value of the PubliclyAccessible field is 
 set as True. 
      Source: 
        Owner: AWS 
        SourceIdentifier: DMS_REPLICATION_NOT_PUBLIC 
      MaximumExecutionFrequency: 
        !FindInMap 
        - Settings 
        - FrequencyMap 
        - !Ref MaximumExecutionFrequency

Detect whether Amazon EBS snapshots are restorable by all AWS accounts

This control detects whether all AWS accounts have access to restore Amazon EBS snapshots.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if any snapshots have the RestorableByUserIds field 
set to the value All. In that case, the Amazon EBS snapshots are public.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether Amazon EBS snapshots are 
 restorable by all AWS accounts 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
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  MaximumExecutionFrequency: 
    Type: String 
    Default: 24hours 
    Description: The frequency at which AWS Config will run evaluations for the rule. 
    AllowedValues: 
      - 1hour 
      - 3hours 
      - 6hours 
      - 12hours 
      - 24hours 
  
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours 
  
Resources: 
  EbsSnapshotPublicRestorableCheck: 
    Type: AWS::Config::ConfigRule 
  
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether all AWS accounts have access to restore Amazon EBS 
 snapshots. The rule is NON_COMPLIANT if any snapshots have the RestorableByUserIds 
 field set to the value All. In that case, the Amazon EBS snapshots are public. 
      Source: 
        Owner: AWS 
        SourceIdentifier: EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 
      MaximumExecutionFrequency: 
        !FindInMap 
        - Settings 
        - FrequencyMap 
        - !Ref MaximumExecutionFrequency

Detect whether any Amazon EC2 instance has an associated public IPv4 address

This control detects whether an Amazon Elastic Compute Cloud (Amazon EC2) instance has an 
associated public IPv4 address. This control applies only to IPv4 addresses.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.
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In the console:

• The rule shows Non-compliant status if the public IP field is present in the Amazon EC2 instance 
configuration item.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether any Amazon EC2 instance has an 
 associated public IPv4 address 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
Resources: 
  Ec2InstanceNoPublicIp: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether an Amazon Elastic Compute Cloud (Amazon EC2) 
 instance has an associated public IPv4 address. The rule is NON_COMPLIANT if the 
 public IP field is present in the Amazon EC2 instance configuration item. 
      Scope: 
        ComplianceResourceTypes: 
        - AWS::EC2::Instance 
      Source: 
        Owner: AWS 
        SourceIdentifier: EC2_INSTANCE_NO_PUBLIC_IP

Detect whether Amazon S3 settings to block public access are set as true for the account

This control periodically detects whether the required Amazon S3 settings to block public access 
are configured as true for the account, rather than for a bucket or an access point.

In the console:

• The rule shows Non-compliant status if at least one of the settings is false.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.
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The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to check whether Amazon S3 settings to block 
 public access are set as true for the account. 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  PublicAccessBlockSetting: 
    Type: 'String' 
    Default: 'True' 
  MaximumExecutionFrequency: 
    Type: String 
    Default: 24hours 
    Description: The frequency at which AWS Config will run evaluations for the rule. 
    AllowedValues: 
      - 1hour 
      - 3hours 
      - 6hours 
      - 12hours 
      - 24hours 
  
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours 
  
Resources: 
  CheckForS3PublicAccessBlock: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks the Amazon S3 settings to block public access are set as true 
 for the account. The rule is non-compliant if at-least one of the settings is false. 
      Source: 
        Owner: AWS 
        SourceIdentifier: S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 
      Scope: 
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        ComplianceResourceTypes: 
          - AWS::S3::AccountPublicAccessBlock 
      InputParameters: 
        IgnorePublicAcls: !Ref PublicAccessBlockSetting 
        BlockPublicPolicy: !Ref PublicAccessBlockSetting 
        BlockPublicAcls: !Ref PublicAccessBlockSetting 
        RestrictPublicBuckets: !Ref PublicAccessBlockSetting 
      MaximumExecutionFrequency: 
        !FindInMap 
        - Settings 
        - FrequencyMap 
        - !Ref MaximumExecutionFrequency

Detects whether an Amazon EKS endpoint is blocked from public access

This control detects whether an Amazon Elastic Kubernetes Service (Amazon EKS) endpoint is 
blocked from public access.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if the endpoint is publicly accessible.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether an Amazon EKS endpoint is 
 blocked from public access 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
  MaximumExecutionFrequency: 
    Type: String 
    Default: 24hours 
    Description: The frequency at which AWS Config will run evaluations for the rule. 
    AllowedValues: 
      - 1hour 
      - 3hours 
      - 6hours 
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      - 12hours 
      - 24hours 
  
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours 
  
Resources: 
 EKSEndpointNoPublicAccess: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether an Amazon Elastic Kubernetes Service (Amazon EKS) 
 endpoint is publicly accessible. The rule is NON_COMPLIANT if the endpoint is publicly 
 accessible. 
      Source: 
        Owner: AWS 
        SourceIdentifier: EKS_ENDPOINT_NO_PUBLIC_ACCESS 
      MaximumExecutionFrequency: 
        !FindInMap 
        - Settings 
        - FrequencyMap 
        - !Ref MaximumExecutionFrequency

Detect whether an Amazon OpenSearch Service domain is in Amazon VPC

This control detects whether an Amazon OpenSearch Service domain is in Amazon VPC.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if the OpenSearch Service domain endpoint is public.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09

Digital sovereignty controls 2321



AWS Control Tower User Guide

Description: Configure AWS Config rule to detect whether an Amazon OpenSearch Service 
 domain is in Amazon VPC 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
  MaximumExecutionFrequency: 
    Type: String 
    Default: 24hours 
    Description: The frequency at which AWS Config will run evaluations for the rule. 
    AllowedValues: 
      - 1hour 
      - 3hours 
      - 6hours 
      - 12hours 
      - 24hours 
  
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours 
  
Resources: 
  ElasticsearchInVpcOnly: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether Amazon OpenSearch Service domains are in Amazon 
 Virtual Private Cloud (Amazon VPC). The rule is NON_COMPLIANT if the OpenSearch 
 Service domain endpoint is public. 
      Source: 
        Owner: AWS 
        SourceIdentifier: ELASTICSEARCH_IN_VPC_ONLY 
      MaximumExecutionFrequency: 
        !FindInMap 
        - Settings 
        - FrequencyMap 
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        - !Ref MaximumExecutionFrequency

Detect whether any Amazon EMR cluster master nodes have public IP addresses

This control detects whether any Amazon EMR cluster master nodes have public IP addresses.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs

In the console:

• The rule shows Non-compliant status if a master node has a public IP address.

• This control checks clusters that are in RUNNING or WAITING state.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether any Amazon EMR cluster master 
 nodes have public IP addresses 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
  MaximumExecutionFrequency: 
    Type: String 
    Default: 24hours 
    Description: The frequency at which AWS Config will run evaluations for the rule. 
    AllowedValues: 
      - 1hour 
      - 3hours 
      - 6hours 
      - 12hours 
      - 24hours 
  
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours 
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Resources: 
  EmrMasterNoPublicIp: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether any Amazon Elastic MapReduce (EMR) cluster master 
 nodes have public IP addresses. The rule is NON_COMPLIANT if a master node has a 
 public IP. This control checks clusters that are in RUNNING or WAITING state. 
      Source: 
        Owner: AWS 
        SourceIdentifier: EMR_MASTER_NO_PUBLIC_IP 
      MaximumExecutionFrequency: 
        !FindInMap 
        - Settings 
        - FrequencyMap 
        - !Ref MaximumExecutionFrequency

Detect whether the AWS Lambda function policy attached to the Lambda resource blocks 
public access

This control detects whether the AWS Lambda function policy attached to the Lambda resource 
blocks public access.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if the Lambda function policy allows public access.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether the AWS Lambda function policy 
 attached to the Lambda resource blocks public access 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
Resources: 
  LambdaFunctionPublicAccessProhibited: 
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    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether the AWS Lambda function policy attached to the 
 Lambda resource prohibits public access. The rule is NON_COMPLIANT if the Lambda 
 function policy allows public access. 
      Scope: 
        ComplianceResourceTypes: 
        - AWS::Lambda::Function 
      Source: 
        Owner: AWS 
        SourceIdentifier: LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

Detect whether public routes exist in the route table for an Internet Gateway (IGW)

This control detects whether public routes exist in the route table associated with an Internet 
Gateway (IGW).

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if a route has a destination CIDR block of 0.0.0.0/0 or
::/0 or if a destination CIDR block does not match the rule parameter.

Note

This control fails if any of the routes to an IGW has a destination CIDR block of 0.0.0.0/0
or ::/0.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether public routes exist in the 
 route table for an Internet Gateway (IGW) 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
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Resources: 
  NoUnrestrictedRouteToIgw: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether public routes exist in the route table associated 
 with an Internet Gateway (IGW). The rule is NON_COMPLIANT if a route has a destination 
 CIDR block of '0.0.0.0/0' or '::/0' or if a destination CIDR block does not match the 
 rule parameter. 
      Scope: 
        ComplianceResourceTypes: 
        - AWS::EC2::RouteTable 
      Source: 
        Owner: AWS 
        SourceIdentifier: NO_UNRESTRICTED_ROUTE_TO_IGW

Detect whether Amazon Redshift clusters are blocked from public access

This control detects whether Amazon Redshift clusters are blocked from public access.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if the publiclyAccessible field is set to True in the 
cluster configuration item.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether Amazon Redshift clusters are 
 blocked from public access 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
Resources: 
  RedshiftClusterPublicAccessCheck: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
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      Description: Detects whether Amazon Redshift clusters are blocked from public 
 access. The rule is NON_COMPLIANT if the publiclyAccessible field is true in the 
 cluster configuration item. 
      Scope: 
        ComplianceResourceTypes: 
        - AWS::Redshift::Cluster 
      Source: 
        Owner: AWS 
        SourceIdentifier: REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

Detect whether an Amazon SageMaker notebook instance allows direct internet access

This control detects whether an Amazon SageMaker notebook instance allows direct internet 
access.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if Amazon SageMaker notebook instances allow direct 
internet access.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether an Amazon SageMaker notebook 
 instance allows direct internet access 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
  MaximumExecutionFrequency: 
    Type: String 
    Default: 24hours 
    Description: The frequency at which AWS Config will run evaluations for the rule. 
    AllowedValues: 
      - 1hour 
      - 3hours 
      - 6hours 
      - 12hours 
      - 24hours 
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Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours 
  
Resources: 
  SagemakerNotebookNoDirectInternetAccess: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether direct internet access is allowed for an Amazon 
 SageMaker notebook instance. The rule is NON_COMPLIANT if Amazon SageMaker notebook 
 instances allow direct internet access. 
      Source: 
        Owner: AWS 
        SourceIdentifier: SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS 
      MaximumExecutionFrequency: 
        !FindInMap 
        - Settings 
        - FrequencyMap 
        - !Ref MaximumExecutionFrequency

Detect whether any Amazon VPC subnets are assigned a public IP address

This control detects whether Amazon Virtual Private Cloud (Amazon VPC) subnets are assigned a 
public IP address.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console:

• The rule shows Non-compliant status if the Amazon VPC has subnets that are assigned a public 
IP address.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Detect whether any Amazon VPC subnets are assigned a public IP address 
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Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
Resources: 
  SubnetAutoAssignPublicIpDisabled: 
    Type: AWS::Config::ConfigRule 
  
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether Amazon Virtual Private Cloud (Amazon VPC) subnets 
 are assigned a public IP address. The rule is NON_COMPLIANT if Amazon VPC has subnets 
 that are assigned a public IP address. 
      Scope: 
        ComplianceResourceTypes: 
        - AWS::EC2::Subnet 
      Source: 
        Owner: AWS 
        SourceIdentifier: SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

Detect whether AWS Systems Manager documents owned by the account are public

This control detects whether AWS Systems Manager documents owned by the account are public.

This is a detective control with elective guidance. By default, this control isn't enabled on any OUs.

In the console: The rule shows Non-compliant status if any documents with owner 'Self' 
are public.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rule to detect whether AWS Systems Manager documents 
 owned by the account are public 
  
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  
  MaximumExecutionFrequency: 
    Type: String 
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    Default: 24hours 
    Description: The frequency at which AWS Config will run evaluations for the rule. 
    AllowedValues: 
      - 1hour 
      - 3hours 
      - 6hours 
      - 12hours 
      - 24hours 
  
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours 
  
Resources: 
  SsmDocumentNotPublic: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Detects whether AWS Systems Manager (SSM) documents owned by the 
 account are public. This rule is NON_COMPLIANT if any documents with owner 'Self' are 
 public. 
      Source: 
        Owner: AWS 
        SourceIdentifier: SSM_DOCUMENT_NOT_PUBLIC 
      MaximumExecutionFrequency: 
        !FindInMap 
        - Settings 
        - FrequencyMap 
        - !Ref MaximumExecutionFrequency

Deny access to AWS based on the requested AWS Region

This control is commonly referred to as the Region deny control, or landing zone Region deny control.

This control disallows access to unlisted operations in global and regional services outside of the 
specified Regions. That includes all Regions where AWS Control Tower is not available, as well as 
all Regions not selected for governance in the Landing zone settings page. Actions are allowed as 
usual in Regions with Governed status.
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Note

Certain global AWS services, such as AWS Identity and Access Management (IAM) and AWS 
Organizations, are exempt from data residency controls. Those services are specified in the 
SCP example code that follows.

This is an elective control with preventive guidance. It is the primary control associated with the
Region deny action. For more information, see Configure the Region deny control.

The format for this control is based on the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRREGIONDENY", 
            "Effect": "Deny", 
            "NotAction": [ 
                "a4b:*", 
                "access-analyzer:*", 
                "account:*", 
                "acm:*", 
                "activate:*", 
                "artifact:*", 
                "aws-marketplace-management:*", 
                "aws-marketplace:*", 
                "aws-portal:*", 
                "billing:*", 
                "billingconductor:*", 
                "budgets:*", 
                "ce:*", 
                "chatbot:*", 
                "chime:*", 
                "cloudfront:*", 
                "cloudtrail:LookupEvents", 
                "compute-optimizer:*", 
                "config:*", 
                "consoleapp:*", 
                "consolidatedbilling:*", 
                "cur:*", 
                "datapipeline:GetAccountLimits", 
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                "devicefarm:*", 
                "directconnect:*", 
                "ec2:DescribeRegions", 
                "ec2:DescribeTransitGateways", 
                "ec2:DescribeVpnGateways", 
                "ecr-public:*", 
                "fms:*", 
                "freetier:*", 
                "globalaccelerator:*", 
                "health:*", 
                "iam:*", 
                "importexport:*", 
                "invoicing:*", 
                "iq:*", 
                "kms:*", 
                "license-manager:ListReceivedLicenses", 
                "lightsail:Get*", 
                "mobileanalytics:*", 
                "networkmanager:*", 
                "notifications-contacts:*", 
                "notifications:*", 
                "organizations:*", 
                "payments:*", 
                "pricing:*", 
                "quicksight:DescribeAccountSubscription", 
                "resource-explorer-2:*", 
                "route53-recovery-cluster:*", 
                "route53-recovery-control-config:*", 
                "route53-recovery-readiness:*", 
                "route53:*", 
                "route53domains:*", 
                "s3:CreateMultiRegionAccessPoint", 
                "s3:DeleteMultiRegionAccessPoint", 
                "s3:DescribeMultiRegionAccessPointOperation", 
                "s3:GetAccountPublicAccessBlock", 
                "s3:GetBucketLocation", 
                "s3:GetBucketPolicyStatus", 
                "s3:GetBucketPublicAccessBlock", 
                "s3:GetMultiRegionAccessPoint", 
                "s3:GetMultiRegionAccessPointPolicy", 
                "s3:GetMultiRegionAccessPointPolicyStatus", 
                "s3:GetStorageLensConfiguration", 
                "s3:GetStorageLensDashboard", 
                "s3:ListAllMyBuckets", 
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                "s3:ListMultiRegionAccessPoints", 
                "s3:ListStorageLensConfigurations", 
                "s3:PutAccountPublicAccessBlock", 
                "s3:PutMultiRegionAccessPointPolicy", 
                "savingsplans:*", 
                "shield:*", 
                "sso:*", 
                "sts:*", 
                "support:*", 
                "supportapp:*", 
                "supportplans:*", 
                "sustainability:*", 
                "tag:GetResources", 
                "tax:*", 
                "trustedadvisor:*", 
                "vendor-insights:ListEntitledSecurityProfiles", 
                "waf-regional:*", 
                "waf:*", 
                "wafv2:*" 
            ], 
            "Resource": "*", 
            "Condition": { 
                "StringNotEquals": { 
                    "aws:RequestedRegion": [] 
                }, 
                "ArnNotLike": { 
                    "aws:PrincipalARN": [ 
                        "arn:aws:iam::*:role/AWSControlTowerExecution" 
                    ] 
                } 
            } 
        } 
    ]
}

Based on this example SCP format, AWS Control Tower adds your governed Regions into the
aws:RequestedRegion statement. You cannot exclude your home Region. Actions not listed in 
the SCP are not permitted.
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Limitations

The OU Region deny control is subject to limitations of the aws:RequestedRegion global 
condition key and Service Control Policies (SCPs) in general.

Region deny control applied to the OU

This control is commonly referred to as the OU Region deny control, or the configurable Region deny 
control.

This control disallows access to unlisted operations in global and regional AWS services, outside of 
the specified Regions for an organizational unit (OU).

If you enforce this control, the configurations for the OU can conflict with the landing zone version 
of this control. For more information, see "Policy evaluation of SCP controls" in Region deny control 
applied to the OU.

CT.MULTISERVICE.PV.1: Deny access to AWS based on the requested AWS Region for an 
organizational unit

Service: Multiple AWS services

• Control objective: Protect configurations

• Implementation: Service control policy (SCP)

• Control behavior: Preventive

• Control owner: AWS Control Tower

• Groups: Digital sovereignty

Limitations

The OU Region deny control is subject to limitations of the aws:RequestedRegion global 
condition key and Service Control Policies (SCPs) in general.

Enable this control from the console
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In the AWS Control Tower console, you can view the OUs on which this control is enabled, if any, by 
navigating to the Control details page for this control.

To enable this control from the Control details page

1. Select Enable control in the upper right

2. Select the target OU, then select Next to continue.

3. Select the Regions you wish to activate. You must select at least one Region.

4. You can add NotAction elements, IAM principals, and tags.

5. You'll be able to see a summary of your selected values before you enable the control.

6. Select Enable control at the lower right.

CT.MULTISERVICE.PV.1: Deny access to AWS based on the requested AWS Region for an 
organizational unit

The OU Region deny control, CT.MULTISERVICE.PV.1, is configurable. You can select specific OUs 
to which it applies, rather than applying it to your entire AWS Control Tower landing zone. This 
control accepts one or more parameters, such as AllowedRegions, ExemptedPrincipalARNs, and
ExemptedActions, which describe operations that are allowed for accounts that are part of this 
OU.

• AllowedRegions: Specifies the Regions selected, in which the OU is allowed to operate. This 
parameter is mandatory.

• ExemptedPrincipalARNs: Specifies the IAM principals that are exempt from this control, so that 
they are allowed to operate certain AWS services globally.

• ExemptedActions: Specifies actions that are exempt from this control, so that the actions are 
allowed.

Interactions between the separate Region deny controls for the landing zone and the OU can be 
complicated to predict. They are predictable with the logic by which SCPs are evaluated by AWS.

Policy evaluation of SCP controls

The policy evaluation process involves checking all applicable policies, starting from the most 
permissive and gradually moving towards the most restrictive. Any SCP applied at the Root level 
will impact all accounts and OUs, unless it is overridden by a more specific policy.
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Evaluation Logic: When a request is made to perform an action (for example, launching an 
Amazon EC2 instance), AWS evaluates policies to determine whether the action is allowed or 
denied. The evaluation logic follows these rules:

• Explicit Deny Overrides All: If any policy explicitly denies the requested action, that denial takes 
precedence over all other policies.

• Explicit Allow Overrides Implicit Deny: If a policy explicitly allows the action and no higher-level 
policy explicitly denies it, the action is allowed.

• Inherited Allow and No Explicit Deny: If there is no explicit allow or deny at the requested level, 
AWS looks at higher-level policies. If there is an inherited allow and no explicit deny, the action is 
allowed.

• Explicit Deny at a Higher Level: If there's an explicit deny in a higher-level policy, but no explicit 
allow or deny at the requested level, the action is denied.

For more information about the evaluation logic, see SCP evaluation in the AWS Organizations 
documentation.

Note

With this control, you can allow any AWS Region at the OU level, even if your landing 
zone does not govern that Region, by design. We recommend that you use caution when 
allowing Regions that your AWS Control Tower landing zone does not govern.

CLI Example

This example shows how to enable this control, with parameters, from the CLI.

aws controltower enable-control \ 
    --target-identifier arn:aws:organizations::01234567890:ou/o-EXAMPLE/ou-zzxx-
zzx0zzz2 \ 
    --control-identifier arn:aws:controltower:us-east-1::control/EXAMPLE_NAME \ 
    --parameters '[{"key":"AllowedRegions","value":["us-east-1","us-
west-2"]},{"key":"ExemptedPrincipalArns","value":["arn:aws:iam::*:role/
ReadOnly","arn:aws:sts::*:assumed-role/ReadOnly/*"]},{"key":"ExemptedActions","value":
["logs:DescribeLogGroups","logs:StartQuery","logs:GetQueryResults"]}]'

Validating parameters
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When you enter a parameter into the OU Region deny control, AWS Control Tower validates the 
parameter's syntax and checks it against JSON datatypes. AWS Control Tower does not make 
semantic validations for domain-specific correctness. This is the same approach that is followed by 
AWS Organizations.

Parameters for this control are entered by means of a JSON schema.

Here is the SCP template of an example JSON schema for the OU-level Region deny control. In the 
AWS Control Tower console, you can view it on the Artifacts tab of the Control details page.

This short example schema shows that the AllowedRegions, ExemptedActions and
ExemptedPrincipalArns parameters accept a list of strings. Also, you can add descriptions to the 
schema, or restrict allowed values to be a subset of pre-defined values, using enumerated types 
(enums).

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTMULTISERVICEPV1", 
            "Effect": "Deny", 
            "NotAction": [ 
                {{ExemptedActions}} 
                ...  
                "s3:CreateMultiRegionAccessPoint", 
                "s3:DeleteMultiRegionAccessPoint", 
                "s3:DescribeMultiRegionAccessPointOperation", 
                "s3:GetAccountPublicAccessBlock", 
                "s3:GetBucketLocation" 
                ... 
            ], 
            "Resource": "*", 
            "Condition": { 
                "StringNotEquals": { 
                    "aws:RequestedRegion": {{AllowedRegions}} 
                }, 
                "ArnNotLike": { 
                    "aws:PrincipalARN": [ 
                        "arn:aws:iam::*:role/AWSControlTowerExecution", 
                        {{ExemptedPrincipalARNs}} 
                    ] 
                } 
            } 
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        } 
    ]
}

The following example shows a full SCP artifact for the control. It shows the actions and 
principals that are exempted by default when you apply this control to an OU. Remember that
AllowedRegions is a mandatory parameter for this control. You can view the most recent version 
of this SCP in the AWS Control Tower console.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "CTMULTISERVICEPV1", 
            "Effect": "Deny", 
            "NotAction": [ 
                {{ExemptedActions}} 
                "a4b:*", 
                "access-analyzer:*", 
                "account:*", 
                "acm:*", 
                "activate:*", 
                "artifact:*", 
                "aws-marketplace-management:*", 
                "aws-marketplace:*", 
                "aws-portal:*", 
                "billing:*", 
                "billingconductor:*", 
                "budgets:*", 
                "ce:*", 
                "chatbot:*", 
                "chime:*", 
                "cloudfront:*", 
                "cloudtrail:LookupEvents", 
                "compute-optimizer:*", 
                "config:*", 
                "consoleapp:*", 
                "consolidatedbilling:*", 
                "cur:*", 
                "datapipeline:GetAccountLimits", 
                "devicefarm:*", 
                "directconnect:*", 
                "ec2:DescribeRegions", 
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                "ec2:DescribeTransitGateways", 
                "ec2:DescribeVpnGateways", 
                "ecr-public:*", 
                "fms:*", 
                "freetier:*", 
                "globalaccelerator:*", 
                "health:*", 
                "iam:*", 
                "importexport:*", 
                "invoicing:*", 
                "iq:*", 
                "kms:*", 
                "license-manager:ListReceivedLicenses", 
                "lightsail:Get*", 
                "mobileanalytics:*", 
                "networkmanager:*", 
                "notifications-contacts:*", 
                "notifications:*", 
                "organizations:*", 
                "payments:*", 
                "pricing:*", 
                "quicksight:DescribeAccountSubscription", 
                "resource-explorer-2:*", 
                "route53-recovery-cluster:*", 
                "route53-recovery-control-config:*", 
                "route53-recovery-readiness:*", 
                "route53:*", 
                "route53domains:*", 
                "s3:CreateMultiRegionAccessPoint", 
                "s3:DeleteMultiRegionAccessPoint", 
                "s3:DescribeMultiRegionAccessPointOperation", 
                "s3:GetAccountPublicAccessBlock", 
                "s3:GetBucketLocation", 
                "s3:GetBucketPolicyStatus", 
                "s3:GetBucketPublicAccessBlock", 
                "s3:GetMultiRegionAccessPoint", 
                "s3:GetMultiRegionAccessPointPolicy", 
                "s3:GetMultiRegionAccessPointPolicyStatus", 
                "s3:GetStorageLensConfiguration", 
                "s3:GetStorageLensDashboard", 
                "s3:ListAllMyBuckets", 
                "s3:ListMultiRegionAccessPoints", 
                "s3:ListStorageLensConfigurations", 
                "s3:PutAccountPublicAccessBlock", 
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                "s3:PutMultiRegionAccessPointPolicy", 
                "savingsplans:*", 
                "shield:*", 
                "sso:*", 
                "sts:*", 
                "support:*", 
                "supportapp:*", 
                "supportplans:*", 
                "sustainability:*", 
                "tag:GetResources", 
                "tax:*", 
                "trustedadvisor:*", 
                "vendor-insights:ListEntitledSecurityProfiles", 
                "waf-regional:*", 
                "waf:*", 
                "wafv2:*" 
            ], 
            "Resource": "*", 
            "Condition": { 
                "StringNotEquals": { 
                    "aws:RequestedRegion": {{AllowedRegions}} 
                }, 
                "ArnNotLike": { 
                    "aws:PrincipalARN": [ 
                        {{ExemptedPrincipalArns}} 
                        "arn:*:iam::*:role/AWSControlTowerExecution", 
                        "arn:*:iam::*:role/aws-controltower-ConfigRecorderRole", 
                        "arn:*:iam::*:role/aws-controltower-
ForwardSnsNotificationRole", 
                        "arn:*:iam::*:role/AWSControlTower_VPCFlowLogsRole" 
                    ] 
                } 
            } 
        } 
    ]
} 
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Optional controls

Optional controls in AWS Control Tower are applied at the OU level. You can activate and 
deactivate these optional controls through the AWS Control Tower console, or by means of the
control APIs.

AWS Control Tower offers several types of optional controls:

• Proactive controls, which are based on AWS CloudFormation hooks.

• Security Hub controls, which are based on AWS Config rules – these controls are owned by 
Security Hub and integrated with AWS Control Tower, by means of the Service-Managed 
Standard: AWS Control Tower.

• Digital sovereignty controls, which are elective controls based on SCPs and AWS Config rules, 
implemented within AWS Control Tower. This group includes the data residency controls.

• Strongly recommended controls, which are based on SCPs and AWS Config rules, implemented 
within AWS Control Tower.

• Elective controls, which are based on SCPs and AWS Config rules, implemented within AWS 
Control Tower.

The strongly recommended and elective controls owned by AWS Control Tower are optional, which 
means that you can customize the level of enforcement for OUs in your landing zone by choosing 
which ones to enable. Optional controls are not enabled by default. For more information about 
optional controls, see the following control reference pages in the next sections.

Note

It is important to know that some detective controls in AWS Control Tower do not operate 
in certain AWS Regions where AWS Control Tower is available, because those Regions do 
not support the required underlying functionality. As a result, when you deploy a detective 
control, the control may not be operating in all Regions that you govern with AWS Control 
Tower. For details, see Control limitations.
You can view the Regions for each control in the AWS Control Tower console.
For more information about the detective controls that cannot be deployed in certain 
Regions, see the Regional services list documentation to learn more about the Regions 
where AWS Config is available. If the detective control is implemented as a managed AWS 
Config rule, see the Security Hub controls reference documentation.

Optional controls 2341

https://docs.aws.amazon.com/controltower/latest/APIReference/Welcome.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html


AWS Control Tower User Guide

Strongly recommended controls

Strongly recommended controls are owned by AWS Control Tower. They are based on best 
practices for well-architected multi-account environments. These controls are not enabled by 
default, and they can be deactivated through the AWS Control Tower console or the control APIs. 
Following, you'll find a reference for each of the strongly recommended controls available in AWS 
Control Tower.

Topics

• Disallow Creation of Access Keys for the Root User

• Disallow Actions as a Root User

• Detect Whether Encryption is Enabled for Amazon EBS Volumes Attached to Amazon EC2 
Instances

• Detect Whether Unrestricted Incoming TCP Traffic is Allowed

• Detect Whether Unrestricted Internet Connection Through SSH is Allowed

• Detect Whether MFA for the Root User is Enabled

• Detect Whether Public Read Access to Amazon S3 Buckets is Allowed

• Detect Whether Public Write Access to Amazon S3 Buckets is Allowed

• Detect Whether Amazon EBS Volumes are Attached to Amazon EC2 Instances

• Detect Whether Amazon EBS Optimization is Enabled for Amazon EC2 Instances

• Detect Whether Public Access to Amazon RDS Database Instances is Enabled

• Detect Whether Public Access to Amazon RDS Database Snapshots is Enabled

• Detect Whether Storage Encryption is Enabled for Amazon RDS Database Instances

• Detect whether an account has AWS CloudTrail or CloudTrail Lake enabled

Disallow Creation of Access Keys for the Root User

Secures your AWS accounts by disallowing creation of access keys for the root user. We recommend 
that you instead create access keys for the IAM users or IAM Identity Center users, which grant 
limited permissions to interact with your AWS account. This is a preventive control with strongly 
recommended guidance. By default, this control is not enabled.

The artifact for this control is the following SCP.

{ 
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    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRRESTRICTROOTUSERACCESSKEYS", 
            "Effect": "Deny", 
            "Action": "iam:CreateAccessKey", 
            "Resource": [ 
                "*" 
            ], 
            "Condition": { 
                "StringLike": { 
                    "aws:PrincipalArn": [ 
                        "arn:aws:iam::*:root" 
                    ] 
                } 
            } 
        } 
    ]
}

Disallow Actions as a Root User

Secures your AWS accounts by disallowing account access with root user credentials, which are 
credentials of the account owner that allow unrestricted access to all resources in the account. 
Instead, we recommend that you create IAM Identity Center users for everyday interaction with 
your AWS account. This is a preventive control with strongly recommended guidance. By default, 
this control is not enabled.

The artifact for this control is the following SCP.

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Sid": "GRRESTRICTROOTUSER", 
      "Effect": "Deny", 
      "Action": "*", 
      "Resource": [ 
        "*" 
      ], 
      "Condition": { 
        "StringLike": { 
          "aws:PrincipalArn": [ 
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            "arn:aws:iam::*:root" 
          ] 
        } 
      } 
    } 
  ]
}

Detect Whether Encryption is Enabled for Amazon EBS Volumes Attached to Amazon EC2 
Instances

This control detects whether the Amazon EBS volumes attached to an Amazon EC2 instance are 
encrypted. This control does not change the status of the account. This is a detective control with 
strongly recommended guidance. By default, this control isn't enabled on any OUs.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check for encryption of all storage volumes 
 attached to compute
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForEncryptedVolumes: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether EBS volumes that are in an attached state are 
 encrypted. 
      Source: 
        Owner: AWS 
        SourceIdentifier: ENCRYPTED_VOLUMES 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::EC2::Volume

Detect Whether Unrestricted Incoming TCP Traffic is Allowed

This control helps reduce a server's exposure to risk by detecting whether unrestricted incoming 
TCP traffic is allowed. It detects whether internet connections are enabled to Amazon EC2 
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instances through services such as Remote Desktop Protocol (RDP). This control does not change 
the status of the account. This is a detective control with strongly recommended guidance. By 
default, this control is not enabled.

Note

This control fails if any of the rules in a security group allow ingress traffic from
0.0.0.0/0 or ::/0 for those ports.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check whether security groups that are in 
 use disallow unrestricted incoming TCP traffic to the specified ports.
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  blockedPort1: 
    Type: String 
    Default: '20' 
    Description: Blocked TCP port number. 
  blockedPort2: 
    Type: String 
    Default: '21' 
    Description: Blocked TCP port number. 
  blockedPort3: 
    Type: String 
    Default: '3389' 
    Description: Blocked TCP port number. 
  blockedPort4: 
    Type: String 
    Default: '3306' 
    Description: Blocked TCP port number. 
  blockedPort5: 
    Type: String 
    Default: '4333' 
    Description: Blocked TCP port number.
Conditions: 
  blockedPort1: 
    Fn::Not: 
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    - Fn::Equals: 
      - '' 
      - Ref: blockedPort1 
  blockedPort2: 
    Fn::Not: 
    - Fn::Equals: 
      - '' 
      - Ref: blockedPort2 
  blockedPort3: 
    Fn::Not: 
    - Fn::Equals: 
      - '' 
      - Ref: blockedPort3 
  blockedPort4: 
    Fn::Not: 
    - Fn::Equals: 
      - '' 
      - Ref: blockedPort4 
  blockedPort5: 
    Fn::Not: 
    - Fn::Equals: 
      - '' 
      - Ref: blockedPort5
Resources: 
  CheckForRestrictedCommonPortsPolicy: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether security groups that are in use disallow unrestricted 
 incoming TCP traffic to the specified ports. 
      InputParameters: 
        blockedPort1: 
          Fn::If: 
          - blockedPort1 
          - Ref: blockedPort1 
          - Ref: AWS::NoValue 
        blockedPort2: 
          Fn::If: 
          - blockedPort2 
          - Ref: blockedPort2 
          - Ref: AWS::NoValue 
        blockedPort3: 
          Fn::If: 
          - blockedPort3 
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          - Ref: blockedPort3 
          - Ref: AWS::NoValue 
        blockedPort4: 
          Fn::If: 
          - blockedPort4 
          - Ref: blockedPort4 
          - Ref: AWS::NoValue 
        blockedPort5: 
          Fn::If: 
          - blockedPort5 
          - Ref: blockedPort5 
          - Ref: AWS::NoValue 
      Scope: 
        ComplianceResourceTypes: 
        - AWS::EC2::SecurityGroup 
      Source: 
        Owner: AWS 
        SourceIdentifier: RESTRICTED_INCOMING_TRAFFIC

Detect Whether Unrestricted Internet Connection Through SSH is Allowed

This control detects whether internet connections are allowed through remote services such as 
the Secure Shell (SSH) protocol. This control does not change the status of the account. This is a 
detective control with strongly recommended guidance. By default, this control is not enabled.

Note

This control fails if any of the rules in a security group allow ingress traffic from
0.0.0.0/0 or ::/0 for SSH traffic.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check whether security groups that are in 
 use disallow SSH
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForRestrictedSshPolicy: 
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    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether security groups that are in use disallow unrestricted 
 incoming SSH traffic. 
      Scope: 
        ComplianceResourceTypes: 
        - AWS::EC2::SecurityGroup 
      Source: 
        Owner: AWS 
        SourceIdentifier: INCOMING_SSH_DISABLED

Detect Whether MFA for the Root User is Enabled

This control detects whether multi-factor authentication (MFA) is enabled for the root user of 
the management account. MFA reduces vulnerability risks from weak authentication by requiring 
an additional authentication code after the user name and password are successful. This control 
does not change the status of the account. This is a detective control with strongly recommended 
guidance. By default, this control is not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to require MFA for root access to accounts
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  MaximumExecutionFrequency: 
    Type: String 
    Default: 24hours 
    Description: The frequency that you want AWS Config to run evaluations for the 
 rule. 
    AllowedValues: 
    - 1hour 
    - 3hours 
    - 6hours 
    - 12hours 
    - 24hours
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
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      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours
Resources: 
  CheckForRootMfa: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether the root user of your AWS account requires multi-
factor authentication for console sign-in. 
      Source: 
        Owner: AWS 
        SourceIdentifier: ROOT_ACCOUNT_MFA_ENABLED 
      MaximumExecutionFrequency: 
        !FindInMap 
          - Settings 
          - FrequencyMap 
          - !Ref MaximumExecutionFrequency

Detect Whether Public Read Access to Amazon S3 Buckets is Allowed

This control detects whether public read access is allowed to Amazon S3 buckets. It helps you 
maintain secure access to data stored in the buckets. This control does not change the status of the 
account. This is a detective control with strongly recommended guidance. By default, this control is 
not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check that your S3 buckets do not allow 
 public access
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForS3PublicRead: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks that your S3 buckets do not allow public read access. If an 
 S3 bucket policy or bucket ACL allows public read access, the bucket is noncompliant. 
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      Source: 
        Owner: AWS 
        SourceIdentifier: S3_BUCKET_PUBLIC_READ_PROHIBITED 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::S3::Bucket

Detect Whether Public Write Access to Amazon S3 Buckets is Allowed

This control detects whether public write access is allowed to Amazon S3 buckets. It helps you 
maintain secure access to data stored in the buckets. This control does not change the status of the 
account. This is a detective control with strongly recommended guidance. By default, this control is 
not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check that your S3 buckets do not allow 
 public access
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForS3PublicWrite: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks that your S3 buckets do not allow public write access. If an 
 S3 bucket policy or bucket ACL allows public write access, the bucket is noncompliant. 
      Source: 
        Owner: AWS 
        SourceIdentifier: S3_BUCKET_PUBLIC_WRITE_PROHIBITED 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::S3::Bucket
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Detect Whether Amazon EBS Volumes are Attached to Amazon EC2 Instances

This control detects whether an Amazon EBS volume device persists independently from an 
Amazon EC2 instance. This control does not change the status of the account. This is a detective 
control with strongly recommended guidance. By default, this control is not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check whether EBS volumes are attached to 
 EC2 instances
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  deleteOnTermination: 
    Type: 'String' 
    Default: 'None' 
    Description: 'Check for Delete on termination'
Conditions: 
  deleteOnTermination: 
    Fn::Not: 
    - Fn::Equals: 
      - 'None' 
      - Ref: deleteOnTermination
Resources: 
  CheckForEc2VolumesInUse: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether EBS volumes are attached to EC2 instances 
      InputParameters: 
        deleteOnTermination: 
          Fn::If: 
            - deleteOnTermination 
            - Ref: deleteOnTermination 
            - Ref: AWS::NoValue 
      Source: 
        Owner: AWS 
        SourceIdentifier: EC2_VOLUME_INUSE_CHECK 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::EC2::Volume
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Detect Whether Amazon EBS Optimization is Enabled for Amazon EC2 Instances

Detects whether Amazon EC2 instances are launched without an Amazon EBS volume that is 
optimized for performance. Amazon EBS-optimized volumes minimize contention between 
Amazon EBS I/O and other traffic from your instance. This control does not change the status 
of the account. This is a detective control with strongly recommended guidance. By default, this 
control is not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check whether EBS optimization is enabled 
 for your EC2 instances that can be EBS-optimized
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForEbsOptimizedInstance: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether EBS optimization is enabled for your EC2 instances 
 that can be EBS-optimized 
      Source: 
        Owner: AWS 
        SourceIdentifier: EBS_OPTIMIZED_INSTANCE 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::EC2::Instance

Detect Whether Public Access to Amazon RDS Database Instances is Enabled

Detects whether your Amazon RDS database instances allow public access. You can secure your 
Amazon RDS database instances by disallowing public access. This control does not change the 
status of the account. This is a detective control with strongly recommended guidance. By default, 
this control is not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
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Description: Configure AWS Config rules to check whether Amazon RDS instances are not 
 publicly accessible.
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForRdsPublicAccess: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether the Amazon Relational Database Service 
 (RDS) instances are not publicly accessible. The rule is non-compliant if the 
 publiclyAccessible field is true in the instance configuration item. 
      Source: 
        Owner: AWS 
        SourceIdentifier: RDS_INSTANCE_PUBLIC_ACCESS_CHECK 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::RDS::DBInstance

Detect Whether Public Access to Amazon RDS Database Snapshots is Enabled

Detects whether your Amazon RDS database snapshots have public access enabled. You can protect 
your information by disabling public access. This control does not change the status of the account. 
This is a detective control with strongly recommended guidance. By default, this control is not 
enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Checks if Amazon Relational Database Service (Amazon RDS) snapshots are 
 public.
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForRdsStorageEncryption: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
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      Description: Checks if Amazon Relational Database Service (Amazon RDS) snapshots 
 are public. The rule is non-compliant if any existing and new Amazon RDS snapshots are 
 public. 
      Source: 
        Owner: AWS 
        SourceIdentifier: RDS_SNAPSHOTS_PUBLIC_PROHIBITED 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::RDS::DBSnapshot

Detect Whether Storage Encryption is Enabled for Amazon RDS Database Instances

Detects Amazon RDS database instances that are not encrypted at rest. You can secure your 
Amazon RDS database instances at rest by encrypting the underlying storage for database 
instances and their automated backups, Read Replicas, and snapshots. This control does not 
change the status of the account. This is a detective control with strongly recommended guidance. 
By default, this control is not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check whether storage encryption is enabled 
 for your RDS DB instances
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForRdsStorageEncryption: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether storage encryption is enabled for your RDS DB 
 instances. 
      Source: 
        Owner: AWS 
        SourceIdentifier: RDS_STORAGE_ENCRYPTED 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::RDS::DBInstance
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Detect whether an account has AWS CloudTrail or CloudTrail Lake enabled

This control detects whether an account has AWS CloudTrail or CloudTrail Lake enabled. The rule 
is NON_COMPLIANT if either CloudTrail or CloudTrail Lake is not enabled in an account. This is a 
detective control with strongly recommended guidance. By default, this control is not enabled on 
any OUs.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09 
  Description: Configure AWS Config rules to detect whether an account has AWS 
 CloudTrail or CloudTrail Lake enabled. 
   
  Parameters: 
    ConfigRuleName: 
      Type: 'String' 
      Description: 'Name for the Config rule' 
   
  Resources: 
    CheckForCloudtrailEnabled: 
      Type: AWS::Config::ConfigRule 
      Properties: 
        ConfigRuleName: !Sub ${ConfigRuleName} 
        Description: Detects whether an account has AWS CloudTrail or CloudTrail Lake 
 enabled. The rule is NON_COMPLIANT if either CloudTrail or CloudTrail Lake is not 
 enabled in an account. 
        Source: 
          Owner: AWS 
          SourceIdentifier: CLOUD_TRAIL_ENABLED

Elective controls

Elective controls enable you to lock down or track attempts at performing commonly restricted 
actions in an AWS enterprise environment. These controls are not enabled by default, and can be 
disabled. Following, you'll find a reference for the elective controls available in AWS Control Tower. 
The elective controls specifically for data residency are collected into a separate section, Controls 
that enhance data residency protection.

Topics
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• Disallow Changes to Encryption Configuration for Amazon S3 Buckets [Previously: Enable 
Encryption at Rest for Log Archive]

• Disallow Changes to Logging Configuration for Amazon S3 Buckets [Previously: Enable Access 
Logging for Log Archive]

• Disallow Changes to Bucket Policy for Amazon S3 Buckets [Previously: Disallow Policy Changes 
to Log Archive]

• Disallow Changes to Lifecycle Configuration for Amazon S3 Buckets [Previously: Set a Retention 
Policy for Log Archive]

• Disallow Changes to Replication Configuration for Amazon S3 Buckets

• Disallow Delete Actions on Amazon S3 Buckets Without MFA

• Detect Whether MFA is Enabled for AWS IAM Users

• Detect Whether MFA is Enabled for AWS IAM Users of the AWS Console

• Detect Whether Versioning for Amazon S3 Buckets is Enabled

• Disallow management of resource types, modules, and hooks within the AWS CloudFormation 
registry

Disallow Changes to Encryption Configuration for Amazon S3 Buckets [Previously: Enable 
Encryption at Rest for Log Archive]

This control disallows changes to encryption for all Amazon S3 buckets. This is a preventive control 
with elective guidance. By default, this control is not enabled.

The artifact for this control is the following service control policy (SCP).

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRAUDITBUCKETENCRYPTIONENABLED", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutEncryptionConfiguration" 
            ], 
            "Resource": ["*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
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            } 
        } 
    ]
}
 

Disallow Changes to Logging Configuration for Amazon S3 Buckets [Previously: Enable Access 
Logging for Log Archive]

This control disallows changes to logging configuration for all Amazon S3 buckets. This is a 
preventive control with elective guidance. By default, this control is not enabled.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRAUDITBUCKETLOGGINGENABLED", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutBucketLogging" 
            ], 
            "Resource": ["*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Disallow Changes to Bucket Policy for Amazon S3 Buckets [Previously: Disallow Policy Changes 
to Log Archive]

This control disallows changes to bucket policy for all Amazon S3 buckets. This is a preventive 
control with elective guidance. By default, this control is not enabled.

The artifact for this control is the following SCP.

{ 
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    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRAUDITBUCKETPOLICYCHANGESPROHIBITED", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutBucketPolicy" 
            ], 
            "Resource": ["*"], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}

Disallow Changes to Lifecycle Configuration for Amazon S3 Buckets [Previously: Set a Retention 
Policy for Log Archive]

This control disallows lifecycle configuration changes for all Amazon S3 buckets. This is a 
preventive control with elective guidance. By default, this control is not enabled.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRAUDITBUCKETRETENTIONPOLICY", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutLifecycleConfiguration" 
            ], 
            "Resource": ["*"],  
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
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}

Disallow Changes to Replication Configuration for Amazon S3 Buckets

Prevents changes to the way your Amazon S3 buckets have been set up to handle replication 
within Regions or across Regions. For example, if you set up your buckets with single-region 
replication, to restrict the location of your Amazon S3 data to a single AWS Region (thereby 
disabling any automatic, asynchronous copying of objects across buckets to other AWS Regions), 
then this control prevents that replication setting from being changed. This is a preventive control 
with elective guidance. By default, this control is not enabled.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRRESTRICTS3CROSSREGIONREPLICATION", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:PutReplicationConfiguration" 
            ], 
            "Resource": [ 
                "*" 
            ] 
        } 
    ]
}

Disallow Delete Actions on Amazon S3 Buckets Without MFA

Protects your Amazon S3 buckets by requiring MFA for delete actions. MFA requires an extra 
authentication code after the user name and password are successful. This is a preventive control 
with elective guidance. By default, this control is not enabled.

The artifact for this control is the following SCP.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
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            "Sid": "GRRESTRICTS3DELETEWITHOUTMFA", 
            "Effect": "Deny", 
            "Action": [ 
                "s3:DeleteObject", 
                "s3:DeleteBucket" 
            ], 
            "Resource": [ 
                "*" 
            ], 
            "Condition": { 
                "BoolIfExists": { 
                    "aws:MultiFactorAuthPresent": [ 
                        "false" 
                    ] 
                } 
            } 
        } 
    ]
}

Detect Whether MFA is Enabled for AWS IAM Users

This control detects whether MFA is enabled for AWS IAM users. You can protect your account by 
requiring MFA for all AWS users in the account. MFA requires an additional authentication code 
after the user name and password are successful. This control does not change the status of the 
account. This is a detective control with elective guidance. By default, this control is not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check whether the IAM users have MFA enabled
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule' 
  MaximumExecutionFrequency: 
    Type: String 
    Default: 1hour 
    Description: The frequency that you want AWS Config to run evaluations for the 
 rule. 
    AllowedValues: 
    - 1hour 
    - 3hours 
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    - 6hours 
    - 12hours 
    - 24hours
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours
Resources: 
  CheckForIAMUserMFA: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether the AWS Identity and Access Management users have 
 multi-factor authentication (MFA) enabled. The rule is COMPLIANT if MFA is enabled. 
      Source: 
        Owner: AWS 
        SourceIdentifier: IAM_USER_MFA_ENABLED 
      MaximumExecutionFrequency: 
        !FindInMap 
          - Settings 
          - FrequencyMap 
          - !Ref MaximumExecutionFrequency

Detect Whether MFA is Enabled for AWS IAM Users of the AWS Console

Protects your account by requiring MFA for all AWS IAM users in the console. MFA reduces 
vulnerability risks from weak authentication by requiring an additional authentication code 
after the user name and password are successful. This control detects whether MFA is enabled. 
This control does not change the status of the account. This is a detective control with elective 
guidance. By default, this control is not enabled.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check whether MFA is enabled for all AWS IAM 
 users that use a console password.
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
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    Description: 'Name for the Config rule' 
  MaximumExecutionFrequency: 
    Type: String 
    Default: 1hour 
    Description: The frequency that you want AWS Config to run evaluations for the 
 rule. 
    AllowedValues: 
    - 1hour 
    - 3hours 
    - 6hours 
    - 12hours 
    - 24hours
Mappings: 
  Settings: 
    FrequencyMap: 
      1hour   : One_Hour 
      3hours  : Three_Hours 
      6hours  : Six_Hours 
      12hours : Twelve_Hours 
      24hours : TwentyFour_Hours
Resources: 
  CheckForIAMUserConsoleMFA: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether AWS Multi-Factor Authentication (MFA) is enabled for 
 all AWS Identity and Access Management (IAM) users that use a console password. The 
 rule is COMPLIANT if MFA is enabled. 
      Source: 
        Owner: AWS 
        SourceIdentifier: MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS 
      MaximumExecutionFrequency: 
        !FindInMap 
          - Settings 
          - FrequencyMap 
          - !Ref MaximumExecutionFrequency

Detect Whether Versioning for Amazon S3 Buckets is Enabled

Detects whether your Amazon S3 buckets are enabled for versioning. Versioning allows you to 
recover objects from accidental deletion or overwrite. This control does not change the status 
of the account. This is a detective control with elective guidance. By default, this control is not 
enabled.
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The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check whether versioning is enabled for your 
 S3 buckets.
Parameters: 
  ConfigRuleName: 
    Type: 'String' 
    Description: 'Name for the Config rule'
Resources: 
  CheckForS3VersioningEnabled: 
    Type: AWS::Config::ConfigRule 
    Properties: 
      ConfigRuleName: !Sub ${ConfigRuleName} 
      Description: Checks whether versioning is enabled for your S3 buckets. 
      Source: 
        Owner: AWS 
        SourceIdentifier: S3_BUCKET_VERSIONING_ENABLED 
      Scope: 
        ComplianceResourceTypes: 
          - AWS::S3::Bucket

Disallow management of resource types, modules, and hooks within the AWS CloudFormation 
registry

This elective control disallows management of the following extension types in the AWS 
CloudFormation registry: resource types, modules, and hooks. For more information about AWS 
CloudFormation extensions, see Using the AWS CloudFormationregistry.

Note

You must enable this control when you activate proactive controls in your environment.

• Control objective: Protect configurations

• Implementation Service control policy (SCP)

• Control behavior: Preventive

• Control guidance: Elective

• Control owner: AWS Control Tower

• Control ID: CT.CLOUDFORMATION.PR.1
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• Severity: Critical

• AWS Service: AWS CloudFormation

• Resource types:  AWS::CloudFormation::HookDefaultVersion, 
AWS::CloudFormation::HookTypeConfig, AWS::CloudFormation::HookVersion, 
AWS::CloudFormation::ModuleDefaultVersion, 
AWS::CloudFormation::ModuleVersion, 
AWS::CloudFormation::ResourceDefaultVersion, 
AWS::CloudFormation::ResourceVersion

The following example shows the SCP artifact for this control.

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Sid": "GRDISALLOWMODIFICATIONCFNREGISTRY", 
            "Effect": "Deny", 
            "Action": [ 
                "cloudformation:RegisterType", 
                "cloudformation:DeregisterType", 
                "cloudformation:SetTypeConfiguration", 
                "cloudformation:SetTypeDefaultVersion", 
                "cloudformation:PublishType" 
            ], 
            "Resource": [ 
                "*" 
            ], 
            "Condition": { 
                "ArnNotLike": { 
                    "aws:PrincipalARN": "arn:aws:iam::*:role/AWSControlTowerExecution" 
                } 
            } 
        } 
    ]
}
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Integrated services

AWS Control Tower is a service that's built on top of other AWS services, to assist you in setting up 
a well-architected environment. This chapter provides a brief overview of these services, including 
configuration information about the underlying services and how they work in AWS Control Tower.

For more information about how to measure a well-architected environment, learn about the AWS 
Well-Architected Tool. Also see the Management and Governance Cloud Environment Guide.

Topics

• Deploy Environments with AWS CloudFormation

• Monitor Events with CloudTrail

• Monitor Resources and Services with CloudWatch

• Govern Resource Configurations with AWS Config

• Manage Permissions for Entities with IAM

• AWS Key Management Service

• Run Serverless Compute Functions with Lambda

• Manage Accounts Through AWS Organizations

• Store Objects with Amazon S3

• Monitor your environment with Security Hub

• Provision accounts through AWS Service Catalog

• Track Alerts Through Amazon Simple Notification Service

• Build Distributed Applications with AWS Step Functions

Deploy Environments with AWS CloudFormation

AWS CloudFormation enables you to create and provision AWS infrastructure deployments 
predictably and repeatedly. It helps you leverage AWS products to build highly reliable, highly 
scalable, cost-effective applications in the cloud without worrying about creating and configuring 
the underlying AWS infrastructure. AWS CloudFormation enables you to use a template file to 
create and delete a collection of resources together as a single unit (a stack). For more information, 
see AWS CloudFormation User Guide.
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AWS Control Tower uses AWS CloudFormation stacksets to apply controls on accounts. For more 
information about how AWS CloudFormation and AWS Control Tower work together, see  Creating 
AWS Control Tower resources with AWS CloudFormation.

Monitor Events with CloudTrail

AWS Control Tower configures AWS CloudTrail to enable centralized logging and auditing. With 
CloudTrail, the management account can review administrative actions and lifecycle events for 
member accounts.

CloudTrail helps you monitor your AWS environment in the cloud by keeping a history of AWS 
API calls for your accounts. For example, you can identify the users and accounts that called AWS 
APIs for services that support CloudTrail, the source IP address from which the calls were made, 
and the time when the calls occurred. You can integrate CloudTrail into applications using the 
API, automate trail creation for your organization, check the status of your trails, and control how 
administrators turn CloudTrail logging on and off. For more information, see AWS CloudTrail User 
Guide.

Monitor Resources and Services with CloudWatch

Amazon CloudWatch provides a reliable, scalable, and flexible monitoring solution that you can 
start using within minutes. You no longer need to set up, manage, and scale your own monitoring 
systems and infrastructure. For more information, see Amazon CloudWatch User Guide.

For more information about how Amazon CloudWatch works with AWS Control Tower, see
Monitoring.

Govern Resource Configurations with AWS Config

AWS Config provides a detailed view of the resources associated with your AWS account, including 
how they are configured, how they are related to one another, and how the configurations and 
their relationships have changed over time. For more information, see AWS Config Developer Guide.

AWS Config resources provisioned by AWS Control Tower are tagged automatically with aws-
control-tower and a value of managed-by-control-tower.

For more information about how AWS Config monitors and records resources in AWS Control 
Tower, and how it bills you for them, see Monitor resource changes with AWS Config.
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AWS Control Tower uses AWS Config Rules to implement detective controls. For more information, 
see About controls in AWS Control Tower.

Manage Permissions for Entities with IAM

AWS Identity and Access Management (IAM) is an AWS service for controlling access to other AWS 
services. With IAM, you can centrally manage users, security credentials—such as access keys, and 
permissions—that designate the AWS resources to which your users and applications are granted 
access.

When you set up your landing zone, a number of groups can be created for AWS IAM Identity 
Center automatically, if you select IAM as your identity provider. These groups have permission sets 
that are pre-defined permissions policies from IAM. Your end-users also can use IAM to define the 
scope of permissions for IAM users and other entities within member accounts.

AWS Identity and Access Management (IAM) simplifies how you manage access to AWS accounts 
and business applications. You can control IAM Identity Center access and user permissions across 
all your AWS accounts in AWS Control Tower.

For more information, see AWS IAM Identity Center User Guide.

If you are based in an AWS Region that does not support IAM, you can bring another identity 
provider, to set up and maintain your own users and groups manually.

AWS Key Management Service

AWS Key Management Service (AWS KMS) allows you to create and control keys that protect your 
data. AWS Control Tower optionally allows you to encrypt your data with AWS KMS encryption 
keys. For information about AWS KMS, see the AWS KMS Developer Guide.

For information about how to set up AWS KMS keys with AWS Control Tower, see  Step 2. Configure 
and launch your landing zone .

Run Serverless Compute Functions with Lambda

With AWS Lambda, you can run code without provisioning or managing servers. You can run code 
for many types of application or backend service— with no need for additional administration 
overhead. When you upload your code, Lambda can run and scale the code with high availability. 
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You can set up your code to trigger from other AWS services automatically, or you can call it 
directly from any web or mobile app.

For example, certain roles in the AWS Control Tower audit account can be assumed 
programmatically, so that you can review other accounts using Lambda. Also, you can use AWS 
Control Tower lifecycle events to trigger Lambda functions.

Manage Accounts Through AWS Organizations

AWS Organizations is an account management service that lets you consolidate multiple AWS 
accounts into an organization that you create and centrally manage. With Organizations, you can 
create member accounts and invite existing accounts to join your organization. You can organize 
those accounts into groups and attach policy-based controls. For more information, see AWS 
Organizations User Guide.

In AWS Control Tower, Organizations helps centrally manage billing; control access, compliance, 
and security; and share resources across your member AWS accounts. Accounts are grouped into 
logical groups, called organizational units (OUs). For more information on Organizations, see AWS 
Organizations User Guide.

AWS Control Tower uses the following OUs:

• Root – The parent container for all accounts and all other OUs in your landing zone.

• Security – This OU contains the log archive account, the audit account, and the resources they 
own.

• Sandbox – This OU is created when you set up your landing zone. It and other child OUs in your 
landing zone contain your member accounts. These are the accounts that your end users access 
to perform work on AWS resources.

Note

You can add additional OUs in your landing zone through the AWS Control Tower console 
on the Organizational units page.
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Considerations

OUs created through AWS Control Tower can have controls applied to them. OUs created outside 
of AWS Control Tower cannot, by default. You can, however, register such OUs. Once you have 
registered an OU, you can apply controls to it and its accounts. For information on registering an 
OU, see Register an existing organizational unit with AWS Control Tower.

Store Objects with Amazon S3

Amazon Simple Storage Service (Amazon S3) is storage for the internet. You can use Amazon S3 to 
store and retrieve any amount of data at any time, from anywhere on the web. You can accomplish 
these tasks using the simple and intuitive web interface of the AWS Management Console. For 
more information, see Amazon Simple Storage Service User Guide.

When you set up your landing zone, an Amazon S3 bucket is created in your log archive account to 
contain all logs across all accounts in your landing zone.

Monitor your environment with Security Hub

AWS Control Tower is integrated with AWS Security Hub by means of the Security Hub standard 
called Service-Managed Standard: AWS Control Tower. For more information, see Security Hub 
standard.

Provision accounts through AWS Service Catalog

AWS Service Catalog enables IT administrators to create, manage, and distribute portfolios of 
approved products to end users, who then have access the products they need in a personalized 
portal. Typical products include servers, databases, websites, or applications that are deployed 
using AWS resources.

You can control the users that have access to specific products, which allows you to enforce 
compliance with organizational business standards, manage product lifecycles, and help users find 
and launch products with confidence. For more information, see Service Catalog Administrator 
Guide.

In AWS Control Tower, your central cloud administrators and your end users can provision custom 
accounts in your landing zone using AWS Service Catalog products, called "custom blueprints". For 
more information, see Step 2. Create the AWS Service Catalog product.
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AWS Control Tower also can make use of the Service Catalog APIs to further automate account 
provisioning and updating. For details, see the AWS Service Catalog Developer Guide.

Transition to the AWS Service Catalog External product type

AWS Service Catalog changed support for Terraform Open Source products and provisioned 
products to a new product type, called External. To learn more about this transition, review
Updating existing Terraform Open Source products and provisioned products to the External 
product type in the AWS Service Catalog administrator guide.

This change effects existing accounts that you created or enrolled with AWS Control Tower account 
factory customization. To transition these accounts to the External product type, you need to make 
changes in both AWS Service Catalog and AWS Control Tower.

To transition to the External product type

1. Upgrade your existing Terraform Reference Engine for AWS Service Catalog to include support 
for both External and Terraform Open Source product types. For instructions about updating 
your Terraform Reference Engine, review the AWS Service Catalog GitHub Repository.

2. In AWS Service Catalog, duplicate any existing Terraform Open Source products (blueprints), 
with the duplicates using the new External product type. Do not terminate the existing 
Terraform Open Source blueprints.

3. In AWS Control Tower, update each account using a Terraform Open Source blueprint to use the 
new External blueprint.

a. To update a blueprint, you must first remove the Terraform Open Source blueprint 
completely. For more details, review Remove a blueprint from an account.

b. Add the new External blueprint to the same account. For more details, review Add a 
blueprint to an AWS Control Tower account.

4. After all accounts using Terraform Open Source blueprints are updated to External blueprints, 
return to AWS Service Catalog and terminate any products that use Terraform Open Source as 
the product type.

5. Going forward, all accounts created or enrolled using AWS Control Tower account factory 
customization must reference blueprints using the AWS CloudFormation or External product 
type.
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For blueprints created using the External product type, AWS Control Tower only supports 
account customizations that use Terraform templates and the Terraform reference engine. To 
learn more, review Set up for customization.

Note

AWS Control Tower does not support Terraform Open Source as a product type when 
creating new accounts. To learn more about these changes, review Updating existing 
Terraform Open Source products and provisioned products to the External product type in 
the AWS Service Catalog administrator guide. AWS Service Catalog will support customers 
through this product type transition, as needed. Contact your account representative to 
request assistance.

Track Alerts Through Amazon Simple Notification Service

Amazon Simple Notification Service (Amazon SNS) is a web service that enables applications, end-
users, and devices to send and receive notifications instantly from the cloud. For more information, 
see Amazon Simple Notification Service Developer Guide.

AWS Control Tower uses Amazon SNS to send programmatic alerts to the email addresses of your 
management account and your audit account. These alerts help you prevent drift within your 
landing zone. For more information, see Detect and resolve drift in AWS Control Tower.

We also use Amazon Simple Notification Service to send compliance notifications from AWS 
Config.

Tip

One of the best ways to receive AWS Control Tower control compliance notifications (in 
your audit account) is to subscribe to AggregateConfigurationNotifications. It is 
a service that helps you inspect compliance. It gives you real data about AWS Config rules 
going out of compliance. AWS Config automatically maintains the list of accounts in your 
OU.
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You must subscribe manually, using email or any type of subscription that SNS allows. 
The statement arn:aws:sns:homeregion:account:aws-controltower-
AggregateSecurityNotifications leads to your audit account.

Build Distributed Applications with AWS Step Functions

AWS Step Functions makes it easy to coordinate the components of distributed applications as a 
series of steps in a visual workflow. You can quickly build and run state machines to execute the 
steps of your application in a reliable and scalable fashion. For more information, see AWS Step 
Functions Developer Guide.
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Identity and access management in AWS Control Tower

To perform any operation in your landing zone, such as provisioning accounts in Account Factory or 
creating new organizational units (OUs) in the AWS Control Tower console, either AWS Identity and 
Access Management (IAM) or AWS IAM Identity Center require you to authenticate that you're an 
approved AWS user. For example, if you're using the AWS Control Tower console, you authenticate 
your identity by providing your AWS credentials, as provided by your administrator.

After you authenticate your identity, IAM controls your access to AWS with a defined set of 
permissions on a specific set of operations and resources. If you are an account administrator, you 
can use IAM to control the access of other IAM users to the resources that are associated with your 
account.

Topics

• Authentication

• Access control

• Working with AWS IAM Identity Center and AWS Control Tower

• Overview of managing access permissions to your AWS Control Tower resources

• Prevent cross-service impersonation

• Using identity-based policies (IAM policies) for AWS Control Tower

Authentication

You have access to AWS as any of the following types of identities:

• AWS account root user – When you first create an AWS account, you begin with an identity 
that has complete access to all AWS services and resources in the account. This identity is called 
the AWS account root user. You have access to this identity when you sign in with the email 
address and password that you used to create the account. We strongly recommend that you 
do not use the root user for your everyday tasks, even the administrative ones. Instead, adhere 
to the best practice of using the root user only to create your first IAM Identity Center user 
(recommended) or IAM user (not a best practice in most use cases). Then securely lock away 
the root user credentials and use them to perform only a few account and service management 
tasks. For more information, see When to sign in as a root user.
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• IAM user – An IAM user is an identity within your AWS account that has specific, customized 
permissions. You can use the IAM user credentials to sign in to secure AWS webpages such as 
the AWS Management Console, AWS Discussion Forums, or the AWS Support Center. AWS best 
practices recommend that you create an IAM Identity Center user instead of an IAM user, because 
there is more security risk when you create an IAM user that has long-term credentials.

If you must create an IAM user for a certain purpose, in addition to sign-in credentials, you can 
generate access keys for each IAM user. You can use these keys when you call AWS services 
programmatically, either through one of the several SDKs or by using the AWS Command Line 
Interface (CLI). The SDK and CLI tools use the access keys to cryptographically sign your request. 
If you don’t use AWS tools, you must sign the request yourself. AWS Control Tower supports 
Signature Version 4, a protocol for authenticating inbound API requests. For more information 
about authenticating requests, see Signature Version 4 Signing Process in the AWS General 
Reference.

• IAM role – An IAM role is an IAM identity that you can create in your account that has specific 
permissions. An IAM role is similar to an IAM user in that it is an AWS identity, and it has 
permissions policies that determine what the identity can and cannot do in AWS. However, 
instead of being uniquely associated with one person, a role is intended to be assumable by 
anyone who needs it. Also, a role does not have standard long-term credentials such as a 
password or access keys associated with it. Instead, when you assume a role, it provides you with 
temporary security credentials for your role session. IAM roles with temporary credentials are 
useful in the following situations:

• Federated user access – Instead of creating an IAM user, you can use existing identities from 
AWS Directory Service, your enterprise user directory, or a web identity provider. These are 
known as federated users. AWS assigns a role to a federated user when access is requested 
through an identity provider. For more information about federated users, see Federated Users 
and Roles in the IAM User Guide.

• AWS service access – A service role is an IAM role that a service assumes to perform actions 
in your account on your behalf. When you set up some AWS service environments, you must 
define a role for the service to assume. This service role must include all the permissions 
that are required for the service to access the AWS resources that it needs. Service roles vary 
from service to service, but many allow you to choose your permissions as long as you meet 
the documented requirements for that service. Service roles provide access only within your 
account and cannot be used to grant access to services in other accounts. You can create, 
modify, and delete a service role from within IAM. For example, you can create a role that 
allows Amazon Redshift to access an Amazon S3 bucket on your behalf and then load data 
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from that bucket into an Amazon Redshift cluster. For more information, see Creating a Role to 
Delegate Permissions to an AWS Service in the IAM User Guide.

• Applications running on Amazon EC2 – You can use an IAM role to manage temporary 
credentials for applications that are running on an Amazon EC2 instance and making AWS 
CLI or AWS API requests. This is preferable to storing access keys within the Amazon EC2 
instance. To assign an AWS role to an Amazon EC2 instance and make it available to all of its 
applications, you create an instance profile that is attached to the instance. An instance profile 
contains the role and enables programs that are running on the Amazon EC2 instance to get 
temporary credentials. For more information, see Using an IAM Role to Grant Permissions to 
Applications Running on Amazon EC2 Instances in the IAM User Guide.

• IAM Identity Center user Authentication to the IAM Identity Center user portal is controlled by 
the directory that you have connected to IAM Identity Center. However, authorization to the AWS 
accounts that are available to end users from within the user portal is determined by two factors:

• Who has been assigned access to those AWS accounts in the AWS IAM Identity Center console. 
For more information, see Single Sign-On Access in the AWS IAM Identity Center User Guide.

• What level of permissions have been granted to the end-users in the AWS IAM Identity Center 
console to allow them the appropriate access to those AWS accounts. For more information, 
see Permission Sets in the AWS IAM Identity Center User Guide.

Access control

To create, update, delete, or list AWS Control Tower resources, or other AWS resources in your 
landing zone you need permissions to perform the operation, and you need permissions to access 
the corresponding resources. In addition, to perform the operation programmatically, you need 
valid access keys.

The following sections describe how to manage permissions for AWS Control Tower:

Topics

• Overview of managing access permissions to your AWS Control Tower resources

• Using identity-based policies (IAM policies) for AWS Control Tower
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Working with AWS IAM Identity Center and AWS Control Tower

In AWS Control Tower, IAM Identity Center allows central cloud administrators and end-users to 
manage access to multiple AWS accounts and business applications. By default, AWS Control Tower 
uses this service to set up and manage access to the accounts created through Account Factory, 
unless you have selected the option to self-manage your identity and access control.

For more information about selecting an identity provder, see IAM Identity Center guidance.

For a brief tutorial about how to set up your IAM Identity Center users and permissions in AWS 
Control Tower, you can view this video (6:23). For better viewing, select the icon at the lower right 
corner of the video to enlarge it to full screen. Captioning is available.

Video Walkthrough of Setting Up AWS IAM Identity Center in AWS Control Tower.

About setting up AWS Control Tower with IAM Identity Center

When you initially set up AWS Control Tower, only the root user user and any IAM users with the 
correct permissions can add IAM Identity Center users. However, after end users have been added 
in the AWSAccountFactory group, they can create new IAM Identity Center users from the Account 
Factory wizard. For more information, see Provision and manage accounts with Account Factory.

If you choose the recommended default, AWS Control Tower sets up your landing zone with a 
preconfigured directory that helps you manage user identities and single sign-on, so that your 
users have federated access across accounts. When you set up your landing zone, this default 
directory is created to contain user groups and permission sets.

Note

You can delegate administration of AWS IAM Identity Center in your organization to an 
account other than the management account, by using the delegated administrator feature 
of IAM Identity Center. If you choose to use this feature, be aware that Administrators 
with access to manage group membership also can manage groups assigned to the 
management account. For more information, see this blog post, entitled, Getting started 
with AWS SSO delegated administration
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User groups, roles, and permission sets

User groups manage specialized roles that are defined within your shared accounts. Roles establish 
sets of permissions that belong together. All members of a group inherit the permission sets, or 
roles, associated with the group. You can create new groups for the end users of your member 
accounts, so that you can custom-assign only the roles that are needed for the specific tasks a 
group performs.

The permission sets available cover a broad range of distinct user permission requirements, such 
as read-only access, AWS Control Tower administrative access, and Service Catalog access. These 
permission sets enable your end users to provision their own AWS accounts in your landing zone 
quickly, and in compliance with your enterprise's guidelines.

For tips on planning your allocations of users, groups, and permissions, refer to  Recommendations 
for setting up groups, roles, and policies

For more information on how to use this service in the context of AWS Control Tower, see the 
following topics in the AWS IAM Identity Center User Guide.

• To add users, see Add Users.

• To add users to groups, see Add Users to Groups.

• To edit user properties, see Edit User Properties.

• To add a group, see Add Groups.

Warning

AWS Control Tower sets up your IAM Identity Center directory in your home Region. If you 
set up your landing zone in another Region and then navigate to the IAM Identity Center 
console, you must change the Region to your home region. Do not delete your IAM Identity 
Center configuration in your home Region.

Things to know about IAM Identity Center accounts and AWS Control 
Tower

Here are some good things to know when working with IAM Identity Center user accounts in AWS 
Control Tower.
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• If your AWS IAM Identity Center user account is disabled, you'll get an error message when trying 
to provision new accounts in Account Factory. You can re-enable your IAM Identity Center user in 
the IAM Identity Center console.

• If you specify a new IAM Identity Center user email address when you update the provisioned 
product associated with an account that was vended by Account Factory, AWS Control Tower 
creates a new IAM Identity Center user account. The previously created user account is not 
removed. If you prefer to remove the previous IAM Identity Center user email address from AWS 
IAM Identity Center, see Disabling a User.

• AWS IAM Identity Center has been integrated with Azure Active Directory, and you can connect 
your existing Azure Active Directory to AWS Control Tower.

• For more information about how the behavior of AWS Control Tower interacts with AWS IAM 
Identity Center and different identity sources, refer to the Considerations for Changing Your 
Identity Source in the AWS IAM Identity Center documentation.

IAM Identity Center Groups for AWS Control Tower

AWS Control Tower offers preconfigured groups to organize users that perform specific tasks in 
your accounts. You can add users and assign them to these groups directly in IAM Identity Center. 
Doing so matches permission sets to users in groups within your accounts. The following groups 
are created when you set up your landing zone.

AWSAccountFactory

Account Permission sets Description

Management account AWSServiceCatalogE 
ndUserAccess

This group is only used in 
this account to provision 
new accounts using Account 
Factory.

AWSServiceCatalogAdmins

Account Permission sets Description

Management account AWSServiceCatalogA 
dminFullAccess

This group is only used in this 
account to make administr 
ative changes to Account 
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Account Permission sets Description

Factory. Users in this group 
can't provision new accounts 
unless they're also in the
AWSAccountFactory group.

AWSControlTowerAdmins

Account Permission sets Description

Management account AWSAdministratorAccess Users of this group in this 
account are the only ones 
that have access to the AWS 
Control Tower console.

Log archive account AWSAdministratorAccess Users have administrator 
access in this account.

Audit account AWSAdministratorAccess Users have administrator 
access in this account.

Member accounts AWSOrganizationsFullAccess Users have full access to 
Organizations in this account.

AWSSecurityAuditPowerUsers

Account Permission sets Description

Management account AWSPowerUserAccess Users can perform applicati 
on development tasks and 
can create and configure 
resources and services that 
support AWS aware applicati 
on development.

Log archive account AWSPowerUserAccess Users can perform applicati 
on development tasks and 
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Account Permission sets Description

can create and configure 
resources and services that 
support AWS aware applicati 
on development.

Audit account AWSPowerUserAccess Users can perform applicati 
on development tasks and 
can create and configure 
resources and services that 
support AWS aware applicati 
on development.

Member accounts AWSPowerUserAccess Users can perform applicati 
on development tasks and 
can create and configure 
resources and services that 
support AWS aware applicati 
on development.

AWSSecurityAuditors

Account Permission sets Description

Management account AWSReadOnlyAccess Users have read-only access 
to all AWS services and 
resources in this account.

Log archive account AWSReadOnlyAccess Users have read-only access 
to all AWS services and 
resources in this account.

Audit account AWSReadOnlyAccess Users have read-only access 
to all AWS services and 
resources in this account.
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Account Permission sets Description

Member accounts AWSReadOnlyAccess Users have read-only access 
to all AWS services and 
resources in this account.

AWSLogArchiveAdmins

Account Permission sets Description

Log archive account AWSAdministratorAccess Users have administrator 
access in this account.

AWSLogArchiveViewers

Account Permission sets Description

Log archive account AWSReadOnlyAccess Users have read-only access 
to all AWS services and 
resources in this account.

AWSAuditAccountAdmins

Account Permission sets Description

Audit account AWSAdministratorAccess Users have administrator 
access in this account.

Overview of managing access permissions to your AWS Control 
Tower resources

Every AWS resource is owned by an AWS account, and permissions to create or gain access to a 
resource are governed by permissions policies. An account administrator can attach permissions 
policies to IAM identities (that is, users, groups, and roles). Some services (such as AWS Lambda) 
also support attaching permissions policies to resources.
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Note

An account administrator (or administrator) is a user with administrator privileges. For more 
information, see IAM Best Practices in the IAM User Guide.

When you are responsible for granting permissions to a user or role, you must know and track 
the users and roles that require permissions, the resources for which each user and role requires 
permissions, and the specific actions that must be allowed for operating those resources.

Topics

• AWS Control Tower resources and operations

• About resource ownership

• Manage access to resources

• Specify policy elements: Actions, Effects, and Principals

• Specifying conditions in a policy

AWS Control Tower resources and operations

In AWS Control Tower, the primary resource is a landing zone. AWS Control Tower also supports an 
additional resource type, controls, sometimes referred to as guardrails. However, for AWS Control 
Tower, you can manage controls only in the context of an existing landing zone. Controls can be 
referred to as a subresource.

Resources and subresources in AWS have unique Amazon Resource Names (ARNs) associated with 
them, as shown in the following example.

AWS Control Tower provides a set of API operations to work with AWS Control Tower resources. For 
a list of available operations, see AWS Control Tower the AWS Control Tower API Reference.

For more information about the AWS CloudFormation resources in AWS Control Tower, see the 
AWS CloudFormation User Guide.

About resource ownership

The AWS account owns the resources that are created in the account, regardless of who created the 
resources. Specifically, the resource owner is the AWS account of the principal entity (that is, the 
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AWS account root user, an IAM Identity Center user, an IAM user, or an IAM role) that authenticates 
the resource creation request. The following examples illustrate how this works:

• If you use the AWS account root user credentials of your AWS account to set up a landing zone, 
your AWS account is the owner of the resource.

• If you create an IAM user in your AWS account and grant permissions to set up a landing zone 
to that user, the user can set up a landing zone as long as their account meets the prerequisites. 
However, your AWS account, to which the user belongs, owns the landing zone resource.

• If you create an IAM role in your AWS account with permissions to set up a landing zone, anyone 
who can assume the role can set up a landing zone. Your AWS account, to which the role belongs, 
owns the landing zone resource.

Manage access to resources

A permissions policy describes who has access to what. The following section explains the available 
options for creating permissions policies.

Note

This section discusses using IAM in the context of AWS Control Tower. It doesn't provide 
detailed information about the IAM service. For complete IAM documentation, see What Is 
IAM? in the IAM User Guide. For information about IAM policy syntax and descriptions, see
AWS IAM Policy Reference in the IAM User Guide.

Policies attached to an IAM identity are referred to as identity-based policies (IAM polices). Policies 
attached to a resource are referred to as resource-based policies.

Note

AWS Control Tower supports only identity-based policies (IAM policies).

Topics

• About identity-based policies (IAM policies)

• Create roles and assign permissions

• Resource-based policies

Manage access to resources 2383

https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html


AWS Control Tower User Guide

About identity-based policies (IAM policies)

You can attach policies to IAM identities. For example, you can do the following:

• Attach a permissions policy to a user or a group in your account – To grant a user permissions 
to create an AWS Control Tower resource, such as setting up a landing zone, you can attach a 
permissions policy to a user or group that the user belongs to.

• Attach a permissions policy to a role (grant cross-account permissions) – You can attach 
an identity-based permissions policy to an IAM role to grant cross-account permissions. For 
example, an administrator for one AWS account (Account A) can create a role that grants cross-
account permissions to another AWS account (Account B), or the administrator can create a role 
that grants permissions to another AWS service.

1. The Account A administrator creates an IAM role and attaches a permissions policy to the role 
that grants permissions to manage resources in Account A.

2. The Account A administrator attaches a trust policy to the role. The policy identifies Account B 
as the principal who can assume the role.

3. As principal, the Account B administrator can give any user in Account B permission to assume 
the role. By assuming the role, users in Account B can create or gain access to resources in 
Account A.

4. To grant an AWS service the ability (permissions) to assume the role, the principal that you 
specify in the trust policy can be an AWS service.

Create roles and assign permissions

Roles and permissions give you access to resources, in AWS Control Tower and in other AWS 
services, including programmatic access to resources.

To provide access, add permissions to your users, groups, or roles:

• Users and groups in AWS IAM Identity Center:

Create a permission set. Follow the instructions in Create a permission set in the AWS IAM 
Identity Center User Guide.

• Users managed in IAM through an identity provider:

Create a role for identity federation. Follow the instructions in Creating a role for a third-party 
identity provider (federation) in the IAM User Guide.
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• IAM users:

• Create a role that your user can assume. Follow the instructions in Creating a role for an IAM 
user in the IAM User Guide.

• (Not recommended) Attach a policy directly to a user or add a user to a user group. Follow the 
instructions in Adding permissions to a user (console) in the IAM User Guide.

For more information about using IAM to delegate permissions, see Access Management in the IAM 
User Guide.

Note

When setting up an AWS Control Tower landing zone, you'll need a user or role with the
AdministratorAccess managed policy. (arn:aws:iam::aws:policy/AdministratorAccess)

To create a role for an AWS service (IAM console)

1. Sign in to the AWS Management Console and open the IAM console at https:// 
console.aws.amazon.com/iam/.

2. In the navigation pane of the IAM console, choose Roles, and then choose Create role.

3. For Trusted entity type, choose AWS service.

4. For Service or use case, choose a service, and then choose the use case. Use cases are defined 
by the service to include the trust policy that the service requires.

5. Choose Next.

6. For Permissions policies, the options depend on the use case that you selected:

• If the service defines the permissions for the role, you can't select permissions policies.

• Select from a limited set of permission polices.

• Select from all permission policies.

• Select no permissions policies, create the policies after the role is create, and then attach the 
policies to the role.

7. (Optional) Set a permissions boundary. This is an advanced feature that is available for service 
roles, but not service-linked roles.

a. Open the Set permissions boundary section, and then choose Use a permissions 
boundary to control the maximum role permissions.
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IAM includes a list of the AWS managed and customer-managed policies in your account.

b. Select the policy to use for the permissions boundary.

8. Choose Next.

9. For Role name, the options depend on the service:

• If the service defines the role name, you can't edit the role name.

• If the service defines a prefix for the role name, you can enter an optional suffix.

• If the service doesn't define the role name, you can name the role.

Important

When you name a role, note the following:

• Role names must be unique within your AWS account, and can't be made unique 
by case.

For example, don't create roles named both PRODROLE and prodrole. When a 
role name is used in a policy or as part of an ARN, the role name is case sensitive, 
however when a role name appears to customers in the console, such as during 
the sign-in process, the role name is case insensitive.

• You can't edit the name of the role after it's created because other entities might 
reference the role.

10. (Optional) For Description, enter a description for the role.

11. (Optional) To edit the use cases and permissions for the role, in the Step 1: Select trusted 
entities or Step 2: Add permissions sections, choose Edit.

12. (Optional) To help identify, organize, or search for the role, add tags as key-value pairs. For 
more information about using tags in IAM, see Tagging IAM resources in the IAM User Guide.

13. Review the role, and then choose Create role.

To use the JSON policy editor to create a policy

1. Sign in to the AWS Management Console and open the IAM console at https:// 
console.aws.amazon.com/iam/.

2. In the navigation pane on the left, choose Policies.
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If this is your first time choosing Policies, the Welcome to Managed Policies page appears. 
Choose Get Started.

3. At the top of the page, choose Create policy.

4. In the Policy editor section, choose the JSON option.

5. Enter or paste a JSON policy document. For details about the IAM policy language, see IAM 
JSON policy reference.

6. Resolve any security warnings, errors, or general warnings generated during policy validation, 
and then choose Next.

Note

You can switch between the Visual and JSON editor options anytime. However, if you 
make changes or choose Next in the Visual editor, IAM might restructure your policy to 
optimize it for the visual editor. For more information, see Policy restructuring in the
IAM User Guide.

7. (Optional) When you create or edit a policy in the AWS Management Console, you can 
generate a JSON or YAML policy template that you can use in AWS CloudFormation templates.

To do this, in the Policy editor choose Actions, and then choose Generate CloudFormation 
template. To learn more about AWS CloudFormation, see AWS Identity and Access 
Management resource type reference in the AWS CloudFormation User Guide.

8. When you are finished adding permissions to the policy, choose Next.

9. On the Review and create page, enter a Policy name and a Description (optional) for the 
policy that you are creating. Review Permissions defined in this policy to see the permissions 
that are granted by your policy.

10. (Optional) Add metadata to the policy by attaching tags as key-value pairs. For more 
information about using tags in IAM, see Tagging IAM resources in the IAM User Guide.

11. Choose Create policy to save your new policy.

To use the visual editor to create a policy

1. Sign in to the AWS Management Console and open the IAM console at https:// 
console.aws.amazon.com/iam/.

2. In the navigation pane on the left, choose Policies.
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If this is your first time choosing Policies, the Welcome to Managed Policies page appears. 
Choose Get Started.

3. Choose Create policy.

4. In the Policy editor section, find the Select a service section, and then choose an AWS service. 
You can use the search box at the top to limit the results in the list of services. You can choose 
only one service within a visual editor permission block. To grant access to more than one 
service, add multiple permission blocks by choosing Add more permissions.

5. In Actions allowed, choose the actions to add to the policy. You can choose actions in the 
following ways:

• Select the check box for all actions.

• Choose Add actions to enter the name of a specific action. You can use a wildcard character 
(*) to specify multiple actions.

• Select one of the Access level groups to choose all actions for the access level (for example,
Read, Write, or List).

• Expand each of the Access level groups to choose individual actions.

By default, the policy that you are creating allows the actions that you choose. To deny the 
chosen actions instead, choose Switch to deny permissions. Because IAM denies by default, 
we recommend as a security best practice that you allow permissions to only those actions and 
resources that a user needs. Create a JSON statement to deny permissions only if you want 
to override a permission separately allowed by another statement or policy. We recommend 
that you limit the number of deny permissions to a minimum because they can increase the 
difficulty of troubleshooting permissions.

6. For Resources, if the service and actions that you selected in the previous steps do not support 
choosing specific resources, all resources are allowed and you cannot edit this section.

If you chose one or more actions that support resource-level permissions, then the visual 
editor lists those resources. You can then expand Resources to specify resources for your 
policy.

You can specify resources in the following ways:

• Choose Add ARNs to specify resources by their Amazon Resource Names (ARN). You can use 
the visual ARN editor or list ARNs manually. For more information about ARN syntax, see
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Amazon Resource Names (ARNs) in the IAM User Guide. For information about using ARNs in 
the Resource element of a policy, see  IAM JSON policy elements: Resource in the IAM User 
Guide.

• Choose Any in this account next to a resource to grant permissions to any resources of that 
type.

• Choose All to choose all resources for the service.

7. (Optional) Choose Request conditions - optional to add conditions to the policy that you are 
creating. Conditions limit a JSON policy statement's effect. For example, you can specify that a 
user is allowed to perform the actions on the resources only when that user's request happens 
within a certain time range. You can also use commonly used conditions to limit whether a 
user must be authenticated by using a multi-factor authentication (MFA) device. Or you can 
require that the request originate from within a certain range of IP addresses. For lists of all of 
the context keys that you can use in a policy condition, see Actions, resources, and condition 
keys for AWS services in the Service Authorization Reference.

You can choose conditions in the following ways:

• Use check boxes to select commonly used conditions.

• Choose Add another condition to specify other conditions. Choose the condition's
Condition Key, Qualifier, and Operator, and then enter a Value. To add more than one 
value, choose Add. You can consider the values as being connected by a logical OR operator. 
When you are finished, choose Add condition.

To add more than one condition, choose Add another condition again. Repeat as needed. Each 
condition applies only to this one visual editor permission block. All the conditions must be 
true for the permission block to be considered a match. In other words, consider the conditions 
to be connected by a logical AND operator.

For more information about the Condition element, see IAM JSON policy elements: Condition
in the IAM User Guide.

8. To add more permission blocks, choose Add more permissions. For each block, repeat steps 2 
through 5.
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Note

You can switch between the Visual and JSON editor options anytime. However, if you 
make changes or choose Next in the Visual editor, IAM might restructure your policy to 
optimize it for the visual editor. For more information, see Policy restructuring in the
IAM User Guide.

9. (Optional) When you create or edit a policy in the AWS Management Console, you can 
generate a JSON or YAML policy template that you can use in AWS CloudFormation templates.

To do this, in the Policy editor choose Actions, and then choose Generate CloudFormation 
template. To learn more about AWS CloudFormation, see AWS Identity and Access 
Management resource type reference in the AWS CloudFormation User Guide.

10. When you are finished adding permissions to the policy, choose Next.

11. On the Review and create page, enter a Policy name and a Description (optional) for the 
policy that you are creating. Review the Permissions defined in this policy to make sure that 
you have granted the intended permissions.

12. (Optional) Add metadata to the policy by attaching tags as key-value pairs. For more 
information about using tags in IAM, see Tagging IAM resources in the IAM User Guide.

13. Choose Create policy to save your new policy.

To grant programmatic access

Users need programmatic access if they want to interact with AWS outside of the AWS 
Management Console. The way to grant programmatic access depends on the type of user that's 
accessing AWS.

To grant users programmatic access, choose one of the following options.

Which user needs 
programmatic access?

To By

Workforce identity

(Users managed in IAM 
Identity Center)

Use temporary credentials to 
sign programmatic requests 
to the AWS CLI, AWS SDKs, or 
AWS APIs.

Following the instructions for 
the interface that you want to 
use.
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Which user needs 
programmatic access?

To By

• For the AWS CLI, see
Configuring the AWS 
CLI to use AWS IAM 
Identity Center in the AWS 
Command Line Interface 
User Guide.

• For AWS SDKs, tools, and 
AWS APIs, see IAM Identity 
Center authentication in 
the AWS SDKs and Tools 
Reference Guide.

IAM Use temporary credentials to 
sign programmatic requests 
to the AWS CLI, AWS SDKs, or 
AWS APIs.

Following the instructions in
Using temporary credentia 
ls with AWS resources in the
IAM User Guide.
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Which user needs 
programmatic access?

To By

IAM (Not recommended)
Use long-term credentials to 
sign programmatic requests 
to the AWS CLI, AWS SDKs, or 
AWS APIs.

Following the instructions for 
the interface that you want to 
use.

• For the AWS CLI, see
Authenticating using IAM 
user credentials in the AWS 
Command Line Interface 
User Guide.

• For AWS SDKs and tools, 
see Authenticate using 
long-term credentials in 
the AWS SDKs and Tools 
Reference Guide.

• For AWS APIs, see
Managing access keys for 
IAM users in the IAM User 
Guide.

Protect against attackers

For more information about how to help protect against attackers when you grant permissions to 
other AWS service principals, see Optional conditions for your role trust relationships. By adding 
certain conditions to your policies, you can help prevent a specific type of attack, known as a
confused deputy attack, which occurs if an entity coerces a more-privileged entity to perform an 
action, such as with cross-service impersonation. For general information about policy conditions, 
also see Specifying conditions in a policy.

For more information about using identity-based policies with AWS Control Tower, see Using 
identity-based policies (IAM policies) for AWS Control Tower. For more information about users, 
groups, roles, and permissions, see Identities (Users, Groups, and Roles) in the IAM User Guide.
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Resource-based policies

Other services, such as Amazon S3, also support resource-based permissions policies. For example, 
you can attach a policy to an S3 bucket to manage access permissions to that bucket. AWS Control 
Tower does not support resource-based policies.

Specify policy elements: Actions, Effects, and Principals

You can set up and manage your landing zone through the AWS Control Tower console, or the 
landing zone APIs. To set up your landing zone, you must be an IAM user with administrative 
permissions as defined in a IAM policy.

The following elements are the most basic ones you can identify in a policy:

• Resource – In a policy, you use an Amazon Resource Name (ARN) to identify the resource to 
which the policy applies. For more information, see AWS Control Tower resources and operations.

• Action – You use action keywords to identify resource operations that you want to allow or deny. 
For information about types of actions available to be performed, see Actions defined by AWS 
Control Tower.

• Effect – You specify the effect when the user requests the specific action—this can be either 
allow or deny. If you don't explicitly grant access to (allow) a resource, access is implicitly denied. 
You can also explicitly deny access to a resource, which you might do to make sure that a user 
cannot access it, even if a different policy grants access.

• Principal – In identity-based policies (IAM policies), that user to which the policy is attached 
is the implicit principal. For resource-based policies, you specify the user, account, service, or 
other entity that you want to receive permissions (applies to resource-based policies only). AWS 
Control Tower doesn't support resource-based policies.

To learn more about IAM policy syntax and descriptions, see AWS IAM Policy Reference in the IAM 
User Guide.

Specifying conditions in a policy

When you grant permissions, you can use the IAM policy language to specify the conditions when 
a policy should take effect. For example, you might want a policy to be applied only after a specific 
date. For more information about specifying conditions in a policy language, see Condition in the
IAM User Guide.
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To express conditions, you can use predefined condition keys. There are no condition keys 
specific to AWS Control Tower. However, there are AWS-wide condition keys that you can use as 
appropriate. For a complete list of AWS-wide keys, see Available Keys for Conditions in the IAM 
User Guide.

Prevent cross-service impersonation

In AWS, cross-service impersonation can result in the confused deputy problem. When one service 
calls another service, cross-service impersonation occurs if one service manipulates another service 
to use its permissions to act on a customer's resources in a way that's not otherwise permitted. To 
prevent this attack, AWS provides tools to help you protect your data, so that only those services 
with legitimate permission can gain access to resources in your account.

We recommend using the aws:SourceArn and aws:SourceAccount conditions in your policies, 
to limit the permissions that AWS Control Tower gives to another service for access to your 
resources.

• Use aws:SourceArn if you want only one resource to be associated with cross-service access.

• Use aws:SourceAccount if you want to allow any resource in that account to be associated 
with cross-service use.

• If the aws:SourceArn value does not contain the account ID, such as the ARN for an Amazon S3 
bucket, you must use both conditions to limit permissions.

• If you use both conditions, and if the aws:SourceArn value contains the account ID, the
aws:SourceAccount value and the account in the aws:SourceArn value must show the same 
account ID when used in the same policy statement

For more information and examples, see Optional conditions for your role trust relationships.

Using identity-based policies (IAM policies) for AWS Control 
Tower

This topic provides examples of identity-based policies that demonstrate how an account 
administrator can attach permissions policies to IAM identities (that is, users, groups, and roles) and 
thereby grant permissions to perform operations on AWS Control Tower resources.
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Important

We recommend that you first review the introductory topics that explain the basic concepts 
and options available for you to manage access to your AWS Control Tower resources. For 
more information, see Overview of managing access permissions to your AWS Control 
Tower resources.

Permissions Required to Use the AWS Control Tower Console

AWS Control Tower creates three roles automatically when you set up a landing zone. All three 
roles are required to allow console access. AWS Control Tower splits permissions into three roles as 
a best practice to restrict access to the minimal sets of actions and resources.

Three required roles

• AWSControlTowerAdmin role

• AWSControlTowerStackSetRole

• AWSControlTowerCloudTrailRole

We recommend that you restrict access to your role trust policies for these roles. For more 
information, see Optional conditions for your role trust relationships.

AWSControlTowerAdmin role

This role provides AWS Control Tower with access to infrastructure critical to maintaining the 
landing zone. The AWSControlTowerAdmin role requires an attached managed policy and a 
role trust policy for the IAM role. A role trust policy is a resource-based policy, specifying which 
principals can assume the role.

Here's an example snippet for this role trust policy:

{ 
  "Version": "2012-10-17", 
  "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
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        "Service": "controltower.amazonaws.com" 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}

To create this role from the AWS CLI, and put it into a file called trust.json, here's an example 
CLI command:

aws iam create-role --role-name AWSControlTowerAdmin --path /service-role/ --assume-
role-policy-document file://trust.json

This role requires two IAM policies.

1. An inline policy, for example:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Action": "ec2:DescribeAvailabilityZones", 
            "Resource": "*" 
        } 
    ]
}

2. The managed policy that follows, which is the AWSControlTowerServiceRolePolicy.

AWSControlTowerServiceRolePolicy

The AWSControlTowerServiceRolePolicy is an AWS-managed policy that defines permissions to 
create and manage AWS Control Tower resources, such as AWS CloudFormation stacksets and stack 
instances, AWS CloudTrail log files, a configuration aggregator for AWS Control Tower, as well as 
AWS Organizations accounts and organizational units (OUs) that are governed by AWS Control 
Tower.

Updates to this managed policy are summarized in the table, Managed policies for AWS Control 
Tower.
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For more information, see AWSControlTowerServiceRolePolicy in the AWS Managed Policy 
Reference Guide.

Managed Policy Name: AWSControlTowerServiceRolePolicy

The JSON artifact for AWSControlTowerServiceRolePolicy is the following:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "cloudformation:CreateStack", 
                "cloudformation:CreateStackInstances", 
                "cloudformation:CreateStackSet", 
                "cloudformation:DeleteStack", 
                "cloudformation:DeleteStackInstances", 
                "cloudformation:DeleteStackSet", 
                "cloudformation:DescribeStackInstance", 
                "cloudformation:DescribeStacks", 
                "cloudformation:DescribeStackSet", 
                "cloudformation:DescribeStackSetOperation", 
                "cloudformation:ListStackInstances", 
                "cloudformation:UpdateStack", 
                "cloudformation:UpdateStackInstances", 
                "cloudformation:UpdateStackSet" 
            ], 
            "Resource": [ 
                "arn:aws:cloudformation:*:*:type/resource/AWS-IAM-Role" 
            ] 
        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "account:EnableRegion", 
                "account:ListRegions", 
                "account:GetRegionOptStatus" 
            ], 
            "Resource": "*" 
        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
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                "cloudformation:CreateStack", 
                "cloudformation:CreateStackInstances", 
                "cloudformation:CreateStackSet", 
                "cloudformation:DeleteStack", 
                "cloudformation:DeleteStackInstances", 
                "cloudformation:DeleteStackSet", 
                "cloudformation:DescribeStackInstance", 
                "cloudformation:DescribeStacks", 
                "cloudformation:DescribeStackSet", 
                "cloudformation:DescribeStackSetOperation", 
                "cloudformation:GetTemplate", 
                "cloudformation:ListStackInstances", 
                "cloudformation:UpdateStack", 
                "cloudformation:UpdateStackInstances", 
                "cloudformation:UpdateStackSet" 
            ], 
            "Resource": [ 
                "arn:aws:cloudformation:*:*:stack/AWSControlTower*/*", 
                "arn:aws:cloudformation:*:*:stack/StackSet-AWSControlTower*/*", 
                "arn:aws:cloudformation:*:*:stackset/AWSControlTower*:*", 
                "arn:aws:cloudformation:*:*:stackset-target/AWSControlTower*/*" 
            ] 
        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "cloudtrail:CreateTrail", 
                "cloudtrail:DeleteTrail", 
                "cloudtrail:GetTrailStatus", 
                "cloudtrail:StartLogging", 
                "cloudtrail:StopLogging", 
                "cloudtrail:UpdateTrail", 
                "cloudtrail:PutEventSelectors",  
                "logs:CreateLogStream", 
                "logs:PutLogEvents", 
                "logs:PutRetentionPolicy" 
            ], 
            "Resource": [ 
                "arn:aws:logs:*:*:log-group:aws-controltower/CloudTrailLogs:*", 
                "arn:aws:cloudtrail:*:*:trail/aws-controltower*" 
            ] 
        }, 
        { 
            "Effect": "Allow", 
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            "Action": [ 
                "s3:GetObject" 
            ], 
            "Resource": [ 
                "arn:aws:s3:::aws-controltower*/*" 
            ] 
        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "sts:AssumeRole" 
            ], 
            "Resource": [ 
                "arn:aws:iam::*:role/AWSControlTowerExecution", 
                "arn:aws:iam::*:role/AWSControlTowerBlueprintAccess" 
            ] 
        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "cloudtrail:DescribeTrails", 
                "ec2:DescribeAvailabilityZones", 
                "iam:ListRoles", 
                "logs:CreateLogGroup", 
                "logs:DescribeLogGroups", 
                "organizations:CreateAccount", 
                "organizations:DescribeAccount", 
                "organizations:DescribeCreateAccountStatus", 
                "organizations:DescribeOrganization", 
                "organizations:DescribeOrganizationalUnit", 
                "organizations:DescribePolicy", 
                "organizations:ListAccounts", 
                "organizations:ListAccountsForParent", 
                "organizations:ListAWSServiceAccessForOrganization", 
                "organizations:ListChildren", 
                "organizations:ListOrganizationalUnitsForParent", 
                "organizations:ListParents", 
                "organizations:ListPoliciesForTarget", 
                "organizations:ListTargetsForPolicy", 
                "organizations:ListRoots", 
                "organizations:MoveAccount", 
                "servicecatalog:AssociatePrincipalWithPortfolio" 
            ], 
            "Resource": "*" 
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        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "iam:GetRole", 
                "iam:GetUser", 
                "iam:ListAttachedRolePolicies", 
                "iam:GetRolePolicy" 
            ], 
            "Resource": "*" 
        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "iam:PassRole" 
            ], 
            "Resource": [ 
                "arn:aws:iam::*:role/service-role/AWSControlTowerStackSetRole", 
                "arn:aws:iam::*:role/service-role/AWSControlTowerCloudTrailRole", 
                "arn:aws:iam::*:role/service-role/
AWSControlTowerConfigAggregatorRoleForOrganizations" 
            ] 
        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "config:DeleteConfigurationAggregator", 
                "config:PutConfigurationAggregator", 
                "config:TagResource" 
            ], 
            "Resource": "*", 
            "Condition": { 
                "StringEquals": { 
                    "aws:ResourceTag/aws-control-tower": "managed-by-control-tower" 
                } 
            } 
        }, 
        { 
            "Effect": "Allow", 
            "Action": [ 
                "organizations:EnableAWSServiceAccess", 
                "organizations:DisableAWSServiceAccess" 
            ], 
            "Resource": "*", 
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            "Condition": { 
                "StringLike": { 
                    "organizations:ServicePrincipal": [ 
                        "config.amazonaws.com", 
                        "cloudtrail.amazonaws.com" 
                    ] 
                } 
            } 
        }, 
        { 
            "Effect": "Allow", 
            "Action": "iam:CreateServiceLinkedRole", 
            "Resource": "*", 
            "Condition": { 
                "StringEquals": { 
                    "iam:AWSServiceName": "cloudtrail.amazonaws.com" 
                } 
            } 
        } 
    ]
}                          
                 

Role trust policy:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
    { 
      "Effect": "Allow", 
      "Principal": { 
        "Service": [ 
          "controltower.amazonaws.com"        
         ] 
      }, 
      "Action": "sts:AssumeRole" 
    } 
  ]
}     

The inline policy is AWSControlTowerAdminPolicy:

{ 
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    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Action": "ec2:DescribeAvailabilityZones", 
            "Resource": "*", 
            "Effect": "Allow" 
        } 
    ]
}

AWSControlTowerStackSetRole

AWS CloudFormation assumes this role to deploy stack sets in accounts created by AWS Control 
Tower. Inline Policy:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Action": [ 
                "sts:AssumeRole" 
            ], 
            "Resource": [ 
                "arn:aws:iam::*:role/AWSControlTowerExecution" 
            ], 
            "Effect": "Allow" 
        } 
    ]
}

Trust policy

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Principal": { 
                "Service": "cloudformation.amazonaws.com" 
            }, 
            "Action": "sts:AssumeRole" 
        } 
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    ]
}

AWSControlTowerCloudTrailRole

AWS Control Tower enables CloudTrail as a best practice and provides this role to CloudTrail. 
CloudTrail assumes this role to create and publish CloudTrail logs. Inline Policy:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Action": "logs:CreateLogStream", 
            "Resource": "arn:aws:logs:*:*:log-group:aws-controltower/CloudTrailLogs:*", 
            "Effect": "Allow" 
        }, 
        { 
            "Action": "logs:PutLogEvents", 
            "Resource": "arn:aws:logs:*:*:log-group:aws-controltower/CloudTrailLogs:*", 
            "Effect": "Allow" 
        } 
    ]
}

Trust policy

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Principal": { 
                "Service": "cloudtrail.amazonaws.com" 
            }, 
            "Action": "sts:AssumeRole" 
        } 
    ]
}
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AWSControlTowerBlueprintAccess role requirements

AWS Control Tower requires you to create the AWSControlTowerBlueprintAccess role in the 
designated blueprint hub account, within the same organization.

Role name

The role name must be AWSControlTowerBlueprintAccess.

Role trust policy

The role must be set up to trust the following principals:

• The principal that uses AWS Control Tower in the management account.

• The AWSControlTowerAdmin role in the management account.

The following example shows a least-privilege trust policy:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Principal": { 
                "AWS": [ 
                    "arn:aws:iam::ManagementAccountId:role/AWSControlTowerAdmin",  
                    "arn:aws:iam::ManagementAccountId:role/YourControlTowerUserRole" 
                ] 
            }, 
            "Action": "sts:AssumeRole", 
            "Condition": {} 
        } 
    ]
}

Role permissions

You are required to attach the managed policy AWSServiceCatalogAdminFullAccess to the role.
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AWSServiceRoleForAWSControlTower

This role provides AWS Control Tower with access to the Log Archive account, Audit account, and 
member accounts, for operations critical to maintaining the landing zone, such as notifying you of 
drifted resources.

The AWSServiceRoleForAWSControlTower role requires an attached managed policy and a role 
trust policy for the IAM role.

Managed policy for this role: AWSControlTowerAccountServiceRolePolicy

Role trust policy:

{ 
    "Version": "2012-10-17", 
    "Statement": [ 
        { 
            "Effect": "Allow", 
            "Principal": { 
                "Service": "controltower.amazonaws.com" 
            }, 
            "Action": "sts:AssumeRole" 
        } 
    ]
}

AWSControlTowerAccountServiceRolePolicy

This AWS-managed policy allows AWS Control Tower to call AWS services that provide automated 
account configuration and centralized governance on your behalf.

The policy contains the minimum permissions for AWS Control Tower to implement AWS Security 
Hub findings forwarding for resources managed by Security Hub controls that are part of the
Security Hub Service-managed Standard: AWS Control Tower, and it prevents changes that 
restrict the ability to manage customer accounts. It is part of background AWS Security Hub drift 
detection process that is not directly initiated by a customer.

The policy gives permissions to create Amazon EventBridge rules, specifically for Security Hub 
controls, in each member account, and these rules must specify an exact EventPattern. Also, a rule 
can operate only on rules managed by our service principal.

Service principal: controltower.amazonaws.com
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The JSON artifact for AWSControlTowerAccountServiceRolePolicy is the following:

{ 
 "Version": "2012-10-17", 
 "Statement": [ 
  { 
  //For creating the managed rule 
   "Sid": "AllowPutRuleOnSpecificSourcesAndDetailTypes", 
   "Effect": "Allow", 
   "Action": "events:PutRule", 
   "Resource": "arn:aws:events:*:*:rule/*ControlTower*", 
   "Condition": { 
    "ForAnyValue:StringEquals": { 
     "events:source": "aws.securityhub" 
    }, 
    "Null": { 
     "events:detail-type": "false" 
    }, 
    "StringEquals": { 
     "events:ManagedBy": "controltower.amazonaws.com", 
     "events:detail-type": "Security Hub Findings - Imported" 
    } 
   } 
  }, 
  // Other operations to manage the managed rule 
  { 
   "Sid": "AllowOtherOperationsOnRulesManagedByControlTower", 
   "Effect": "Allow", 
   "Action": [ 
    "events:DeleteRule", 
    "events:EnableRule", 
    "events:DisableRule", 
    "events:PutTargets", 
    "events:RemoveTargets" 
   ], 
   "Resource": "arn:aws:events:*:*:rule/*ControlTower*", 
   "Condition": { 
    "StringEquals": { 
     "events:ManagedBy": "controltower.amazonaws.com" 
    } 
   } 
  }, 
  // More managed rule permissions 
  { 
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   "Sid": "AllowDescribeOperationsOnRulesManagedByControlTower", 
   "Effect": "Allow", 
   "Action": [ 
    "events:DescribeRule", 
    "events:ListTargetsByRule" 
   ], 
   "Resource": "arn:aws:events:*:*:rule/*ControlTower*" 
  }, 
  // Add permission to publish the security notifications to SNS 
  { 
   "Sid": "AllowControlTowerToPublishSecurityNotifications", 
   "Effect": "Allow", 
   "Action": "sns:publish", 
   "Resource": "arn:aws:sns:*:*:aws-controltower-AggregateSecurityNotifications", 
   "Condition": { 
    "StringEquals": { 
     "aws:PrincipalAccount": "${aws:ResourceAccount}" 
    } 
   } 
  }, 
  // For drift verification 
  { 
   "Sid": "AllowActionsForSecurityHubIntegration", 
   "Effect": "Allow", 
   "Action": [ 
    "securityhub:DescribeStandardsControls", 
    "securityhub:GetEnabledStandards" 
   ], 
   "Resource": "arn:aws:securityhub:*:*:hub/default" 
  } 
 ]
}

Updates to this managed policy are summarized in the table, Managed policies for AWS Control 
Tower.

Managed policies for AWS Control Tower

AWS addresses many common use cases by providing standalone IAM policies that are created 
and administered by AWS. Managed policies grant necessary permissions for common use cases so 
you can avoid having to investigate what permissions are needed. For more information, see AWS 
Managed Policies in the IAM User Guide.

Managed policies for AWS Control Tower 2407

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies


AWS Control Tower User Guide

Change Description Date

AWSControlTowerAcc 
ountServiceRolePolicy – A 
new policy

AWS Control Tower added 
a new service-linked role 
that allows AWS Control 
Tower to create and manage 
event rules, and based on 
those rules, to manage drift 
detection for controls that are 
related to Security Hub.

This change is needed so that 
customers can view drifted 
resources in the console, 
when those resources are 
related to Security Hub 
controls that are part of 
the Security Hub Service-
managed Standard: AWS 
Control Tower.

May 22, 2023

AWSControlTowerSer 
viceRolePolicy – Update to an 
existing policy

AWS Control Tower added 
new permissions that allow 
AWS Control Tower to make 
calls to the EnableReg 
ion , ListRegions , and
GetRegionOptStatus

 APIs implemented by the 
AWS Account Managemen 
t service, to make the opt-
in AWS Regions available for 
customer accounts in the 
landing zone (Management 
account, Log archive account, 
Audit account, OU member 
accounts).

April 6, 2023
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Change Description Date

This change is needed so 
that customers can have the 
option to expand Region 
governance by AWS Control 
Tower into the opt-in Regions.

AWSControlTowerSer 
viceRolePolicy – Update to an 
existing policy

AWS Control Tower added 
new permissions that allow 
AWS Control Tower to assume 
the AWSControlTowerBlu 
eprintAccess  role in 
the blueprint (hub) account, 
which is a dedicated account 
in an organization, containin 
g pre-defined blueprints 
stored in one or more Service 
Catalog Products. AWS 
Control Tower assumes the
AWSControlTowerBlu 
eprintAccess  role to 
perform three tasks: create 
a Service Catalog Portfolio, 
add the requested blueprint 
Product, and share the 
Portfolio to a requested 
member account at account 
provisioning time.

This change is needed so 
that customers can provision 
 customized accounts through 
AWS Control Tower Account 
Factory.

October 28, 2022
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Change Description Date

AWSControlTowerSer 
viceRolePolicy – Update to an 
existing policy

AWS Control Tower added 
new permissions that allow 
customers to set up organizat 
ion-level AWS CloudTrail 
trails, starting in landing zone 
version 3.0.

The organization-based 
CloudTrail feature requires 
customers to have trusted 
access enabled for the 
CloudTrail service, and the 
IAM user or role must have 
permission to create an 
organization-level trail in the 
management account.

June 20, 2022
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Change Description Date

AWSControlTowerSer 
viceRolePolicy – Update to an 
existing policy

AWS Control Tower added 
new permissions that allow 
customers to use KMS key 
encryption.

The KMS feature allows 
customers to provide their 
own KMS key to encrypt their 
CloudTrail logs. Customers 
also can change the KMS key 
during landing zone update 
or repair. When updating the 
KMS key, AWS CloudForm 
ation needs permissions 
to call the AWS CloudTrail
PutEventSelector  API. 
The change to the policy 
is to allow the AWSContro 
lTowerAdmin role to call the 
AWS CloudTrail PutEventS 
elector  API.

July 28, 2021

AWS Control Tower started 
tracking changes

AWS Control Tower started 
tracking changes for its AWS 
managed policies.

May 27, 2021
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Security in AWS Control Tower

Cloud security at AWS is the highest priority. As an AWS customer, you benefit from a data center 
and network architecture that is built to meet the requirements of the most security-sensitive 
organizations.

Security is a shared responsibility between AWS and you. The shared responsibility model describes 
this as security of the cloud and security in the cloud:

• Security of the cloud – AWS is responsible for protecting the infrastructure that runs AWS 
services in the AWS Cloud. AWS also provides you with services that you can use securely. The 
effectiveness of our security is regularly tested and verified by third-party auditors as part of the
AWS compliance programs. To learn about the compliance programs that apply to AWS Control 
Tower, see AWS Services in Scope by Compliance Program.

• Security in the cloud – Your responsibility is determined by the AWS services that you use. You 
are also responsible for other factors including the sensitivity of your data, your organization's 
requirements, and applicable laws and regulations.

This documentation helps you understand how to apply the shared responsibility model when 
using AWS Control Tower. The following topics show you how to configure AWS Control Tower to 
meet your security and compliance objectives. You also learn how to use other AWS services that 
help you monitor and secure your AWS Control Tower resources.

Data Protection in AWS Control Tower

The AWS shared responsibility model applies to data protection in AWS Control Tower. As 
described in this model, AWS is responsible for protecting the global infrastructure that runs all 
of the AWS Cloud. You are responsible for maintaining control over your content that is hosted on 
this infrastructure. You are also responsible for the security configuration and management tasks 
for the AWS services that you use. For more information about data privacy, see the Data Privacy 
FAQ. For information about data protection in Europe, see the AWS Shared Responsibility Model 
and GDPR blog post on the AWS Security Blog.

For data protection purposes, we recommend that you protect AWS account credentials and set 
up individual users with AWS IAM Identity Center or AWS Identity and Access Management (IAM). 
That way, each user is given only the permissions necessary to fulfill their job duties. We also 
recommend that you secure your data in the following ways:

Data Protection 2412

https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/


AWS Control Tower User Guide

• Use multi-factor authentication (MFA) with each account.

• Use SSL/TLS to communicate with AWS resources. We require TLS 1.2 and recommend TLS 1.3.

• Set up API and user activity logging with AWS CloudTrail.

• Use AWS encryption solutions, along with all default security controls within AWS services.

• Use advanced managed security services such as Amazon Macie, which assists in discovering and 
securing sensitive data that is stored in Amazon S3.

• If you require FIPS 140-2 validated cryptographic modules when accessing AWS through a 
command line interface or an API, use a FIPS endpoint. For more information about the available 
FIPS endpoints, see Federal Information Processing Standard (FIPS) 140-2.

We strongly recommend that you never put confidential or sensitive information, such as your 
customers' email addresses, into tags or free-form text fields such as a Name field. This includes 
when you work with AWS Control Tower or other AWS services using the console, API, AWS CLI, or 
AWS SDKs. Any data that you enter into tags or free-form text fields used for names may be used 
for billing or diagnostic logs. If you provide a URL to an external server, we strongly recommend 
that you do not include credentials information in the URL to validate your request to that server.

Note

User activity logging with AWS CloudTrail is handled automatically in AWS Control Tower 
when you set up your landing zone.

For more information about data protection, see the AWS Shared Responsibility Model and GDPR
blog post on the AWS Security Blog. AWS Control Tower provides the following options that you 
can use to help secure the content that exists in your landing zone:

Topics

• Encryption at Rest

• Encryption in Transit

• Restrict Access to Content
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Encryption at Rest

AWS Control Tower uses Amazon S3 buckets and Amazon DynamoDB databases that are encrypted 
at rest by using Amazon S3-Managed Keys (SSE-S3) in support of your landing zone. This 
encryption is configured by default when you set up your landing zone. Optionally, you can 
configure your landing zone to encrypt resources with KMS encryption keys. You can also establish 
encryption at rest for the services you use in your landing zone for the services that support it. For 
more information, see the security chapter of that service's online documentation.

Encryption in Transit

AWS Control Tower uses Transport Layer Security (TLS) and client-side encryption for encryption in 
transit in support of your landing zone. In addition, accessing AWS Control Tower requires using the 
console, which can only be accessed through an HTTPS endpoint. This encryption is configured by 
default when you set up your landing zone.

Restrict Access to Content

As a best practice, you should restrict access to the appropriate subset of users. With AWS Control 
Tower, you can do this by ensuring that your central cloud administrators and end users have 
the right IAM permissions or, in the case of IAM Identity Center users, that they are in the correct 
groups.

• For more information about roles and policies for IAM entities, see IAM User Guide.

• For more information about the IAM Identity Center groups that are created when you set up 
your landing zone, see IAM Identity Center Groups for AWS Control Tower.

Compliance Validation for AWS Control Tower

AWS Control Tower is a well-architected service that can help your organization meet your 
compliance needs with controls and best practices. Additionally, third-party auditors assess the 
security and compliance of a number of the services you can use in your landing zone as a part of 
multiple AWS compliance programs. These include SOC, PCI, FedRAMP, HIPAA, and others.

For a list of AWS services in scope of specific compliance programs, see AWS Services in Scope by 
Compliance Program. For general information, see AWS Compliance Programs.

You can download third-party audit reports using AWS Artifact. For more information, see
Downloading Reports in AWS Artifact in the AWS Artifact User Guide.
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Your compliance responsibility when using AWS Control Tower is determined by the sensitivity 
of your data, your company’s compliance objectives, and applicable laws and regulations. AWS 
provides the following resources to help with compliance:

• Security and Compliance Quick Start Guides – These deployment guides discuss architectural 
considerations and provide steps for deploying security- and compliance-focused baseline 
environments on AWS.

• Architecting for HIPAA Security and Compliance on Amazon Web Services – This whitepaper 
describes how companies can use AWS to create HIPAA-compliant applications.

• AWS Compliance Resources – This collection of workbooks and guides might apply to your 
industry and location.

• AWS Config – This AWS service assesses how well your resource configurations comply with 
internal practices, industry guidelines, and regulations.

• AWS Security Hub – This AWS service provides a comprehensive view of your security state within 
AWS that helps you check your compliance with security industry standards and best practices.

Resilience in AWS Control Tower

The AWS global infrastructure is built around AWS Regions and Availability Zones.

AWS Regions provide multiple physically separated and isolated Availability Zones, which 
are connected by means of low-latency, high-throughput, and highly redundant networking. 
Availability Zones allow you to design and operate applications and databases that automatically 
fail over between Availability Zones without interruption. Availability Zones are more highly 
available, fault tolerant, and scalable than traditional single or multiple data center infrastructures.

For a list of AWS Regions where AWS Control Tower is available, see How AWS Regions Work With 
AWS Control Tower.

Your home region is defined as the AWS Region in which your landing zone was set up.

For more information about AWS Regions and Availability Zones, see AWS Global Infrastructure.

Infrastructure Security in AWS Control Tower

AWS Control Tower is protected by the AWS global network security procedures that are described 
in the Amazon Web Services: Overview of Security Processes whitepaper.
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You use AWS published API calls for access to AWS services and resources within your landing zone 
through the network. We require Transport Layer Security (TLS) 1.2 and recommend Transport 
Layer Security (TLS) 1.3 or later. Clients must also support cipher suites with perfect forward 
secrecy (PFS) such as Ephemeral Diffie-Hellman (DHE) or Elliptic Curve Ephemeral Diffie-Hellman 
(ECDHE). Most modern systems such as Java 7 and later support these modes.

Additionally, requests must be signed by using an access key ID and a secret access key that is 
associated with an IAM principal. Or you can use the AWS Security Token Service (AWS STS) to 
generate temporary security credentials to sign requests.

You can set up security groups to provide additional network infrastructure security for your AWS 
Control Tower landing zone workloads. For more information, see Walkthrough: Set Up Security 
Groups in AWS Control Tower With AWS Firewall Manager.
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Logging and monitoring in AWS Control Tower

Monitoring allows you to plan for and respond to potential incidents. The results of monitoring 
activities are stored in log files. Therefore, logging and monitoring are closely related concepts, and 
they are an important part of the well-architected nature of AWS Control Tower.

When you set up your landing zone, one of the shared accounts created is the log archive account. 
It is dedicated to collecting all logs centrally, including logs for all of your shared and member 
accounts. Log files are stored in an Amazon S3 bucket. These log files allow administrators and 
auditors to review actions and events that have occurred.

As a best practice, you should collect monitoring data from all of the parts of your AWS setup 
into your logs, so that you can more easily debug a multi-point failure if one occurs. AWS provides 
several tools for monitoring your resources and activity in your landing zone.

For example, the status of your controls is monitored constantly. You can see their status at a 
glance in the AWS Control Tower console, or programmatically by means of the AWS Control Tower 
APIs. The health and status of the accounts you provisioned in Account Factory also is monitored 
constantly.

View logged actions from the Activities page

In the AWS Control Tower console, the Activities page provides an overview of AWS Control 
Tower management account actions. To navigate to the AWS Control Tower Activities page, select
Activities from the left navigation.

The activities shown in the Activities page are the same ones reported in the AWS CloudTrail 
events log for AWS Control Tower, but they're shown in a table format. To learn more about a 
specific activity, select the activity from the table and then choose View details.

You can view member account actions and events in the log archive files.

The following sections describe monitoring and logging in AWS Control Tower with more detail:

Topics

• Integrated tools for monitoring

• Logging AWS Control Tower Actions with AWS CloudTrail

• Lifecycle Events in AWS Control Tower

• Using AWS User Notifications with AWS Control Tower
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About logging in AWS Control Tower

AWS Control Tower accomplishes logging of actions and events automatically, through its 
integration with AWS CloudTrail and AWS Config, and it records them in CloudWatch. All actions 
are logged, including actions from the AWS Control Tower management account and from your 
organization's member accounts. Management account actions and events are viewable on the
Activities page in the console. You can view member account actions and events in the log archive 
files.

Organization-level trails

AWS Control Tower sets up a new CloudTrail trail when you set up a landing zone. It is an
organization-level trail, which means that it logs all events for the management account and all 
member accounts in the organization. This feature relies on trusted access to give the management 
account permissions to create a trail on every member account.

For more information about AWS Control Tower and CloudTrail organization trails, see Creating a 
trail for an organization.

Note

In AWS Control Tower releases before landing zone version 3.0, AWS Control Tower created 
a member account trail in each account. When you update to release 3.0, your CloudTrail 
trail becomes an organization trail. For best practices when moving between trails, see Best 
practices for changing trails in the CloudTrail User Guide.

When you enroll an account into AWS Control Tower, your account is governed by the AWS 
CloudTrail trail for the AWS Control Tower organization. If you have an existing deployment of a 
CloudTrail trail in that account, you may see duplicate charges unless you delete the existing trail 
for the account before you enroll it in AWS Control Tower.

Note

When you update to landing zone version 3.0, AWS Control Tower deletes the account-level 
trails (that AWS Control Tower has created) in your enrolled accounts on your behalf. Your 
existing, account-level log files are preserved in their Amazon S3 bucket.
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Amazon S3 bucket policy in the audit account

In AWS Control Tower, AWS services have access to your resources only when the request originates 
from your organization or organizational unit (OU). An aws:SourceOrgID condition must be met 
for any write permissions.

You can use the aws:SourceOrgID condition key and set the value to your organization ID in the 
condition element of your S3 bucket policy. This condition ensures that CloudTrail only can write 
logs on behalf of accounts within your organization to your S3 bucket; it prevents CloudTrail logs 
outside your organization from writing to your AWS Control Tower S3 bucket.

This policy remediates a potential security vulnerability, without affecting the functionality of your 
existing workloads. The policy is shown in the example that follows.

S3AuditBucketPolicy: 
    Type: AWS::S3::BucketPolicy 
    Properties: 
      Bucket: !Ref S3AuditBucket 
      PolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Sid: AllowSSLRequestsOnly 
            Effect: Deny 
            Principal: '*' 
            Action: s3:* 
            Resource: 
             - !Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}" 
             - !Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}/*" 
            Condition: 
              Bool: 
                aws:SecureTransport: false 
          - Sid: AWSBucketPermissionsCheck 
            Effect: Allow 
            Principal: 
              Service: 
                - cloudtrail.amazonaws.com 
                - config.amazonaws.com 
            Action: s3:GetBucketAcl 
            Resource: 
              - !Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}" 
          - Sid: AWSConfigBucketExistenceCheck 
            Effect: Allow 
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            Principal: 
              Service: 
                - cloudtrail.amazonaws.com 
                - config.amazonaws.com 
            Action: s3:ListBucket 
            Resource: 
              - !Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}" 
          - Sid: AWSBucketDeliveryForConfig 
            Effect: Allow 
            Principal: 
              Service: 
                - config.amazonaws.com 
            Action: s3:PutObject 
            Resource: 
              - Fn::Join: 
                  - "" 
                  - 
                    - !Sub "arn:${AWS::Partition}:s3:::" 
                    - !Ref "S3AuditBucket" 
                    - !Sub "/${AWSLogsS3KeyPrefix}/AWSLogs/*/*" 
             Condition: 
              StringEquals: 
                aws:SourceOrgID: !Ref OrganizationId
          - Sid: AWSBucketDeliveryForOrganizationTrail 
            Effect: Allow 
            Principal: 
              Service: 
                - cloudtrail.amazonaws.com 
            Action: s3:PutObject 
            Resource: !If [IsAccountLevelBucketPermissionRequiredForCloudTrail, 
                [!Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}/
${AWSLogsS3KeyPrefix}/AWSLogs/${Namespace}/*", !Sub "arn:${AWS::Partition}:s3:::
${S3AuditBucket}/${AWSLogsS3KeyPrefix}/AWSLogs/${OrganizationId}/*"], 
                !Sub "arn:${AWS::Partition}:s3:::${S3AuditBucket}/
${AWSLogsS3KeyPrefix}/AWSLogs/*/*"] 
             Condition: 
              StringEquals: 
            aws:SourceOrgID: !Ref OrganizationId

For more information about this condition key, see the IAM documentation and the IAM blog post 
entitled "Use scalable controls for AWS services accessing your resources."
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Integrated tools for monitoring

Monitoring is an important part of maintaining the reliability, availability, and performance of 
AWS Control Tower and your other AWS solutions. AWS provides the following monitoring tools 
to watch AWS Control Tower, report when something is wrong, and take automatic actions when 
appropriate:

• Amazon CloudWatch monitors your AWS resources and the applications you run on AWS in real 
time. You can collect and track metrics, create customized dashboards, and set alarms that notify 
you or take actions when a specified metric reaches a threshold that you specify. For example, 
you can have CloudWatch track CPU usage or other metrics of your Amazon EC2 instances 
and automatically launch new instances when needed. For more information, see the Amazon 
CloudWatch User Guide.

• Amazon CloudWatch Events delivers a near real-time stream of system events that describe 
changes in AWS resources. CloudWatch Events enables automated event-driven computing, as 
you can write rules that watch for certain events and trigger automated actions in other AWS 
services when these events happen. For more information, see the Amazon CloudWatch Events 
User Guide.

• Amazon CloudWatch Logs enables you to monitor, store, and access your log files from Amazon 
EC2 instances, CloudTrail, and other sources. CloudWatch Logs can monitor information in the 
log files and notify you when certain thresholds are met. You can also archive your log data in 
highly durable storage. For more information, see the Amazon CloudWatch Logs User Guide.

• AWS CloudTrail captures API calls and related events made by or on behalf of your AWS account 
and delivers the log files to an Amazon S3 bucket that you specify. You can identify which users 
and accounts called AWS, the source IP address from which the calls were made, and when the 
calls occurred.

Tip: You can view and query CloudTrail activity on an account through CloudWatch Logs and 
CloudWatch Logs Insights. This activity includes AWS Control Tower lifecycle events. CloudWatch 
Logs’ capabilities allow you to perform more granular and precise queries than you would normally 
be able to make using CloudTrail.

For more information, see Logging AWS Control Tower Actions with AWS CloudTrail.
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Logging AWS Control Tower Actions with AWS CloudTrail

AWS Control Tower is integrated with AWS CloudTrail, a service that provides a record of actions 
taken by a user, role, or an AWS service in AWS Control Tower. CloudTrail captures actions for AWS 
Control Tower as events. If you create a trail, you can enable continuous delivery of CloudTrail 
events to an Amazon S3 bucket, including events for AWS Control Tower.

If you don't configure a trail, you can still view the most recent events in the CloudTrail console in
Event history. Using the information collected by CloudTrail, you can determine the request that 
was made to AWS Control Tower, the IP address from which the request was made, who made the 
request, when it was made, and additional details.

To learn more about CloudTrail, including how to configure and enable it, see the AWS CloudTrail 
User Guide.

AWS Control Tower Information in CloudTrail

CloudTrail is enabled on your AWS account when you create the account. When supported event 
activity occurs in AWS Control Tower, that activity is recorded in a CloudTrail event along with 
other AWS service events in Event history. You can view, search, and download recent events in 
your AWS account. For more information, see Viewing Events with CloudTrail Event History.

Note

In AWS Control Tower releases before landing zone version 3.0, AWS Control Tower created 
a member account trail. When you update to release 3.0, your CloudTrail trail is updated to 
become an organization trail. For best practices when moving between trails, see Creating 
an organizational trail in the CloudTrail User Guide.

Recommended: Create a trail

For an ongoing record of events in your AWS account, including events for AWS Control Tower, 
create a trail. A trail enables CloudTrail to deliver log files to an Amazon S3 bucket. By default, 
when you create a trail in the console, the trail applies to all AWS Regions. The trail logs events 
from all Regions in the AWS partition and delivers the log files to the Amazon S3 bucket that you 
specify. Additionally, you can configure other AWS services to further analyze and act upon the 
event data collected in CloudTrail logs. For more information, see the following:
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• Overview for Creating a Trail

• Prepare for creating a trail

• Managing CloudTrail costs

• CloudTrail Supported Services and Integrations

• Configuring Amazon SNS Notifications for CloudTrail

• Receiving CloudTrail Log Files from Multiple Regions and Receiving CloudTrail Log Files from 
Multiple Accounts

AWS Control Tower logs the following actions as events in CloudTrail log files:

Public APIs

• DisableControl

• EnableControl

• GetControlOperation

• ListEnabledControls

Other APIs

• SetupLandingZone

• UpdateAccountFactoryConfig

• ManageOrganizationalUnit

• CreateManagedAccount

• EnableGuardrail

• GetLandingZoneStatus

• GetHomeRegion

• ListManagedAccounts

• DescribeManagedAccount

• DescribeAccountFactoryConfig

• DescribeGuardrailForTarget

• DescribeManagedOrganizationalUnit

• ListEnabledGuardrails
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• ListGuardrailViolations

• ListGuardrails

• ListGuardrailsForTarget

• ListManagedAccountsForGuardrail

• ListManagedAccountsForParent

• ListManagedOrganizationalUnits

• ListManagedOrganizationalUnitsForGuardrail

• GetGuardrailComplianceStatus

• DescribeGuardrail

• ListDirectoryGroups

• DescribeSingleSignOn

• DescribeCoreService

• GetAvailableUpdates

Every event or log entry contains information about who generated the request. The identity 
information helps you determine the following:

• Whether the request was made with root or AWS Identity and Access Management (IAM) user 
credentials.

• Whether the request was made with temporary security credentials for a role or federated user.

• Whether the request was made by another AWS service.

• Whether the request was rejected as access denied or processed successfully.

For more information, see the CloudTrail userIdentity Element.

Example: AWS Control Tower Log File Entries

A trail is a configuration that enables delivery of events as log files to an Amazon S3 bucket that 
you specify. CloudTrail log files contain one or more log entries. An event represents a single 
request from any source and includes information about the requested action, the date and time 
of the action, request parameters, and so on. CloudTrail events don't appear in any specific order in 
the log files.
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The following example shows a CloudTrail log entry that shows the structure of a typical log file 
entry for a SetupLandingZone AWS Control Tower event, including a record of the identity of the 
user who initiated the action.

{ 
  "eventVersion": "1.05", 
  "userIdentity": { 
    "type": "AssumedRole", 
    "principalId": "AIDACKCEVSQ6C2EXAMPLE:backend-test-assume-role-session", 
    "arn": "arn:aws:sts::76543EXAMPLE;:assumed-role/AWSControlTowerTestAdmin/backend-
test-assume-role-session", 
    "accountId": "76543EXAMPLE", 
    "accessKeyId": "AKIAIOSFODNN7EXAMPLE", 
    "sessionContext": { 
      "attributes": { 
        "mfaAuthenticated": "false", 
        "creationDate": "2018-11-20T19:36:11Z" 
      }, 
      "sessionIssuer": { 
        "type": "Role", 
        "principalId": "AIDACKCEVSQ6C2EXAMPLE", 
        "arn": "arn:aws:iam::AKIAIOSFODNN7EXAMPLE:role/AWSControlTowerTestAdmin", 
        "accountId": "AIDACKCEVSQ6C2EXAMPLE", 
        "userName": "AWSControlTowerTestAdmin" 
      } 
    } 
  }, 
  "eventTime": "2018-11-20T19:36:15Z", 
  "eventSource": "controltower.amazonaws.com", 
  "eventName": "SetupLandingZone", 
  "awsRegion": "us-east-1", 
  "sourceIPAddress": "AWS Internal", 
  "userAgent": "Coral/Netty4", 
  "errorCode": "InvalidParametersException", 
  "errorMessage": "Home region EU_CENTRAL_1 is unsupported", 
  "requestParameters": { 
    "homeRegion": "EU_CENTRAL_1", 
    "logAccountEmail": "HIDDEN_DUE_TO_SECURITY_REASONS", 
    "sharedServiceAccountEmail": "HIDDEN_DUE_TO_SECURITY_REASONS", 
    "securityAccountEmail": "HIDDEN_DUE_TO_SECURITY_REASONS", 
    "securityNotificationEmail": "HIDDEN_DUE_TO_SECURITY_REASONS" 
  }, 
  "responseElements": null, 
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  "requestID": "96f47b68-ed5f-4268-931c-807cd1f89a96", 
  "eventID": "4ef5cf08-39e5-4fdf-9ea2-b07ced506851", 
  "eventType": "AwsApiCall", 
  "recipientAccountId": "76543EXAMPLE"
} 
   

Monitor resource changes with AWS Config

AWS Control Tower enables AWS Config on all enrolled accounts, so that it can monitor compliance 
through detective controls, record resource changes, and deliver resource change logs to the log 
archive account.

If your landing zone version is earlier than 3.0: For your enrolled accounts, AWS Config logs all 
changes to resources, for all Regions in which the account operates. Each change is modeled as 
a configuration item (CI), which contains information such as the resource identifier, the Region, 
the date that each change was recorded, and whether the change relates to a known resource or a 
newly discovered one.

If your landing zone version is 3.0 or later: AWS Control Tower limits recording for global 
resources, such as IAM users, groups, roles, and customer managed polices, to your home Region 
only. Copies of global resource changes are not stored in every Region. This limitation of resource 
recording conforms with AWS Config best practices. A full list of global resources is available in 
AWS Config documentation.

• To learn more about AWS Config, see  How AWS Config works.

• For a list of resources that AWS Config can support, see Supported resource types.

• To learn about how to customize resource tracking in the AWS Control Tower environment, see 
the blog post entitled Customize AWS Config resource tracking in AWS Control Tower.

AWS Control Tower sets up an AWS Config delivery channel in all enrolled accounts. Through this 
delivery channel, it logs all changes recorded by AWS Config in the log archive account, where they 
are stored to a folder in an Amazon Simple Storage Service bucket.

Manage AWS Config costs in AWS Control Tower

This section describes how AWS Config records and bills you for changes to resources in your AWS 
Control Tower accounts. This information may help you understand how to manage the costs 
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associated with AWS Config, when you're utilizing AWS Control Tower. AWS Control Tower adds no 
additional cost.

Note

If your landing zone version is 3.0 or later: AWS Control Tower limits AWS Config 
recording for global resources, such as IAM users, groups, roles, and customer-managed 
polices, to your home Region only. Therefore, some of the information in this section may 
not apply to your landing zone.

AWS Config is designed to record each change to each resource, in each Region where an account 
operates, as a configuration item (CI). AWS Config bills you for each configuration item that it 
generates.

How AWS Config operates

AWS Config records resources in each Region, separately. Some global resources, such as IAM roles, 
are recorded once per Region. For example, if you create a new IAM role in an enrolled account 
that is operating in five Regions, AWS Config generates five CIs, one for each Region. Other global 
resources, such as Route 53 hosted zones, are recorded only once across all Regions. For example, 
if you create a new Route 53 hosted zone in an enrolled account, AWS Config generates one CI, 
regardless of how many Regions are selected for that account. For a list that helps you distinguish 
these types of resources, see The same resource is recorded multiple times.

Note

When AWS Control Tower works with AWS Config, a Region may be governed by AWS 
Control Tower, or ungoverned, and AWS Config still records the changes if the account 
operates in that Region.

AWS Config detects two types of relationships in resources

AWS Config makes a distinction between direct and indirect relationships among resources. If a 
resource is returned in another resource's Describe API call, those resources are recorded as a direct 
relationship. When you change a resource in a direct relationship with another resource, AWS 
Config does not make a CI for both resources.

Manage Config costs 2427



AWS Control Tower User Guide

For example, if you create an Amazon EC2 instance, and the API requires you to create a network 
interface, AWS Config considers the Amazon EC2 instance to have a direct relationship with the 
network interface. As a result, AWS Config generates only one CI.

AWS Config records separate changes for resource relationships that are indirect relationships. 
For example, AWS Config generates two CIs if you create a security group and add an associated 
Amazon EC2 instance that's part of the security group.

For more information about direct and indirect relationships, see What is a direct and an indirect 
relationship with respect to a resource?

You can find a list of resource relationships in the AWS Config documentation.

View the AWS Config recorder data on enrolled accounts

AWS Config is integrated with CloudWatch so that you can view AWS Config CIs in a dashboard. For 
more information, see the blog post entitled AWS Config supports Amazon CloudWatch metrics.

Programmatically, to view AWS Config data, you can work with the AWS CLI, or you can utilize 
other AWS tools.

Query the AWS Config recorder data on a specific resource

You can use the AWS CLI to retrieve a list of the most recent changes for a resource.

Resource history command:

• aws configservice get-resource-config-history --resource-type RESOURCE-
TYPE --resource-id RESOURCE-ID --region REGION

To learn more, see the API documentation for get-config-history.

Visualize AWS Config data with Amazon QuickSight

You can visualize and query resources recorded by AWS Config across your entire organization. For 
more information, see Visualizing AWS Config data using Amazon Athena and Amazon QuickSight.

Troubleshooting AWS Config in AWS Control Tower

This section gives information about some problems you may encounter when using AWS Config 
with AWS Control Tower.

View the AWS Config recorder data on enrolled accounts 2428

https://docs.aws.amazon.com/config/latest/developerguide/faq.html#faq-0
https://docs.aws.amazon.com/config/latest/developerguide/faq.html#faq-0
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://aws.amazon.com/about-aws/whats-new/2022/05/aws-config-supports-amazon-cloudwatch-metrics
https://docs.aws.amazon.com/cli/latest/reference/configservice/get-resource-config-history.html
https://aws.amazon.com/blogs/mt/visualizing-aws-config-data-using-amazon-athena-and-amazon-quicksight/


AWS Control Tower User Guide

High AWS Config costs

If your workflow includes processes that create, update, or delete resources frequently, or if it 
handles resources in large numbers, that workflow may generate large numbers of CIs. If you run 
these processes in a non-production account, consider unenrolling the account. You may need to 
de-activate the AWS Config recorder for that account manually.

Note

After you unenroll the account, AWS Control Tower cannot enforce detective controls or log 
account events, such as AWS Config activities, for resources in that account.

For more information, see Unmanage an enrolled account. To learn how to deactivate the AWS 
Config recorder, see Managing the configuration recorder.

The same resource is recorded multiple times

Check whether the resource is a global resource. For AWS Control Tower landing zones prior to 
version 3.0, AWS Config may record certain global resources once for each Region in which AWS 
Config is operating. For example, if AWS Config is enabled on eight Regions, each role is recorded 
eight times.

The following resources are recorded once for each Region in which AWS Config is operating:

• AWS::IAM::Group

• AWS::IAM::Policy

• AWS::IAM::Role

• AWS::IAM::User

Other global resources are recorded only once. Here are some examples of resources that are 
recorded once:

• AWS::Route53::HostedZone

• AWS::Route53::HealthCheck

• AWS::ECR::PublicRepository

• AWS::GlobalAccelerator::Listener
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• AWS::GlobalAccelerator::EndpointGroup

• AWS::GlobalAccelerator::Accelerator

AWS Config did not record a resource

Certain resources have dependency relationships with other resources. These relationships may be
direct or indirect. You can find a list of deprecated indirect relationships in the AWS Config FAQ.

Lifecycle Events in AWS Control Tower

Some events logged by AWS Control Tower are lifecycle events. A lifecycle event's purpose is to 
mark the completion of certain AWS Control Tower actions that change the state of resources. 
Lifecycle events apply to resources that AWS Control Tower creates or manages, such as 
organizational units (OUs), accounts, and controls.

Characteristics of AWS Control Tower lifecycle events

• For each lifecycle event, the event log shows whether the originating Control Tower action 
completed successfully, or failed.

• AWS CloudTrail automatically records each lifecycle event as a non-API AWS service event. For 
more information, see  the AWS CloudTrail User Guide.

• Each lifecycle event also is delivered to the Amazon EventBridge and Amazon CloudWatch Events 
services.

Lifecycle events in AWS Control Tower offer two primary benefits:

• Because a lifecycle event registers the completion of an AWS Control Tower action, you can 
create an Amazon EventBridge rule or Amazon CloudWatch Events rule that can trigger the next 
steps in your automation workflow, based on the state of the lifecycle event.

• The logs provide additional detail to assist administrators and auditors in reviewing certain types 
of activity in your organizations.

How lifecycle events work

AWS Control Tower relies upon multiple services to implement its actions. Therefore, each lifecycle 
event is recorded only after a series of actions is complete. For example, when you enable a control 
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on an OU, AWS Control Tower launches a series of sub-steps that implement the request. The final 
result of the entire series of sub-steps is recorded in the log as the state of the lifecycle event.

• If every underlying sub-step has completed successfully, the lifecycle event state is recorded as
Succeeded.

• If any of the underlying sub-steps did not complete successfully, the lifecycle event state is 
recorded as Failed.

Each lifecycle event includes a logged timestamp that shows when the AWS Control Tower action 
was initiated, and another timestamp showing when the lifecycle event is completed, marking 
success or failure.

Viewing lifecycle events in Control Tower

You can view lifecycle events from the Activities page in your AWS Control Tower dashboard.

• To navigate to the Activities page, choose Activities from the left navigation pane.

• To get more details about a specific event, select the event and then choose the View details
button at the upper right.

For more information about how to integrate AWS Control Tower lifecycle events into your 
workflows, see this blog post, Using lifecycle events to track AWS Control Tower actions and trigger 
automated workflows.

Expected behavior of CreateManagedAccount and UpdateManagedAccount lifecycle events

When you create an account or enroll an account in AWS Control Tower, those two actions call the 
same internal API. If there's an error during the process, it usually occurs after the account has been 
created but is not fully provisioned. When you retry to create the account after the error, or when 
you try to update the provisioned product, AWS Control Tower sees that the account already exists.

Because the account exists, AWS Control Tower records the UpdateManagedAccount lifecycle 
event instead of the CreateManagedAccount lifecycle event at the end of the retry request. You 
may have expected to see another CreateManagedAccount event because of the error. However, 
the UpdateManagedAccount lifecycle event is the expected and desired behavior.

If you plan to create or enroll accounts into AWS Control Tower using automated methods, 
program the Lambda function to look for UpdateManagedAccount lifecycle events as well as
CreateManagedAccount lifecycle events.
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Lifecycle event names

Each lifecycle event is named so that it corresponds to the originating AWS Control Tower 
action, which also is recorded by AWS CloudTrail. Thus, for example, a lifecycle event 
originated by the AWS Control Tower CreateManagedAccount CloudTrail event is named
CreateManagedAccount.

Each name in the list that follows is a link to an example of the logged detail in JSON format. The 
additional detail shown in these examples is taken from the Amazon CloudWatch event logs.

Although JSON does not support comments, some comments have been added in the examples 
for explanatory purposes. Comments are preceded by "//" and they appear in the right side of the 
examples.

In these examples, some account names and organization names are obscured. An accountId is 
always a 12-number sequence, which has been replaced with "xxxxxxxxxxxx" in the examples. An
organizationalUnitID is a unique string of letters and numbers. Its form is preserved in the 
examples.

• CreateManagedAccount: The log records whether AWS Control Tower successfully completed 
every action to create and provision a new account using account factory.

• UpdateManagedAccount: The log records whether AWS Control Tower successfully completed 
every action to update a provisioned product that's associated with an account you had 
previously created by using account factory.

• EnableGuardrail: The log records whether AWS Control Tower successfully completed every 
action to enable a control on an OU that was created by AWS Control Tower.

• DisableGuardrail: The log records whether AWS Control Tower successfully completed every 
action to disable a control on an OU that was created by AWS Control Tower.

• SetupLandingZone: The log records whether AWS Control Tower successfully completed every 
action to set up a landing zone.

• UpdateLandingZone: The log records whether AWS Control Tower successfully completed 
every action to update your existing landing zone.

• RegisterOrganizationalUnit: The log records whether AWS Control Tower successfully 
completed every action to enable its governance features on an OU.

• DeregisterOrganizationalUnit: The log records whether AWS Control Tower successfully 
completed every action to disable its governance features on an OU.
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• PrecheckOrganizationalUnit: The log records whether AWS Control Tower detected 
any resource that would would prevent the Extend governance operation from completing 
successfully.

The following sections provide a list of AWS Control Tower lifecycle events, with examples of the 
details logged for each type of lifecycle event.

CreateManagedAccount

This lifecycle event records whether AWS Control Tower successfully created and provisioned 
a new account using account factory. This event corresponds to the AWS Control Tower
CreateManagedAccount CloudTrail event. The lifecycle event log includes the accountName
and accountId of the newly-created account, and the organizationalUnitName and
organizationalUnitId of the OU in which the account has been placed.

{ 
    "version": "0", 
    "id": "999cccaa-eaaa-0000-1111-123456789012",          
    "detail-type": "AWS Service Event via CloudTrail", 
    "source": "aws.controltower", 
    "account": "XXXXXXXXXXXX",                                   // Management account 
 ID.  
    "time": "2018-08-30T21:42:18Z",                              // Format: yyyy-MM-
dd'T'hh:mm:ssZ  
    "region": "us-east-1",                                       // AWS Control Tower 
 home region. 
    "resources": [ ], 
    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "XXXXXXXXXXXX",                        
            "invokedBy": "AWS Internal" 
        }, 
        "eventTime": "2018-08-30T21:42:18Z",                     // Timestamp when call 
 was made. Format: yyyy-MM-dd'T'hh:mm:ssZ. 
        "eventSource": "controltower.amazonaws.com", 
        "eventName": "CreateManagedAccount",                   
        "awsRegion": "us-east-1",                                
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "0000000-0000-0000-1111-123456789012",         
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        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            "createManagedAccountStatus": { 
                "organizationalUnit":{ 
                    "organizationalUnitName":"Custom", 
                    "organizationalUnitId":"ou-XXXX-l3zc8b3h" 

                    }, 
                "account":{ 
                    "accountName":"LifeCycle1", 
                    "accountId":"XXXXXXXXXXXX" 
                    }, 
                "state":"SUCCEEDED", 
                "message":"AWS Control Tower successfully created a managed account.", 
                "requestedTimestamp":"2019-11-15T11:45:18+0000", 
                "completedTimestamp":"2019-11-16T12:09:32+0000"} 
        } 
    }
}

UpdateManagedAccount

This lifecycle event records whether AWS Control Tower successfully updated the provisioned 
product associated with an account that was created previously by using account factory. This 
event corresponds to the AWS Control Tower UpdateManagedAccount CloudTrail event. The 
lifecycle event log includes the accountName and accountId of the associated account, and 
the organizationalUnitName and organizationalUnitId of the OU in which the updated 
account is placed.

{ 
    "version": "0", 
    "id": "999cccaa-eaaa-0000-1111-123456789012",                 
    "detail-type": "AWS Service Event via CloudTrail", 
    "source": "aws.controltower", 
    "account": "XXXXXXXXXXXX",                                   // AWS Control Tower 
 organization management account. 
    "time": "2018-08-30T21:42:18Z",                              // Format: yyyy-MM-
dd'T'hh:mm:ssZ  
    "region": "us-east-1",                                       // AWS Control Tower 
 home region. 
    "resources": [], 
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    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "XXXXXXXXX",                         
            "invokedBy": "AWS Internal" 
        }, 
        "eventTime": "2018-08-30T21:42:18Z",                     // Timestamp when call 
 was made. Format: yyyy-MM-dd'T'hh:mm:ssZ. 
        "eventSource": "controltower.amazonaws.com", 
        "eventName": "UpdateManagedAccount",                    
        "awsRegion": "us-east-1",                                 
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "0000000-0000-0000-1111-123456789012",         
        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            "updateManagedAccountStatus": { 
                "organizationalUnit":{ 
                    "organizationalUnitName":"Custom", 
                    "organizationalUnitId":"ou-XXXX-l3zc8b3h" 
                    }, 
                "account":{ 
                    "accountName":"LifeCycle1", 
                    "accountId":"624281831893" 
                    }, 
                "state":"SUCCEEDED", 
                "message":"AWS Control Tower successfully updated a managed account.", 
                "requestedTimestamp":"2019-11-15T11:45:18+0000", 
                "completedTimestamp":"2019-11-16T12:09:32+0000"} 
        } 
    }
}

EnableGuardrail

This lifecycle event records whether AWS Control Tower successfully enabled a control on 
an OU that is being managed by AWS Control Tower. This event corresponds to the AWS 
Control Tower EnableGuardrail CloudTrail event. The lifecycle event log includes the
guardrailId and guardrailBehavior of the control, and the organizationalUnitName and
organizationalUnitId of the OU on which the control is enabled.
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{ 
    "version": "0", 
    "id": "999cccaa-eaaa-0000-1111-123456789012",          
    "detail-type": "AWS Service Event via CloudTrail", 
    "source": "aws.controltower", 
    "account": "XXXXXXXXXXXX",                                  
    "time": "2018-08-30T21:42:18Z",                              // End-time of action. 
 Format: yyyy-MM-dd'T'hh:mm:ssZ  
    "region": "us-east-1",                                       // AWS Control Tower 
 home region. 
    "resources": [ ], 
    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "XXXXXXXXXXXX",                     
            "invokedBy": "AWS Internal" 
        }, 
        "eventTime": "2018-08-30T21:42:18Z",                   
        "eventSource": "controltower.amazonaws.com",              
        "eventName": "EnableGuardrail",                    
        "awsRegion": "us-east-1",                               
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "0000000-0000-0000-1111-123456789012",        
        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            "enableGuardrailStatus": { 
                "organizationalUnits": [ 
                    { 
                      "organizationalUnitName": "Custom", 
                      "organizationalUnitId": "ou-vwxy-18vy4yro" 
                    } 
                  ], 
                  "guardrails": [ 
                    { 
                      "guardrailId": "AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK", 
                      "guardrailBehavior": "DETECTIVE" 
                    } 
                  ], 
                  "state": "SUCCEEDED", 
                  "message": "AWS Control Tower successfully enabled a guardrail on an 
 organizational unit.", 
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                  "requestTimestamp": "2019-11-12T09:01:07+0000", 
                  "completedTimestamp": "2019-11-12T09:01:54+0000" 
                } 
        } 
    }
}

DisableGuardrail

This lifecycle event records whether AWS Control Tower successfully disabled a control on 
an OU that is being managed by AWS Control Tower. This event corresponds to the AWS 
Control Tower DisableGuardrail CloudTrail event. The lifecycle event log includes the
guardrailId and guardrailBehavior of the control, and the organizationalUnitName and
organizationalUnitId of the OU on which the control is disabled.

{ 
    "version": "0", 
    "id": "999cccaa-eaaa-0000-1111-123456789012",      
    "detail-type": "AWS Service Event via CloudTrail", 
    "source": "aws.controltower", 
    "account": "XXXXXXXXXXXX",                          
    "time": "2018-08-30T21:42:18Z",                    
    "region": "us-east-1",                            
    "resources": [ ], 
    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "XXXXXXXXXXXX",                  
            "invokedBy": "AWS Internal" 
        }, 
        "eventTime": "2018-08-30T21:42:18Z",             
        "eventSource": "controltower.amazonaws.com", 
        "eventName": "DisableGuardrail",                  
        "awsRegion": "us-east-1",                             
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "0000000-0000-0000-1111-123456789012",      
        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            "disableGuardrailStatus": { 
                   "organizationalUnits": [ 
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                    { 
                      "organizationalUnitName": "Custom", 
                      "organizationalUnitId": "ou-vwxy-18vy4yro" 
                    } 
                  ], 
                  "guardrails": [ 
                    { 
                      "guardrailId": "AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK", 
                      "guardrailBehavior": "DETECTIVE" 
                    } 
                  ], 
                  "state": "SUCCEEDED", 
                  "message": "AWS Control Tower successfully disabled a guardrail on an 
 organizational unit.", 
                  "requestTimestamp": "2019-11-12T09:01:07+0000", 
                  "completedTimestamp": "2019-11-12T09:01:54+0000" 
                } 
            } 
        } 
    }

SetupLandingZone

This lifecycle event records whether AWS Control Tower successfully set up a landing zone. 
This event corresponds to the AWS Control Tower SetupLandingZone CloudTrail event. The 
lifecycle event log includes the rootOrganizationalId, which is ID of the organization that 
AWS Control Tower creates from the management account. The log entry also includes the
organizationalUnitName and organizationalUnitId for each of of the OUs, and the
accountName and accountId for each account, that are created when AWS Control Tower sets up 
the landing zone.

{ 
    "version": "0", 
    "id": "999cccaa-eaaa-0000-1111-123456789012",                // Request ID. 
    "detail-type": "AWS Service Event via CloudTrail", 
    "source": "aws.controltower", 
    "account": "XXXXXXXXXXXX",                                   // Management account 
 ID. 
    "time": "2018-08-30T21:42:18Z",                              // Event time from 
 CloudTrail. 
    "region": "us-east-1",                                       // Management account 
 CloudTrail region. 
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    "resources": [ ], 
    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "XXXXXXXXXXXX",                         // Management-account 
 ID. 
            "invokedBy": "AWS Internal" 
        }, 
        "eventTime": "2018-08-30T21:42:18Z",                     // Timestamp when call 
 was made. Format: yyyy-MM-dd'T'hh:mm:ssZ. 
        "eventSource": "controltower.amazonaws.com", 
        "eventName": "SetupLandingZone", 
        "awsRegion": "us-east-1",                                // AWS Control Tower 
 home region. 
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "CloudTrail_event_ID",                        // This value is 
 generated by CloudTrail. 
        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            "setupLandingZoneStatus": { 
                "state": "SUCCEEDED",                             // Status of entire 
 lifecycle operation. 
                "message": "AWS Control Tower successfully set up a new landing zone.", 
                 
                "rootOrganizationalId" : "r-1234", 
                "organizationalUnits" : [                         // Use a list. 
                  { 
                    "organizationalUnitName": "Security",             // Security OU 
 name. 
                    "organizationalUnitId": "ou-adpf-302pk332"    // Security OU ID. 
                  }, 
                  { 
                    "organizationalUnitName": "Custom",           // Custom OU name. 
                    "organizationalUnitId": "ou-adpf-302pk332"    // Custom OU ID.  
                  }, 
                ], 
               "accounts": [                                      // All created 
 accounts are here. Use a list of "account" objects. 

                  { 
                    "accountName": "Audit",   
                    "accountId": "XXXXXXXXXXXX"                         
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                  }, 
                  { 
                    "accountName": "Log archive",                  
                    "accountId": "XXXXXXXXXXXX" 
                  } 
              ], 
              "requestedTimestamp": "2018-08-30T21:42:18Z", 
              "completedTimestamp": "2018-08-30T21:42:18Z" 
            } 
        } 
    }
}

UpdateLandingZone

This lifecycle event records whether AWS Control Tower successfully updated your existing 
landing zone. This event corresponds to the AWS Control Tower UpdateLandingZone
CloudTrail event. The lifecycle event log includes the rootOrganizationalId, which is ID 
of the (updated) organization governed by AWS Control Tower. The log entry also includes the
organizationalUnitName and organizationalUnitId for each of of the OUs, and the
accountName and accountId for each account, that was created previously, when AWS Control 
Tower originally set up the landing zone.

{ 
    "version": "0", 
    "id": "999cccaa-eaaa-0000-1111-123456789012",                // Request ID. 
    "detail-type": "AWS Service Event via CloudTrail", 
    "source": "aws.controltower", 
    "account": "XXXXXXXXXXXX",                                   // Management account 
 ID. 
    "time": "2018-08-30T21:42:18Z",                              // Event time from 
 CloudTrail. 
    "region": "us-east-1",                                       // Management account 
 CloudTrail region. 
    "resources": [ ], 
    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "XXXXXXXXXXXX",                         // Management account 
 ID. 
            "invokedBy": "AWS Internal" 
        }, 
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        "eventTime": "2018-08-30T21:42:18Z",                     // Timestamp when call 
 was made. Format: yyyy-MM-dd'T'hh:mm:ssZ. 
        "eventSource": "controltower.amazonaws.com", 
        "eventName": "UpdateLandingZone", 
        "awsRegion": "us-east-1",                                // AWS Control Tower 
 home region. 
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "CloudTrail_event_ID",                        // This value is 
 generated by CloudTrail. 

        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            "updateLandingZoneStatus": { 
                "state": "SUCCEEDED",                            // Status of entire 
 operation. 
                "message": "AWS Control Tower successfully updated a landing zone.",    
              

                "rootOrganizationalId" : "r-1234", 
                "organizationalUnits" : [                         // Use a list. 
                  { 
                    "organizationalUnitName": "Security",             // Security OU 
 name. 
                    "organizationalUnitId": "ou-adpf-302pk332"    // Security OU ID. 
                  }, 
                  { 
                    "organizationalUnitName": "Custom",            // Custom OU name. 
                    "organizationalUnitId": "ou-adpf-302pk332"     // Custom OU ID. 
                  }, 
                ], 
               "accounts": [                                       // All created 
 accounts are here. Use a list of "account" objects. 

                  { 
                    "accountName": "Audit",   
                    "accountId": "XXXXXXXXXXXX"                         
                  }, 
                  { 
                    "accountName": "Log archive",                  
                    "accountId": "XXXXXXXXXX" 
                  } 
              ], 
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              "requestedTimestamp": "2018-08-30T21:42:18Z", 
              "completedTimestamp": "2018-08-30T21:42:18Z" 
            } 
        } 
    }
}

RegisterOrganizationalUnit

This lifecycle event records whether AWS Control Tower successfully enabled its 
governance features on an OU. This event corresponds to the AWS Control Tower
RegisterOrganizationalUnit CloudTrail event. The lifecycle event log includes the
organizationalUnitName and organizationalUnitId of the OU that AWS Control Tower 
has brought under its governance.

{ 
    "version": "0", 
    "id": "999cccaa-eaaa-0000-1111-123456789012",             
    "detail-type": "AWS Service Event via CloudTrail",  
    "source": "aws.controltower", 
    "account": "123456789012",                                
    "time": "2018-08-30T21:42:18Z",                   
    "region": "us-east-1",                        
    "resources": [ ], 
    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "XXXXXXXXXXXX",                 
            "invokedBy": "AWS Internal" 
        }, 
        "eventTime": "2018-08-30T21:42:18Z",                
        "eventSource": "controltower.amazonaws.com", 
        "eventName": "RegisterOrganizationalUnit",         
        "awsRegion": "us-east-1",                            
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "0000000-0000-0000-1111-123456789012",     
        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            "registerOrganizationalUnitStatus": { 
                "state": "SUCCEEDED",                         
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                "message": "AWS Control Tower successfully registered an organizational 
 unit.", 

                "organizationalUnit" :                         
                  { 
                    "organizationalUnitName": "Test",             
                    "organizationalUnitId": "ou-adpf-302pk332"     
                  } 
                "requestedTimestamp": "2018-08-30T21:42:18Z", 
                "completedTimestamp": "2018-08-30T21:42:18Z"  
            } 
        } 
    }
}

DeregisterOrganizationalUnit

This lifecycle event records whether AWS Control Tower successfully disabled its 
governance features on an OU. This event corresponds to the AWS Control Tower
DeregisterOrganizationalUnit CloudTrail event. The lifecycle event log includes the
organizationalUnitName and organizationalUnitId of the OU on which AWS Control 
Tower has disabled its governance features.

{ 
    "version": "0", 
    "id": "999cccaa-eaaa-0000-1111-123456789012",     
    "detail-type": "AWS Service Event via CloudTrail", 
    "source": "aws.controltower", 
    "account": "XXXXXXXXXXXX",                   
    "time": "2018-08-30T21:42:18Z",  
    "region": "us-east-1",             
    "resources": [ ], 
    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "XXXXXXXXXXXX",               
            "invokedBy": "AWS Internal" 
        }, 
        "eventTime": "2018-08-30T21:42:18Z",                
        "eventSource": "controltower.amazonaws.com", 
        "eventName": "DeregisterOrganizationalUnit",      
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        "awsRegion": "us-east-1",                        
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "0000000-0000-0000-1111-123456789012",  
        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            "deregisterOrganizationalUnitStatus": {                  
                "state": "SUCCEEDED",                
                "message": "AWS Control Tower successfully deregistered an 
 organizational unit, and enabled mandatory guardrails on the new organizational 
 unit.", 
                "organizationalUnit" :                         
                  { 
                    "organizationalUnitName": "Test",                   // Foundational 
 OU name. 
                    "organizationalUnitId": "ou-adpf-302pk332"          // Foundational 
 OU ID. 
                  }, 
                "requestedTimestamp": "2018-08-30T21:42:18Z",  
                "completedTimestamp": "2018-08-30T21:42:18Z"   
            } 
            } 
        } 
    }

PrecheckOrganizationalUnit

This lifecycle event records whether AWS Control Tower successfully performed prechecks on 
an OU. This event corresponds to the AWS Control Tower PrecheckOrganizationalUnit
CloudTrail event. The lifecycle event log contains a field for the Id, Name, and failedPrechecks
values, for each resource on which AWS Control Tower has performed prechecks during the OU 
registration process.

The event log also contains information about the nested accounts on which the prechecks were 
performed, including the accountName, accountId, and failedPrechecks fields.

If the failedPrechecks value is empty, it means that all prechecks for that resource passed 
successfully.

• This event is emitted only if there is a precheck failure.

• This event is not emitted if you are registering an empty OU.
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Example of event:

{ 
  "eventVersion": "1.08", 
  "userIdentity": { 
    "accountId": "XXXXXXXXXXXX", 
    "invokedBy": "AWS Internal" 
  }, 
  "eventTime": "2021-09-20T22:45:43Z", 
  "eventSource": "controltower.amazonaws.com", 
  "eventName": "PrecheckOrganizationalUnit", 
  "awsRegion": "us-west-2", 
  "sourceIPAddress": "AWS Internal", 
  "userAgent": "AWS Internal", 
  "eventID": "b41a9d67-0da4-4dc5-a87a-25fa19dc5305", 
  "readOnly": false, 
  "eventType": "AwsServiceEvent", 
  "managementEvent": true, 
  "recipientAccountId": "XXXXXXXXXXXX", 
  "serviceEventDetails": { 
    "precheckOrganizationalUnitStatus": { 
      "organizationalUnit": { 
        "organizationalUnitName": "Ou-123", 
        "organizationalUnitId": "ou-abcd-123456", 
        "failedPrechecks": [ 
            "SCP_CONFLICT" 
          ] 
      }, 
      "accounts": [ 
        { 
          "accountName": "Child Account 1", 
          "accountId": "XXXXXXXXXXXX", 
          "failedPrechecks": [ 
            "FAILED_TO_ASSUME_ROLE" 
          ] 
        }, 
        { 
          "accountName": "Child Account 2", 
          "accountId": "XXXXXXXXXXXX", 
          "failedPrechecks": [ 
            "FAILED_TO_ASSUME_ROLE" 
          ] 
        }, 
        { 
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          "accountName": "Management Account", 
          "accountId": "XXXXXXXXXXXX", 
          "failedPrechecks": [ 
            "MISSING_PERMISSIONS_AF_PRODUCT" 
          ] 
        }, 
        { 
          "accountName": "Child Account 3", 
          "accountId": "XXXXXXXXXXXX", 
          "failedPrechecks": [] 
        }, 
        ... 
      ], 
      "state": "FAILED", 
      "message": "AWS Control Tower failed to register an organizational unit due to 
 pre-check failures. Go to the OU details page to download a list of failed pre-checks 
 for the OU and accounts within.", 
      "requestedTimestamp": "2021-09-20T22:44:02+0000", 
      "completedTimestamp": "2021-09-20T22:45:43+0000" 
    } 
  }, 
  "eventCategory": "Management"
}

Using AWS User Notifications with AWS Control Tower

You can use AWS User Notifications to set up delivery channels to be notified about AWS Control 
Tower events. You receive a notification when an event matches a rule that you specify. You can 
receive notifications for events through multiple channels, including email, AWS Chatbot chat 
notifications, or AWS Console Mobile App push notifications. You can also see notifications in the 
Console Notifications Center.

AWS User Notifications supports aggregation, which can reduce the number of notifications you 
receive during specific events. Notifications also are visible in the Console Notifications Center.

The advantages of subscribing to notifications through AWS User Notifications instead of 
EventBridge include:

• A friendlier user interface (UI).

• Integration with the AWS console, in the bell/notifications area on the global navigation bar.

• Native support for email notifications, there's no need to set up Amazon SNS.
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• Most notably, support for mobile push notifications, exclusive to AWS User Notifications.

For example, one type of notification you may wish to receive is in case of Security Hub critical and 
high severity findings. A code snippet in JSON to set up that notification subscription may look 
something like this:

{ 
  "detail": { 
    "findings": { 
      "Compliance": { 
        "Status": ["FAILED", "WARNING", "NOT_AVAILABLE"] 
      }, 
      "RecordState": ["ACTIVE"], 
      "Severity": { 
        "Label": ["CRITICAL", "HIGH"] 
      }, 
      "Workflow": { 
        "Status": ["NEW", "NOTIFIED"] 
      } 
    } 
  }
}

Event filtering

• You can filter events by service and name using the filters available on the AWS User 
Notifications console.

• You can filter events by specific properties if you create your own EventBridge filter from JSON 
code.

Example AWS Control Tower event

Here is a generalized example event for AWS Control Tower.

• It an EventBridge event.

• You can subscribe to EventBridge events (such as this one) using AWS User Notifications.

{ 
    "version": "0", 
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    "id": "<id>", // alphanumeric string 
    "detail-type": "AWS Service Event via CloudTrail", 
    "source": "aws.controltower", 
    "account": "<account ID>", // Management account ID.  
    "time": "<date>", // Format: yyyy-MM-dd'T'hh:mm:ssZ  
    "region": "<region>", // AWS Control Tower home region. 
    "resources": [], 
    "detail": { 
        "eventVersion": "1.05", 
        "userIdentity": { 
            "accountId": "121212121212", 
            "invokedBy": "AWS Internal" 
        }, 
        "eventTime": "2018-08-30T21:42:18Z", // Timestamp when call was made. Format: 
 yyyy-MM-dd'T'hh:mm:ssZ. 
        "eventSource": "controltower.amazonaws.com", 
        "eventName": "<event name>", // one of the 9 event names in https://
docs.aws.amazon.com/controltower/latest/userguide/lifecycle-events.html 
        "awsRegion": "<region>", 
        "sourceIPAddress": "AWS Internal", 
        "userAgent": "AWS Internal", 
        "eventID": "<id>", 
        "readOnly": false, 
        "eventType": "AwsServiceEvent", 
        "serviceEventDetails": { 
            // the contents of this object vary depending on the event subtype and 
 event state 
        } 
    }
} 
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Walkthroughs

This chapter contains walkthrough procedures that can help you in your use of AWS Control Tower.

Topics

• Walkthrough: Move from ALZ to AWS Control Tower

• Walkthrough: Automate Account Provisioning in AWS Control Tower by Service Catalog APIs

• Walkthrough: Configure AWS Control Tower Without a VPC

• Manage AWS Control Tower Resources

• Walkthrough: Set Up Security Groups in AWS Control Tower With AWS Firewall Manager

• Walkthrough: Decommission an AWS Control Tower Landing Zone

Walkthrough: Move from ALZ to AWS Control Tower

Many AWS customers have adopted the AWS Landing Zone solution (ALZ) to set up a secure, 
compliant, multi-account AWS environment. To reduce the burden of managing a landing zone, 
AWS created the managed service called AWS Control Tower.

No additional features are scheduled for ALZ; it is in long-term support only. Therefore, we 
recommend that you move to the AWS Control Tower service from ALZ. The blog that is linked in 
this chapter walks you through different considerations for that move, and it explains how you can 
plan a successful migration from ALZ to AWS Control Tower.

Blog: Migrate AWS Landing Zone solution to AWS Control Tower

AWS Prescriptive Guidance offers more extensive documentation, including steps for transitioning 
from ALZ to AWS Control Tower. Essentially, you will enable AWS Control Tower governance in your 
existing organization that is running ALZ, based upon a number of prerequisites. For information, 
see Transitioning from AWS Landing Zone to AWS Control Tower.

Walkthrough: Automate Account Provisioning in AWS Control 
Tower by Service Catalog APIs

AWS Control Tower is integrated with several other AWS services, such as AWS Service Catalog. You 
can use the APIs to create and provision your member accounts in AWS Control Tower.
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The video shows you how to provision accounts in an automated, batch fashion, by calling the 
AWS Service Catalog APIs. For provisioning, you'll call the ProvisionProduct API from the 
AWS command line interface (CLI), and you'll specify a JSON file that contains the parameters 
for each account you'd like to set up. The video illustrates installing and using the AWS Cloud9
development environment to perform this work. The CLI commands would be the same if you use 
AWS Cloudshell instead of AWS Cloud9.

Note

You also can adapt this approach for automating account updates, by calling the
UpdateProvisionedProduct API of AWS Service Catalog for each account. You can write 
a script to update the accounts, one by one.

As a completely different automation method, if you are familiar with Terraform, you can provision 
accounts with AWS Control Tower Account Factory for Terraform (AFT).

Sample automation administration role

Here is a sample template you can use to help configure your automation administration role in 
the management account. You would configure this role in your management account so it can 
perform the automation with Administrator access in the target accounts.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure the SampleAutoAdminRole

Resources: 
  AdministrationRole: 
    Type: AWS::IAM::Role 
    Properties: 
      RoleName: SampleAutoAdminRole 
      AssumeRolePolicyDocument: 
        Version: 2012-10-17 
        Statement: 
          - Effect: Allow 
            Principal: 
              Service: cloudformation.amazonaws.com 
            Action: 
              - sts:AssumeRole 
      Path: / 
      Policies: 
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        - PolicyName: AssumeSampleAutoAdminRole 
          PolicyDocument: 
            Version: 2012-10-17 
            Statement: 
              - Effect: Allow 
                Action: 
                  - sts:AssumeRole 
                Resource: 
                  - "arn:aws:iam::*:role/SampleAutomationExecutionRole"

Sample automation execution role

Here is a sample template you can use to help you set up your automation execution role. You 
would configure this role in the target accounts.

AWSTemplateFormatVersion: "2010-09-09"
Description: "Create automation execution role for creating Sample Additional Role."

Parameters: 
  AdminAccountId: 
    Type: "String" 
    Description: "Account ID for the administrator account (typically management, 
 security or shared services)." 
  AdminRoleName: 
    Type: "String" 
    Description: "Role name for automation administrator access." 
    Default: "SampleAutomationAdministrationRole" 
  ExecutionRoleName: 
    Type: "String" 
    Description: "Role name for automation execution." 
    Default: "SampleAutomationExecutionRole" 
  SessionDurationInSecs: 
    Type: "Number" 
    Description: "Maximum session duration in seconds." 
    Default: 14400

Resources: 
  # This needs to run after AdminRoleName exists. 
  ExecutionRole: 
    Type: "AWS::IAM::Role" 
    Properties: 
      RoleName: !Ref ExecutionRoleName 
      MaxSessionDuration: !Ref SessionDurationInSecs 

Walkthrough: Automate Account Provisioning in AWS Control Tower by Service Catalog APIs 2451



AWS Control Tower User Guide

      AssumeRolePolicyDocument: 
        Version: "2012-10-17" 
        Statement: 
          - Effect: "Allow" 
            Principal: 
              AWS: 
                - !Sub "arn:aws:iam::${AdminAccountId}:role/${AdminRoleName}" 
            Action: 
              - "sts:AssumeRole" 
      Path: "/" 
      ManagedPolicyArns: 
        - "arn:aws:iam::aws:policy/AdministratorAccess"

After configuring these roles, you call the AWS Service Catalog APIs to perform the automated 
tasks. The CLI commands are given in the video.

Sample provisioning input for Service Catalog API

Here is a sample of the input you can give to the Service Catalog ProvisionProduct API if you're 
using the API to provision AWS Control Tower accounts:

{ 
  pathId: "lpv2-7n2o3nudljh4e", 
  productId: "prod-y422ydgjge2rs", 
  provisionedProductName: "Example product 1", 
  provisioningArtifactId: "pa-2mmz36cfpj2p4", 
  provisioningParameters: [ 
    { 
      key: "AccountEmail", 
      value: "abc@amazon.com" 
    }, 
    { 
      key: "AccountName", 
      value: "ABC" 
    }, 
    { 
      key: "ManagedOrganizationalUnit", 
      value: "Custom (ou-xfe5-a8hb8ml8)" 
    }, 
    { 
      key: "SSOUserEmail", 
      value: "abc@amazon.com" 
    }, 
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    { 
      key: "SSOUserFirstName", 
      value: "John" 
    }, 
    { 
      key: "SSOUserLastName", 
      value: "Smith" 
    } 
  ], 
  provisionToken: "c3c795a1-9824-4fb2-a4c2-4b1841be4068"
}       
     

For more information, see the API reference for Service Catalog.

Note

Notice that the format of the input string for the value of ManagedOrganizationalUnit
has changed from OU_NAME to OU_NAME (OU_ID). The video that follows does not 
mention this change.

Video Walkthrough

This video (6:58) describes how to automate account deployments in AWS Control Tower. For 
better viewing, select the icon at the lower right corner of the video to enlarge it to full screen. 
Captioning is available.

Video Walkthrough of Automated Account Provisioning in AWS Control Tower.

Walkthrough: Configure AWS Control Tower Without a VPC

This topic walks through how to configure your AWS Control Tower accounts without a VPC.

If your workload does not require a VPC, you can do the following:

• You can delete the AWS Control Tower virtual private cloud (VPC). This VPC was created when 
you set up your landing zone.

• You can change your Account Factory settings so that new AWS Control Tower accounts are 
created without an associated VPC.

Video Walkthrough 2453

https://docs.aws.amazon.com/servicecatalog/latest/dg/API_ProvisionProduct.html
https://www.youtube.com/watch?v=LxxQTPdSFgw


AWS Control Tower User Guide

Important

If you provision Account Factory accounts with VPC internet access settings enabled, that 
Account Factory setting overrides the control Disallow internet access for an Amazon VPC 
instance managed by a customer. To avoid enabling internet access for newly provisioned 
accounts, you must change the setting in Account Factory.

Delete the AWS Control Tower VPC

Outside of AWS Control Tower, every AWS customer has a default VPC, which you can view on the 
Amazon Virtual Private Cloud (Amazon VPC) console at https://console.aws.amazon.com/vpc/. 
You’ll recognize the default VPC, because its name always includes the word (default) at the end of 
the name.

When you set up a AWS Control Tower landing zone, AWS Control Tower deletes your AWS default 
VPC and creates a new AWS Control Tower default VPC. The new VPC is associated with your AWS 
Control Tower management account. This topic refers to that new VPC as the Control Tower VPC.

When you view your AWS Control Tower VPC in the Amazon VPC console, you will not see the word
(default) at the end of the name. If you have more than one VPC, you must use the assigned CIDR 
range to identify the correct AWS Control Tower VPC.

You can delete the AWS Control Tower VPC, but if you later need a VPC in AWS Control Tower, you 
must create it yourself.

To delete the AWS Control Tower VPC

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

2. Search for VPC or select VPC from the Service Catalog options. You then see the VPC 
Dashboard.

3. From the menu on the left, choose Your VPCs. You then see a list of all your VPCs.

4. Identify the AWS Control Tower VPC by its CIDR range.

5. To delete the VPC, choose Actions and then choose Delete VPC.

An AWS (default) VPC already exists in every Region for the AWS Control Tower management 
account. To follow security best practices, if you choose to delete the AWS Control Tower VPC, it's 
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best also to delete the AWS default VPC associated with the management account from all AWS 
Regions. Therefore, to secure the management account, remove the default VPC from each Region, 
as well as removing the VPC created by Control Tower in your AWS Control Tower home region.

Create an Account in AWS Control Tower Without a VPC

If your end-user workloads do not require VPCs, you can use this method to set up end-user 
accounts that don't have VPCs created for them automatically.

From the AWS Control Tower dashboard, you can view and edit your network configurations 
settings. After you change the settings so that AWS Control Tower accounts are created without an 
associated VPC, all new accounts are created without a VPC until you change the settings again.

To configure Account Factory for creating accounts without VPCs

1. Open a web browser, and navigate to the AWS Control Tower console at https:// 
console.aws.amazon.com/controltower.

2. Choose Account Factory from the menu on the left.

3. You then see the Account Factory page with the Network Configuration section.

4. Note the current settings if you intend to restore them later.

5. Choose the Edit button in the Network Configuration section.

6. In the Edit account factory network configuration page, go to the VPC Configuration 
options for new accounts section.

You can follow Option 1 or Option 2, or both, to ensure that AWS Control Tower does not 
create a VPC when provisioning an account.

a. Option 1 – Removing subnets

• Turn off the Internet-accessible subnet toggle switch.

• Set the Maximum number of private subnets value to 0.

b. Option 2 – Removing AWS Regions

• Clear every checkbox in the Regions for VPC creation column.

7. Choose Save.
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Possible Errors

Be aware of these possible errors that could occur when you delete your AWS Control Tower VPC or 
reconfigure Account Factory to create accounts without VPCs.

• Your existing management account may have dependencies or resources in the AWS Control 
Tower VPC, which can cause a deletion failure error.

• If you leave the default CIDR in place when setting up to launch new accounts without a VPC, 
your request fails with an error that the CIDR is not valid.

Walkthrough: Set Up Security Groups in AWS Control Tower 
With AWS Firewall Manager

The video shows you how to use the AWS Firewall Manager service to provide improvements to 
your network security for AWS Control Tower. You can designate a security administrator account 
that's enabled to set up security groups. You will see how you can configure security policies and 
enforce security rules for your AWS Control Tower organizations, and how you can remediate non-
compliant resources by applying policies automatically. You can view the security groups that are in 
effect for each account and resource (such as an Amazon EC2 instance) in your organization.

You can create your own firewall policies, or you can subscribe to rules from trusted vendors.

Set Up Security Groups With AWS Firewall Manager

This video (8:02) describes how to set up better network infrastructure security for your resources 
and workloads in AWS Control Tower. For better viewing, select the icon at the lower right corner 
of the video to enlarge it to full screen. Captioning is available.

Video Walkthrough of Firewall Setup in AWS Control Tower.

For more information, see the documentation on how to set up AWS WAF.

Walkthrough: Decommission an AWS Control Tower Landing 
Zone

AWS Control Tower allows you to set up and govern secure multi-account AWS environments, 
known as landing zones. The process of cleaning up all of the resources allocated by AWS Control 
Tower is referred to as decommissioning a landing zone.
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If you no longer want to use AWS Control Tower, the automated decommissioning tool cleans 
up the resources allocated by AWS Control Tower. To begin the automated decommissioning 
process, navigate to the Landing Zone Settings page, select the decommission tab, and choose
Decommission landing zone.

For a list of actions performed during decommissioning, see Overview of the decommissioning 
process.

Warning

Manually deleting all of your AWS Control Tower resources is not the same as 
decommissioning. It will not allow you to set up a new landing zone.

Your data and your existing AWS Organizations are not changed by the decommissioning process, 
in the following ways.

• AWS Control Tower does not remove your data, it only removes parts of the landing zone that it 
created.

• After the decommissioning process is complete, a few resource artifacts remain, such as Amazon 
S3 buckets and Amazon CloudWatch Logs log groups. These resources must be deleted manually 
before you set up another landing zone, and to avoid possible costs associated with maintaining 
certain resources.

• You can’t use automated decommissioning to remove a landing zone that’s partially set up. If 
your landing zone setup process fails, you must resolve the failure state and set it up all the 
way to make automated decommissioning possible, or you must manually delete the resources 
individually.

Decommissioning a landing zone is a process with significant consequences, and it cannot be undone.
The decommissioning actions taken by AWS Control Tower and the artifacts that remain after 
decommissioning are described in the following sections.

Important

We strongly recommend that you perform this decommissioning process only if you intend 
to stop using your landing zone. It is not possible to re-create your existing landing zone 
after you've decommissioned it.
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Overview of the decommissioning process

When you request decommissioning of your landing zone, AWS Control Tower does the following 
actions.

• Disables each detective control enabled in the landing zone. AWS Control Tower deletes the AWS 
CloudFormation resources supporting the control.

• Disables each preventive control by removing service control policies (SCPs) from AWS 
Organizations. If a policy is empty (which it should be after removing all SCPs managed by AWS 
Control Tower), AWS Control Tower detaches and deletes the policy entirely.

• Deletes all blueprints deployed as AWS CloudFormation StackSets.

• Deletes all blueprints deployed as CloudFormation Stacks across all Regions.

• For each provisioned account, AWS Control Tower does the following actions during the 
decommissioning process.

• Deletes records of each account factory account.

• Revokes the AWS Control Tower permissions to the account by removing the IAM role that 
AWS Control Tower created (unless additional policies have been added to it) and recreates the 
standard OrganizationsFullAccessRole IAM role.

• Removes records of the account from AWS Service Catalog.

• Removes the account factory product and portfolio from AWS Service Catalog.

• Deletes the blueprints for the shared (Audit and Log Archive) accounts.

• Revokes the AWS Control Tower permissions from the shared accounts by removing the IAM role 
that AWS Control Tower created (unless additional policies have been added to it) and recreates 
the OrganizationsFullAccessRole IAM role.

• Deletes records related to the shared accounts.

• Deletes records related to customer-created OUs.

• Deletes internal records that identify the home Region.

Note

After decommissioning, you may wish to remove the Account Factory VPC blueprint 
(BP_ACCOUNT_FACTORY_VPC) to clean up the routes and NAT gateways, if your VPC was 
not empty.
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Resources not removed during decommissioning

Decommissioning a landing zone does not fully reverse the AWS Control Tower setup process. 
Certain resources remain, which may be removed manually.

AWS Organizations

For customers without existing AWS Organizations organizations, AWS Control Tower sets up 
an organization with two organizational units (OUs), named Security and Sandbox. When you 
decommission your landing zone, the hierarchy of the organization is preserved, as follows:

• Organizational Units (OUs) you created from the AWS Control Tower console are not removed.

• The Security and Sandbox OUs are not removed.

• The organization is not deleted from AWS Organizations.

• No accounts in AWS Organizations (shared, provisioned, or management) are moved or removed.

AWS IAM Identity Center (SSO)

For customers without an existing IAM Identity Center directory, AWS Control Tower sets up IAM 
Identity Center and configures an initial directory. When you decommission your landing zone, 
AWS Control Tower makes no changes to IAM Identity Center. If needed, you can delete the IAM 
Identity Center information stored in your management account manually. In particular, these 
areas are unchanged by decommissioning:

• Users created with Account Factory are not removed.

• Groups created by AWS Control Tower setup are not removed.

• Permission sets created by AWS Control Tower are not removed.

• Associations between AWS accounts and IAM Identity Center permission sets are not removed.

• IAM Identity Center directories are not changed.

Roles

During setup, AWS Control Tower creates certain roles for you if you use the console, or it asks you 
to create these roles if you set up your landing zone through the APIs. When you decommission 
your landing zone, the following roles are not removed:

• AWSControlTowerAdmin
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• AWSControlTowerCloudTrailRole

• AWSControlTowerStackSetRole

• AWSControlTowerConfigAggregatorRoleForOrganizations

Amazon S3 Buckets

During setup, AWS Control Tower creates buckets in the logging account for logging and for 
logging access. When you decommission your landing zone, the following resources are not 
removed:

• Logging and logging access S3 buckets in the logging account are not removed.

• Contents of the logging and logging access buckets are not removed.

Shared Accounts

Two shared accounts (Audit and Log Archive) are created in the Security OU during AWS Control 
Tower setup. When you decommission your landing zone:

• Shared accounts that were created during AWS Control Tower setup are not closed.

• The OrganizationAccountAccessRole IAM role is recreated to align with standard AWS 
Organizations configuration.

• The AWSControlTowerExecution role is removed.

Provisioned Accounts

AWS Control Tower customers can use account factory to create new AWS accounts. When you 
decommission your landing zone:

• Provisioned accounts you created with Account Factory are not closed.

• Provisioned products in AWS Service Catalog are not removed. If you clean those up by 
terminating them, their accounts are moved into the Root OU.

• The VPC that AWS Control Tower created is not removed, and the associated AWS 
CloudFormation stack set (BP_ACCOUNT_FACTORY_VPC) is not removed.

• The OrganizationAccountAccessRole IAM role is recreated to align with standard AWS 
Organizations configuration.

• The AWSControlTowerExecution role is removed.
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CloudWatch Logs Log Group

A CloudWatch Logs log group, aws-controltower/CloudTrailLogs, is created as part of the 
blueprint named AWSControlTowerBP-BASELINE-CLOUDTRAIL-MANAGEMENT. This log group is 
not removed. Instead, the blueprint is deleted and the resources are retained.

• This log group must be deleted manually before you set up another landing zone.

Note

Customers on landing zone 3.0 and later do not need to delete their individual enrolled 
account’s CloudTrail logs and CloudTrail logs roles, because these are created in the 
management account only, for the organization-level trail.
Beginning with landing zone version 3.2, AWS Control Tower creates an EventBridge rule, 
called AWSControlTowerManagedRule. This rule is created in each member account, for 
all governed Regions. The rule is not deleted automatically during decommissioning, so you 
must delete it manually from the shared and member accounts for all governed Regions 
before you can set up a landing zone in a new Region.

Procedures for how to delete AWS Control Tower resources are given in Manage AWS Control 
Tower Resources.

Manage AWS Control Tower Resources

This document provides instructions for how to remove AWS Control Tower resources individually, 
as part of regular maintenance and administrative tasks. The procedures given in this chapter are 
intended only for removing individual resources, or a few resources, when needed. It not the same 
as decommissioning your landing zone.

Two types of tasks may require you to remove resources:

• To delete resources as you manage your landing zone in ordinary situations.

• To clean up resources that remain after automated decommissioning.
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Warning

Manually removing resources will not allow you to set up a new landing zone. It is not the 
same as decommissioning. If you intend to decommission your AWS Control Tower landing 
zone, follow the instructions on Walkthrough: Decommission an AWS Control Tower 
Landing Zone before you take any actions described in this chapter. The instructions in this 
chapter can help you clean up resources that remain after automated decommissioning is 
complete. Even if you delete all of your landing zone resources manually, it is not the same 
as decommissioning the landing zone, and you may incur unexpected charges.

If you need to remove an account from AWS Control Tower, see the following sections to close an 
account:

• Unmanage an account

• Close an account created in Account Factory

Do I need decommissioning instead of deleting?

If you no longer intend to use AWS Control Tower for your enterprise, or if you require a major 
redeployment of your organizational resources, you may want to decommission the resources 
created when you initially set up your landing zone.

• After the decommissioning process is complete, a few resource artifacts remain, such as Amazon 
S3 buckets and Amazon CloudWatch Logs log groups.

• You must clean up the remaining resources in your accounts manually before you set up another 
landing zone, and to avoid the possibility of unexpected charges. For more information, see
Resources not removed during decommissioning.

Warning

We strongly recommend that you perform a decommissioning process only if you intend to 
stop using your landing zone. This process cannot be undone.
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About removing AWS Control Tower resources

The individual procedures in this chapter guide you through manual methods of removing AWS 
Control Tower resources. These procedures can be followed when you need to delete a specific 
resource from your landing zone.

Before performing these procedures, unless it's otherwise indicated, you must be signed in to the 
AWS Management Console in the home Region for your landing zone, and you must be signed in 
as an IAM user or user in IAM Identity Center with administrative permissions for the management 
account that contains your landing zone.

Warning

These are destructive actions that can introduce governance drift into your AWS Control 
Tower setup. They cannot be undone.

Topics

• Delete SCPs

• Delete StackSets and Stacks

• Delete Amazon S3 Buckets in the Log Archive Account

• Remove an Account Factory Portfolio and Product

• Remove AWS Control Tower Roles and Policies

• AWS Control Tower resource help

Delete SCPs

AWS Control Tower uses service control policies (SCPs) for its controls. This procedure walks 
through how to delete the SCPs specifically related to AWS Control Tower.

To delete AWS Organizations SCPs

1. Open the Organizations console at https://console.aws.amazon.com/organizations/.

2. Open the Policies tab, and find the Service Control Policies (SCPs) that have the prefix aws-
guardrails- and do the following for each SCP:

a. Detach the SCP from the associated OU.

b. Delete the SCP.
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Delete StackSets and Stacks

AWS Control Tower uses StackSets and stacks to deploy AWS Config Rules related to controls in 
your landing zone. The following procedures walk through how to delete these specific resources.

To delete AWS CloudFormation StackSets

1. Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation.

2. From the left navigation menu, choose StackSets.

3. For each StackSet with the prefix AWSControlTower, do the following. If you have many 
accounts in a StackSet, this can take some time.

a. Choose the specific StackSet from the table in the dashboard. This opens the properties 
page for that StackSet.

b. At the bottom of the page, in the Stacks table, make a record of the AWS account IDs for 
all the accounts in the table. Copy the list of all accounts.

c. From Actions, choose Delete stacks from StackSet.

d. On Set deployment options, from Deployment locations, choose Deploy stacks in 
accounts.

e. In the text field, enter the AWS account IDs you made a record of in step 3.b, separated by 
commas. For example: 123456789012, 098765431098, and so on.

f. From Specify regions, choose Add all, leave the rest of the parameters on the page set to 
their defaults, and choose Next.

g. On the Review page, review your choices, and then choose Delete stacks.

h. On the StackSet properties page, you can begin this procedure again for your other 
StackSets.

4. The process is complete when the records in the Stacks table of the different StackSets 
properties pages are empty.

5. When the records in the Stacks table are empty, choose Delete StackSet.

To delete AWS CloudFormation stacks

1. Open the AWS CloudFormation console at https://console.aws.amazon.com/cloudformation.

2. From the Stacks dashboard, search for all of the stacks with the prefix AWSControlTower.

3. For each stack in the table, do the following:
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a. Choose the check box next to the name of the stack.

b. From the Actions menu, choose Delete Stack.

c. In the dialog box that opens, review the information to make sure it's accurate, and choose
Yes, Delete.

Delete Amazon S3 Buckets in the Log Archive Account

The following procedures guide you through how to sign in to the log archive account as an IAM 
Identity Center user in the AWSControlTowerExecution group and then delete the Amazon S3 
buckets in your log archive account.

To sign in to your log archive account with the right permissions

1. Open the Organizations console at https://console.aws.amazon.com/organizations/.

2. From the Accounts tab, find the Log archive account.

3. From the right pane that opens, make a record of the log archive account number.

4. From the navigation bar, choose your account name to open your account menu.

5. Choose Switch Role.

6. On the page that opens, provide the account number for the log archive account in Account.

7. For Role, enter AWSControlTowerExecution.

8. The Display Name populates with text.

9. Choose your favorite Color.

10. Choose Switch Role.

To delete Amazon S3 buckets

1. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

2. Search for bucket names that contain aws-controltower.

3. For each bucket in the table, do the following:

a. Choose the check box for the bucket in the table.

b. Choose Delete.

c. In the dialog box that opens, review the information to make sure it's accurate, enter the 
name of the bucket to confirm, and then choose Confirm.
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Remove an Account Factory Portfolio and Product

The following procedure guides you through how to sign in as an IAM Identity Center user in the
AWSServiceCatalogAdmins group and then clean up your Account Factory portfolio and products.

To sign in to your management account with the right permissions

1. Go to your user portal URL at directory-id.awsapps.com/start

2. From AWS Account, find the Management account.

3. From AWSServiceCatalogAdminFullAccess, choose Management console to sign in to the 
AWS Management Console as this role.

To clean up Account Factory

1. Open the Service Catalog console at https://console.aws.amazon.com/servicecatalog/.

2. From the left navigation menu, choose Portfolios list.

3. In the Local Portfolios table, search for a portfolio named AWS Control Tower Account 
Factory Portfolio.

4. Choose the name of that portfolio to go to its details page.

5. Expand the Constraints section of the page, and choose the radio button for the constraint 
with the product name AWS Control Tower Account Factory.

6. Choose REMOVE CONSTRAINTS.

7. In the dialog box that opens, review the information to make sure it's accurate, and then 
choose CONTINUE.

8. From the Products section of the page, choose the radio button for the product named AWS 
Control Tower Account Factory.

9. Choose REMOVE PRODUCT.

10. In the dialog box that opens, review the information to make sure it's accurate, and then 
choose CONTINUE.

11. Expand the Users, Groups, and Roles section of the page, and choose the check boxes for all 
the records in this table.

12. Choose REMOVE USERS, GROUP OR ROLE.

13. In the dialog box that opens, review the information to make sure it's accurate, and then 
choose CONTINUE.

14. From the left navigation menu, choose Portfolios list.
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15. In the Local Portfolios table, search for a portfolio named AWS Control Tower Account 
Factory Portfolio.

16. Choose the radio button for that portfolio, and then choose DELETE PORTFOLIO.

17. In the dialog box that opens, review the information to make sure it's accurate, and then 
choose CONTINUE.

18. From the left navigation menu, choose Product list.

19. On the Admin products page, search for the product named AWS Control Tower Account 
Factory.

20. Choose the product to open the Admin product details page.

21. From Actions, choose Delete product.

22. In the dialog box that opens, review the information to make sure it's accurate, and then 
choose CONTINUE.

Remove AWS Control Tower Roles and Policies

These procedures walk you through how to clean up the roles and policies that AWS Control Tower 
created when your landing zone was set up, or later.

To delete the IAM Identity Center AWSServiceCatalogEndUserAccess role

1. Open the AWS IAM Identity Center console at https://console.aws.amazon.com/singlesignon/.

2. Change your AWS Region to your home Region, which is the Region where you initially set up 
AWS Control Tower.

3. From the left navigation menu, choose AWS accounts.

4. Choose your management account link.

5. Choose the dropdown for Permission sets, select AWSServiceCatalogEndUserAccess, and 
then choose Remove.

6. Choose AWS accounts from the left panel.

7. Open the Permission sets tab.

8. Select AWSServiceCatalogEndUserAccess and delete it.

To delete IAM roles

1. Open the IAM console at https://console.aws.amazon.com/iam/.

Resources not removed during decommissioning 2467

https://console.aws.amazon.com/singlesignon/
https://console.aws.amazon.com/iam/


AWS Control Tower User Guide

2. From the left navigation menu, choose Roles.

3. From the table, search for roles with the name AWSControlTower.

4. For each role in the table, do the following:

a. Choose the check box for the role.

b. Choose Delete role.

c. In the dialog box that opens, review the information to make sure it's accurate, and then 
choose Yes, delete.

To delete IAM policies

1. Open the IAM console at https://console.aws.amazon.com/iam/.

2. From the left navigation menu, choose Policies.

3. From the table, search for policies with the name AWSControlTower.

4. For each policy in the table, do the following:

a. Choose the check box for the policy.

b. Choose Policy actions, and Delete from the dropdown menu.

c. In the dialog box that opens, review the information to make sure it's accurate, and then 
choose Delete.

AWS Control Tower resource help

If you encounter any issues that you can't resolve when you remove AWS Control Tower resources, 
contact AWS Support.

How to decommission a landing zone

To decommission your AWS Control Tower landing zone, follow the procedure given here.

Note

We recommend that you unmanage your enrolled accounts prior to decommissioning.

1. Navigate to the Landing Zone Settings page in the AWS Control Tower console.
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2. Choose Decommission your landing zone within the Decommission your landing zone
section.

3. A dialog appears, explaining the action you are about to perform, with a required confirmation 
process. To confirm your intent to decommission, you must select every box and type the 
confirmation as requested.

Important

The decommissioning process cannot be undone.

4. If you confirm your intent to decommission your landing zone, you are redirected to the AWS 
Control Tower home page while decommissioning is in progress. The process may require up to 
two hours.

5. When decommissioning has succeeded, you must delete remaining resources manually 
before setting up a new landing zone from the AWS Control Tower console. These remaining 
resources include some specific Amazon S3 buckets, organizations, and CloudWatch Logs log 
groups.

Note

These actions may have significant consequences for your billing and compliance 
activities. For example, failure to delete these resources can result in unexpected charges.

For more information about how to delete resources manually, see About removing AWS 
Control Tower resources.

6. If you intend to set up a new landing zone in a new AWS Region, follow this additional step. 
Enter the following command through the CLI:

aws organizations disable-aws-service-access --service-principal 
 controltower.amazonaws.com
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Manual cleanup tasks required after decommissioning

• You must specify different email addresses for the Log archive and Audit accounts if you create 
a new landing zone after decommissioning one, or follow the procedure for bringing your own 
existing Log archive or Audit accounts.

• The CloudWatch Logs log group, aws-controltower/CloudTrailLogs, must be deleted 
manually before you set up another landing zone.

• The two Amazon S3 buckets with reserved names for logs must be removed, or renamed, 
manually.

• You must delete, or rename, the existing Security and Sandbox organizational units manually.

Note

Before you can delete the AWS Control Tower Security OU organization, you must first 
delete the logging and audit accounts, but not the management account. To delete these 
accounts, you must When to sign in as a root user to the audit account and to the logging 
account and delete them individually.

• You may wish to delete the AWS IAM Identity Center (IAM Identity Center) configuration for AWS 
Control Tower manually, but you can proceed with the existing IAM Identity Center configuration.

• You may wish to remove the VPC created by AWS Control Tower, and remove the associated AWS 
CloudFormation stack set.

• Before you can set up a new landing zone in a new AWS Region, you must follow these 
additional steps.

• Enter the following command through the CLI:

aws organizations disable-aws-service-access --service-principal 
 controltower.amazonaws.com

• Delete the remaining managed rule, called AWSControlTowerManagedRule, from the shared 
and member accounts for all governed Regions.

Setup after decommissioning a landing zone

After you decommission your landing zone, you cannot successfully execute setup again until 
manual cleanup is complete. Also, without manual cleanup of these remaining resources, you may 
incur unexpected billing charges. You must attend to these issues:
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• The AWS Control Tower management account is part of the AWS Control Tower Root OU. Be sure 
that these IAM roles and IAM policies are removed from the management account:

• Roles:

- AWSControlTowerAdmin

- AWSControlTowerCloudTrailRole

- AWSControlTowerStackSetRole

• Policies:

- AWSControlTowerAdminPolicy

- AWSControlTowerCloudTrailRolePolicy

- AWSControlTowerStackSetRolePolicy

• You may wish to delete or update the existing IAM Identity Center configuration for AWS Control 
Tower before you up a landing zone again, but it is not required that you delete it.

• You may wish to remove the VPC created by AWS Control Tower.

• Setup fails if the email addresses specified for the logging or audit accounts are associated with 
an existing AWS account. You may close the AWS accounts, or use different email addresses to 
set up a landing zone again. Alternatively, you may re-use these existing shared accounts, with 
the feature that allows you to bring your own logging and audit accounts. For more information, 
see Considerations for bringing existing security or logging accounts.

• Setup fails if Amazon S3 buckets with the following reserved names already exist in the logging 
account:

• aws-controltower-logs-{accountId}-{region} (used for the logging bucket).

• aws-controltower-s3-access-logs-{accountId}-{region} (used for the logging 
access bucket).

You must either rename or remove these buckets, or use a different account for the logging 
account.

• Setup fails if the management account has the existing log group, aws-controltower/
CloudTrailLogs, in CloudWatch Logs. You must either rename or remove the log group.

Before you set up in a new AWS Region
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If you intend to set up a new landing zone in a new AWS Region, follow these additional steps.

• Enter the following command through the CLI:

aws organizations disable-aws-service-access --service-principal 
 controltower.amazonaws.com

• Delete the remaining managed rule, called AWSControlTowerManagedRule, from shared and 
member accounts for all governed Regions.

Note

You cannot set up a new landing zone in an organization with top-level OUs named either
Security or Sandbox. You must rename or remove these OUs to set up a landing zone 
again.
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Troubleshooting

If you encounter issues while using AWS Control Tower, you can use the following information to 
resolve them according to our best practices. If the issues you encounter are outside the scope 
of the following information, or if they persist after you've tried to resolve them, contact AWS 
Support.

Landing Zone Launch Failed

Common causes of landing zone launch failure:

• Lack of response to a confirmation email message.

• AWS CloudFormation StackSet failure.

Confirmation email messages: If your management account is less than an hour old, you may 
encounter issues when the additional accounts are created.

Action to take

If you encounter this issue, check your email. You might have been sent confirmation email that is 
awaiting response. Alternatively, we recommend that you wait an hour, and then try again. If the 
issue persists, contact AWS Support.

Failed StackSets: Another possible cause of landing zone launch failure is AWS CloudFormation 
StackSet failure. AWS Security Token Service (STS) regions must be enabled in the management 
account for all AWS Regions that AWS Control Tower is governing, so that the provisioning can be 
successful; otherwise, stack sets will fail to launch.

Action to take

Be sure to enable all of your required AWS Security Token Service  (STS) endpoint regions before 
you launch AWS Control Tower.

To view a list of AWS Regions that AWS Control Tower supports, see How AWS Regions Work With 
AWS Control Tower.
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Landing zone not up to date error

If you have not updated your landing zone recently, you may receive an error when you try to 
regain access to AWS Control Tower. You may see an error message similar to this one:

Unable to access Control Tower

Your account has been inactive for too long. Due to inactivity, you must update your landing 
zone for access to AWS Control Tower.

However, your landing zone update may fail.

Steps to take

Sign in to the management account of your organization, and sign in as root user. Your IAM user or 
user in IAM Identity Center must have AWS Control Tower administrator permissions and be part of 
the AWSControlTowerAdmins group. Then try the update again.

New Account Provisioning Failed

If you encounter this issue, check for these common causes.

When you filled out the account provisioning form, you may have:

• specified tagOptions,

• enabled SNS notifications,

• enabled provisioned product notifications.

Try again to provision your account, without specifying any of those options. For more information, 
see Provision accounts with AWS Service Catalog Account Factory .

Other common causes for failure:

• If you created a provisioned product plan (to view resource changes), your account provisioning 
may remain in an In progress state indefinitely.

• Creation of a new account in Account Factory will fail while other AWS Control Tower 
configuration changes are in progress. For example, while a process is running to add a control to 
an OU, Account Factory will display an error message if you try to provision an account.
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To check the status of a previous action in AWS Control Tower

• Navigate to AWS CloudFormation > StackSets

• Check each stack set related to AWS Control Tower (prefix: "AWSControlTower")

• Look for AWS CloudFormation StackSets operations that are still running.

If your account provisioning takes longer than one hour, it's best to terminate the provisioning 
process and try again.

Failed to Enroll an Existing Account

If you try once to enroll an existing AWS account and that enrollment fails, when you try a second 
time, the error message may tell you that the stack set exists. To continue, you must remove the 
provisioned product in Account Factory.

If the reason for the first enrollment failure was that you forgot to create the
AWSControlTowerExecution role in the account in advance, the error message you'll receive 
correctly tells you to create the role. However, when you try to create the role, you are likely to 
receive another error message stating that AWS Control Tower could not create the role. This error 
occurs because the process has been partially completed.

In this case, you must take two recovery steps before you can proceed with enrolling your 
existing account. First, you must terminate the Account Factory provisioned product through 
the AWS Service Catalog console. Next, you must use the AWS Organizations console to 
manually move the account out of the OU and back to the root. After that is done, create the
AWSControlTowerExecution role in the account, and then fill in the Enroll account form again.

Another possible cause of enrollment failure is that the account has existing AWS Config resources. 
In that case, see Enroll accounts that have existing AWS Config resources for instructions on how 
you can modify your existing resources.

Unable to Update an Account Factory Account

When an account is in an inconsistent state, it cannot be updated successfully from Account 
Factory or AWS Service Catalog.

Case 1: You may encounter an error message similar to this one:
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AWS Control Tower could not baseline VPC in the managed account because of 
existing resource dependencies.

Common cause: AWS Control Tower always removes the AWS default VPC during initial 
provisioning. To have an AWS default VPC in an account, you must add it after account creation. 
AWS Control Tower has its own default VPC that replaces the AWS default VPC, unless you set 
up Account Factory the way the walkthrough shows you—-so that AWS Control Tower doesn’t 
provision a VPC at all. Then the account has no VPC. You’d have to re-add the AWS default VPC if 
you want to use that one.

However, AWS Control Tower doesn't support the AWS default VPC. Deploying one causes the 
account to enter a Tainted state. When it is in that state, you cannot update the account through 
AWS Service Catalog.

Action to take: You must delete the default VPC that you added, and then you will be able to 
update the account.

Note

The Tainted state causes a follow-on issue: An account that is not updated may prevent 
enabling controls on the OU of which it is a part.

Case 2: You may see an error message similar to this one:

AWS Control Tower detects that your enrolled account has been moved to a 
new organizational unit.

Common cause: You attempted to move an account from one registered OU to another, but old 
AWS Config rules remain. The account is in an inconsistent state.

Action to take:

If the account move was intended:

• Terminate the account in Service Catalog.

• Enroll it again.

• Context/impact: Deployed AWS Config rules don't match the configuration dictated by the 
destination OU.
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• AWS Config rules may remain from the previous OU, causing unintended spending.

• Attempts to re-enroll or update the account will fail due to resource naming conflicts.

If the account move was unintended:

• Return the account to its original OU.

• Update the account from Service Catalog.

• In the launch parameters, enter the OU that the account was originally in.

• Context/impact: If the account is not returned to its original OU, its state will be inconsistent with 
the controls dictated by the new OU it's in.

• Updating an account is not a valid remediation, because it does not delete the AWS Config rules 
associated with its previous OU.

Unable to Update Landing Zone

AWS Control Tower does not roll back to a previous landing zone version if an update fails. You 
may find your landing zone in an indeterminate state. If so, contact AWS support.

Landing zone updates may fail for several reasons.

• Prerequisites not met

• AWS Config resources exist in certain accounts

• Closed accounts exist

Prerequisites not met

A landing zone update must meet the same prerequisites as a landing zone setup. Before you 
update, review the pre-launch checks.

AWS Config resources exist in Security OU accounts

Do not add AWS Config resources in your Audit and Log archive accounts. The landing zone update 
process cannot complete with these resources present. These restrictions are similar to those for 
enrolling an account or setting up a landing zone for the first time. For more information, see
Enroll accounts that have existing AWS Config resources.

Closed accounts exist
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When an account is in a Closed or Suspended state, you may encounter an issue when you try to 
update your landing zone. You must delete the provisioned product on every closed account before 
you perform an update to the landing zone.

On the AWS Service Catalog provisioned product page, you may see an error message similar to 
this one:

AWSControlTowerExecution role can't be assumed on the account.

Common cause: You have suspended an account without deleting the provisioned product.

Action to take: If you see this error, you have two options:

1. Contact AWS Support and reopen the account, delete the provisioned product, then close the 
account again.

2. Remove the resources from the StackSets that have been orphaned because of the account 
closure. (This option is available only if the StackSets have instances in Current state that you 
are not removing.)

To remove the resources from the StackSets, do this for each closed account:

• Go into each of the AWS Control Tower StackSets and remove the StackInstances from every 
region, for the account that has been closed.

• IMPORTANT: Choose the Retain Stack option so the StackSet removes only the stack instances. 
StackSet can't assume a role from the closed account, so it will fail if it tries to assume the
AWSControlTowerExecution role, which leads to the error message you received.

Failure Error that Mentions AWS Config

If AWS Config is enabled in any AWS Region supported by AWS Control Tower, you may receive an 
error message because a pre-check has failed. The message might not seem to explain the problem 
adequately, due to some underlying behavior of AWS Config.

You may receive an error message, similar to one of these:

• AWS Control Tower cannot create an AWS Config delivery channel because 
one already exists. To continue, delete the existing delivery channel and 
try again
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.

• AWS Control Tower cannot create an AWS Config configuration recorder 
because one already exists. To continue, delete the existing delivery 
channel and try again
.

Common cause: When the AWS Config service is enabled on an AWS account, it creates a 
configuration recorder and delivery channel with a default naming. If you disable the AWS Config 
service through the console, it does not delete the configuration recorder or the delivery channel. 
You must delete them through the CLI, or modify them for AWS Control Tower use. If the AWS 
Config service is enabled in any one of the Regions supported by AWS Control Tower, it can result 
in this failure.

If the account has existing AWS Config resources, see Enroll accounts that have existing AWS Config 
resources for instructions on how you can modify your existing resources.

Action to take: Delete the configuration recorder and delivery channel in all supported regions. 
Disabling AWS Config is not enough, the configuration recorder and delivery channel must be 
deleted by means of the CLI. After you’ve deleted the configuration recorder and delivery channel 
from the CLI, you can try again to launch AWS Control Tower and enroll the account.

If you are in the process of deploying a provisioned product, you must delete the provisioned 
product before you retry. Otherwise, you may see an error message similar to this one:

• An error occurred (InvalidParametersException) when calling the
ProvisionProduct operation: A stack named Stackname already exists.

In the message, Stackname specifies the name of the stack.

Here are some example AWS Config CLI commands you can use to determine the status of your 
configuration recorder and delivery channel.

View commands:

• aws configservice describe-delivery-channels

• aws configservice describe-delivery-channel-status

• aws configservice describe-configuration-recorders
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• The normal response is something like "name": "default"

Delete commands:

• aws configservice stop-configuration-recorder --configuration-recorder-
name NAME-FROM-DESCRIBE-OUTPUT

• aws configservice delete-delivery-channel --delivery-channel-name NAME-
FROM-DESCRIBE-OUTPUT

• aws configservice delete-configuration-recorder --configuration-recorder-
name NAME-FROM-DESCRIBE-OUTPUT

For more information, see the AWS Config documentation

• Managing the Configuration Recorder (AWS CLI)

•
Managing the Delivery Channel

No Launch Paths Found Error

When you're trying to create a new account, you may see an error message similar to this one:

No launch paths found for resource: prod-dpqqfywxxxx

This error message is generated by AWS Service Catalog, which is the integrated service that helps 
provision accounts in AWS Control Tower.

Common Causes:

• You may be logged in as root. AWS Control Tower does not support creating accounts when 
you're logged in as root user.

• Your IAM Identity Center user has not been added to the appropriate permission group. 
You may need to add your IAM Identity Center user to one of these permission groups:
AWSAccountFactory (for end-user access) or AWSServiceCatalogAdmins (for admin access).

• If you are authenticated as an IAM user, you must add it to the AWS Service Catalog portfolio so 
that it has the correct permissions.

• This issue also occurs if you have the correct permissions, but AWS Control Tower drift is 
detected and a repair is necessary.

No Launch Paths Found Error 2480

https://docs.aws.amazon.com/config/latest/developerguide/stop-start-recorder.html#managing-recorder_cli
https://docs.aws.amazon.com/config/latest/developerguide/manage-delivery-channel.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_users


AWS Control Tower User Guide

Received an Insufficient Permissions Error

It's possible that your account may not have the necessary permissions to perform certain work in 
certain AWS Organizations. If you encounter the following type of error, check all the permissions 
areas, such as IAM or IAM Identity Center permissions, to make sure your permission is not being 
denied from those places:

You have insufficient permissions to perform AWS Organizations API actions.

If you believe your work requires the action you're attempting, and you can't locate any relevant 
restriction, contact your system administrator or AWS Support.

Detective controls are not taking effect on accounts

If you've recently expanded your AWS Control Tower deployment into a new AWS Region, newly-
applied detective controls do not take effect on new accounts you create in any Region until the 
individual accounts within OUs governed by AWS Control Tower are updated. Existing detective 
controls on existing accounts are still in effect.

If you try to enable a detective control before updating your accounts, you may see an error 
message similar to this one:

AWS Control Tower can't enable the selected control on this OU. AWS Control 
Tower cannot apply the control on the OU ou-xxx-xxxxxxxx, because child 
accounts have dependencies that are missing. Update all child accounts 
under the OU, then try again.

Action to take: Update accounts.

To update your accounts from the AWS Control Tower console, see When to update AWS Control 
Tower OUs and accounts.

To update multiple individual accounts programmatically, you can use the APIs from AWS 
Service Catalog and the AWS CLI to automate the updates. For more information about 
how to approach the update process, see this Video Walkthrough.  You can substitute the
UpdateProvisionedProduct API for the ProvisionProduct API shown in the video.

If you have further difficulties with enabling detective controls on your accounts, contact AWS 
Support.

Received an Insufficient Permissions Error 2481

https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/


AWS Control Tower User Guide

Rate exceeded error returned by the AWS Organizations API

Possible cause

Your workload was running while AWS Control Tower was running a daily scan to check whether 
your SCPs have drifted.

Steps to follow

If you encounter an API throttling or rate exceeded error, try these steps:

• Run your workloads at a different time. (Refer to the AWS Control Tower SCP invariance scan 
schedule by Region to find out when AWS Control Tower runs its audit scans.)

• If you are calling the APIs directly through HTTP: Use the AWS SDK, which automatically retries 
failed actions

• Request a limit increase through Service Quotas and AWS Support

An example of troubleshooting instructions for API throttling in Elastic Beanstalk can be found 
here: https://aws.amazon.com/premiumsupport/knowledge-center/elastic-
beanstalk-api-throttling-errors/

Failure to move an Account Factory account directly from 
one AWS Control Tower landing zone to another AWS Control 
Tower landing zone

Warning

This practice does not meet the prerequisite for eligible account enrollment, because 
eligible accounts must be part of the same overall AWS Organization, and each 
organization may have only one landing zone. If you have tried to do this action and you 
find yourself receiving multiple error messages, here is some information that might be 
helpful.

To move an account that you’ve provisioned through Account Factory into another landing zone 
that’s managed by AWS Control Tower, under another management account, you must remove all 
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of the IAM roles and the stacks associated with that account from the original OU. Remove these 
resources from every Region in which the account is deployed.

Note

The best way to remove the resources is to deprovision the account in its original OU before 
you try to move it.

If you don’t remove the resources, enrollment into the new OU will fail, somewhat spectacularly. 
You may encounter one or more error messages, and you will keep receiving similar error messages 
until the remaining roles and stacks are removed from every Region in which the account was 
deployed.

Each time you receive an error message, you must remove the account from the new OU, delete the 
old resource that is the subject of the error message, and then attempt to move the account back 
into the new OU. This process of removing-and-deleting must be repeated for every remaining 
resource, for every Region in which the account was deployed, possibly 10 or 20 times. These 
repeated errors occur because the account was provisioned into an OU with an SCP that prevents 
IAM role deletion. You can make the recovery process shorter by deleting all the account's 
resources before you retry.

The examples below represent the types of failure messages you may receive if undeleted roles 
and stacks remain. You would most likely see one of these messages at a time, for each time you 
attempt to enroll the account, as long as old resources remain.

The values of the resource ID strings have been modified for the examples. Their values will not 
be the same in an error message you may receive. You may see a message similar to the following 
examples:

• AWS Control Tower cannot create the IAM role aws-controltower-
AdministratorExecutionRole because the role already exists. To continue, 
delete the existing IAM role and try again.

• AWS Control Tower cannot create the IAM role aws-controltower-
ConfigRecorderRole because the role already exists. To continue, delete 
the existing IAM role and try again.

Failure to move an Account Factory account directly from one AWS Control Tower landing zone to 
another AWS Control Tower landing zone
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• AWS Control Tower cannot create the IAM role aws-controltower-
ForwardSnsNotificationRole because the role already exists. To continue, 
delete the existing IAM role and try again.

Or you may see an error message about a stack set failure, similar to this one:

 
"Error\":\"StackSetFailState\",
\"Cause\":\"StackSetOperation on AWSControlTowerBP-BASELINE-CLOUDWATCH  
with id 8aXXXXf5-e0XX-4XXa-bc4XX-dXXXXXee31 
has reached SUCCEEDED state but has 1 NON-CURRENT stack instances;  
here is the summary :{ StackSet Id:  
AWSControlTowerBP-BASELINE-CLOUDWATCH:40XXXbf2-Xead-46a1-XXXa-eXXXXecb2ee2,  
Stack instance Id:  
arn:aws:cloudformation:eu-west-1:1X23456789XX: 
            stack/StackSet-AWSControlTowerBP-BASELINE-CLOUDWATCH-4feXXXXXX-ecXX-XXc6-
bXXX-4ae678/4feXXXXXX-ecX-4ae123458,  
Status: OUTDATED,  
Status Reason: ResourceLogicalId:ForwardSnsNotification,  
ResourceType:AWS::Lambda::Function,  
ResourceStatusReason:aws-controltower-NotificationForwarder already exists in stack  
arn:aws:cloudformation:eu-west-1:1X23456789XX: 
            stack/StackSet-AWSControlTowerBP-BASELINE-CLOUDWATCH-4feXXXXXX-ecXX-XXc6-
bXXX-4ae678/4feXXXXXX-ecX-4ae123458.  
         

After all of the remaining resources are removed from the first OU, you’ll be able to invite, 
provision, or enroll the account into the new OU successfully.

AWS Support

If you want to move your existing member accounts into a different support plan, you can sign in 
to each account with root account credentials, compare plans, and set the support level that you 
prefer.

We recommend that you update the MFA and account security contacts when you make changes to 
your support plan.
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Types of baselines

A baseline in AWS Control Tower is a group of resources and specific configurations that you can 
apply to a target. Baseline targets may be organizational units (OUs) or landing zones. For example, 
you can enable a baseline with an OU selected as a target, to register that OU into AWS Control 
Tower. Baselines also may be enabled based on your landing zone settings and configurations. 
AWS Control Tower creates and deploys the resources to the target in the way that the baseline 
specifies.

When you enable a baseline for a target, the baseline is represented as an AWS CloudFormation 
resource, called an EnabledBaseline resource.

AWS Control Tower includes four essential types of baselines:

• One type can apply to an OU that's registered with AWS Control Tower, or to an OU that you 
intend to register by applying the baseline.

• Three baseline types can apply to a landing zone, during initial set up or during a landing zone 
update.

Baseline type that applies at the OU level, for registering and updating OUs

• Name: AWSControlTowerBaseline

Description: Sets up resources and mandatory controls for member accounts within the target 
OU, required for AWS Control Tower governance.

Consideration: This baseline retains the settings of the landing zone Region deny control. In 
other words, if a Region is not allowed at the landing zone level, that Region is not allowed for 
that OU when you call the EnableBaseline API to register an OU.

Note

The OU-level Region deny control has no way to allow Regions that the landing zone 
Region deny control does not allow.

For more information, see How SCPs work with deny in the AWS Organizations documentation.
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Recommendation: We recommend that you confirm the Regions in which your target OU may be 
running workloads, and check the results against the landing zone Region deny control, before 
you call the EnableBaseline API for the OU, or you could lose access to resources in certain 
Regions.

Note

Landing zone baselines behave differently than OU-level baselines.

AWS Control Tower enables the baselines that apply at the landing zone level automatically, as 
part of the landing zone setup and update process. Baselines for your landing zone may change 
as you change your landing zone settings. For example, if you opt in for IAM Identity Center, AWS 
Control Tower can enable the latest version of the IdentityCenterBaseline baseline on your 
landing zone.

You can view the enabled baselines for your landing zone with the ListEnabledBaselines API 
call.

Baseline types that may apply to your landing zone

• Name: AuditBaseline

Description: Sets up resources to monitor security and compliance of accounts in your 
organization. You cannot change this baseline, it is deployed by AWS Control Tower.

• Name: LogArchiveBaseline

Description: Sets up a central repository for logs of API activities and resource configurations 
from accounts in your organization. You cannot change this baseline, it is deployed by AWS 
Control Tower.

• Name: IdentityCenterBaseline

Description: Sets up shared resources for IAM Identity Center, which prepares the
AWSControlTowerBaseline to set up Identity Center access for accounts.

Consideration: This baseline works only when you’ve selected IAM Identity Center as your 
identity provider at the time you set up your landing zone initially, or if you subsequently change 
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your landing zone settings to enable IAM Identity Center for your landing zone. If you’re using a 
different identity provider, you won’t have access to enable this baseline.

Partial enrollment of accounts

When you're working with baselines, an account can be placed into a state called Partially 
enrolled.

This state can occur if you re-register an OU by calling the ResetEnabledBaseline API, because 
AWS Control Tower applies only the mandatory resources to the accounts in the target OU. An 
account that is missing the optional resources (controls) for its parent OU is marked as Partially 
enrolled.

If you move an unenrolled account into a registered OU and then call the
ResetEnabledBaseline API on the OU to enroll that account, AWS Control Tower applies 
the resources associated with the AWSControlTowerBaseline to the newly-enrolled account. 
However, optional controls enabled for this OU are not applied to the account. The account 
remains in a Partially enrolled state.

To enroll the account fully, choose Re-register or Update account in the console. When you select 
these operations from the console, AWS Control Tower applies all of the resources of that OU to 
the newly-enrolled account, including the optional controls that are activated for that OU.

Variation in operations between the AWS Control Tower 
console and APIs for baselines

When you change the governance status of an OU, the AWS Control Tower console performs more 
operations for you automatically, compared to changing governance by means of the APIs for 
baselines.

Differences

• Registering and provisioned products

When you register an OU through the console, AWS Control Tower creates Service Catalog 
products for the OU's member accounts, as part of enrolling each account. When you register an 
OU by means of the EnableBaseline API and the AWSControlTowerBaseline, AWS Control 
Tower does not create provisioned products for the member accounts in the OU.
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• Deregister an OU

Any time you deregister an OU, you must first remove all member accounts and nested OUs. 
Then, AWS Control Tower removes all controls that are applied to the OU.

• If you select Delete OU the OU from the console, AWS Control Tower proceeds to deregister 
and then delete the OU from your organization.

• However, if you deregister the OU by calling the DisableBaseline API to remove the
AWSControlTowerBaseline from the OU, AWS Control Tower does not delete the OU from 
your organization, the OU is still present in the organization, unregistered.

Baselines and versioning defaults

If your AWS Control Tower landing zone is already set up, and then you choose to enable a landing 
zone baseline, AWS Control Tower enables the latest version of the baseline that is compatible 
with your landing zone version. If you choose to enable a baseline for an OU that is not already 
registered with AWS Control Tower, AWS Control Tower provides the latest compatible version of 
the baseline for that OU, automatically.

Compatibility of OU baselines and landing zone versions

AWS Control Tower baselines allow you to set a governance standard at the OU level, 
rather than at the landing zone level, if your business requires it. The baseline called
AWSControlTowerBaseline is available to help register your OUs with AWS Control Tower.

Note

A baseline is a group of controls and resources that work together to establish a stable 
governance environment within your landing zone.

When you enable a baseline on an OU, by callling the EnableBaseline API in AWS Control Tower, 
you must specify a baseline version that's compatible with your current AWS Control Tower landing 
zone version. After you specify a baseline, all member accounts in an OU follow the baseline given 
for the OU. In other words, new accounts are provisioned with the updated baseline, and existing 
member accounts become governed according to the new baseline.
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If you do not select a baseline for your existing OUs and accounts, the landing zone version 
determines the entire governance posture, by default. However, each registered OU in your landing 
zone is assigned a baseline version, which is the latest baseline compatible with your current 
landing zone version. Therefore, each OU and enrolled member account has an associated baseline, 
even if you never assign a baseline specifically.

For the OU-level baseline, AWSControlTowerBaseline, the table that follows shows the 
compatibility of baselines with AWS Control Tower landing zone versions.

Baseline 
version

Landing 
zone 
versions

Included 
blueprints

Included 
controls

Change from 
previous 
baseline

1.0 2.0 to 2.7 BP_BASELI 
NE_CLOUDT 
RAIL, 
BP_BASELI 
NE_CLOUDW 
ATCH, 
BP_BASELI 
NE_CONFIG 
, BP_BASELI 
NE_ROLES, 
BP_BASELI 
NE_SERVIC 
E_ROLES, 
IAM 
Resources

All 
mandatory 
controls

None

2.0 2.8 to 2.9 BP_BASELI 
NE_CLOUDT 
RAIL, 
BP_BASELI 
NE_CLOUDW 
ATCH, 
BP_BASELI 
NE_CONFIG 

All 
mandatory 
controls

Added AWS 
Config 
service-l 
inked role 
(SLR) and 
new Config 
blueprint to 
use the SLR
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Baseline 
version

Landing 
zone 
versions

Included 
blueprints

Included 
controls

Change from 
previous 
baseline

, BP_BASELI 
NE_ROLES, 
BP_BASELI 
NE_SERVIC 
E_ROLES, 
Config 
SLR, IAM 
resources

3.0 3.0 to 3.1 BP_BASELI 
NE_CLOUDW 
ATCH, 
BP_BASELI 
NE_CONFIG 
, BP_BASELI 
NE_ROLES, 
 BP_BASELI 
NE_SERVIC 
E_ROLES, 
Config 
SLR, IAM 
resources

All 
mandatory 
controls

New AWS 
Config 
blueprint. 
Change to 
record global 
resources 
only in home 
Region. 
Removed 
CloudTrail 
blueprint
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Baseline 
version

Landing 
zone 
versions

Included 
blueprints

Included 
controls

Change from 
previous 
baseline

4.0 3.2 to 3.3 BP_BASELI 
NE_CLOUDW 
ATCH, 
BP_BASELI 
NE_CONFIG 
, BP_BASELI 
NE_ROLES, 
 BP_BASELI 
NE_SERVIC 
E_LINKED_ 
ROLE, 
BP_BASELI 
NE_SERVIC 
E_ROLES, 
Config 
SLR, IAM 
resources

All 
mandatory 
controls

New SLR 
blueprint

For more information about specific resources created in accounts when you set up your landing 
zone, see Resources created in the shared accounts.

If you update your landing zone to a version that supports a newer AWSControlTowerBaseline
baseline version, and the new landing zone version is compatible with your existing baseline 
version, your OU state changes to Update available.

• You can continue to use account factory and other features without updating the OU baseline 
immediately, except in the case of a landing zone update from 2.x to 3.x.

• New accounts enrolled in this OU receive resources based on the existing baseline version until 
the baseline version is updated (with the Extend governance feature in the console, or by means 
of the UpdateEnabledBaseline API).

• After you update the baseline version, all accounts within that OU receive resources based on the 
new baseline version.
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Note

If you update your AWS Control Tower landing zone from any version 2.X to any version 
3.X, you also must update the baseline version on your OUs, due to the change from 
account-level to organization-level AWS CloudTrail trails. In the console, your OU will show 
a status of Update required.

Considerations for baselines

• If your OU requires a baseline update, you cannot provision new accounts or enroll existing 
accounts into that OU.

• After a landing zone update, if you also plan to update an OU baseline, you must re-register the 
OU or update your OU baseline version programmatically.

• We recommend that you update to the highest compatible baseline for the landing zone version 
you're using, so that you gain all the benefits of the landing zone and the baseline combined. For 
example, if you update to landing zone version 3.3, you can keep using baseline 3.0, but you do 
not get every benefit of landing zone version 3.3 unless you also update to baseline 4.0.

• Baseline updates cannot be rolled back.

• Baseline enablement targets one OU at a time. Therefore, nested OUs are not updated 
automatically when the parent OU is updated. We recommend that you update the parent OU 
before you update the nested OUs.

• When you call the UpdateEnabledBaseline API or re-register an OU from the console, the OU 
retains all controls that were enabled before the baseline update.

• When multiple baseline versions are compatible with your landing zone version, you must use 
the latest baseline version if you enable a baseline on an unmanaged OU, .

Examples: Register an AWS Control Tower OU with APIs only

This walkthrough of examples is a companion document. For explanations, caveats, and more 
information, see Types of baselines.

Prerequisites
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You must have an existing OU that is not registered with AWS Control Tower, and which you would 
like to register. Or, you must have a registered OU that you would like to re-register for purposes of 
updating.

Register an OU

1. Check whether the IdentityCenterBaseline is enabled for the landing zone. If so, get the 
Identity Center Enabled Baseline identifier.

aws controltower list-baselines --query 'baselines[?name==`IdentityCenterBaseline`].
[arn]'

aws controltower list-enabled-baselines --query 'enabledBaselines[?
baselineIdentifier==`<Identity Center Baseline Arn>`].[arn]'

2. Get the ARN of the target OU.

aws organizations describe-organizational-unit --organizational-unit-id 
 <Organizational Unit ID> --query 'OrganizationalUnit.[Arn]'

3. Get the ARN of the AWSControlTowerBaseline baseline.

aws controltower list-baselines --query 'baselines[?name==`AWSControlTowerBaseline`].
[arn]'

4. Create the AWSControlTowerBaseline baseline on the target OU.

If the Identity Center Baseline is enabled:

aws controltower enable-baseline --baseline-identifier <AWSControlTowerBaseline ARN>
 --baseline-version <BASELINE VERSION> --target-identifier <OU ARN> --parameters 
 '[{"key":"IdentityCenterEnabledBaselineArn","value":"<Identity Center Enabled 
 Baseline ARN>"}]'

If the Identity Center Baseline is not enabled, omit the parameters flag, as follows:

aws controltower enable-baseline --baseline-identifier <AWSControlTowerBaseline ARN>
 --baseline-version <BASELINE VERSION> --target-identifier <OU ARN>
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Re-register an OU

After you make updates to landing zone settings, or update your landing zone version, you 
must Re-register OUs to give them the latest changes. Follow these steps to re-register an OU 
programmatically, by resetting the associated EnabledBaseline resource.

1. Get the ARN of the target OU to re-register.

aws organizations describe-organizational-unit --organizational-unit-id <OU ID> --
query 'OrganizationalUnit.[Arn]'

2. Get the ARN of the EnabledBaseline resource for the target OU.

aws controltower list-enabled-baselines --query 'enabledBaselines[?
targetIdentifier==`<OUARN>'`].[arn]'

3. Reset the Enabled Baseline.

aws controltower reset-enabled-baseline --enabled-baseline-
identifier <EnabledBaselineArn>

Examples for baseline API usage

This section contains examples of input and output parameters for the AWS Control Tower baseline 
APIs.

DisableBaseline

For more information about this API operation, see DisableBaseline.

DisableBaseline input:

{ 
    "enabledBaselineIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/AB12CD34EF56GH789"
}

DisableBaseline output:

{ 
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    "operationIdentifier": "58f12232-26be-4735-a3e9-dd30d90f021f"
}

DisableBaseline CLI example:

aws controltower disable-baseline \ 
    --enabled-baseline-identifier arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/AB12CD34EF56GH789 \ 
    --region us-west-2

EnableBaseline

For more information about this API operation, see EnableBaseline.

EnableBaseline input:

{ 
    "baselineIdentifier": "arn:aws:controltower:us-west-2::baseline:17BSJV3IGJ2QSGA2", 
    "targetIdentifier": "arn:aws:organizations::123456789012:ou/o-kgj0txdhpa/ou-
r9mj-4j3mzjql", 
    "baselineVersion": "3.0", 
    "parameters": [ 
        { 
            "key": "IdentityCenterEnabledBaselineArn", 
            "value": "arn:aws:controltower:us-west-2:123456789012:enabledbaseline/
XAHCR4CJTSI4W07MZ" 
        } 
    ]
}

EnableBaseline output:

{ 
    "operationIdentifier": "58f12232-26be-4735-a3e9-dd30d90f021f", 
    "arn": "arn:aws:controltower:us-west-2:123456789012:enabledbaseline/
XAHCR4CJTSI4W07MZ"
}

EnableBaseline CLI example:

This example shows enabling a baseline for an AWS Organizations organization that 
has the landing zone opted-in to AWS IAM Identity Center access, managed by AWS 

EnableBaseline 2495

https://docs.aws.amazon.com/controltower/latest/APIReference/API_EnableBaseline.html


AWS Control Tower User Guide

Control Tower. To retrieve your Identity Center EnabledBaseline identifier, you 
can call the ListEnabledBaselines API, filtering on the Identity Center baseline:
(arn:aws:controltower:Region::baseline/LN25R72TTG6IGPTQ)

aws controltower list-enabled-baselines \ 
    --filter baselineIdentifiers=arn:aws:controltower:us-west-2::baseline/
LN25R72TTG6IGPTQ \ 
    --region us-west-2

The response will show the EnabledBaseline detail, which shows its identifier.

{ 
    "enabledBaselines": [ 
        { 
            "arn": "arn:aws:controltower:us-west-2:123456789012:enabledbaseline/
XAHXS7P6C4I453EZC", 
            "baselineIdentifier": "arn:aws:controltower:us-west-2::baseline/
LN25R72TTG6IGPTQ", 
            "targetIdentifier": "arn:aws:organizations::123456789012:account/o-
aq21sw43de5/123456789012", 
            "statusSummary": { 
                "status": "SUCCEEDED" 
            } 
        } 
    ]
}

Note

Make note of the ARN value from the response, and pass this value as a parameter to 
enable the default baseline.

aws controltower enable-baseline \ 
    --baseline-identifier arn:aws:controltower:us-west-2::baseline/17BSJV3IGJ2QSGA2 \ 
    --baseline-version 3.0 \ 
    --target-identifier arn:aws:organizations::123456789012:ou/o-aq21sw43de5/ou-po90-
lk87jh65 \ 
    --parameters 
 '[{"key":"IdentityCenterEnabledBaselineArn","value":"arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/XAHXS7P6C4I453EZC"}]' \ 
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    --region us-west-2

For an organization with the landing zone opted-out from AWS Control Tower management of IAM 
Identity Center, enable the baseline without the parameter.

aws controltower enable-baseline \ 
    --baseline-identifier arn:aws:controltower:us-west-2::baseline/17BSJV3IGJ2QSGA2 \ 
    --baseline-version 3.0 \ 
    --target-identifier arn:aws:organizations::123456789012:ou/o-aq21sw43de5/ou-po90-
lk87jh65 \ 
    --region us-west-2

GetBaseline

For more information about this API operation, see GetBaseline.

GetBaseline input:

{ 
    "baselineIdentifier": "arn:aws:controltower:us-west-2::baseline/17BSJV3IGJ2QSGA2"
}

GetBaseline output:

{ 
    "arn": "arn:aws:controltower:us-west-2::baseline/17BSJV3IGJ2QSGA2", 
    "name": "AWSControlTowerBaseline", 
    "description": "Sets up resources and mandatory controls for member accounts within 
 the target OU, required for AWS Control Tower governance.",
}

GetBaseline CLI example:

aws controltower get-baseline \ 
    --baseline-identifier arn:aws:controltower:us-west-2::baseline/17BSJV3IGJ2QSGA2 \ 
    --region us-west-2

GetBaselineOperation

For more information about this API operation, see GetBaselineOperation.
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GetBaselineOperation input:

{ 
    "operationIdentifier": "58f12232-26be-4735-a3e9-dd30d90f021f"
}

GetBaselineOperation output:

{ 
    "baselineOperation": { 
        "operationIdentifier": "58f12232-26be-4735-a3e9-dd30d90f021f", 
        "operationType": "DISABLE_BASELINE", 
        "status": "FAILED", 
        "startTime": "2023-01-12T19:05:00Z", 
        "endTime": "2023-01-12T19:45:00Z", 
        "statusMessage": "Can't perform DisableBaseline on a parent target with 
 governed child OUs" 
    }
}

GetBaselineOperation CLI example:

aws controltower get-baseline-operation \ 
    --operation-identifier 58f12232-26be-4735-a3e9-dd30d90f021f \ 
    --region us-west-2

GetEnabledBaseline

For more information about this API operation, see GetEnabledBaseline.

GetEnabledBaseline input:

{ 
    "enabledBaselineIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/XAHCR4CJTSI4W07MZ"
}

GetEnabledBaseline output:

{ 
    "enabledBaselineDetails": { 
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        "arn": "arn:aws:controltower:us-west-2:123456789012:enabledbaseline/
XAHCR4CJTSI4W07MZ", 
        "baselineIdentifier": "arn:aws:controltower:us-
west-2::baseline:17BSJV3IGJ2QSGA2", 
        "baselineVersion": "3.0", 
        "targetIdentifier": "arn:aws:organizations::123456789012:ou/o-kgj0txdhpa/ou-
r9mj-4j3mzjql", 
        "statusSummary": { 
            "status": "SUCCEEDED", 
            "lastOperationIdentifier": "58f12232-26be-4735-a3e9-dd30d90f021f" 
        }, 
        "parameters": [ 
            { 
                "key": "IdentityCenterEnabledBaselineArn", 
                "value": "arn:aws:controltower:us-west-2:123456789012:enabledbaseline/
XAHCR4CJTSI4W07MZ" 
            } 
        ] 
    }
}

GetEnabledBaseline CLI example:

aws controltower get-enabled-baseline \ 
    --enabled-baseline-identifier arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/XAHXS7P6C4I453EZC \ 
    --region us-west-2

ListBaselines

For more information about this API operation, see ListBaselines.

ListBaselines input (using optional inputs):

{ 
    "nextToken": "AbCd1234", 
    "maxResults": "4"
}

ListBaselines output:

{ 
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    "baselines": [ 
        { 
            "arn": "arn:aws:controltower:us-west-1::baseline/4T4HA1KMO10S6311", 
            "name": "AuditBaseline", 
            "description": "Sets up resources to monitor security and compliance of 
 accounts in your organization." 
        }, 
        { 
            "arn": "arn:aws:controltower:us-west-1::baseline/J8HX46AHS5MIKQPD", 
            "name": "LogArchiveBaseline", 
            "description": "Sets up a central repository for logs of API activities and 
 resource configurations from accounts in your organization." 
        }, 
        { 
            "arn": "arn:aws:controltower:us-west-1::baseline/LN25R72TTG6IGPTQ", 
            "name": "IdentityCenterBaseline", 
            "description": "Sets up shared resources for AWS Identity Center, which 
 prepares the AWSControlTowerBaseline to set up Identity Center access for accounts." 
        }, 
        { 
            "arn": "arn:aws:controltower:us-west-1::baseline/17BSJV3IGJ2QSGA2", 
            "name": "AWSControlTowerBaseline", 
            "description": "Sets up resources and mandatory controls for member 
 accounts within the target OU, required for AWS Control Tower governance." 
        } 
    ]
}

ListBaselines CLI example:

aws controltower list-baselines \ 
    --region us-west-2

ListEnabledBaselines

For more information about this API operation, see ListEnabledBaselines.

ListEnabledBaselines input (no filters):

{ 
    "nextToken": "bde7-XX0c6fXXXXXX", 
    "maxResults": 5
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}

ListEnabledBaselines input (baselineIdentifiers filter only):

{ 
    "filter": { 
        "baselineIdentifiers": ['arn:aws:controltower:us-
east-1::baseline/17BSJV3IGJ2QSGA2', 'arn:aws:controltower:us-
east-1::baseline/12GZU8CKZKVMS2AW'] 
    }, 
    "nextToken": "bde7-XX0c6fXXXXXX", 
    "maxResults": 5
}

ListEnabledBaselines input (targetIdentifiers filter only):

{ 
    "filter": { 
        "targetIdentifiers": ['arn:aws:organizations::123456789012:ou/o-s9511vn103/ou-
xqj7-fex1u317', 'arn:aws:organizations::123456789012:ou/o-s9511vn103/ou-xqj7-11q6n2cf'] 
    }, 
    "nextToken": "bde7-XX0c6fXXXXXX", 
    "maxResults": 2
}

ListEnabledBaselines input (baselineIdentifiers and targetIdentifiers filters):

{ 
    "filter": { 
        "baselineIdentifiers": ['arn:aws:controltower:us-
east-1::baseline/17BSJV3IGJ2QSGA2'] 
        "targetIdentifiers": ['arn:aws:organizations::123456789012:ou/o-s9511vn103/ou-
xqj7-fex1u317'] 
    }, 
    "nextToken": "bde7-XX0c6fXXXXXX", 
    "maxResults": 5
}

ListEnabledBaselines output:

{ 
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    "enabledBaselines": [ 
        { 
            "arn": "arn:aws:controltower:us-east-1:123456789012:enabledbaseline/
XAHCR4CJTSI4W07MZ", 
            "baselineIdentifier": "arn:aws:controltower:us-
east-1::baseline:17BSJV3IGJ2QSGA2", 
            "baselineVersion": "3.0", 
            "targetIdentifier": "arn:aws:organizations::123456789012:ou/o-kgj0txdhpa/
ou-r9mj-4j3mzjql", 
            "statusSummary": { 
                "status": "SUCCEEDED", 
                "lastOperationIdentifier": "58f12232-26be-4735-a3e9-dd30d90f021f" 
            } 
        }, 
        { 
            "arn": "arn:aws:controltower:us-east-1:123456789012:enabledbaseline/
XAJ9NKW88AA4W9CLL", 
            "baselineIdentifier": "arn:aws:controltower:us-
east-1::baseline:17BSJV3IGJ2QSGA2", 
            "baselineVersion": "4.0", 
            "targetIdentifier": "arn:aws:organizations::123456789012:ou/o-s9511vn103/
ou-xqj7-fex1u317", 
            "statusSummary": { 
            "status": "FAILED", 
                "lastOperationIdentifier": "81e02df1-2b4d-48f0-838f-3833b93dcdc0" 
            } 
        } 
    ], 
    "nextToken": "e2bXXXXX6cab"
}

CLI example with one type of filter (baselineIdentifiers filter):

aws controltower list-enabled-baselines \ 
    --filter baselineIdentifiers=arn:aws:controltower:us-
west-2::baseline/17BSJV3IGJ2QSGA2,arn:aws:controltower:us-west-2::baseline/
LN25R72TTG6IGPTQ \ 
    --region us-west-2

CLI example using multiple filters (baselineIdentifiers and targetIdentifiers filters):

aws controltower list-enabled-baselines \ 

ListEnabledBaselines 2502



AWS Control Tower User Guide

    --filter targetIdentifiers=arn:aws:organizations::123456789012:ou/o-
aq21sw43de5/ou-po90-lk87jh65,baselineIdentifiers=arn:aws:controltower:us-
west-2::baseline/17BSJV3IGJ2QSGA2 \ 
    --region us-west-2

ResetEnabledBaseline

For more information about this API operation, see ResetEnabledBaseline.

ResetEnabledbaseline input:

{ 
    "enabledBaselineIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/XAJ9NKW88AA4W9CLL"
}

ResetEnabledBaseline output:

{ 
    "operationIdentifier": "81e02df1-2b4d-48f0-838f-3833b93dcdc0"
}

ResetEnabledBaseline CLI example:

aws controltower reset-enabled-baseline \ 
    --enabled-baseline-identifier arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/XAHXS7P6C4I453EZC \ 
    --region us-west-2

UpdateEnabledBaseline

For more information about this API operation, see UpdateEnabledBaseline.

UpdateEnabledBaseline input:

{ 
    "enabledBaselineIdentifier": "arn:aws:controltower:us-
east-1:123456789012:enabledbaseline/XAJ9NKW88AA4W9CLL", 
    "baselineVersion": "4.0", 
    "parameters": [ 

ResetEnabledBaseline 2503

https://docs.aws.amazon.com/controltower/latest/APIReference/API_ResetEnabledBaseline.html
https://docs.aws.amazon.com/controltower/latest/APIReference/API_UpdateEnabledBaseline.html


AWS Control Tower User Guide

        { 
            "key": "IdentityCenterEnabledBaselineArn", 
            "value": "arn:aws:controltower:us-east-1:123456789012:enabledbaseline/
XAHCR4CJTSI4W07MZ" 
        } 
    ]  
}

UpdateEnabledBaseline output:

{ 
    "operationIdentifier": "81e02df1-2b4d-48f0-838f-3833b93dcdc0"
}

UpdateEnabledBaseline CLI example:

aws controltower update-enabled-baseline \ 
    --enabled-baseline-identifier arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/XAHXS7P6C4I453EZC \ 
    --baseline-version 4.0 
    --parameters 
 '[{"key":"IdentityCenterEnabledBaselineArn","value":"arn:aws:controltower:us-
west-2:123456789012:enabledbaseline/XAHXS7P6C4I453EZC"}]' \ 
    --region us-west-2
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Related information

This topic lists common use cases and best practices for AWS Control Tower capabilities and 
additional enhancements. This topic also includes links to relevant blog posts, technical 
documentation, and related resources that can help you as you work with AWS Control Tower.

Tutorials and labs

• AWS Control Tower lab – These labs provide a high-level overview of common tasks related to 
AWS Control Tower.

• On the AWS Control Tower dashboard, choose Get personalized guidance if you have a use case 
in mind but you're not sure where to start.

• Try visiting a curated list of YouTube videos that explain more about how to use AWS Control 
Tower functionality.

Networking

Set up repeatable and manageable patterns for networks in AWS. Learn more about design, 
automation, and appliances that are commonly used by customers.

• AWS Quick Start VPC Architecture– This Quick Start guide provides a networking foundation 
based on AWS best practices for your AWS Cloud infrastructure. It builds an AWS Virtual Private 
Network environment with public and private subnets where you can launch AWS services and 
other resources.

• Self-service VPCs in AWS Control Tower using AWS Service Catalog– This blog post describes a 
way to set up Account Factory so you can provision accounts with customized VPCs.

• Implementing Serverless Transit Network Orchestrator (STNO) in AWS Control Tower – This blog 
post demonstrates how to automate network connectivity access across accounts. This blog is 
intended for AWS Control Tower administrators, or those responsible for managing networks 
within their AWS environment.

Security, identity, and logging

Extend your security posture, integrate with external or existing identity providers, and centralize 
logging systems.
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Security

• Automating AWS Security Hub Alerts with AWS Control Tower lifecycle events – This blog post 
describes how to automate Security Hub enablement and configuration in an AWS Control Tower 
multi-account environment on existing and new accounts.

• Enabling AWS Identity and Access Management – This blog post describes how to enhance your 
organizational security visibility by enabling and centralizing IAM Access Analyzer findings.

• AWS Systems Manager Parameter Store provides secure, hierarchical storage for configuration 
data management and secrets management. You can use it to share configuration information in 
a secure location, for use by AWS Systems Manager and by AWS CloudFormation. For example, 
you can store a list of Regions in which you want to deploy conformance packs.

Identity

• Link Azure AD user identity into AWS accounts and applications for single sign-on – This blog 
post describes how to use Azure AD with IAM Identity Center and AWS Control Tower.

• Manage access to AWS centrally for Okta users with AWS IAM Identity Center – This blog post 
describes how to use Okta with IAM Identity Center and AWS Control Tower.

Logging

• AWS Centralized Logging Solution – This solutions post describes the Centralized Logging 
solution which enables organizations to collect, analyze, and display logs on AWS across multiple 
accounts and AWS Regions.

Deploying resources and managing workloads

Deploy and manage resources and workloads.

• Getting Started Library integration – This blog post describes Getting Started portfolios you can 
use.

• Continuous deployment of Cloud Custodian to AWS Control Tower

Working with existing organizations and accounts

Work with existing AWS organizations and accounts.
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• Enroll an account – This user guide topic describes how to enroll an existing AWS account in AWS 
Control Tower.

• Bring an account under AWS Control Tower – This blog post describes how to deploy AWS 
Control Tower into your existing AWS organizations.

• Extend AWS Control Tower governance using AWS Config conformance packs – This blog post 
describes how to deploy AWS Config conformance packs to assist with bringing existing accounts 
and organizations into governance by AWS Control Tower.

• How to Detect and Mitigate Guardrail Violation with AWS Control Tower – This blog post 
describes how to add controls and how to subscribe to SNS notifications so that you can be 
notified by email of control compliance violations.

Automation and integration

Automate account creation and integrate lifecycle events with AWS Control Tower.

• Lifecycle events – This blog post describes how to use lifecycle events with AWS Control Tower.

• Automate account creation – This blog post describes how to set up automated account creation 
in AWS Control Tower.

• Amazon VPC flow log automation – This blog post describes how to automate and centralize 
Amazon VPC Flow Logs in a multi-account environment.

• Automate VPC tagging with AWS Control Tower lifecycle events– This blog post describes how to 
automate resource tagging for VPCs, by means of lifecycle events in AWS Control Tower.

• Automated account management – This blog post describes how to automate account 
management tasks after your AWS Control Tower environment is set up.

Migrating workloads

Use other AWS services with AWS Control Tower to assist in workload migration.

• CloudEndure migration – This blog post describes how to combine CloudEndure and other AWS 
services with AWS Control Tower to assist in workload migration.
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Related AWS services

AWS Control Tower acts as an orchestration layer for AWS Organizations. Therefore, by means of 
the AWS Organizations console and APIs, you have access to over 20 other AWS services that work 
with AWS Control Tower. These additional services are not accessible directly through the AWS 
Control Tower console.

• For a full list of services available to AWS Control Tower by means of AWS Organizations, see
AWS services that you can use with AWS Organizations.

• To enable multi-account capabilities for these related AWS services, you must enable trusted 
access. For more information, see Using AWS Organizations with other AWS services.

Note

Remember that AWS IAM Identity Center, AWS Config, and AWS CloudTrail are set up for 
you in AWS Control Tower and fully integrated. You do not need to modify your trusted 
access or delegated administration settings for these services.

• Some AWS services available through AWS Organizations can use delegated administration, 
including AWS Systems Manager and AWS Firewall Manager. For more information, see
Configuring a Delegated Administrator, and Enabling a delegated administrator account for 
Firewall Manager. Also see this video, Set up security groups with AWS Firewall Manager.

AWS Marketplace solutions

Discover solutions from AWS Marketplace.

• AWS Control Tower Marketplace – AWS Marketplace offers a broad range of solutions for 
AWS Control Tower to help you integrate third-party software. These solutions help solve key 
infrastructure and operational use cases including identity management, security for a multi-
account environment, centralized networking, operational intelligence, and security information 
and event management (SIEM).

Related AWS services 2508

https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup-delegated-administrator.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-fms.html#integrate-enable-da-fms
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-fms.html#integrate-enable-da-fms
https://docs.aws.amazon.com/controltower/latest/userguide/firewall-setup-walkthrough.html
https://aws.amazon.com/marketplace/solutions/control-tower


AWS Control Tower User Guide

AWS Control Tower release notes

The following sections show details about AWS Control Tower releases that require an update 
for an AWS Control Tower landing zone, as well as releases that are incorporated into the service 
automatically.

Features and releases are listed in reverse chronological order (most recent first) based on the 
date on which they were officially announced to the public. Because there can be a lag between 
when the feature or release is documented and when it is officially announced, the date listed for a 
feature or release here may differ slightly from the date in the Document history.

Features released in 2024

Features released in 2023

Features released in 2022

Features released in 2021

Features released in 2020

Features released in 2019

January 2024 - Present

Since January 2024, AWS Control Tower has released the following updates:

• Deprecated controls no longer available

• AWS Control Tower supports tagging EnabledControl resources in AWS CloudFormation

• AWS Control Tower supports APIs for OU registration and configuration with baselines

Deprecated controls no longer available

March 12, 2024

(No update required for AWS Control Tower landing zone.)

AWS Control Tower has deprecated some controls. These controls are no longer available.

January 2024 - Present 2509
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• CT.ATHENA.PR.1

• CT.CODEBUILD.PR.4

• CT.AUTOSCALING.PR.3

• SH.Athena.1

• SH.Codebuild.5

• SH.AutoScaling.4

• SH.SNS.1

• SH.SNS.2

AWS Control Tower supports tagging EnabledControl resources in 
AWS CloudFormation

February 22, 2024

(No update required for AWS Control Tower landing zone.)

This AWS Control Tower release updates the behavior of the EnabledControl resource, to 
align better with configurable controls, and to improve the ability to manage your AWS Control 
Tower environment with automation. With this release, you can add tags to configurable
EnabledControl resources by means of AWS CloudFormation templates. Previously, you could 
add tags through the AWS Control Tower console and APIs only.

The AWS Control Tower GetEnabledControl, EnableControl, and ListTagsforResource
API operations are updated with this release, because they rely on the EnabledControl resource 
functionality.

For more information, see Tagging EnabledControl resources in AWS Control Tower and
EnabledControl in the AWS CloudFormation User Guide.

AWS Control Tower supports APIs for OU registration and configuration 
with baselines

February 14, 2024

(No update required for AWS Control Tower landing zone.)

AWS Control Tower supports tagging EnabledControl resources in AWS CloudFormation 2510
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These APIs support programmatic OU registration with the EnableBaseline call. When you 
enable a baseline on an OU, member accounts within the OU are enrolled into AWS Control Tower 
governance. Certain caveats may apply. For example, OU registration through the AWS Control 
Tower console enables optional controls as well as mandatory controls. When calling APIs, you may 
need to complete an extra step so that optional controls are enabled.

An AWS Control Tower baseline embodies best practices for AWS Control Tower governance of an 
OU and member accounts. For example, when you enable a baseline on an OU, member accounts 
within the OU receive a defined group of resources, including AWS CloudTrail, AWS Config, IAM 
Identity Center, and required AWS IAM roles.

Specific baselines are compatible with specific AWS Control Tower landing zone versions. AWS 
Control Tower can apply the latest compatible baseline to your landing zone, when you change 
your landing zone settings. For more information, see Compatibility of OU baselines and landing 
zone versions.

This release includes four essential Types of baselines

• AWSControlTowerBaseline

• AuditBaseline

• LogArchiveBaseline

• IdentityCenterBaseline

With the new APIs and defined baselines, you can register OUs and automate your OU provisioning 
workflow. The APIs also can manage OUs that are already under AWS Control Tower governance, 
so you can re-register OUs after landing zone updates. The APIs include support for an AWS 
CloudFormation EnabledBaseline resource, which allows you to manage your OUs with 
infrastructure as code (IaC).

Baseline APIs

• EnableBaseline, UpdateEnabledBaseline, DisableBaseline: Take action on a baseline for an OU.

• GetEnabledBaseline, ListEnabledBaselines: Discover configurations for your enabled baselines.

• GetBaselineOperation: View the status of a particular baseline operation.

• ResetEnabledBaseline: Remediate resource drift on an OU with an enabled baseline (including 
nested OUs and mandatory control drift). Also remediates drift for the landing-zone-level Region 
deny control

AWS Control Tower supports APIs for OU registration and configuration with baselines 2511
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• GetBaseline, ListBaselines: Discover content of AWS Control Tower baselines.

To learn more about these APIs, review Baselines in the AWS Control Tower User Guide, and the
API Reference. The new APIs are available in AWS Regions where AWS Control Tower is available, 
except GovCloud (US) Regions. For a list of AWS Regions where AWS Control Tower is available, see 
the AWS Region Table.

January 2023 - Present

Since January 2023, AWS Control Tower has released the following updates:

• Transition to new AWS Service Catalog External product type (phase 3)

• AWS Control Tower landing zone version 3.3

• Transition to new AWS Service Catalog External product type (phase 2)

• AWS Control Tower announces controls to assist digital sovereignty

• AWS Control Tower supports landing zone APIs

• AWS Control Tower supports tagging for enabled controls

• AWS Control Tower available in Asia Pacific (Melbourne) Region

• Transition to new AWS Service Catalog External product type (phase 1)

• New control API available

• AWS Control Tower adds additional controls

• New drift type reported: trusted access disabled

• Four additional AWS Regions

• AWS Control Tower available in Tel Aviv Region

• AWS Control Tower launches 28 new proactive controls

• AWS Control Tower deprecates two controls

• AWS Control Tower landing zone version 3.2

• AWS Control Tower handles accounts based on ID

• Additional Security Hub detective controls available in the AWS Control Tower controls library

• AWS Control Tower publishes control metadata tables

• Terraform support for Account Factory Customization

• AWS IAM Identity Center self-management available for landing zone
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• AWS Control Tower addresses mixed governance for OUs

• Additional proactive controls available

• Updated Amazon EC2 proactive controls

• Seven additional AWS Regions available

• Account Factory for Terraform (AFT) account customization request tracing

• AWS Control Tower landing zone version 3.1

• Proactive controls generally available

Transition to new AWS Service Catalog External product type (phase 3)

December 14, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower no longer supports Terraform Open Source as a product type (blueprint) when 
creating new AWS accounts. For more information and for instructions about updating your 
account blueprints, review  Transition to the AWS Service Catalog External product type.

If you do not update your account blueprints to use the External product type, you can only update 
or terminate accounts that you provisioned using Terraform Open Source blueprints.

AWS Control Tower landing zone version 3.3

December 14, 2023

(Update required for AWS Control Tower landing zone to version 3.3. For information, see Update 
Your Landing Zone).

Updates to S3 bucket policy in the AWS Control Tower Audit account

We have modified the Amazon S3 Audit bucket policy that AWS Control Tower deploys in accounts, 
so that an aws:SourceOrgID condition must be met for any write permissions. With this 
release, AWS services have access to your resources only when the request originates from your 
organization or organizational unit (OU).

You can use the aws:SourceOrgID condition key and set the value to your organization ID in the 
condition element of your S3 bucket policy. This condition ensures that CloudTrail only can write 
logs on behalf of accounts within your organization to your S3 bucket; it prevents CloudTrail logs 
outside your organization from writing to your AWS Control Tower S3 bucket.

Transition to new AWS Service Catalog External product type (phase 3) 2513
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We made this change to remediate a potential security vulnerability, without affecting the 
functionality of your existing workloads. To view the updated policy, see Amazon S3 bucket policy 
in the audit account.

For more information about the new condition key, see the IAM documentation and the IAM blog 
post entitled "Use scalable controls for AWS services accessing your resources."

Updates to the policy in the AWS Config SNS topic

We added the new aws:SourceOrgID condition key to the policy for the AWS Config SNS topic.To 
view the updated policy, see The AWS Config SNS topic policy.

Updates to the landing zone Region Deny control

• Removed discovery-marketplace:. This action is covered by the aws-marketplace:*
exemption.

• Added quicksight:DescribeAccountSubscription

Updated AWS CloudFormation template

We updated the AWS CloudFormation template for the stack named BASELINE-CLOUDTRAIL-
MASTER so that is does not show drift when AWS KMS encryption is not used.

Transition to new AWS Service Catalog External product type (phase 2)

December 7, 2023

(No update required for AWS Control Tower landing zone.)

HashiCorp updated their Terraform licensing. As a result, AWS Service Catalog changed support for
Terraform Open Source products and provisioned products to a new product type, called External.

To avoid disruption to existing workloads and AWS resources in your accounts, follow the AWS 
Control Tower transition steps in Transition to the AWS Service Catalog External product type by 
December 14, 2023.

AWS Control Tower announces controls to assist digital sovereignty

November 27, 2023

(No update required for AWS Control Tower landing zone.)
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AWS Control Tower announces 65 new AWS-managed controls, to help you meet your digital 
sovereignty requirements. With this release, you can discover these controls under a new digital 
sovereignty group in the AWS Control Tower console. You can use these controls to help prevent 
actions and detect resource changes regarding data residency, granular access restriction,
encryption, and resiliency capabilities. These controls are designed to make it simpler for you 
to address requirements at scale. For more information about digital sovereignty controls, see
Controls that enhance digital sovereignty protection.

For example, you can choose to enable controls that help enforce your encryption and resiliency 
strategies, such as Require an AWS AppSync API cache to have encryption in transit enabled or
Require an AWS Network Firewall to be deployed across multiple Availability Zones. You can 
also customize the AWS Control Tower Region deny control to apply regional restrictions that best 
fit your unique business needs.

This release brings well-enhanced AWS Control Tower Region deny capabilities. You can apply a 
new, parameterized Region deny control at the OU level, for increased granularity of governance, 
while maintaining additional Region governance at the landing zone level. This customizable 
Region deny control helps you to apply regional restrictions that best fit your unique business 
needs. For more information about the new, configurable Region deny control, see Region deny 
control applied to the OU.

As a new tool to the new Region deny enhancement, this release includes a new API,
UpdateEnabledControl, which allows you to reset your enabled controls to the default settings. 
This API is especially helpful in use cases where you need to resolve drift quickly, or to guarantee 
programmatically that a control is not in a state of drift. For more information about the new API, 
see the AWS Control Tower API Reference

New proactive controls

• CT.APIGATEWAY.PR.6: Require an Amazon API Gateway REST domain to use a security policy that 
specifies a minimum TLS protocol version of TLSv1.2

• CT.APPSYNC.PR.2: Require an AWS AppSync GraphQL API to be configured with private visibility

• CT.APPSYNC.PR.3: Require that an AWS AppSync GraphQL API is not authenticated with API keys

• CT.APPSYNC.PR.4: Require an AWS AppSync GraphQL API cache to have encryption in transit 
enabled.

• CT.APPSYNC.PR.5: Require an AWS AppSync GraphQL API cache to have encryption at rest 
enabled.
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• CT.AUTOSCALING.PR.9: Require an Amazon EBS volume configured through an Amazon EC2 
Auto Scaling launch configuration to encrypt data at rest

• CT.AUTOSCALING.PR.10: Require an Amazon EC2 Auto Scaling group to use only AWS Nitro 
instance types when overriding a launch template

• CT.AUTOSCALING.PR.11: Require only AWS Nitro instance types that support network traffic 
encryption between instances to be added to an Amazon EC2 Auto Scaling group, when 
overriding a launch template

• CT.DAX.PR.3: Require an DynamoDB Accelerator cluster to encrypt data in transit with Transport 
Layer Security (TLS)

• CT.DMS.PR.2: Require an AWS Database Migration Service (DMS) Endpoint to encrypt 
connections for source and target endpoints

• CT.EC2.PR.15: Require an Amazon EC2 instance to use an AWS Nitro instance type when creating 
from the AWS::EC2::LaunchTemplate resource type

• CT.EC2.PR.16: Require an Amazon EC2 instance to use an AWS Nitro instance type when created 
using the AWS::EC2::Instance resource type

• CT.EC2.PR.17: Require an Amazon EC2 dedicated host to use an AWS Nitro instance type

• CT.EC2.PR.18: Require an Amazon EC2 fleet to override only those launch templates with AWS 
Nitro instance types

• CT.EC2.PR.19: Require an Amazon EC2 instance to use a nitro instance type that supports 
encryption in-transit between instances when created using the AWS::EC2::Instance resource 
type

• CT.EC2.PR.20: Require an Amazon EC2 fleet to override only those launch templates with AWS 
Nitro instance types that support encryption in transit between instances

• CT.ELASTICACHE.PR.8: Require an Amazon ElastiCache replication group of later Redis versions 
to have RBAC authentication activated

• CT.MQ.PR.1: Require an Amazon MQ ActiveMQ broker to use use active/standby deployment 
mode for high availability

• CT.MQ.PR.2: Require an Amazon MQ Rabbit MQ broker to use Multi-AZ cluster mode for high 
availability

• CT.MSK.PR.1: Require an Amazon Managed Streaming for Apache Kafka (MSK) cluster to enforce 
encryption in transit between cluster broker nodes

• CT.MSK.PR.2: Require an Amazon Managed Streaming for Apache Kafka (MSK) cluster to be 
configured with PublicAccess disabled
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• CT.NETWORK-FIREWALL.PR.5: Require an AWS Network Firewall firewall to be deployed across 
multiple Availability Zones

• CT.RDS.PR.26: Require an Amazon RDS DB Proxy to require Transport Layer Security (TLS) 
connections

• CT.RDS.PR.27: Require an Amazon RDS DB cluster parameter group to require Transport Layer 
Security (TLS) connections for supported engine types

• CT.RDS.PR.28: Require an Amazon RDS DB parameter group to require Transport Layer Security 
(TLS) connections for supported engine types

• CT.RDS.PR.29: Require an Amazon RDS cluster not be configured to be publicly accessible by 
means of the 'PubliclyAccessible' property

• CT.RDS.PR.30: Require that an Amazon RDS database instance has encryption at rest configured 
to use a KMS key that you specify for supported engine types

• CT.S3.PR.12: Require an Amazon S3 access point to have a Block Public Access (BPA) 
configuration with all options set to true

New preventive controls

• CT.APPSYNC.PV.1 Require that an AWS AppSync GraphQL API is configured with private visibility

• CT.EC2.PV.1 Require an Amazon EBS snapshot to be created from an encrypted EC2 volume

• CT.EC2.PV.2 Require that an attached Amazon EBS volume is configured to encrypt data at rest

• CT.EC2.PV.3 Require that an Amazon EBS snapshot cannot be publicly restorable

• CT.EC2.PV.4 Require that Amazon EBS direct APIs are not called

• CT.EC2.PV.5 Disallow the use of Amazon EC2 VM import and export

• CT.EC2.PV.6 Disallow the use of deprecated Amazon EC2 RequestSpotFleet and 
RequestSpotInstances API actions

• CT.KMS.PV.1 Require an AWS KMS key policy to have a statement that limits creation of AWS 
KMS grants to AWS services

• CT.KMS.PV.2 Require that an AWS KMS asymmetric key with RSA key material used for 
encryption does not have a key length of 2048 bits

• CT.KMS.PV.3 Require that an AWS KMS key is configured with the bypass policy lockout safety 
check enabled

• CT.KMS.PV.4 Require that an AWS KMS customer-managed key (CMK) is configured with key 
material originating from AWS CloudHSM
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• CT.KMS.PV.5 Require that an AWS KMS customer-managed key (CMK) is configured with 
imported key material

• CT.KMS.PV.6 Require that an AWS KMS customer-managed key (CMK) is configured with key 
material originating from an external key store (XKS)

• CT.LAMBDA.PV.1 Require an AWS Lambda function URL to use AWS IAM-based authentication

• CT.LAMBDA.PV.2 Require an AWS Lambda function URL to be configured for access only by 
principals within your AWS account

• CT.MULTISERVICE.PV.1: Deny access to AWS based on the requested AWS Region for an 
organizational unit

The new detecive controls that enhance your digital sovereignty governance posture are part of the 
AWS Security Hub Service-Managed Standard AWS Control Tower.

New detective controls

• SH.ACM.2: RSA certificates managed by ACM should use a key length of at least 2,048 bits

• SH.AppSync.5: AWS AppSync GraphQL APIs should not be authenticated with API keys

• SH.CloudTrail.6: Ensure the S3 bucket used to store CloudTrail logs is not publicly accessible :

• SH.DMS.9: DMS endpoints should use SSL

• SH.DocumentDB.3: Amazon DocumentDB manual cluster snapshots should not be public

• SH.DynamoDB.3: DynamoDB Accelerator (DAX) clusters should be encrypted at rest

• SH.EC2.23: EC2 Transit Gateways should not automatically accept VPC attachment requests

• SH.EKS.1: EKS cluster endpoints should not be publicly accessible

• SH.ElastiCache.3: ElastiCache replication groups should have automatic failover enabled

• SH.ElastiCache.4: ElastiCache replication groups should have encryption-at-rest enabled

• SH.ElastiCache.5: ElastiCache replication groups should have encryption-in-transit enabled

• SH.ElastiCache.6: ElastiCache replication groups of earlier Redis versions should have Redis AUTH 
enabled

• SH.EventBridge.3: EventBridge custom event buses should have a resource-based policy attached

• SH.KMS.4: AWS KMS key rotation should be enabled

• SH.Lambda.3: Lambda functions should be in a VPC

• SH.MQ.5: ActiveMQ brokers should use active/standby deployment mode

• SH.MQ.6: RabbitMQ brokers should use cluster deployment mode
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• SH.MSK.1: MSK clusters should be encrypted in transit among broker nodes

• SH.RDS.12: IAM authentication should be configured for RDS clusters

• SH.RDS.15: RDS DB clusters should be configured for multiple Availability Zones

• SH.S3.17: S3 buckets should be encrypted at rest with AWS KMS keys

For more information about controls added to the AWS Security Hub Service-Managed Standard 
AWS Control Tower see Controls that apply to Service-Managed Standard: AWS Control Tower in 
the AWS Security Hub documentation.

For a list of AWS Regions that do not support certain controls that are part of the AWS Security 
Hub Service-Managed Standard AWS Control Tower, see Unsupported Regions.

New configurable control for Region deny at the OU level

CT.MULTISERVICE.PV.1: This control accepts parameters to specify exempted Regions, IAM 
principals, and Actions that are allowed, at the OU level, rather than for the entire AWS Control 
Tower landing zone. It is a preventive control, implemented by Service control policy (SCP).

For more information, see Region deny control applied to the OU.

The UpdateEnabledControl API

This AWS Control Tower release adds the following API support for controls:

• The updated EnableControl API can configure controls that are configurable.

• The updated GetEnabledControl API shows the configured parameters on an enabled control.

• The new UpdateEnabledControl API can change parameters on an enabled control.

For more information, see the AWS Control Tower API Reference.

AWS Control Tower supports landing zone APIs

November 26, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now supports landing zone configuration and launch using APIs. You can 
create, update, get, list, reset, and delete landing zones using APIs.
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The following APIs enable you to set up and manage your landing zone programatically using AWS 
CloudFormation or the AWS CLI.

AWS Control Tower supports the following APIs for landing zones:

• CreateLandingZone–This API call creates a landing zone using a landing zone version and 
manifest file.

• GetLandingZoneOperation–This API call returns the status of a specified landing zone 
operation.

• GetLandingZone–This API call returns details about the specified landing zone, including the 
version, manifest file, and status.

• UpdateLandingZone–This API call updates the landing zone version or manifest file.

• ListLandingZone–This API call returns one landing zone identifier (ARN) for a landing zone 
setup in the management account.

• ResetLandingZone–This API call resets the landing zone to the parameters specified at the 
latest update, which can repair drift. If the landing zone has not been updated, this call resets 
the landing zone to the parameters specified at creation.

• DeleteLandingZone–This API call decommissions the landing zone.

To get started with landing zone APIs, see the Getting started with AWS Control Tower using APIs.

AWS Control Tower supports tagging for enabled controls

November 10, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now supports resource tagging for enabled controls, from the AWS Control 
Tower console or by means of APIs. You can add, remove, or list tags for enabled controls.

With the release of the following APIs, you can configure tags for the controls you enable in AWS 
Control Tower. Tags help you manage, identify, organize, search for, and filter resources. You can 
create tags to categorize resources by purpose, owner, environment, or other criteria.

AWS Control Tower supports the following APIs for control tagging:

• TagResource–This API call adds tags to controls enabled in AWS Control Tower.
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• UntagResource–This API call removes tags from controls enabled in AWS Control Tower.

• ListTagsForResource–This API call returns tags for controls enabled in AWS Control Tower.

AWS Control Tower control APIs are available in AWS Regions where AWS Control Tower is 
available. For a full list of AWS Regions in which AWS Control Tower is available, see the AWS 
Region Table. For a full list of AWS Control Tower APIs, see the API Reference.

AWS Control Tower available in Asia Pacific (Melbourne) Region

November 3, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower is available in Asia Pacific (Melbourne) Region.

If you are already using AWS Control Tower and you want to extend its governance features to this 
Region in your accounts, go to the Settings page in your AWS Control Tower dashboard, select 
the Region, and then update your landing zone. After a landing zone update, you must update 
all accounts that are governed by AWS Control Tower, to bring your accounts and OUs under 
governance in the new Region. For more information, see About Updates.

For a full list of Regions in which AWS Control Tower is available, see the AWS Region Table.

Transition to new AWS Service Catalog External product type (phase 1)

October 31, 2023

(No update required for AWS Control Tower landing zone.)

HashiCorp updated their Terraform licensing. As a result, AWS Service Catalog updated support for
Terraform Open Source products and provisioned products to a new product type, called External.

AWS Control Tower does not support Account Factory customizations that rely on the AWS Service 
Catalog External product type. To avoid disruption to existing workloads and AWS resources in your 
accounts, follow the AWS Control Tower transition steps in this suggested order, by December 14, 
2023:

1. Upgrade your existing Terraform Reference Engine for AWS Service Catalog to include support 
for both External and Terraform Open Source product types. For instructions about updating 
your Terraform Reference Engine, review the AWS Service Catalog GitHub Repository.
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2. Go to AWS Service Catalog and duplicate any existing Terraform Open Source blueprints to 
use the new External product type. Do not terminate the existing Terraform Open Source 
blueprints.

3. Continue to use your existing Terraform Open Source blueprints to create or update accounts in 
AWS Control Tower.

New control API available

October 14, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now supports an additional API that you can use to deploy and manage your 
AWS Control Tower controls, at scale. For more information about the AWS Control Tower control 
APIs, see the API Reference.

AWS Control Tower added a new control API.

• GetEnabledControl—The API call provides details about an enabled control.

We also updated this API:

ListEnabledControls—This API call lists the controls enabled by AWS Control Tower on the 
specified organizational unit and the accounts it contains. It now returns additional information in 
an EnabledControlSummary object.

With these APIs, you can perform several common operations programmatically. For example:

• Get a list of all the controls you've enabled from the AWS Control Tower controls library.

• For any enabled control, you can get information about the Regions in which the control is 
supported, the control's identifier (ARN), the drift status of the control, and the control's status 
summary.

AWS Control Tower control APIs are available in AWS Regions where AWS Control Tower is 
available. For a full list of AWS Regions in which AWS Control Tower is available, see the AWS 
Region Table. For a full list of AWS Control Tower APIs, see the API Reference.
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AWS Control Tower adds additional controls

October 5, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower announces new proactive and detective controls.

Proactive controls in AWS Control Tower are implemented by means of AWS CloudFormation 
Hooks, which identify and block non-compliant resources before AWS CloudFormation provisions 
them. Proactive controls complement existing preventive and detective control capabilities in AWS 
Control Tower.

New proactive controls

• [CT.ATHENA.PR.1] Require an Amazon Athena workgroup to encrypt Athena query results at 
rest

• [CT.ATHENA.PR.2] Require an Amazon Athena workgroup to encrypt Athena query results at 
rest with an AWS Key Management Service (KMS) key

• [CT.CLOUDTRAIL.PR.4] Require an AWS CloudTrail Lake event data store to enable encryption at 
rest with an AWS KMS key

• [CT.DAX.PR.2] Require an Amazon DAX cluster to deploy nodes to at least three Availability 
Zones

• [CT.EC2.PR.14] Require an Amazon EBS volume configured through an Amazon EC2 launch 
template to encrypt data at rest

• [CT.EKS.PR.2] Require an Amazon EKS cluster to be configured with secret encryption using AWS 
Key Management Service (KMS) keys

• [CT.ELASTICLOADBALANCING.PR.14] Require a Network Load Balancer to have cross-zone load 
balancing activated

• [CT.ELASTICLOADBALANCING.PR.15] Require that an Elastic Load Balancing v2 target group 
does not explicitly disable cross-zone load balancing

• [CT.EMR.PR.1] Require that an Amazon EMR (EMR) security configuration is configured to 
encrypt data at rest in Amazon S3

• [CT.EMR.PR.2] Require that an Amazon EMR (EMR) security configuration is configured to 
encrypt data at rest in Amazon S3 with an AWS KMS key
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• [CT.EMR.PR.3] Require that an Amazon EMR (EMR) security configuration is configured with EBS 
volume local disk encryption using an AWS KMS key

• [CT.EMR.PR.4] Require that an Amazon EMR (EMR) security configuration is configured to 
encrypt data in transit

• [CT.GLUE.PR.1] Require an AWS Glue job to have an associated security configuration

• [CT.GLUE.PR.2] Require an AWS Glue security configuration to encrypt data in Amazon S3 
targets using AWS KMS keys

• [CT.KMS.PR.2] Require that an AWS KMS asymmetric key with RSA key material used for 
encryption has a key length greater than 2048 bits

• [CT.KMS.PR.3] Require an AWS KMS key policy to have a statement that limits creation of AWS 
KMS grants to AWS services

• [CT.LAMBDA.PR.4] Require an AWS Lambda layer permission to grant access to an AWS 
organization or specific AWS account

• [CT.LAMBDA.PR.5] Require an AWS Lambda function URL to use AWS IAM-based authentication

• [CT.LAMBDA.PR.6] Require an AWS Lambda function URL CORS policy to restrict access to 
specific origins

• [CT.NEPTUNE.PR.4] Require an Amazon Neptune DB cluster to enable Amazon CloudWatch log 
export for audit logs

• [CT.NEPTUNE.PR.5] Require an Amazon Neptune DB cluster to set a backup retention period 
greater than or equal to seven days

• [CT.REDSHIFT.PR.9] Require that an Amazon Redshift cluster parameter group is configured to 
use Secure Sockets Layer (SSL) for encryption of data in transit

These new proactive controls are available in commercial AWS Regions where AWS Control Tower 
is available. For more details about these controls, see Proactive controls. For more details about 
where the controls are available, see Control limitations.

New detective controls

New controls were added to the Security Hub Service-Managed Standard: AWS Control Tower. 
These controls help you enhance your governance posture. They act as part of the Security Hub 
Service-Managed Standard: AWS Control Tower, after you enable them on any specific OU.

• [SH.Athena.1] Athena workgroups should be encrypted at rest
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• [SH.Neptune.1] Neptune DB clusters should be encrypted at rest

• [SH.Neptune.2] Neptune DB clusters should publish audit logs to CloudWatch Logs

• [SH.Neptune.3] Neptune DB cluster snapshots should not be public

• [SH.Neptune.4] Neptune DB clusters should have deletion protection enabled

• [SH.Neptune.5] Neptune DB clusters should have automated backups enabled

• [SH.Neptune.6] Neptune DB cluster snapshots should be encrypted at rest

• [SH.Neptune.7] Neptune DB clusters should have IAM database authentication enabled

• [SH.Neptune.8] Neptune DB clusters should be configured to copy tags to snapshots

• [SH.RDS.27] RDS DB clusters should be encrypted at rest

The new AWS Security Hub detective controls are available in most AWS Regions where AWS 
Control Tower is available. For more details about these controls, see Controls that apply to 
Service-Managed Standard: AWS Control Tower. For more details about where the controls are 
available, see Control limitations.

New drift type reported: trusted access disabled

September 21, 2023

(No update required for AWS Control Tower landing zone.)

After you set up your AWS Control Tower landing zone, you can disable trusted access to AWS 
Control Tower in AWS Organizations. However, doing so causes drift.

With the trusted access disabled drift type, AWS Control Tower notifies you when this type of drift 
occurs, so you can repair your AWS Control Tower landing zone. For more information, see Types of 
governance drift.

Four additional AWS Regions

September 13, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower is now available in Asia Pacific (Hyderabad), Europe (Spain and Zurich), and 
Middle East (UAE).
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If you are already using AWS Control Tower and you want to extend its governance features to this 
Region in your accounts, go to the Settings page in your AWS Control Tower dashboard, select 
the Region, and then update your landing zone. After a landing zone update, you must update 
all accounts that are governed by AWS Control Tower, to bring your accounts and OUs under 
governance in the new Region. For more information, see About Updates.

For a full list of Regions in which AWS Control Tower is available, see the AWS Region Table.

AWS Control Tower available in Tel Aviv Region

August 28, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower announces availability in the Israel (Tel Aviv) Region.

If you are already using AWS Control Tower and you want to extend its governance features to this 
Region in your accounts, go to the Settings page in your AWS Control Tower dashboard, select 
the Region, and then update your landing zone. After a landing zone update, you must update 
all accounts that are governed by AWS Control Tower, to bring your accounts and OUs under 
governance in the new Region. For more information, see About Updates.

For a full list of Regions in which AWS Control Tower is available, see the AWS Region Table.

AWS Control Tower launches 28 new proactive controls

July 24, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower is adding 28 new proactive controls, to assist you in managing your AWS 
environment.

Proactive controls enhance the governance capabilities of AWS Control Tower across your multi-
account AWS environments, by blocking non-compliant resources before they are provisioned. 
These controls help manage AWS services such as Amazon CloudWatch, Amazon Neptune, 
Amazon ElastiCache, AWS Step Functions, and Amazon DocumentDB. The new controls help you 
meet control objectives such as establishing logging and monitoring, encrypting data at rest, or 
improving resiliency.
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Here is a full list of the new controls:

• [CT.APPSYNC.PR.1] Require an AWS AppSync GraphQL API to have logging enabled

• [CT.CLOUDWATCH.PR.1] Require an Amazon CloudWatch alarm to have an action configured for 
the alarm state

• [CT.CLOUDWATCH.PR.2] Require an Amazon CloudWatch log group to be retained for at least 
one year

• [CT.CLOUDWATCH.PR.3] Require an Amazon CloudWatch log group to be encrypted at rest with 
an AWS KMS key

• [CT.CLOUDWATCH.PR.4] Require an Amazon CloudWatch alarm action to be activated

• [CT.DOCUMENTDB.PR.1] Require an Amazon DocumentDB cluster to be encrypted at rest

• [CT.DOCUMENTDB.PR.2] Require an Amazon DocumentDB cluster to have automatic backups 
enabled

• [CT.DYNAMODB.PR.2] Require an Amazon DynamoDB table to be encrypted at rest using AWS 
KMS keys

• [CT.EC2.PR.13] Require an Amazon EC2 instance to have detailed monitoring enabled

• [CT.EKS.PR.1] Require an Amazon EKS cluster to be configured with public access disabled to the 
cluster Kubernetes API server endpoint

• [CT.ELASTICACHE.PR.1] Require an Amazon ElastiCache for Redis cluster to have automatic 
backups activated

• [CT.ELASTICACHE.PR.2] Require an Amazon ElastiCache for Redis cluster to have automatic 
minor version upgrades activated

• [CT.ELASTICACHE.PR.3] Require an Amazon ElastiCache for Redis replication group to have 
automatic failover activated

• [CT.ELASTICACHE.PR.4] Require an Amazon ElastiCache replication group to have encryption at 
rest activated

• [CT.ELASTICACHE.PR.5] Require an Amazon ElastiCache for Redis replication group to have 
encryption in transit activated

• [CT.ELASTICACHE.PR.6] Require an Amazon ElastiCache cache cluster to use a custom subnet 
group

• [CT.ELASTICACHE.PR.7] Require an Amazon ElastiCache replication group of earlier Redis 
versions to have Redis AUTH authentication
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• [CT.ELASTICBEANSTALK.PR.3] Require an AWS Elastic Beanstalk environment to have a logging 
configuration

• [CT.LAMBDA.PR.3] Require an AWS Lambda function to be in a customer-managed Amazon 
Virtual Private Cloud (VPC)

• [CT.NEPTUNE.PR.1] Require an Amazon Neptune DB cluster to have AWS Identity and Access 
Management (IAM) database authentication

• [CT.NEPTUNE.PR.2] Require an Amazon Neptune DB cluster to have deletion protection enabled

• [CT.NEPTUNE.PR.3] Require an Amazon Neptune DB cluster to have storage encryption enabled

• [CT.REDSHIFT.PR.8] Require an Amazon Redshift cluster to be encrypted

• [CT.S3.PR.9] Require that an Amazon S3 bucket has S3 Object Lock activated

• [CT.S3.PR.10] Require an Amazon S3 bucket to have server-side encryption configured using 
AWS KMS keys

• [CT.S3.PR.11] Require an Amazon S3 bucket to have versioning enabled

• [CT.STEPFUNCTIONS.PR.1] Require an AWS Step Functions state machine to have logging 
activated

• [CT.STEPFUNCTIONS.PR.2] Require an AWS Step Functions state machine to have AWS X-Ray 
tracing activated

Proactive controls in AWS Control Tower are implemented by means of AWS CloudFormation 
Hooks, which identify and block non-compliant resources before AWS CloudFormation provisions 
them. Proactive controls complement existing preventive and detective control capabilities in AWS 
Control Tower.

These new proactive controls are available in all AWS Regions where AWS Control Tower is 
available. For more details about these controls, see Proactive controls.

AWS Control Tower deprecates two controls

July 18, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower conducts regular reviews of its security controls to ensure that they are up 
to date and are still considered best practices. The following two controls have been deprecated, 
effective July 18, 2023, and they will be removed from the controls library, effective August 18, 
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2023. You can no longer enable these controls on any organizational units. You can choose to 
deactivate these controls before the removal date.

• [SH.S3.4] S3 buckets should have server-side encryption enabled

• [CT.S3.PR.7] Require an Amazon S3 bucket to have server-side encryption configured

Reason for deprecation

As of January  ֿ2023,  Amazon S3 configured default encryption on all new and existing 
unencrypted buckets to apply server-side encryption with S3 managed keys (SSE-S3) as the base 
level of encryption for new objects uploaded to these buckets. No changes have been made to 
the default encryption configuration for an existing bucket that already had SSE-S3 or server-side 
encryption with AWS Key Management Service (AWS KMS) keys (SSE-KMS) configured.

AWS Control Tower landing zone version 3.2

June 16, 2023

(Update required for AWS Control Tower landing zone to version 3.2. For information, see Update 
Your Landing Zone).

AWS Control Tower landing zone version 3.2 brings the controls that are part of the AWS Security 
Hub Service-Managed Standard: AWS Control Tower to general availability. It introduces the 
ability to view the drift status of controls that are part of this standard in the AWS Control Tower 
console.

This update includes a new service-linked role (SLR), called the
AWSServiceRoleForAWSControlTower. This role assists AWS Control Tower by creating an 
EventBridge Managed Rule, called the AWSControlTowerManagedRule in each member account. 
This managed rule collects AWS Security Hub Finding events, from with AWS Control Tower can 
determine control drift.

This rule is the first managed rule to be created by AWS Control Tower. The rule is not deployed by 
a stack; it is deployed directly from the EventBridge APIs. You can view the rule in the EventBridge 
console, or by means of the EventBridge APIs. If the managed-by field is populated, it will show 
the AWS Control Tower service principal.

Previously, AWS Control Tower assumed the AWSControlTowerExecution role to perform 
operations in member accounts. This new role and rule are better aligned with the best practices 
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principle of allowing least privilege when performing operations in a multi-account AWS 
environment. The new role provides scoped-down permissions that specifically allow: creating the 
managed rule in member accounts, maintaining the managed rule, publishing security notifications 
through SNS, and verifying drift. For more information, see AWSServiceRoleForAWSControlTower.

The landing zone 3.2 update also includes a new StackSet resource in the management account,
BP_BASELINE_SERVICE_LINKED_ROLE, which initially deploys the service-linked role.

When reporting Security Hub control drift (in landing zone 3.2 and later), AWS Control Tower 
receives a daily status update from Security Hub. Although controls are active in every governed 
Region, AWS Control Tower sends the AWS Security Hub Finding events to the AWS Control Tower 
home Region only. For more information, see Security Hub control drift reporting.

Update to the Region Deny control

This landing zone version also includes an update to the Region Deny control.

Global services and APIs added

• AWS Billing and Cost Management (billing:*)

• AWS CloudTrail (cloudtrail:LookupEvents) to allow visibility of global events in member 
accounts.

• AWS Consolidated Billing (consolidatedbilling:*)

• AWS Management Console Mobile Application (consoleapp:*)

• AWS Free Tier (freetier:*)

• AWS Invoicing (invoicing:*)

• AWS IQ (iq:*)

• AWS User Notifications (notifications:*)

• AWS User Notifications Contacts (notifications-contacts:*)

• Amazon Payments (payments:*)

• AWS Tax Settings (tax:*)

Global services and APIs removed

• Removed s3:GetAccountPublic because it is not a valid action.

• Removed s3:PutAccountPublic because it is not a valid action.
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AWS Control Tower handles accounts based on ID

June 14, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now creates and manages accounts that you create in Account Factory by 
tracking the AWS account ID, rather than the account's email address.

When provisioning an account, the account requester always must have the CreateAccount and 
the DescribeCreateAccountStatus permissions. This permission set is part of the Admin role, 
and it is given automatically when a requester assumes the Admin role. If you delegate permission 
to provision accounts, you may need to add these permissions directly for the account requestors.

Additional Security Hub detective controls available in the AWS Control 
Tower controls library

June 12, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower has added ten new AWS Security Hub detective controls to the AWS Control 
Tower controls library. These new controls target services such as API Gateway, AWS CodeBuild, 
Amazon Elastic Compute Cloud (EC2), Amazon Elastic Load Balancer, Amazon Redshift, Amazon 
SageMaker, and AWS WAF. These new controls help you enhance your governance posture by 
meeting control objectives, such as Establish logging and monitoring, Limit network access, and
Encrypt data at rest.

These controls act as part of the Security Hub Service-Managed Standard: AWS Control Tower, 
after you enable them on any specific OU.

• [SH.Account.1] Security contact information should be provided for an AWS account

• [SH.APIGateway.8] API Gateway routes should specify an authorization type

• [SH.APIGateway.9] Access logging should be configured for API Gateway V2 Stages

• [SH.CodeBuild.3] CodeBuild S3 logs should be encrypted

• [SH.EC2.25] EC2 launch templates should not assign public IPs to network interfaces

• [SH.ELB.1] Application Load Balancer should be configured to redirect all HTTP requests to 
HTTPS

AWS Control Tower handles accounts based on ID 2531



AWS Control Tower User Guide

• [SH.Redshift.10] Redshift clusters should be encrypted at rest

• [SH.SageMaker.2] SageMaker notebook instances should be launched in a custom VPC

• [SH.SageMaker.3] Users should not have root access to SageMaker notebook instances

• [SH.WAF.10] A WAFV2 web ACL should have at least one rule or rule group

The new AWS Security Hub detective controls are available in all AWS Regions where AWS Control 
Tower is available. For more details about these controls, see Controls that apply to Service-
Managed Standard: AWS Control Tower.

AWS Control Tower publishes control metadata tables

June 7, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now provides full tables of control metadata as part of the published 
documentation. When working with the control APIs, you can look up each control's API 
controlIdentifier, which is a unique ARN associated with each AWS Region. The tables include 
the frameworks and control objectives that each control covers. Previously, this information was 
available in the console only.

The tables also include the metadata for Security Hub controls that are part of the AWS Security 
Hub Service-Managed Standard:AWS Control Tower. For full details, see Tables of control 
metadata.

For an abbreviated list of control identifiers, and some usage examples, see Resource identifiers for 
APIs and controls.

Terraform support for Account Factory Customization

June 6, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower offers single-Region support for Terraform through Account Factory 
Customization (AFC). Starting with this release, you can use AWS Control Tower and Service 
Catalog together, to define AFC account blueprints, in Terraform open source. You can customize 
your new and existing AWS accounts, before you provision resources in AWS Control Tower. By 
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default, this feature enables you to deploy and update accounts, with Terraform, in your AWS 
Control Tower home Region.

An account blueprint describes the specific resources and configurations that are required when 
an AWS account is provisioned. You can use the blueprint as a template to create multiple AWS 
accounts at scale.

To get started, use the Terraform Reference Engine on GitHub. The Reference Engine configures 
the code and infrastructure required for the Terraform open source engine to work with Service 
Catalog. This one-time setup process takes a few minutes. After that, you can define your custom 
account requirements in Terraform, and then deploy your accounts with the well-defined AWS 
Control Tower account factory workflow. Customers who prefer to work with Terraform can utilize 
AWS Control Tower account customization at scale with AFC, and gain immediate access to each 
account after it is provisioned.

To learn how to create these customizations, see Creating Products and Getting started with 
Terraform open source in the Service Catalog documentation. This feature is available in all AWS 
Regions where AWS Control Tower is available.

AWS IAM Identity Center self-management available for landing zone

June 6, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now supports an optional choice of identity provider for an AWS Control Tower 
landing zone, which you can configure during setup or update. By default, the landing zone is 
opted-in to using AWS IAM Identity Center, in alignment with best-practices guidance defined in
Organizing Your AWS Environment Using Multiple Accounts. You now have three alternatives:

• You can accept the default and allow AWS Control Tower to set up and manage AWS IAM 
Identity Center for you.

• You can choose to self-manage AWS IAM Identity Center, to reflect your specific business 
requirements.

• You can optionally bring and self-manage a third-party identity provider, by connecting it 
through IAM Identity Center, if needed. You should use identity provider optionality if your 
regulatory environment requires you to use a specific provider, or if you operate in AWS Regions 
where AWS IAM Identity Center is not available.
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For more information, see IAM Identity Center guidance.

Selection of identity providers at the account level is not supported. This feature applies only for 
the landing zone as a whole. AWS Control Tower identity provider optionality is available in all AWS 
Regions where AWS Control Tower is available.

AWS Control Tower addresses mixed governance for OUs

June 1, 2023

(No update required for AWS Control Tower landing zone.)

With this release, AWS Control Tower prevents controls from deploying to an organizational unit 
(OU), if that OU is in a state of mixed governance. Mixed governance occurs in an OU if accounts 
are not updated after AWS Control Tower extends governance to a new AWS Region, or removes 
governance. This release helps you keep the member accounts of that OU in uniform compliance. 
For more information, see Avoid mixed governance when configuring Regions.

Additional proactive controls available

May 19, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower is adding 28 new proactive controls to assist you in governing your multi-
account environment and meeting specific control objectives, such as data encryption at rest, or 
limiting network access. Proactive controls are implemented with AWS CloudFormation hooks that 
check your resources before they are provisioned. The new controls can help govern AWS services 
such as Amazon OpenSearch Service, Amazon EC2 Auto Scaling, Amazon SageMaker, Amazon API 
Gateway, and Amazon Relational Database Service (RDS).

Proactive controls are supported in all commercial AWS Regions where AWS Control Tower is 
available.

Amazon OpenSearch Service

• [CT.OPENSEARCH.PR.1] Require an Elasticsearch domain to encrypt data at rest

• [CT.OPENSEARCH.PR.2] Require an Elasticsearch domain to be created in a user-specified 
Amazon VPC
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• [CT.OPENSEARCH.PR.3] Require an Elasticsearch domain to encrypt data sent between nodes

• [CT.OPENSEARCH.PR.4] Require an Elasticsearch domain to send error logs to Amazon 
CloudWatch Logs

• [CT.OPENSEARCH.PR.5] Require an Elasticsearch domain to send audit logs to Amazon 
CloudWatch Logs

• [CT.OPENSEARCH.PR.6] Require an Elasticsearch domain to have zone awareness and at least 
three data nodes

• [CT.OPENSEARCH.PR.7] Require an Elasticsearch domain to have at least three dedicated master 
nodes

• [CT.OPENSEARCH.PR.8] Require an Elasticsearch Service domain to use TLSv1.2

• [CT.OPENSEARCH.PR.9] Require an Amazon OpenSearch Service domain to encrypt data at rest

• [CT.OPENSEARCH.PR.10] Require an Amazon OpenSearch Service domain to be created in a user-
specified Amazon VPC

• [CT.OPENSEARCH.PR.11] Require an Amazon OpenSearch Service domain to encrypt data sent 
between nodes

• [CT.OPENSEARCH.PR.12] Require an Amazon OpenSearch Service domain to send error logs to 
Amazon CloudWatch Logs

• [CT.OPENSEARCH.PR.13] Require an Amazon OpenSearch Service domain to send audit logs to 
Amazon CloudWatch Logs

• [CT.OPENSEARCH.PR.14] Require an Amazon OpenSearch Service domain to have zone 
awareness and at least three data nodes

• [CT.OPENSEARCH.PR.15] Require an Amazon OpenSearch Service domain to use fine-grained 
access control

• [CT.OPENSEARCH.PR.16] Require an Amazon OpenSearch Service domain to use TLSv1.2

Amazon EC2 Auto Scaling

• [CT.AUTOSCALING.PR.1] Require an Amazon EC2 Auto Scaling group to have multiple Availability 
Zones

• [CT.AUTOSCALING.PR.2] Require an Amazon EC2 Auto Scaling group launch configuration to 
configure Amazon EC2 instances for IMDSv2

• [CT.AUTOSCALING.PR.3] Require an Amazon EC2 Auto Scaling launch configuration to have a 
single-hop metadata response limit
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• [CT.AUTOSCALING.PR.4] Require an Amazon EC2 Auto Scaling group associated with an Amazon 
Elastic Load Balancing (ELB) to have ELB health checks activated

• [CT.AUTOSCALING.PR.5] Require that an Amazon EC2 Auto Scaling group launch configuration 
does not have Amazon EC2 instances with public IP addresses

• [CT.AUTOSCALING.PR.6] Require any Amazon EC2 Auto Scaling groups to use multiple instance 
types

• [CT.AUTOSCALING.PR.8] Require an Amazon EC2 Auto Scaling group to have EC2 launch 
templates configured

Amazon SageMaker

• [CT.SAGEMAKER.PR.1] Require an Amazon SageMaker notebook instance to prevent direct 
internet access

• [CT.SAGEMAKER.PR.2] Require Amazon SageMaker notebook instances to be deployed within a 
custom Amazon VPC

• [CT.SAGEMAKER.PR.3] Require Amazon SageMaker notebook instances to have root access 
disallowed

Amazon API Gateway

• [CT.APIGATEWAY.PR.5] Require Amazon API Gateway V2 Websocket and HTTP routes to specify 
an authorization type

Amazon Relational Database Service (RDS)

• [CT.RDS.PR.25] Require an Amazon RDS database cluster to have logging configured

For more information, see Proactive controls.

Updated Amazon EC2 proactive controls

May 2, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower has updated two proactive controls: CT.EC2.PR.3 and CT.EC2.PR.4.
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For the updated CT.EC2.PR.3 control, any AWS CloudFormation deployment that references a prefix 
list for a security group resource is blocked from deployment, unless it is for port 80 or 443.

For the updated CT.EC2.PR.4 control, any AWS CloudFormation deployment that references a prefix 
list for a security group resource is blocked if the port is 3389, 20, 23, 110, 143, 3306, 8080, 1433, 
9200, 9300, 25, 445, 135, 21, 1434, 4333, 5432, 5500, 5601, 22, 3000, 5000, 8088, 8888.

Seven additional AWS Regions available

April 19, 2023

(No update required for AWS Control Tower landing zone.)

AWS Control Tower is now available in seven additional AWS Regions: Northern California (San 
Francisco), Asia Pacific (Hong Kong, Jakarta, and Osaka), Europe (Milan), Middle East (Bahrain), and 
Africa (Cape Town). These additional Regions for AWS Control Tower, called opt-in Regions, are not 
active by default, except the US West (N. California) Region, which is active by default.

Some controls in AWS Control Tower do not operate in some of these additional AWS Regions 
where AWS Control Tower is available, because those Regions do not support the required 
underlying functionality. For details, see Control limitations.

Among these new Regions, CfCT is not available in Asia Pacific (Jakarta and Osaka). Availability in 
other AWS Regions is unchanged.

For more information about how AWS Control Tower manages the limitations of Regions and 
controls, see Considerations for activating AWS opt-in Regions.

The VPCe endpoints required by AFT are not available in the Middle East (Bahrain) 
Region. Customers deploying AFT in this Region are required to deploy with parameter
aft_vpc_endpoints=false. For more information, see the parameter in  the README file.

AWS Control Tower VPCs have two Availability Zones in the US West (N. California) Region, us-
west-1, due to a limitation in Amazon EC2. In the US West (N. California), six subnets are divided 
across two Availability Zones. For more information, see Overview of AWS Control Tower and VPCs.

AWS Control Tower added new permissions to AWSControlTowerServiceRolePolicy
that allow AWS Control Tower to make calls to the EnableRegion, ListRegions, and
GetRegionOptStatus APIs implemented by the AWS Account Management service, to make 
these additional AWS Regions available for your shared accounts in the landing zone (Management 
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account, Log archive account, Audit account) and your OU member accounts. For more information, 
see Managed policies for AWS Control Tower.

Account Factory for Terraform (AFT) account customization request 
tracing

February 16, 2023

AFT supports account customization request tracing. Every time you submit an account 
customization request, AFT generates a unique tracing token that passes through an AFT 
customization AWS Step Functions state machine, which logs the token as part of its execution. 
You can use Amazon CloudWatch Logs insights queries to search timestamp ranges and retrieve 
the request token. As a result, you can see payloads that accompany the token, so you can trace 
your account customization request throughout the entire AFT workflow. For more information 
about AFT, see Overview of AWS Control Tower Account Factory for Terraform. For information 
about CloudWatch Logs and Step Functions, see the following:

• What is Amazon CloudWatch Logs? in the Amazon CloudWatch Logs User Guide

• What is AWS Step Functions? in the AWS Step Functions Developer Guide

AWS Control Tower landing zone version 3.1

February 9, 2023

(Update required for AWS Control Tower landing zone to version 3.1. For information, see Update 
Your Landing Zone)

AWS Control Tower landing zone version 3.1 includes the following updates:

• With this release, AWS Control Tower deactivates unnecessary access logging for your access 
logging bucket, which is the Amazon S3 bucket where access logs are stored in the Log Archive 
account, while continuing to enable server access logging for S3 buckets. This release also 
includes updates to the Region Deny control that allow additional actions for global services, 
such as AWS Support Plans and AWS Artifact.

• Deactivation of server access logging for the AWS Control Tower access logging bucket causes 
Security Hub to create a finding for the Log Archive account's access logging bucket, due 
to an AWS Security Hub rule, [S3.9] S3 bucket server access logging should be enabled. In 
alignment with Security Hub, we recommend that you suppress this particular finding, as stated 
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in the Security Hub description of this rule. For additional information, see information about 
suppressed findings.

• Access logging for the (regular) logging bucket in the Log Archive account is unchanged in 
version 3.1. In alignment with best practices, access events for that bucket are recorded as log 
entries in the access logging bucket. For more information about access logging, see Logging 
requests using server access logging in the Amazon S3 documentation.

• We made an update of the Region Deny control. This update allows actions by more global 
services. For details of this SCP, see Deny access to AWS based on the requested AWS Region and
Controls that enhance data residency protection.

Global services added:

• AWS Account Management (account:*)

• AWS Activate (activate:*)

• AWS Artifact (artifact:*)

• AWS Billing Conductor (billingconductor:*)

• AWS Compute Optimizer (compute-optimizer:*)

• AWS Data Pipeline (datapipeline:GetAccountLimits)

• AWS Device Farm(devicefarm:*)

• AWS Marketplace (discovery-marketplace:*)

• Amazon ECR (ecr-public:*)

• AWS License Manager (license-manager:ListReceivedLicenses)

• AWS Lightsail (lightsail:Get*)

• AWS Resource Explorer (resource-explorer-2:*)

• Amazon S3 (s3:CreateMultiRegionAccessPoint, s3:GetBucketPolicyStatus,
s3:PutMultiRegionAccessPointPolicy)

• AWS Savings Plans (savingsplans:*)

• IAM Identity Center (sso:*)

• AWS Support App (supportapp:*)

• AWS Support Plans (supportplans:*)

• AWS Sustainability (sustainability:*)

• AWS Resource Groups Tagging API (tag:GetResources)

• AWS Marketplace Vendor Insights (vendor-insights:ListEntitledSecurityProfiles)
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Proactive controls generally available

January 24, 2023

(No update required for AWS Control Tower landing zone.)

Optional proactive controls, previously announced in preview status, are now generally available. 
These controls are referred to as proactive because they check your resources – before the 
resources are deployed – to determine whether the new resources comply with the controls that 
are activated in your environment. For more information, see Comprehensive controls assist in AWS 
resource provisioning and management.

January - December 2022

In 2022, AWS Control Tower released the following updates:

• Concurrent account operations

• Account Factory Customization (AFC)

• Comprehensive controls assist in AWS resource provisioning and management

• Compliance status viewable for all AWS Config rules

• API for controls and a new AWS CloudFormation resource

• CfCT supports stack set deletion

• Customized log retention

• Role drift repair available

• AWS Control Tower landing zone version 3.0

• The Organization page combines views of OUs and accounts

• Easier enroll and update for individual member accounts

• AFT supports automated customization for shared AWS Control Tower accounts

• Concurrent operations for all optional controls

• Existing security and logging accounts

• AWS Control Tower landing zone version 2.9

• AWS Control Tower landing zone version 2.8
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Concurrent account operations

December 16, 2022

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now supports concurrent actions in account factory. You can create, update, 
or enroll up to five (5) accounts at a time. Submit up to five actions in succession and view the 
completion status of each request, while your accounts finish building in the background. For 
example, you no longer must wait for each process to complete before you update another 
account, or before you re-register an entire organizational unit (OU).

Account Factory Customization (AFC)

November 28, 2022

(No update required for AWS Control Tower landing zone.)

Account factory customization allows you to customize new and existing accounts from within the 
AWS Control Tower console. These new customization capabilities give you the flexibility to define 
account blueprints, which are AWS CloudFormation templates contained in a specialized Service 
Catalog product. Blueprints provision fully customized resources and configurations. You also may 
choose use pre-defined blueprints, built and managed by AWS partners, that help you customize 
accounts for specific use cases.

Previously, AWS Control Tower account factory did not support account customization in the 
console. With this update of account factory, you can pre-define account requirements and 
implement them as part of a well-defined workflow. You can apply blueprints to create new 
accounts, to enroll other AWS accounts into AWS Control Tower, and to update existing AWS 
Control Tower accounts.

When you provision, enroll, or update an account in account factory, you will select the blueprint 
to deploy. Those resources specified in the blueprint are provisioned in your account. When your 
account has finished building, all of the custom configurations are available for use immediately.

To get started with customizing accounts, you can define the resources for your intended use case 
in a Service Catalog product. You also can select partner-managed solutions from the AWS Getting 
Started Library. For more information, see Customize accounts with Account Factory Customization 
(AFC).
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Comprehensive controls assist in AWS resource provisioning and 
management

November 28, 2022

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now supports comprehensive controls management, including new, optional 
proactive controls, implemented through AWS CloudFormation hooks. These controls are referred 
to as proactive because they check your resources – before the resources are deployed – to 
determine whether the new resources will comply with the controls that are activated in your 
environment.

Over 130 new proactive controls assist you with meeting specific policy objectives for your 
AWS Control Tower environment; with meeting requirements of industry-standard compliance 
frameworks; and with governing AWS Control Tower interactions across more than twenty other 
AWS services.

The AWS Control Tower controls library classifies these controls according to the associated AWS 
services and resources. For more details, see Proactive controls.

With this release, AWS Control Tower also is integrated with AWS Security Hub, by means of the 
new Security Hub Service-Managed Standard: AWS Control Tower, which supports the AWS 
Foundational Security Best Practices (FSBP) standard. You can view over 160 Security Hub controls 
alongside AWS Control Tower controls in the console, and you can obtain an Security Hub security 
score for your AWS Control Tower environment. For more information, see Security Hub standard.

Compliance status viewable for all AWS Config rules

November 18, 2022

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now displays the compliance status of all AWS Config rules deployed into 
organizational units registered with AWS Control Tower. You can view the compliance status of all 
AWS Config rules that affect your accounts in AWS Control Tower, enrolled or unenrolled, without 
navigating outside of the AWS Control Tower console. Customers can choose to set up Config 
rules, called detective controls, in AWS Control Tower, or to set them up directly through the AWS 
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Config service. The rules deployed by AWS Config are shown, along with the rules deployed by AWS 
Control Tower.

Previously, AWS Config rules deployed through the AWS Config service were not visible in the 
AWS Control Tower console. Customers had to navigate to the AWS Config service to identify non-
compliant AWS Config rules. Now you can identify any non-compliant AWS Config rule within the 
AWS Control Tower console. To view the compliance status of all your Config rules, navigate to the
Account details page in the AWS Control Tower console. You will see a list showing the compliance 
status of controls managed by AWS Control Tower and Config rules deployed outside of AWS 
Control Tower.

API for controls and a new AWS CloudFormation resource

September 1, 2022

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now supports programmatic management of controls, also known as
guardrails, through a set of API calls. A new AWS CloudFormation resource supports the API 
functionality for controls. For more details, see  Automate tasks in AWS Control Tower  and 
Creating AWS Control Tower resources with AWS CloudFormation.

These APIs allow you to enable, disable, and view the application status of controls in the AWS 
Control Tower library. The APIs include support for AWS CloudFormation, so you can manage AWS 
resources as infrastructure-as-code (IaC). AWS Control Tower provides optional preventive and 
detective controls that express your policy intentions regarding an entire organizational unit (OU), 
and every AWS account within the OU. These rules remain in effect as you create new accounts or 
make changes to existing accounts.

APIs included in this release

• EnableControl– This API call activates a control. It starts an asynchronous operation that creates 
AWS resources on the specified organizational unit and the accounts it contains.

• DisableControl– This API call turns off a control. It starts an asynchronous operation that deletes 
AWS resources on the specified organizational unit and the accounts it contains.

• GetControlOperation– Returns the status of a particular EnableControl or DisableControl
operation.

• ListEnabledControls– Lists the controls enabled by AWS Control Tower on the specified 
organizational unit and the accounts it contains.
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To view a list of control names for optional controls, see Resource identifiers for APIs and controls, 
in the AWS Control Tower User Guide.

CfCT supports stack set deletion

August 26, 2022

(No update required for AWS Control Tower landing zone.)

Customizations for AWS Control Tower (CfCT) now supports stack set deletion, by setting a 
parameter in the manifest.yaml file. For more information, see Delete a stack set.

Important

When you initially set the value of enable_stack_set_deletion to true, 
the next time you invoke CfCT, ALL resources that begin with the prefix
CustomControlTower-, which have the associated key tag Key:AWS_Solutions, 
Value: CustomControlTowerStackSet, and which are not declared in the manifest 
file, are staged for deletion.

Customized log retention

August 15, 2022

(Update required for AWS Control Tower landing zone. For information, see Update Your Landing 
Zone)

AWS Control Tower now provides the ability to customize the retention policy for Amazon S3 
buckets that store your AWS Control Tower CloudTrail logs. You can customize your Amazon S3 log 
retention policy, in increments of days or years, up to a maximum of 15 years.

If you choose not customize your log retention, the default settings are 1 year for standard account 
logging, and 10 years for access logging.

This feature is available for existing customers through AWS Control Tower when you update or 
repair your landing zone, and for new customers through the AWS Control Tower setup process.

Role drift repair available

August 11, 2022
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(No update required for AWS Control Tower landing zone.)

AWS Control Tower now supports repair for role drift. You can restore a required role without a full 
repair of your landing zone. If this type of drift repair is needed, the console error page provides 
steps for restoring the role, so that your landing zone is once again available.

AWS Control Tower landing zone version 3.0

July 29, 2022

(Update required for AWS Control Tower landing zone to version 3.0. For information, see Update 
Your Landing Zone)

AWS Control Tower landing zone version 3.0 includes the following updates:

• The option to choose organization-level AWS CloudTrail trails, or to opt out of CloudTrail trails 
managed by AWS Control Tower.

• Two new detective controls to determine whether AWS CloudTrail is logging activity in your 
accounts.

• The option to aggregate AWS Config information about global resources in your home Region 
only.

• An update to the Region deny control.

• An update to the managed policy, AWSControlTowerServiceRolePolicy.

• We no longer create the IAM role aws-controltower-CloudWatchLogsRole and the 
CloudWatch log group aws-controltower/CloudTrailLogs in each enrolled account. 
Previously, we created these in each account for its account trail. With organization trails, we 
only create one in the management account.

The following sections provide more details about each new capability.

Organization-level CloudTrail trails in AWS Control Tower

With landing zone version 3.0, AWS Control Tower now supports organization-level AWS CloudTrail 
trails.

When you update your AWS Control Tower landing zone to version 3.0, you have the option 
to select organization-level AWS CloudTrail trails as your logging preference, or to opt out of 
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CloudTrail trails that are managed by AWS Control Tower. When you update to version 3.0, AWS 
Control Tower deletes  the existing account-level trails for enrolled accounts after a 24-hour waiting 
period. AWS Control Tower does not delete account-level trails for unenrolled accounts. In the 
unlikely case that your landing zone update does not succeed, but the failure occurs after AWS 
Control Tower already has created the organization-level trail, you may incur duplicate charges 
for organization-level and account-level trails, until your update operation is able to complete 
successfully.

Going forward from landing zone 3.0, AWS Control Tower no longer supports account-level trails 
that AWS manages. Instead, AWS Control Tower creates an organization-level trail, which is active 
or inactive, according to your selection.

Note

After you update to version 3.0 or later, you do not have the option to continue with 
account-level CloudTrail trails managed by AWS Control Tower.

No logging data is lost from your aggregated account logs, because the logs remain in the existing 
Amazon S3 bucket where they are stored. Only the trails are deleted, not the existing logs. If you 
select the option to add organization-level trails, AWS Control Tower opens a new path to a new 
folder within your Amazon S3 bucket and continues sending logging information to that location. 
If you choose to opt out of trails managed by AWS Control Tower, your existing logs remain in the 
bucket, unchanged.

Path naming conventions for log storage

• Account trail logs are stored with a path of this form: /org id/AWSLogs/…

• Organization trail logs are stored with a path of this form: /org id/AWSLogs/org id/…

The path that AWS Control Tower creates for your organization-level CloudTrail trails is different 
than the default path for a manually-created organization-level trail, which would have the 
following form:

• /AWSLogs/org id/…

For more information about CloudTrail path naming, see Finding your CloudTrail log files.
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Tip

If you plan to create and manage your own account-level trails, we recommend that you 
create the new trails before you complete the update to AWS Control Tower landing zone 
version 3.0, to start logging right away.

At any time, you may choose to create new account-level or organization-level CloudTrail trails and 
manage them on your own. The option to choose organization-level CloudTrail trails managed by 
AWS Control Tower is available during any landing zone update to version 3.0 or later. You can opt
into and opt out of organization-level trails, whenever you update your landing zone.

If your logs are managed by a third-party service, be sure to give the new path name to your 
service.

Note

For landing zones at version 3.0 or later, account-level AWS CloudTrail trails are not 
supported by AWS Control Tower. You can create and maintain your own account-level 
trails at any time, or you can opt into organization-level trails managed by AWS Control 
Tower.

Record AWS Config resources in the home Region only

In landing zone version 3.0, AWS Control Tower has updated the baseline configuration for AWS 
Config so that it records global resources in the home Region only. After you update to version 3.0, 
resource recording for global resources is enabled only in your home Region.

This configuration is considered a best practice. It is recommended by AWS Security Hub and AWS 
Config, and it creates cost savings by reducing the number of configuration items created when 
global resources are created, modified, or deleted. Previously, each time a global resources was 
created, updated, or deleted, whether by a customer or by an AWS service, a configuration item 
was created for each item in each governed Region.

Two new detective controls for AWS CloudTrail logging

As part of the change to organization-level AWS CloudTrail trails, AWS Control Tower is introducing 
two new detective controls that check whether CloudTrail is enabled. The first control has
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Mandatory guidance, and it is enabled on the Security OU during setup or landing zone updates of 
3.0 and later. The second control has Strongly recommended guidance, and it is optionally applied 
to any OUs other than the Security OU, which already has the mandatory control protection 
enforced.

Mandatory control: Detect whether shared accounts under the Security organizational unit have 
AWS CloudTrail or CloudTrail Lake enabled

Strongly recommended control: Detect whether an account has AWS CloudTrail or CloudTrail Lake 
enabled

For more information about the new controls, see the The AWS Control Tower controls library.

An update to the Region deny control

We updated the NotAction list in the Region deny control to include actions by some additional 
services, listed below:

            “chatbot:*”, 
            "s3:GetAccountPublic", 
            "s3:DeleteMultiRegionAccessPoint",  
            "s3:DescribeMultiRegionAccessPointOperation",  
            "s3:GetMultiRegionAccessPoint",  
            "s3:GetMultiRegionAccessPointPolicy",  
            "s3:GetMultiRegionAccessPointPolicyStatus", 
            "s3:ListMultiRegionAccessPoints", 
            "s3:GetStorageLensConfiguration",  
            “s3:GetStorageLensDashboard",  
            “s3:ListStorageLensConfigurations” 
            “s3:GetAccountPublicAccessBlock“,, 
            “s3:PutAccountPublic",  
            “s3:PutAccountPublicAccessBlock“, 

Video Walkthrough

This video (3:07) describes how to update your existing AWS Control Tower landing zone to version 
3. For better viewing, select the icon at the lower right corner of the video to enlarge it to full 
screen. Captioning is available.

Video Walkthrough of Update an Existing AWS Control Tower Landing Zone to Landing Zone 3.
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The Organization page combines views of OUs and accounts

July 18, 2022

(No update required for AWS Control Tower landing zone)

The new Organization page in AWS Control Tower shows a hierarchical view of all organizational 
units (OUs) and accounts. It combines the information from the OUs and Accounts pages, which 
existed previously.

On the new page, you can see relationships between parent OUs and their nested OUs and 
accounts, You can take action on groupings of resources. You can configure the page view. For 
example, you can expand or collapse the hierarchical view, filter the view to see accounts or OUs 
only, choose to view only your enrolled accounts and registered OUs, or you can view groups of 
related resources. It is easier to ensure that your entire organization is updated properly.

Easier enroll and update for individual member accounts

May 31, 2022

(No update required for AWS Control Tower landing zone)

AWS Control Tower now gives you an improved capability to update and enroll member accounts 
individually. Each account shows when it is available for an update, so you can more easily ensure 
that your member accounts include the latest configuration. You can update your landing zone, 
remediate account drift, or enroll an account into a registered OU, in a few streamlined steps.

When you update an account, there’s no need to include an account’s entire organizational unit 
(OU) in each update action. As a result, the time required to update an individual account is greatly 
reduced.

You can enroll accounts into AWS Control Tower OUs with more help from the AWS Control Tower 
console. Existing accounts that you enroll in AWS Control Tower must still meet the account 
prerequisites, and you must add the AWSControlTowerExecution role. Then, you can choose 
any registered OU and enroll the account into it by selecting the Enroll button.

We’ve separated the Enroll account functionality from the Create account workflow in account 
factory, to create more distinction between these similar processes, and help avoid setup errors 
when you’re entering account information.
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AFT supports automated customization for shared AWS Control Tower 
accounts

May 27, 2022

(No update required for AWS Control Tower landing zone)

Account Factory for Terraform (AFT) now can programmatically customize and update any of 
your accounts that are managed by AWS Control Tower, including the management account, 
audit account, and log archive account, along with your enrolled accounts. You can centralize your 
account customization and update management, while protecting the security of your account 
configurations, because you scope the role that carries out the work.

The existing AWSAFTExecution role now deploys customizations in all accounts. You can set up 
IAM permissions with boundaries that limit the access of the AWSAFTExecution role according to 
your business and security requirements. You also can programmatically delegate the approved 
customization permissions in that role, for trusted users. As a best practice, we recommend that 
you restrict permissions to those that are necessary to deploy the required customizations.

AFT now creates the new AWSAFTService role to deploy AFT resources in all managed accounts, 
including the shared accounts and management account. Resources formerly were deployed by the
AWSAFTExecution role.

The AWS Control Tower shared and management accounts are not provisioned through account 
factory, so they do not have corresponding provisioned products in AWS Service Catalog. 
Therefore, you are not able to update the shared and management accounts in Service Catalog.

Concurrent operations for all optional controls

May 18, 2022

(No update required for AWS Control Tower landing zone)

AWS Control Tower now supports concurrent operations for preventive controls, as well as for 
detective controls.

With this new feature, any optional control now can be applied or removed concurrently, thereby 
improving the ease of use and performance for all optional controls. You can enable multiple 
optional controls without waiting for individual control operations to complete. The only restricted 
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times are when AWS Control Tower is in the process of landing zone setup, or while extending 
governance to a new organization.

Supported functionality for preventive controls:

• Apply and remove different preventive controls on the same OU.

• Apply and remove different preventive controls on different OUs, concurrently.

• Apply and remove the same preventive control on multiple OUs, concurrently.

• You can apply and remove any preventive and detective controls, concurrently.

You can experience these control concurrency improvements in all released versions of AWS 
Control Tower.

When you apply preventive controls to nested OUs, the preventive controls affect all accounts 
and OUs nested under the target OU, even if those accounts and OUs are not registered with AWS 
Control Tower. Preventive controls are implemented using Service Control Policies (SCPs), which are 
part of AWS Organizations. Detective controls are implemented using AWS Config rules. Guardrails 
remain in effect as you create new accounts or make changes to your existing accounts, and AWS 
Control Tower provides a summary report of how each account conforms to your enabled policies. 
For a full list of available controls, see the The AWS Control Tower controls library.

Existing security and logging accounts

May 16, 2022

(Available during initial setup.)

AWS Control Tower now provides the option for you to specify an existing AWS account as an 
AWS Control Tower security or logging account, during the initial landing zone setup process. This 
option eliminates the need for AWS Control Tower to create new, shared accounts. The security 
account, which is called the Audit account by default, is a restricted account that gives your 
security and compliance teams access to all accounts in your landing zone. The logging account, 
which is called the Log Archive account by default, works as a repository. It stores logs of API 
activities and resource configurations from all accounts in your landing zone.

By bringing your existing security and logging accounts, it is easier to extend AWS Control Tower 
governance into your existing organizations, or to move to AWS Control Tower from an alternate 
landing zone. The option for you to use existing accounts is displayed during the initial landing 
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zone setup. It includes checks during the setup process, which ensure successful deployment. AWS 
Control Tower implements the necessary roles and controls on your existing accounts. It does not 
remove or merge any existing resources or data that exists in these accounts.

Limitation: If you plan to bring existing AWS accounts into AWS Control Tower as audit and log 
archive accounts, and if those accounts have existing AWS Config resources, you must delete the 
existing AWS Config resources before you can enroll the accounts into AWS Control Tower.

AWS Control Tower landing zone version 2.9

April 22, 2022

(Update required for AWS Control Tower landing zone to version 2.9. For information, see Update 
Your Landing Zone)

AWS Control Tower landing zone version 2.9 updates the notification forwarder Lambda to use the 
Python version 3.9 runtime. This update addresses the deprecation of Python version 3.6, which is 
planned for July of 2022. For the latest information, see the Python deprecation page.

AWS Control Tower landing zone version 2.8

February 10, 2022

(Update required for AWS Control Tower landing zone to version 2.8. For information, see Update 
Your Landing Zone)

AWS Control Tower landing zone version 2.8 adds functionality that aligns with recent updates to 
the AWS Foundational Security Best Practices.

In this release:

• Access logging is configured for the access log bucket in the Log Archive account, to keep track 
of access to the existing S3 access log bucket.

• Support for lifecycle policy is added. The access log for the existing S3 access log bucket is set to 
a default retention time of 10 years.

• Additionally, this release updates AWS Control Tower to use the AWS Service Linked Role (SLR) 
provided by AWS Config, in all managed accounts (not including the management account), so 
that you can set up and manage Config rules to match AWS Config best practices. Customers 
who do not upgrade will continue to use their existing role.
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• This release streamlines the AWS Control Tower KMS configuration process for encrypting Config 
data, and it improves the related status messaging in CloudTrail.

• The release includes an update to the Region deny control, to allow for the route53-
application-recovery feature in us-west-2.

• Update: On February 15, 2022, we removed the dead letter queue for AWS Lambda functions.

Additional details:

• If you decommission your landing zone, AWS Control Tower does not remove the AWS Config 
service-linked role.

• If you deprovision an Account Factory account, AWS Control Tower does not remove the AWS 
Config service-linked role.

To update your landing zone to 2.8, navigate to the Landing zone settings page, select the 
2.8 version, and then choose Update. After you update your landing zone, you must update all 
accounts that are governed by AWS Control Tower, as given in Configuration update management 
in AWS Control Tower.

January - December 2021

In 2021, AWS Control Tower released the following updates:

• Region deny capabilities

• Data residency features

• AWS Control Tower introduces Terraform account provisioning and customization

• New lifecycle event available

• AWS Control Tower enables nested OUs

• Detective control concurrency

• Two new Regions available

• Region deselection

• AWS Control Tower works with AWS Key Management Systems

• Controls renamed, functionality unchanged

• AWS Control Tower scans SCPs daily to check for drift
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• Customized names for OUs and accounts

• AWS Control Tower landing zone version 2.7

• Three new AWS Regions available

• Govern selected Regions only

• AWS Control Tower now extends governance to existing OUs in your AWS organizations

• AWS Control Tower provides bulk account updates

Region deny capabilities

November 30, 2021

(No update required for AWS Control Tower landing zone.)

AWS Control Tower now provides Region deny capabilities, which assist you in limiting access 
to AWS services and operations for enrolled accounts in your AWS Control Tower environment. 
The Region deny feature complements existing Region selection and Region deselection features 
in AWS Control Tower. Together, these features help you to address compliance and regulatory 
concerns, while balancing the costs associated with expanding into additional Regions.

For example, AWS customers in Germany can deny access to AWS services in Regions outside of the 
Frankfurt Region. You can select restricted Regions during the AWS Control Tower set up process, 
or in the Landing zone settings page. The Region deny feature is available when you update 
your AWS Control Tower landing zone version. Select AWS services are exempt from Region deny 
capabilities. To learn more, see Configure the Region deny control.

Data residency features

November 30, 2021

(No update required for AWS Control Tower landing zone)

AWS Control Tower now offers purpose-built controls to help ensure that any customer data you 
upload to AWS services is located only in the AWS Regions that you specify. You can select the 
AWS Region or Regions in which your customer data is stored and processed. For a full list of AWS 
Regions where AWS Control Tower is available, see the AWS Region Table.

For granular control, you can apply additional controls, such as Disallow Amazon Virtual Private 
Network (VPN) connections, or Disallow internet access for an Amazon VPC instance. You can 
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view the compliance status of the controls in the AWS Control Tower console. For a full list of 
available controls, see The AWS Control Tower controls library.

AWS Control Tower introduces Terraform account provisioning and 
customization

November 29, 2021

(Optional update for AWS Control Tower landing zone)

You can now employ Terraform to provision and update customized accounts through AWS Control 
Tower, with AWS Control Tower Account Factory for Terraform (AFT).

AFT provides a single Terraform infrastructure as code (IaC) pipeline, which provisions accounts 
managed by AWS Control Tower. Customizations during provisioning help to meet your business 
and security policies, before you give the accounts to end-users.

The AFT automated account creation pipeline monitors until account provisioning is complete, 
and then it continues, triggering additional Terraform modules that enhance the account with any 
necessary customizations. As an additional part of the customization process, you can configure 
the pipeline to install your own custom Terraform modules, and you can choose to add any of the 
AFT Feature Options, which are provided by AWS for common customizations.

Get started with AWS Control Tower Account Factory for Terraform by following the steps provided 
in the  AWS Control Tower User Guide, Deploy AWS Control Tower Account Factory for Terraform 
(AFT) , and by downloading AFT for your Terraform instance. AFT supports Terraform Cloud, 
Terraform Enterprise, and Terraform Open Source distributions.

New lifecycle event available

November 18, 2021

(No update required for AWS Control Tower landing zone)

The PrecheckOrganizationalUnit event logs whether any resources block the Extend 
governance task from success, including resources in nested OUs. For more information, see
PrecheckOrganizationalUnit.

AWS Control Tower enables nested OUs

November 16, 2021
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(No update required for AWS Control Tower landing zone)

AWS Control Tower now enables you to include nested OUs as part of your landing zone.

AWS Control Tower provides support for nested organizational units (OUs), allowing you to 
organize accounts into multiple hierarchy levels, and to enforce preventive controls hierarchically. 
You can register OUs containing nested OUs, create and register OUs under parent OUs, and enable 
controls on any registered OU, regardless of depth. To support this functionality, the console shows 
the number of governed accounts and OUs.

With nested OUs, you can align your AWS Control Tower OUs to the AWS multi-account strategy, 
and you can reduce the time required to enable controls on multiple OUs, by enforcing controls at 
the parent OU level.

Key considerations

1. You can register existing, multi-level OUs with AWS Control Tower one OU at a time, starting 
with the top-level OU and then proceeding down the tree. For more information, see Expand 
from flat OU structure to nested OU structure.

2. Accounts directly under a registered OU are enrolled automatically. Accounts further down the 
tree can be enrolled by registering their immediate parent OU.

3. Preventive controls (SCPs) are inherited down the hierarchy automatically; SCPs applied to the 
parent are inherited by all nested OUs.

4. Detective controls (AWS Config rules) are NOT inherited automatically.

5. Compliance with detective controls is reported by each OU.

6. SCP drift on an OU affects all accounts and OUs under it.

7. You cannot create new nested OUs under the Security OU (Core OU).

Detective control concurrency

November 5, 2021

(Optional update for AWS Control Tower landing zone)

AWS Control Tower detective controls now support concurrent operations for detective controls, 
improving the ease of use and performance. You can enable multiple detective controls without 
waiting for individual control operations to complete.
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Supported functionality:

• Enable different detective controls on the same OU (for example, Detect Whether MFA for 
the Root User is Enabled and Detect Whether Public Write Access to Amazon S3 Buckets is 
Allowed).

• Enable different detective controls on different OUs, concurrently.

• Guardrail error messaging has been improved to give additional guidance for supported control 
concurrency operations.

Not supported in this release:

• Enabling the same detective control on multiple OUs concurrently is not supported.

• Preventive control concurrency is not supported.

You can experience the detective control concurrency improvements in all versions of AWS Control 
Tower. It is recommended that customers not currently on version 2.7 perform a landing zone 
update to take advantage of other features, such as Region selection and deselection, which are 
available in the latest version.

Two new Regions available

July 29, 2021

(Update required for AWS Control Tower landing zone)

AWS Control Tower is now available in two additional AWS Regions: South America (Sao Paulo), 
and Europe (Paris). This update expands AWS Control Tower availability to 15 AWS Regions.

If you are new to AWS Control Tower, you can launch it right away in any of the supported Regions. 
During the launch, you can select the Regions in which you want AWS Control Tower to build and 
govern your multi-account environment.

If you already have an AWS Control Tower environment and you want to extend or remove AWS 
Control Tower governance features in one or more supported Regions, go to the Landing Zone 
Settings page in your AWS Control Tower dashboard, then select the Regions. After updating your 
landing zone, you must then update all accounts that are governed by AWS Control Tower.
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Region deselection

July 29, 2021

(Optional update for AWS Control Tower landing zone)

AWS Control Tower Region deselection enhances your ability to manage the geographical footprint 
of your AWS Control Tower resources. You can deselect Regions you would no longer like AWS 
Control Tower to govern. This feature provides you with the capability to address compliance and 
regulatory concerns while balancing the costs associated with expanding into additional Regions.

Region deselection is available when you update your AWS Control Tower landing zone version.

When you use Account Factory to create a new account or enroll a pre-existing member account, or 
when you select Extend Governance to enroll accounts in a pre-existing organizational unit, AWS 
Control Tower deploys its governance capabilities—which include centralized logging, monitoring, 
and controls— in your chosen Regions in the accounts. Choosing to deselect a Region and remove 
AWS Control Tower governance from that Region removes that governance functionality, but it 
does not inhibit your users’ ability to deploy AWS resources or workloads into those Regions.

AWS Control Tower works with AWS Key Management Systems

July 28, 2021

(Optional update for AWS Control Tower landing zone)

AWS Control Tower provides you the option to use an AWS Key Management Service (AWS KMS) 
key. A key is provided and managed by you, to secure the services that AWS Control Tower deploys, 
including AWS CloudTrail, AWS Config, and the associated Amazon S3 data. AWS KMS encryption 
is an enhanced level of encryption over the SSE-S3 encryption that AWS Control Tower uses by 
default.

The integration of AWS KMS support into AWS Control Tower aligns with the AWS Foundational 
Security Best Practices, which recommend an added layer of security for your sensitive log files. 
You should use AWS KMS–managed keys (SSE-KMS) for encryption at rest. AWS KMS encryption 
support is available when you set up a new landing zone or when you update your existing AWS 
Control Tower landing zone.

To configure this functionality, you can select KMS Key Configuration during your initial landing 
zone setup. You can choose an existing KMS key, or you can select a button that directs you to 
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the AWS KMS console to create a new one. You also have the flexibility to change from default 
encryption to SSE-KMS, or to a different SSE-KMS key.

For an existing AWS Control Tower landing zone, you can perform an update to start using AWS 
KMS keys.

Controls renamed, functionality unchanged

July 26, 2021

(No update required for AWS Control Tower landing zone)

AWS Control Tower is revising certain control names and descriptions to better reflect the policy 
intentions of the control. The revised names and descriptions help you understand more intuitively 
the ways in which controls embody the policies of your accounts. For example, we changed part 
of the names of detective controls from “Disallow” to “Detect” because the detective control itself 
does not stop a specific action, it only detects policy violations and provides alerts through the 
dashboard.

Control functionality, guidance, and implementation remain unchanged. Only the control names 
and descriptions have been revised.

AWS Control Tower scans SCPs daily to check for drift

May 11, 2021

(No update required for AWS Control Tower landing zone)

AWS Control Tower now performs daily automated scans of your managed SCPs to verify that the 
corresponding controls are applied correctly and that they have not drifted. If a scan discovers drift, 
you will receive a notification. AWS Control Tower sends only one notification per drift issue, so if 
your landing zone already is in a state of drift, you will not receive additional notifications unless a 
new drift item is found.

Customized names for OUs and accounts

April 16, 2021

(No update required for AWS Control Tower landing zone)
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AWS Control Tower now allows you to customize your landing zone naming. You can retain the 
names that AWS Control Tower recommends for the organizational units (OUs) and core accounts, 
or you can modify these names during the initial landing zone set up process.

The default names that AWS Control Tower provides for the OUs and core accounts match the AWS 
multi-account best practices guidance. However, if your company has specific naming policies, or if 
you already have an existing OU or account with the same recommended name, the new OU and 
account naming functionality gives you the flexibility to address those constraints.

Separately from that workflow change during setup, the OU formerly known as the Core OU is now 
called the Security OU, and the OU formerly known as the Custom OU is now called the Sandbox 
OU. We made this change to improve our alignment with overall AWS best practices guidance for 
naming.

New customers will see these new OU names. Existing customers will continue to see the original 
names of these OUs. You may encounter some inconsistencies in OU naming while we are updating 
our documentation to the new names.

To get started with AWS Control Tower from the AWS Management Console, go to the AWS Control 
Tower console, and select Set up landing zone in the top right. For additional information, you can 
read about planning your AWS Control Tower landing zone.

AWS Control Tower landing zone version 2.7

April 8, 2021

(Update required for AWS Control Tower landing zone to version 2.7. For information, see Update 
Your Landing Zone)

With AWS Control Tower version 2.7, AWS Control Tower introduces four new mandatory 
preventative Log Archive controls that implement policy solely on AWS Control Tower resources. 
We have adjusted the guidance on four existing Log Archive controls from mandatory to elective, 
because they set policy for resources outside of AWS Control Tower. This control change and 
expansion provides the ability to separate Log Archive governance for resources within AWS 
Control Tower from governance of resources outside of AWS Control Tower.

The four changed controls can be used in conjunction with the new mandatory controls to provide 
governance to a broader set of AWS Log Archives. Existing AWS Control Tower environments will 
keep these four changed controls enabled automatically, for environment consistency; however, 
these elective controls now can be disabled. New AWS Control Tower environments must enable all 
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elective controls. Existing environments must disable the formerly mandatory controls before 
adding encryption to Amazon S3 buckets that are not deployed by AWS Control Tower.

New mandatory controls:

• Disallow Changes to Encryption Configuration for AWS Control Tower Created S3 Buckets in Log 
Archive

• Disallow Changes to Logging Configuration for AWS Control Tower Created S3 Buckets in Log 
Archive

• Disallow Changes to Bucket Policy for AWS Control Tower Created S3 Buckets in Log Archive

• Disallow Changes to Lifecycle Configuration for AWS Control Tower Created S3 Buckets in Log 
Archive

Guidance changed from Mandatory to Elective:

• Disallow Changes to Encryption Configuration for all Amazon S3 Buckets [Previously: Enable 
Encryption at Rest for Log Archive]

• Disallow Changes to Logging Configuration for all Amazon S3 Buckets [Previously: Enable Access 
Logging for Log Archive]

• Disallow Changes to Bucket Policy for all Amazon S3 Buckets [Previously: Disallow Policy 
Changes to Log Archive]

• Disallow Changes to Lifecycle Configuration for all Amazon S3 Buckets [Previously: Set a 
Retention Policy for Log Archive]

AWS Control Tower version 2.7 includes changes to the AWS Control Tower landing zone blueprint 
that can cause incompatibility with previous versions after you upgrade to 2.7.

• In particular, AWS Control Tower version 2.7 enables BlockPublicAccess automatically on S3 
buckets deployed by AWS Control Tower. You can turn this default off if your workload requires 
access across accounts. For more information about what happens with BlockPublicaccess
enabled, see Blocking public access to your Amazon S3 storage.

• AWS Control Tower version 2.7 includes a requirement for HTTPS. All requests sent to S3 buckets 
deployed by AWS Control Tower must use secure socket layer (SSL). Only HTTPS requests are 
allowed to pass. If you use HTTP (without SSL) as an endpoint to send the requests, this change 
gives you an access denied error, which can potentially break your workflow. This change cannot 
be reverted after the 2.7 update to your landing zone.
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We recommend that you change your requests to use TLS instead of HTTP.

Three new AWS Regions available

April 8, 2021

(Update required for AWS Control Tower landing zone)

AWS Control Tower is available in three additional AWS Regions: Asia Pacific (Tokyo) Region, Asia 
Pacific (Seoul) Region, and Asia Pacific (Mumbai) Region. A landing zone update to version 2.7 is 
required for expanding governance into these Regions.

Your landing zone is not expanded automatically into these Regions when you perform the update 
to version 2.7, you must view and select them in the Regions table for inclusion.

Govern selected Regions only

February 19, 2021

(No update required for AWS Control Tower landing zone)

AWS Control Tower Region selection provides better ability to manage the geographical footprint 
of your AWS Control Tower resources. To expand the number of Regions in which you host AWS 
resources or workloads – for compliance, regulatory, cost, or other reasons – you can now select the 
additional Regions to govern.

Region selection is available when you set up a new landing zone or update your AWS Control 
Tower landing zone version. When you use Account Factory to create a new account or enroll a 
pre-existing member account, or when you use Extend Governance to enroll accounts in a pre-
existing organizational unit, AWS Control Tower deploys its governance capabilities of centralized 
logging, monitoring, and controls in your chosen Regions in the accounts. For more information 
about selecting Regions, see Configure your AWS Control Tower Regions.

AWS Control Tower now extends governance to existing OUs in your 
AWS organizations

January 28, 2021

(No update required for AWS Control Tower landing zone)
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Extend governance to existing organizational units (OUs) (those not in AWS Control Tower) from 
within the AWS Control Tower console. With this feature, you can bring top-level OUs and included 
accounts under AWS Control Tower governance. For information about extending governance to an 
entire OU, see Register an existing organizational unit with AWS Control Tower.

When you register an OU, AWS Control Tower performs a series of checks to ensure successful 
extension of governance and enrollment of accounts within the OU. For more information about 
common issues associated with the initial registration of an OU, see Common causes of failure 
during registration or re-registration.

You can also visit the AWS Control Tower product webpage or visit YouTube to watch this video 
about getting started with AWS Control Tower for AWS Organizations.

AWS Control Tower provides bulk account updates

January 28, 2021

(No update required for AWS Control Tower landing zone)

With the bulk update feature, you can now update all accounts in a registered AWS Organizations 
organizational unit (OU) containing up to 300 accounts, with a single click, from the AWS Control 
Tower dashboard. This is particularly useful in cases where you update your AWS Control Tower 
landing zone and must also update your enrolled accounts to align them to the current landing 
zone version.

This feature also helps you keep your accounts up to date when you update your AWS Control 
Tower landing zone to expand to new regions, or when you want to re-register an OU to ensure 
that all accounts in that OU have the latest controls applied. Bulk account update eliminates the 
need to update one account at a time or use an external script to perform the update on multiple 
accounts.

For information about updating a landing zone, see Update Your Landing Zone.

For information about registering or re-registering an OU, see Register an existing organizational 
unit with AWS Control Tower.

January - December 2020

In 2020, AWS Control Tower released the following updates:
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• AWS Control Tower console now links to external AWS Config rules

• AWS Control Tower now available in additional Regions

• Guardrail update

• AWS Control Tower console shows more detail about OUs and accounts

• Use AWS Control Tower to set up new multi-account AWS environments in AWS Organizations

• Customizations for AWS Control Tower solution

• General availability of AWS Control Tower version 2.3

• Single-step account provisioning in AWS Control Tower

• AWS Control Tower decommissioning tool

• AWS Control Tower lifecycle event notifications

AWS Control Tower console now links to external AWS Config rules

December 29, 2020

(Update required for AWS Control Tower landing zone to version 2.6. For information, see Update 
Your Landing Zone)

AWS Control Tower now includes an organization-level aggregator, which assists in detecting 
external AWS Config rules. This provides you with visibility in the AWS Control Tower console to see 
the existence of externally created AWS Config rules in addition to those AWS Config rules created 
by AWS Control Tower. The aggregator allows AWS Control Tower to detect external rules and 
provide a link to the AWS Config console without the need for AWS Control Tower to gain access to 
unmanaged accounts.

With this feature, you now have a consolidated view of detective controls applied to your accounts 
so you can track compliance and determine if you need additional controls for your account. For 
information, see How AWS Control Tower aggregates AWS Config rules in unmanaged OUs and 
accounts.

AWS Control Tower now available in additional Regions

November 18, 2020

(Update required for AWS Control Tower landing zone to version 2.5. For information, see Update 
Your Landing Zone)
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AWS Control Tower is now available in 5 additional AWS Regions:

• Asia Pacific (Singapore) Region

• Europe (Frankfurt) Region

• Europe (London) Region

• Europe (Stockholm) Region

• Canada (Central) Region

The addition of these 5 AWS Regions is the only change introduced for version 2.5 of AWS Control 
Tower.

AWS Control Tower is also available in US East (N. Virginia) Region, US East (Ohio) Region, US West 
(Oregon) Region, Europe (Ireland) Region, and Asia Pacific (Sydney) Region. With this launch AWS 
Control Tower is now available in 10 AWS Regions.

This landing zone update includes all Regions listed and cannot be undone. After updating your 
landing zone to version 2.5, you must manually update all enrolled accounts for AWS Control 
Tower to govern in the 10 supported AWS Regions. For information, see Configure your AWS 
Control Tower Regions.

Guardrail update

October 8, 2020

(No update required for AWS Control Tower landing zone)

An updated version has been released for the mandatory control AWS-
GR_IAM_ROLE_CHANGE_PROHIBITED.

This change to the control is required because accounts that are being enrolled automatically into 
AWS Control Tower must have the AWSControlTowerExecution role enabled. The previous 
version of the control prevents this role from being created.

For more information, see Control update in the AWS Control Tower User Guide Control reference.

AWS Control Tower console shows more detail about OUs and accounts

July 22, 2020

(No update required for AWS Control Tower landing zone)
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You can view your organizations and accounts that are not enrolled in AWS Control Tower, 
alongside organizations and accounts that are enrolled.

Within the AWS Control Tower console, you can view more detail about your AWS accounts 
and organizational units (OUs). The Accounts page now lists all accounts in your organization, 
regardless of OU or enrollment status in AWS Control Tower. You can now search, sort, and filter 
across all tables.

Use AWS Control Tower to set up new multi-account AWS environments 
in AWS Organizations

April 22, 2020

(No update required for AWS Control Tower landing zone)

AWS Organizations customers can now use AWS Control Tower to manage newly created 
organizational units (OUs) and accounts by taking advantage of these new capabilities:

• Existing AWS Organizations customers can now set up a new landing zone for new 
organizational units (OUs) in their existing management account. You can create new OUs in 
AWS Control Tower and create new accounts in those OUs with AWS Control Tower governance.

• AWS Organizations customers can enroll existing accounts using the account enrollment process 
or through scripting.

AWS Control Tower provides an orchestration service that uses other AWS services. It's designed 
for organizations with multiple accounts and teams who are looking for the easiest way to set up 
their new or existing multi-account AWS environment and govern at scale. With an organization 
governed by AWS Control Tower, cloud administrators know that accounts in the organization are 
compliant with established policies. Builders benefit because they can provision new AWS accounts 
quickly, without undue concerns about compliance.

For information about setting up a landing zone, see Plan your AWS Control Tower landing zone. 
You can also visit the AWS Control Tower product webpage or visit YouTube to watch this video 
about getting started with AWS Control Tower for AWS Organizations.

In addition to this change, the Quick account provisioning capability in AWS Control Tower was 
renamed to Enroll account. It now permits enrollment of existing AWS accounts as well as creation 
of new accounts. For more information, see Enroll an existing account.
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Customizations for AWS Control Tower solution

March 17, 2020

(No update required for AWS Control Tower landing zone)

AWS Control Tower now includes a new reference implementation that makes it easy for you to 
apply custom templates and policies to your AWS Control Tower landing zone.

With customizations for AWS Control Tower, you can use AWS CloudFormation templates to deploy 
new resources to existing and new accounts within your organization. You can also apply custom 
service control policies (SCPs) to those accounts in addition to the SCPs already provided by AWS 
Control Tower. Customizations for AWS Control Tower pipeline integrate with AWS Control Tower 
lifecycle events and notifications (Lifecycle Events in AWS Control Tower) to ensure that resource 
deployments stay in sync with your landing zone.

The deployment documentation for this AWS Control Tower solution architecture is available 
through the AWS Solutions web page.

General availability of AWS Control Tower version 2.3

March 5, 2020

(Update required for AWS Control Tower landing zone. For information, see Update Your Landing 
Zone.)

AWS Control Tower is now available in the Asia Pacific (Sydney) AWS Region, in addition to the US 
East (Ohio), US East (N. Virginia), US West (Oregon), and Europe (Ireland) Regions. The addition 
of the Asia Pacific (Sydney) Region is the only change introduced for version 2.3 of AWS Control 
Tower.

If you have not used AWS Control Tower previously, you can launch it today in any of the supported 
Regions. If you are already using AWS Control Tower and want to extend its governance features 
to the Asia Pacific (Sydney) Region in your accounts, go to the Settings page in your AWS Control 
Tower dashboard. From there, update your landing zone to the latest release. Then, update your 
accounts individually.

Note

Updating your landing zone does not automatically update your accounts. If you have more 
than a few accounts, the required updates can be time-consuming. For that reason, we 
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recommend that you avoid expanding your AWS Control Tower landing zone into Regions 
in which you do not require your workloads to run.

For information about the expected behavior of detective controls as a result of a deployment to a 
new Region, see Configure your AWS Control Tower Regions.

Single-step account provisioning in AWS Control Tower

March 2, 2020

(No update required for AWS Control Tower landing zone)

AWS Control Tower now supports single-step account provisioning through the AWS Control Tower 
console. This feature allows you to provision new accounts from within the AWS Control Tower 
console.

To use the simplified form, navigate to Account Factory in the AWS Control Tower console and 
then choose Quick account provisioning. AWS Control Tower assigns the same email address to 
the provisioned account and to the single sign-on (IAM Identity Center) user that is created for the 
account. If you require these two email addresses to be different, you must provision your account 
through Service Catalog.

Update accounts that you create through quick account provisioning by using Service Catalog and 
the AWS Control Tower account factory, just like updates to any other account.

Note

In April 2020, the Quick account provisioning capability was renamed to Enroll account. 
In June 2022, the ability to create and update accounts in the AWS Control Tower console 
was separated from the ability to enroll AWS accounts. For more information, see Enroll an 
existing account.

AWS Control Tower decommissioning tool

February 28, 2020

(No update required for AWS Control Tower landing zone)
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AWS Control Tower now supports an automated decommissioning tool to assist you in cleaning up 
resources allocated by AWS Control Tower. If you no longer intend to use AWS Control Tower for 
your enterprise, or if you require a major redeployment of your organizational resources, you may 
want to clean up the resources created when you initially set up your landing zone.

To decommission your landing zone by using a process that is mostly automated, contact AWS 
Support to get assistance with the additional steps that are required. For more information about 
decommissioning, see Walkthrough: Decommission an AWS Control Tower Landing Zone.

AWS Control Tower lifecycle event notifications

January 22, 2020

(No update required for AWS Control Tower landing zone)

AWS Control Tower announces the availability of lifecycle event notifications. A lifecycle event
marks the completion of an AWS Control Tower action that can change the state of resources 
such as organizational units (OUs), accounts, and controls that are created and managed by AWS 
Control Tower. Lifecycle events are recorded as AWS CloudTrail events and delivered to Amazon 
EventBridge as events.

AWS Control Tower records lifecycle events at the completion of the following actions that can 
be performed using the service: creating or updating a landing zone; creating or deleting an OU; 
enabling or disabling a control on an OU; and using account factory to create a new account or to 
move an account to another OU.

AWS Control Tower uses multiple AWS services to build and govern a best practices multi-account 
AWS environment. It can take several minutes for an AWS Control Tower action to complete. You 
can track lifecycle events in the CloudTrail logs to verify if the originating AWS Control Tower 
action completed successfully. You can create an EventBridge rule to notify you when CloudTrail 
records a lifecycle event or to automatically trigger the next step in your automation workflow.

January - December 2019

From January 1 through December 31, 2019, AWS Control Tower released the following updates:

• General availability of AWS Control Tower version 2.2

• New elective controls in AWS Control Tower

• New detective controls in AWS Control Tower
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• AWS Control Tower accepts email addresses for shared accounts with different domains than the 
management account

• General availability of AWS Control Tower version 2.1

General availability of AWS Control Tower version 2.2

November 13, 2019

(Update required for AWS Control Tower landing zone. For information, see Update Your Landing 
Zone.)

AWS Control Tower version 2.2 provides three new preventive controls that prevent drift in 
accounts:

• Disallow Changes to Amazon CloudWatch Logs Log Groups set up by AWS Control Tower

• Disallow Deletion of AWS Config Aggregation Authorizations Created by AWS Control Tower

• Disallow Deletion of Log Archive

A control is a high-level rule that provides ongoing governance for your overall AWS environment. 
When you create your AWS Control Tower landing zone, the landing zone and all the organizational 
units (OUs), accounts, and resources are compliant with the governance rules enforced by your 
chosen controls. As you and your organization members use the landing zone, changes (accidental 
or intentional) in this compliance status may occur. Drift detection helps you identify resources that 
need changes or configuration updates to resolve the drift. For more information, see Detect and 
resolve drift in AWS Control Tower.

New elective controls in AWS Control Tower

September 05, 2019

(No update required for AWS Control Tower landing zone)

AWS Control Tower now includes the following four new elective controls:

• Disallow Delete Actions on Amazon S3 Buckets Without MFA

• Disallow Changes to Replication Configuration for Amazon S3 Buckets

• Disallow Actions as a Root User
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• Disallow Creation of Access Keys for the Root User

A control is a high-level rule that provides ongoing governance for your overall AWS environment. 
Guardrails enable you to express your policy intentions. For more information, see About controls 
in AWS Control Tower.

New detective controls in AWS Control Tower

August 25, 2019

(No update required for AWS Control Tower landing zone)

AWS Control Tower now includes the following eight new detective controls:

• Detect Whether Versioning for Amazon S3 Buckets is Enabled

• Detect Whether MFA is Enabled for AWS IAM Users of the AWS Console

• Detect Whether MFA is Enabled for AWS IAM Users

• Detect Whether Amazon EBS Optimization is Enabled for Amazon EC2 Instances

• Detect Whether Amazon EBS Volumes are Attached to Amazon EC2 Instances

• Detect Whether Public Access to Amazon RDS Database Instances is Enabled

• Detect Whether Public Access to Amazon RDS Database Snapshots is Enabled

• Detect Whether Storage Encryption is Enabled for Amazon RDS Database Instances

A control is a high-level rule that provides ongoing governance for your overall AWS environment. 
A detective control detects noncompliance of resources within your accounts, such as policy 
violations, and provides alerts through the dashboard. For more information, see About controls in 
AWS Control Tower.

AWS Control Tower accepts email addresses for shared accounts with 
different domains than the management account

August 01, 2019

(No update required for AWS Control Tower landing zone)

In AWS Control Tower, you can now submit email addresses for shared accounts (log archive and 
audit member) and child accounts (vended using account factory) whose domains are different 
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from the management account's email address. This feature is available only when you create a 
new landing zone and when you provision new child accounts.

General availability of AWS Control Tower version 2.1

June 24, 2019

(Update required for AWS Control Tower landing zone. For information, see Update Your Landing 
Zone.)

AWS Control Tower is now generally available and supported for production use. AWS Control 
Tower is intended for organizations with multiple accounts and teams who are looking for the 
easiest way to set up their new multi-account AWS environment and govern at scale. With AWS 
Control Tower, you can help make sure that accounts in your organization are compliant with 
established policies. End users on distributed teams can provision new AWS accounts quickly.

Using AWS Control Tower, you can set up a landing zone that employs best practices such as 
configuring a multi-account structure using AWS Organizations, managing user identities and 
federated access with AWS IAM Identity Center, enabling account provisioning through Service 
Catalog, and creating a centralized log archive using AWS CloudTrail and AWS Config.

For ongoing governance, you can enable pre-configured controls, which are clearly defined rules 
for security, operations, and compliance. Guardrails help prevent deployment of resources that 
don’t conform to policies and continuously monitor deployed resources for nonconformance. The 
AWS Control Tower dashboard provides centralized visibility into an AWS environment including 
accounts provisioned, controls enabled, and the compliance status of accounts.

You can set up a new multi-account environment with a single click in the AWS Control Tower 
console. There are no additional charges or upfront commitments to use AWS Control Tower. You 
pay only for those AWS services that you enabled to set up a landing zone and implement selected 
controls.

General availability of AWS Control Tower version 2.1 2572

https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html


AWS Control Tower User Guide

Document history

• Latest documentation update: February 22, 2024

The following table describes important changes to the AWS Control Tower User Guide. For 
notifications about documentation updates, you can subscribe to the RSS feed.

Change Description Date

Tagging EnabledControl
resources in AWS CloudForm 
ation

AWS Control Tower supports 
adding tags to EnabledCo 
ntrol  resources, by means 
of AWS CloudFormation 
templates.

February 22, 2024

Baseline APIs available AWS Control Tower released 
new APIs for registering OUs 
programmatically.

February 14, 2024

AWS Control Tower landing 
zone version 3.3

AWS Control Tower landing 
zone version 3.3 available.

December 14, 2023

AWS Control Tower 
announces controls to assist 
digital sovereignty

AWS Control Tower released 
a group of controls to help 
customers with digital 
sovereignty requirements.

November 27, 2023

AWS Control Tower supports 
landing zone APIs

AWS Control Tower supports 
configuring and launching 
landing zones using new APIs.

November 26, 2023

AWS Control Tower supports 
tagging enabled controls

AWS Control Tower supports 
tagging enabled controls, in 
console and with new APIs.

November 10, 2023
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AWS Control Tower available 
in Asia Pacific (Melbourne) 
AWS Region

Available in Asia Pacific 
(Melbourne) Region.

November 3, 2023

New control API available AWS Control Tower released a 
new control API.

October 14, 2023

AWS Control Tower launches 
new controls

AWS Control Tower released 
new proactive and detective 
controls.

October 5, 2023

AWS Control Tower reports 
drift from disabling trusted 
access

AWS Control Tower notifies 
customers when drift occurs, 
if customers turn off trusted 
access to AWS Control Tower 
in AWS Organizations.

September 21, 2023

AWS Control Tower available 
in four additional AWS 
Regions

Available in Asia Pacific 
(Hyderabad), Europe (Spain 
and Zurich), and Middle East 
(UAE).

September 13, 2023

AWS Control Tower available 
in Tel Aviv Region

AWS Control Tower is 
available in the Tel Aviv 
Region, il-central-1.

August 28, 2023

AWS Control Tower launches 
28 new proactive controls

AWS Control Tower released 
28 new proactive controls.

July 24, 2023

AWS Control Tower deprecate 
s 2 controls

AWS Control Tower will 
remove two controls from 
the controls library, effective 
August 18, 2023.

July 18, 2023

AWS Control Tower landing 
zone 3.2 available

AWS Control Tower landing 
zone version 3.2 is available.

June 16, 2023
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AWS Control Tower handles 
accounts based on ID

AWS Control Tower tracks the 
AWS account ID, rather than 
the account's email address.

June 14, 2023

Additional Security Hub 
detective controls available

AWS Control Tower adds ten 
new controls to the controls 
library, for the Security Hub 
Service-Managed Standard: 
AWS Control Tower.

June 12, 2023

AWS Control Tower publishes 
control metadata tables

AWS Control Tower now 
provides tables of control 
metadata as part of the 
published documentation.

June 7, 2023

Terraform support for 
Account Factory Customiza 
tion

Single-region support for 
Terraform open source 
blueprints in AFC.

June 6, 2023

AWS IAM self-management 
available for landing zone

AWS Control Tower now 
supports customers in 
choosing their identity 
provider for a landing zone.

June 6, 2023

New role added AWS Control Tower added 
a new service-linked role,
AWSServiceRoleForA 
WSControlTower, and 
associated policy, AWSContro 
lTowerAccountServi 
ceRolePolicy.

June 1, 2023

Mixed governance update Update to advise customers 
regarding mixed governance.

June 1, 2023
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Additional proactive controls 
available

New proactive controls assist 
you in governing your multi-
account environment and 
meeting specific control 
objectives.

May 19, 2023

Seven additional Regions 
available

AWS Control Tower is now 
available in seven additiona 
l AWS Regions: Northern 
California (San Francisco), Asia 
Pacific (Hong Kong, Jakarta, 
and Osaka), Europe (Milan), 
Middle East (Bahrain), and 
Africa (Cape Town).

April 19, 2023

Change to a managed policy We changed the AWSContro 
lTowerServiceRolePolicy so 
that AWS Control Tower can 
call the EnableRegion ,
ListRegions , GetRegion 
OptStatus  APIs that are 
implemented by the AWS 
Account Management service.

April 6, 2023

Account customization 
request tracing generally 
available

AWS Control Tower now 
supports the ability to trace 
account customization 
requests using the Account 
Factory for Terraform (AFT) 
workflow.

February 16, 2023

IAM best practices update Updated guide to align 
with the IAM best practices 
recommendations. For more 
information, see Security best 
practices in IAM.

February 15, 2023
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AWS Control Tower landing 
zone 3.1 available

AWS Control Tower landing 
zone 3.1 is available.

February 9, 2023

Proactive controls generally 
available

Proactive controls are 
launched from preview status 
to general availability.

January 24, 2023

Concurrent account operation 
s

AWS Control Tower now 
supports up to five (5) 
concurrent actions in account 
factory. You can create, 
update, or enroll up to five 
accounts at a time.

December 16, 2022

Proactive controls assist in 
resource provisioning

AWS Control Tower now 
supports proactive controls, 
implemented through AWS 
CloudFormation hooks.

November 28, 2022

Account factory customiza 
tion available

AWS Control Tower now 
supports account provision 
ing with customizable account 
templates, called blueprints, 
directly from the AWS Control 
Tower console.

November 28, 2022

Compliance status viewable 
for all AWS Config rules

AWS Control Tower now 
displays the compliance 
status of all AWS Config rules 
deployed into organizational 
units registered with AWS 
Control Tower.

November 18, 2022
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Change to a managed policy We changed the AWSContro 
lTowerServiceRolePolicy
so that AWS Control Tower 
can assume the AWSContro 
lTowerBlueprintAcc 
ess  role, which is needed 
for Account Factory customiza 
tions.

October 28, 2022

APIs for controls, AWS 
CloudFormation resource

AWS Control Tower now 
supports activation and 
deactivation of controls 
through a set of API calls, and 
a new AWS CloudFormation 
resource.

September 1, 2022

CfCT supports stack set 
deletion

CfCT supports stack set 
deletion, by setting a 
parameter in the manifest 
file.

August 26, 2022

Customized log retention You can customize the 
retention policy for Amazon 
S3 buckets that store your 
AWS Control Tower CloudTrail 
logs, in increments of days or 
years, up to a maximum of 15 
years.

August 15, 2022

Role drift repair available AWS Control Tower supports 
repair for role drift, without a 
full repair of the landing zone.

August 11, 2022
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Version 3.0 available AWS Control Tower landing 
zone version 3.0 changes 
from account-based AWS 
CloudTrail trails to organizat 
ion-based trails, and it 
updates the managed policy 
to enable organization-
level trails. It enables you 
to aggregate AWS Config 
information in your home 
Region only. Version 3.0 also 
includes an update to the 
Region deny control, and two 
new detective controls.

July 29, 2022

The Organization page 
combines views of OUs and 
accounts

The new Organization page 
in AWS Control Tower shows 
a hierarchical view of all 
Organizational units (OUs) 
and accounts.

July 18, 2022

Change to a managed policy We changed the AWSContro 
lTowerServiceRolePolicy
so that customers can have 
organization-level AWS 
CloudTrail trails to aggregate 
AWS CloudTrail logs.

June 20, 2022
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Easier enroll and update for 
member accounts

AWS Control Tower now gives 
you the capability to to enroll 
and update member accounts 
individually, from within your 
landing zone. Each account 
shows when it is available for 
an update. We separated the
Enroll account button from 
the Create account workflow 
in Account Factory.

May 31, 2022

AFT supports customization 
for shared accounts

AWS Control Tower Account 
Factory for Terraform now 
supports customization 
for the AWS Control Tower 
management account, log 
archive, and audit accounts.

May 27, 2022

Concurrent operations for all 
optional controls

AWS Control Tower now 
allows you to apply and 
remove optional preventive 
guardails concurrently, as well 
as detective controls.

May 18, 2022

Existing security and logging 
accounts

AWS Control Tower now 
supports the ability to bring 
existing security and logging 
accounts, rather than creating 
new ones during landing zone 
setup.

May 16, 2022

Version 2.9 available AWS Control Tower landing 
zone version 2.9 updates 
the notification forwarder 
Lambda to use the Python 
version 3.9 runtime.

April 22, 2022
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Updated support for AWS 
best practices, version 2.8 
available

AWS Control Tower landing 
zone version 2.8 provides 
additional support to ensure 
that your workloads and AWS 
accounts are in alignment 
with AWS best practices.

February 10, 2022

Region deny control AWS Control Tower now 
includes a control that helps 
you restrict access to AWS 
Regions, to address complianc 
e and regulatory concerns.

November 30, 2021

Data residency controls AWS Control Tower now 
support controls that help 
you manage data residency 
with granular control.

November 30, 2021

AWS Control Tower Account 
factory for Terraform

AWS Control Tower now 
supports Terraform for 
automated account provision 
ing and updating.

November 29, 2021

New lifecycle event available The PrecheckOrganizati 
onalUnit  event logs 
whether any resources block 
the Extend governance
task from success, including 
resources in nested OUs.

November 18, 2021

Nested OUs available AWS Control Tower now 
enables your landing zone to 
contain nested OU structures.

November 16, 2021

Detective control concurrency AWS Control Tower detective 
controls now support 
concurrent enable and disable 
operations.

November 5, 2021
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Two new regions available AWS Control Tower is now 
available in two new AWS 
Regions, Europe (Paris) Region 
and South America (São 
Paulo) Region.

July 29, 2021

Region deselection You can deselect AWS Regions 
that you no longer wish to 
govern through AWS Control 
Tower.

July 29, 2021

KMS keys available You can optionally create or 
choose KMS keys that you 
manage, to encrypt your data 
and resources.

July 28, 2021

Change to a managed policy We changed the AWSContro 
lTowerServiceRolePolicy so 
that customers can use their 
own KMS encryption keys for 
AWS CloudTrail logs.

July 28, 2021

Control names changed, 
functionality unchanged

Certain control names and 
descriptions were updated 
to better reflect the policy 
intentions of the control, with 
no change in functionality.

July 26, 2021

Automated scans of managed 
SCPs

AWS Control Tower performs 
daily automated scans of 
managed SCPs to check for 
drift.

May 11, 2021
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Customized names for OUs 
and accounts

AWS Control Tower allows 
you to provide customized 
names during the landing 
zone setup process, for 
essential OUs and accounts, 
without creating drift.

April 16, 2021

Decommissioning a landing 
zone is self-service

AWS Control Tower now 
allows you to decommiss 
ion a landing zone without 
contacting AWS Support. 
Decommissioning is a semi-
automated process that 
cannot be undone. It is not 
the same as deleting all AWS 
Control Tower resources 
manually.

April 9, 2021

Three additional Regions AWS Control Tower is now 
available in three additiona 
l AWS Regions: Asia Pacific 
(Tokyo) Region, Asia Pacific 
(Seoul) Region, and Asia 
Pacific (Mumbai) Region.

April 8, 2021
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New Log Archive controls, 
landing zone version 2.7 
available

Four new Log Archive 
controls provide Log Archive 
governance over AWS Control 
Tower resources, separately 
from governance of resources 
outside of AWS Control 
Tower. Guidance on four 
existing controls has changed 
from mandatory to elective. 
Version 2.7 of the AWS 
Control Tower landing zone 
includes a requirement for 
HTTPS, which cannot be 
undone after you update.

April 8, 2021

Region selection AWS Control Tower Region 
selection provides better 
ability to manage the 
geographical footprint of your 
AWS Control Tower resources 
. To expand the number of 
Regions in which you host 
AWS resources or workloads 
– for compliance, regulatory, 
cost, or other reasons – you 
can now select the additional 
Regions to govern.

February 19, 2021

Register an OU and govern 
all of its accounts with AWS 
Control Tower at one time

AWS Control Tower adds 
the capability to register 
an OU, which is a way to 
bring multiple accounts into 
governance at the same time.

January 28, 2021
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Multiple account updates in 
registered OUs

You can now update all 
accounts in any registered 
AWS Organizations organizat 
ional unit (OU) containing 
up to 300 accounts, with a 
single click, from the AWS 
Control Tower dashboard. 
The multiple account update 
feature, also referred to 
as bulk update, eliminate 
s the need to update one 
account at a time, or to use an 
external script to perform the 
update on multiple accounts 
together.

January 28, 2021

New role for aggregati 
ng unmanaged OUs and 
accounts

A new role assists in detecting 
external AWS Config rules, 
so AWS Control Tower does 
not need to gain access to 
unmanaged accounts.

December 29, 2020
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AWS Control Tower is 
available in more AWS 
Regions.

AWS Control Tower is now 
available to be deployed in 
the Asia Pacific (Singapor 
e) Region, Europe (Frankfur 
t) Region, Europe (London) 
Region, Europe (Stockholm) 
Region, and Canada (Central) 
Region. With this launch 
AWS Control Tower is now 
available in 10 AWS Regions. 
This landing zone update 
includes all Regions listed, 
and it cannot be undone. 
After updating your landing 
zone to version 2.5, you must 
manually update all enrolled 
accounts for AWS Control 
Tower to govern in the 10 
supported AWS Regions.

November 18, 2020

Control update An updated version has 
been released for the 
mandatory control AWS-
GR_IAM_ROLE_CH 
ANGE_PROHIBITED . The 
updated control allows easier 
automated enrollment of 
accounts.

October 8, 2020

Related information page 
is now available for AWS 
Control Tower

The related information 
page makes it easier to find 
common tasks that may be 
helpful after setting up your 
AWS Control Tower landing 
zone.

September 18, 2020
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AWS Control Tower console 
shows more detail about OUs 
and accounts.

Within the AWS Control 
Tower console, you can view 
more detail about your AWS 
accounts and organizational 
units (OUs). The ‘Accounts’ 
page now lists all accounts in 
your organization, regardless 
of OU or enrollment status in 
AWS Control Tower. You can 
now search, sort, and filter 
across all tables.

July 22, 2020

AWS Control Tower allows 
existing organizations to set 
up a landing zone

You can now launch a landing 
zone for AWS Control Tower 
in an existing organizat 
ion, to bring the organizat 
ion into governance. The
Quick account provisioning
capability in AWS Control 
Tower was renamed to Enroll 
account and it now permits 
enrollment of existing AWS 
accounts as well as creation of 
new accounts.

April 16, 2020

AWS Control Tower is now 
available in Asia Pacific

AWS Control Tower is now 
available to be deployed in 
the Asia Pacific (Sydney) AWS 
Region. This release requires 
manual updates to vended 
accounts, update only if you 
plan to run workloads in Asia 
Pacific (Sydney).

March 3, 2020
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Decommissioning an AWS 
Control Tower landing zone is 
possible

AWS Support can help you 
permanently decommission 
a landing zone through a 
mostly automated process 
that preserves your organizat 
ions, although some manual 
cleanup is required.

February 27, 2020

Quick account provisioning 
is available in AWS Control 
Tower

Quick account provisioning 
makes it easier to launch 
new member accounts when 
your landing zone is up to 
date, with the Enroll account
feature.

February 20, 2020

Lifecycle events are tracked in 
AWS Control Tower

Lifecycle events provide 
additional details for certain 
AWS Control Tower events, 
to make some workflow 
automation easier.

December 12, 2019

Settings and Activities pages 
are available for AWS Control 
Tower

The Settings and Activitie 
s pages make it easier to 
update your landing zone and 
to view logged events.

November 30, 2019

Additional preventive controls 
are available for AWS Control 
Tower

Preventive controls in AWS 
Control Tower keep your 
organization and resources 
aligned with your environme 
nt.

September 6, 2019

Additional detective controls 
are available for AWS Control 
Tower

Detective controls in AWS 
Control Tower give informati 
on about the state of your 
organization and resources.

August 27, 2019
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AWS Control Tower is now 
generally available

AWS Control Tower is a 
service that offers the easiest 
way to set up and govern 
your multi-account AWS 
environment at scale.

June 24, 2019
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AWS Region availability for AWS Control Tower controls

This section contains tables that show the AWS Region availability for controls. Remember that 
each control has a unique API identifier for each Region in which AWS Control Tower is available. 
When you are working with the control APIs, provide the identifier for the Region in which you are 
making the API call.

Last updated February 27, 2024.

af-south-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED
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Control identifier, ARN, and supported Regions

• arn:aws:controltower:af-south-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:af-south-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_ 
IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LO 
GS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:af-south-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHO 
RIZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CONFIG_AGGREGATION_CHANG 
E_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTI 
ON_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

af-south-1 2594



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_ 
CONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PR 
OHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:af-south-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:af-south-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:af-south-1::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:af-south-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:af-south-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

af-south-1 2596



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:af-south-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:af-south-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_REST 
ORABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:af-south-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:af-south-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:af-south-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_A 
CCESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:af-south-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:af-south-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONS 
OLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:af-south-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2
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• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:af-south-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:af-south-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:af-south-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:af-south-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:af-south-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:af-south-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:af-south-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICAT 
ION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:af-south-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:af-south-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BL 
OCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:af-south-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:af-south-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:af-south-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISA 
BLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:af-south-1::control/ZELXXBEFAIZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:af-south-1::control/BRXRBWLDNNXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:af-south-1::control/YCKXUGJPJJVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

af-south-1 2604



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:af-south-1::control/ILKACTDDSJMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:af-south-1::control/LODJMMSVEOMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:af-south-1::control/WSNSTKYGKFUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:af-south-1::control/TVZMDZVNREUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.1

• arn:aws:controltower:af-south-1::control/SIIOFVZPPRKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:af-south-1::control/WRAJDIMQFJNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:af-south-1::control/XXAMXNJJHIZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:af-south-1::control/HXPDFHUHEAGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.5

• arn:aws:controltower:af-south-1::control/VQCMTFWZFESX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:af-south-1::control/VNLZALRQBJHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:af-south-1::control/XWOQHXMRLFBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:af-south-1::control/GXLVUGZWGPTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.1

• arn:aws:controltower:af-south-1::control/LPDQXNXJOCUG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:af-south-1::control/XPMJUVGQRZQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:af-south-1::control/ZJUKULWWSHEE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:af-south-1::control/PCOGZFZUZXPX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.3

• arn:aws:controltower:af-south-1::control/BXKGYNSCEIQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:af-south-1::control/ZNILUGCQAIUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:af-south-1::control/YIJBLHBBQZVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:af-south-1::control/NCNVPQRRQZRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.8

• arn:aws:controltower:af-south-1::control/YVPFFBYVWOYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:af-south-1::control/PJFBBOZDWVXS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:af-south-1::control/OBRUJGFHLWTL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:af-south-1::control/ZKNGGEQJFJEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:af-south-1::control/QOUFOYZMAHTP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:af-south-1::control/HYEDNWKAQEGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:af-south-1::control/JTUVGABKLAFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:af-south-1::control/EOVQXRLMTYED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:af-south-1::control/VXRYQOGVHSUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:af-south-1::control/HZEAIHLPXGDG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:af-south-1::control/MEVRAVQYQCBD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:af-south-1::control/OIQLPXBBDAEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:af-south-1::control/ROHXSITDLDWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:af-south-1::control/UMSUKOODJGNE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:af-south-1::control/CAZMRVABVNVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:af-south-1::control/ARRMQAOWVILW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:af-south-1::control/RHLOQRXGMGBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:af-south-1::control/HLHWSRJCEYDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:af-south-1::control/NSZIACKXCZWU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:af-south-1::control/MDSOCYVCVKCT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:af-south-1::control/OLDFVUGRRHUK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:af-south-1::control/EKMHYJGVZCHG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:af-south-1::control/WVYQZRGTLWHG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:af-south-1::control/GCSGHXXWTIVO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.3

• arn:aws:controltower:af-south-1::control/DMZLXFFHATNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:af-south-1::control/FBQANITCHZIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:af-south-1::control/EWFVDYKGEDQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:af-south-1::control/LXQDTRHEMKEN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.1

• arn:aws:controltower:af-south-1::control/RKQETEUGOLZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:af-south-1::control/SILHLNRKXURR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:af-south-1::control/PWUHXPBZIORO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:af-south-1::control/UNWEFSWWLQTO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DMS.PR.2

• arn:aws:controltower:af-south-1::control/FESPIXJAOULK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:af-south-1::control/AIQLWAENCEVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:af-south-1::control/XDBAEAOQGFZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:af-south-1::control/XHWTLSZDRHZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.2

• arn:aws:controltower:af-south-1::control/FWOEVCMMZRIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:af-south-1::control/RDGRKFSEPUCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:af-south-1::control/ZBXPGHGLMWXH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:af-south-1::control/JCITPFCDZUQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.12

• arn:aws:controltower:af-south-1::control/ERDLIQVQFJJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:af-south-1::control/QQXKJMHCUFTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:af-south-1::control/PPWMLTWEAVHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:af-south-1::control/TLUQUBLLKEWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.16

• arn:aws:controltower:af-south-1::control/WZVBVFGPTFYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:af-south-1::control/ZUUYMACFMBYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:af-south-1::control/HCWCESPXJIHW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:af-south-1::control/PVGFTIQERUKY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

af-south-1 2621



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.2

• arn:aws:controltower:af-south-1::control/DUKUFDMKZNNE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:af-south-1::control/HBPHHOIUVCIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:af-south-1::control/YHTHJBQJJVFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:af-south-1::control/NLXKLURXRNDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.5

• arn:aws:controltower:af-south-1::control/ETMSBMVIDBMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:af-south-1::control/VFXWJQXLUIHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:af-south-1::control/HYWNSPMVFTMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:af-south-1::control/KHRCVSMBFTBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.9

• arn:aws:controltower:af-south-1::control/UBKVZJIXAHCA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:af-south-1::control/JEJIQALGAMRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:af-south-1::control/SAMYCDSLHRSP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:af-south-1::control/VHAIKMBJAYNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.4

• arn:aws:controltower:af-south-1::control/SSTBOJXRKDQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:af-south-1::control/YZBRYPYMHOSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:af-south-1::control/UAXLTHFETOAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:af-south-1::control/IOIUROJXAOTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.2

• arn:aws:controltower:af-south-1::control/ZCFFKHBNTVBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:af-south-1::control/FXWIRNEDJUVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:af-south-1::control/NDMGEEZJEXYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:af-south-1::control/LUPHAYKCDNOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.11

• arn:aws:controltower:af-south-1::control/VHGSWXFFXGEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:af-south-1::control/ICYGGNTPXDRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:af-south-1::control/YHHQMSOSLWSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:af-south-1::control/GGZACHVRLUUM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.4

• arn:aws:controltower:af-south-1::control/DDEZLVOWZIVH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:af-south-1::control/JLJKXDPIIQQT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:af-south-1::control/HORNBWCMJORW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:af-south-1::control/SERKYJMNJNYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

af-south-1 2628



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ECS.PR.8

• arn:aws:controltower:af-south-1::control/SMFMCNFPQLZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:af-south-1::control/KFPXJHOPUQJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:af-south-1::control/GBJGALFTTBMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:af-south-1::control/PINKRROCTZKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.1

• arn:aws:controltower:af-south-1::control/HOQRGAEOFJZL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:af-south-1::control/HBFYZGBECJMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:af-south-1::control/BVTITOUCJXHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:af-south-1::control/RGXKTKOYEKBI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.5

• arn:aws:controltower:af-south-1::control/RCTLXAMLCHXC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:af-south-1::control/FGNJBRONGTOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:af-south-1::control/WLPSXAAIVLNT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:af-south-1::control/FKPWLJZCNTEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:af-south-1::control/DFPWBGXPAWXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:af-south-1::control/FRRHEGTSOLMJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:af-south-1::control/WJOMTUOCASVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:af-south-1::control/LBDEBBXUISHG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:af-south-1::control/SRJVTNOKSKYW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:af-south-1::control/QKHCGUWAMJGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:af-south-1::control/BQRKDWSQPQXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:af-south-1::control/WAKLGKTPRGMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:af-south-1::control/YXPXYZWDCGBW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:af-south-1::control/BGRUSJXRHMLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:af-south-1::control/VUSTFQGUNEMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:af-south-1::control/DKSVEZCCPUAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:af-south-1::control/NVGZYXILIZLG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:af-south-1::control/RLHXGPMICHHC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:af-south-1::control/OGBTHHEOFJIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:af-south-1::control/XFLHCLMJQKNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:af-south-1::control/WDLCZEENWASP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:af-south-1::control/VDOGNTMSUMJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:af-south-1::control/LNOAJYUTFFUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:af-south-1::control/CRFNOALWZKJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:af-south-1::control/TLBPPGCCHPWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:af-south-1::control/XFQFMXGYKBNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:af-south-1::control/SAPJRYDGPIJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:af-south-1::control/MNUYLLRYYTHP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.3

• arn:aws:controltower:af-south-1::control/MVGLRQDIGVKY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:af-south-1::control/WHAGYFSPKXKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:af-south-1::control/JWHFWNFLFRPL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:af-south-1::control/MHNKSDEFFGQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.1

• arn:aws:controltower:af-south-1::control/NVNHMAJPWYQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:af-south-1::control/JQIIUMMBPORM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:af-south-1::control/XIIAJQQEISQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:af-south-1::control/CMHCTVLGOAZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.5

• arn:aws:controltower:af-south-1::control/PYKMSTZYYDBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:af-south-1::control/KIPNHGILDQWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:af-south-1::control/NTIKMXFYUJCH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:af-south-1::control/UWOYYBYLAJQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.3

• arn:aws:controltower:af-south-1::control/OXTCGXKLYMEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:af-south-1::control/OWHAMAXNYXUK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:af-south-1::control/QCNPNCYCKWOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:af-south-1::control/FAXVINUGMYKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.4

• arn:aws:controltower:af-south-1::control/OISQVDWKRRCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:af-south-1::control/RNVMMPNXUUHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:af-south-1::control/IOAEQLAJYOJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:af-south-1::control/UIBDVHMMVAUF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.3

• arn:aws:controltower:af-south-1::control/QRUBHQKOLDEO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:af-south-1::control/JREQFLRKPLTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:af-south-1::control/UDPWLFKXATVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:af-south-1::control/DEWAWZECDNWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.1

• arn:aws:controltower:af-south-1::control/PSYZRCXFCVTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:af-south-1::control/OESCSLVHVSLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:af-south-1::control/WSJWKPYQTTNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:af-south-1::control/KJEUGEKUNLZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.1

• arn:aws:controltower:af-south-1::control/BAHWMNPELSAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:af-south-1::control/YXNJQQTVFNIS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:af-south-1::control/VXHNRWGNCBCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:af-south-1::control/ERYIKQHLGOSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.2

• arn:aws:controltower:af-south-1::control/NCHILLHMRKWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:af-south-1::control/MAJYUEOFRPCV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:af-south-1::control/QXMAAXPCKZFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:af-south-1::control/RBOCORVIYGTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:af-south-1::control/IUMIPAUHWACS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:af-south-1::control/RSVJLVHYRQNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:af-south-1::control/AUWSQHUOWBSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:af-south-1::control/QPYERNZEOVFW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:af-south-1::control/YRIOWAKIKPBI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:af-south-1::control/SQGKFIPVDSTL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:af-south-1::control/GAEROJSFBVFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:af-south-1::control/LEHJKCAWOHPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.12

• arn:aws:controltower:af-south-1::control/SNIFQJTWZTDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:af-south-1::control/IIUIGPGDAKKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:af-south-1::control/COTPYWONNCWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:af-south-1::control/GRUCGLOHAAOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.16

• arn:aws:controltower:af-south-1::control/UYWBKVDKLLPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:af-south-1::control/WVGIWATQSXNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:af-south-1::control/VHMQVLVZKWNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:af-south-1::control/JCZCTQBRLIFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.5

• arn:aws:controltower:af-south-1::control/IBPRSOCDFQRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:af-south-1::control/ARTUADLEDUAQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:af-south-1::control/WZHBBVAEUBFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:af-south-1::control/VVGOWQKFJVYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.9

• arn:aws:controltower:af-south-1::control/CQEEKOEIBBIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:af-south-1::control/YDIFCPCASQLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:af-south-1::control/LBQMOFWQPXZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:af-south-1::control/DIVKMUVKJCWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.12

• arn:aws:controltower:af-south-1::control/NMXEXSCYFMNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:af-south-1::control/WQOZJPDGWHXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:af-south-1::control/GHXHZGKQCISF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:af-south-1::control/TCJCRQSDCNJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.16

• arn:aws:controltower:af-south-1::control/ZDPIPPFFBMJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:af-south-1::control/GZZZWRTEHCNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:af-south-1::control/CWZDRBGTMCFC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:af-south-1::control/WKBAYNVADIUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

af-south-1 2654



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.2

• arn:aws:controltower:af-south-1::control/SIATJXQTJBLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:af-south-1::control/ZNDMTUXUOQZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:af-south-1::control/PLHGNFBDWEBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:af-south-1::control/MZRAJDTDFGWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.23

• arn:aws:controltower:af-south-1::control/OJJPXBDLLIVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:af-south-1::control/PINCLJDJZDRE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:af-south-1::control/JMCDFXUFTOUV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:af-south-1::control/VWVTYKUVAGHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.27

• arn:aws:controltower:af-south-1::control/HUBALWDIIVQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:af-south-1::control/FBUWPGBDNDMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:af-south-1::control/VQDVPQMKBQQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:af-south-1::control/TGAKQPBVZILV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.30

• arn:aws:controltower:af-south-1::control/ZAIUJQNIGHIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:af-south-1::control/FUZQRLUKMSLX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:af-south-1::control/WHRJIORZFXIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:af-south-1::control/EHAIRIIGWOHC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.7

• arn:aws:controltower:af-south-1::control/PZZASLHINUOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:af-south-1::control/HBYTLQZEWBJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:af-south-1::control/XNLOIHBXMWEG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:af-south-1::control/UMIHKTZTAPAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.2

• arn:aws:controltower:af-south-1::control/AIZBOYVPCGKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:af-south-1::control/UCTWBOSNRLBI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:af-south-1::control/VIBECVZYWWSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:af-south-1::control/YHKYPMKIWUZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.6

• arn:aws:controltower:af-south-1::control/KSKJRCBRSNUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:af-south-1::control/PHPNUHCYJIVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:af-south-1::control/NHQCIPXIUDQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:af-south-1::control/DJABACHZCYDN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.1

• arn:aws:controltower:af-south-1::control/LRNINXJVLTOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:af-south-1::control/NPHPUZYHVOIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:af-south-1::control/IXZSFQFPXBPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:af-south-1::control/CTUTTRYQQDKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

af-south-1 2662



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.S3.PR.2

• arn:aws:controltower:af-south-1::control/HIPGBZKDQSKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:af-south-1::control/BHNCVZBGRDSF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:af-south-1::control/ATMHOATOZICQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:af-south-1::control/QGMBAEOHJWGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.6

• arn:aws:controltower:af-south-1::control/XBKZPYOKFUZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:af-south-1::control/STVAPGCPQSUT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:af-south-1::control/MCGZBCKMXTXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:af-south-1::control/QMVMRDVZDKWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.2

• arn:aws:controltower:af-south-1::control/ACIICOUHVBVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:af-south-1::control/HRMNWAHHHTFT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:af-south-1::control/OHHOHNXKODUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:af-south-1::control/AWUNOCUECLQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:af-south-1::control/WJFYNIIKQSEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:af-south-1::control/TYPGEIBRQHQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:af-south-1::control/LXWHHALWLTCF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:af-south-1::control/PLBWFTQGUYPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.1

• arn:aws:controltower:af-south-1::control/GQFGYLKZJIDA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:af-south-1::control/OXORBSCQFWTQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:af-south-1::control/AFMIFZSFCJAM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:af-south-1::control/FACNTUGQMNFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-east-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

ap-east-1 2667



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• arn:aws:controltower:ap-east-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-east-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-east-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CONFIG_AGGREGATION_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_C 
ONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-east-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-east-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-east-1::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-east-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-east-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:ap-east-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-east-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-east-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTO 
RABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-east-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-east-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:ap-east-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2
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• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:ap-east-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:ap-east-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-east-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

ap-east-1 2676



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-east-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ap-east-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:ap-east-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-east-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-east-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-east-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-east-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-east-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:ap-east-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-east-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-east-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-east-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-east-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-east-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:ap-east-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-east-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-east-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-east-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:ap-east-1::control/DIUHEHAUSSPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-east-1::control/HQJNVXOQEKEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-east-1::control/KAUPNLFAXLZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-east-1::control/NLXAPQRKPIYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-east-1::control/KNVAYHZACOEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-east-1::control/EGRYMABJBFUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-east-1 2684



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-east-1::control/BOFKPQACPDVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-east-1::control/BFEHJBXPOGJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-east-1::control/FAZJYQKXZNZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-east-1::control/PARBBQZHXMYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-east-1::control/ADBIOOHVWILY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-east-1::control/PVJJZFMQQSPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-east-1::control/JUWGYFFVXBGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:ap-east-1::control/IPFBKEYTLWHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-east-1 2686



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-east-1::control/FSUYBVWAVPGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-east-1::control/EUMJCOCOQPZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-east-1::control/XIANJOZOITXH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-east-1::control/NUZQYTYKBLMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-east-1::control/MREILTLELYSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-east-1::control/MVBSWFPHTKLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-east-1::control/XJPQIYKNHPPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-east-1::control/ESHYEDTXWSUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-east-1::control/EVLGNFFONEDR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-east-1::control/LMMGXHIXUJYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-east-1::control/XHMWNRXPSSEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-east-1::control/TRDTWMRSUZAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-east-1::control/MKJZCQJTJTUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-east-1::control/RMFPWFTBHEUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-east-1::control/RKEOFHWPSMRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-east-1::control/JYTOHOYSNLMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-east-1::control/DDVLBNVHGDUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-east-1::control/WJKRCBQFHZMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-east-1::control/HGFGDWIJHIUM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-east-1::control/LEONXWJLQTYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-east-1::control/FOMSSEIEPEIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-east-1::control/RTJQECKEXLQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-east-1::control/KYETOGMXUJPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-east-1::control/JLCBXYFLJKYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-east-1::control/IEIDAMYBJTSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-east-1::control/BCJQMHEYTIGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-east-1::control/CFOQQBAUVZYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-east-1::control/JASXXRCJAGRM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-east-1::control/FBRQUVHBOZPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-east-1::control/QAJHRGEGPDMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-east-1::control/TIHAFDHKOGZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-east-1::control/EJMERDNUJBQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-east-1::control/VYDLJEUYORHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-east-1::control/KOZNXUGUJOXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-east-1::control/LSZKDLJYXOEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-east-1::control/XOOYSBYTMVEE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-east-1::control/DQVTQLQFTTBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-east-1::control/YERSBEZNALIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:ap-east-1::control/GPIACDHSJUVO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:ap-east-1::control/OWWBUIFRTHWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-east-1 2696



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.DMS.PR.1

• arn:aws:controltower:ap-east-1::control/QAPCPDZHYEBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-east-1::control/GLHMEPNCYUSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-east-1::control/NDCSWMCFZFWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-east-1::control/HTINNLWMXRAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-east-1::control/IGOUAMZMJLPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-east-1::control/PRMTFXGWHHGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:ap-east-1::control/PNKPPQYMTJFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:ap-east-1::control/HISQJLSEBWSD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.11

• arn:aws:controltower:ap-east-1::control/GROFHQWVWGNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-east-1::control/LSZFXIAPRTNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:ap-east-1::control/DTDHLEWFGSKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:ap-east-1::control/YGASEHTTCVJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.15

• arn:aws:controltower:ap-east-1::control/QSCQVDJHEKMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-east-1::control/GUVGIHUKHMJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:ap-east-1::control/SSGQVSULIUCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:ap-east-1::control/NTPRVWTJPLDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.19

• arn:aws:controltower:ap-east-1::control/TRPSRCVRETKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-east-1::control/OXDELGPZPGWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:ap-east-1::control/BWQYYGYNTYTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:ap-east-1::control/WOHIMVFOWTAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.4

• arn:aws:controltower:ap-east-1::control/JYOPIABWXZKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-east-1::control/NXUWXUAOGPAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:ap-east-1::control/JGBJBNJYKXYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:ap-east-1::control/NIMAUKZKMIOE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.8

• arn:aws:controltower:ap-east-1::control/XRRNGSVNWUOX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-east-1::control/ALCTCNZFFPWY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:ap-east-1::control/ZSJSCYPAIBXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:ap-east-1::control/RLFTOFECFBLX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.3

• arn:aws:controltower:ap-east-1::control/XOCKEFMNJOJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-east-1::control/ODNPAKUTMSCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:ap-east-1::control/UYBYUHTDNANI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:ap-east-1::control/CVIASRNENCBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.1

• arn:aws:controltower:ap-east-1::control/EHPCWFMOJUEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-east-1::control/PIRUMJAENJDF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:ap-east-1::control/CPTYXYMLLOZE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:ap-east-1::control/MZVXPGLPGWVM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.10

• arn:aws:controltower:ap-east-1::control/BDWFWMGKGTLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-east-1::control/EFCZNPVOMKNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:ap-east-1::control/XAKUNACPPCIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:ap-east-1::control/LXJSSCOAPFZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.3

• arn:aws:controltower:ap-east-1::control/NOIWGZCKJDWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-east-1::control/RHQTKXEGVONX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:ap-east-1::control/AFXFIKNNJTCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:ap-east-1::control/CBOMKCLTZDHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.7

• arn:aws:controltower:ap-east-1::control/DXBQECPIABVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-east-1::control/FRJMQPFLSYSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:ap-east-1::control/CIRJDRQJIHRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:ap-east-1::control/LRJDBOEOTGAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.2

• arn:aws:controltower:ap-east-1::control/WOIYZKWUBDWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-east-1::control/ZKJYXVYSXGIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-east-1::control/DHPFFGWWJJJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-east-1::control/BVLUZNPVRSMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-east-1::control/AQMSLTABZIJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-east-1::control/RTTOLXATLPII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-east-1::control/DZEWCFADZWCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-east-1::control/QHAHUQDYIRIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-east-1::control/OFKHTKWFFWHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-east-1::control/XOARMTAVRPGI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-east-1::control/AORFBCGNCTRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-east-1::control/BZZGAALQHMGI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-east-1::control/FEUCYWWTILFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-east-1::control/HJBQVLYNJRHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-east-1::control/LHFJTXLMREBC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-east-1::control/JKBOCKTBFDMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-east-1::control/CTXVLAEDJDLJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-east-1::control/QRJNDNXHWVFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-east-1::control/YBRAEMTMLLQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-east-1::control/UDCLCJOOJKFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-east-1::control/XNMLHOXTXTYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-east-1::control/LICKEJRYNWTG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-east-1::control/DBLEVFJHLDWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-east-1::control/TIKCAYPVLEWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-east-1::control/CUUDWQGUOMWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-east-1::control/ZHTQABLCBMIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-east-1::control/KLKOLHYUIDKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-east-1::control/DISFRWVXQRSD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-east-1::control/JGNRBPRFUJHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-east-1::control/TUAETWCFNPHP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-east-1::control/DLTVTIXROSGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:ap-east-1::control/MBPQYGMWWWUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.2

• arn:aws:controltower:ap-east-1::control/QHFQNHUAJJOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-east-1::control/QYNTMPMVILFC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:ap-east-1::control/UHPYOGSODQAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:ap-east-1::control/SVYDUSNGTBAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-east-1::control/KUKBAIDPCVEP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-east-1::control/LJCRLJPOVCTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:ap-east-1::control/CPYTOUZUVOMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:ap-east-1::control/ORPNELRUOFKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.4

• arn:aws:controltower:ap-east-1::control/UFHNHLRVIPSM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-east-1::control/IZTCZMFKNCZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:ap-east-1::control/CPXPGDDIBIQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:ap-east-1::control/RBOOWYIGHTIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.2

• arn:aws:controltower:ap-east-1::control/JKLJQLGQGVPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-east-1::control/CTNRPSCIMTII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:ap-east-1::control/PTWPVUKBHYDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:ap-east-1::control/PHOKVWOWYWTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.3

• arn:aws:controltower:ap-east-1::control/LLAZYPBBZYUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-east-1::control/QYFKEOYNZBIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:ap-east-1::control/LARQJQCTXLKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:ap-east-1::control/VQNIDIRZNPXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-east-1::control/JVMXSVKDKFOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-east-1::control/PZWTIELYIZTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-east-1::control/GMZAGJHNXSKP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-east-1::control/TOUJWQCHMRTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-east-1::control/DMNSQNCZNIVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-east-1::control/SPMKGJCCJOPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-east-1::control/DMQNSKCJEMGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:ap-east-1::control/VTBBZHEVNVOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.2

• arn:aws:controltower:ap-east-1::control/DXJDWWZOTRYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-east-1::control/VJKSJUWKZGRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:ap-east-1::control/WNVHOCPCOTRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-east-1::control/CWTMVEHXOTNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-east-1::control/BQEHCQGVUZAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-east-1::control/MNXLYFLERVOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-east-1::control/THFQXQZMWHWZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-east-1::control/CVRZOMASWHHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-east-1::control/VGEOCPJNBAUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-east-1::control/CEMWKHOGONEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-east-1::control/IGGMCFBBHYCG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-east-1::control/CWCHPODDCPBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-east-1::control/OXBWNYZSDNXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-east-1::control/LQTKGHEVEHHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-east-1::control/TNDQHFJXDBPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-east-1::control/BHBQIYXUEQMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-east-1::control/XIKCXGOTLKEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-east-1::control/MTPHRGYMTXNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-east-1::control/DRJJPMHHMDLX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-east-1::control/UBVVZQBVUCCN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-east-1::control/OHTDBHWVHJKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-east-1::control/HQXCYQUHXDGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-east-1::control/BXKDBCNEKUKQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-east-1::control/GZFIOCNJXQLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-east-1::control/DJVTCGPZYSLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-east-1::control/DNGAAKXQFDQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-east-1::control/NHTZGOYISWAH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-east-1::control/OJFEGCMAQKJO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-east-1::control/AJFWGMGACTIU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-east-1::control/AASYBLNJTFYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:ap-east-1::control/PHKJMGXZWMWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:ap-east-1::control/ZNKDVOVBDAVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.11

• arn:aws:controltower:ap-east-1::control/FXBSIFWKQXOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-east-1::control/ECVBIUCVKDHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:ap-east-1::control/OPTPMAIZQHQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:ap-east-1::control/SAQBRAUEMBWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-east-1 2732



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.15

• arn:aws:controltower:ap-east-1::control/ZATLSZLRTTSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-east-1::control/NPBHBWQUQZGY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:ap-east-1::control/EQZLUZVLFBMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:ap-east-1::control/THYPQJUMLHKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.19

• arn:aws:controltower:ap-east-1::control/LNRLBVGINMLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-east-1::control/EENMWZAMRYDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:ap-east-1::control/KTYTTDOYXIMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:ap-east-1::control/DHSGTIVFXFLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.22

• arn:aws:controltower:ap-east-1::control/PNYCUZBPTAYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-east-1::control/WHLMOZJDXYGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:ap-east-1::control/NDNGNJIYVJRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:ap-east-1::control/GAGQXONTSUSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.26

• arn:aws:controltower:ap-east-1::control/KVYNPGJBLXLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-east-1::control/BEGEWHWLTLQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:ap-east-1::control/GJSTALHQPHWY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:ap-east-1::control/IUQCAALGVVOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.3

• arn:aws:controltower:ap-east-1::control/MPNWLSENZAYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-east-1::control/LFXMNOXDXAIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:ap-east-1::control/QNCIRBGCPRTM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:ap-east-1::control/XSRLBIOJYKOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.6

• arn:aws:controltower:ap-east-1::control/UUNYJSTQKTKJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-east-1::control/DQCWDYIPYKCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:ap-east-1::control/IMAZHUOGWZDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:ap-east-1::control/XOJJRCDGSROH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-east-1::control/KTGZUACWNWFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-east-1::control/QZYFQVJMMFFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-east-1::control/LTBATEGEWNMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-east-1::control/MKNPMKKEUYRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.5

• arn:aws:controltower:ap-east-1::control/MRBTRPXKSMJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-east-1::control/EPJUXEYJYXRT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-east-1::control/FQVGIHDKJGRS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-east-1::control/GZGTVBEKIPRM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-east-1::control/QWLIPUMZTIWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-east-1::control/HUGVRCBOTHNS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:ap-east-1::control/UNAIRGRMSYDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:ap-east-1::control/VYSILMRAEEXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:ap-east-1::control/JIPOQDUYUWIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-east-1::control/OXUZJOSNXUGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:ap-east-1::control/JWYSSJGWQIQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:ap-east-1::control/RKMCRSKNQDMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:ap-east-1::control/ONLMVXNYTOQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-east-1::control/WPJQQRRMWAVW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:ap-east-1::control/QFTBTLBFFQSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:ap-east-1::control/KQCIATXNKEVO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-east-1::control/UOYFCMRGSGQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-east-1::control/NYSYXCRATNBX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-east-1::control/MAMFMPGXSSSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:ap-east-1::control/SBDRRPRISVPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-east-1 2744



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.SQS.PR.2

• arn:aws:controltower:ap-east-1::control/HGMWZIVVMLXP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-east-1::control/QIWXQALPOWVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-east-1::control/MWCJKKKFLGQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-east-1::control/VVYKYKULBINF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-east-1::control/OCLEQHMCFSEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-east-1::control/NCRRNMOLKHQE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:ap-east-1::control/WVKFSXCMOAFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:ap-east-1::control/ALLKEZAETGXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:ap-east-1::control/OLRFCEMWLWYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABL 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 

ap-northeast-1 2747



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROH 
IBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_AUTOSCALING_LAUNCH_C 
ONFIG_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATC 
H_LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CLOUDWATCH_EVENTS_CH 
ANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZAT 
ION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CONFIG_AGGREGATION_C 
HANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CON 
FIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGE 
S_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-1 2752



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_DISALLOW_CROSS_REGIO 
N_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABL 
E_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_ 
CONSOLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBIT 
ED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCES 
S_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPL 
ICATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MF 
A

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCES 
S_BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_N 
O_DIRECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-northeast-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_ 
DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:ap-northeast-1::control/XFRRFFLMUBDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-northeast-1::control/ETKWXIYCRYUF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-northeast-1::control/XSDRGBMLIVBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-northeast-1::control/FGGPHPWIRFWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-northeast-1::control/QSCLQQFNJQXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-northeast-1::control/UKYEADDRMENU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-northeast-1::control/MQYPRRNUCSOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-northeast-1::control/XRXGFZGEYPMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-northeast-1::control/BYDTAFCKTVON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-northeast-1::control/HXVOUTLHLMAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-northeast-1::control/SKJIDSWEEBBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-northeast-1::control/JYPEKUMPXCUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-northeast-1::control/YNSQAMIIRMGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:ap-northeast-1::control/RBONCQKZNOTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-northeast-1::control/KPLQRIMZGQFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-northeast-1::control/UYJOBTDPHAIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-northeast-1::control/RBQYQGMSHNLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-northeast-1::control/SBSPOYCVUQFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-northeast-1::control/DUPFUTISTCKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-northeast-1::control/AEBSYPKXCLBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-northeast-1::control/WWETVQMUSGFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-northeast-1::control/RJDSVNZODQNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-northeast-1::control/RIHZBJGCQNZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-northeast-1::control/LIFOKTEDIUJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-northeast-1::control/VNUBXQIEBAGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-northeast-1::control/TUJJPJIYTMNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-northeast-1::control/XPNZKJLGPXQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-northeast-1::control/RFCFGQXJZARA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-1 2769



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-northeast-1::control/HFHBNWIGHFMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-northeast-1::control/BMFRHKRDLPYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-northeast-1::control/TMYDUSKTAKBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-northeast-1::control/VOOZHGULFVBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-northeast-1::control/EDSGIRTYZHTA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-northeast-1::control/YFRQGLAWSBZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-northeast-1::control/PVAWACSEUZOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-northeast-1::control/VSBTGOOGYBBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-northeast-1::control/GITAQKSEJDXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-northeast-1::control/VFEZPSFUCMNK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-northeast-1::control/PNBCQSCEGUYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-northeast-1::control/GUMXCBJWOVUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-northeast-1::control/DJVAKGGZOBGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-northeast-1::control/DZZBWHYOVWZH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-northeast-1::control/SBTRQDFYDCOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-northeast-1::control/WYEDDRSFQTDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-northeast-1::control/AEHEUFZDKJQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-northeast-1::control/EUUKRLJQRWDI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-northeast-1::control/DCWLYNEJULNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-northeast-1::control/YFGOVOOKMXZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-northeast-1::control/JONXRDZNMTAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-northeast-1::control/QMYRAUAAQSPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-northeast-1::control/RXRLKZGUXBFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-northeast-1::control/YJPSKRTFOVNI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:ap-northeast-1::control/KCZJTMRTLPZH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:ap-northeast-1::control/KANMRMPWOUQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ap-northeast-1::control/CTFMRJPUPGCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-northeast-1::control/SQLHUPEXUOKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-northeast-1::control/EONQZXNXGAPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-northeast-1::control/UIXMPMAVSMSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-northeast-1::control/YLNVMSVQPPOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-northeast-1::control/CREBIEGAAVZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.1

• arn:aws:controltower:ap-northeast-1::control/YSQCFBUOTEPD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:ap-northeast-1::control/PRVLLJPYMYPC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ap-northeast-1::control/ENUFAUVEZVFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-northeast-1::control/YBIIKCGWAORD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:ap-northeast-1::control/OHYRLAGKXSXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:ap-northeast-1::control/LUUPJIKOPJWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ap-northeast-1::control/TJOEOWKONPTN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-northeast-1::control/KUMQJAZMVWLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:ap-northeast-1::control/YNGFYRMLIHYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:ap-northeast-1::control/OIHVTXVJSFLZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ap-northeast-1::control/IFTNPUBQDYXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-northeast-1::control/IQTZLHSDAVPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:ap-northeast-1::control/JKUGSAKGLTHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:ap-northeast-1::control/DCJBSGYTZDVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ap-northeast-1::control/MHXZHOBFJFUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-northeast-1::control/BWLZVKGFDRIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:ap-northeast-1::control/XJFUTUKMXHKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:ap-northeast-1::control/ZAXKMESMEXSF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ap-northeast-1::control/XNJAYSGVGVMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-northeast-1::control/WSPJASMSHIMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:ap-northeast-1::control/KNDLVQMVYRIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:ap-northeast-1::control/QBBKUFGDMMSM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ap-northeast-1::control/DDDZBLDXBNLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-northeast-1::control/DKWRBPJYSHBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:ap-northeast-1::control/UWULNDELZYCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:ap-northeast-1::control/WEAEZPVLACWY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ap-northeast-1::control/IRDDNOLWNMNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-northeast-1::control/BBNLHIKHVSDF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:ap-northeast-1::control/KIXAFVFYWNOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:ap-northeast-1::control/OXTKLLLGWCQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ap-northeast-1::control/SFTBSYXOGMZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-northeast-1::control/GQVKXJHRWRZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:ap-northeast-1::control/MGGRRKOTQYGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:ap-northeast-1::control/IUNRXFCQGPRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ap-northeast-1::control/BKVHTGKQKYEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-northeast-1::control/GODEJVZHXFUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:ap-northeast-1::control/NWTWUHESHFSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:ap-northeast-1::control/ZXDGEZSOPFCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ap-northeast-1::control/BSSDTCJTXIDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-northeast-1::control/KUHUYIYOXNXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:ap-northeast-1::control/UFCFASRBMGGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:ap-northeast-1::control/OZXLRJKGCMBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ap-northeast-1::control/BYEGHPQCYSBN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-northeast-1::control/IKOCSATHALLQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-northeast-1::control/KZEHHSKPGKCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-northeast-1::control/MZFHEBYQRUQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-northeast-1::control/ATDPLKOFLVCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-northeast-1::control/XAEPCUPNGCNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-northeast-1::control/AVPOWAHSUBEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-northeast-1::control/LZOPZBLREDVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-northeast-1::control/CWFPZBCVSCTD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-northeast-1::control/UPSVYOWFPEJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-northeast-1::control/VPNEUQLIRQZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-northeast-1::control/VDTCPKAYZEDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-northeast-1::control/HARKDEIGPSTW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-northeast-1::control/OYKEDLNZHUMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-northeast-1::control/SCENHYSBARYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-northeast-1::control/YSDPCITHZXQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-northeast-1::control/MAVNERRCDGUI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-northeast-1::control/PBOVNVABHNQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-northeast-1::control/SMFWPJQCLTTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-northeast-1::control/EWSEAKUVMBGZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-northeast-1::control/KOHVKYUFPXUZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-northeast-1::control/KOYYTIUQCFMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-northeast-1::control/NCOYGDOCXNGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-northeast-1::control/TNEWNBTNWBOX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-northeast-1::control/SLYLLBVCPSQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-northeast-1::control/WJEXQWQTKVUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-northeast-1::control/JGGUSYGAQEZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-northeast-1::control/JFIXYOKMRPDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-northeast-1::control/ERFOIJBAKGVW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-northeast-1::control/TUPOKAOWCEWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-northeast-1::control/GKAFFTUBEDGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:ap-northeast-1::control/CTSXXPDCUEDR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ap-northeast-1::control/DDJLGXQNVUUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-northeast-1::control/PRNNBEUWYTVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:ap-northeast-1::control/ISRNTOKYVYFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:ap-northeast-1::control/LZYUTOYMDJEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-northeast-1::control/SPIMIVFZLKGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-northeast-1::control/AZWOFYWOCYFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-1 2797



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.IAM.PR.2

• arn:aws:controltower:ap-northeast-1::control/HOCOFZGQHTGD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:ap-northeast-1::control/BHIAWWIKNMSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ap-northeast-1::control/ZTOGOILBNLVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-northeast-1::control/ISCNDUFSMEVM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:ap-northeast-1::control/STVPVNWMIFLX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:ap-northeast-1::control/KBUBBEPRVJVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ap-northeast-1::control/OWTLNREXRIMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-northeast-1::control/WQMVYTCUAPHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:ap-northeast-1::control/OUZRLATRKXPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:ap-northeast-1::control/GMSMKRASUFKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ap-northeast-1::control/CXRZGJFNHKHG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-northeast-1::control/IODDJWMRKXYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:ap-northeast-1::control/NATXYLWHLDDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:ap-northeast-1::control/HKDZIXZVNQIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-northeast-1::control/PUXILAKLQQYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-northeast-1::control/WOQSTHULHXBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-northeast-1::control/UKOEKFDBEQKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-northeast-1::control/BEAYVEJMKAZH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-northeast-1::control/KGDGFDZTQXAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-northeast-1::control/BMICNUYEFUYP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-northeast-1::control/CKUNXXZIGPCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:ap-northeast-1::control/UCILLEAJEUIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ap-northeast-1::control/CKSKRIHJFKXX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-northeast-1::control/UQTBILPKYTBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:ap-northeast-1::control/PQSCRPWAIGSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-northeast-1::control/MPJQGLAIIZEM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-northeast-1::control/WMPRSCMJEQPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-northeast-1::control/NACPTUROMGYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-northeast-1::control/LPFIVZUROOJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-northeast-1::control/TTUQITYQNLQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-northeast-1::control/ILVYLTZPOHWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-northeast-1::control/MKTMBJSACTFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-northeast-1::control/SDCRNFKTGMMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-northeast-1::control/XFESNQJWYRZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-northeast-1::control/ETWPTTQYSUZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-northeast-1::control/AYSFSPBIZDPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-northeast-1::control/XFOEOJKEETKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-northeast-1::control/YTWEMPALPIMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-northeast-1::control/BBXSREYFFRMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-northeast-1::control/FLPLZPRKQSRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-northeast-1::control/IHQJBYGOYRNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-northeast-1::control/OOELHVJWNSQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-northeast-1::control/NCZOCAQXAZCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-northeast-1::control/UYTWQUJJSXPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-northeast-1::control/TJJGFRBZRZSV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-northeast-1::control/WZFMVXTTCMFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-northeast-1::control/NEMEBLSVQDQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-northeast-1::control/ZBUOYIWGUJZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-northeast-1::control/ULUJPIODNXMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-northeast-1::control/GKHBCXGNPZMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-northeast-1::control/AJMLARVDOFYW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-northeast-1::control/QXOGTDBDLUJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:ap-northeast-1::control/GYEHZOAWYUUR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:ap-northeast-1::control/LXVULOYZQAOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ap-northeast-1::control/BLRCFNBJELWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-northeast-1::control/WIIXHZHCCJRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:ap-northeast-1::control/ANNPBISWZVNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:ap-northeast-1::control/BMFDQZNVAVYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ap-northeast-1::control/YLCLBFJJGFDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-northeast-1::control/ZNEMLOPSODLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:ap-northeast-1::control/QOUOAILPPGLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:ap-northeast-1::control/PFPVEOVUMUUT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ap-northeast-1::control/KZPGJXHLYHQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-northeast-1::control/GHYSHEHSCDNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:ap-northeast-1::control/UFTOXCOOXJTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:ap-northeast-1::control/XJJPKIGGEEXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ap-northeast-1::control/OPPFSUXBZGNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-northeast-1::control/FTLPOWEBBBYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:ap-northeast-1::control/HNUUDLAMFESZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:ap-northeast-1::control/RTJTUOJNOFCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ap-northeast-1::control/FKSFASOSTXNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-northeast-1::control/MWMICZOCTCUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:ap-northeast-1::control/NSXQRRSJUTDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:ap-northeast-1::control/KXQTVNUROGBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ap-northeast-1::control/ZTRXNVYWDDKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-northeast-1::control/PXFZMHXIYFXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:ap-northeast-1::control/KNMITJGFKRMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:ap-northeast-1::control/NXKKTRZGYRZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ap-northeast-1::control/SAJABIITSFKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-northeast-1::control/EGQHMBKZVKBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:ap-northeast-1::control/DOHISTPWUUOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:ap-northeast-1::control/DUHRNEVTDQKM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-northeast-1::control/XWIEKIDJYHHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-northeast-1::control/VJQIDPSRYYRH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-northeast-1::control/JTZSPKUCZEQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-northeast-1::control/SHAQANKLSRUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:ap-northeast-1::control/DWDPLRTCTQRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-northeast-1::control/KWCQMVWGTOPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-northeast-1::control/VURRKCWICXXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-northeast-1::control/HIUBOYXXZOJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-northeast-1::control/NSOMCBUHYDTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-northeast-1::control/HCYQILOQAJGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:ap-northeast-1::control/SDKAAURVKROM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:ap-northeast-1::control/AQQOPEFIXRLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:ap-northeast-1::control/HVOIYQGUXWZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-northeast-1::control/EEJURBQMFYKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:ap-northeast-1::control/ZZWZQEUOXAHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:ap-northeast-1::control/JIKPKVBCQTZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:ap-northeast-1::control/SKXEZLRKRIFO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-northeast-1::control/URWGYOBMHNOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-1 2822



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.S3.PR.8

• arn:aws:controltower:ap-northeast-1::control/QWXAZRHGAPOF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:ap-northeast-1::control/HSMBYWLJEVPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-northeast-1::control/KABHYKBSJCDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-northeast-1::control/XRQNSQZACILS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-northeast-1::control/HCJSGYPXGJZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:ap-northeast-1::control/JHJLYBFELNSZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:ap-northeast-1::control/XDDGSSVPQAVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-northeast-1::control/ERZIMFMFCIVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-northeast-1::control/IXMAHHUSDUVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-northeast-1::control/GBLQKIZJUWLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-northeast-1::control/SNJTGWLCRZLW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-northeast-1::control/TXHPCTJXMEXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:ap-northeast-1::control/WGLOYXOZAYLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:ap-northeast-1::control/QPSONUAQWAOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:ap-northeast-1::control/UKLHGBFDOUPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:ap-northeast-1::control/EYLAEGFQRCWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:ap-northeast-1::control/KBBAURDMUTKQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.1

• arn:aws:controltower:ap-northeast-1::control/XGFCWUSCPWBT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:ap-northeast-1::control/AZWAXOWQMANJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:ap-northeast-1::control/UIZDZMDGPDQP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:ap-northeast-1::control/XIGRNZOUFDKF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:ap-northeast-1::control/JZSERWWQXDHP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:ap-northeast-1::control/SDTKOAZRPRVU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:ap-northeast-1::control/KBYFZPAGEIEY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:ap-northeast-1::control/DTWMAHWPBVQX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:ap-northeast-1::control/CGPDLKJQEPXW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:ap-northeast-1::control/LZLJHUKXIPFA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:ap-northeast-1::control/CXXHKFGCSWUH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:ap-northeast-1::control/ESQRNROJXEVQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:ap-northeast-1::control/EOCUBAKFMZJT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:ap-northeast-1::control/QQJMCIPNOORW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:ap-northeast-1::control/XNJDGLJOHAMS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:ap-northeast-1::control/RTZFSTKOXUDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:ap-northeast-1::control/IRMFCHOIJRAI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:ap-northeast-1::control/AHVTLUTBIUMB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:ap-northeast-1::control/OMMCJBKYCGMK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:ap-northeast-1::control/SHDOPOLDKXVQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:ap-northeast-1::control/OBOZWIHZLRUH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:ap-northeast-1::control/IQIGWUDMIDMK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:ap-northeast-1::control/YDRNRDUTCDVY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:ap-northeast-1::control/AMKMYJENQHDH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:ap-northeast-1::control/CJRJPNDUPVHS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:ap-northeast-1::control/WUOXVMEZAFHA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:ap-northeast-1::control/IQPNJANYQCRG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:ap-northeast-1::control/MIMZFVUEANJV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:ap-northeast-1::control/PJKHUCTAVOZO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:ap-northeast-1::control/KAACGTYKENKG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.1

• arn:aws:controltower:ap-northeast-1::control/XNMEOWFBWSUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:ap-northeast-1::control/ELRZAXWJYGNK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.3

• arn:aws:controltower:ap-northeast-1::control/QIDTEJQLUHJL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:ap-northeast-1::control/FLYKUCWHEFPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:ap-northeast-1::control/EPXMGYKIWOPN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.15

• arn:aws:controltower:ap-northeast-1::control/NBJEXIHGIXES

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:ap-northeast-1::control/EHGVCOKGQGMI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:ap-northeast-1::control/URWTJDZBOHEP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:ap-northeast-1::control/WUKBMIHWTCEY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:ap-northeast-1::control/IKDBYKSLBFCO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.2

• arn:aws:controltower:ap-northeast-1::control/XKATTEDRNKXM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:ap-northeast-1::control/DJMCSTIICRBQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:ap-northeast-1::control/VJMZLONUACSI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:ap-northeast-1::control/SVKEFFMYBGMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:ap-northeast-1::control/QFKXMWQOYSLE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.25

• arn:aws:controltower:ap-northeast-1::control/EVOXPWVTDVNV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:ap-northeast-1::control/RKVSDKLNGUBT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:ap-northeast-1::control/HXHUZBBSJPTR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:ap-northeast-1::control/OTTDUNOMCDCZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:ap-northeast-1::control/AMMZARWOCRGP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.8

• arn:aws:controltower:ap-northeast-1::control/ZTLTQYUVGVMO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:ap-northeast-1::control/VVFAVFGIYDED

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:ap-northeast-1::control/QVUCVSZUBUVL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:ap-northeast-1::control/UEEBKULXVSOR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:ap-northeast-1::control/NQSPSFVPXCGO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.1

• arn:aws:controltower:ap-northeast-1::control/PTKUNQWSQMBF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:ap-northeast-1::control/ALVOGJRVKKZK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:ap-northeast-1::control/EOYYFDCHIFPM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:ap-northeast-1::control/DRVAMWTXHOSO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:ap-northeast-1::control/YNJYRFYEDDHE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.4

• arn:aws:controltower:ap-northeast-1::control/QTLPYWOKIUKL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:ap-northeast-1::control/JHKKIIMQVTBF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:ap-northeast-1::control/FXUBXSUYWJPD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:ap-northeast-1::control/DOBFVCUKROMU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:ap-northeast-1::control/POMNJTHRCLYE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.3

• arn:aws:controltower:ap-northeast-1::control/BBXHQCBPAYLS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:ap-northeast-1::control/XKCOVRIEKWFZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:ap-northeast-1::control/BLUVRGCQBQCQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:ap-northeast-1::control/YTILPIJEMRTA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:ap-northeast-1::control/QCGDTTLRIYXP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.12

• arn:aws:controltower:ap-northeast-1::control/PUUVSMOQZIPJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:ap-northeast-1::control/WARGNXCJHUVW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:ap-northeast-1::control/XJCITYUFRAZL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:ap-northeast-1::control/CERDAWILYRQO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:ap-northeast-1::control/QRFDGQXERCXB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.4

• arn:aws:controltower:ap-northeast-1::control/MLYXGOVHGTHD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:ap-northeast-1::control/OXVTPFBQEEAQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:ap-northeast-1::control/ZKRUXHVKSDIG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:ap-northeast-1::control/ZRQGKZBOWPZN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:ap-northeast-1::control/DPJVNBBVQGHT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.9

• arn:aws:controltower:ap-northeast-1::control/SRRIDXSTJWSL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:ap-northeast-1::control/JNZLKQTNNUFG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:ap-northeast-1::control/SBGVRVKPCNKE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:ap-northeast-1::control/UMFDEWAMMCFN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:ap-northeast-1::control/WKAJHHZHBVBN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.3

• arn:aws:controltower:ap-northeast-1::control/NJNJRYBPIRKY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:ap-northeast-1::control/HNFCSNRZEIRX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:ap-northeast-1::control/ELQAASFTEWWI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:ap-northeast-1::control/WDKCZTLLFYSN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:ap-northeast-1::control/WPXNVLDJXXDP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.8

• arn:aws:controltower:ap-northeast-1::control/RMOCTANNUNFN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.3

• arn:aws:controltower:ap-northeast-1::control/UESOVOADVSMU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.4

• arn:aws:controltower:ap-northeast-1::control/HDKDHUAIWMQA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.5

• arn:aws:controltower:ap-northeast-1::control/WHATZMAFLZTS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:ap-northeast-1::control/CCKMLVVXQNSW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.1

• arn:aws:controltower:ap-northeast-1::control/VGWIRUAPMVUR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:ap-northeast-1::control/UVWVYKZLJVVR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:ap-northeast-1::control/MEUNQCWBTTPW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:ap-northeast-1::control/COLEXQFTHZZV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:ap-northeast-1::control/WFEQVTUHENVP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.2

• arn:aws:controltower:ap-northeast-1::control/ACWMIEUICSKY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:ap-northeast-1::control/MIGMWGINEUVS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:ap-northeast-1::control/EGBXSELJNDTO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:ap-northeast-1::control/LCWHRMFYRDPY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:ap-northeast-1::control/GCNKIMWWZRKL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.6

• arn:aws:controltower:ap-northeast-1::control/FFFZNTDNXQVY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:ap-northeast-1::control/FRIQSUKOEAVU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:ap-northeast-1::control/AYWUKJZBDYQW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:ap-northeast-1::control/BYXFJJHFUZOU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:ap-northeast-1::control/BRCRZNYQLWRK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.3

• arn:aws:controltower:ap-northeast-1::control/SMQGPFWVOPUB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:ap-northeast-1::control/GACATEGITTZC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:ap-northeast-1::control/VHBDITDWYRPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:ap-northeast-1::control/OYRNNPFIKAPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:ap-northeast-1::control/HVGTUUNEPBRE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-northeast-1 2849



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.Lambda.3

• arn:aws:controltower:ap-northeast-1::control/CELGBNIGQSFA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:ap-northeast-1::control/EAYLGRQVQPQZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:ap-northeast-1::control/VOWVNNHPZEWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:ap-northeast-1::control/DTPEGZXDCDAF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:ap-northeast-1::control/APPECGHSBOJA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.1

• arn:aws:controltower:ap-northeast-1::control/LJMZKYYZPTBK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:ap-northeast-1::control/SKHXOXXAWZZH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:ap-northeast-1::control/FTUDBPPTFLVO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:ap-northeast-1::control/DWOABBMIWODR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:ap-northeast-1::control/OHKXCRIQIZFT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.6

• arn:aws:controltower:ap-northeast-1::control/ZIAVHWESTETC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:ap-northeast-1::control/SMQUYAKAPIBQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:ap-northeast-1::control/FFYZCCNNCFOI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:ap-northeast-1::control/ECCRBKUVPRPY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:ap-northeast-1::control/LZJFDKEAPALS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.5

• arn:aws:controltower:ap-northeast-1::control/ERGWLQRSNYOZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:ap-northeast-1::control/LDGXFYHAKIXE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:ap-northeast-1::control/YHHTXFNVSCLL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:ap-northeast-1::control/GKQYHNVCZXUM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:ap-northeast-1::control/MLXUGQDBTLDS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.4

• arn:aws:controltower:ap-northeast-1::control/RPXLCWPBLWOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:ap-northeast-1::control/JJWIXLUWYBCV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:ap-northeast-1::control/BRKBMKFMLHEQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:ap-northeast-1::control/QGKGUEKWKELB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:ap-northeast-1::control/SSAMJDSXKUQB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.1

• arn:aws:controltower:ap-northeast-1::control/TOXGHRQOOUZM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:ap-northeast-1::control/HCCCLBUSXOTA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:ap-northeast-1::control/UEYPQELHZGCQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:ap-northeast-1::control/APLECYBWMJVR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:ap-northeast-1::control/XIGVOEMJKAAN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.15

• arn:aws:controltower:ap-northeast-1::control/VBNKKWDFNAZW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:ap-northeast-1::control/DVLDWXJCOMXM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:ap-northeast-1::control/JSNSKZQFYVBT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:ap-northeast-1::control/CTNWHYDIRSVT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:ap-northeast-1::control/RYZQHJVDDKSU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.20

• arn:aws:controltower:ap-northeast-1::control/YMSJKTCPZVLQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:ap-northeast-1::control/YXJRNYQXFFBJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:ap-northeast-1::control/EXEHMGVOGPEL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:ap-northeast-1::control/HIWFHIFSZSKM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:ap-northeast-1::control/GFQGKQGMTLQT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.27

• arn:aws:controltower:ap-northeast-1::control/DRFBXTXBNCRS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:ap-northeast-1::control/ICYIAUGUTWUB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:ap-northeast-1::control/CLRBHZMKGNHA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:ap-northeast-1::control/OTHPZRZHRYNM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:ap-northeast-1::control/BKCRQHWTOIDQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.8

• arn:aws:controltower:ap-northeast-1::control/KVSVIPSIZPAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:ap-northeast-1::control/EIZJBSDXPFGK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:ap-northeast-1::control/AYTBPCVDXBQV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:ap-northeast-1::control/LYYELPWNRVLL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:ap-northeast-1::control/ORADMUNKKIYS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.4

• arn:aws:controltower:ap-northeast-1::control/BDVLMXDLACBS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:ap-northeast-1::control/UOQTHHTKOQAJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:ap-northeast-1::control/DSKLSBLANWJM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:ap-northeast-1::control/HQIOVIJMPDMP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:ap-northeast-1::control/VZUUWSEPMGAG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.1

• arn:aws:controltower:ap-northeast-1::control/VRHOXLIGOOYV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:ap-northeast-1::control/BKQZDJRIPDCH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:ap-northeast-1::control/UWDNCNQHITXR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:ap-northeast-1::control/WMGHTZRZASZI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:ap-northeast-1::control/IIUTDTJVTRUB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.17

• arn:aws:controltower:ap-northeast-1::control/IHEVZGGQGBKX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:ap-northeast-1::control/FNAGBSJDNSMR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:ap-northeast-1::control/IOXTWTJPAGNK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:ap-northeast-1::control/URNKTBOWAHSH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:ap-northeast-1::control/XUHLFSNTEWFP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.8

• arn:aws:controltower:ap-northeast-1::control/LUJLEEORWUBI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:ap-northeast-1::control/KHOWWKTFVNWS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:ap-northeast-1::control/FQDPREMVVBDY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:ap-northeast-1::control/DPMVGVDDIISI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:ap-northeast-1::control/ZDMVZWYXPYNG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.1

• arn:aws:controltower:ap-northeast-1::control/HGKHLYMQCWXZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:ap-northeast-1::control/GYGBASAIOIXS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:ap-northeast-1::control/KPMCXMAZTWYO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:ap-northeast-1::control/IUFHQEARVUHK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:ap-northeast-1::control/JICNYNFRVRQX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-northeast-1 2864



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.SageMaker.2

• arn:aws:controltower:ap-northeast-1::control/MCLMAWQKBWTG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:ap-northeast-1::control/HLEUYIBPLNQU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:ap-northeast-1::control/LSEQYMIVIBNA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:ap-northeast-1::control/FEQZVIIMFICA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:ap-northeast-1::control/FNOJORYKEHUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.4

• arn:aws:controltower:ap-northeast-1::control/IIHPFCYMQEGJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:ap-northeast-1::control/QJDMOHVCOVCC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:ap-northeast-1::control/DLQOSLPESPJR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:ap-northeast-1::control/YRQAZZKPDDPI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:ap-northeast-1::control/BEIGEZGMNWRL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABL 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED
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• arn:aws:controltower:ap-northeast-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROH 
IBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_AUTOSCALING_LAUNCH_C 
ONFIG_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CLOUDTRAIL_CLOUDWATC 
H_LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CLOUDWATCH_EVENTS_CH 
ANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZAT 
ION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CONFIG_AGGREGATION_C 
HANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CON 
FIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGE 
S_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_DISALLOW_CROSS_REGIO 
N_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABL 
E_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_MFA_ENABLED_FOR_IAM_ 
CONSOLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBIT 
ED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCES 
S_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPL 
ICATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MF 
A

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCES 
S_BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_SAGEMAKER_NOTEBOOK_N 
O_DIRECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-northeast-2::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_ 
DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:ap-northeast-2::control/ZYLCIKKLJKLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-northeast-2::control/ASAMDCSLJXZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-northeast-2::control/BMGEYEHCOBBU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-northeast-2::control/NBLSRDRBDJXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-northeast-2::control/MULDPLOTLRAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-northeast-2::control/RFIFJOHVLBAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-northeast-2::control/KUTDOXVOKANL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-northeast-2::control/CXEXLMCYDMPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-northeast-2::control/MMIBKBUMAXKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-northeast-2::control/DKAIJLHZEZFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-northeast-2::control/IZCXFCDNHOEL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-northeast-2::control/CXBGWZGMPXHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-northeast-2::control/ZVMZWNPPTITL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.1

• arn:aws:controltower:ap-northeast-2::control/XKHQXXYDURHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-northeast-2::control/JPLEOSQGPVEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-northeast-2::control/FSXLENXSGMGD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-northeast-2::control/ZQNRMCZKOUAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-northeast-2::control/BPRUTBOPITBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-northeast-2::control/TBBXRAYTVDEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-northeast-2::control/DPCTDUCUBSOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-northeast-2::control/ZFEOJGAMVVZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-northeast-2::control/MOWUHFAOJRJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-northeast-2::control/PALLYLIKPDOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-northeast-2::control/YZYBKZLRYPLJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-northeast-2::control/TXADDEAXHQJO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-northeast-2::control/AZAYRJYXCXZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-northeast-2::control/VBJDOHQSIIAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-northeast-2::control/YBHTLDHKEKFZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-northeast-2::control/ICESDVDPQUJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-northeast-2::control/IOOJYJOANCXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-northeast-2::control/MKLFHIWIEWWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-northeast-2::control/GFFYUYUVPDKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-northeast-2::control/CGZWLZPDWIMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-northeast-2::control/MCPECPGYYPPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-northeast-2::control/KYIFISGDQAHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-northeast-2::control/DNSOBLSOWZBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-northeast-2::control/PZBIGNJZQZWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-northeast-2::control/IYMKUWMIFVNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-northeast-2::control/MXWILHEXRJPT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-northeast-2::control/QUBSRGSNRUTO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-northeast-2::control/RFBRGAFCHGRH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-northeast-2::control/JWZXOWQPDALC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-northeast-2::control/TYKALNIDLUXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-northeast-2::control/CWBBUWULYLOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-northeast-2::control/CFAQBJOYCLFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-northeast-2::control/XWOSMSCORYXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-northeast-2::control/EOOPASTMJSET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-northeast-2::control/BYCXOWCVCFOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-northeast-2::control/PBJCHJANZLVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-northeast-2::control/JIRHXXYRRCPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-northeast-2::control/MFNMFPARKBBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-northeast-2::control/GKKAWAPRNSLP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:ap-northeast-2::control/MCGGZQJDQSEG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2
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• CT.DAX.PR.3

• arn:aws:controltower:ap-northeast-2::control/QSNXKOZMYMFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ap-northeast-2::control/PMXDPOCYQXVY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-northeast-2::control/WKNUSICBMQOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-northeast-2::control/TEZXETAGKYOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-northeast-2::control/CMOMYYELJWTW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-northeast-2::control/SICGAIHKEQSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-northeast-2::control/PGHDRCMDDFER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:ap-northeast-2::control/PRPQIPYUCLFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.10

• arn:aws:controltower:ap-northeast-2::control/GNMPIMBYNYKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ap-northeast-2::control/WOPJHTRSHEFP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-northeast-2::control/HFYUZFTNQRZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:ap-northeast-2::control/OACEJPSHEDTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.14

• arn:aws:controltower:ap-northeast-2::control/WCOMSKMDNAFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ap-northeast-2::control/CKNBWALGPVDU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-northeast-2::control/CWVHKPAVXZHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:ap-northeast-2::control/TWGQUMHBQPEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.18

• arn:aws:controltower:ap-northeast-2::control/NDQNZAIVSEGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ap-northeast-2::control/DKNVGKMOCFRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-northeast-2::control/UELALJTZTKJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:ap-northeast-2::control/BFORNBXJKDWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.3

• arn:aws:controltower:ap-northeast-2::control/TLXGQRQZRNJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ap-northeast-2::control/YTLKASXYASWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-northeast-2::control/LMVUECWMMMAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:ap-northeast-2::control/UBNOJKELNWGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.7

• arn:aws:controltower:ap-northeast-2::control/XMLXJMIJGLVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ap-northeast-2::control/DMNHGNNKZEBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-northeast-2::control/PPEWYVJJUTDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:ap-northeast-2::control/CCDKONBVFHMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.2

• arn:aws:controltower:ap-northeast-2::control/KPBTWENBXJVW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ap-northeast-2::control/IKBXDKHINKQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-northeast-2::control/LZLMUHOWCXXM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:ap-northeast-2::control/QFGLUGBHYXZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.6

• arn:aws:controltower:ap-northeast-2::control/WEOIFHCTULKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ap-northeast-2::control/QMYDBMPBOOHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-northeast-2::control/ELSOUNERQMFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:ap-northeast-2::control/ECNPMKMZLJXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.1

• arn:aws:controltower:ap-northeast-2::control/AVQAVLSBSYMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ap-northeast-2::control/OHEAQZBMADFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-northeast-2::control/SEFHYQQECPNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:ap-northeast-2::control/JTQTBQTJXRTY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.2

• arn:aws:controltower:ap-northeast-2::control/LQMMPHYSFREQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ap-northeast-2::control/YSVBKSPQRORD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-northeast-2::control/IBTZPTTDYAKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:ap-northeast-2::control/JLPDEEKGFTNS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.6

• arn:aws:controltower:ap-northeast-2::control/AMHLLJICMVIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ap-northeast-2::control/ZHITNVQDDRNT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-northeast-2::control/UCEBJDGYKZIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:ap-northeast-2::control/FKQYIWLKBLWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.1

• arn:aws:controltower:ap-northeast-2::control/TGCCACSYPMRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ap-northeast-2::control/WYEVJIIZOLIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-northeast-2::control/GCJWCUSXQIGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-northeast-2::control/QGOJFAEUBQYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-northeast-2::control/FGFSUSQPLYJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-northeast-2::control/FBOBFTINYNLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-northeast-2::control/PIUNMTKIFFJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-northeast-2::control/RDYIPVICGWEI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-northeast-2::control/NUECFXEMFWTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-northeast-2::control/MXNLNTIYGZQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-northeast-2::control/BVOHDZJHEJIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-northeast-2::control/VYCTCSCJQLYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-northeast-2::control/DCJBGPHZTLJW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-northeast-2::control/ASIKFXCZHAZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-northeast-2::control/YNQIXFRNQWFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-northeast-2::control/FJUCAMQRKDYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-northeast-2::control/TRASMSLGPGVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-northeast-2::control/SOSAAOOKSDIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-northeast-2::control/DIAQAVDUUBSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-northeast-2::control/HPMPEDWYSHTQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-northeast-2::control/CCBEBBTRLFTN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-northeast-2::control/YAKLMULFRDKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-northeast-2::control/ASEAWQQCERPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-northeast-2::control/QWLTOTPYPBRS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-2 2913



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-northeast-2::control/NZJCESRAUAKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-northeast-2::control/DZKUXADKBLKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-northeast-2::control/GMFGDGANQPXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-northeast-2::control/KZPLSIUXHZLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-northeast-2::control/YQZXXONRYIQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-northeast-2::control/PNSQXKURZAOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-northeast-2::control/AEQVLTGJCUVY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-northeast-2::control/LYLRCNQCPNJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.1

• arn:aws:controltower:ap-northeast-2::control/ESGKLHSPODEY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ap-northeast-2::control/NXJYKOBPZCEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-northeast-2::control/YIITTJQXIPJH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:ap-northeast-2::control/RDHYEEFAEUMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GLUE.PR.1

• arn:aws:controltower:ap-northeast-2::control/FJGIMXRXTUMO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-northeast-2::control/KWNBRWJUUAAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-northeast-2::control/AHDCTTXNKGUM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:ap-northeast-2::control/TRWCETXWEOUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-2 2917



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.IAM.PR.3

• arn:aws:controltower:ap-northeast-2::control/SEDWSBCCUPUR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ap-northeast-2::control/VPFGSMFPNEDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-northeast-2::control/BXCZTLODJIFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:ap-northeast-2::control/CCUPDGNBQPGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.1

• arn:aws:controltower:ap-northeast-2::control/FSQBJXDJBZVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ap-northeast-2::control/HANQYUPDQHSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-northeast-2::control/SDHRAOXPCXDR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:ap-northeast-2::control/CAEURXKPVZIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.2

• arn:aws:controltower:ap-northeast-2::control/ICJZCOYEOISC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ap-northeast-2::control/HBYZHPNOKDNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-northeast-2::control/ODIIBHMXITOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:ap-northeast-2::control/AVZBAPUJNOPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.6

• arn:aws:controltower:ap-northeast-2::control/KXELCKQIWMYL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-northeast-2::control/LNBOCFPQISPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-northeast-2::control/WHXWCLBQBWBC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-northeast-2::control/JFSZBXDKTWKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-northeast-2::control/YLLDFQWUTMOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-northeast-2::control/NFIDIZDUGHTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-northeast-2::control/WCLDUBRECNQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-northeast-2::control/QZRXZBUCTPUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.1

• arn:aws:controltower:ap-northeast-2::control/RJIZKYGOAOPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ap-northeast-2::control/QJHCRLOLAACU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-northeast-2::control/AGCJFRAOJAQH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:ap-northeast-2::control/KGTZSYXABUIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-northeast-2::control/BLXDPWEXTKRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-northeast-2::control/FIHJPXZCWDUV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-northeast-2::control/WBFRUHNLHDQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-northeast-2::control/MPXCNSRKMDRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-northeast-2::control/GJEVNGPGKXIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-northeast-2::control/FZTDZJZCFWIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-northeast-2::control/VTAPSFMTMEPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-northeast-2::control/XXDJJPDXVVTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-northeast-2::control/NPXRMXOWRHBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-northeast-2::control/NVRIPMNHUXMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-northeast-2::control/LUKCMXOPMMCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-northeast-2::control/FGYTCVPCXEGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-northeast-2::control/XRNYJUFPDRET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-northeast-2::control/SHXZHXDYIIEM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-northeast-2::control/LXMWYMCWWQDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-northeast-2::control/BOWBHCDYIKIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-northeast-2::control/AVEPZTWUQOHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-northeast-2::control/CSJDXWLKOSQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-northeast-2::control/QUFLTZGKIHYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-northeast-2::control/UCLVYXAVOAHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-northeast-2::control/UGGNPNQICGZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-northeast-2::control/ZYBIFAAQOQZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-northeast-2::control/JCCUGYQNCITY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-northeast-2::control/BQNHZOCGNLIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-northeast-2::control/LDJIZXCULADJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-northeast-2::control/ALICRWQMXIKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-northeast-2::control/LITFPWDCFWMO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:ap-northeast-2::control/IQZLHKCZPRDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.10

• arn:aws:controltower:ap-northeast-2::control/SECLZXZVIEZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ap-northeast-2::control/IFJMWZQBHUIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-northeast-2::control/LXSLBPHQTPFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:ap-northeast-2::control/BFSGZKNINMRH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.14

• arn:aws:controltower:ap-northeast-2::control/XEFJXADORGJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ap-northeast-2::control/QJOODGPKZYCB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-northeast-2::control/JPOWMFDTTQPT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:ap-northeast-2::control/OUWNJTTOMXIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.18

• arn:aws:controltower:ap-northeast-2::control/YHSXDDXXWITQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ap-northeast-2::control/ZPVWJRXNPQEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-northeast-2::control/TCGIZHXWOEHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:ap-northeast-2::control/JLKKRIKEPPCY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.21

• arn:aws:controltower:ap-northeast-2::control/TJWPIOJAICUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ap-northeast-2::control/BEJUKSCJOYQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-northeast-2::control/NNNWMZYHHRLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:ap-northeast-2::control/SBVCZOZVTNSM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.25

• arn:aws:controltower:ap-northeast-2::control/JBPGIHOLPQAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ap-northeast-2::control/BZFWVEHFCCFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-northeast-2::control/DLNNZRJFAVUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:ap-northeast-2::control/YBAVATEFAYXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.29

• arn:aws:controltower:ap-northeast-2::control/ONGMKQSWCAUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ap-northeast-2::control/WECZXRHVKCNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-northeast-2::control/KXUYYQUYMDED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:ap-northeast-2::control/MCPSKMJZQIMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.5

• arn:aws:controltower:ap-northeast-2::control/JEXJDXDQQRFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ap-northeast-2::control/AUDENQFLMRAQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-northeast-2::control/ZEUMSSLIZDTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:ap-northeast-2::control/HODAQWGBTRMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.9

• arn:aws:controltower:ap-northeast-2::control/PPBGZVGLKLZM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-northeast-2::control/XOLIHOFJYQAC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-northeast-2::control/ZQKOUCATIZVK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-northeast-2::control/OCMBDMYSNHXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-northeast-2::control/PLWSDPNGNCXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:ap-northeast-2::control/DMBWTCJTWZZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-northeast-2::control/CYDYXNVPIZPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-northeast-2::control/IDYGEAGGLAKL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-northeast-2::control/DHAUGOPSEXMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-northeast-2::control/FGEPIZCARZGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-northeast-2::control/YKBYYOORVYDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:ap-northeast-2::control/AJZIPUOMEHPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.11

• arn:aws:controltower:ap-northeast-2::control/CCSEYYSAWFKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:ap-northeast-2::control/KBDEDURVZELG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-northeast-2::control/UTCUYXQMQXRC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:ap-northeast-2::control/ZXKHHALOBMMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.4

• arn:aws:controltower:ap-northeast-2::control/NGFEGYCAZMOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:ap-northeast-2::control/OUJUGYPGPBTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-northeast-2::control/RPCLZYKICEAM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:ap-northeast-2::control/KTRFCYEXSTXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-2 2942



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.S3.PR.9

• arn:aws:controltower:ap-northeast-2::control/GEANURJHOSJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-northeast-2::control/IHHCXMIJDPUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-northeast-2::control/AJUBXQWZCNZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-northeast-2::control/YKZDBOCKKZBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.1

• arn:aws:controltower:ap-northeast-2::control/HBILQHCZJFAW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:ap-northeast-2::control/DTARWAFQDLEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-northeast-2::control/BSARINIRFYGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-northeast-2::control/FLVJBWFDWHDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-northeast-2::control/GMIRRPOYKDSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-northeast-2::control/KOGUYYCCSEJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-northeast-2::control/PLNVFAREKZXP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:ap-northeast-2::control/HWDELIBEBVFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.1

• arn:aws:controltower:ap-northeast-2::control/FLFTSMDKQPGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:ap-northeast-2::control/YUWWRBUJCKWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:ap-northeast-2::control/TFNTUZCUNKTO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:ap-northeast-2::control/DZVWVPKKLYFW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.1

• arn:aws:controltower:ap-northeast-2::control/NWUHBVMJFVWU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.2

• arn:aws:controltower:ap-northeast-2::control/RDMVJESGQCRW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:ap-northeast-2::control/ACSVLXDDUUQP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:ap-northeast-2::control/CWHOFIFMIUUS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:ap-northeast-2::control/HXGROXENSKJT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.8

• arn:aws:controltower:ap-northeast-2::control/KXMSHTINJODP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.9

• arn:aws:controltower:ap-northeast-2::control/HUBWBMQSCTCI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:ap-northeast-2::control/EMCJNTXLMTCS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:ap-northeast-2::control/KQTDHCYPENTI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:ap-northeast-2::control/VTFOBJDZWLLW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.1

• arn:aws:controltower:ap-northeast-2::control/ZAUGAPPKZGZC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.2

• arn:aws:controltower:ap-northeast-2::control/OVEQWNZWUVPE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:ap-northeast-2::control/VMBGAYOTTZMK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:ap-northeast-2::control/UZASSMHEBAJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:ap-northeast-2::control/WOMTJFIXVURH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.9

• arn:aws:controltower:ap-northeast-2::control/FPOPHNUDJVCH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Autoscaling.5

• arn:aws:controltower:ap-northeast-2::control/IYOEVGEYCOFV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:ap-northeast-2::control/KUZDSXRCMEWW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:ap-northeast-2::control/OESJOHRDGIPI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:ap-northeast-2::control/FZYQSNLLCPXQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.5

• arn:aws:controltower:ap-northeast-2::control/RALDKYFCIKBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.6

• arn:aws:controltower:ap-northeast-2::control/KMAFNPVVVNSY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:ap-northeast-2::control/TIHGQHSIUQES

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:ap-northeast-2::control/IHLKDRJWXUHX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:ap-northeast-2::control/EAXVKDLAFMUI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.4

• arn:aws:controltower:ap-northeast-2::control/DEBWVFLXAGZI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.5

• arn:aws:controltower:ap-northeast-2::control/AHXTFEFIXPTX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:ap-northeast-2::control/KKTKHLMBCETI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:ap-northeast-2::control/CLQMFXIUXTDV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:ap-northeast-2::control/JVHTNANJBMDS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.1

• arn:aws:controltower:ap-northeast-2::control/BEJCXBYWOVAJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.2

• arn:aws:controltower:ap-northeast-2::control/EUJVJQYTHQHZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:ap-northeast-2::control/VHSRRHUYSMZF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:ap-northeast-2::control/OXFAIHYQZTPL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:ap-northeast-2::control/HDIFINDBKXRQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:ap-northeast-2::control/UNXYUHCHQWYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.17

• arn:aws:controltower:ap-northeast-2::control/WXFFLHKVJHMT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:ap-northeast-2::control/PULYBIGQAMIU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:ap-northeast-2::control/OSTTYXVZPAKB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:ap-northeast-2::control/YPREQUJHSSEG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:ap-northeast-2::control/ODPVIBBCEMZV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.21

• arn:aws:controltower:ap-northeast-2::control/ZXUCIOCDKWSE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:ap-northeast-2::control/LPKINEKDDRBM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:ap-northeast-2::control/JHWDNMKPAYRK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:ap-northeast-2::control/ZLOKQIGTIHZD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:ap-northeast-2::control/SVKZOQVUBAEW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.4

• arn:aws:controltower:ap-northeast-2::control/QVKVKMNHBRCV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:ap-northeast-2::control/GIBTSEIVFPKI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:ap-northeast-2::control/PPUMEARUOMAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:ap-northeast-2::control/WENMEHKVCFXE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:ap-northeast-2::control/EXUUFYGYJTSR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECR.1

• arn:aws:controltower:ap-northeast-2::control/AQOJKZAMTAPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:ap-northeast-2::control/OCKPMLOSKZGW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:ap-northeast-2::control/IXMOORTCBTMD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:ap-northeast-2::control/CRTKLEJMVWKX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:ap-northeast-2::control/MFBANBYEIBII

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.12

• arn:aws:controltower:ap-northeast-2::control/QILRKMIFRVDI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:ap-northeast-2::control/AZEUZHAHYCTW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:ap-northeast-2::control/VJYBXQPUIUBX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:ap-northeast-2::control/ZLQSIBGRUZQN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:ap-northeast-2::control/RXTACLFMBSCY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.8

• arn:aws:controltower:ap-northeast-2::control/GNPKSCSZTRDA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:ap-northeast-2::control/YNHUHLGHQVNE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:ap-northeast-2::control/VTEXLEQNDAOK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:ap-northeast-2::control/FMAXTHSWUHAN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:ap-northeast-2::control/LHCKUUHCRPBR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EKS.1

• arn:aws:controltower:ap-northeast-2::control/HFEPQKKCGYUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:ap-northeast-2::control/KNMBERLUNBLY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:ap-northeast-2::control/KXJZKDGJXTYM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:ap-northeast-2::control/QXHRCRDLPKYU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:ap-northeast-2::control/RAMKNMUEEEXG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.14

• arn:aws:controltower:ap-northeast-2::control/JMOCSNTDNPPI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:ap-northeast-2::control/UTLWZJKGQSNN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:ap-northeast-2::control/RHKBQSPWEASW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:ap-northeast-2::control/TEPRPAIKHSCW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:ap-northeast-2::control/IVVPLPKPUUWQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.6

• arn:aws:controltower:ap-northeast-2::control/ZONLNMDDOGJO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:ap-northeast-2::control/NKYEWHLZPPQC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:ap-northeast-2::control/LSDFYBAGXZRB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:ap-northeast-2::control/IFCBCLNRPANH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:ap-northeast-2::control/KCWNEMFFUYLN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EMR.1

• arn:aws:controltower:ap-northeast-2::control/FUWGQXDEJHVL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:ap-northeast-2::control/LASVWDCILYGQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:ap-northeast-2::control/TPVVQKJODFVL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:ap-northeast-2::control/WJVNWGGFDDKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:ap-northeast-2::control/SYUVAMHWZNFM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.5

• arn:aws:controltower:ap-northeast-2::control/ECKECTWTCCES

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:ap-northeast-2::control/KSBFKZWAUVIG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:ap-northeast-2::control/ABAXYOWHDPKC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:ap-northeast-2::control/WZWUGROTVPXC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:ap-northeast-2::control/GXYYXMDJPQWS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.2

• arn:aws:controltower:ap-northeast-2::control/OLBWUHFKLXTO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:ap-northeast-2::control/BOCATJEKJNPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:ap-northeast-2::control/SXTYEZHKEGVG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:ap-northeast-2::control/MFXIIBSZNHHF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:ap-northeast-2::control/YAALMGHJQDZX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.21

• arn:aws:controltower:ap-northeast-2::control/MXPBNMAHQMHQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:ap-northeast-2::control/MCTNEBTXCMPF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:ap-northeast-2::control/KNDGXYOAJBAD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:ap-northeast-2::control/ECYNNUZFPWMI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:ap-northeast-2::control/BOIRCXQEYNLQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.7

• arn:aws:controltower:ap-northeast-2::control/KGKMVFEKJMLZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:ap-northeast-2::control/LLXPAYEHWBTA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:ap-northeast-2::control/HEQYHQMETWVE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:ap-northeast-2::control/CUVJHPIMJUHF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:ap-northeast-2::control/IRPUDLZBQQWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.4

• arn:aws:controltower:ap-northeast-2::control/YSEVCOKRFQTC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:ap-northeast-2::control/WTQVFWIGVFQL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:ap-northeast-2::control/FQMQXEDYMYNK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:ap-northeast-2::control/QPNEMKAWAOIV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:ap-northeast-2::control/MGIYSFEIQJYE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.5

• arn:aws:controltower:ap-northeast-2::control/KSCPKEAMJICJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:ap-northeast-2::control/HVKNXPZTQPPN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:ap-northeast-2::control/PHYTUYFNLZVS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:ap-northeast-2::control/EIPLVFPXPLAW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:ap-northeast-2::control/HKGQLNXOUMFP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.2

• arn:aws:controltower:ap-northeast-2::control/HQGZCYUDHVRM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:ap-northeast-2::control/AGQDWLBSVZHW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:ap-northeast-2::control/GYPMVKORWSCM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:ap-northeast-2::control/VZANDNGXQTNF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:ap-northeast-2::control/DWWVOIHDHQNZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.7

• arn:aws:controltower:ap-northeast-2::control/USIGWXBKCXXC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:ap-northeast-2::control/WHZKUALDWLXH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:ap-northeast-2::control/SIHZYNYKWUBD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:ap-northeast-2::control/YXCJHLEGWVHW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:ap-northeast-2::control/RCAFDPAGIMPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.6

• arn:aws:controltower:ap-northeast-2::control/MUVXUXJSLZGB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:ap-northeast-2::control/EUSIHTCWFMOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:ap-northeast-2::control/NPHMMQWTNQJA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:ap-northeast-2::control/GGXZVSAXJJDO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:ap-northeast-2::control/EZAUSYQGYQLD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.5

• arn:aws:controltower:ap-northeast-2::control/HMQDJFSYXHRC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:ap-northeast-2::control/NALYWTOTQSQM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:ap-northeast-2::control/JVLECKNIHJFT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:ap-northeast-2::control/ELQLURSWUQRB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:ap-northeast-2::control/JZXYYUXYDVES

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.10

• arn:aws:controltower:ap-northeast-2::control/MOLCFSPBOQVJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:ap-northeast-2::control/WNGCEPODSWMA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:ap-northeast-2::control/TUCHTKHPPAUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:ap-northeast-2::control/YHGQSNNFHDVQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:ap-northeast-2::control/SEHEGBVDGFYC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.17

• arn:aws:controltower:ap-northeast-2::control/EPTKMHACQELH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:ap-northeast-2::control/NNRQJBASRGFM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:ap-northeast-2::control/JBYTKROMQCXV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:ap-northeast-2::control/LVCJBGBIVJAD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:ap-northeast-2::control/HVLENLXSMYVM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.21

• arn:aws:controltower:ap-northeast-2::control/GZCLBNPOKRNZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:ap-northeast-2::control/XGNLIROGTVPW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:ap-northeast-2::control/VIWCZSTJLLWW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:ap-northeast-2::control/YFLHZPIZNNYT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:ap-northeast-2::control/ONFIOHPFSHGK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.3

• arn:aws:controltower:ap-northeast-2::control/VMJOVSBQHNLI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:ap-northeast-2::control/TXZGWWJTMYAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:ap-northeast-2::control/QSPRBKYKNWKM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:ap-northeast-2::control/MEYNQQLIBFVH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:ap-northeast-2::control/EWKOXIOSNJCZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.9

• arn:aws:controltower:ap-northeast-2::control/PSHCDLXAFPIZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:ap-northeast-2::control/KUKRAWPCWPWD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:ap-northeast-2::control/HLTTIBMTADKA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:ap-northeast-2::control/QINDHCURJDPR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:ap-northeast-2::control/VAONGWDMQJRF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.6

• arn:aws:controltower:ap-northeast-2::control/LJCQVRORIRSP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:ap-northeast-2::control/DBIOXKSCYZGD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:ap-northeast-2::control/KHSJIQXMKUKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:ap-northeast-2::control/VYGTYLRWZYAD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:ap-northeast-2::control/AGLATCNIJPRQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.10

• arn:aws:controltower:ap-northeast-2::control/LRFQVSXHRYQU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:ap-northeast-2::control/LDPZBYDVREOG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:ap-northeast-2::control/UWBLTNMBDOOX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:ap-northeast-2::control/MNDGHSQGIHSP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:ap-northeast-2::control/CCDJWQAZRABA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.2

• arn:aws:controltower:ap-northeast-2::control/JVTGANIDGRYD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:ap-northeast-2::control/UQFGRBNKRVKM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:ap-northeast-2::control/OVTXWKOBZPZR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:ap-northeast-2::control/QJAYYWXCXHDN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:ap-northeast-2::control/LNGHEQDYEQLV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.9

• arn:aws:controltower:ap-northeast-2::control/XKQRAYJCRJRS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:ap-northeast-2::control/MJERXRWABXQL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:ap-northeast-2::control/EWMPINBPPCPC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:ap-northeast-2::control/EAUIYIPCCXXZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:ap-northeast-2::control/SOADYNVMUUSE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.2

• arn:aws:controltower:ap-northeast-2::control/YPZMNGTROKXV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:ap-northeast-2::control/UAWRVXEHXONI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:ap-northeast-2::control/UDAQAMUOGDDV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:ap-northeast-2::control/SNGBHAIQCTEF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:ap-northeast-2::control/OIKBJXEOZOYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.3

• arn:aws:controltower:ap-northeast-2::control/GRZCUFGQEKEG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:ap-northeast-2::control/GPALVEMMRYOJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:ap-northeast-2::control/GIGGAHAENDHH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:ap-northeast-2::control/MSPQXYBGOSXA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:ap-northeast-2::control/DZWYNEXSLLEJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.10

• arn:aws:controltower:ap-northeast-2::control/SDFINEZEUSJY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:ap-northeast-2::control/TMCZBYVXVTJL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:ap-northeast-2::control/YMBNBHLDYVOC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:ap-northeast-2::control/IVEPLVNECSLY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-northeast-3

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBI 
TED
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• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABL 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROH 
IBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CLOUDTRAIL_CLOUDWATC 
H_LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CLOUDWATCH_EVENTS_CH 
ANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZAT 
ION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CONFIG_AGGREGATION_C 
HANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CON 
FIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGE 
S_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_DISALLOW_CROSS_REGIO 
N_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABL 
E_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_MFA_ENABLED_FOR_IAM_ 
CONSOLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBIT 
ED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCES 
S_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 2996
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPL 
ICATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MF 
A

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCES 
S_BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 2997
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 2998
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• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-northeast-3::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:ap-northeast-3::control/PFBKTWXIMMIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-northeast-3::control/SQJBDNVUHOVM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 2999
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• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-northeast-3::control/SXPSZGLUEEZH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-northeast-3::control/CDPDATWIGGUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-northeast-3::control/FAGHQEVLPXRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-northeast-3::control/GVUDUCUXKDLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3000
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• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-northeast-3::control/GRMWXCQOGMBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-northeast-3::control/TBPGNZBEDTST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-northeast-3::control/YMEIVNTGKVYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-northeast-3::control/OCFAARZLCVUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3001
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• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-northeast-3::control/SLXXVXFLDWNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-northeast-3::control/LWZZOXDNXPAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-northeast-3::control/RRJRZTMNIMKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:ap-northeast-3::control/SOIGIAYMTJZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3002
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• CT.ATHENA.PR.2

• arn:aws:controltower:ap-northeast-3::control/SVHRKRGSQYKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-northeast-3::control/MOPBPKZRKDTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-northeast-3::control/ZXFBYRTFQSEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-northeast-3::control/WVMBATXXQYGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3003
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• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-northeast-3::control/EPLQWROCHULU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-northeast-3::control/TCTWXWXSMPMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-northeast-3::control/ANKICWWVQKYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-northeast-3::control/FOSLERMMWGCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3004
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• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-northeast-3::control/BSHZJGOWIYAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-northeast-3::control/UBFEQJTBFABY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-northeast-3::control/SDWSYCVWCGEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-northeast-3::control/BKGHDLNFOLGZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3005
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• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-northeast-3::control/KFBJHZDCITRT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-northeast-3::control/HPIJWRRRNZWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-northeast-3::control/VZFSUGKCIKSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-northeast-3::control/HVMWXRCNFRDO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3006
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• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-northeast-3::control/YQYFXRCGOJVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-northeast-3::control/DOTFJQVJFLRM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-northeast-3::control/NRRJRTUJBKRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-northeast-3::control/WBMVRQPRAOQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3007
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• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-northeast-3::control/UHYZMCZNNITK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-northeast-3::control/FFUABXMEWYYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-northeast-3::control/LFPEMXYIZGOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-northeast-3::control/XXBNGWACEEJO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3008
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• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-northeast-3::control/BQOOBSDUDOJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-northeast-3::control/NDEJIGGFJKIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-northeast-3::control/PRBKENAXOJXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-northeast-3::control/XFTUWPJDDHWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3009
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• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-northeast-3::control/UZOKBNYSYIZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-northeast-3::control/AZANGKXVSQGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-northeast-3::control/YHLIYCNCGUAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-northeast-3::control/QVLWIFOPPDEP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3010
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• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-northeast-3::control/YPIAEPNIJNQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-northeast-3::control/MRUGSCUAOCAC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-northeast-3::control/RANLWUOVCVOF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-northeast-3::control/BILMNUNVKGQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3011
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• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-northeast-3::control/BJZEVENBVKMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-northeast-3::control/AVRDIKUBVIEL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:ap-northeast-3::control/HGXHJVIRQSTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:ap-northeast-3::control/BBMUTVSRZXPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3012
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• CT.DMS.PR.1

• arn:aws:controltower:ap-northeast-3::control/CPGOCDMDHGFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-northeast-3::control/WDEREYMNSGMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-northeast-3::control/FIHFPXXSWPVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-northeast-3::control/TYKSQTKVDRPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3013



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-northeast-3::control/CRICQPHNTAAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-northeast-3::control/QFZXLJQCUPTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:ap-northeast-3::control/RDUEMSJPXBWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:ap-northeast-3::control/GBITMJKPAKCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3014
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• CT.EC2.PR.11

• arn:aws:controltower:ap-northeast-3::control/VSDSWNNKPRRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-northeast-3::control/DRLFKVUWERWU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:ap-northeast-3::control/ZBKKUULMNWGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:ap-northeast-3::control/IZAZFFYMGZOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3015
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• CT.EC2.PR.15

• arn:aws:controltower:ap-northeast-3::control/VWBDQCRJGCBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-northeast-3::control/RPJHCTJTENST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:ap-northeast-3::control/LAAWESZWTFBN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:ap-northeast-3::control/CHWQTIITHCLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3016
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• CT.EC2.PR.19

• arn:aws:controltower:ap-northeast-3::control/PCKXSLRDAWML

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-northeast-3::control/UWVOMYBTMINT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:ap-northeast-3::control/SQHOCRNSEXEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:ap-northeast-3::control/VFVJCOMQJKBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3017
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• CT.EC2.PR.4

• arn:aws:controltower:ap-northeast-3::control/BNIHBVSGLUNE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-northeast-3::control/HPUAFLSJFNNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:ap-northeast-3::control/RKIVCDUNAHHS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:ap-northeast-3::control/QVTIUYOTIXLG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3018
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• CT.EC2.PR.8

• arn:aws:controltower:ap-northeast-3::control/AFMPKBWMAQVX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-northeast-3::control/EBCERJIZRPES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:ap-northeast-3::control/TFTCJOVKJLMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:ap-northeast-3::control/LYRNEBMKPRTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3019
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• CT.EC2.PV.3

• arn:aws:controltower:ap-northeast-3::control/FCBHSKCCQWIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-northeast-3::control/HIZPXMQPAOIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:ap-northeast-3::control/BZXQVPISUJUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:ap-northeast-3::control/UVSJZUHFSUKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3020
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• CT.ECR.PR.1

• arn:aws:controltower:ap-northeast-3::control/QZAKDBVRAQPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-northeast-3::control/DSZQHOHPILVM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:ap-northeast-3::control/UQFGHQUAIBAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:ap-northeast-3::control/RXWKVANCUWSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.10

• arn:aws:controltower:ap-northeast-3::control/NTURYGMJMIDN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-northeast-3::control/QHUEUPKSMVAC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:ap-northeast-3::control/CUTNMQPJIESP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:ap-northeast-3::control/USNBRAEIRTOF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.3

• arn:aws:controltower:ap-northeast-3::control/HIAVTIWMMCDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-northeast-3::control/VAAGGLZEFDKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:ap-northeast-3::control/VUOFRSMBBPCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:ap-northeast-3::control/DZPUWGAVWHXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.7

• arn:aws:controltower:ap-northeast-3::control/QMHMUOSCGEHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-northeast-3::control/NBTIIWMCBBVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:ap-northeast-3::control/KWFPVPYEUQKJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:ap-northeast-3::control/HSZAZLRVWDLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.2

• arn:aws:controltower:ap-northeast-3::control/RHHGAMNJZHYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-northeast-3::control/LFDJWCRGQXCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-northeast-3::control/JAYMTBJNCZCX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-northeast-3::control/GMSVMLABMCNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-northeast-3::control/LFQASCUYICHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-northeast-3::control/WINOGQJEEOVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-northeast-3::control/VFZVDKOUURFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-northeast-3::control/MJULTZFOIKMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-northeast-3::control/GSYRJTGIEWKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-northeast-3::control/ZITTOMDIEKYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-northeast-3::control/DNUGEFZVWZLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-northeast-3::control/BIJTQZZCVCXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-northeast-3::control/GBVIFTEEMNCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-northeast-3::control/BDDOBOTQFTPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-northeast-3::control/OQUMNMODBGIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-northeast-3::control/ERXWWUAEEFID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-northeast-3::control/MYHWFMEYVGPL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-northeast-3::control/MTFUXDNBVIJO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-northeast-3::control/USVNDLDKAFXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-northeast-3::control/NSGUUZCKLJMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3029



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-northeast-3::control/ITCUUSRTKCQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-northeast-3::control/OBHPNWYXELNI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-northeast-3::control/TRVJVOOTGFUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-northeast-3::control/YGNXDTEMUSTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-northeast-3::control/IYJMHGRXOFTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-northeast-3::control/LSUGITKOSTLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-northeast-3::control/REBZVFIVNNZM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-northeast-3::control/LHRLWVZAGTIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-northeast-3::control/KEPKXDEDCABZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-northeast-3::control/QYYUHUZOKXSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-northeast-3::control/CTMACEMAYWWP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:ap-northeast-3::control/OMAMQJBXCRMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.2

• arn:aws:controltower:ap-northeast-3::control/EBFHBZHPBGVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-northeast-3::control/LVBHIHYUITGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:ap-northeast-3::control/VSIOOCSNCCXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:ap-northeast-3::control/IOYSTBILSAIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-northeast-3::control/GATXICTOAKVM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-northeast-3::control/ZHHFEZIYPBJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:ap-northeast-3::control/ROHDZMYMPCUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:ap-northeast-3::control/CJWYUKYSXKUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.4

• arn:aws:controltower:ap-northeast-3::control/SXUORJZQKEPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-northeast-3::control/DOVTCMZPYCON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:ap-northeast-3::control/CXQVUZQZUGDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:ap-northeast-3::control/RWZMAUHNERFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.2

• arn:aws:controltower:ap-northeast-3::control/MYGXAKQZZKAU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-northeast-3::control/CDAWCXVACTRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:ap-northeast-3::control/VEZVGZFSMURA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:ap-northeast-3::control/DJFGEKHRJHSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-northeast-3 3036



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.KMS.PV.3

• arn:aws:controltower:ap-northeast-3::control/SRLJJFKOCPJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-northeast-3::control/JQSIEDUWSFYP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:ap-northeast-3::control/AIURGKGHIPSD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:ap-northeast-3::control/GLKJUHBWIGYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-northeast-3::control/VYEPJCYALYAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-northeast-3::control/MWERAVUHAGVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-northeast-3::control/PJENJYVYITLK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-northeast-3::control/RQSBSQZIJMEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-northeast-3::control/QIZTBZNUZBKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-northeast-3::control/WKRQCRPWLTIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-northeast-3::control/NQDLCWOTTWYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:ap-northeast-3::control/UYXVFZSKTUBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.2

• arn:aws:controltower:ap-northeast-3::control/CXVLQMRMZNCA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-northeast-3::control/GRETECLSQPSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:ap-northeast-3::control/GOPUMVIQUABN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-northeast-3::control/NSDDZGMMKNER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-northeast-3::control/VRVLPEXHUHRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-northeast-3::control/RBZJYTJVKEHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-northeast-3::control/MEYIGJFZNYVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-northeast-3::control/CETXVRVGQUKY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-northeast-3::control/AFEXSGMDSATC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-northeast-3::control/KFPGHTQXQZEY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-northeast-3::control/VUNCRJLJDFIO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-northeast-3::control/VCMKHWLPDXBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-northeast-3::control/TXSZCXGXZSSN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-northeast-3::control/JVTNUXCWXDNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-northeast-3::control/TEXJPFYIYIRT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-northeast-3::control/PGHNZNEDFFYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-northeast-3::control/VZMEQZKMKZTD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-northeast-3::control/PFESRXEPJLXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-northeast-3::control/OCIFQRYXYVRZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-northeast-3::control/VXVTTKVHAVTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-northeast-3::control/VOMVAUOIUNDR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-northeast-3::control/PKHUQJEJCLWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-northeast-3::control/CQLGRRFXIEID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-northeast-3::control/RAGNOCSYSIJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-northeast-3::control/ZVKTNWLSWKUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-northeast-3::control/VXAOMOWSCIBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-northeast-3::control/WFTCZPQQJGQN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-northeast-3::control/BAKHBHLOYKAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-northeast-3::control/MDWFWNZOUXSM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-northeast-3::control/ZQAMBSNTXDIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:ap-northeast-3::control/ACFMYSTVSRBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:ap-northeast-3::control/UXAVTPDBVFPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.11

• arn:aws:controltower:ap-northeast-3::control/HRHVBEGGVKUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-northeast-3::control/FILLVTGDMVAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:ap-northeast-3::control/CEVYQIDVTPJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:ap-northeast-3::control/DHBPZUFKFKMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.15

• arn:aws:controltower:ap-northeast-3::control/YZEEBZWVNKYW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-northeast-3::control/OVSTMOQMNPMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:ap-northeast-3::control/MPZBVXOJLRKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:ap-northeast-3::control/GXNWDDJVUIVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.19

• arn:aws:controltower:ap-northeast-3::control/KZEWMMUENGWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-northeast-3::control/ZNQTIVZBEPPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:ap-northeast-3::control/CBIDNXQGCCKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:ap-northeast-3::control/HFOWJUBMOZXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.22

• arn:aws:controltower:ap-northeast-3::control/SWNLNNMLXINQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-northeast-3::control/AVEIAINBMSJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:ap-northeast-3::control/GCOSKKLRMNIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:ap-northeast-3::control/PUEKRODEBBUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.26

• arn:aws:controltower:ap-northeast-3::control/UQKHNVHGPOWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-northeast-3::control/XVQBQYGEVFTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:ap-northeast-3::control/SFUVHQQVEFDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:ap-northeast-3::control/KCZWZONUSFOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.3

• arn:aws:controltower:ap-northeast-3::control/EDXDFSJCWFCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-northeast-3::control/MSKZVZDUYTGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:ap-northeast-3::control/TQTYWXQTGLKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:ap-northeast-3::control/BEBKSCLLCLJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.6

• arn:aws:controltower:ap-northeast-3::control/THYQNOGWGHDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-northeast-3::control/RXRBKIOMOQMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:ap-northeast-3::control/AZHRBFNVKFNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:ap-northeast-3::control/NHSQTNZHEZZM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-northeast-3::control/NYNGHXGLPTOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-northeast-3::control/AWOJXMBCSBDF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-northeast-3::control/SXXALIODJECC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-northeast-3::control/DDJAPOKCNVKJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.5

• arn:aws:controltower:ap-northeast-3::control/XGNNEXTHJQXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-northeast-3::control/XKEHDXOAJSOF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-northeast-3::control/QPKHXJWAXBEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-northeast-3::control/EZYWKAOZZJCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-northeast-3::control/WMHZVKNJBHHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-northeast-3::control/BTKLXPIPPGWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:ap-northeast-3::control/IGACBRUIDHRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:ap-northeast-3::control/CICQLRNYABRT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:ap-northeast-3::control/ZNLHSTMRAXLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-northeast-3::control/PAAXMDTZLCSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:ap-northeast-3::control/GDPYJXJBMBRS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:ap-northeast-3::control/QPOADHZNFITP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:ap-northeast-3::control/HCNPCYDQYBTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-northeast-3::control/UIWWHNMZAHUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:ap-northeast-3::control/RVFBVPTCPJHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:ap-northeast-3::control/DARIPVIIRWUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-northeast-3::control/GLVFJPOFPXNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-northeast-3::control/WLJGIWFSJQDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-northeast-3::control/ODRNGAVPVJLJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:ap-northeast-3::control/YWVNSHOTESWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:ap-northeast-3::control/HYGNOVUHPJWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-northeast-3::control/ITIIXOXNEGVY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-northeast-3::control/TVTNAPHRDRZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-northeast-3::control/ZJLIMDYSNJVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-northeast-3::control/QYJWCLEEOXNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-northeast-3::control/XKVNIOEEWELE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:ap-northeast-3::control/TLGQQBOREOSV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:ap-northeast-3::control/ATYEMLPACRYL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:ap-northeast-3::control/EVFGOLAANCYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-south-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED
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• arn:aws:controltower:ap-south-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-south-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFI 
G_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LO 
GS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-south-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHO 
RIZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CONFIG_AGGREGATION_CHANG 
E_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTI 
ON_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_ 
CONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PR 
OHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-south-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-south-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-south-1::control/AWS-GR_DISALLOW_CROSS_REGION_NE 
TWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-south-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-south-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:ap-south-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-south-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-south-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_REST 
ORABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-south-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-south-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:ap-south-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:ap-south-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:ap-south-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-south-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

ap-south-1 3071



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_A 
CCESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-south-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ap-south-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONS 
OLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:ap-south-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-south-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-south-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-south-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-south-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-south-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:ap-south-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-south-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-south-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-south-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICAT 
ION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-south-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-south-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BL 
OCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:ap-south-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DI 
RECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-south-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-south-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISA 
BLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:ap-south-1::control/YSLZGQSFAAGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-south-1::control/OWNNOAXIDVKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-south-1::control/YVJSVPYRBSBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-south-1::control/HEBRXKGJORFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-south-1::control/YRNSAXOGSJSY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-south-1::control/UXJBMYYQDHMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-south-1::control/FYRZEYAUDCMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-south-1::control/QHZRCUZCBFVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-south-1::control/YZTDFULTHZAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-south-1::control/DSCBAAVLXJTA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-south-1::control/YBIIYQMKPBJC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-south-1::control/LLJEFWBUEEMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-south-1::control/OAYEUAAFUDDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:ap-south-1::control/DTWSCCHPQVNT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-south-1::control/XZSYTUYWCXPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-south-1::control/UWTJAKCQQDQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-south-1::control/LGTYDBJHKRWY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-south-1::control/RZLFQWHTFKLX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-south-1::control/ZSFUPIZUKOLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-south-1::control/XTCCYWXZTQQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-south-1::control/SOTBXAWRFPZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-south-1::control/YWRLTVCFEEXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-south-1::control/OLNBKFLLQMBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-south-1::control/JUIBGGNJBHVD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-south-1::control/PLFOJFSZJQRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-south-1::control/ZNYKRMJOMGMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-south-1::control/JURDJLNESWGR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-south-1::control/DPDNFOCWKPXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-south-1::control/LATRCFDQWVIN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-south-1::control/SDPQNYINEQRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-south-1::control/OCRRDMBCTTPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-south-1::control/HPOIOKYDFMZE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-south-1::control/QDMUYVEFHYOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-south-1::control/SWGZZGILWLWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-south-1::control/BYQGXIDVQDFM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-south-1::control/CFFXQUJBTGPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-south-1::control/NBUGVULZANXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-south-1::control/YVIVTCSBKNZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-south-1::control/XOLQDYEYNFBA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-south-1::control/AFDQMHYCXZPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-south-1::control/UQXTLQQUVMRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-south-1::control/VZQEAYLRUVEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-south-1::control/JPDUOXRODBEG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-south-1::control/OTGQBKNMWNKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-south-1::control/IHHAKHDRLOGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-south-1::control/PMZEKQNVBRKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-south-1::control/MVSGVYHINMLZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-south-1::control/OWJXWKPQUCWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-south-1::control/RWTLUYFSMXLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-south-1::control/ZUBAPDKBHPEE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-south-1::control/XFEBDNHXUVOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-south-1::control/IPCTFYGTPJQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:ap-south-1::control/KIADSEVTATNK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:ap-south-1::control/ACWSAQRXMAPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ap-south-1::control/UICXSEVCABSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-south-1::control/TCEDVKZNCHKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-south-1::control/NJTDQSHRSPIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-south-1::control/XDKECWMGYWQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-south-1::control/RMGEYQOKBYAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-south-1::control/WZFVBOYAOMIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-south-1 3093



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.1

• arn:aws:controltower:ap-south-1::control/OZFCKKRKZSIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:ap-south-1::control/IUSDZWVDETIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ap-south-1::control/IRKWHFEJOBYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-south-1::control/VEHFJHVKJNRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:ap-south-1::control/SSCKAJIEWDZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:ap-south-1::control/TUQFRYIKJBAM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ap-south-1::control/WCLNDTLLGBLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-south-1::control/YAAAYGTOXOOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:ap-south-1::control/VSOAGVUGDSFC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:ap-south-1::control/PJAUVLXZJDJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ap-south-1::control/GJAZFJQQYMYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-south-1::control/UMDAUNXLFJJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:ap-south-1::control/JIIMKWUYJACB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:ap-south-1::control/QIMWICZWNCTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ap-south-1::control/VALJQOMVXOMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-south-1::control/PEKEYNXLWHHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:ap-south-1::control/RSPKEHRKFSKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:ap-south-1::control/MXXCFQMDZVVY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ap-south-1::control/PTTXRHPKISJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-south-1::control/RWBQBCWGSMYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:ap-south-1::control/NMUXQXQEMYOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:ap-south-1::control/JDQDBMIYNKPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ap-south-1::control/PMUHWXSMSWPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-south-1::control/JODKGYKBMUCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:ap-south-1::control/KXLRVKUCFQSJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:ap-south-1::control/GTSXROEFLIQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ap-south-1::control/MYOMRLIOXVFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-south-1::control/WBSBAJCHOSLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:ap-south-1::control/QAMXLOUSWQVO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:ap-south-1::control/KPQKCVEFHKYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ap-south-1::control/TOAJYCRKCFXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-south-1::control/HZHMSMNSGECV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:ap-south-1::control/PHUSQUZZKDFW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:ap-south-1::control/DOAWPTYPTCXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ap-south-1::control/RQJOQNGJDIYW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-south-1::control/ZAWNBERLIWEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:ap-south-1::control/AEKSNGNWNYUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:ap-south-1::control/DNUFPJWDBSLZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ap-south-1::control/HRFRZYONQAJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-south-1::control/IGXZMOGOCQBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:ap-south-1::control/BVARTMYMOPNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:ap-south-1::control/YHWWDZFUJRBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ap-south-1::control/KOPLFFVKEDAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-south-1::control/RZRXIXZMAVLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-south-1::control/LFUNGCAFTSLK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-south-1::control/IYGWAKKVKOAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-south-1::control/EUMQYRAPDFTL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-south-1::control/HMBLNJNCTDHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-south-1::control/LJWYGOMFTCTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-south-1::control/EAWBFGLUSNPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-south-1::control/ISMYPOJDEIGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-south-1::control/HDYHDDNUEOBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-south-1::control/QYIYEHUBOJKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-south-1::control/CBTNCZSTVKEE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-south-1::control/LJZEHFLGLFSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-south-1::control/AKIXEAUEXTWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-south-1::control/RVTHUVTEDVMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-south-1::control/XKQWNWPEIRFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-south-1::control/KDCYLSTBLDFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-south-1::control/TWJWYQMUZOHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-south-1::control/AMQCTRGHKRTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-south-1::control/JICDLDNZKCWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-south-1::control/LHLSDALYHRNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-south-1::control/ORKESKWXKFSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-south-1::control/SFHSNOQTUAHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-south-1::control/YSAHARNPJCBU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-south-1::control/UQNSEXWGOAVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-south-1::control/YXLUVVLYBOMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-south-1::control/NFDTXLIHKABM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-south-1::control/FKDCIAVBHALD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-south-1::control/RSTFVKGDFFVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-south-1::control/JDAAURPDZMOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-south-1::control/RGANYVCMWFZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:ap-south-1::control/TVAYHGQUXLPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ap-south-1::control/PHHKZGEWDAZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-south-1::control/XSTLMPKVVTZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:ap-south-1::control/HIZUGNMVVFIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:ap-south-1::control/TLZNZDRMXYUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-south-1::control/CGJWZYIKSAKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-south-1::control/UTUYMAXJRGID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.2

• arn:aws:controltower:ap-south-1::control/FEBWNSMFEJIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:ap-south-1::control/UJVQWOKLAPOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ap-south-1::control/CBIVZXRPUAXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-south-1::control/JZHXBIKWJJLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:ap-south-1::control/QEXYSDBEGDVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:ap-south-1::control/XHSHCFZKRKSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ap-south-1::control/IQOKDDFQVULP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-south-1::control/VEZBRKXRLKAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:ap-south-1::control/AXYYODJFUXQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:ap-south-1::control/HVPBYISBZGOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ap-south-1::control/VIYXFDTJFTOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-south-1::control/XVUJXMNUJKRH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:ap-south-1::control/BIVKYUJTTVXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:ap-south-1::control/FBTMEVIZDZXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-south-1::control/YMYWZTVHNPMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-south-1::control/OYLHPRXKQADB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-south-1::control/BZXKMLBAUXJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-south-1::control/PCXKSOQRFOJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-south-1::control/XORGKKZRAMGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-south-1::control/BFBVYIEXHBJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-south-1::control/GVZQJUVYWDCB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:ap-south-1::control/KBSAGXSAADUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ap-south-1::control/OYDKTPAMRYBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-south-1::control/BTWMDHYZHDAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-south-1 3119



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.MSK.PR.2

• arn:aws:controltower:ap-south-1::control/XAWVJZRSTADX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-south-1::control/OLQBAKMRJYXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-south-1::control/HKUTEITUOURQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-south-1::control/USKYFIQHPSRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-south-1::control/DSCGRLDBSTVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-south-1::control/EKPWQJMYXYJC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-south-1::control/VFHGVCTVPMQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-south-1::control/SEWCMVQOWXZF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-south-1::control/ZJXSBKPNKOSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-south-1::control/VBXMAKCXQCPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-south-1::control/VZAFYQVTASYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-south-1::control/DOJBIXUZZFQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-south-1::control/ZBDNHDIOZEMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-south-1::control/VOXPJBUXXXSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-south-1::control/BPRGFRVWRLYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-south-1::control/AADYUONVCYLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-south-1 3123



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-south-1::control/XRXYSFHHVRGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-south-1::control/POFYFDIMHQKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-south-1::control/TJJENZZFEAXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-south-1::control/KZTACTIDLFAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-south-1::control/TSAAUQSILYSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-south-1::control/OGZKUCPQNZAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-south-1::control/EJLRJLUVBNHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-south-1::control/FRHDOEXXBOWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-south-1::control/HKMNHQCBPFBI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-south-1::control/SJEVTRVISWQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-south-1::control/EJEEGAXFUIUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-south-1::control/GWVTUMUOXNCX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:ap-south-1::control/HZBEHSXYTYJP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:ap-south-1::control/CGCCLNZVZFEY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ap-south-1::control/ZZRRQNGFFMLK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-south-1::control/SKNYYPGEGZZE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:ap-south-1::control/PKVINHPDQTMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:ap-south-1::control/NVAQMMWPIIPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ap-south-1::control/KTCRRGSRUWGR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-south-1::control/FWAZWNKRMETW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:ap-south-1::control/UBRPEHEOKHPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:ap-south-1::control/YKUELCLADAOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ap-south-1::control/TQMKLIDIAQMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-south-1::control/YEQRARYEJPWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:ap-south-1::control/PJNMBTVRXJJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:ap-south-1::control/AONMPRGSRMUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ap-south-1::control/HYNXJZMOFCXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-south-1::control/BCJOWGCTPYMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:ap-south-1::control/VXFCDUYXIIEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:ap-south-1::control/IZGPUABATWSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ap-south-1::control/ORBPVZYSXABE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-south-1::control/GOZZPVLEFGZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:ap-south-1::control/UZSJIYMNZODO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:ap-south-1::control/EZDGZGLBTFVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ap-south-1::control/VFYDRPBPNNBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-south-1::control/SAPCIDKSBCGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:ap-south-1::control/MZCFSYUEMWCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:ap-south-1::control/NJPGNYPGHMDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ap-south-1::control/GFPESZSMOHKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-south-1::control/BFMJVHXZBFLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:ap-south-1::control/UZSCDCCOFFDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:ap-south-1::control/LWNVYRAQEITA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-south-1::control/GAHFLNXXDQAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-south-1::control/CUMXJYSQUGQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-south-1::control/UJYYBSZJHUBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-south-1::control/JJYKTICMBNII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:ap-south-1::control/JVRPBPFUFXUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-south-1::control/IQZBJZUENUEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-south-1::control/WPOFSGASMAFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-south-1::control/WIWQCADWSSNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-south-1::control/VAKAVHVBZRLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-south-1::control/DVQUCYQSSVYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:ap-south-1::control/ZVWFNYUTBJQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:ap-south-1::control/YRTTYKIGHXEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:ap-south-1::control/YAWOMMVYLVVM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-south-1::control/FQXYYRCXLSVY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:ap-south-1::control/OGNPSHWCNUXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:ap-south-1::control/HDFMAXJXVUNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:ap-south-1::control/KYICILZPASAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-south-1::control/IJYFTUFPBGPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:ap-south-1::control/ZWZWDEMHXOHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:ap-south-1::control/YDWMXGHWKJDO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-south-1::control/EOQDTUMRBXGY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-south-1::control/ZTZRIMHDVQSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-south-1::control/MWSRFJCKCMYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:ap-south-1::control/WBEXRWIRFKJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:ap-south-1::control/JAGVXXXLXSRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-south-1::control/FKXONMCUFEDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-south-1::control/YHNWBNXVKOZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-south-1::control/PWYDDDJMHVKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-south-1::control/TKFTXHEZWGTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-south-1::control/XANETJVAEOSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:ap-south-1::control/TZFBNAETOMJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:ap-south-1::control/ZJTWMPTTRZRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:ap-south-1::control/FQITWYCBKFGZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:ap-south-1::control/VPNPOEIIUSHA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:ap-south-1::control/QGYUUHWATOQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-south-1 3142



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.APIGateway.1

• arn:aws:controltower:ap-south-1::control/YLBGCOIJCWCO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:ap-south-1::control/ZWRPSDCJJTPW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:ap-south-1::control/RDTQSQGIEQUC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:ap-south-1::control/RXPVPYDGQHYM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:ap-south-1::control/SZGAIYMXIFVU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:ap-south-1::control/LPEGHVWXGRWR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:ap-south-1::control/TPQDZNHEPZZY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:ap-south-1::control/IDEZUGBAFKOT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:ap-south-1::control/GALGXJCQPHEO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:ap-south-1::control/ZBCVSSZDSNXL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:ap-south-1::control/RJDQSGGXMFNH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:ap-south-1::control/VFWAYLBRJFYI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:ap-south-1::control/LPSGVWSPBFOM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:ap-south-1::control/HAQJHOURKUHX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:ap-south-1::control/NACEEPQFGKZT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:ap-south-1::control/UHHKZSLKXCPG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:ap-south-1::control/NRPXJATICULB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:ap-south-1::control/HDXRGASZIBJR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:ap-south-1::control/BJKTTLYAWQNP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:ap-south-1::control/WYJYQDZHOUMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:ap-south-1::control/TNFFXMMEKNUK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:ap-south-1::control/AKRYYJMCPEUJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:ap-south-1::control/ICYKSDRBZJBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:ap-south-1::control/RBONONXLXNLM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:ap-south-1::control/AGXAYVCMISLI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:ap-south-1::control/VZJSHORKBLYN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:ap-south-1::control/LSISWPBSPNUR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:ap-south-1::control/GIDDGGAFOUJI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:ap-south-1::control/UNTGIPBGZWDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:ap-south-1::control/ZGFVWYFZCTDX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.1

• arn:aws:controltower:ap-south-1::control/AFPOMTIBACAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:ap-south-1::control/LAWQMOXHJYFR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.3

• arn:aws:controltower:ap-south-1::control/TEFXANOXFVRK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:ap-south-1::control/DCYWBSWPHALS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:ap-south-1::control/HBYPEQKUWCTB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.15

• arn:aws:controltower:ap-south-1::control/LHHYJCUXFCSE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:ap-south-1::control/WHQJLTOONSGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:ap-south-1::control/SLCEEBHVDJFI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:ap-south-1::control/CMOVKNTIMGOH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:ap-south-1::control/VYOUBCPPBFTY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.2

• arn:aws:controltower:ap-south-1::control/HRILSVBGXGGB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:ap-south-1::control/WIULDPIAKWSU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:ap-south-1::control/SOUTWZRNWHMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:ap-south-1::control/YSMQIQVOSFYA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:ap-south-1::control/UXLJDHFLBJUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.3

• arn:aws:controltower:ap-south-1::control/WKHAUMVQJHBL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:ap-south-1::control/FTPNAYEWDTJT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:ap-south-1::control/XSSFYRGJZNXH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:ap-south-1::control/YGQDRTWXYLOX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:ap-south-1::control/BICIOKSBGCME

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.9

• arn:aws:controltower:ap-south-1::control/DJYJFJKFZGNB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:ap-south-1::control/FKTCYLYWJYFL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:ap-south-1::control/LOYORBYGCYNU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:ap-south-1::control/AMXIUAVTMARH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:ap-south-1::control/DZKNSGRUQHTT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.10

• arn:aws:controltower:ap-south-1::control/SUDPRJEDUAWI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:ap-south-1::control/XAFJJVQHMGNX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:ap-south-1::control/OCQSRQOSDJOY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:ap-south-1::control/ZMMJVDDXRGGF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:ap-south-1::control/YEZCUVRWIYFA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.5

• arn:aws:controltower:ap-south-1::control/AFNCBEGBYIXM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:ap-south-1::control/KANMMZEMJFTV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:ap-south-1::control/IUAGTQHHNXJJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:ap-south-1::control/RYDLPNLERROW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:ap-south-1::control/QZXHMIOHKTKH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.4

• arn:aws:controltower:ap-south-1::control/HYFDEIVIDTOE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:ap-south-1::control/HGFRLOAZSNPF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:ap-south-1::control/OLRVVJBCRSGN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:ap-south-1::control/SNUVEKZNARWV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:ap-south-1::control/LKVZZNIHLSAG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.13

• arn:aws:controltower:ap-south-1::control/WMXUZBXGIQWF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:ap-south-1::control/GFCILRDCWFSU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:ap-south-1::control/QIAVFQEMYPRM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:ap-south-1::control/KTZTXRNIMGCY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:ap-south-1::control/YCLAVFMLZXCO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.5

• arn:aws:controltower:ap-south-1::control/FOTLYKSQLKLV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:ap-south-1::control/QECHNAARNAON

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:ap-south-1::control/IKKHFUAQZUVN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:ap-south-1::control/BBKARSAMZQXX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:ap-south-1::control/SVECMBMGSKGW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELBv2.1

• arn:aws:controltower:ap-south-1::control/BATAGMQWYONM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:ap-south-1::control/NOTXPWZXUBGQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:ap-south-1::control/SCVOJNYHGDOL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:ap-south-1::control/NOKXLSVSZDSE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:ap-south-1::control/OZYVQTZLOGQO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.4

• arn:aws:controltower:ap-south-1::control/TIPBMSRPMONC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:ap-south-1::control/YVMKOVTHFRNH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:ap-south-1::control/GLOMYATYELRZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:ap-south-1::control/PTXYSYHARCVA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:ap-south-1::control/QVPGWCRCBGPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.1

• arn:aws:controltower:ap-south-1::control/TJVUCTRUZXBI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:ap-south-1::control/DWGNUKILACZO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:ap-south-1::control/RUXVSGIGSQEA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:ap-south-1::control/FITXSLOHMHEK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:ap-south-1::control/TENOMRDYBHFD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.2

• arn:aws:controltower:ap-south-1::control/RYBHHGRLQNRS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:ap-south-1::control/WFVNBRNTREIU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:ap-south-1::control/RFHKMYZYMHYO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:ap-south-1::control/MYNFRQFMIDRC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:ap-south-1::control/MAJHPOEPBKQN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.6

• arn:aws:controltower:ap-south-1::control/HIVWUODPEDII

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:ap-south-1::control/XADXTOPDEFZN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:ap-south-1::control/FKPJQKAODREW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:ap-south-1::control/IGBZSWRYBKOJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:ap-south-1::control/JBHOZLAJZRHT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.3

• arn:aws:controltower:ap-south-1::control/APZNZRNDYXHH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:ap-south-1::control/SIAZYKIXAWVM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:ap-south-1::control/YPEWSZCWJIUR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:ap-south-1::control/WLOTGENGLMYP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:ap-south-1::control/BHBSEUQUFGWL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.3

• arn:aws:controltower:ap-south-1::control/EUDGMAMQFGDU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:ap-south-1::control/PYKSDWCTUPJJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:ap-south-1::control/GHRHLPKDQNUD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:ap-south-1::control/ATXQBWMKKEUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:ap-south-1::control/JVUELRTAEORI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.1

• arn:aws:controltower:ap-south-1::control/YDRDBHSTEGFF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:ap-south-1::control/ZPZGKOGHBUPR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:ap-south-1::control/MWNOLNFGIQDK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:ap-south-1::control/WYUUHCKLJMJN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:ap-south-1::control/DFLUIGICKNQB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.6

• arn:aws:controltower:ap-south-1::control/RGTMIUHBCJER

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:ap-south-1::control/ZREIJBCXRJCO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:ap-south-1::control/IQNCAGYRQMAC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:ap-south-1::control/KXECUOXEPWAE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:ap-south-1::control/HAHSWPLBYDBY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-south-1 3167



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.NetworkFirewall.5

• arn:aws:controltower:ap-south-1::control/OWXSVHKINPIX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:ap-south-1::control/AYDXHNXYPDCX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:ap-south-1::control/UBZMNDYJFFGL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:ap-south-1::control/HTJOZSBBCWOS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:ap-south-1::control/LDDCEQCAMDTZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.4

• arn:aws:controltower:ap-south-1::control/FBETLNTPIXIH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:ap-south-1::control/GZUMMDQRRYGL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:ap-south-1::control/AHZDAVZEIKPI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:ap-south-1::control/AWWBNORXHGFQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:ap-south-1::control/YRWIMCSZLLAG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.1

• arn:aws:controltower:ap-south-1::control/EHMNWTQNUQFX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:ap-south-1::control/RYHNWNNMLODQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:ap-south-1::control/YITLGYAIRUBP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:ap-south-1::control/YDFQASDRCIIK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:ap-south-1::control/SJKOVPHPKCSE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.15

• arn:aws:controltower:ap-south-1::control/ALNCDIFDIXFY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:ap-south-1::control/YVFDAUWENFAA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:ap-south-1::control/WUNIHEUEMUJR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:ap-south-1::control/FNYIMXTFODXS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:ap-south-1::control/QPXOSOOJYDOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.20

• arn:aws:controltower:ap-south-1::control/NVFJXDYXEZUI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:ap-south-1::control/MUDGOLDWJQFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:ap-south-1::control/QUVLHKDDEGEY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:ap-south-1::control/FAFQHCERANWF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:ap-south-1::control/AWJUNDMLTRRD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.27

• arn:aws:controltower:ap-south-1::control/VLLLLYEMUGOC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:ap-south-1::control/QLBPHXRQYFTE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:ap-south-1::control/DACICEFQAULS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:ap-south-1::control/GPUFSACIRWXI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:ap-south-1::control/VHPWTYRBFSMR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.8

• arn:aws:controltower:ap-south-1::control/LWZRQWERBHQG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:ap-south-1::control/KAQQDXQFJYRU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:ap-south-1::control/WXXRGRFXMKHZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:ap-south-1::control/WJWRWAEUMDCO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:ap-south-1::control/NDBMIIUJFYKY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.4

• arn:aws:controltower:ap-south-1::control/JHIVYPBOODHM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:ap-south-1::control/WWTYVIKOAEOM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:ap-south-1::control/QTIUHWEMWAMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:ap-south-1::control/LNLPIBKGAUQR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:ap-south-1::control/DNJVACRRVQMJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.1

• arn:aws:controltower:ap-south-1::control/DDFXZZZGUALP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:ap-south-1::control/KPCTMBEDXBVA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:ap-south-1::control/RFTVXUXSDPBJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:ap-south-1::control/QYSZQBRLIVHX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:ap-south-1::control/EKXYSHHNTFGF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.17

• arn:aws:controltower:ap-south-1::control/QKQSGBKTQTNI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:ap-south-1::control/WQFTUQOYEPUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:ap-south-1::control/MUMHADVUHEXE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:ap-south-1::control/OJXAXIGHYFQW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:ap-south-1::control/DBISINHULBGV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.8

• arn:aws:controltower:ap-south-1::control/HTLHSBYDSNKX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:ap-south-1::control/THYMKLHAVMWC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:ap-south-1::control/WDDSEPDQGELD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:ap-south-1::control/EFGSSRJSCQHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:ap-south-1::control/OCRDEAEBDMNJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.1

• arn:aws:controltower:ap-south-1::control/ISTITQJTNGSD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:ap-south-1::control/CWXNZUPFQUJG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:ap-south-1::control/CVEGWZBOLQVU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:ap-south-1::control/XRDYUTEVYMMA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:ap-south-1::control/DGBAJFFOFTUB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.2

• arn:aws:controltower:ap-south-1::control/PLPATENUQNNZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:ap-south-1::control/LMYFYNKDCOKV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:ap-south-1::control/VCDOMBQOZAKF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:ap-south-1::control/LOGBIWTPOFLX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:ap-south-1::control/DRWDDUMJXGDX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.4

• arn:aws:controltower:ap-south-1::control/MFXRVGDHFFAU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:ap-south-1::control/DZCJRBFWFYZA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:ap-south-1::control/DLOLIYYVEVKV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:ap-south-1::control/BXSAQBULUHIU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:ap-south-1::control/ZGIHYMZBHXMV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_AUDIT_BUCKET_POLICY_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBIT 
ED
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• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-south-2::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_AUTOSCALING_LAUNCH_CONFI 
G_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LO 
GS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-south-2::control/AWS-GR_CONFIG_AGGREGATION_AUTHO 
RIZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CONFIG_AGGREGATION_CHANG 
E_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTI 
ON_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_ 
CONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PR 
OHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-south-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-south-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-south-2::control/AWS-GR_DISALLOW_CROSS_REGION_NE 
TWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-south-2::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-south-2::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-south-2::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-south-2::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_REST 
ORABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-south-2::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-south-2::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-south-2::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_A 
CCESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-south-2::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-south-2::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-south-2::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-south-2::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-south-2::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-south-2::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-south-2::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICAT 
ION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-south-2::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-south-2::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BL 
OCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-south-2 3193



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-south-2::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-south-2::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-south-2::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISA 
BLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:ap-south-2::control/PUXHXGEXNZWU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-south-2::control/ZKNNHMHVZWCV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-south-2::control/WUVYCWRIERYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-south-2::control/DNUEOQSFWTRD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-south-2::control/VXYNUKKTZXGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-south-2::control/EOXAVTBQIHIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-south-2::control/STHZPVSVPASX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-south-2::control/KHNUYYGINTJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-south-2::control/JXQTZKIXJRCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-south-2::control/IKYKQMGGAKTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-south-2::control/CDKXWSFZGMII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-south-2::control/DLCUIJBZAGXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-south-2::control/XUCEXYLCFRYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:ap-south-2::control/NEFDJXCQIHRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-south-2::control/WPKKGXFEUSGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-south-2::control/PMSUPKWKNJRZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-south-2::control/XUABKDYXZWKI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-south-2::control/DMKZTXZXOCDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-south-2::control/PCDFZDMSEJKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-south-2::control/BYABBFQHKMBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-south-2::control/LPLVNKCQLVJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-south-2::control/TQETCIZKIMIU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-south-2::control/NCSOESJIZPDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-south-2::control/DKHBSPQGATGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-south-2::control/PVJJTCCPQERK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-south-2::control/RTJYHAXOEEDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-south-2::control/HATHJJWTNRTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-south-2::control/NCQFJEHLNVOL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-south-2::control/MFLJBHYHDJZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-south-2::control/KPXXRYKIBWCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-south-2::control/NJQTYERBVBJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-south-2::control/WQIZCKKCSRXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-south-2::control/JPFMNYTBXSIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-south-2::control/EWCULHXPMCBD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-south-2::control/UPTABJLZLULD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-south-2::control/DWTWKHVWMSMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-south-2::control/HJIQHQJZMQZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-south-2::control/KFVUHHOBQFSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-south-2::control/QFCAJQOMWRYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-south-2::control/YCGKIQTAMTUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-south-2::control/AWBLELLPBPBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-south-2::control/XSCOQUSBVAKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-south-2::control/UEJEPFFSZUBW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-south-2::control/DEJFOZEGERQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-south-2::control/TRQTFJOZZEOF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-south-2::control/BGONJAEQQODC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-south-2::control/ZQLUVNOAMURG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-south-2::control/KEFQCWMQBGJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-south-2::control/NXUQZRZNLASB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-south-2::control/ETTGKYPZHDWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-south-2::control/SRRAJIIMEVGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-south-2::control/HDSPSOQHQADH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-south-2 3207



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.DAX.PR.2

• arn:aws:controltower:ap-south-2::control/RDUKUALNEVNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:ap-south-2::control/BEFHHEFAMIGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ap-south-2::control/EUCLHHUYDEEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-south-2::control/YRGKYVHVRBSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-south-2::control/ECVIEFMUQJMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-south-2::control/WAJSGCIJCGCH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-south-2::control/CUNOZJCLCDXS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-south-2::control/MOYLIDKDFBHL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.1

• arn:aws:controltower:ap-south-2::control/MTSLSKQKPIFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:ap-south-2::control/TWBJIMNVQOYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ap-south-2::control/TCPUTKECULUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-south-2::control/HLEAKIWSBDXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:ap-south-2::control/LXNQLJAJNVLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:ap-south-2::control/NAGYSJVVWTDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ap-south-2::control/AFZIXCJHXMFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-south-2::control/ATWNDZAYESGZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:ap-south-2::control/YVOTFUWYGJCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:ap-south-2::control/GJHONUWZLYGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ap-south-2::control/ZDTJVRYSTEYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-south-2::control/AKETHXXMVTQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:ap-south-2::control/RXGLYCJGBYGD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:ap-south-2::control/YCUAGICDVCVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ap-south-2::control/KMFIIHJHPROT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-south-2::control/GXAMOHYONSAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:ap-south-2::control/PQKQBDQPIXCA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:ap-south-2::control/HLKXSQDKBYSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ap-south-2::control/LPNSPPZGRSQC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-south-2::control/QCWEEEETSSTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:ap-south-2::control/GRWQKMQTHFTA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:ap-south-2::control/VCZVABGYJPWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ap-south-2::control/NEQJLANSJHSN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-south-2::control/TADWJEUEHALG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:ap-south-2::control/RWAJOWNWXEWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:ap-south-2::control/ACJBMMGJKLKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ap-south-2::control/RYSKJQCTSTWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-south-2::control/JUTYWVTNRCMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:ap-south-2::control/EEHWJWMDSOSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:ap-south-2::control/JUYGSQOUWUFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ap-south-2::control/TEOLHJITGNSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-south-2::control/UZYAASORZSTK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:ap-south-2::control/DIMYMTIRUMAR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:ap-south-2::control/NUVQPYPCRWRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ap-south-2::control/ACWEVNIMYUCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-south-2::control/DZMBACOEVMXS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:ap-south-2::control/JBHWTYUKEEIO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:ap-south-2::control/RYOJTKATLZWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ap-south-2::control/FTVHCALGECKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-south-2::control/NIRYANSAZIQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:ap-south-2::control/ETUVKDVBNXWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:ap-south-2::control/CKECKGIUXTQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ap-south-2::control/DHNVBIPNLTTM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-south-2::control/TRJRZVZCRWLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-south-2::control/FSMTBMPOWFCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-south-2::control/JZIUWCPVXPRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-south-2::control/LXXVJGECXCLX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-south-2::control/JKIQQDHMBWJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-south-2::control/KEMJKNUAMINW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-south-2::control/EPMCDGUGOKVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-south-2::control/XAYDSZRNRDCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-south-2::control/MRWDNKOKEJVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-south-2::control/YQWDJDIGFTJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-south-2::control/NSKZNAONQADX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-south-2::control/MCSQEHQTIYWZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-south-2::control/ARFSNBUXZZKJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-south-2::control/CWJPIEBEGENM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-south-2::control/CVGTZDJTZLJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-south-2::control/AQBRQHVHBKKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-south-2::control/EFCETYXCCSXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-south-2::control/JHZCKZSJBDKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-south-2::control/CSEUEGCZREOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-south-2::control/HFJUUUOGTEPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-south-2::control/NYLPBEXSGGOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-south-2::control/IDWCAEQUETLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-south-2::control/BJCGMXBUQOAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-south-2::control/VREWVBQOGOTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-south-2::control/GCBLJGHGUUXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-south-2::control/KGLLBSPUFJRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-south-2::control/NVNLWPUSGHDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-south-2::control/KBGGLDWQNUTK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-south-2::control/KJLVWZWYXECE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-south-2 3227



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-south-2::control/TRLOIHFYIRMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:ap-south-2::control/LMBWEFMCQIYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ap-south-2::control/FHSOUOJENGFW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-south-2::control/ZESTQVQPLBXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-south-2 3228



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EMR.PR.4

• arn:aws:controltower:ap-south-2::control/PRXVTLEHHJRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:ap-south-2::control/ZNLHBHLAORXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-south-2::control/ONTROZVBXCSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-south-2::control/VFMZIMKRMWCN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.2

• arn:aws:controltower:ap-south-2::control/YBDTHCCPRLHG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:ap-south-2::control/LSOKRAEVKVHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ap-south-2::control/JMWLMQKSOWRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-south-2::control/QYFJQEFKXMAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:ap-south-2::control/NYCMWPOJWLVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:ap-south-2::control/DNSQMERTUTYL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ap-south-2::control/RIKLHWLBSCOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-south-2::control/BOMFYPZAQNZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:ap-south-2::control/ZFSNCEDHSQJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:ap-south-2::control/VNTGRHVAOAZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ap-south-2::control/REDXLSFTOGWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-south-2::control/ZLVEAYEBGQYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:ap-south-2::control/DCTJVTIEGIZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:ap-south-2::control/JURDOMCLQETM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-south-2::control/XWZGMYTSSZAC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-south-2::control/OUAKOUKARUHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-south-2::control/VJSWZAQROIJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-south-2::control/PECEAWGHZUHR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-south-2::control/HAUILIYSYSQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-south-2::control/SLMBVWJDNKMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-south-2::control/TJFQQZICEGUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:ap-south-2::control/WTWVLYJWRKSB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ap-south-2::control/AVWBMTCGEFMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-south-2::control/TWCRBSOGZPFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:ap-south-2::control/SBETCCVKPNIU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-south-2::control/QOUYADIVTWNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-south-2::control/GCIDLPUWZZSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-south-2::control/ALDJGKDLKYSD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-south-2::control/AUXNHIKWYWOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-south-2::control/SQJJLQFWDYLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-south-2::control/GUZDYGGUCQEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-south-2::control/UTNKNMWKYEBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-south-2::control/HYPTJDAYXNHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-south-2::control/RFDNTHGJELTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-south-2::control/KTZYTMWBDRHP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-south-2::control/AOIKXRLDQGDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-south-2::control/STQLABAVRXQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-south-2::control/KJPZFVGAXUSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-south-2::control/XOAOJPZFFESJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-south-2::control/GAEKXUENNOTD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-south-2::control/FNRIXBVIOTIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-south-2::control/ZRBRJYCVYSIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-south-2::control/PXJLLPJDADLP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-south-2::control/CINYSCTVZMHX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-south-2::control/VOYUOLERDHMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-south-2::control/HFBWABBDQUGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-south-2::control/RHZECQRAAAZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-south-2::control/XJXEZTTHXKQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-south-2::control/OCLOCVAYTOOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-south-2::control/TTPHKLHOVRAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-south-2::control/AVGVRWYMXRRX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-south-2::control/TAOGFQGDMGOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:ap-south-2::control/JEHZOTCTRSDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:ap-south-2::control/XKOPEZHNRZWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ap-south-2::control/JOXYQPQMCAXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-south-2::control/SKKORLKAZAOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:ap-south-2::control/BIZBTULXELSX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:ap-south-2::control/QEDAEPENJIPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ap-south-2::control/FCTFOQPGTEYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-south-2::control/DITSZVHZLYOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:ap-south-2::control/USENKGRNCKYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:ap-south-2::control/BAFZPQAZNEZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ap-south-2::control/ERNAIMFFVIWZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-south-2::control/XROOMLOUYAFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:ap-south-2::control/QRJPDJCXMZTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:ap-south-2::control/HPXNNRRQXNXI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ap-south-2::control/KAYUBUDGENWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-south-2::control/YAQQWPIJLYKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:ap-south-2::control/IYWXHEMRRBHL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:ap-south-2::control/SLXKVCLUFUOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ap-south-2::control/MITOITKKODEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-south-2::control/DYGITQIOGDAU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:ap-south-2::control/FEZBSKMFNMGO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:ap-south-2::control/NTTOSKRXZHSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ap-south-2::control/BKRLOXVTVPME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-south-2::control/QTULDYFDWYKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:ap-south-2::control/KROECLWFGBSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:ap-south-2::control/RMEBOYADJYHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ap-south-2::control/NIOPCRPPKCLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-south-2::control/MXFSCTLATSLV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:ap-south-2::control/QPZXSLCTJRTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:ap-south-2::control/CBIQOKTFVUYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-south-2::control/ZNGCFWPHZZZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-south-2::control/NQJJKYHZHLFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-south-2::control/GNWMBRYBYGUG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-south-2::control/GOOMDZFIUXFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-south-2::control/PQYAZYVNBWKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-south-2::control/MBZBYWQHWYYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-south-2::control/FWDUXFDXQCQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-south-2::control/NXYUJNVDTBZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-south-2::control/QNVOFWQBEIMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:ap-south-2::control/HWTOUVQXQKRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.11

• arn:aws:controltower:ap-south-2::control/JAQQLPHVMOTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:ap-south-2::control/ZBROMCCSOOFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-south-2::control/DJANZMGCQEVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:ap-south-2::control/MEPSJMORAQQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.4

• arn:aws:controltower:ap-south-2::control/HPSJSQXKSZHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:ap-south-2::control/FIHXYREBYHQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-south-2::control/SCSYAFKBKFET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:ap-south-2::control/XQMJUIQTGZYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.9

• arn:aws:controltower:ap-south-2::control/WVTLJTCJUFXM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-south-2::control/WXNSWEWICMMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-south-2::control/FWLXIOSGXLZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-south-2::control/RYVXFMPGIYGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.1

• arn:aws:controltower:ap-south-2::control/IMICLTIIQHXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:ap-south-2::control/LQQXTJHPPSCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-south-2::control/LJSINXGHBENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-south-2::control/FXOEUGCCOWIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-south-2::control/GMCXXVDXPPHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-south-2::control/RWNPUZWYHNMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-south-2::control/ZFNFRZNGHWKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:ap-south-2::control/TFNTAHCAFOHL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.1

• arn:aws:controltower:ap-south-2::control/HHWUXJHWSTHW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:ap-south-2::control/EBHCUTSNUBCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABL 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
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eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROH 
IBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_AUTOSCALING_LAUNCH_C 
ONFIG_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATC 
H_LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CLOUDWATCH_EVENTS_CH 
ANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZAT 
ION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CONFIG_AGGREGATION_C 
HANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CON 
FIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGE 
S_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_DISALLOW_CROSS_REGIO 
N_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABL 
E_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_ 
CONSOLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2
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• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBIT 
ED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCES 
S_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPL 
ICATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MF 
A

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCES 
S_BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_N 
O_DIRECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-southeast-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_ 
DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:ap-southeast-1::control/JHLOZPXDFZLZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-southeast-1::control/QFZCLBSXXBKM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-southeast-1::control/IFWWBITJQWQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-southeast-1::control/ESHXZMSBZXKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-southeast-1::control/KHGSJQSDYFLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-southeast-1::control/FXZEDHLSFKXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-southeast-1::control/HKKDWUFJIPOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-southeast-1::control/SZSRSNLXOOXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-southeast-1::control/SQADHLZMBZJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-southeast-1::control/VNCILGZEFDHS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-southeast-1::control/MSRCCHVLERDN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-southeast-1::control/MGQZMYVDXKJS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-1 3276



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-southeast-1::control/AXUBGPDVHUEE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:ap-southeast-1::control/RPVMIWWYTRCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-southeast-1::control/XMSFGWXQSOWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-southeast-1::control/QYEYJCSWQXXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-southeast-1::control/XHGVMBLNPPWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-southeast-1::control/LTEZJRQBQQYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-southeast-1::control/WASLCDWKGJBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-southeast-1::control/VPGOUEKJYCVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-southeast-1::control/WAVCCMIDCEXH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-southeast-1::control/THTGVEGTGXBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-southeast-1::control/JBGGLEZGYNNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-southeast-1::control/CTWWGOPBJZZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-1 3279



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-southeast-1::control/MMTQYBWWZFEN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-southeast-1::control/VQJENYWQLIKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-southeast-1::control/PHMWMCANHKSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-southeast-1::control/TJJCFOZERMMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-southeast-1::control/PWKKNYCLONTW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-southeast-1::control/JPIDQBIFWBWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-southeast-1::control/JLXONOZWHECI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-southeast-1::control/RADLRUNIIXJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-southeast-1::control/RHBUCASOCZAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-southeast-1::control/TUIUKMPMAEUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-southeast-1::control/XFODQONNCMNG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-southeast-1::control/XKYWAPJWATKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-southeast-1::control/ORPMLBIMJEYI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-southeast-1::control/LDWQNCXTIACQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-southeast-1::control/VLNMMTWXFFIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-southeast-1::control/ENOFMWZNYKBC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-southeast-1::control/NCGCPHKAILMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-southeast-1::control/EFYIPKXIMWCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-southeast-1::control/QUYKUYVNWSZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-southeast-1::control/AHEQLQIVIOWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-southeast-1::control/ISMLVCTXZGYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-southeast-1::control/RDSUWXNODESZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-southeast-1::control/FTDDOMZPCICH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-southeast-1::control/VBDUMCPMLQTK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-southeast-1::control/KHJHMUSOSACW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-southeast-1::control/BRCVOCSEPXIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-southeast-1::control/LJAFCKIMTDGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-southeast-1::control/QWQALHIYPODD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:ap-southeast-1::control/LSYCOPMQSAQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:ap-southeast-1::control/VNHVFUCLAKSX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ap-southeast-1::control/FVTCTPBWHDTL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-southeast-1::control/WSXHLSUCKDGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-southeast-1::control/XUVXIHBPXAAM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-southeast-1::control/UIHMUQNGECFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-southeast-1::control/BQIMDWJDEKLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-southeast-1::control/VATDYITSDFZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.1

• arn:aws:controltower:ap-southeast-1::control/UKDFSIYPXFVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:ap-southeast-1::control/XXRXMNFPAIIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ap-southeast-1::control/GAEZXFNKITWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-southeast-1::control/INYDINMLKHFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:ap-southeast-1::control/QZMARZRDZENJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:ap-southeast-1::control/GIIXBVQAQTNT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ap-southeast-1::control/MLGHLUDGFFBA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-southeast-1::control/NCYJQJARMYXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:ap-southeast-1::control/HRLZOUHQKYBC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:ap-southeast-1::control/WLGOVQZCVMAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ap-southeast-1::control/RQZHICZBNKIT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-southeast-1::control/TTTKTHOMEJGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:ap-southeast-1::control/AFBXGNHALNJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:ap-southeast-1::control/LZMEYSKSQSYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ap-southeast-1::control/BWPBQRUMLZXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-southeast-1::control/XTGIABCGSEGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:ap-southeast-1::control/TJCZQYWQVXKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:ap-southeast-1::control/FISHMDVXAKTQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ap-southeast-1::control/HVUXMKMLIWUT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-southeast-1::control/JHBKWBDQDYGY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:ap-southeast-1::control/ZLTPOVDCNCGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:ap-southeast-1::control/FDIWDCPRVBUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ap-southeast-1::control/YDWHLDLLQYKQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-southeast-1::control/JMVYSFPCMPOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:ap-southeast-1::control/CKUTHXNXRMCF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:ap-southeast-1::control/OGSGHVHZCIMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ap-southeast-1::control/UKSAVCPEYYXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-southeast-1::control/ATEORBKQUMYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:ap-southeast-1::control/XZFSMLDDYHOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:ap-southeast-1::control/ARPWJUYLVOEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ap-southeast-1::control/JYWFVNVOCRVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-southeast-1::control/TXMZRKTZUCXZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:ap-southeast-1::control/EDPKYCGGTMWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:ap-southeast-1::control/FDKSTHVUWWYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ap-southeast-1::control/UWMACLLLDWQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-southeast-1::control/DQLFFJBHMJJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:ap-southeast-1::control/YAHLRRLBBDTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:ap-southeast-1::control/PEWMZHWHAXNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ap-southeast-1::control/REWMTIUNPNGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-southeast-1::control/JEGHYZBSMSQE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:ap-southeast-1::control/BZRONDFGFUHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:ap-southeast-1::control/SBDBCVUFDDXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ap-southeast-1::control/RRVFDZMDHUYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-southeast-1::control/MMGPVLCCQDKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-southeast-1::control/BNZBYWHDDJAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-southeast-1::control/EGNYZBJWMLRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-southeast-1::control/MMZEEFKNSKMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-southeast-1::control/DCCIQJOHRVIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-southeast-1::control/INJGAMRVOAJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-southeast-1::control/IWBQQXYWVQGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-southeast-1::control/FBPMVJXECTIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-southeast-1::control/EARSTRSLZBZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-southeast-1::control/YIGECEKFFPJW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-southeast-1::control/SNTAZAYGYTDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-southeast-1::control/ERMQRACXWHLO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-southeast-1::control/JVOHLVYUHCBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-southeast-1::control/CPRQIRLLJJZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-southeast-1::control/JBBLWRTYSJII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-southeast-1::control/NKNJBLFCPCGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-southeast-1::control/STTSKRCGXNOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-southeast-1::control/GXOFHFAWFNOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-southeast-1::control/CXHKQIPMPPOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-southeast-1::control/WQMJLMPNJRHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-southeast-1::control/WMUYGBVGKEVD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-southeast-1::control/RTXCNGWMADBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-southeast-1::control/IBOADPMIQPQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-southeast-1::control/OHOVDEGRDBJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-southeast-1::control/GGMITQUCXRSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-southeast-1::control/FCBAHAOWAPAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-southeast-1::control/UFTGHAICJBKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-southeast-1::control/OETUGRLWDUUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-southeast-1::control/QKOIJAUPECRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-southeast-1::control/ONUHDZQBRTPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:ap-southeast-1::control/KSGLCSMAEEDA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ap-southeast-1::control/PFAXXMHSTOJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-southeast-1::control/LJLBKOOJFQZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:ap-southeast-1::control/IPWAJHVDZLKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:ap-southeast-1::control/QQFWDELOYZHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-southeast-1::control/YTVHWKKJNVVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-southeast-1::control/JOYWUUKESSYI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.2

• arn:aws:controltower:ap-southeast-1::control/YHMPKYKTCUML

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:ap-southeast-1::control/RBKJFTDCPGHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ap-southeast-1::control/YXXSRJWMGBGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-southeast-1::control/LZSJWCBDNBCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:ap-southeast-1::control/VPOCRYMNFLHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:ap-southeast-1::control/FZQEVKYAAZWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ap-southeast-1::control/CWZNIGTYZZAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-southeast-1::control/XTNLHQDKVOZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:ap-southeast-1::control/ERXHYQNEVRYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:ap-southeast-1::control/NCZDNQRKDYMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ap-southeast-1::control/KKRPFQTHVVNF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-southeast-1::control/XCURERQKNGZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:ap-southeast-1::control/NJSILJCBKKDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:ap-southeast-1::control/XPQJDEJNQREA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-southeast-1::control/LDXUXPGTHFTM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-southeast-1::control/ZHVUGGWVVIBX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-1 3312



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-southeast-1::control/JRQNMMQUXFVX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-southeast-1::control/VWPMCLITUBNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-southeast-1::control/VITKCWEDWFWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-southeast-1::control/GQHTNZUZUNGF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-southeast-1::control/XIGDWYXFDNYI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:ap-southeast-1::control/YSERPGVIVTQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ap-southeast-1::control/UXKPREDRSLDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-southeast-1::control/RDGYYRDGSFHX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:ap-southeast-1::control/KDUGEVWDHRHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-southeast-1::control/LSENANGXZUZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-southeast-1::control/UKYLCMUZFQMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-southeast-1::control/MKEKOWUXVHEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-southeast-1::control/HXRJRJSRDQBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-southeast-1::control/WNMAYPTTNDEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-southeast-1::control/LFORACIZCHRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-southeast-1::control/VALVPGBFFRBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-southeast-1::control/IZHFDRGPHJYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-southeast-1::control/TKVYXDHYRAET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-southeast-1::control/AFHBFGRQFBMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-southeast-1::control/JIUDDMVXUNTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-southeast-1::control/VIMTCPWLJSNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-southeast-1::control/LLKOQRPPPWTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-southeast-1::control/NRCZHBGZPNFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-southeast-1::control/ABSANFLGUHSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-southeast-1::control/MSQLWOZPLNJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-southeast-1::control/XBNRHLHSYAQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-southeast-1::control/ORFJWTUPGSZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-southeast-1::control/RZZWLHNJDKWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-southeast-1::control/NXUQGVFMOHAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-southeast-1::control/RMNNULZXVFFO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-southeast-1::control/NOEXBYDHYFLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-southeast-1::control/SVOHVKTULZGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-southeast-1::control/VJKQXGBOJPYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-southeast-1::control/YXTTBALIVPSX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-southeast-1::control/CLXJODNHERHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-southeast-1::control/UCOLFZDGGJJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-1 3321



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.1

• arn:aws:controltower:ap-southeast-1::control/PBWERHRRPVKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:ap-southeast-1::control/QESQSXDHEYUX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ap-southeast-1::control/RLRMHNPBZWMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-southeast-1::control/ILUJFEPHTBGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:ap-southeast-1::control/ZQVRGYMNSXHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:ap-southeast-1::control/DLUNYVZCXARR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ap-southeast-1::control/IYNQLANVHZKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-southeast-1::control/CFYQQQEJAFFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:ap-southeast-1::control/ODRTWYAHZKPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:ap-southeast-1::control/KOPCQNKSYEUZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ap-southeast-1::control/LYWQAOJFKFQC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-southeast-1::control/KOSPQCBQOVFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:ap-southeast-1::control/QKDQFKMGVHSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:ap-southeast-1::control/EIXIRAFPVPAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ap-southeast-1::control/QQNXZYQVNBCA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-southeast-1::control/VDMHBDVTTKRC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:ap-southeast-1::control/SUXNKMQDMQML

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:ap-southeast-1::control/YZYQYLIOHQYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ap-southeast-1::control/OJDUBGHKGQQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-southeast-1::control/PUUJCQPUHPFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:ap-southeast-1::control/HXFCVUHPMAEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:ap-southeast-1::control/CYHFJUMZYCFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ap-southeast-1::control/BLXJDLBAERSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-southeast-1::control/RQLVEWDZZPYI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:ap-southeast-1::control/NYTWXXKQNPYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:ap-southeast-1::control/VDGRXWMZIRCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ap-southeast-1::control/BKETESOGWHJT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-southeast-1::control/GUBOIKVNFYHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:ap-southeast-1::control/COJXSEKFZEKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:ap-southeast-1::control/YKDWRIDUGSBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-southeast-1::control/GFDVQJMASRCB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-southeast-1::control/KGGVMOPMMNLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-southeast-1::control/NHBUDLMZCDGY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-southeast-1::control/CVUXESSIFPVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:ap-southeast-1::control/VEVOVFZBXPGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-southeast-1::control/OWUUGCUQFZTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-southeast-1::control/FFXXGIYUCWRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-southeast-1::control/VUQFIBCPLZJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-southeast-1::control/VLSFPDQGTLEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-southeast-1::control/OQJNJIJYYDVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:ap-southeast-1::control/XOELWGITRRJP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:ap-southeast-1::control/NFQVYRNQZULR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:ap-southeast-1::control/EPLOMJJLWCUG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-southeast-1::control/BPVHEZBCMBZH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:ap-southeast-1::control/MGLDCUIJSXOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:ap-southeast-1::control/CQYPJBFGNVRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:ap-southeast-1::control/IKFLVYCSQUUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-southeast-1::control/SIFXKRHFTFJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:ap-southeast-1::control/EVSHZCEOCLDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:ap-southeast-1::control/HHIBSFXWAOFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-southeast-1::control/HLYGAUWTYVRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-southeast-1::control/FTKAONSNGNFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-southeast-1::control/BORBTTFXSVMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:ap-southeast-1::control/OCQCVFYIRMUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:ap-southeast-1::control/LLQBEYVBONPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-southeast-1::control/CWLRWPTPGQVD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-southeast-1::control/JHBUWWHFLVYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-southeast-1::control/MBRMIDDGSBSB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-southeast-1::control/QOMUGMEGSIHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-southeast-1::control/AKUBJOAGFDTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:ap-southeast-1::control/VULAATRXMKNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:ap-southeast-1::control/GXKAGSHEBLQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:ap-southeast-1::control/GITZQTTINVIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:ap-southeast-1::control/MSYJENQMUXJK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:ap-southeast-1::control/JSIQTGMCBGSA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.1

• arn:aws:controltower:ap-southeast-1::control/AGUZTOXVATMM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:ap-southeast-1::control/GCOLOAVWADDA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:ap-southeast-1::control/TOGMXHEOYZLH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:ap-southeast-1::control/ASBMSMGXQKPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:ap-southeast-1::control/YKQIWSPLFHMH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:ap-southeast-1::control/WGRUYTXBKJPT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:ap-southeast-1::control/HSLYQANZTCLF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:ap-southeast-1::control/CLWAFAIJBWUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:ap-southeast-1::control/CJZBNRVKKPHC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:ap-southeast-1::control/CTKQUVOALPDZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:ap-southeast-1::control/XDFGVGCIRJGE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:ap-southeast-1::control/DCTOFQWBSSEI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:ap-southeast-1::control/VJQHUCFGCESL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:ap-southeast-1::control/DJGIZSCSOQYX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:ap-southeast-1::control/HRPNUEAQHJJV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:ap-southeast-1::control/EGWOHKNMPKMI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:ap-southeast-1::control/IHXGONQFSNTY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:ap-southeast-1::control/MEWHPMWURIBQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:ap-southeast-1::control/GJBSDWACBFQE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:ap-southeast-1::control/KDJOJWFSTFGL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:ap-southeast-1::control/NZAPCFAOUVSK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:ap-southeast-1::control/CXOPZYUABHOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:ap-southeast-1::control/ECIANAYMRCIX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:ap-southeast-1::control/UDLMCNZRQMEI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:ap-southeast-1::control/DMDCAEXHSYVD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:ap-southeast-1::control/VMCOHOQCISWJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:ap-southeast-1::control/EIJPCZEIKHZD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:ap-southeast-1::control/PZGUNNSCNTBM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:ap-southeast-1::control/GXUWCLHGXXHS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:ap-southeast-1::control/AHCCQFKRLYDA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.1

• arn:aws:controltower:ap-southeast-1::control/URWYQJCVIFQK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:ap-southeast-1::control/LVADITNDSYBI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.3

• arn:aws:controltower:ap-southeast-1::control/VYIIVEBIEDCW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:ap-southeast-1::control/BDCQIYFJGXWZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:ap-southeast-1::control/ZRINADVUBTHV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.15

• arn:aws:controltower:ap-southeast-1::control/FMFHQRLLYTFU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:ap-southeast-1::control/DSMIAZVJBJYE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:ap-southeast-1::control/HETFYOGBFWSA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:ap-southeast-1::control/DCMKUVKUGLNS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:ap-southeast-1::control/KEGFOACYSSZL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.2

• arn:aws:controltower:ap-southeast-1::control/FXJGCOYWIZGN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:ap-southeast-1::control/IXQPOKDTASVW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:ap-southeast-1::control/LQNNHNWZOCVA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:ap-southeast-1::control/POVUMUFWGDAQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:ap-southeast-1::control/HOMZIRWWCSWU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.25

• arn:aws:controltower:ap-southeast-1::control/NSCQQNUEXPIM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:ap-southeast-1::control/CXPQSIRUAETB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:ap-southeast-1::control/YPHZLBGOPEEF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:ap-southeast-1::control/COKPYBGATQFC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:ap-southeast-1::control/ROKMSCRMLKWF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.8

• arn:aws:controltower:ap-southeast-1::control/PJIPLFCSHLGZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:ap-southeast-1::control/WHRCLJSDRMGI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:ap-southeast-1::control/DISETFBTTHBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:ap-southeast-1::control/TKDSBFRHCRHM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:ap-southeast-1::control/XOFCCMMRFEKZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.1

• arn:aws:controltower:ap-southeast-1::control/DRQQFNIOIXFD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:ap-southeast-1::control/JLJTQCESWDOA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:ap-southeast-1::control/EVNJGVRMBUIZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:ap-southeast-1::control/ZPDCBKMLWIIO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:ap-southeast-1::control/CQYNUJHWPJMZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.4

• arn:aws:controltower:ap-southeast-1::control/WYHAZMRJHMRS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:ap-southeast-1::control/GETZOYOUJIXQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:ap-southeast-1::control/WQZEZOJHIDDT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:ap-southeast-1::control/FCPQPNIVMTLV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:ap-southeast-1::control/LNAWKNUYDXZM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.3

• arn:aws:controltower:ap-southeast-1::control/MLSTPREPKCET

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:ap-southeast-1::control/VBQLOLHZXKNI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:ap-southeast-1::control/HORWJXPWMEYX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:ap-southeast-1::control/ZGYTSFAJVJCI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:ap-southeast-1::control/FJZFXVJRPRAZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.12

• arn:aws:controltower:ap-southeast-1::control/HAQAZMDWOYQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:ap-southeast-1::control/TEGUOPRVXVVR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:ap-southeast-1::control/WUXJUUZOQMXC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:ap-southeast-1::control/FNNZMAARRNKG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:ap-southeast-1::control/BGOEIOEXPOID

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.4

• arn:aws:controltower:ap-southeast-1::control/TGUHGXFNQXKW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:ap-southeast-1::control/NKENZBRJJPOZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:ap-southeast-1::control/BDRMHLFBGUEP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:ap-southeast-1::control/FIASTWTNRWVC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:ap-southeast-1::control/WHZUTCZDEVXU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.9

• arn:aws:controltower:ap-southeast-1::control/UPDNDZTPZAIN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:ap-southeast-1::control/AJRCPZGMLTZJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:ap-southeast-1::control/LCGUHRDQWNGL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:ap-southeast-1::control/BIMQVMMQISKP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:ap-southeast-1::control/FUGYRQOZUEJV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.3

• arn:aws:controltower:ap-southeast-1::control/PPYOPHNGFCAW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:ap-southeast-1::control/GFKAIZZPILLQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:ap-southeast-1::control/AKWSXUIZDGPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:ap-southeast-1::control/GSKYICEFCYUL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:ap-southeast-1::control/QORXBYKOQWGO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.8

• arn:aws:controltower:ap-southeast-1::control/VWVZXXJAVDVY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.3

• arn:aws:controltower:ap-southeast-1::control/AWAGCJQXXEBJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.4

• arn:aws:controltower:ap-southeast-1::control/OACBBHOVAEVA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.5

• arn:aws:controltower:ap-southeast-1::control/LFEWHEAIGECJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:ap-southeast-1::control/AIFKQIPQMNEX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.1

• arn:aws:controltower:ap-southeast-1::control/QTKGHOCLSKQR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:ap-southeast-1::control/UZMJMWJXYBRE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:ap-southeast-1::control/VQFSGMZOXVFB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:ap-southeast-1::control/NOLGMPHOAPVF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:ap-southeast-1::control/JUJQVSCCZAMM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.2

• arn:aws:controltower:ap-southeast-1::control/NYVWQVOKPQZU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:ap-southeast-1::control/WUHBFCQMVMRD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:ap-southeast-1::control/ZQDCZNSVLWOO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:ap-southeast-1::control/KRKFAUZIAZCH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:ap-southeast-1::control/CCOLABWRKEYN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.6

• arn:aws:controltower:ap-southeast-1::control/PUNPGEQKLGNW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:ap-southeast-1::control/GLWFPUPESYOC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:ap-southeast-1::control/ALXCCRNIHSHQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:ap-southeast-1::control/IWKWHAGMHFQU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:ap-southeast-1::control/KSMDOJXHBPMW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.3

• arn:aws:controltower:ap-southeast-1::control/TUHCPYQGZEHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:ap-southeast-1::control/XJHAYWLPKCMW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:ap-southeast-1::control/YTWGDULHCPTP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:ap-southeast-1::control/VTLSMHLQZNAJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:ap-southeast-1::control/NPXHIQYCWKOR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.3

• arn:aws:controltower:ap-southeast-1::control/BJGEEEFFTPQV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:ap-southeast-1::control/BNVVXZALMUPF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:ap-southeast-1::control/RVHWTOZMZZUC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:ap-southeast-1::control/EDUJATALIZZV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:ap-southeast-1::control/NNUGSISVJIGP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.1

• arn:aws:controltower:ap-southeast-1::control/QYYYRRLWTOMG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:ap-southeast-1::control/GUOLSHIXWFMQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:ap-southeast-1::control/QTLTUBCUAGTR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:ap-southeast-1::control/ODXEWSFKGMDG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:ap-southeast-1::control/AHWGAETJPNSM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.6

• arn:aws:controltower:ap-southeast-1::control/KYGVJYXTEIYZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:ap-southeast-1::control/HTMETSUNKKNC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:ap-southeast-1::control/POJMDJSLIUJF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:ap-southeast-1::control/JVTCWOYSPTGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:ap-southeast-1::control/CERIDGZLWHOZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.5

• arn:aws:controltower:ap-southeast-1::control/XGOFVGCGBCZM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:ap-southeast-1::control/GWDDTZUMKSHU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:ap-southeast-1::control/ISPPUNAOKJTL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:ap-southeast-1::control/PDIQINMIKBJU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:ap-southeast-1::control/IMPWKHACFWKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.4

• arn:aws:controltower:ap-southeast-1::control/VENRTMNHFVDY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:ap-southeast-1::control/MXRREADODGVF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:ap-southeast-1::control/THCUKEEVGVRS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:ap-southeast-1::control/YWDFKJTPFDGL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:ap-southeast-1::control/YQCKQPEAIJQT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.1

• arn:aws:controltower:ap-southeast-1::control/QZXCSYNMQUWZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:ap-southeast-1::control/JUHUNMEAVSXZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:ap-southeast-1::control/JKXCQSHKOFWD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:ap-southeast-1::control/BBFDNNCBMAOT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:ap-southeast-1::control/PJLXYFZCQDDF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.15

• arn:aws:controltower:ap-southeast-1::control/XVSMSTPMPWPO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:ap-southeast-1::control/SRQHDGHEOMQL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:ap-southeast-1::control/FLLXFLHIFSMQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:ap-southeast-1::control/WYTBUHZZBIKS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:ap-southeast-1::control/FXNNEWSUUKUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.20

• arn:aws:controltower:ap-southeast-1::control/QMPWTHDYXPNF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:ap-southeast-1::control/SFJABILZRZSE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:ap-southeast-1::control/EQAAWXJPTMKT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:ap-southeast-1::control/QXHTVIIKMWTW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:ap-southeast-1::control/NDCFQRXZYLGR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.27

• arn:aws:controltower:ap-southeast-1::control/UEUHZXQNABCQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:ap-southeast-1::control/DUPIMTBMZJBD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:ap-southeast-1::control/SWWDMMPJTVUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:ap-southeast-1::control/NNYNUMCTQZCZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:ap-southeast-1::control/WGVCYIMZTDAK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.8

• arn:aws:controltower:ap-southeast-1::control/GINLEIXHNSYL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:ap-southeast-1::control/TBIMMPTMBJTL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:ap-southeast-1::control/AWCJAMQENDQO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:ap-southeast-1::control/FEOOFZLBVNOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:ap-southeast-1::control/JBOXYUPVWNZO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.4

• arn:aws:controltower:ap-southeast-1::control/FZJIXFLBDRUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:ap-southeast-1::control/DKJZUWRTDLHV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:ap-southeast-1::control/RERSLKEIBQHG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:ap-southeast-1::control/FREYXDZYZTBB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:ap-southeast-1::control/THQBUSXDSJML

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.1

• arn:aws:controltower:ap-southeast-1::control/TFBJICHQSQCX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:ap-southeast-1::control/GEKKTSNJMQZE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:ap-southeast-1::control/DCZQYLXVSENF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:ap-southeast-1::control/LEZPLYTTTVHV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:ap-southeast-1::control/GCYHDAOAZEZQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.17

• arn:aws:controltower:ap-southeast-1::control/ZMDRQJPWIBDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:ap-southeast-1::control/LBKNUOHEWDPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:ap-southeast-1::control/LEHHNNZDYPSC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:ap-southeast-1::control/BIELWGHJKGPA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:ap-southeast-1::control/AZGSOSZUWIKH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-southeast-1 3373



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.S3.8

• arn:aws:controltower:ap-southeast-1::control/NAQFFFPSERVD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:ap-southeast-1::control/MXLTHQZBCTDQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:ap-southeast-1::control/EXVFJOMQYEPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:ap-southeast-1::control/SPUXXPIXTYXG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:ap-southeast-1::control/NZDJTQADTXGS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-southeast-1 3374



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.SSM.1

• arn:aws:controltower:ap-southeast-1::control/NWSTAJGOQBJJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:ap-southeast-1::control/ZAEIEMPTKSGD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:ap-southeast-1::control/DWXVJLGLHICA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:ap-southeast-1::control/JGSYATCRDPGX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:ap-southeast-1::control/OIWALMEQVBYZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.2

• arn:aws:controltower:ap-southeast-1::control/TTNXTLKRLUQI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:ap-southeast-1::control/HPLWOBUPSFSF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:ap-southeast-1::control/ABWGMGKAZWBZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:ap-southeast-1::control/ODPPJQBZCOTX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:ap-southeast-1::control/DVRPVFHGPOQI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.4

• arn:aws:controltower:ap-southeast-1::control/LLXUCSEGVUUZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:ap-southeast-1::control/VTALPZJYLJOC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:ap-southeast-1::control/MCGLKIFMEWCW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:ap-southeast-1::control/TFCNQSIYJFYC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:ap-southeast-1::control/RWKJOQGECYVA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABL 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED
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• arn:aws:controltower:ap-southeast-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROH 
IBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_AUTOSCALING_LAUNCH_C 
ONFIG_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

ap-southeast-2 3379
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• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CLOUDTRAIL_CLOUDWATC 
H_LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3380
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• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CLOUDWATCH_EVENTS_CH 
ANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZAT 
ION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CONFIG_AGGREGATION_C 
HANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3381
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• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CON 
FIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3382
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• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGE 
S_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3383
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• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_DISALLOW_CROSS_REGIO 
N_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3384
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• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABL 
E_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3385
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• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_MFA_ENABLED_FOR_IAM_ 
CONSOLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBIT 
ED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCES 
S_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPL 
ICATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MF 
A

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCES 
S_BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3391



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_SAGEMAKER_NOTEBOOK_N 
O_DIRECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3392



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-southeast-2::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_ 
DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:ap-southeast-2::control/OTJFGEEQXKHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3393



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-southeast-2::control/MGCUKHLRUHGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-southeast-2::control/EAPHSJQRHZUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-southeast-2::control/NGDIEPXBGZNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-southeast-2::control/WUQUVNLUXDQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3394



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-southeast-2::control/RBLHXKSFLKZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-southeast-2::control/NGYIOYBYJLXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-southeast-2::control/VZIWINLZXVMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-southeast-2::control/EPAPANCGHNLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-southeast-2::control/SZDKCLTUHPDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-southeast-2::control/QMIISENUKIZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-southeast-2::control/DUHLLHOUMSWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-southeast-2::control/GIEDWCIRISTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.1

• arn:aws:controltower:ap-southeast-2::control/OWIQVCRQCXUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-southeast-2::control/UICXTPHIPSTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-southeast-2::control/GUKAWPWOAMGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-southeast-2::control/OISPUYEMXWDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-southeast-2::control/GRJULAQNDWZL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-southeast-2::control/FWWWWDZRSYOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-southeast-2::control/PDKMRLRUFNDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-southeast-2::control/DIXWASPFNOFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-southeast-2::control/AQIXLPCCRQHS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-southeast-2::control/HYEMAFKYGEOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-southeast-2::control/ZBBMSBCWHDJT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-southeast-2::control/XCDSJCZAJAGY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-southeast-2::control/UHAFTVUQLBJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-southeast-2::control/HGEUZPXSVDOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-southeast-2::control/XSFJGHXKKXJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-southeast-2::control/OLKKBIYGTTTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-southeast-2::control/NMGEPJROACOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-southeast-2::control/MCQETJVLFUOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-southeast-2::control/ELYJMXPJVKEI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-southeast-2::control/COFQNFPVILDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-southeast-2::control/IYBPCXPFECFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-southeast-2::control/AQDUDHILVQNE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-southeast-2::control/FWXCSWFYXMCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-southeast-2::control/MRNNWKOBUPWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-southeast-2::control/MQTVMQFRAQQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-southeast-2::control/DTIKKBFJWTRD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-southeast-2::control/AKRKBPXLHCRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-southeast-2::control/CTOCGYRSDLYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-southeast-2::control/MOWBJMXOIHSB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-southeast-2::control/HEBNGALBPYXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-southeast-2::control/YHKYBCWCRLJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-southeast-2::control/CLDCBWOSIAUL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-southeast-2::control/SCDVMCSBZZBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-southeast-2::control/CDUPZGSWHYDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-southeast-2::control/QYCIHTAXYLTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-southeast-2::control/XWXSPGHBLRFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-southeast-2::control/YKADOBILMOXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-southeast-2::control/BKDGPCXEHUYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-southeast-2::control/WQDLGHQPLUEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:ap-southeast-2::control/YLPPVNACLIDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2
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• CT.DAX.PR.3

• arn:aws:controltower:ap-southeast-2::control/JCLDTMNDGRTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ap-southeast-2::control/ZERDIGHMXMHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-southeast-2::control/CHWMZWDERDLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-southeast-2::control/LVZGOWHNFFQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-southeast-2::control/YDRKNNEUEWMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-southeast-2::control/HYEXGEAODQCG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-southeast-2::control/MXJNGHQYSQWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:ap-southeast-2::control/IZBFOJRZKBEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.10

• arn:aws:controltower:ap-southeast-2::control/PBNLHCFGRZZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ap-southeast-2::control/HNTCZVIEEJOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-southeast-2::control/DRPWGXJHMIQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:ap-southeast-2::control/OSVHEFPIYSYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.14

• arn:aws:controltower:ap-southeast-2::control/GRIQSOWFTUZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ap-southeast-2::control/HEEZTXAQNUXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-southeast-2::control/EWRFIOLHHUOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:ap-southeast-2::control/SAIQVZXZKNBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.18

• arn:aws:controltower:ap-southeast-2::control/KFSYTINXOISA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ap-southeast-2::control/RRIYZJRBCSNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-southeast-2::control/TPIXAIIDPGBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:ap-southeast-2::control/WLRZMSULFIXM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.3

• arn:aws:controltower:ap-southeast-2::control/WUNOAUPAPJBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ap-southeast-2::control/GEQABOPVFXCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-southeast-2::control/JSPEJFTHBYZF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:ap-southeast-2::control/NCDDQQZLDCZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.7

• arn:aws:controltower:ap-southeast-2::control/QVYBWOWBJXKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ap-southeast-2::control/WTYIJXIQQBWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-southeast-2::control/NKVJXXQBVISF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:ap-southeast-2::control/JXRGCRRLVVDI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.2

• arn:aws:controltower:ap-southeast-2::control/DYMEHJARMKVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ap-southeast-2::control/ZFGPINZEDNHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-southeast-2::control/KPDJIJGHKWZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:ap-southeast-2::control/BXVVWHFTYOAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.6

• arn:aws:controltower:ap-southeast-2::control/GUMQHPYKEKBX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ap-southeast-2::control/QBVJWKFJGIXU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-southeast-2::control/QZCGKPXCBXGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:ap-southeast-2::control/NEMIRSQYEPIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.1

• arn:aws:controltower:ap-southeast-2::control/AELENOQZMXVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ap-southeast-2::control/BARUWERYCVPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-southeast-2::control/EUFKWMGWEVVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:ap-southeast-2::control/QANDDOVBOKJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.2

• arn:aws:controltower:ap-southeast-2::control/WXYOROQYZPPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ap-southeast-2::control/LHNFHNNMMIXX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-southeast-2::control/NRNXSUVDQAOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:ap-southeast-2::control/OOZUIEFUETGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3417



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ECS.PR.6

• arn:aws:controltower:ap-southeast-2::control/ALOSYSCTDXMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ap-southeast-2::control/NEZKAVUMHCLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-southeast-2::control/VAHLXFOOZHSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:ap-southeast-2::control/YXLNPXSEMFTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.1

• arn:aws:controltower:ap-southeast-2::control/NJSROBYVJRTO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ap-southeast-2::control/KIPWXYPSTXZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-southeast-2::control/PGZSVHJPXLRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-southeast-2::control/TIWUDRZWGRHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-southeast-2::control/BPLCSUSNIIYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-southeast-2::control/AYHVEAYSGMHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-southeast-2::control/ZHSLHILXVOCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-southeast-2::control/WBJIXMOKJKNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-southeast-2::control/HBXNCBGUQCBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-southeast-2::control/VOUKNNRVZUZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-southeast-2::control/YHIWFCYQDARH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-southeast-2::control/UOCTRMADKUPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-southeast-2::control/XPBHHEZZNQJS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-southeast-2::control/QECOJWZQHMJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-southeast-2::control/VXMYEULBUKRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-southeast-2::control/FINCEVUKQTHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-southeast-2::control/THCBRFJBEVKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-southeast-2::control/JWBLMBPMKKDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-southeast-2::control/BARRVADARLXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-southeast-2::control/RFHZPJREXLSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-southeast-2::control/OLUIOTBVOOCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-southeast-2::control/VDPRZIODKYSS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-southeast-2::control/RIBTDOHHYUML

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-southeast-2::control/WAIVIZIPAGHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-southeast-2::control/OPRFIUYZWTCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-southeast-2::control/DTFRJDGWCDVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-southeast-2::control/REBMKCJKOTPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-southeast-2::control/RNHSNSUAJPAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-southeast-2::control/TGXQXNZCCEXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-southeast-2::control/FSRKKRIKNTVD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-southeast-2::control/NHXVNOSXDCMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-southeast-2::control/XCEABSKXHNEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.1

• arn:aws:controltower:ap-southeast-2::control/TFCTANMLNGMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ap-southeast-2::control/CHDEFRBDBNLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-southeast-2::control/PMKIZZXISXGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:ap-southeast-2::control/YLGTYOLGXBHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GLUE.PR.1

• arn:aws:controltower:ap-southeast-2::control/UETCETTAWIFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-southeast-2::control/CELIJOZUYTCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-southeast-2::control/OHTNYZERSTJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:ap-southeast-2::control/CAOCWBICFGOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.3

• arn:aws:controltower:ap-southeast-2::control/DIYAWISHCSUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ap-southeast-2::control/NIQNDDIAPPYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-southeast-2::control/PSTEFAEBICWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:ap-southeast-2::control/KREYISSWDIIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.1

• arn:aws:controltower:ap-southeast-2::control/KZDJWGKCNWVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ap-southeast-2::control/NBBUFFKZOIWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-southeast-2::control/GCUYVYGOGBEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:ap-southeast-2::control/QOSMISZNLZHS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.2

• arn:aws:controltower:ap-southeast-2::control/MJQBPFOKAHLQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ap-southeast-2::control/LAQDBVGBZTNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-southeast-2::control/DRLHYGNQFBCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:ap-southeast-2::control/LRZPJJXMTXYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.6

• arn:aws:controltower:ap-southeast-2::control/XDCHZDYYYBWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-southeast-2::control/BAGTSQZJEERJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-southeast-2::control/ORTKUZLIVKOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-southeast-2::control/DFIQWZHSSNZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-southeast-2::control/QZPPEVMDCAYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-southeast-2::control/DOXCJUNEAQCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-southeast-2::control/LLYURTIBPPYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-southeast-2::control/DLCEGPCZVKVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3433



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.MQ.PR.1

• arn:aws:controltower:ap-southeast-2::control/FFGVHTGZXPEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ap-southeast-2::control/SWVPVFANFTMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-southeast-2::control/BNIVUZKPMVQN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:ap-southeast-2::control/EHTOBZTBSZXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-southeast-2::control/TKFQGXOBPOPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-southeast-2::control/ZBNZCKKEFZPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-southeast-2::control/EPHJMXQEYSVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-southeast-2::control/GQZRECITMLZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-southeast-2::control/ICNUQORDNDTA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-southeast-2::control/HNYWAXKKADCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-southeast-2::control/ITJWVPIYBVEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-southeast-2::control/JTCRHWTVYTMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-southeast-2::control/JFLLDLXJUPDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-southeast-2::control/BOZPZUYFXHUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-southeast-2::control/WBWNIXYIRGJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-southeast-2::control/ZKCZQKAZSTAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-southeast-2::control/JUUVIFSWJWIT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-southeast-2::control/YBEBQCIZYYLW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-southeast-2::control/GIVZCHZYHVFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-southeast-2::control/LIQKLRNJWVLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-southeast-2::control/HYENHQKNDJCT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-southeast-2::control/GTQNOHLWVMVH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-southeast-2::control/SUIONSKYSCOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-southeast-2::control/GYGEIIYYZNLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-southeast-2::control/QQBYBBDRDPJS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-southeast-2::control/UYAXZWGNSLOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-southeast-2::control/ORIKZBBNSZRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-southeast-2::control/UTDGLWWSQDEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-southeast-2::control/BEKZJRWESGED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-southeast-2::control/RUFEVUMSOQXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-southeast-2::control/GLPWOLQVEQJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:ap-southeast-2::control/XFYDDJQMPBSV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.10

• arn:aws:controltower:ap-southeast-2::control/OVTFQMGWPNHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ap-southeast-2::control/OXXJQNOBPMSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-southeast-2::control/VQTXJCSDCVNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:ap-southeast-2::control/CWTDAVDXUYNS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.14

• arn:aws:controltower:ap-southeast-2::control/HSIZECNPMUMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ap-southeast-2::control/RZHJAVYJQGUI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-southeast-2::control/JCCMUPZAXMMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:ap-southeast-2::control/TKAIVNUOZEOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.18

• arn:aws:controltower:ap-southeast-2::control/TXDOPOOEFOGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ap-southeast-2::control/AKURSKMXIRNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-southeast-2::control/LNDHGBLTEXAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:ap-southeast-2::control/RKTXRGUXFWXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.21

• arn:aws:controltower:ap-southeast-2::control/GOGYCLISXJIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ap-southeast-2::control/SIJETKICNYSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-southeast-2::control/ODZTKLOPEVYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:ap-southeast-2::control/UGDACEBUCTME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.25

• arn:aws:controltower:ap-southeast-2::control/BLFCABKJKCSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ap-southeast-2::control/BVKOXCFDOIKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-southeast-2::control/MXUIEHDNELEL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:ap-southeast-2::control/YWVWIGXDKBQC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.29

• arn:aws:controltower:ap-southeast-2::control/YXBEPOZGPCVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ap-southeast-2::control/KGVGCJNUMNIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-southeast-2::control/NQDURRVJLGNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:ap-southeast-2::control/VGJJUWDNFDIK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.5

• arn:aws:controltower:ap-southeast-2::control/VTWUXLYFANSP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ap-southeast-2::control/MKNYWNVXKUKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-southeast-2::control/BVMANNHHVIJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:ap-southeast-2::control/GJKUHDAQKCNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-2 3448



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.9

• arn:aws:controltower:ap-southeast-2::control/TBPEWWYHECGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-southeast-2::control/QUVPAAZPCFDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-southeast-2::control/CMTVPJTIHQTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-southeast-2::control/TZMQFTLFIYII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-southeast-2::control/DJJVYZTHHNQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:ap-southeast-2::control/ICXWYEEBLZWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-southeast-2::control/KCSAGKLDYNMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-southeast-2::control/IJMLIAVPGIOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-southeast-2::control/KLGGBJEKOFDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-southeast-2::control/QEUHIRFGEYFM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-southeast-2::control/WRGFYNFNMLEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:ap-southeast-2::control/XUAWJGYLSKOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.11

• arn:aws:controltower:ap-southeast-2::control/EUTFKNVDBWID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:ap-southeast-2::control/OVQWGRGYNWTK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-southeast-2::control/MSRDMFGAVCXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:ap-southeast-2::control/RRBBSRTVOULJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.4

• arn:aws:controltower:ap-southeast-2::control/TJVPIRLFQNJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:ap-southeast-2::control/XBIANCENZNPT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-southeast-2::control/WVHLLZEVRMCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:ap-southeast-2::control/BYKXCKKRYVIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.9

• arn:aws:controltower:ap-southeast-2::control/MOCNFRGVJQIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-southeast-2::control/KJAHYCKSSRAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-southeast-2::control/WHZCFXEMTXVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-southeast-2::control/WFSJGEHTGUJD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.1

• arn:aws:controltower:ap-southeast-2::control/RBKKATWLGQVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:ap-southeast-2::control/NWPVCUCMYWJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-southeast-2::control/HYFUIUJOXQNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-southeast-2::control/BUACWBSQOPNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-southeast-2::control/JGWGMJBHDRUF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-southeast-2::control/QWRJQUNFEALJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-southeast-2::control/LBEBQHSFDADD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:ap-southeast-2::control/ZWQCPIXANTTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.1

• arn:aws:controltower:ap-southeast-2::control/ITRZPFPNHOVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:ap-southeast-2::control/HGYKZRUFIFSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:ap-southeast-2::control/PKBECMZKORWL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:ap-southeast-2::control/DDIXKRVKEQEL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.1

• arn:aws:controltower:ap-southeast-2::control/PWJUGOAFXGNW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.2

• arn:aws:controltower:ap-southeast-2::control/HCPQXEYLPUTG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:ap-southeast-2::control/PMGEOVFNRWUU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:ap-southeast-2::control/JDOSDYPYPULQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:ap-southeast-2::control/QRFWQMUPBGAL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.8

• arn:aws:controltower:ap-southeast-2::control/AOTXAAIXUZGO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.9

• arn:aws:controltower:ap-southeast-2::control/XNMGCOKKDRTM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:ap-southeast-2::control/TDCHULZQJJYU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:ap-southeast-2::control/ZWRDSYASCGHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:ap-southeast-2::control/AWVBRDFAUVVY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.1

• arn:aws:controltower:ap-southeast-2::control/HPBROJJRPRQP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.2

• arn:aws:controltower:ap-southeast-2::control/CFQPPPBKHPVE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:ap-southeast-2::control/RSJYIFHSKNSS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:ap-southeast-2::control/HCJSOXALINQW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:ap-southeast-2::control/TNSLXHUTKWTZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.9

• arn:aws:controltower:ap-southeast-2::control/XFPEFWDNOLGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Autoscaling.5

• arn:aws:controltower:ap-southeast-2::control/BRQEJBSGCNRN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:ap-southeast-2::control/JOVYOCPUBVQT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:ap-southeast-2::control/RHDAYMWQSNQM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:ap-southeast-2::control/RCLUACHBLUEJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.5

• arn:aws:controltower:ap-southeast-2::control/WRJBVWCCGCPA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.6

• arn:aws:controltower:ap-southeast-2::control/QETMRBRJTOKF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:ap-southeast-2::control/OGBNWMEGMMNM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:ap-southeast-2::control/NENDYNYMGBAL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:ap-southeast-2::control/HBOJXAIXDHPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.4

• arn:aws:controltower:ap-southeast-2::control/NQSLJQHQTLKU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.5

• arn:aws:controltower:ap-southeast-2::control/CLWTRMGVZRRH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:ap-southeast-2::control/DHOJQSKCRIQH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:ap-southeast-2::control/CSLQWAPSNYMD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:ap-southeast-2::control/WMKKHIOYHNFP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.1

• arn:aws:controltower:ap-southeast-2::control/ZZTZVYPQVDAK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.2

• arn:aws:controltower:ap-southeast-2::control/SCPPKINQMZAF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.3

• arn:aws:controltower:ap-southeast-2::control/NJASDOEDZRUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:ap-southeast-2::control/QNCIIGXDITVK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:ap-southeast-2::control/CMHFRDIISEAB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:ap-southeast-2::control/VSUCLWGVQLDF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.16

• arn:aws:controltower:ap-southeast-2::control/EVNHPWACQHEA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:ap-southeast-2::control/LWYOJLPCBZPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:ap-southeast-2::control/UPVTHTZVSLWE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:ap-southeast-2::control/SQJOUZGFKZPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:ap-southeast-2::control/RDJYZGXFHYUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.20

• arn:aws:controltower:ap-southeast-2::control/XSSLFGGJDHRI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:ap-southeast-2::control/YLOHXVLEFUBG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:ap-southeast-2::control/AJFFKKXRAFMB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:ap-southeast-2::control/QKRVHRZEHOZZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:ap-southeast-2::control/QRHEHTVORUEM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.3

• arn:aws:controltower:ap-southeast-2::control/QJPYFHYYTIDF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:ap-southeast-2::control/TWWDQASEKNOR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:ap-southeast-2::control/NZTMIPSZHEMV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:ap-southeast-2::control/KOPZMCROGHHM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:ap-southeast-2::control/JIQJXDPKNWCG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.9

• arn:aws:controltower:ap-southeast-2::control/MQLRBDKQRBRZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:ap-southeast-2::control/KTMZOOLGTWJX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:ap-southeast-2::control/THACMOMUCYAC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:ap-southeast-2::control/VMXVKJDQHDKB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:ap-southeast-2::control/CPDDHHPDKPIP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.10

• arn:aws:controltower:ap-southeast-2::control/WILNHTOPFEWQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:ap-southeast-2::control/MGJPDOBPUTIT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:ap-southeast-2::control/OAVLGBTROIFK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:ap-southeast-2::control/XTGMIDMJOWXW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:ap-southeast-2::control/LFUVYWFYYLLU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.5

• arn:aws:controltower:ap-southeast-2::control/XWHFZMHURMPA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:ap-southeast-2::control/HLGKEXFGGOBE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:ap-southeast-2::control/TTLLYUNPAEQS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:ap-southeast-2::control/OJAGQJKAXRQT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:ap-southeast-2::control/OPPEWLVDKCXA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.4

• arn:aws:controltower:ap-southeast-2::control/UWYRRBPEEWVO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:ap-southeast-2::control/SLOTDKVQKNMQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:ap-southeast-2::control/DAMQGUZZUZBH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:ap-southeast-2::control/ZDVYGBSRJWYG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:ap-southeast-2::control/UXUMUBGBZHZO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.13

• arn:aws:controltower:ap-southeast-2::control/ZUSLMMQOYOHO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:ap-southeast-2::control/NTKIROXXRLDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:ap-southeast-2::control/HQUTVBZCPUEL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:ap-southeast-2::control/WLNVBASSPYBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:ap-southeast-2::control/FIPLHETXVCED

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.5

• arn:aws:controltower:ap-southeast-2::control/HPXOCKUZZONE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:ap-southeast-2::control/PJAZYXFFMUVW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:ap-southeast-2::control/LPNJZVNGKYJN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:ap-southeast-2::control/LBDQCQLATJBB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:ap-southeast-2::control/PYRVSCBYFIYM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELBv2.1

• arn:aws:controltower:ap-southeast-2::control/FJVEBRUCXPRO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:ap-southeast-2::control/GJCORWHPFGQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:ap-southeast-2::control/SFSPFDZNCYNL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:ap-southeast-2::control/BAQAAMCLMWUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:ap-southeast-2::control/LDLVCUOJCZXV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.4

• arn:aws:controltower:ap-southeast-2::control/NTWHSOQIKOPQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:ap-southeast-2::control/HBJICLMPQAQO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:ap-southeast-2::control/LSVJLTKRGRNL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:ap-southeast-2::control/YKZLIAMKUETJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:ap-southeast-2::control/CHITVXZCWFAK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElastiCache.3

• arn:aws:controltower:ap-southeast-2::control/IRLLBPCLBFSF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.4

• arn:aws:controltower:ap-southeast-2::control/OKARFUXXCRPD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.5

• arn:aws:controltower:ap-southeast-2::control/YYPPUCNFWOOK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:ap-southeast-2::control/BMQHZUZDYVZZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:ap-southeast-2::control/IVNFFJMNHDXC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.2

• arn:aws:controltower:ap-southeast-2::control/ALIABGGIBJQX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:ap-southeast-2::control/AKIQOCPERZBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:ap-southeast-2::control/SEPYALESYFHN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:ap-southeast-2::control/LFXQGUJOZIVJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:ap-southeast-2::control/YKNIXGERUKGE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.21

• arn:aws:controltower:ap-southeast-2::control/CWYTGQUDYNSL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:ap-southeast-2::control/ZWZXSXOWDRJN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:ap-southeast-2::control/CVTOQOHCXJYE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:ap-southeast-2::control/PLGJLSNGGCIG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:ap-southeast-2::control/DJMVZWKQLOWP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.7

• arn:aws:controltower:ap-southeast-2::control/XLUHJBTPSEGR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:ap-southeast-2::control/HEXKEUELTWUJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:ap-southeast-2::control/YBJERSBVCEHS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:ap-southeast-2::control/NHKYZBGUEQPJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:ap-southeast-2::control/BDIQMPNVEKNT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.4

• arn:aws:controltower:ap-southeast-2::control/XMHSZGFVUCKV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:ap-southeast-2::control/LJRFKNWNZTFU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:ap-southeast-2::control/UQXXELUQDDBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:ap-southeast-2::control/TOCWOWCANSFU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:ap-southeast-2::control/EUFJHWDURPMH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.5

• arn:aws:controltower:ap-southeast-2::control/WTXQRFALXGYL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:ap-southeast-2::control/BXDSOSNWHWBB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:ap-southeast-2::control/BXVOZYIINNMW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:ap-southeast-2::control/AKMDCPLQCITK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:ap-southeast-2::control/YIRYWJNNTLLE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.2

• arn:aws:controltower:ap-southeast-2::control/FUPOVEEUOSWA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:ap-southeast-2::control/GPRIYFLJKTBB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:ap-southeast-2::control/TUXNKQCYFAHX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:ap-southeast-2::control/IEOEHVHFUPUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:ap-southeast-2::control/KMNEEERHOZWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.7

• arn:aws:controltower:ap-southeast-2::control/ELPFKNRXKOFT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:ap-southeast-2::control/FLKRVTMMLUMN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:ap-southeast-2::control/TIPAEJGHISPE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:ap-southeast-2::control/EVSNHFCDZNEP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:ap-southeast-2::control/VZMVHIMBIXOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.6

• arn:aws:controltower:ap-southeast-2::control/MMCBTWVVBBFM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:ap-southeast-2::control/GNNUAYUHJXLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:ap-southeast-2::control/QWJLMXTGTTTY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:ap-southeast-2::control/QPRZHOWCOFOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:ap-southeast-2::control/YGRKTWGZGYWP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-southeast-2 3484



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.Opensearch.5

• arn:aws:controltower:ap-southeast-2::control/OZIJZGYJIAUK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:ap-southeast-2::control/FTZIOOVBEHSU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:ap-southeast-2::control/EGTEXCKXTWYU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:ap-southeast-2::control/MQGZXOCEDKKX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:ap-southeast-2::control/KMPUUHKSUHBG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.10

• arn:aws:controltower:ap-southeast-2::control/SMAVVTOYNJTI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:ap-southeast-2::control/PVJEIOWFEXGW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:ap-southeast-2::control/BMLXMSRNEDOJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:ap-southeast-2::control/SFKATYNUSZRY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:ap-southeast-2::control/CXRHCSGCTDUZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.17

• arn:aws:controltower:ap-southeast-2::control/SRFNCNDSXZNT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:ap-southeast-2::control/RBYPDKTCHCVN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:ap-southeast-2::control/FDBSHSSUIULV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:ap-southeast-2::control/IWPFNXTZXADU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:ap-southeast-2::control/SIZRZVALISEG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.21

• arn:aws:controltower:ap-southeast-2::control/BEAJMSHPLZAF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:ap-southeast-2::control/HGUANBQWZZZT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:ap-southeast-2::control/ZRQKSDQFNGQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:ap-southeast-2::control/BGPIYTQZCFXL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:ap-southeast-2::control/YIQWYGANUPYO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.3

• arn:aws:controltower:ap-southeast-2::control/OKWMNXYZRUVG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:ap-southeast-2::control/UOCQAVOKOBTP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:ap-southeast-2::control/IRSIBRZRNPGJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:ap-southeast-2::control/LJQFIHVOJEWC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:ap-southeast-2::control/CDKCDVDPAZJE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.9

• arn:aws:controltower:ap-southeast-2::control/FPPDNGIQPZQT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:ap-southeast-2::control/WVIYUKDGFONY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:ap-southeast-2::control/LQIBXYSZTOTD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:ap-southeast-2::control/ORJWWXAPJACW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:ap-southeast-2::control/UNNOEVFPFBMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.6

• arn:aws:controltower:ap-southeast-2::control/WMXBZOHRKUOQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:ap-southeast-2::control/MVNWOYAUMTGJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:ap-southeast-2::control/XIDWPGTUKALT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:ap-southeast-2::control/TTPOHLOSZBPO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:ap-southeast-2::control/UBQSERAFQQLI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.10

• arn:aws:controltower:ap-southeast-2::control/OEWTPHSMPPGY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:ap-southeast-2::control/HYDZJVQVOSSG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:ap-southeast-2::control/IYZUNEUFKEBY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:ap-southeast-2::control/TWWHDSTFPQWH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:ap-southeast-2::control/RAKBNMGBWPVK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.2

• arn:aws:controltower:ap-southeast-2::control/WUHZWRYEJOUJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:ap-southeast-2::control/YJQGDKELZCKA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:ap-southeast-2::control/MYWMNVQHDBPC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:ap-southeast-2::control/FGNEAZJPHZUU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:ap-southeast-2::control/HISIOKDAAMQR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-southeast-2 3493



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.S3.9

• arn:aws:controltower:ap-southeast-2::control/ZPOEOPATKJIC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:ap-southeast-2::control/RJPBPBVBLXQI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:ap-southeast-2::control/YVTYTAYMHBIH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:ap-southeast-2::control/ENSHCNPLXZHX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:ap-southeast-2::control/RLRUQAVPCAZI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.2

• arn:aws:controltower:ap-southeast-2::control/LARTAAZXHQGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:ap-southeast-2::control/SFESCRTZJFXB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:ap-southeast-2::control/RKBCVEOAAXFA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:ap-southeast-2::control/LYBVPJQFKFUM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:ap-southeast-2::control/XWKDVYDAVXSW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.3

• arn:aws:controltower:ap-southeast-2::control/GHYJJWOGIPDS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:ap-southeast-2::control/PIPRTUKNSOCX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:ap-southeast-2::control/HOQMRBMNIKAW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:ap-southeast-2::control/FNKXYQSZMWQM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:ap-southeast-2::control/PTCINVDOZREK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.10

• arn:aws:controltower:ap-southeast-2::control/ZMFZRNVVUDDS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:ap-southeast-2::control/YJAUIVTCYRJW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:ap-southeast-2::control/CYGNEESCWZXG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:ap-southeast-2::control/LYLUSATWXWGZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ap-southeast-3

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBI 
TED

ap-southeast-3 3497
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• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABL 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-3 3498



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROH 
IBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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Control identifier, ARN, and supported Regions

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CLOUDTRAIL_CLOUDWATC 
H_LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CLOUDWATCH_EVENTS_CH 
ANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-3 3500
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZAT 
ION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CONFIG_AGGREGATION_C 
HANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-3 3501
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CON 
FIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-3 3502
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGE 
S_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_DISALLOW_CROSS_REGIO 
N_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABL 
E_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_MFA_ENABLED_FOR_IAM_ 
CONSOLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBIT 
ED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPL 
ICATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MF 
A

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCES 
S_BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-southeast-3::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_ 
DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:ap-southeast-3::control/IYXOFXBXLMGS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-southeast-3::control/CBCSCTURQXDP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-southeast-3::control/EGXWMKYDFRSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-southeast-3::control/TRNOXUPEBWOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-southeast-3::control/BOOKWYPOXMTQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-southeast-3::control/PAPTPLXSKUJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-southeast-3::control/QDOMOGKGWUOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-southeast-3::control/YVQNVHXOXYLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-southeast-3::control/XLMCUHYROLCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-southeast-3::control/FRBNCATEBZVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-southeast-3::control/GZLYQHADQMAH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-southeast-3::control/HBAZXGAUBONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-southeast-3::control/DYSCGAATRAXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.1

• arn:aws:controltower:ap-southeast-3::control/XZCPAQEMUOVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-southeast-3::control/ORRXHOXQUYOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-southeast-3::control/BXWJNMFCDYNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-southeast-3::control/HRADZAJMASBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-southeast-3::control/AIVKYADIWIXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-southeast-3::control/OKTFVJFNOEGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-southeast-3::control/TAVCFHICTOOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-southeast-3::control/XVBYPLVRQXBC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-southeast-3::control/MFBWYIYZRDWU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-southeast-3::control/RIAGHUSPABQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-southeast-3::control/HFDQZKOIUTPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-southeast-3::control/CRAVIZGSUZNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-southeast-3::control/FZACIPKYOZWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-southeast-3::control/TOOGKXNIZTGI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-southeast-3::control/RNEBJBKTWYNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-southeast-3::control/EBMFFONQCPFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-southeast-3::control/SLGAANKAFEYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-southeast-3::control/ISFZIBFIGEYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-southeast-3::control/IPCYTHQFAFNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-southeast-3::control/XRYUQXKTPXYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-southeast-3::control/SAEWMKRDHMRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-southeast-3::control/FEOXIQQBHYQN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-southeast-3::control/UCOWSXPWKCCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-southeast-3::control/VFZMJZENUMGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-southeast-3::control/JQROQRCXWACD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-southeast-3::control/VLSEDZSWLNNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-southeast-3::control/RIRMCQIOIAWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-southeast-3::control/GBLIBFBFWEWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-southeast-3::control/EHGRDSWJBZRD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-southeast-3::control/VNUHTQRCTWLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-southeast-3::control/TGZQHFRKWOCF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-southeast-3::control/VKHCXDMGUOOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-southeast-3::control/LBGGSSRBSGUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-southeast-3::control/JTEUUIMXIUPM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-southeast-3::control/WKTXNANZYYLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-southeast-3::control/MCOFGYCDXMLZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-southeast-3::control/IIQOEVFKXQUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-southeast-3::control/RCUQGUPBRITK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-southeast-3::control/MAULWZOVBHAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:ap-southeast-3::control/SDXGBJAMZIPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2
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• CT.DAX.PR.3

• arn:aws:controltower:ap-southeast-3::control/BHRDSDRZCZYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ap-southeast-3::control/CXVEOOHIMNNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-southeast-3::control/ENVXMQEWHFBX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-southeast-3::control/BMNUBLZWWWWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-southeast-3::control/NTKVAPLDGPIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-southeast-3::control/XAWHUFNRUUXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-southeast-3::control/PCYSWLZHMHPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:ap-southeast-3::control/PWXEQPXBWGJT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.10

• arn:aws:controltower:ap-southeast-3::control/GNBOOTBHJQVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ap-southeast-3::control/CRATTPOFXYCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-southeast-3::control/UQOCEESBNNIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:ap-southeast-3::control/JYEUKJNOFJQT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.14

• arn:aws:controltower:ap-southeast-3::control/VMKDWYCKPKRH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ap-southeast-3::control/ORVERZAWCKRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-southeast-3::control/GTHXKJHCJEJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:ap-southeast-3::control/VYPANYUFOFAQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-3 3528



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.18

• arn:aws:controltower:ap-southeast-3::control/CXYLMYZHNKTA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ap-southeast-3::control/LKNKZOMUUQZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-southeast-3::control/NSYQYXIHEBWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:ap-southeast-3::control/LDIQIPNKYDDU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.3

• arn:aws:controltower:ap-southeast-3::control/VCSBDJNKNXJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ap-southeast-3::control/ERCKYPEQKGQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-southeast-3::control/XNOKLOVHWBEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:ap-southeast-3::control/OEHVBKEUNBFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.7

• arn:aws:controltower:ap-southeast-3::control/ZPFLDJXNZPIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ap-southeast-3::control/LCZICULVYVTQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-southeast-3::control/ZRLPKTZVMADM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:ap-southeast-3::control/JJJXZNGLHLUF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.2

• arn:aws:controltower:ap-southeast-3::control/EJDXIYMHLMFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ap-southeast-3::control/DUZAZKIYTOJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-southeast-3::control/LETJITMENKEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:ap-southeast-3::control/GMSHBDOAHKHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.6

• arn:aws:controltower:ap-southeast-3::control/ZXTGGJQZHLQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ap-southeast-3::control/YBFBQOOUVSWP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-southeast-3::control/NQTDLNZGOGBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:ap-southeast-3::control/QRCFKIBEUPDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.1

• arn:aws:controltower:ap-southeast-3::control/ORAWXBHCEJWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ap-southeast-3::control/AJNKXRBUKMIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-southeast-3::control/WANJBLRHTDXZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:ap-southeast-3::control/FBNIUCYMSFGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.2

• arn:aws:controltower:ap-southeast-3::control/WMYOLPNABXBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ap-southeast-3::control/HIVKSROFOHMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-southeast-3::control/RVWNBZEIAMPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:ap-southeast-3::control/NZXRQVWELREZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.6

• arn:aws:controltower:ap-southeast-3::control/KWSNCTWDCYIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ap-southeast-3::control/SZBHNXBFPDGI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-southeast-3::control/CPUSDPMIROHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:ap-southeast-3::control/NOCAIXXNKAIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-3 3536



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EKS.PR.1

• arn:aws:controltower:ap-southeast-3::control/GTUYCDYBWLHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ap-southeast-3::control/XCCMMBTOHCIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-southeast-3::control/JBFIPVGUUHGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-southeast-3::control/QRBXRUFFBUZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-southeast-3::control/BGSOAUDWLHLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-southeast-3::control/KLQYRUHZYFAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-southeast-3::control/IFMXFKFLEXKP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-southeast-3::control/OMPFCRWUDYXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-southeast-3::control/IQDCLULOMHIN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-southeast-3::control/MATYZEIUCDIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-southeast-3::control/CFMVUMABXOQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-southeast-3::control/UFUQHFPHRDMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-southeast-3::control/DCNARSSNDLVD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-southeast-3::control/AUBCXBXVTKUT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-southeast-3::control/NUHELTPITCRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-southeast-3::control/RFSAQLSOMRWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-southeast-3::control/TMVUNWZICUTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-southeast-3::control/AXMNAMRZWUHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-southeast-3::control/CFXSCVNJURIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-southeast-3::control/YBEQEHQUOIBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-southeast-3::control/ASSEXCKVIKWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-southeast-3::control/OOROGRUVAYIT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-southeast-3::control/AKZIMZMBHXPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-southeast-3::control/ZALYTABUTANC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-southeast-3::control/FTFRBHJUCHHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-southeast-3::control/BMTMYGWWKGRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-southeast-3::control/JLDJRXDZHOCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-southeast-3::control/PFRMCVVXGCWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-southeast-3::control/BCCTQMAXUQOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-southeast-3::control/INBVXUZPITIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-southeast-3::control/HLJOXOYOQRWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-southeast-3::control/FAKSKCVVLGLZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.1

• arn:aws:controltower:ap-southeast-3::control/HGZIJECVJGDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ap-southeast-3::control/PIXVJDFYLEEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-southeast-3::control/GMWRRLUZJKUV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:ap-southeast-3::control/NWZAQBRTRVWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-3 3545



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.GLUE.PR.1

• arn:aws:controltower:ap-southeast-3::control/OYFSLJFWANFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-southeast-3::control/OQXJTSRQRSIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-southeast-3::control/ENDGXUBAFXAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:ap-southeast-3::control/QJIWSLSIUGXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.3

• arn:aws:controltower:ap-southeast-3::control/ILMQSXXDTGIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ap-southeast-3::control/GQDQANYGJAPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-southeast-3::control/HVFUXHSOQXPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:ap-southeast-3::control/PSNLRYLRRYHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.1

• arn:aws:controltower:ap-southeast-3::control/TLIKROYMIVQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ap-southeast-3::control/KVIRUTURJNHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-southeast-3::control/HXBWEHKKWQBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:ap-southeast-3::control/WEFPAMOTWMDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.2

• arn:aws:controltower:ap-southeast-3::control/FXOKBDKDCRRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ap-southeast-3::control/PMNICKKUUEAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-southeast-3::control/TBECJBYQNBXC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:ap-southeast-3::control/OMHRJDQOQRNT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.6

• arn:aws:controltower:ap-southeast-3::control/XQKLXTJSCQKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-southeast-3::control/UXZDCQJYOSNC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-southeast-3::control/CLTIPWNNUWFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-southeast-3::control/ZGTSAFJLTNER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-southeast-3::control/PMHEGULRZVPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-southeast-3::control/LVDYJRBNZIDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-southeast-3::control/QZPCHXXRSNQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-southeast-3::control/YBOGPLNVDMJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.1

• arn:aws:controltower:ap-southeast-3::control/IXDXNGQKEAPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ap-southeast-3::control/NHVOAEYKAXPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-southeast-3::control/WCDCFFYFYMDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:ap-southeast-3::control/OJFGSQYYLTTD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-southeast-3::control/MYZWLUGJMTLG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-southeast-3::control/ZCYILJXNYJPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-southeast-3::control/MQCMSSWZMSNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-southeast-3::control/WUVFSNJYPXZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-southeast-3::control/IOWUKZDWGONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-southeast-3::control/OTVNXEOUUPBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-southeast-3::control/ETUWZLERTVQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-southeast-3::control/MTPRETPWRQNM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-southeast-3::control/ISPNAEMQQYUG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-southeast-3::control/PGEABSLQNWSZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-southeast-3::control/PZZQCSEITCRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-southeast-3::control/BZMOURJQBWKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-southeast-3::control/WTKHFUNAHSRC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-southeast-3::control/SVWDDTCGVTOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-southeast-3::control/GXDBIGPNJLKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-southeast-3::control/CRYYGMVAJETX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-3 3556



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-southeast-3::control/DSVSBRMWZIKQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-southeast-3::control/RUVAAYRTPBWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-southeast-3::control/BCISWMGTUIEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-southeast-3::control/YCCNRZZHQRAU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-southeast-3::control/QLYZGPDANYDA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-southeast-3::control/TOLOKFEEGTJH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-southeast-3::control/PWUNDFXSUYAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-southeast-3::control/HIZSJVEOIWXP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-southeast-3::control/BQWPTLYFLVJT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-southeast-3::control/WHKQJXKELYJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-southeast-3::control/LYXBCHEEZPVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:ap-southeast-3::control/HUPJOPPYSUGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.10

• arn:aws:controltower:ap-southeast-3::control/UZRSPFWZQTYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ap-southeast-3::control/NHKXBYQLKDDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-southeast-3::control/GBNYUHASXVMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:ap-southeast-3::control/TCPYXNOZETYP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.14

• arn:aws:controltower:ap-southeast-3::control/IGMNPKJRFZMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ap-southeast-3::control/DAKSTNVIEZPX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-southeast-3::control/VKMGPRNMLCBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:ap-southeast-3::control/WUFEZOIZMXBA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.18

• arn:aws:controltower:ap-southeast-3::control/QNTSSYLVYSBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ap-southeast-3::control/BXCUKDZSYLOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-southeast-3::control/SPKTRDUPPMSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:ap-southeast-3::control/AZTJJPGJOFEO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.21

• arn:aws:controltower:ap-southeast-3::control/CFRTFTJOZPRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ap-southeast-3::control/YZCWKMNAUEXZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-southeast-3::control/OXCYOZPUWJYP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:ap-southeast-3::control/OTPOYEIELITW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.25

• arn:aws:controltower:ap-southeast-3::control/RJUTOOZNCKEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ap-southeast-3::control/MJPFJBRIDKHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-southeast-3::control/OFCALLEOFMGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:ap-southeast-3::control/IDDASOINPLGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.29

• arn:aws:controltower:ap-southeast-3::control/MBCMHNLEZLER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ap-southeast-3::control/DHDWZPYMBDIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-southeast-3::control/ZERCEPRQWWGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:ap-southeast-3::control/PDCYLHOTAIMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.5

• arn:aws:controltower:ap-southeast-3::control/MREYKJJSEDQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ap-southeast-3::control/AWIDKJQLXFPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-southeast-3::control/VBTYNZMZDTYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:ap-southeast-3::control/UKEUAXDWKKOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.9

• arn:aws:controltower:ap-southeast-3::control/WZXMVXZMJQSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-southeast-3::control/CXPPSTSYRQSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-southeast-3::control/IVYOUWQFCUYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-southeast-3::control/XNBKEABVQQNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-southeast-3::control/OCSPCZDHKDRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-southeast-3::control/DUBPDVDVASSS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-southeast-3::control/MGZSFFRPJXNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-southeast-3::control/LLUVKHVOTYKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-southeast-3::control/BEDTSJXBPYRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-southeast-3::control/RDNVZKOXQRBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:ap-southeast-3::control/SZTUWIPCDHJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:ap-southeast-3::control/TISETCEVQBZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:ap-southeast-3::control/YNGEMLONSHEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-southeast-3::control/USOLSRKTDAXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:ap-southeast-3::control/TRWWVPDNBLSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:ap-southeast-3::control/XWCENVGPFKVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:ap-southeast-3::control/NKZLNBHHNYWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-southeast-3::control/MENFCLCEHUMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:ap-southeast-3::control/KZHGCHWLWFGO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:ap-southeast-3::control/KMRGDQJCVIKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-southeast-3::control/POCEBHMEGHXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-southeast-3::control/PYUYQRAJTEYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-southeast-3::control/JGRCEFMTNSLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:ap-southeast-3::control/BVGSHIGLNFAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:ap-southeast-3::control/ERHGIIDRLPCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-southeast-3::control/OUZWAONSGGYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-southeast-3::control/MXXULKHAVUNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-southeast-3::control/ADCMSRCCWZPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-southeast-3::control/HHXUYSUFAFPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-southeast-3::control/KCRFFFCEBPEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:ap-southeast-3::control/BWSNHISVRCNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:ap-southeast-3::control/WRSGKTAMFUNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:ap-southeast-3::control/UFZYEEYHGRGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ap-southeast-4

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABL 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
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eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROH 
IBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CLOUDTRAIL_CLOUDWATC 
H_LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CLOUDWATCH_EVENTS_CH 
ANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZAT 
ION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CONFIG_AGGREGATION_C 
HANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CON 
FIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGE 
S_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ 
SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_DISALLOW_CROSS_REGIO 
N_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABL 
E_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCES 
S_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REGION_DENY

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPL 
ICATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MF 
A

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCES 
S_BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ap-southeast-4::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_ 
DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:ap-southeast-4::control/UTGLXCQDISMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ap-southeast-4::control/AOHBBOHVYOXC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ap-southeast-4::control/CPRJZNHSLXQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ap-southeast-4::control/JSVPQLCSVWLG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ap-southeast-4::control/GDMZARUABRDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ap-southeast-4::control/XOIJWVLCCYTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ap-southeast-4::control/ECADNMFRQVPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ap-southeast-4::control/NCDTANKPPSFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:ap-southeast-4::control/HJCSACGZAZKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.3

• arn:aws:controltower:ap-southeast-4::control/TUDPSRDPJIPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ap-southeast-4::control/KQAFEIDTVWYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ap-southeast-4::control/UWWOREONBQQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:ap-southeast-4::control/YQEEAIPKXPEI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.1

• arn:aws:controltower:ap-southeast-4::control/DSLSVZIDXAQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ap-southeast-4::control/LBESPKJSMPZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ap-southeast-4::control/XQUOYYWUREYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ap-southeast-4::control/FXROTUVAFTOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ap-southeast-4::control/MCUARPNYQNRM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ap-southeast-4::control/VAHIVVEVBWHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ap-southeast-4::control/CHDUZSJWJYUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ap-southeast-4::control/OJSMBFTLWYYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ap-southeast-4::control/IDGOEBRSQBUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ap-southeast-4::control/EWEADHPWKAQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ap-southeast-4::control/CVLVWHPNFDHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ap-southeast-4::control/YTUQPNAGTVUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ap-southeast-4::control/KCDBCIAYUXWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ap-southeast-4::control/AZRIXJRPZEGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ap-southeast-4::control/QLWFWMZSHUPD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ap-southeast-4::control/CQEDLAWQDAEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ap-southeast-4::control/HAXVFQCZVWMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ap-southeast-4::control/TYWUXNEGBHGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ap-southeast-4::control/MVVSTRHVZWSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ap-southeast-4::control/BPRDZIZNWYBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ap-southeast-4::control/BHNUHFPPNUTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ap-southeast-4::control/XZFLLXIQYNUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ap-southeast-4::control/ADCTWWSZWZTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ap-southeast-4::control/RBADPCHOYCIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ap-southeast-4::control/RAAHJHHQSMWP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ap-southeast-4::control/FSLGMXBTMEMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ap-southeast-4::control/KWEXXNTLEAVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ap-southeast-4::control/FDRWVVLULZAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ap-southeast-4::control/FCCVJPUNPVXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ap-southeast-4::control/JLVKWJATWUTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ap-southeast-4::control/RFQBNRCCEIKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ap-southeast-4::control/HYRUNFPDZNHR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.1

• arn:aws:controltower:ap-southeast-4::control/LXVUSLOKWAYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ap-southeast-4::control/TYKATGNYMSLJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ap-southeast-4::control/JEZZFRMLKWFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:ap-southeast-4::control/ZGJLFAZSANHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.5

• arn:aws:controltower:ap-southeast-4::control/RWIXRMHPKSME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ap-southeast-4::control/BBRKFCWFUGLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ap-southeast-4::control/RYLGGCGVEELG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:ap-southeast-4::control/DNCWSEOZINHL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2
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• CT.DAX.PR.3

• arn:aws:controltower:ap-southeast-4::control/XTHSONULVJIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ap-southeast-4::control/ROMIMQWYAGFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ap-southeast-4::control/YFAHKVXXOCSX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ap-southeast-4::control/KNYFLVIZOIAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ap-southeast-4::control/KWPVVWPRUBZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ap-southeast-4::control/HOSCJVRPLNZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ap-southeast-4::control/NCULPYCWMENB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:ap-southeast-4::control/SPYIFBBRIAND

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.10

• arn:aws:controltower:ap-southeast-4::control/LYBOKWDBULNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ap-southeast-4::control/IZALUCPZOAYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ap-southeast-4::control/UBPYTWKIMQOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:ap-southeast-4::control/YXZJOTGZJJVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.14

• arn:aws:controltower:ap-southeast-4::control/PTTAGSYATZTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ap-southeast-4::control/YCGPCZCVFQBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ap-southeast-4::control/GHHWSDLFCIMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:ap-southeast-4::control/HSVUAIMCVFGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.18

• arn:aws:controltower:ap-southeast-4::control/XHXUQXLXFAVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ap-southeast-4::control/MCLMJUHLGSBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ap-southeast-4::control/MIZLGQYHHGNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:ap-southeast-4::control/GQNGXWBTGEVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.3

• arn:aws:controltower:ap-southeast-4::control/MRBMELVZIAZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ap-southeast-4::control/LPEKGJIKOSHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ap-southeast-4::control/DBGPJOSFENFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:ap-southeast-4::control/ATKGMNOIYDJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.7

• arn:aws:controltower:ap-southeast-4::control/EBKEMPBNWLYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ap-southeast-4::control/VDOHFFWLBMLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ap-southeast-4::control/BFPRPYTVROPT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:ap-southeast-4::control/MEPYVZXUOIWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.2

• arn:aws:controltower:ap-southeast-4::control/HYKICGFAWYUK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ap-southeast-4::control/JNVLBGKIXGLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ap-southeast-4::control/TDHBNSHLEYAW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:ap-southeast-4::control/KLIFZQIZZWDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.6

• arn:aws:controltower:ap-southeast-4::control/YQZPJPGGFKNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ap-southeast-4::control/TZCTUGJAEZNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ap-southeast-4::control/QZESSATNRQBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:ap-southeast-4::control/QGQOOLGEUFRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.1

• arn:aws:controltower:ap-southeast-4::control/OQTRAOQXRMKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ap-southeast-4::control/KQEMAQVKCPAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ap-southeast-4::control/YICNYVZHGQFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:ap-southeast-4::control/JTJZEPHNXQVH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.2

• arn:aws:controltower:ap-southeast-4::control/OHUTRXXKJGCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ap-southeast-4::control/EYTOIVASPVEM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ap-southeast-4::control/YTNYDNTBJROR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:ap-southeast-4::control/IAIPQJCUSFGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.6

• arn:aws:controltower:ap-southeast-4::control/UWJWVKORWUOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ap-southeast-4::control/PCIZQSTGKQOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ap-southeast-4::control/SUKOWFYLVDJT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:ap-southeast-4::control/BNFDUDZYPCFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.1

• arn:aws:controltower:ap-southeast-4::control/PUXOKIJTZOIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ap-southeast-4::control/KMRGWHJRKITY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ap-southeast-4::control/FKPZDNGAEMAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ap-southeast-4::control/YUWPABBCXFEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ap-southeast-4::control/MKKKSJGQGFRS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ap-southeast-4::control/OKLGYXVMGVVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ap-southeast-4::control/OGTAAYEZPUMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ap-southeast-4::control/FWQDEEYQANGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ap-southeast-4::control/QMVTNDBFTCLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ap-southeast-4::control/ULKFEDFJABHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ap-southeast-4::control/LCXDOOJWVVHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ap-southeast-4::control/UFLZAXAQSXDA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ap-southeast-4::control/JRRSPQBKXBIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ap-southeast-4::control/CKKIPGIOQZLP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ap-southeast-4::control/GVPGZWWQFCVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ap-southeast-4::control/UOGIEQYUBVWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ap-southeast-4::control/CGNKJZRYHIZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ap-southeast-4::control/BKPDDVHNQLIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ap-southeast-4::control/ADHRMNATNDFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ap-southeast-4::control/ZGXGCIGJHYHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ap-southeast-4::control/LMBAWXBHTSZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ap-southeast-4::control/XBBFJWWSALQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ap-southeast-4::control/RADMLMBACOBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ap-southeast-4::control/IISQUFQMIRPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ap-southeast-4::control/BVFELBGGGJLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ap-southeast-4::control/CLBAVIDGQFBI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ap-southeast-4::control/MVEJSUXZWCOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ap-southeast-4::control/UQJJGFUCDAAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ap-southeast-4::control/IJCGBGKQJXLJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ap-southeast-4::control/WPUGUNCMUAKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ap-southeast-4::control/JLJILSWJBAWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ap-southeast-4::control/LFVOMXNGCJAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.1

• arn:aws:controltower:ap-southeast-4::control/FBOBOZDTKTRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ap-southeast-4::control/EVBCOKHITCAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ap-southeast-4::control/ILISLOWKJIHG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:ap-southeast-4::control/GYJLBWGSDIEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GLUE.PR.1

• arn:aws:controltower:ap-southeast-4::control/VGEVDHSNVCJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ap-southeast-4::control/LGYHSJSSFITW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ap-southeast-4::control/PULITXEDKEZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:ap-southeast-4::control/HDJTIJYVJZNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.3

• arn:aws:controltower:ap-southeast-4::control/RLBVVZELHWHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ap-southeast-4::control/SKIIBUQDKMNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ap-southeast-4::control/QJVBMTNZMYMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:ap-southeast-4::control/MNNUBYJOZSSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.1

• arn:aws:controltower:ap-southeast-4::control/GSGZPJGXAWVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ap-southeast-4::control/VIADYMCEWUAQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ap-southeast-4::control/ZFKVOWDNEYFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:ap-southeast-4::control/CHYBYDLZLYCY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.2

• arn:aws:controltower:ap-southeast-4::control/VNJTGWIULHAC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ap-southeast-4::control/UCYPTHSTGDBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ap-southeast-4::control/ETWPTXVQZWNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:ap-southeast-4::control/HXQVWADEFLZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.6

• arn:aws:controltower:ap-southeast-4::control/CKHYAGZGEYNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ap-southeast-4::control/XFYXVAYPOGYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ap-southeast-4::control/RPXKXCXYTLEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:ap-southeast-4::control/HOCXBBCNZLKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.5

• arn:aws:controltower:ap-southeast-4::control/UEECKADLRWFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ap-southeast-4::control/KLZCJQZASASQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ap-southeast-4::control/TEVRXVTDQJPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:ap-southeast-4::control/JMFYXCOPFTXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.1

• arn:aws:controltower:ap-southeast-4::control/YWVSXWGEFXUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ap-southeast-4::control/EZYJLTELGEJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ap-southeast-4::control/OULBRFIHYTNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:ap-southeast-4::control/MEFCJWCHCRQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ap-southeast-4::control/JUMCMTEBPIHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ap-southeast-4::control/EMRQQNEEYXAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ap-southeast-4::control/IJPZWNXPUXES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:ap-southeast-4::control/NXKULGHRFXPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.4

• arn:aws:controltower:ap-southeast-4::control/EKFELZAAQZPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ap-southeast-4::control/OURFPROLDKAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ap-southeast-4::control/OUYOBZFVVXCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ap-southeast-4::control/IPVFMIRAPIGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ap-southeast-4::control/PIPCLZWMAQUL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ap-southeast-4::control/EAMNVEPGNHRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ap-southeast-4::control/ECKHABEFONXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ap-southeast-4::control/QGIEHLWASGGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ap-southeast-4::control/EVJTHCMSEQQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ap-southeast-4::control/LUZFSXFQSKRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ap-southeast-4::control/EIGXMDVSHDTY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ap-southeast-4::control/QAAEWIBSKHVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ap-southeast-4::control/WAZDZCMZOCTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ap-southeast-4::control/CNZPTJJRWSNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ap-southeast-4::control/LAPLGFTJAXIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ap-southeast-4::control/NLYEGMAOFTAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ap-southeast-4::control/GRSDIFUYIMFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ap-southeast-4::control/IPQWJIRBIWGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ap-southeast-4::control/JYWSHGENXKTO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ap-southeast-4::control/YPZCLPKBNGIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ap-southeast-4::control/YCWSPDDLEEDG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ap-southeast-4::control/CJKLXUEJMVCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ap-southeast-4::control/ZFTZSJUIUYUR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:ap-southeast-4::control/BPVKEWVTUWLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.10

• arn:aws:controltower:ap-southeast-4::control/ELLZCEANXPRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ap-southeast-4::control/ZFNHHDPYTJBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ap-southeast-4::control/SZBDICZIVCPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:ap-southeast-4::control/JLSRQQSUNNSY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.14

• arn:aws:controltower:ap-southeast-4::control/KHJNQZHZNMBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ap-southeast-4::control/CRDTQDJYSRKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ap-southeast-4::control/QYJMTCCOYDNG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:ap-southeast-4::control/BGJEHLNQLZEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.18

• arn:aws:controltower:ap-southeast-4::control/AMLFAOVWRYRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ap-southeast-4::control/BRIRJRUIOZMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ap-southeast-4::control/BKSOTGWHUEPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:ap-southeast-4::control/BHRDIKZLQNSU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.21

• arn:aws:controltower:ap-southeast-4::control/GABVUUUQLSDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ap-southeast-4::control/AKPEAYGURAXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ap-southeast-4::control/COUBETKLZEDR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:ap-southeast-4::control/YRBXFHAZOBDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.25

• arn:aws:controltower:ap-southeast-4::control/NLPDDLRTCAKP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ap-southeast-4::control/RBQVQFLWMKBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ap-southeast-4::control/BZJJFMUTKLAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:ap-southeast-4::control/XQNYXEKDZIGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.29

• arn:aws:controltower:ap-southeast-4::control/PPQBRTYVMGRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ap-southeast-4::control/ZUSHTBGQWBDP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ap-southeast-4::control/OIFDZPETJXOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:ap-southeast-4::control/PDNOCLDCOFWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.5

• arn:aws:controltower:ap-southeast-4::control/UAZNUSWPRZEL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ap-southeast-4::control/NCROQKSZJXGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ap-southeast-4::control/LFKKWGDLREGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:ap-southeast-4::control/ISLVBOAJZVEO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.9

• arn:aws:controltower:ap-southeast-4::control/XXMTCRFOUHKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ap-southeast-4::control/WXBAEMGBNRWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ap-southeast-4::control/MZVFTANPECPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:ap-southeast-4::control/ZXYQNPTGYKQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.4

• arn:aws:controltower:ap-southeast-4::control/IKCXEHXYJRVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ap-southeast-4::control/BGMYCCKJSXSJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:ap-southeast-4::control/HDAJOFBSCAZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:ap-southeast-4::control/USTDDCUNOJVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:ap-southeast-4::control/MEFKMQGDLMBW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ap-southeast-4::control/VMUQKKURTFQH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:ap-southeast-4::control/UZNLVDVSMHZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:ap-southeast-4::control/ERNMVMJMMUCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:ap-southeast-4::control/GSOHGIFWYQYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ap-southeast-4::control/HUJNXXTHLDBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:ap-southeast-4::control/WUBXNLCMSYUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:ap-southeast-4::control/VHKXDIWZQDSN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:ap-southeast-4::control/NMAAILPGVXAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ap-southeast-4::control/JJROZZPYLDSV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:ap-southeast-4::control/QPPBAOJDQLFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:ap-southeast-4::control/MNQSVFBXEKDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ap-southeast-4::control/QNAPKIUXFEPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ap-southeast-4::control/PZIBDNEVGZNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ap-southeast-4::control/NOZHICOKJIJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:ap-southeast-4::control/DGEFIBBKNNAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:ap-southeast-4::control/TCOMVFDNXJHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ap-southeast-4::control/QNCUBTYVDMNK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ap-southeast-4::control/VUVJNJRXBZAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ap-southeast-4::control/IZBRUNFKGILL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ap-southeast-4::control/THIHAAMWYOLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ap-southeast-4::control/CMRLLTLXFKCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:ap-southeast-4::control/ENLMLRVXKUMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:ap-southeast-4::control/GMGTDMVFMMIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:ap-southeast-4::control/AUFYBCLSXDIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ca-central-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED
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• arn:aws:controltower:ca-central-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:ca-central-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLI 
C_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_ 
LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHAN 
GE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:ca-central-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZATIO 
N_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:ca-central-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ME 
MBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:ca-central-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SH 
ARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:ca-central-1::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKIN 
G

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:ca-central-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:ca-central-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:ca-central-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:ca-central-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:ca-central-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:ca-central-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:ca-central-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:ca-central-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:ca-central-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:ca-central-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:ca-central-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:ca-central-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:ca-central-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACC 
ESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:ca-central-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ca-central-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:ca-central-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:ca-central-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:ca-central-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:ca-central-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:ca-central-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:ca-central-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:ca-central-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:ca-central-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLIC 
ATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:ca-central-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:ca-central-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_ 
BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:ca-central-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_IN 
TERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:ca-central-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:ca-central-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:ca-central-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DI 
SABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:ca-central-1::control/CKCKTGLVEKYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:ca-central-1::control/EUYZNAPVCUUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:ca-central-1::control/RPOXLFOSAVOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:ca-central-1::control/XXKODHBWTZTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:ca-central-1::control/WDEOZRYGKEQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:ca-central-1::control/NMHBYPLKKHGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:ca-central-1::control/OTRRYHQQAPMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:ca-central-1::control/KRLWEXIIRJPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:ca-central-1::control/MDZMFQUIFJSZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:ca-central-1::control/GQJWEDLMDAWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:ca-central-1::control/NAGLSYFOFCUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:ca-central-1::control/FGRIEMDEJJCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:ca-central-1::control/XNSSRZIDASBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:ca-central-1::control/QOALNQRZALAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:ca-central-1::control/IAMMTTGPSEKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:ca-central-1::control/SDBNXVSDHXFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:ca-central-1::control/SNIFZDSHBSEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:ca-central-1::control/CQVXMPTKZZLD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:ca-central-1::control/ZRMHGMLRJGDN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:ca-central-1::control/UJLFDUJHLYUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:ca-central-1::control/VCDSRAZXDLZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:ca-central-1::control/CXHVXOATJHPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:ca-central-1::control/KNWXLCUZBJPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:ca-central-1::control/SUQITVFXSNAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:ca-central-1::control/GJMTGWEQYCFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:ca-central-1::control/OMCTIJOASMIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:ca-central-1::control/TQHOWLDDEHMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:ca-central-1::control/EMBBJBOEZUXI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:ca-central-1::control/ROXOJWPKIJGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:ca-central-1::control/RUMPJMCCNCJW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:ca-central-1::control/YXRNFYZICBAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:ca-central-1::control/CXLHFJBBESPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:ca-central-1::control/ZYDBRRMVVTZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:ca-central-1::control/LLIUTEJBMGHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:ca-central-1::control/EYUKXNOQHBVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:ca-central-1::control/FZHDAFBJJMXP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:ca-central-1::control/OJPYIMZXKWMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:ca-central-1::control/LADQHOPWFDQE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:ca-central-1::control/KAEEWMVGTQBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:ca-central-1::control/GKZHBZWQTGXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:ca-central-1::control/QDLDUFIKRTAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:ca-central-1::control/VQRWIUPQXDNG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:ca-central-1::control/VPXBCTGURFRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:ca-central-1::control/RZUDTGNQSLRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:ca-central-1::control/IOQUGWNHEDSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:ca-central-1::control/RSYHHWKEXHCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:ca-central-1::control/SCRYBKUZHBYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:ca-central-1::control/ZNXNBMZCHFPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:ca-central-1::control/OGBAKFMGJPZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:ca-central-1::control/KJEOAYEPVAWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:ca-central-1::control/LWZACZNXEWFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:ca-central-1::control/NBKPOCFUAYKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:ca-central-1::control/JUNTGFKWFFJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:ca-central-1::control/BYNSAWVHNTAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:ca-central-1::control/XXXIGZQSIPVK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:ca-central-1::control/QOJPATDAWFRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:ca-central-1::control/CUUSQEVMNYIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:ca-central-1::control/NURHQPDKMITF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:ca-central-1::control/MUUOXHEGOERO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:ca-central-1::control/ZXANARWCPQNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.1

• arn:aws:controltower:ca-central-1::control/HHAFBCZLQYXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:ca-central-1::control/RTCRBMNLMGBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:ca-central-1::control/ZBWKQBJUYPUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:ca-central-1::control/HJKXVHTKUFCB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:ca-central-1::control/MTUNNERTAWUK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:ca-central-1::control/CGSRRXAEKBDN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:ca-central-1::control/VLNRASMMQCCT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:ca-central-1::control/MXJEIQXYMIFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:ca-central-1::control/DWQPXWTEDTUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:ca-central-1::control/FCQLVHMQUYEM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:ca-central-1::control/TNQREQCHEREZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:ca-central-1::control/KLTLENUYLCHX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:ca-central-1::control/AQALJJABNSXP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:ca-central-1::control/XENHMLFNKUIK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:ca-central-1::control/KPFAQFAQJAWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:ca-central-1::control/FTWNDUKURLTP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:ca-central-1::control/DKUIAHCHYZTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:ca-central-1::control/KMLZLRNMCKXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:ca-central-1::control/BFYFBNGDUPMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:ca-central-1::control/SLQHSJSMHMNF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:ca-central-1::control/IWKYDPSHHVML

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:ca-central-1::control/SFHBTRLTBPKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:ca-central-1::control/QERNFETYILJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:ca-central-1::control/XTCFTTKIVGTN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:ca-central-1::control/JUKQTEJGAVSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:ca-central-1::control/HPAJKCLSWUKI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:ca-central-1::control/IMGIIRQPZYLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:ca-central-1::control/NTNTNZEGMLUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:ca-central-1::control/FKSEYKPJSDJT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:ca-central-1::control/GBPYRLBOQCKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:ca-central-1::control/QFQHDLEJLUVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:ca-central-1::control/EINHSETMUTZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:ca-central-1::control/UICVAWRLEUIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:ca-central-1::control/SHIXZVMGGYMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:ca-central-1::control/WHBVGSRPVIND

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:ca-central-1::control/IARHPIWNYLNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:ca-central-1::control/MBYLGYRJVDVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:ca-central-1::control/IFZZOZKBHYXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:ca-central-1::control/OWWEUIDVOUHP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:ca-central-1::control/OPJANTDNJXXU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:ca-central-1::control/QQBFGIYIOMAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:ca-central-1::control/AWMWFFQFZKMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:ca-central-1::control/NTRRBCOKHJRZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:ca-central-1::control/SIDZOIYXVIKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:ca-central-1::control/GXKOJVEIZCKJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:ca-central-1::control/AGVBFPDHFSFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:ca-central-1::control/RWFPWLVDFXEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:ca-central-1::control/DJMUOJNRFWVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ca-central-1 3694



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:ca-central-1::control/VATZKDSWZSOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:ca-central-1::control/KBOVLCAXAJEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:ca-central-1::control/OIUOCGOEQSKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:ca-central-1::control/CIETIOVQWORV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:ca-central-1::control/YYHZHDDXKKIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:ca-central-1::control/VBLRFNOUJAIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:ca-central-1::control/JEMASGVKBRQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:ca-central-1::control/SMQITIAHFKPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:ca-central-1::control/RSZNNHZMPHGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:ca-central-1::control/AKFECGTIWOJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:ca-central-1::control/GYIRQYZQGXOJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:ca-central-1::control/CWGCUTVHELNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:ca-central-1::control/VGCEFHSLONXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:ca-central-1::control/RZQGPORFMUYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:ca-central-1::control/SHNYFGRZOKNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:ca-central-1::control/MEFQWCBROONN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:ca-central-1::control/SFJRXHPEEWFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:ca-central-1::control/UQPWYSTFWPNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:ca-central-1::control/BLKONTFMJJIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:ca-central-1::control/GPGUBQHOYWEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:ca-central-1::control/LZTVNXQBDIDF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:ca-central-1::control/UHSFKNBKXDLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:ca-central-1::control/RXBCLXMNDYLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:ca-central-1::control/HDUQIRHQJHIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:ca-central-1::control/ZFDYEMUBADTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:ca-central-1::control/INXDKMEOBTFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:ca-central-1::control/QSNQBMVQIOGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:ca-central-1::control/UDKRPGZVFDUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:ca-central-1::control/PBXJBZPNELGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:ca-central-1::control/IEKSUNOKGWLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:ca-central-1::control/ETRMJIXAELLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:ca-central-1::control/XSODKGTQFXRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.2

• arn:aws:controltower:ca-central-1::control/HOKZEQYPEYHL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:ca-central-1::control/UVQFBXEVKVGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:ca-central-1::control/UEHHSMOZOLIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:ca-central-1::control/CXYDXHZWZNXX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:ca-central-1::control/GJHIYBNFTIXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:ca-central-1::control/TDLOCMNRYDEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:ca-central-1::control/UTUHYVIWSZJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:ca-central-1::control/OGEDACIRUOBW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:ca-central-1::control/TUWDPWLYPABH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:ca-central-1::control/VUUVMKZDXTGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:ca-central-1::control/ZQZJXLLWIWOJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:ca-central-1::control/VYDRIMVKDWQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:ca-central-1::control/HIQDPZTWODIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:ca-central-1::control/DVFENXUYBYML

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:ca-central-1::control/FXFPBXFQPQWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:ca-central-1::control/FELBWGXPFUJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:ca-central-1::control/PMHQAFGLASNE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:ca-central-1::control/AWZAQJTRTTFM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:ca-central-1::control/DIYTGMGAPPGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:ca-central-1::control/NZLDFSAFRBWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:ca-central-1::control/AMWDCROIIEIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:ca-central-1::control/SFQDJVTLHWNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:ca-central-1::control/LUZXHFYGBRHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:ca-central-1::control/MNIRMHULKCQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:ca-central-1::control/MUNQHOJYUZAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:ca-central-1::control/CUMNVXPZBGRY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:ca-central-1::control/IMAPSYUKKCBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:ca-central-1::control/VFQOGQVHFGGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:ca-central-1::control/BONSNYFHTQYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:ca-central-1::control/OBNEBUDNRRQH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:ca-central-1::control/VRSCWUWXSKOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:ca-central-1::control/SIIOUKQWZSFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:ca-central-1::control/GTFHCKELKRXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:ca-central-1::control/YZYEDZMRQLKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:ca-central-1::control/QBORBGFWFGIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:ca-central-1::control/JNLBIPKXYYSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:ca-central-1::control/DYHUHTZMANYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:ca-central-1::control/CUKNPGFNVIVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:ca-central-1::control/JJJBKFBKOIFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:ca-central-1::control/GBORBUKXVXWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:ca-central-1::control/MHOCPNBLGBET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:ca-central-1::control/BHKRHJKOIARA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:ca-central-1::control/AXPLMDKRPSRX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:ca-central-1::control/BYMWNEKJVBPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:ca-central-1::control/XMRAHLUXZRVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:ca-central-1::control/QUIKFRDEFZBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:ca-central-1::control/DOPPXRIVAYVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:ca-central-1::control/WZANTGTEGLMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:ca-central-1::control/ATEKPCKHHHYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:ca-central-1::control/MDJZFKJKKFMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:ca-central-1::control/PKOEOZEUJQMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:ca-central-1::control/IXYPCNJPAVYP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:ca-central-1::control/QFAFUIKDIHXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:ca-central-1::control/DVXCTDPQANLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:ca-central-1::control/HTVHIQWPULEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:ca-central-1::control/RVAPYALZJHLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:ca-central-1::control/WAJLGTNLDLJS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:ca-central-1::control/AUSMNRMJJUFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:ca-central-1::control/KYNERGDEMOGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:ca-central-1::control/ANFLBGZRYMCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:ca-central-1::control/CBUKUNUOEILM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:ca-central-1::control/MKVLLPSIEPIO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:ca-central-1::control/PJXOOIPSMNDA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:ca-central-1::control/OHBBTGZTMHOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:ca-central-1::control/RZBFFTPJOGCG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:ca-central-1::control/EHEHUGUMGNMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:ca-central-1::control/NIABCZCSXRUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:ca-central-1::control/SMCLOXFTGGJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ca-central-1 3719



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.24

• arn:aws:controltower:ca-central-1::control/VIDEBVCBMMHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:ca-central-1::control/LOBRESBCCMGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:ca-central-1::control/TRIRJEYQDGYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:ca-central-1::control/IJDHMCUQRDCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:ca-central-1::control/MCAZDRFZDIGR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:ca-central-1::control/VNOLGBJQURAH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:ca-central-1::control/CKRDGQKNEBYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:ca-central-1::control/SBRVREBPUTAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:ca-central-1::control/OMCIGOBMPXNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:ca-central-1::control/AORICFZECLOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:ca-central-1::control/BPTUKBOEYVEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:ca-central-1::control/OPZBMSCIYMQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:ca-central-1::control/LOKAOGKSIRIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:ca-central-1::control/RGEVPCAEAOUT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:ca-central-1::control/YTYJJRRXOEZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:ca-central-1::control/CXVHRDCRTVRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:ca-central-1::control/XBMWWNUQRGVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:ca-central-1::control/NHAZVUYWKCGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:ca-central-1::control/JNUTHIPQTKAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:ca-central-1::control/LXRTGBKAVZRM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:ca-central-1::control/QJZMCJVYCOGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:ca-central-1::control/XQGTRHZSJLAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:ca-central-1::control/JTOTPCSGXPIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:ca-central-1::control/SDAWDCRWPYAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:ca-central-1::control/KLKYRVHDTSNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:ca-central-1::control/CRTXZSITMULU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:ca-central-1::control/DKCURRUTBBZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:ca-central-1::control/FGDZHXUFRPHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:ca-central-1::control/TWVWTNVBNUJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:ca-central-1::control/ZEZHYRLECUPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:ca-central-1::control/RZFOSHDJDWQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:ca-central-1::control/JVKPEBOPGEKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:ca-central-1::control/GIQAEXYNYBIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:ca-central-1::control/DKOVKUNLSMJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:ca-central-1::control/ZXUCDQEYSHPT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:ca-central-1::control/MCLENUGHMFXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:ca-central-1::control/PFWXJZLGHZHS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:ca-central-1::control/SCSCEOQLMMEP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:ca-central-1::control/OQPVUZBBDOKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:ca-central-1::control/RJCWEUDWEBLJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:ca-central-1::control/BZAERZJTDTLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:ca-central-1::control/TLTACWUKOMHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:ca-central-1::control/TYQHRXOLTMRT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:ca-central-1::control/SEFPFJCQOYKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

ca-central-1 3730



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.WAF.PR.2

• arn:aws:controltower:ca-central-1::control/WKAOAEEFQEGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:ca-central-1::control/NPVKWMPNGNPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:ca-central-1::control/LZIRXMIWBDLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:ca-central-1::control/BUYCUYITYPVG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:ca-central-1::control/RPNDGPPSHSBC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.1

• arn:aws:controltower:ca-central-1::control/DHNKNPSWPETE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:ca-central-1::control/FDWKKFDTSZXX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:ca-central-1::control/XCCMVZSAVCXR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:ca-central-1::control/EZACRQZNMTPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:ca-central-1::control/UHUYXDUHUCFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:ca-central-1::control/IESMZILOLTCP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:ca-central-1::control/YSRNXOSPMPAR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:ca-central-1::control/IBIPKUPTGKCH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:ca-central-1::control/KTDSPDIJWYYR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:ca-central-1::control/STTPACNBPVWU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:ca-central-1::control/IKKVVSEWGLMB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:ca-central-1::control/JXPAOXBTCBUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:ca-central-1::control/JWIWNTSKAZGY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:ca-central-1::control/CHDIMYUFAZQV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:ca-central-1::control/ZFZUXSLEGCKV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:ca-central-1::control/DVIOWKWKIFHK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:ca-central-1::control/IXJDZWZANLKO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:ca-central-1::control/RQFYEFHIOOMQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:ca-central-1::control/AGXOGGHCGROE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:ca-central-1::control/JVYZMZLDDDRJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:ca-central-1::control/UHRCNDTKYIUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:ca-central-1::control/WERMMSKCVGST

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:ca-central-1::control/SGUSWAWCRFWN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:ca-central-1::control/YUAEVTSMXVYI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:ca-central-1::control/NZBZRTLNLRHC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:ca-central-1::control/KWXNGCKXFPFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:ca-central-1::control/HIRXVHWDXNSB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:ca-central-1::control/AAJEZEBPCKQN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:ca-central-1::control/HYOQASRNNLKH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:ca-central-1::control/JKHVVRTZQZZT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.1

• arn:aws:controltower:ca-central-1::control/BPAFLCPHAROG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:ca-central-1::control/LEFDCDBLZGBP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:ca-central-1::control/ZPHSVMVQOEUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:ca-central-1::control/YUTCRRLVNEDL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:ca-central-1::control/JNIOFIQSINQA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.16

• arn:aws:controltower:ca-central-1::control/JOQQKGOKQTZN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:ca-central-1::control/HPCENFROXVMO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:ca-central-1::control/KEIKZYHHGWJS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:ca-central-1::control/FQHRPTPPXKUX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:ca-central-1::control/ARHTRDLRMOZS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.20

• arn:aws:controltower:ca-central-1::control/KLGUNNBLXGKP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:ca-central-1::control/KMVIVYSEGFWX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:ca-central-1::control/AHMNFXCLBAVD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:ca-central-1::control/UQZLLSOWWAAT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:ca-central-1::control/GGJFODCQQCED

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.3

• arn:aws:controltower:ca-central-1::control/IEYBLJBRQTUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:ca-central-1::control/KWVQHHYVRNDF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:ca-central-1::control/OKZLDNISDVIX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:ca-central-1::control/XGNQTADZLIOK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:ca-central-1::control/HXUBJTXHYPIP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.9

• arn:aws:controltower:ca-central-1::control/XPJJCAOJDFWB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:ca-central-1::control/VJWDDYTKMDLE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:ca-central-1::control/SKIMJMSMPJYN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:ca-central-1::control/UUKJMLKQDJSZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:ca-central-1::control/ZBKHVVFKVDFR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.10

• arn:aws:controltower:ca-central-1::control/ULWMHFCYLPWR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:ca-central-1::control/KXERYZUCGGJC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:ca-central-1::control/BEDXPJRWTDZQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:ca-central-1::control/SFBMOXOHPGJA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:ca-central-1::control/IFCCVDCGNTTK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.5

• arn:aws:controltower:ca-central-1::control/XGGLVMQEYMTU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:ca-central-1::control/OTHWMXXNMCSP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:ca-central-1::control/CSVENQNTZNYV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:ca-central-1::control/GCWIQEDCGVFE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:ca-central-1::control/JJUVJECZICXY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.4

• arn:aws:controltower:ca-central-1::control/QSSJLANZTBWW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:ca-central-1::control/TLPEVLKHXZPJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:ca-central-1::control/NXDAILOKJURD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:ca-central-1::control/RVBQKRTSIQHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:ca-central-1::control/TUKTIBCDJAVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.13

• arn:aws:controltower:ca-central-1::control/FXCYGAGEGPGU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:ca-central-1::control/HABOKKLKHBXF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:ca-central-1::control/GWNPDCMTNYXF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:ca-central-1::control/GVQODFJYLZWC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:ca-central-1::control/EPRDRSPZQGPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.5

• arn:aws:controltower:ca-central-1::control/FBADZSAQTFEX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:ca-central-1::control/UBKSMZHRBUQV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:ca-central-1::control/RRQTKFRGJHIU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:ca-central-1::control/GFVYJMUPSGXT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:ca-central-1::control/NIQNQIVTOBLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELBv2.1

• arn:aws:controltower:ca-central-1::control/YGASWQGDRBGT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:ca-central-1::control/EPAGOHDKWZGV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:ca-central-1::control/POZXDXUYCPRU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:ca-central-1::control/SZZLDHEGHCRE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:ca-central-1::control/XLMZTTAZIZFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.4

• arn:aws:controltower:ca-central-1::control/DHRRWEWMKFNT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:ca-central-1::control/FUEFZWKCJABK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:ca-central-1::control/FAJDNSWEYJTJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:ca-central-1::control/RTHTIINVLDRG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:ca-central-1::control/EJOTPAVNDFJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.1

• arn:aws:controltower:ca-central-1::control/BDAQDLACRNUJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:ca-central-1::control/WIFJQEAWBYYY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:ca-central-1::control/GUUWDKSVVMBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:ca-central-1::control/MPEMCZUTKJSC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:ca-central-1::control/UIZQWGPRMOAM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.2

• arn:aws:controltower:ca-central-1::control/BQESNVPCOBGD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:ca-central-1::control/PPLFAEVCJSZX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:ca-central-1::control/ZBRPUSKMGALZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:ca-central-1::control/LFHALIRSAOMG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:ca-central-1::control/NOOUAVOVBUEY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.6

• arn:aws:controltower:ca-central-1::control/RBIDFUAIDOZW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:ca-central-1::control/ZUYARIGWZBSL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:ca-central-1::control/SDKZNRQZVJYU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:ca-central-1::control/VZYJNYATGYQB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:ca-central-1::control/IXRRCZUELMDU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.3

• arn:aws:controltower:ca-central-1::control/QRKASNXFSCTZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:ca-central-1::control/CGOLOMNECFEN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:ca-central-1::control/XWJFEUSBZYWC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:ca-central-1::control/BOWRFNRKVWJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:ca-central-1::control/FCQWRAUMZQGM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.3

• arn:aws:controltower:ca-central-1::control/WQKOVTMBTFSI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:ca-central-1::control/XFYQBLRUDYNB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:ca-central-1::control/ANJDRBFUQKHR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:ca-central-1::control/WHBLMHZIKBCR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:ca-central-1::control/CDBVKPRQKJYK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.1

• arn:aws:controltower:ca-central-1::control/PWBVWSWBTQAD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:ca-central-1::control/NUNSEOUQVSHL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:ca-central-1::control/UPGOTKZMWQPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:ca-central-1::control/OVWJICMFBDRQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:ca-central-1::control/DHYIFIEGKCHK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.6

• arn:aws:controltower:ca-central-1::control/VRMZTNTYOFHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:ca-central-1::control/IXZCJBXMBCGV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:ca-central-1::control/MNSOQMMBYSSN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:ca-central-1::control/OVLTEUUOAYRM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:ca-central-1::control/NDXZOSZBZAZP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.5

• arn:aws:controltower:ca-central-1::control/UYDVGEXROLLF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:ca-central-1::control/MKMOEILVVSHM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:ca-central-1::control/DHTDOXDDWKDT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:ca-central-1::control/VHKUJNWUZHWF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:ca-central-1::control/VEHXNORMXQFE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.4

• arn:aws:controltower:ca-central-1::control/MTRETSLGNEME

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:ca-central-1::control/ZWUQUZVGRFGN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:ca-central-1::control/UFNJUYUNHPUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:ca-central-1::control/CDTQYPILPGYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:ca-central-1::control/CLTBPMSNISNR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.1

• arn:aws:controltower:ca-central-1::control/NZXCAQOXCCUB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:ca-central-1::control/PRHACJRAZPNL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:ca-central-1::control/TPWBDXCLLFXK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:ca-central-1::control/WLJSEVCPUVGT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:ca-central-1::control/PTCFMAVPZJNJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.15

• arn:aws:controltower:ca-central-1::control/VUXWHQTMDUIL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:ca-central-1::control/AUGOGJCNNLCH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:ca-central-1::control/WGELDILYYVXL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:ca-central-1::control/DUYBROXNVRZJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:ca-central-1::control/LVTHEOBWSHXI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.20

• arn:aws:controltower:ca-central-1::control/OODDUWOHHNMJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:ca-central-1::control/JUUCAVNVKIFZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:ca-central-1::control/ZGGHJOYOXRWY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:ca-central-1::control/WSSFKIXFVIRY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:ca-central-1::control/HKYZMPYFMAFO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.27

• arn:aws:controltower:ca-central-1::control/HYHWKJXEPHPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:ca-central-1::control/KAZMYJAUZYSY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:ca-central-1::control/VXUOLNFZHRXA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:ca-central-1::control/XMPOBIWVBCBI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:ca-central-1::control/DKSRZCXJNFHQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.8

• arn:aws:controltower:ca-central-1::control/WFLIUEPSIAYX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:ca-central-1::control/RYUXCWVBRCAD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:ca-central-1::control/RSFNTTQDNSXM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:ca-central-1::control/SFTASJFBQOZK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:ca-central-1::control/YMGGCUBQWEZW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.4

• arn:aws:controltower:ca-central-1::control/JWQMOSWEPUQN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:ca-central-1::control/MWBNTMMYOBQK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:ca-central-1::control/VZIZLXFWAEFL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:ca-central-1::control/OUMGXBPLINOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:ca-central-1::control/CSOGIJBMPVER

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.1

• arn:aws:controltower:ca-central-1::control/ARAAXROCJLMK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:ca-central-1::control/MVWRAOTEOGZF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:ca-central-1::control/ITNNRYBVJGNI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:ca-central-1::control/UNGOCLMLKNAH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:ca-central-1::control/KPNAKOZEARRB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.17

• arn:aws:controltower:ca-central-1::control/QXTWLYUXVMIE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:ca-central-1::control/BPFIVHGTXOGG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:ca-central-1::control/AQQIXVCNLDYX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:ca-central-1::control/RQKKRCVIIKYW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:ca-central-1::control/TSCSMHZBPAOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.8

• arn:aws:controltower:ca-central-1::control/RXZJMQEOLMGW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:ca-central-1::control/GFOFPVBQVUFV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:ca-central-1::control/HUNUJVRXGYJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:ca-central-1::control/ZASOMECURBPO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:ca-central-1::control/YNRXRVWROTER

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.1

• arn:aws:controltower:ca-central-1::control/XOUNWPBZJNVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:ca-central-1::control/NMLXRBHLMGSL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:ca-central-1::control/FVQFKOJUNLOY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:ca-central-1::control/CRPLDMSGZVNX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:ca-central-1::control/SQZAFTGIIXLN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.2

• arn:aws:controltower:ca-central-1::control/RAPZNYOHIVYB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:ca-central-1::control/GBJUIOMQLVOT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:ca-central-1::control/ABZHCDTAXCTD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:ca-central-1::control/STQSZAQDRYTI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:ca-central-1::control/ZKLBBEFBUMDR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ca-central-1 3769



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.SecretsManager.4

• arn:aws:controltower:ca-central-1::control/BNCSMILPESRZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:ca-central-1::control/KZXBOOIWPJML

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:ca-central-1::control/PGGMESVIZFFP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:ca-central-1::control/TEFNOEPILSHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:ca-central-1::control/WQQNMFDARNQD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

ca-central-1 3770



AWS Control Tower User Guide

eu-central-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIB 
ITED

eu-central-1 3771



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:eu-central-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLI 
C_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_ 
LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHAN 
GE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:eu-central-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZATIO 
N_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:eu-central-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ME 
MBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:eu-central-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SH 
ARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:eu-central-1::control/AWS-GR_DISALLOW_CROSS_REGION_ 
NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:eu-central-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:eu-central-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:eu-central-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:eu-central-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:eu-central-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:eu-central-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:eu-central-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:eu-central-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2
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• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:eu-central-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:eu-central-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:eu-central-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:eu-central-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:eu-central-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACC 
ESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:eu-central-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-central-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:eu-central-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-central-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:eu-central-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:eu-central-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:eu-central-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:eu-central-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:eu-central-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:eu-central-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLIC 
ATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:eu-central-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:eu-central-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_ 
BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:eu-central-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_ 
DIRECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:eu-central-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-central-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DI 
SABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:eu-central-1::control/EFGFCKDLGVOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:eu-central-1::control/XHEVQAZTSEAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.2

• arn:aws:controltower:eu-central-1::control/PEIQUNSHAALC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:eu-central-1::control/TAYPGUHJACMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:eu-central-1::control/HWAUYOESYCQT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:eu-central-1::control/UQCQWSUFRSVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.6

• arn:aws:controltower:eu-central-1::control/ZWRTQAVLHFEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:eu-central-1::control/MTIRJIPWCKMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:eu-central-1::control/ZFMIUZRFIIDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:eu-central-1::control/LHJSAZIYQGBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.4

• arn:aws:controltower:eu-central-1::control/UPRFZBBAREAM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:eu-central-1::control/QBIHQJYGYUJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:eu-central-1::control/NNVLEIVTNFHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:eu-central-1::control/AQAVGDFNISJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.2

• arn:aws:controltower:eu-central-1::control/EADNJFRAYKUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:eu-central-1::control/LQQDNIWFNOQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:eu-central-1::control/NKCXAQTTDOFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:eu-central-1::control/RUTQHWVKEXOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.2

• arn:aws:controltower:eu-central-1::control/PKWPQZWUDPMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:eu-central-1::control/ZWZDVUOFWRVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:eu-central-1::control/POLAIJLNEGQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:eu-central-1::control/GDYUPFOPBKQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.6

• arn:aws:controltower:eu-central-1::control/PFKPZDJXQARN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:eu-central-1::control/USQMZZGHDRYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:eu-central-1::control/JQQDQQJXOGNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:eu-central-1::control/IEBSHSUWVLNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:eu-central-1::control/ZWIHYGTQCIQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:eu-central-1::control/DPTTYLBMYLES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:eu-central-1::control/OOIGLWNRDLBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:eu-central-1::control/YIXCHURUJDBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:eu-central-1::control/OIWLNKZULIHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:eu-central-1::control/PPDPQYKYCVQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:eu-central-1::control/XZRMWOAQCCXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:eu-central-1::control/MAELDXBVMXCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:eu-central-1::control/FLFNIUITMQCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:eu-central-1::control/VCVFZRIJCQUZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:eu-central-1::control/DVCICCSXHKOE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:eu-central-1::control/QHBXOKOYNIQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:eu-central-1::control/RJSEMBTEORTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:eu-central-1::control/DGZZTHPBWAJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:eu-central-1::control/WGWYSUAMMWWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:eu-central-1::control/OBZIVWNWNIFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:eu-central-1::control/URQEHVTSKLLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:eu-central-1::control/GSZUCKWWMLZM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:eu-central-1::control/OOGEPDLGDWEM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:eu-central-1::control/OZCLPKRVOVHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.2

• arn:aws:controltower:eu-central-1::control/DDVQLINSURBW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:eu-central-1::control/UTFBCSBSISVW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:eu-central-1::control/BIINKIXJANDN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:eu-central-1::control/FPCUVSCXOALO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.6

• arn:aws:controltower:eu-central-1::control/LJXNLOULCHOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:eu-central-1::control/USAYUGMVGVCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:eu-central-1::control/WYPOTMKGGRTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:eu-central-1::control/XRLXMRYIIGWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DMS.PR.1

• arn:aws:controltower:eu-central-1::control/OMLKCPQPSJTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:eu-central-1::control/JNVVNWEUIOGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:eu-central-1::control/XOBYNMAVPBFP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:eu-central-1::control/NDOASXOMEPNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.1

• arn:aws:controltower:eu-central-1::control/PUHTGIFRKSNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:eu-central-1::control/CBZJAPZHXFDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:eu-central-1::control/ADABIOVNNTMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:eu-central-1::control/HPOMPECAFIAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-1 3801



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.11

• arn:aws:controltower:eu-central-1::control/PDKCUGSWCJWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:eu-central-1::control/EBSIWJJPVVBW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:eu-central-1::control/MYCUMPVJEXFZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:eu-central-1::control/RIERQJRBKCVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.15

• arn:aws:controltower:eu-central-1::control/ZAOAPDYMTBOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:eu-central-1::control/PHNEHTTRJBIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:eu-central-1::control/WYEFRJHTHWVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:eu-central-1::control/JWTQANYVKKRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.19

• arn:aws:controltower:eu-central-1::control/XOAHAPWXPEJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:eu-central-1::control/LDZLIZEYHSBD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:eu-central-1::control/SQNTAPQOUGNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:eu-central-1::control/TKGSLZFXKVYW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.4

• arn:aws:controltower:eu-central-1::control/NUMPUVXQDHGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:eu-central-1::control/SWBFLJHBRLPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:eu-central-1::control/VGTXIUNUITGO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:eu-central-1::control/NILBBCJYSTMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.8

• arn:aws:controltower:eu-central-1::control/ESEUINWAQPFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:eu-central-1::control/DVZJISBFGPXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:eu-central-1::control/KJKTXJUCVRWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:eu-central-1::control/YXRJTFNSRQBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.3

• arn:aws:controltower:eu-central-1::control/XCBBLVWRUUZH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:eu-central-1::control/ZBOMDKMJYNRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:eu-central-1::control/FLVQLJKGJQCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:eu-central-1::control/MIQDLAGROXRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.1

• arn:aws:controltower:eu-central-1::control/BLRQAAKNFKRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:eu-central-1::control/ITYUPRDRHQJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:eu-central-1::control/CZVDXRYERZBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:eu-central-1::control/MJYZZTPTBHOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.10

• arn:aws:controltower:eu-central-1::control/NIQDIWOHUBIN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:eu-central-1::control/ZGZXTLVZQFHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:eu-central-1::control/JWXCYUIPKHHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:eu-central-1::control/WRZGKFSXXORW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.3

• arn:aws:controltower:eu-central-1::control/ICGGLMZIPMAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:eu-central-1::control/NAMUQZRYRJQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:eu-central-1::control/YQOFKKMHUBER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:eu-central-1::control/XPAYGNHWKPRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.7

• arn:aws:controltower:eu-central-1::control/CSEKQRBEEBHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:eu-central-1::control/HEKFVPAUPMOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:eu-central-1::control/ZODTFHONMPAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:eu-central-1::control/NOIJYYRQMQEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.2

• arn:aws:controltower:eu-central-1::control/XEMVRMKXIHTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:eu-central-1::control/NUTMZSMQDWKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:eu-central-1::control/OWQYYBNTGQLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:eu-central-1::control/YYDSVCJSVRUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.4

• arn:aws:controltower:eu-central-1::control/CERICEOQBAKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:eu-central-1::control/LICKFADISXMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:eu-central-1::control/BTLRCFRMVAQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:eu-central-1::control/FXUKOTDGOINU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.8

• arn:aws:controltower:eu-central-1::control/LUFBBRLHCJKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:eu-central-1::control/HWOODCNIHCJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:eu-central-1::control/NRXBKFAZGJEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:eu-central-1::control/HTMOVEUJDAMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:eu-central-1::control/CFDLJLDURJFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:eu-central-1::control/TTLCIBPZTALN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:eu-central-1::control/TRQSLRYSYASX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:eu-central-1::control/HILXUYLMFYBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:eu-central-1::control/TFIXKKSMTKDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:eu-central-1::control/JBPMUDNREFNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:eu-central-1::control/JQXOGQBYFKFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:eu-central-1::control/DFPIFORHUVAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:eu-central-1::control/PDRQZUMHBWIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:eu-central-1::control/MHMICTUWLSON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:eu-central-1::control/NKWJJBUZINNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:eu-central-1::control/QGSARYANMWYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:eu-central-1::control/EBWHWDARURZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:eu-central-1::control/AHYTFKBZPPNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:eu-central-1::control/LWERVUDADSHP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:eu-central-1::control/CXXFUAKPJAFC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:eu-central-1::control/IAJRQALUGLVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:eu-central-1::control/PJGYHTTIKRFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:eu-central-1::control/EWMJJYUDXREQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:eu-central-1::control/MMPGMIGAJQON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.2

• arn:aws:controltower:eu-central-1::control/SHPWLBFPMVXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:eu-central-1::control/NUJINJJLQOUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:eu-central-1::control/JCKGMJOAJMOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:eu-central-1::control/ZABAPQCMENQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GUARDDUTY.PR.1

• arn:aws:controltower:eu-central-1::control/HFQIQZNQEDBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:eu-central-1::control/VLBUBGROVKQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:eu-central-1::control/BVIKMVRHDDMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:eu-central-1::control/IRQIMXUAHHNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.4

• arn:aws:controltower:eu-central-1::control/ALGNWNDJOHGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:eu-central-1::control/NSLUIOJZYNZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:eu-central-1::control/XCIGQSTRVFAR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:eu-central-1::control/JKUXPIAYFKSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.2

• arn:aws:controltower:eu-central-1::control/BSVBULVSURII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:eu-central-1::control/UYOKYCLBTZQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:eu-central-1::control/KYXCYMGLOSLD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:eu-central-1::control/WHWUQTVOTHTA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.3

• arn:aws:controltower:eu-central-1::control/KKGZONAWPTZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:eu-central-1::control/ZOVQFVWYWTHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:eu-central-1::control/ETXNAUTWPEDI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:eu-central-1::control/AXVNMAYTCTON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.2

• arn:aws:controltower:eu-central-1::control/HLIQPFVKCLVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:eu-central-1::control/TEBUKOZUOMUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:eu-central-1::control/PACONHNZQYAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:eu-central-1::control/ARMTHJNNVDCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.6

• arn:aws:controltower:eu-central-1::control/DEFEEGBBWNMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:eu-central-1::control/FFTEZONPHDUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:eu-central-1::control/GPJAJNASBGWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:eu-central-1::control/ECCIYSNDAQTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.2

• arn:aws:controltower:eu-central-1::control/XMKXPSLJXIZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:eu-central-1::control/NRGTNOBYFTGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:eu-central-1::control/SKRZGWYWSIPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:eu-central-1::control/TXGPJWIFOIGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.1

• arn:aws:controltower:eu-central-1::control/TOIBCMWTQULC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:eu-central-1::control/BFOILRCAVCCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:eu-central-1::control/GQXVHTLKFULO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:eu-central-1::control/ZLNXPZLYQOKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.5

• arn:aws:controltower:eu-central-1::control/HJZPJJVXQESR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:eu-central-1::control/JOWPYQPSKHFY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:eu-central-1::control/GTUXAMBREPYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:eu-central-1::control/EUXJZRQMLYNG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:eu-central-1::control/TYHKWOJMOLGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:eu-central-1::control/PPRQOFYBMLWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:eu-central-1::control/KYNVRIQMLTBN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:eu-central-1::control/CYKUSFNSTJZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.11

• arn:aws:controltower:eu-central-1::control/RYUKNMPZHEOE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:eu-central-1::control/BPDFIRXUUCOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:eu-central-1::control/ZSJSCMIFQYHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:eu-central-1::control/SBAGREZDUTQH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.15

• arn:aws:controltower:eu-central-1::control/CYLADYNNHZZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:eu-central-1::control/RFZMHDDCATDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:eu-central-1::control/ACUNINHQNGLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:eu-central-1::control/NGSGMLMBVFOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-1 3832



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:eu-central-1::control/QWERPPLZPCHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:eu-central-1::control/TWQSZLVIYAVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:eu-central-1::control/EMJYVYYDOQRX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:eu-central-1::control/INNDAQGPPHVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.8

• arn:aws:controltower:eu-central-1::control/ZZTFUHNJWNBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:eu-central-1::control/MGUGUPHVHUUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:eu-central-1::control/NGZCEDHORKNM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:eu-central-1::control/ONNOHNALHBAH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.11

• arn:aws:controltower:eu-central-1::control/QGPYEJMHJHPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:eu-central-1::control/ORSIZKYRNJQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:eu-central-1::control/XVPZAGNVDDKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:eu-central-1::control/FWIYAMLIPWZL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.15

• arn:aws:controltower:eu-central-1::control/NNIILIDPTJRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:eu-central-1::control/NEUJCNUIDIOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:eu-central-1::control/ASUNKGVVFPXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:eu-central-1::control/HTOVAPFGMPCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.19

• arn:aws:controltower:eu-central-1::control/XZSPKESDKKWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:eu-central-1::control/PRGUXERBXDAQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:eu-central-1::control/NLIBRFKTPNGZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:eu-central-1::control/AMPSQVWJUTPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.22

• arn:aws:controltower:eu-central-1::control/EEZWQXHRKSYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:eu-central-1::control/DVYHJPOGZNBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:eu-central-1::control/ULFMTWYBJBHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:eu-central-1::control/LBAOBDKAGHAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.26

• arn:aws:controltower:eu-central-1::control/CXDSOVCFVFYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:eu-central-1::control/GLCRCNWFYCTG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:eu-central-1::control/FDPOTDSWRYOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:eu-central-1::control/ILPIBPLOXEMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.3

• arn:aws:controltower:eu-central-1::control/GFFRRVSFMQUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:eu-central-1::control/OPDYHNDKSQWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:eu-central-1::control/SJFWAJASSZNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:eu-central-1::control/BPSCCXVAHRQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.6

• arn:aws:controltower:eu-central-1::control/YUYGWYRMEUFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:eu-central-1::control/RVULDNZJGTET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:eu-central-1::control/XJUSTKGWBGZE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:eu-central-1::control/NCDQFSWPREWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.1

• arn:aws:controltower:eu-central-1::control/YGJYWZCMOADX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:eu-central-1::control/CDAXWWXQMPDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:eu-central-1::control/DZIEVGGPLAKY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:eu-central-1::control/ZZCSSWYJZRNT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.5

• arn:aws:controltower:eu-central-1::control/XZUANQNWMUNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:eu-central-1::control/IZQOHUIEKSPL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:eu-central-1::control/XDROKAROOZXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:eu-central-1::control/EDEMXYSBXDNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-1 3843



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.REDSHIFT.PR.9

• arn:aws:controltower:eu-central-1::control/KRQCDKYDLPLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:eu-central-1::control/KXJQNRHPLFXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:eu-central-1::control/HWUKCNBPQJPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:eu-central-1::control/KYZJOMCMHGSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:eu-central-1::control/RZOOIFZZQPXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:eu-central-1::control/LMPLBWVGMUCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:eu-central-1::control/BGAFYFTRFRWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:eu-central-1::control/GVTLGKIYRXAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:eu-central-1::control/QDUMVVXOVRJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:eu-central-1::control/HYKSATXAETXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:eu-central-1::control/RRMXKKLSMMCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:eu-central-1::control/DOSCMGGEBQUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:eu-central-1::control/FSUJOVACPHJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:eu-central-1::control/SSAOHZOHNKPC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:eu-central-1::control/XGSJWJUCDSDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:eu-central-1::control/OYPHJPNFBWWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:eu-central-1::control/DNDLXKJDBGSF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:eu-central-1::control/NAMQPORQVXQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:eu-central-1::control/JKUFUGHYKGWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:eu-central-1::control/XHVSSBIHIROY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:eu-central-1::control/RMIXORRPHOQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:eu-central-1::control/XVRZCGVSPYIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:eu-central-1::control/QVEBBPUQHHTP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:eu-central-1::control/TJZLGRPBEFZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:eu-central-1::control/VDAEUHLAPSJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:eu-central-1::control/VYLDSKRLKKOA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:eu-central-1::control/HSNWRETFPGVZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.1

• arn:aws:controltower:eu-central-1::control/UEDENVOMHGZD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:eu-central-1::control/BBRKQRFGKHFM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.3

• arn:aws:controltower:eu-central-1::control/BXICHCDHLEQE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:eu-central-1::control/YYWWZOFOQNUG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:eu-central-1::control/ICJXNXXFNJBH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.8

• arn:aws:controltower:eu-central-1::control/FEMIWYHJXJIR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:eu-central-1::control/TCUHJQTYQIXF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Account.1

• arn:aws:controltower:eu-central-1::control/LOEEHDRVHTWK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:eu-central-1::control/KJGYSWNIWTPL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:eu-central-1::control/SMPSMIXYUYOT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.1

• arn:aws:controltower:eu-central-1::control/GVPMLVRGBXZI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:eu-central-1::control/LOJSJXUWYJIP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.3

• arn:aws:controltower:eu-central-1::control/XZHHUAZPENXE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:eu-central-1::control/HKOBHUBPPUYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:eu-central-1::control/YVWDSKAJHEJO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.9

• arn:aws:controltower:eu-central-1::control/TLYXCQULSGYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:eu-central-1::control/VGDQWYLMCBEM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.1

• arn:aws:controltower:eu-central-1::control/PRVEFKIRBUOG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:eu-central-1::control/GDBNBTCDAXFU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:eu-central-1::control/BGAGHEOYWZSK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.5

• arn:aws:controltower:eu-central-1::control/MJUAASUPXJUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:eu-central-1::control/DDNFHHXFQBZU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.1

• arn:aws:controltower:eu-central-1::control/GJYCUMZXBOOX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:eu-central-1::control/ZRPUUAKXKYNQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:eu-central-1::control/FCGGEPJWWZPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.4

• arn:aws:controltower:eu-central-1::control/FRTPFQMERZYU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:eu-central-1::control/UYNIPDHPSIEL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DMS.1

• arn:aws:controltower:eu-central-1::control/UGTQRQUDPFTC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:eu-central-1::control/GUDZJBSLRTUM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:eu-central-1::control/BQDHWQQBRZLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.1

• arn:aws:controltower:eu-central-1::control/QCECBYGHSJFX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:eu-central-1::control/YSIWDENULVGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.3

• arn:aws:controltower:eu-central-1::control/QCOJTUQOGZKE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:eu-central-1::control/TTSVJOMQQLTN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:eu-central-1::control/PIVIHIALZUGQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:eu-central-1::control/DUHHRMNTZCWB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:eu-central-1::control/KXJKNJEDTXLK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-central-1 3857



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.EC2.17

• arn:aws:controltower:eu-central-1::control/VRWUTNMJEXZW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:eu-central-1::control/BTPGDLJBAMQH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:eu-central-1::control/BZIXCRFOIRCT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:eu-central-1::control/GNOQGMZNQKDC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:eu-central-1::control/RJZXMCZOENJK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.21

• arn:aws:controltower:eu-central-1::control/FLCQBKGZAFLW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:eu-central-1::control/WDLHCVPRLKUZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:eu-central-1::control/QFTGGFGWTDTI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:eu-central-1::control/VUWLCAOPMGSK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:eu-central-1::control/OCODNWWHJRAO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.4

• arn:aws:controltower:eu-central-1::control/RJYQZKDGGPZO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:eu-central-1::control/FWYAUKSIVHLF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:eu-central-1::control/NYJHLLGLJNVL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:eu-central-1::control/EPCOXJUHAMZG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:eu-central-1::control/DWBLDYSTIZXJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECR.1

• arn:aws:controltower:eu-central-1::control/UKMVZZGIXJHA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:eu-central-1::control/WNRNZOLQUPYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:eu-central-1::control/TXULSFUTMWAD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:eu-central-1::control/XDQJHTGYRMXH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:eu-central-1::control/XRZGHYWSUNRE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.12

• arn:aws:controltower:eu-central-1::control/TTHICLWSSHFL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:eu-central-1::control/JVNVFXHHIODF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:eu-central-1::control/SNWDOPIOUEOV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:eu-central-1::control/YZQPFFCVZSNL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:eu-central-1::control/JRZBGRQCVXUK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.8

• arn:aws:controltower:eu-central-1::control/RTATKXPWIRIB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:eu-central-1::control/EEWVZSOALXSA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:eu-central-1::control/QRUYZOHTBYFY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:eu-central-1::control/ZVUGCKESDOAV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:eu-central-1::control/DDGNCQCYAADS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EKS.1

• arn:aws:controltower:eu-central-1::control/OCMAXHKFGZKW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:eu-central-1::control/QXPCMOZGPBRZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:eu-central-1::control/NURKMCLEHUPH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:eu-central-1::control/VDPGRRYBGHOV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:eu-central-1::control/IHSKURWXDUTW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.14

• arn:aws:controltower:eu-central-1::control/EWPWYQNJOIWE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:eu-central-1::control/UOVULDQLQTHL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:eu-central-1::control/BKTUULNOSCWA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:eu-central-1::control/TBBRKUWLCCBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:eu-central-1::control/CQGLVPHETURU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.6

• arn:aws:controltower:eu-central-1::control/WRSISOEDDWSD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:eu-central-1::control/MASPMNHSXITG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:eu-central-1::control/YQLCUFAOJXUX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:eu-central-1::control/WPWBIGRZPVNS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:eu-central-1::control/SIPOMQYYFWGO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EMR.1

• arn:aws:controltower:eu-central-1::control/GONVSLDLUOON

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:eu-central-1::control/PFHFMPYLFGRU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:eu-central-1::control/BOLPWWJIEXNK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:eu-central-1::control/QQBVGZTCKGJJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:eu-central-1::control/LTWWGEJUMYGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-central-1 3867



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.ES.5

• arn:aws:controltower:eu-central-1::control/TETKGHQCHVTJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:eu-central-1::control/THCGKVUOLBGV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:eu-central-1::control/GZWHLSAGPLNZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:eu-central-1::control/OPQGRNKSRBMF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.3

• arn:aws:controltower:eu-central-1::control/QXSNUTUUGEAZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElastiCache.4

• arn:aws:controltower:eu-central-1::control/TULMANTMOIIU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.5

• arn:aws:controltower:eu-central-1::control/RYKMECNHFEHH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:eu-central-1::control/ZZETEGSHHBWU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:eu-central-1::control/XXHCDRWNECMP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:eu-central-1::control/WIZMLNWMCLPL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EventBridge.3

• arn:aws:controltower:eu-central-1::control/AUPPFVDVTTBR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:eu-central-1::control/HNRJJLKEIRQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:eu-central-1::control/RWLDODTORAPO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:eu-central-1::control/FQJSHAAJBVJZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:eu-central-1::control/VIPDQGLETFRV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.3

• arn:aws:controltower:eu-central-1::control/NYWZTJUICRUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:eu-central-1::control/FVFAHHXHVEDZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:eu-central-1::control/JZQVFKSOFWSA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:eu-central-1::control/NKLMWNZYKALI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:eu-central-1::control/IQPAHZJVRRMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.8

• arn:aws:controltower:eu-central-1::control/XZDDELXKYDNY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:eu-central-1::control/QGQGZMRWIRVZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:eu-central-1::control/YGKEXZMFRPPN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:eu-central-1::control/TRHPTRLDZSJY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:eu-central-1::control/THPIDDSSFYIT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Kinesis.1

• arn:aws:controltower:eu-central-1::control/OZCCICXZVLAG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:eu-central-1::control/WXFRGPFWBNLR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:eu-central-1::control/WLFOUDCRAIPB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:eu-central-1::control/IWVKFZSXRHHS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:eu-central-1::control/NAQQDSSDPLIK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.MQ.5

• arn:aws:controltower:eu-central-1::control/KGCBNMWIURNX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:eu-central-1::control/PILNOLMETQBJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:eu-central-1::control/XNGBVCCEGVLW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:eu-central-1::control/OTZEVSPPCPAV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:eu-central-1::control/ZDQKOVBBQWRP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.3

• arn:aws:controltower:eu-central-1::control/ZKDTBATDAALE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:eu-central-1::control/KQNOJHSPSWZH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:eu-central-1::control/ETKRDEYMOPRO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:eu-central-1::control/ROVIKNQOEUEA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:eu-central-1::control/ZWWWOWACAAKX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.8

• arn:aws:controltower:eu-central-1::control/PNMLKBCTHPLN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:eu-central-1::control/TFSSQYTBVRTD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:eu-central-1::control/CKQTVOBLJVXU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:eu-central-1::control/EAJHPCQELMZV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:eu-central-1::control/BOWRAGMFVVRG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.1

• arn:aws:controltower:eu-central-1::control/ZPPLHWOMKJDA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:eu-central-1::control/ELGALPGEXDOI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:eu-central-1::control/CBWBMTSYADVE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:eu-central-1::control/SYCXPGVFVCCL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:eu-central-1::control/QAXHUNQCUXSA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.6

• arn:aws:controltower:eu-central-1::control/IQTWVHRNNLNT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:eu-central-1::control/HBOVIWODSIIQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:eu-central-1::control/QBMJTLWYWCPB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:eu-central-1::control/NCZTIRGKTDTQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:eu-central-1::control/SXLQIDOEFSRI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.11

• arn:aws:controltower:eu-central-1::control/EXPWZLGXOBNE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:eu-central-1::control/YCYHJVTHDNPX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:eu-central-1::control/GCFQCJMRPAWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:eu-central-1::control/CVMCODCFPUMR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:eu-central-1::control/DJZAPEFIHNFU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.18

• arn:aws:controltower:eu-central-1::control/BPCAMESMWAHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:eu-central-1::control/SDCINGKZSOQU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:eu-central-1::control/MONNJZHXUZJV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:eu-central-1::control/MGGSWFNHYEYW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:eu-central-1::control/BDSWAPWAEJOO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.22

• arn:aws:controltower:eu-central-1::control/NOQNKAMBARQQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:eu-central-1::control/VXAKLAUIEPMU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:eu-central-1::control/GROVJRZIBJCL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:eu-central-1::control/YHFDAYZPEVWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:eu-central-1::control/KNPNIWDEVEJG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.4

• arn:aws:controltower:eu-central-1::control/KZAQFIPMORTE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:eu-central-1::control/RDRYYIDEWYNY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:eu-central-1::control/JKBKECQARADY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:eu-central-1::control/SQHTJKLMQJGB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:eu-central-1::control/GXZYLMFPQWDW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.1

• arn:aws:controltower:eu-central-1::control/IYGOKELWJWMB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:eu-central-1::control/APZBNDSLBEGY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:eu-central-1::control/HFSIBFFEDEQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:eu-central-1::control/TXHHSJDORTML

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:eu-central-1::control/TMJCFUASVOFO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.7

• arn:aws:controltower:eu-central-1::control/HOISPCIAYQCB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:eu-central-1::control/XFBMDQEICXZM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:eu-central-1::control/TVVIZSSMLNIT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:eu-central-1::control/UJQJNPZSGLTA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:eu-central-1::control/CGPVJAMLPNCD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.11

• arn:aws:controltower:eu-central-1::control/VPORJKPKMJTX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:eu-central-1::control/CHIDBJOCXIKM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:eu-central-1::control/GYGNCQLCYPEX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:eu-central-1::control/DGETTAJQXVAU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:eu-central-1::control/UXNOYWDDKLNL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.3

• arn:aws:controltower:eu-central-1::control/ZTSEFWNWFBFI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:eu-central-1::control/AAUHCKLBMUEV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:eu-central-1::control/QNJWDZCIVDCH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:eu-central-1::control/OGUOLZTXJTVW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:eu-central-1::control/YWWKSWSZNPSI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SNS.1

• arn:aws:controltower:eu-central-1::control/VFLOWOVMNCQF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:eu-central-1::control/FMBNUPQTJINA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:eu-central-1::control/SDQYTAUTUONG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:eu-central-1::control/RAPYUEVJEJBI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:eu-central-1::control/HSENLNFBIHTF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.3

• arn:aws:controltower:eu-central-1::control/BUFFWCQVUNMG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:eu-central-1::control/VAYHIYPPEEDS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:eu-central-1::control/WRTYZGZDWCOY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:eu-central-1::control/UNUXXNVPKDKY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:eu-central-1::control/OJPMWQSLZIGR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.1

• arn:aws:controltower:eu-central-1::control/VPLLFHIVPDDZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:eu-central-1::control/NNBWANKZRGIB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:eu-central-1::control/PXRUQAQCPSNY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:eu-central-1::control/YIDNVPANOFJF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:eu-central-1::control/QNQKBYXYJBFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.2

• arn:aws:controltower:eu-central-1::control/YNDAPXATUIOY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:eu-central-1::control/VNFBLCXUEWUA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:eu-central-1::control/FXIUUDQLPOOX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-central-2

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

eu-central-2 3890
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• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:eu-central-2::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLI 
C_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_ 
LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CLOUDWATCH_EVENTS_CHAN 
GE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:eu-central-2::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZATIO 
N_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:eu-central-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ME 
MBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:eu-central-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SH 
ARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:eu-central-2::control/AWS-GR_DISALLOW_CROSS_REGION_ 
NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:eu-central-2::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:eu-central-2::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:eu-central-2::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:eu-central-2::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3897



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:eu-central-2::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:eu-central-2::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:eu-central-2::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:eu-central-2::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:eu-central-2::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2
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• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-central-2::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-central-2::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:eu-central-2::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:eu-central-2::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:eu-central-2::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:eu-central-2::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLIC 
ATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:eu-central-2::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-central-2::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:eu-central-2::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-central-2::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DI 
SABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:eu-central-2::control/JSJTOIBKUZXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3903
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• CT.APIGATEWAY.PR.1

• arn:aws:controltower:eu-central-2::control/IOPQNYUJZKFP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:eu-central-2::control/MRKDCBADGMTL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:eu-central-2::control/BRRZGXLVBEXS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:eu-central-2::control/PWAHYUHVUMYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3904
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• CT.APIGATEWAY.PR.5

• arn:aws:controltower:eu-central-2::control/WHSNEETRFEHL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:eu-central-2::control/FXSQWOABYYRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:eu-central-2::control/VFNPSSMVRVNT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:eu-central-2::control/JJINXXJYEFGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3905
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• CT.APPSYNC.PR.3

• arn:aws:controltower:eu-central-2::control/JBDXGSHRENLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:eu-central-2::control/AAQCADCUGNNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:eu-central-2::control/MGKBZFZSNASR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:eu-central-2::control/WRZPZVPZIXTG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3906
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• CT.ATHENA.PR.1

• arn:aws:controltower:eu-central-2::control/BUANQOGPDSKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:eu-central-2::control/UCHRTODUKKUV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:eu-central-2::control/YUDNGTLYTVYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:eu-central-2::control/SJHFPGSBNCCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3907
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• CT.AUTOSCALING.PR.11

• arn:aws:controltower:eu-central-2::control/PIJJPHEAASZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:eu-central-2::control/OCWPOVIYYTSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:eu-central-2::control/HGYPZVXWSHAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:eu-central-2::control/KPACOOSYZFZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3908
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• CT.AUTOSCALING.PR.5

• arn:aws:controltower:eu-central-2::control/YJUEUNVOJKAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:eu-central-2::control/UGALPVVXQVQC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:eu-central-2::control/QIRLBHLADKAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:eu-central-2::control/VMYTQLGGELGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3909
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• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:eu-central-2::control/ZYKOUZYVAXVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:eu-central-2::control/JSTHUABMXZDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:eu-central-2::control/RIZVPUMYJKMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:eu-central-2::control/PDSOEASQXLDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3910
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• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:eu-central-2::control/XKAFLKSMRCTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:eu-central-2::control/LRZZVKQUSKFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:eu-central-2::control/OMEWBMVICXJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:eu-central-2::control/DAAOJZCWCNLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3911
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• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:eu-central-2::control/LTKLSWPOPLNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:eu-central-2::control/UETNVSJMZFSB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:eu-central-2::control/DCSIOMFMHOTM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:eu-central-2::control/YMJHSAINUZQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:eu-central-2::control/IWXMEFRDIIKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:eu-central-2::control/XYVNASPEROZE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:eu-central-2::control/ALHFFPPGDKFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:eu-central-2::control/YRWHYIEUGKWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:eu-central-2::control/IGPKWKCRTQSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:eu-central-2::control/DAUDMKIGRGOZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:eu-central-2::control/TMUERIGFSBVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:eu-central-2::control/UHOAJRVIPLHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.1

• arn:aws:controltower:eu-central-2::control/JPCHEZJSIYJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:eu-central-2::control/QGKVBMJEDJEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:eu-central-2::control/CMIJYJCFEKWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:eu-central-2::control/FRGCRBYCUDID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.5

• arn:aws:controltower:eu-central-2::control/PVMESLBTIORK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:eu-central-2::control/SDLNCTLECQXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:eu-central-2::control/WERBGVNLRWCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:eu-central-2::control/SGSXAYLHNUSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2
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• CT.DAX.PR.3

• arn:aws:controltower:eu-central-2::control/OOLZDMSTRWYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:eu-central-2::control/UMVTLBCRRGKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:eu-central-2::control/UJGYUMGMJBEY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:eu-central-2::control/UFMCCFRSISYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:eu-central-2::control/YMMXEICWPZQC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:eu-central-2::control/DMUBHZWCMKBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:eu-central-2::control/TRYHWAUMSGSM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:eu-central-2::control/IMRVGYYQJLLW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.10

• arn:aws:controltower:eu-central-2::control/EEVRMJQGHIFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:eu-central-2::control/RTMWZJPFHFER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:eu-central-2::control/VPOJZQAASXUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:eu-central-2::control/OOEZRXCQHBCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.14

• arn:aws:controltower:eu-central-2::control/JYGVQKJQFJNI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:eu-central-2::control/RRIIDIUCCWTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:eu-central-2::control/IRLXLBMFAIST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:eu-central-2::control/JVSSYWHLGQNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.18

• arn:aws:controltower:eu-central-2::control/QQPUOVYQOUFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:eu-central-2::control/GTCJJWCENYCY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:eu-central-2::control/CJVAWZZZEAFY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:eu-central-2::control/APEAFKRGXXGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.3

• arn:aws:controltower:eu-central-2::control/VCNQWOBRFBYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:eu-central-2::control/VBHQSMHYYHTM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:eu-central-2::control/RUGKAUTIOKRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:eu-central-2::control/TSZFSULSYZVH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.7

• arn:aws:controltower:eu-central-2::control/NQITDCBRPBRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:eu-central-2::control/UCCVNQSPNYVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:eu-central-2::control/MLYQXYDSMSNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:eu-central-2::control/OVJYKTCVHJFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.2

• arn:aws:controltower:eu-central-2::control/YCHZHVVXGHRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:eu-central-2::control/XGUQGBDNOFSP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:eu-central-2::control/GACNHGSANTCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:eu-central-2::control/JDLBRLVBZOYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.6

• arn:aws:controltower:eu-central-2::control/YMJBBGSTFCVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:eu-central-2::control/GOVJWUEVROCT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:eu-central-2::control/BWSAXHIZEZDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:eu-central-2::control/YAFJVSLTGBPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.1

• arn:aws:controltower:eu-central-2::control/MUCKKRINLINT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:eu-central-2::control/AJKJAINRYYQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:eu-central-2::control/TXZQCWTXJKSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:eu-central-2::control/RCKSOEOJJJXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.2

• arn:aws:controltower:eu-central-2::control/MNKWNXXTMDNM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:eu-central-2::control/AAWOAIJMXLNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:eu-central-2::control/CWHSHXCPXHAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:eu-central-2::control/GVWABBLEXZTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.6

• arn:aws:controltower:eu-central-2::control/VKEZRNWMAPCG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:eu-central-2::control/DVTKBJDCSCIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:eu-central-2::control/XRKUTGZUWRQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:eu-central-2::control/PQYTENJTRMQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.1

• arn:aws:controltower:eu-central-2::control/SUWYBNUZAMNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:eu-central-2::control/JVQULLJDBYJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:eu-central-2::control/DRIXCEWAZKMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:eu-central-2::control/TQIZCCRYALKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.3

• arn:aws:controltower:eu-central-2::control/MXKAVOHNDTFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:eu-central-2::control/MTYVBATSPZDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:eu-central-2::control/IYCXHIMVNDRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:eu-central-2::control/MEJYWIYAMQME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.7

• arn:aws:controltower:eu-central-2::control/SPTKJOPDXWGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:eu-central-2::control/TOZERUNNJSSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:eu-central-2::control/OQCJAPPBIIOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:eu-central-2::control/SAPBZQTPSCWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:eu-central-2::control/LSNMTHBHSXBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:eu-central-2::control/YZVALCZXXASS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:eu-central-2::control/BMTJVPKUBGYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:eu-central-2::control/VHHDSEWDXCTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:eu-central-2::control/XJJFNWYXGEYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:eu-central-2::control/OJZJAEVLVQGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:eu-central-2::control/YJRVUXKIUKOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:eu-central-2::control/PPIGURFCAKXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:eu-central-2::control/QXAQEWRORJAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:eu-central-2::control/CMQQXVFUWSBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:eu-central-2::control/SWBFYNAEJPIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:eu-central-2::control/ZPDHWKNUOHSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:eu-central-2::control/UEYBKXZRGQHS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:eu-central-2::control/NEOGTBSZEGPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:eu-central-2::control/TIOETKTMTPUM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:eu-central-2::control/OUFZBMCIXKSJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:eu-central-2::control/IYMNAKMMHPCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:eu-central-2::control/UVVSUVYGXHVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:eu-central-2::control/HCENLRGKUPQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:eu-central-2::control/XKGBOMUJJQHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.1

• arn:aws:controltower:eu-central-2::control/APMARIGMLCIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:eu-central-2::control/NVJSHTXUXIJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:eu-central-2::control/LIIGCIMSQFLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:eu-central-2::control/GUVJOBDBOIBJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GLUE.PR.1

• arn:aws:controltower:eu-central-2::control/TTOQOWVNSWRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:eu-central-2::control/NVFWCUDSLMOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:eu-central-2::control/WTZXOEUOAWTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:eu-central-2::control/SVNXRAXOWYPD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3938



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.IAM.PR.3

• arn:aws:controltower:eu-central-2::control/NDAJBJGDIUAH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:eu-central-2::control/JGDUWOAAFNAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:eu-central-2::control/BJKADRCUNYDC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:eu-central-2::control/MWRDFWNGLTZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.1

• arn:aws:controltower:eu-central-2::control/CSEQKCWKHJUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:eu-central-2::control/ADCWXSHRSAWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:eu-central-2::control/WFZWBBMWQINE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:eu-central-2::control/WGGZMZPDCVQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.2

• arn:aws:controltower:eu-central-2::control/MBFSDIMFTZKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:eu-central-2::control/OLUYXYOWEIVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:eu-central-2::control/JANQXGXQTNGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:eu-central-2::control/XRNJTYFLZJTM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.6

• arn:aws:controltower:eu-central-2::control/IWAMOSCHKKOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:eu-central-2::control/XLAKVGWNSZVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:eu-central-2::control/WKGMNYMTIOUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:eu-central-2::control/WWDZVOAOVTRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.5

• arn:aws:controltower:eu-central-2::control/SELWUJIJATDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:eu-central-2::control/WIIRWSRTEYBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:eu-central-2::control/EZDDUOQUXMKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:eu-central-2::control/ETIFLDQRNDGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.1

• arn:aws:controltower:eu-central-2::control/QNZQMPOVQBVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:eu-central-2::control/VHBKUESUPAPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:eu-central-2::control/KILOKNWJSYZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:eu-central-2::control/SQBOPTGLLENJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MULTISERVICE.PV.1

• arn:aws:controltower:eu-central-2::control/XYEOCXGQGPIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:eu-central-2::control/XYVGUQMPBHLO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:eu-central-2::control/JPOGMCFZRQDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:eu-central-2::control/DATHNOLBMKAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.4

• arn:aws:controltower:eu-central-2::control/XKPKBPMMDZKQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:eu-central-2::control/NELJWTJJPTYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:eu-central-2::control/FKDEUTBSPQQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:eu-central-2::control/ZLWUEANEGUKI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:eu-central-2::control/MDVWFMYJKBVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:eu-central-2::control/HYYFUKRTDISL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:eu-central-2::control/OOYQFEWCJLCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:eu-central-2::control/YKSFVHHVWRUZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.10

• arn:aws:controltower:eu-central-2::control/VULXBGHMFRCG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:eu-central-2::control/NZUIIJPXVQDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:eu-central-2::control/QKHWLPCVKOEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:eu-central-2::control/XMZAQADYESGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.14

• arn:aws:controltower:eu-central-2::control/DFGBJORYMMNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:eu-central-2::control/PDUHLZPPTVRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:eu-central-2::control/WTOJCTPLOFOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:eu-central-2::control/OWMJYWQWWHVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.3

• arn:aws:controltower:eu-central-2::control/HOWAJKATTUKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:eu-central-2::control/LZHEPFFMOGFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:eu-central-2::control/IFNTITBLCTPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:eu-central-2::control/VPIIPJOBXEET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.7

• arn:aws:controltower:eu-central-2::control/BQNTMFNFOIRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:eu-central-2::control/ZJNZNJLFXDSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:eu-central-2::control/EJVVGUIBRFZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:eu-central-2::control/ZRDOEHVIOCLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.10

• arn:aws:controltower:eu-central-2::control/TVWGQAXDABKP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:eu-central-2::control/XBPNREGMWEXZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:eu-central-2::control/SIIEASJGDLTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:eu-central-2::control/OXHETOCAIGYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.14

• arn:aws:controltower:eu-central-2::control/XSUJHOIXWMWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:eu-central-2::control/DUOALUMXEYPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:eu-central-2::control/IUFBLXGRTWQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:eu-central-2::control/BEOEOCVQSEYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.18

• arn:aws:controltower:eu-central-2::control/SQATJDIQJNBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:eu-central-2::control/IJRUYUBPGLLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:eu-central-2::control/KIUDKGOCBCKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:eu-central-2::control/PIDUQUOPTVRY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.21

• arn:aws:controltower:eu-central-2::control/GFJCUGIOTNUX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:eu-central-2::control/QORNHGGYQQUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:eu-central-2::control/FRXXRRKGQQKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:eu-central-2::control/OXPVBOGEOCBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.25

• arn:aws:controltower:eu-central-2::control/VUIXASYJJRGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:eu-central-2::control/JLVSIDEJQRID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:eu-central-2::control/TKODCROLVQJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:eu-central-2::control/DTZFNFQEZOHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.29

• arn:aws:controltower:eu-central-2::control/QSHFIWJPAOIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:eu-central-2::control/YDKULBFMYXBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:eu-central-2::control/YAECKWZFOOZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:eu-central-2::control/VFCIZSFITDKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.5

• arn:aws:controltower:eu-central-2::control/FEDUDFHBPLRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:eu-central-2::control/ZTPWDSBGJDAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:eu-central-2::control/KCOHVMJASNKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:eu-central-2::control/EVZULDEEAKNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.9

• arn:aws:controltower:eu-central-2::control/RPARTQJEXFFY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:eu-central-2::control/BDLGAVEPWIGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:eu-central-2::control/UKMXNAGLWZPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:eu-central-2::control/ZLLOCCPTQIAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.4

• arn:aws:controltower:eu-central-2::control/IGBVEZKDDPSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:eu-central-2::control/UDPJFGOSUOGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:eu-central-2::control/RLOOAQWWOHBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:eu-central-2::control/BLZOVYUTPRKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:eu-central-2::control/KCIJAYENPABP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:eu-central-2::control/HYLHRTALKCXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:eu-central-2::control/ZQTNVAGIGWJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:eu-central-2::control/WNGIRGIYRUQC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:eu-central-2::control/UWNPYFLXEDJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:eu-central-2::control/UEZMQHOAKJKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:eu-central-2::control/RRNBHHGJPSLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:eu-central-2::control/TGVKWKNMHKGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:eu-central-2::control/UGOFNNRHFKRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:eu-central-2::control/GKFFPPVNGUOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:eu-central-2::control/FXNNHXMTPWOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:eu-central-2::control/CBYRCOKJUEIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:eu-central-2::control/XZRBQVWNHOOL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:eu-central-2::control/ORWQSQDZDZFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:eu-central-2::control/OYPVSQELUEML

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:eu-central-2::control/CSMGZDWGUJGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:eu-central-2::control/RCDCYANDWUAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:eu-central-2::control/MNYFKBIEUNXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:eu-central-2::control/RMLLZIIHUNYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:eu-central-2::control/JLHUAWBNDBHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-central-2 3965



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:eu-central-2::control/OJMMCNHJKKIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:eu-central-2::control/EUOUIEIKSRQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:eu-central-2::control/KGUPKWOEJMQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:eu-central-2::control/CRGWQEGNYRWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:eu-central-2::control/SSUYGEFIPPHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-north-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED
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• arn:aws:controltower:eu-north-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:eu-north-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFI 
G_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LO 
GS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:eu-north-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHO 
RIZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CONFIG_AGGREGATION_CHANG 
E_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTI 
ON_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_ 
CONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PR 
OHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:eu-north-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:eu-north-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:eu-north-1::control/AWS-GR_DISALLOW_CROSS_REGION_NE 
TWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:eu-north-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:eu-north-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:eu-north-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:eu-north-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:eu-north-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_REST 
ORABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:eu-north-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:eu-north-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:eu-north-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:eu-north-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:eu-north-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:eu-north-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_A 
CCESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:eu-north-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:eu-north-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONS 
OLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:eu-north-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-north-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:eu-north-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-north-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:eu-north-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:eu-north-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:eu-north-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:eu-north-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:eu-north-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:eu-north-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICAT 
ION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:eu-north-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:eu-north-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BL 
OCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:eu-north-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DI 
RECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-north-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:eu-north-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-north-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISA 
BLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:eu-north-1::control/XJPCVFFVVNLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:eu-north-1::control/RPLZIVLHUEVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:eu-north-1::control/JZXXPWRFZLER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:eu-north-1::control/MQGSDYXVDOAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:eu-north-1::control/HHQMBNTKLTOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:eu-north-1::control/BVSVXEMRTBNG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:eu-north-1::control/VOAFRPAPOKKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:eu-north-1::control/DLWGUVABSKGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:eu-north-1::control/BLRXDIMFGOJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:eu-north-1::control/JNBFWDSXTTSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:eu-north-1::control/TITPSTZOQJEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:eu-north-1::control/JCAXXRBFBPDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:eu-north-1::control/XYERPUKVVRQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:eu-north-1::control/BJJGBTHMDVPX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:eu-north-1::control/MPGNZBGWNFVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:eu-north-1::control/POOFLSRCMVHC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:eu-north-1::control/CYWGZFXYCWBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:eu-north-1::control/QVZFLXUEKXMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:eu-north-1::control/WYHXVTOLLLXU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:eu-north-1::control/UZQUBHHSSTLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:eu-north-1::control/NVNXTLBWMDUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:eu-north-1::control/CZLFMLNISVYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:eu-north-1::control/EQRHGKGNQNGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:eu-north-1::control/JHZVIDCOFKWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:eu-north-1::control/RUZQHTXLDRVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:eu-north-1::control/RTHCFFNNCBIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:eu-north-1::control/MYOOHWLVKUVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:eu-north-1::control/KEBVYBUGDCJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:eu-north-1::control/OEQBOVEXMMKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:eu-north-1::control/AKXTQWFSQTVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:eu-north-1::control/KFVEGDRDKNYI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:eu-north-1::control/KLXWEEBCGMDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:eu-north-1::control/JNBLGPSROEFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:eu-north-1::control/LOAXFPPQRMCF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:eu-north-1::control/AMBUPGBVMSRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:eu-north-1::control/HLXSOZZDWMJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:eu-north-1::control/IZKULFXRTZNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:eu-north-1::control/FRHFJVRAPTRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:eu-north-1::control/YAJIWBETKSKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:eu-north-1::control/MFOJTUROQZPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:eu-north-1::control/GUOVVFIECKHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:eu-north-1::control/SFQHEJLEUAUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:eu-north-1::control/DSVHTVHFNRSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:eu-north-1::control/VZXNAZZKVVEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:eu-north-1::control/FKOIMKGDPJBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:eu-north-1::control/LAPQRZRTCBBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:eu-north-1::control/NACQKIAXFRVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:eu-north-1::control/BGMCKUYVIAXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:eu-north-1::control/MUHKWSBZQHHX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:eu-north-1::control/KSTOQHLUUMAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:eu-north-1::control/NKXXSZNQJNAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:eu-north-1::control/QRIOKXQBWHTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:eu-north-1::control/LKWSOIJNZRRT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:eu-north-1::control/DBOHJEJMYNWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:eu-north-1::control/LEXIGWTCMJSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:eu-north-1::control/YAKMSVKKUHUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-north-1 3996



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:eu-north-1::control/CMAILYDYAUOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:eu-north-1::control/UATWYHSUXSUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:eu-north-1::control/CYGILLICLUBJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:eu-north-1::control/IADWVKAFGXUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.1

• arn:aws:controltower:eu-north-1::control/UTXKBQQERGVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:eu-north-1::control/LAUHKWTATLXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:eu-north-1::control/TXQCCBSQPFNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:eu-north-1::control/SIJDBTELNSUI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:eu-north-1::control/ARMDLUGJAMIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:eu-north-1::control/KFIXEWHUEYPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:eu-north-1::control/JSDWJRIKGIEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:eu-north-1::control/WAKWHQKMGGOF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:eu-north-1::control/FYSQOJHWVNSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:eu-north-1::control/BLHVJCEFKWFP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:eu-north-1::control/TQYOHUVRBVLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:eu-north-1::control/YYGFVEDLRYTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:eu-north-1::control/RLGGIJOQHTWU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:eu-north-1::control/RASRTLVWUAOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:eu-north-1::control/CZTDWPXRIDER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:eu-north-1::control/EJCXPRMBYXHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:eu-north-1::control/TIUYQFRWXSBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:eu-north-1::control/SKZQWOOFKNWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:eu-north-1::control/FKBVRKHONPPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:eu-north-1::control/XOGWRUHGLMYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:eu-north-1::control/MNUWGXOWKURU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:eu-north-1::control/UBHHEAUUYQRY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:eu-north-1::control/LMOGZFXQTSFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:eu-north-1::control/IFWQXGYWXHPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-north-1 4003



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PV.5

• arn:aws:controltower:eu-north-1::control/LPFLLHDHCXRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:eu-north-1::control/KDBTSQXEVFKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:eu-north-1::control/LAUYCZEXCNRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:eu-north-1::control/CTBPMNOJRRRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:eu-north-1::control/DQXOSGOLEFTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:eu-north-1::control/JQRIGJXOXPYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:eu-north-1::control/XWUPVDSFNTVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:eu-north-1::control/LBWOHEISYBLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:eu-north-1::control/XBKALBVBFBMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:eu-north-1::control/ZUDLVFPNDOIO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:eu-north-1::control/XUQCMRRSTMWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:eu-north-1::control/ETHWPOFJNBHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:eu-north-1::control/YAUDJTJJYGTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:eu-north-1::control/PWQAQGQMGWXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:eu-north-1::control/SXCPWIDYPOPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:eu-north-1::control/NLWRWUMEMNQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:eu-north-1::control/JHDQJBIOETHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:eu-north-1::control/SHJWJBNMDRRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:eu-north-1::control/KMJXNNELYEJC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:eu-north-1::control/OGAZAAWMPVYP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:eu-north-1::control/WUTMKZYRTHQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:eu-north-1::control/KITWCDGNIGAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:eu-north-1::control/ZRZRXIUBBRWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:eu-north-1::control/MNTKSMSTRMMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:eu-north-1::control/MCWTNZUDMXPM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:eu-north-1::control/RXEUZUTYLSHW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:eu-north-1::control/BKTJNXQPCEHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:eu-north-1::control/KIOXCGYZAMNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:eu-north-1::control/CXIWQGADTQOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:eu-north-1::control/WWECPKUIJHFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:eu-north-1::control/NZNHLALWUMET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:eu-north-1::control/SSHEKLSKMCES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:eu-north-1::control/ETAFBHEUSISM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:eu-north-1::control/ULQOLKQFXXGO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:eu-north-1::control/UKHAMPPHXYFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:eu-north-1::control/BYRDSECDQQJP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:eu-north-1::control/TWBYWMNBMPNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:eu-north-1::control/PPZGFKMGRMNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:eu-north-1::control/MXZLYVQILODC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:eu-north-1::control/DMQFZJQBAOKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:eu-north-1::control/ITVPCOCJZHLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:eu-north-1::control/WIFXFDAZYLAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:eu-north-1::control/VMKVMHBXXJXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:eu-north-1::control/HCRXAYUXHXVH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:eu-north-1::control/TQLTEQMJSACM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:eu-north-1::control/JOHHSDGRJVXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:eu-north-1::control/UNYSAQENBDWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:eu-north-1::control/QBKEGNQIMOWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:eu-north-1::control/STGPISYTFYUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:eu-north-1::control/QSKWRYDHXVED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:eu-north-1::control/VWUFOFVIPEUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:eu-north-1::control/OCDDXWMLCWVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:eu-north-1::control/OMIMVRHODCMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:eu-north-1::control/LIJZZPPMXINO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:eu-north-1::control/WTYFKSYNHCOE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:eu-north-1::control/STCTJILZFUDN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.2

• arn:aws:controltower:eu-north-1::control/NFGGERHBCZUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:eu-north-1::control/YAYMMPOICSWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:eu-north-1::control/EYJVADFYATUK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:eu-north-1::control/WYOBTTMTGXJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-north-1 4018



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.KINESIS.PR.1

• arn:aws:controltower:eu-north-1::control/IMXQJNMZJZAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:eu-north-1::control/YVFYIEHQZEWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:eu-north-1::control/GKRBFPIQRMTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:eu-north-1::control/FWPBETJPERDF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:eu-north-1::control/ARHZRQJRNAXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:eu-north-1::control/NIXEMBLQGRBX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:eu-north-1::control/NMWKOFNNPCAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:eu-north-1::control/YFYXMUCFEQJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:eu-north-1::control/UADDUJMWUMFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:eu-north-1::control/ONPVYLTFRZHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:eu-north-1::control/UILFBLLIQABG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:eu-north-1::control/AQDRYJFPHMSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:eu-north-1::control/IIPLOXPQWIWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:eu-north-1::control/SYNFEUHOJIFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:eu-north-1::control/CHNMHTENMIPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:eu-north-1::control/PXBKWTAFSWHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:eu-north-1::control/SMCUFBYWBNYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:eu-north-1::control/AEBZTYVZDNRC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:eu-north-1::control/SMHUJLYTMHMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:eu-north-1::control/XOXTXFXPXMEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:eu-north-1::control/FEGVRWHEVDRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:eu-north-1::control/FEJANOLACBIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:eu-north-1::control/JCSHAIJVQJPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:eu-north-1::control/LZEHPWYXYBNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:eu-north-1::control/RGGBNARHYLPC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:eu-north-1::control/CQKTUQPFGNZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:eu-north-1::control/IBHWTDKBHOQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:eu-north-1::control/HUIWIDBGYYJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:eu-north-1::control/ZLXEYHKEBBOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:eu-north-1::control/IXIEKMHOPXSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:eu-north-1::control/CSIFNPQGKXWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:eu-north-1::control/MIVMBADGFITX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:eu-north-1::control/LFGRNFRJMKXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:eu-north-1::control/FOCMHCPHMGIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:eu-north-1::control/AMIYCNJHXFZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:eu-north-1::control/UIQWGZTLAHXU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:eu-north-1::control/SLMGZLLTGPDT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:eu-north-1::control/BAKGLCSOQAJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:eu-north-1::control/XMRBSJAKYPQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:eu-north-1::control/YUIUSCIOMUDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:eu-north-1::control/QLSJKVLPLMMO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:eu-north-1::control/QRGSGEZFDHUI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:eu-north-1::control/KLCYSVFSKGBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:eu-north-1::control/GLKQJFWSKVCH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:eu-north-1::control/WSBITCGHGEDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:eu-north-1::control/GFZRKVAQNTNM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:eu-north-1::control/XUOYURYPSGTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:eu-north-1::control/GKDVQZTOHFQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:eu-north-1::control/DQYDQALNZIZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:eu-north-1::control/OLNLHXEKJZGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:eu-north-1::control/EOHTLNPNLAHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:eu-north-1::control/XLUMDEETUGPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:eu-north-1::control/IIMGJHZTBAFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:eu-north-1::control/RMQBHTEVKHEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:eu-north-1::control/OZJOBRGREXZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:eu-north-1::control/MALKWFCLFDSJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:eu-north-1::control/PBDUVVQCOKDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:eu-north-1::control/QZFGDRVZILTN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:eu-north-1::control/YBVHYRANLTFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:eu-north-1::control/TKPUTYVVQYZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:eu-north-1::control/FGJJSXEZBZCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:eu-north-1::control/EMHUDINOARAM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:eu-north-1::control/WCAPGBYZBASC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:eu-north-1::control/AROTJYKQNBWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:eu-north-1::control/JZPWXKOZQLJD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:eu-north-1::control/GOGLMDRACQCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:eu-north-1::control/EFVUBBUPADGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:eu-north-1::control/BRBGLNWYTWVK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:eu-north-1::control/KSZOILIVLSSP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:eu-north-1::control/WNQWKSITAWHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:eu-north-1::control/XBFXYKVROTZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:eu-north-1::control/LNYHPQCLRBMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:eu-north-1::control/HIBKFWHCHZZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:eu-north-1::control/TBCPKYPZUHEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:eu-north-1::control/PQYEUKWXZFFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:eu-north-1::control/BUGVOINBXVCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:eu-north-1::control/DTQGIURTBPQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:eu-north-1::control/UVODEWUUJGCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:eu-north-1::control/HOLURSRFKYOJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:eu-north-1::control/WLAMYNHXYYHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:eu-north-1::control/LLXYEQNHCCLQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:eu-north-1::control/NHBHTNDISQFC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:eu-north-1::control/TZHUCKEGTHPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:eu-north-1::control/GGTQQVUSXOOX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:eu-north-1::control/LHKEIALJJGLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:eu-north-1::control/TNFUUZTWVOQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:eu-north-1::control/CHKKYPAFDIGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:eu-north-1::control/WRHSEHIGMPNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:eu-north-1::control/IXTXSHXVNUZM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:eu-north-1::control/DEHWLVENFBQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:eu-north-1::control/YZVBRUKJWFNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:eu-north-1::control/QIGDYVQVHTOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:eu-north-1::control/VKFFQEXOWYRO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:eu-north-1::control/JRZYMZVVABUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:eu-north-1::control/QTKVXJRHKVVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:eu-north-1::control/ZDOZUWMODNSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:eu-north-1::control/VXOWMBPGJWWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:eu-north-1::control/NMEVAZFEZWLD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:eu-north-1::control/EECQVSZWLOXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:eu-north-1::control/SCTOGVXJHSTW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:eu-north-1::control/VECRJWSQKKJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:eu-north-1::control/DALEUNIJKTHY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:eu-north-1::control/ZIGSJHHCJDFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:eu-north-1::control/CGAFSUBVZBJH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:eu-north-1::control/FLMFYWQVJDZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:eu-north-1::control/AYNFYQXOVCGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:eu-north-1::control/IRXUIROUYYYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:eu-north-1::control/IRRDWBVEEVZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:eu-north-1::control/HAFOBOPSXWQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:eu-north-1::control/PQBMKWIWABGD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:eu-north-1::control/CXJMVDJZHUAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:eu-north-1::control/QPVAASCUWYZA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:eu-north-1::control/RWLRYADXZPUG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.1

• arn:aws:controltower:eu-north-1::control/FVIRYJHPLBKR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:eu-north-1::control/JJLTDTNZHJXM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:eu-north-1::control/VOYXYLQQEHGQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:eu-north-1::control/ONNVQAVMVKBL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:eu-north-1::control/ZBNVUTRHQWLB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:eu-north-1::control/IUVYTYANIHHU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:eu-north-1::control/FSETKHTFGIHY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:eu-north-1::control/ACKPBIEHTKJO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:eu-north-1::control/LRPBTLPEKFHL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:eu-north-1::control/PXFBKFCMXHCH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:eu-north-1::control/ZITVBPNZFKCC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:eu-north-1::control/EKZHXVNHEEVW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:eu-north-1::control/WQMEEXRGQCEN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:eu-north-1::control/BEDTKHHIFODC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:eu-north-1::control/GVTHRVBNLZLB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:eu-north-1::control/IMDDCNRBWEEN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:eu-north-1::control/DGQMJOMPDBGU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:eu-north-1::control/IEJNYCAPCFWN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:eu-north-1::control/BJLEQOVHKVJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:eu-north-1::control/MTOABAQLNODU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:eu-north-1::control/VOKJCUPZNXGR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:eu-north-1::control/SCGFYJXAEBHT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:eu-north-1::control/FPFONXHMHQKY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:eu-north-1::control/VMUOHSUKEGZY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:eu-north-1::control/EYHVUBQYCYPW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:eu-north-1::control/RAWBSXYDHUPU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:eu-north-1::control/SRBXTCCBLCPX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:eu-north-1::control/XSOOILKWTSYF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:eu-north-1::control/TOKZOYWBNHCV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.1

• arn:aws:controltower:eu-north-1::control/SMOVILGCYEMT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.2

• arn:aws:controltower:eu-north-1::control/JKHWOVILEAIY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:eu-north-1::control/YYXTTLZPXPSK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:eu-north-1::control/IOUVRZZHPJUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:eu-north-1::control/KUWHVRCLYOJB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:eu-north-1::control/UKRQRKXRAMKT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.17

• arn:aws:controltower:eu-north-1::control/NFPERWALALZI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:eu-north-1::control/KFLXJOLWUWRB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:eu-north-1::control/SQREYUUVCPAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:eu-north-1::control/FWYHQCQTNNVT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:eu-north-1::control/QQIFUCSRDDNN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.21

• arn:aws:controltower:eu-north-1::control/ZAVXSARXKIWB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:eu-north-1::control/COFGIGMLJYOG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:eu-north-1::control/YCLKRCLZPSAK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:eu-north-1::control/EXZUBEASRXGZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:eu-north-1::control/WSODWMGKOUOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-north-1 4055



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.EC2.4

• arn:aws:controltower:eu-north-1::control/SVYLMDWLNEDS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:eu-north-1::control/XMDSIZZAWLKR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:eu-north-1::control/KXOHMXGPWJQZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:eu-north-1::control/EVQZCKSCDYBU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:eu-north-1::control/GDLDQWNBTZSC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECR.1

• arn:aws:controltower:eu-north-1::control/YEXPDQMOFOBN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:eu-north-1::control/FMXGUCTEFMHU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:eu-north-1::control/KQEEWFQPLSVD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:eu-north-1::control/VPIMQOUEKYAC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:eu-north-1::control/EBJTJOMBWLNQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.12

• arn:aws:controltower:eu-north-1::control/UOGMDFBVJPQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:eu-north-1::control/GEWFDODMQPJO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:eu-north-1::control/KNUALLKQETTY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:eu-north-1::control/PGNRTTNFKGWF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:eu-north-1::control/ZUITZQOVJNUJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.8

• arn:aws:controltower:eu-north-1::control/HGLDPNFOQMBH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:eu-north-1::control/QNVQPFTVIXEA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:eu-north-1::control/FGMJDIKXKHPE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:eu-north-1::control/RIRPTGIVTUUG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:eu-north-1::control/RUBEQKKWPQQX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EKS.1

• arn:aws:controltower:eu-north-1::control/PLKWFCUWEDYB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:eu-north-1::control/NNTRKKQFKPQB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:eu-north-1::control/XTYTRYANVABU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:eu-north-1::control/JYQSYKANCTJW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:eu-north-1::control/SRJYXMTWSTJE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.14

• arn:aws:controltower:eu-north-1::control/KUDRCOMEIPTR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:eu-north-1::control/ZDDENALCTJRR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:eu-north-1::control/YESXDSARDRYS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:eu-north-1::control/MWRJRKRTUHHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:eu-north-1::control/ZSBQEDXDMBGN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.6

• arn:aws:controltower:eu-north-1::control/POKCJDINNSVR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:eu-north-1::control/SHYPAFLBHAML

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:eu-north-1::control/IJXHXDULMKRD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:eu-north-1::control/SDBXIGMFJFDR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:eu-north-1::control/ZQCDKAMUINPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EMR.1

• arn:aws:controltower:eu-north-1::control/IBLZUDBNMLLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:eu-north-1::control/PTTSHGGLKLPY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:eu-north-1::control/LRNNCPQEFSSY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:eu-north-1::control/IOPRWMTVBSLN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:eu-north-1::control/WZYPFCRTWXIX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.5

• arn:aws:controltower:eu-north-1::control/YBTLUGMFRDZE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:eu-north-1::control/GZYPQIASBBIJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:eu-north-1::control/JHNMRAPWCSXQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:eu-north-1::control/SIBUGFYSXGEW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:eu-north-1::control/AOEPTPWCMPHA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.2

• arn:aws:controltower:eu-north-1::control/HWWRWNRQAYGV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:eu-north-1::control/OVFHMRIQMYLB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:eu-north-1::control/BYUKMXPSTZGB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:eu-north-1::control/AFVWWEIUROEO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:eu-north-1::control/XFGBPVBXFMHV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.21

• arn:aws:controltower:eu-north-1::control/HCJUBNEAEYCY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:eu-north-1::control/QCUYUTVQDRTV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:eu-north-1::control/WMMEOLOBHWLP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:eu-north-1::control/HXUNMLYFTBJC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:eu-north-1::control/RIYGDTPNPQHD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.7

• arn:aws:controltower:eu-north-1::control/LIUJKZCJEXBK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:eu-north-1::control/ABCVAFYFOUZL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:eu-north-1::control/QKTHXYQPLNYY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:eu-north-1::control/WTDVCVDHOVVI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:eu-north-1::control/UESQJJTMCLKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.4

• arn:aws:controltower:eu-north-1::control/EZTPQMVHTQTO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:eu-north-1::control/PREPRJHMCLIQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:eu-north-1::control/EEWUILLNDCOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:eu-north-1::control/SNXJDQUCDOAM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:eu-north-1::control/YMEOWGILVDCE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.5

• arn:aws:controltower:eu-north-1::control/IICOIHCGFGGP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:eu-north-1::control/CWMCQNYSVMCK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:eu-north-1::control/FLTTTDXFEOZG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:eu-north-1::control/VNXUVZMZSZNK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:eu-north-1::control/YGCCJHPDGFIA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.2

• arn:aws:controltower:eu-north-1::control/UMZNLNFRFXWU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:eu-north-1::control/EREEUEZTQQVI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:eu-north-1::control/ADORVDROWVPA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:eu-north-1::control/PFZNFCAUVFCW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:eu-north-1::control/CQHZFMPTVOVN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.7

• arn:aws:controltower:eu-north-1::control/WJIXMOGGTBSR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:eu-north-1::control/BEUAZKYAMIKM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:eu-north-1::control/OWFEMSEFETJT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:eu-north-1::control/VFYTJNCARANB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:eu-north-1::control/GJZCYPSNOAFF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.6

• arn:aws:controltower:eu-north-1::control/LSBUVHESMXCJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:eu-north-1::control/SSBMEZOMBXUD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:eu-north-1::control/EYYDQBDGWXAG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:eu-north-1::control/NZTGOXILALHZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:eu-north-1::control/KGHPMJBWTZNM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.5

• arn:aws:controltower:eu-north-1::control/MCFVGQDHUXSS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:eu-north-1::control/NBJRUMLUQPZK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:eu-north-1::control/UBSEPWEOEVHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:eu-north-1::control/HUPEGIPAJUZG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:eu-north-1::control/RONREVDOJLHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.10

• arn:aws:controltower:eu-north-1::control/BTPGJCTLRYLN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:eu-north-1::control/ZHUFJUOHQHAK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:eu-north-1::control/VGUCUQAUXAQZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:eu-north-1::control/YTDRSPNPDUDG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:eu-north-1::control/KJTOOKWWQYWP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.17

• arn:aws:controltower:eu-north-1::control/FWIVEWQQXNHK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:eu-north-1::control/EJNZYMOZMYKX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:eu-north-1::control/LAZJDBKFEJMA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:eu-north-1::control/LRLYXEVQGYTM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:eu-north-1::control/AYTEEMREPGTY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.21

• arn:aws:controltower:eu-north-1::control/XZAJRQOSAIVS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:eu-north-1::control/WCCGGPOESKUN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:eu-north-1::control/IVCTUYYNHZKS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:eu-north-1::control/ONRGZMZOPBUF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:eu-north-1::control/SHKEUJZRGZDP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.3

• arn:aws:controltower:eu-north-1::control/QGGSRCNFPBON

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:eu-north-1::control/BBVSFCJBDKUZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:eu-north-1::control/YREOQGNQKBLJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:eu-north-1::control/OITUKLCXALQI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:eu-north-1::control/NMWOUPNACHOL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.9

• arn:aws:controltower:eu-north-1::control/REJGKLYPHVDN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:eu-north-1::control/LZKIQTREDTFY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:eu-north-1::control/LUUIEVUKWMHU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:eu-north-1::control/QXUXFMMQNNJV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:eu-north-1::control/HGPLAVRGKLHM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.6

• arn:aws:controltower:eu-north-1::control/YRROEFOYJQLY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:eu-north-1::control/NDDIAQWLEPTB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:eu-north-1::control/ABEXBGLMXTJB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:eu-north-1::control/UNTIRUWZWUNN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:eu-north-1::control/DHADSFAEUWZS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.10

• arn:aws:controltower:eu-north-1::control/UFOIHGFEAASV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:eu-north-1::control/BOYXQVGZIHKY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:eu-north-1::control/WYYTZOHUUUIA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:eu-north-1::control/LIVWOXMJIWLK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:eu-north-1::control/ITYNEBUPBYGG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.2

• arn:aws:controltower:eu-north-1::control/OELOVGEWUICF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:eu-north-1::control/LTIVGDFURRIH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:eu-north-1::control/VDLZMBUFATGB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:eu-north-1::control/QKUSDPWBMHZG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:eu-north-1::control/YUTTRNVCQCIJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.9

• arn:aws:controltower:eu-north-1::control/FSDRKINNPPBD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:eu-north-1::control/FZCVBXYYZEPW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:eu-north-1::control/CTOVFQDVCJAA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:eu-north-1::control/KBKQAWGKVVBK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:eu-north-1::control/KSKCLFWRTEJP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.2

• arn:aws:controltower:eu-north-1::control/UAFFTPQZIXDJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:eu-north-1::control/SLNLDXNHYMTS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:eu-north-1::control/SAGBQDVUTVPI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:eu-north-1::control/XDTALWADUVAQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:eu-north-1::control/XJUIETBSJOWP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.3

• arn:aws:controltower:eu-north-1::control/QOYZOFZYUVBP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:eu-north-1::control/CKUSCVVHKNIR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:eu-north-1::control/ZASYFRCXDOII

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:eu-north-1::control/GIFLRYEYHEHL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:eu-north-1::control/TIDMOKHUHNBS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.10

• arn:aws:controltower:eu-north-1::control/IZGQEIGCNXHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:eu-north-1::control/ZYSHREMBYDPM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:eu-north-1::control/HOLXVCBPWTJX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:eu-north-1::control/LKOWMMBVXXXZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-south-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
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eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:eu-south-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFI 
G_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LO 
GS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:eu-south-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHO 
RIZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CONFIG_AGGREGATION_CHANG 
E_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTI 
ON_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_ 
CONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PR 
OHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:eu-south-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:eu-south-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:eu-south-1::control/AWS-GR_DISALLOW_CROSS_REGION_NE 
TWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:eu-south-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:eu-south-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:eu-south-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:eu-south-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_REST 
ORABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:eu-south-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:eu-south-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:eu-south-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_A 
CCESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:eu-south-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:eu-south-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONS 
OLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:eu-south-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-south-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:eu-south-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-south-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:eu-south-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:eu-south-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:eu-south-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:eu-south-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICAT 
ION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:eu-south-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:eu-south-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BL 
OCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:eu-south-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-south-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISA 
BLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:eu-south-1::control/AJYPIRPBHBRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.1

• arn:aws:controltower:eu-south-1::control/EKDIMRUQZBUI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:eu-south-1::control/MWDNBKQDCNCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:eu-south-1::control/KCSNFBWRTAXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:eu-south-1::control/IYMXHZIOFYDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.5

• arn:aws:controltower:eu-south-1::control/BROASONAOUZH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:eu-south-1::control/JMBKFYKXNRRY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:eu-south-1::control/WHCWMAHTSOPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:eu-south-1::control/JZUYXWPLLCYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-1 4101



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.APPSYNC.PR.3

• arn:aws:controltower:eu-south-1::control/GEZDAESWIHAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:eu-south-1::control/IZKKJIXCHNGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:eu-south-1::control/PBFQTTVIAQLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:eu-south-1::control/DSFMITDCAMSZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.1

• arn:aws:controltower:eu-south-1::control/AMYQFQSBYIYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:eu-south-1::control/REDTAGETRZSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:eu-south-1::control/HDSPPVQSLZUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:eu-south-1::control/JKBGUGUPUXOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.11

• arn:aws:controltower:eu-south-1::control/BYNSJFXOHCOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:eu-south-1::control/XEJSBBJIGSRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:eu-south-1::control/ESETQPIYIGQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:eu-south-1::control/BDAQOQKWQVIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.5

• arn:aws:controltower:eu-south-1::control/LZHHRTKSKBYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:eu-south-1::control/WTWCPKFEWPYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:eu-south-1::control/YTPNKYLIYKVY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:eu-south-1::control/GMSBKMGNTIRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:eu-south-1::control/QVSBUPSGUHVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:eu-south-1::control/MLFOFPIEQPDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:eu-south-1::control/ZSTTBVOTUCTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:eu-south-1::control/ACOALEKSQBVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:eu-south-1::control/TOJRWDYHNNXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:eu-south-1::control/HPKHJFQXJAEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:eu-south-1::control/OEGLEOAAPISR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:eu-south-1::control/LHGULLYNLWNF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:eu-south-1::control/HYECMJHMDQAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:eu-south-1::control/LANXJNMROUBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:eu-south-1::control/JLXINGWIDTUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:eu-south-1::control/HYDVIHSHNUJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:eu-south-1::control/JHSHFWNLVDKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:eu-south-1::control/OBWFNAETCXTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:eu-south-1::control/HDBBNLSSWFJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:eu-south-1::control/CQIIWIZRIDXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:eu-south-1::control/FQUBDDOCHVXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:eu-south-1::control/OZCLFSHTISCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:eu-south-1::control/ORYXUPSLDOOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:eu-south-1::control/JULHFFNMMHXU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.1

• arn:aws:controltower:eu-south-1::control/MKNRUEOIFDIO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:eu-south-1::control/JEUDKXERRMYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:eu-south-1::control/AQXBHQXXZESG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:eu-south-1::control/VMQVAYCAMXDO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.5

• arn:aws:controltower:eu-south-1::control/XIPONLRXVTLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:eu-south-1::control/LKLEVOQIMCUV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:eu-south-1::control/AHWDGTQANTPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:eu-south-1::control/UNTRGVLZHGWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2
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• CT.DAX.PR.3

• arn:aws:controltower:eu-south-1::control/EXACLWANURZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:eu-south-1::control/OPSWXXYSYUMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:eu-south-1::control/ZXTHNNMVRRGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:eu-south-1::control/DTKBFEIQNVQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:eu-south-1::control/AFQCMISIBNZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:eu-south-1::control/CXPURYMVYMSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:eu-south-1::control/GCGXGJULMUJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:eu-south-1::control/WLUUDFWBDJHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-1 4114



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.10

• arn:aws:controltower:eu-south-1::control/DNLPNFANEMRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:eu-south-1::control/RTEWMJEUHLJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:eu-south-1::control/EPDEAPQFUAPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:eu-south-1::control/AYFZQOECAPEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.14

• arn:aws:controltower:eu-south-1::control/IALXTISTUWWM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:eu-south-1::control/DXGDLUEZMICZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:eu-south-1::control/KASYNBCCNYUL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:eu-south-1::control/WAZWRSTLDPDP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.18

• arn:aws:controltower:eu-south-1::control/BIHFKAGSIGRM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:eu-south-1::control/KXRIYOKIOLDG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:eu-south-1::control/TPMKJPKVEDNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:eu-south-1::control/DYPMGYDYNEIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.3

• arn:aws:controltower:eu-south-1::control/IXEOZHLDVITA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:eu-south-1::control/GFIGHDGRWXGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:eu-south-1::control/LSSLWVUIITJC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:eu-south-1::control/YPBPJCBGKRXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.7

• arn:aws:controltower:eu-south-1::control/YEATEJGNLHKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:eu-south-1::control/DBCLUROPTPQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:eu-south-1::control/LLULMHXRNSIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:eu-south-1::control/DEUUOIHPMKAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.2

• arn:aws:controltower:eu-south-1::control/TUCSBMYCOFPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:eu-south-1::control/UAXGCRLSTKBX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:eu-south-1::control/YNCMWZYJQYVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:eu-south-1::control/CIFRWUDOGZZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.6

• arn:aws:controltower:eu-south-1::control/DTSIZQDYZVPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:eu-south-1::control/KIPJOMKOBOMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:eu-south-1::control/IOCROVUHSSPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:eu-south-1::control/KIFLKMDMDVPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.1

• arn:aws:controltower:eu-south-1::control/JRISOKFFILDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:eu-south-1::control/NUGUPHOMSEQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:eu-south-1::control/OKDUSHUVONOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:eu-south-1::control/LGDXTFQGGNDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.2

• arn:aws:controltower:eu-south-1::control/DQFKEHKZLQDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:eu-south-1::control/REYGPHBQWSGI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:eu-south-1::control/NZWWZBPGYEQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:eu-south-1::control/MSHUDWEPRDVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.6

• arn:aws:controltower:eu-south-1::control/ONBILKCURYST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:eu-south-1::control/RSBGFQKAVQFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:eu-south-1::control/VQYCXJZPSIXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:eu-south-1::control/VMOPJVSAEBDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.1

• arn:aws:controltower:eu-south-1::control/XJCBPEDKRFOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:eu-south-1::control/DFGGQVUCOSMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:eu-south-1::control/EWNCZNFJJEHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:eu-south-1::control/KNYMWNNUOOOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.3

• arn:aws:controltower:eu-south-1::control/QIARJESGTXMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:eu-south-1::control/GLCJXMIVAWFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:eu-south-1::control/FGZTNSLDXWCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:eu-south-1::control/BTIKMDWEMMBX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.7

• arn:aws:controltower:eu-south-1::control/MKLXFZCODZLQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:eu-south-1::control/GAJHRSMSQIFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:eu-south-1::control/EXRORZBILXWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:eu-south-1::control/JMINTMKZQZXS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:eu-south-1::control/WQQMLOAYAPZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:eu-south-1::control/NHKFJAHAGYJS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:eu-south-1::control/TLQPHMZPCKTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:eu-south-1::control/MEGMJYGDZACD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:eu-south-1::control/CUCXNNWYPFJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:eu-south-1::control/CKLWEMXBFSKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:eu-south-1::control/QBJQWLUTLLXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:eu-south-1::control/XFJZOLZQSMDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:eu-south-1::control/SNQRKWNNHROR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:eu-south-1::control/ORVXQIODQZQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:eu-south-1::control/REZXCUMITGVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:eu-south-1::control/OCYADTLKTJSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:eu-south-1::control/TCIAXDVBEICZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:eu-south-1::control/OIGJSCKAHJKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:eu-south-1::control/GFUUYAYTPGJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:eu-south-1::control/HCWIFNJECKZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:eu-south-1::control/MRIJZHYGXLTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:eu-south-1::control/UVRGEPYISQSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:eu-south-1::control/BIWEKWOJFQPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:eu-south-1::control/IZWNTXSZPIHY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.1

• arn:aws:controltower:eu-south-1::control/RJOLQVEUFPWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:eu-south-1::control/WSQGBUDGZQBD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:eu-south-1::control/IEISUVEELSRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:eu-south-1::control/GKMOMEBKHZEL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-1 4133



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.GLUE.PR.1

• arn:aws:controltower:eu-south-1::control/FTVODADNCSVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:eu-south-1::control/LUCAAVDCOXYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:eu-south-1::control/ETMDQOKWHREI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:eu-south-1::control/JIBSKFGZPWYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.3

• arn:aws:controltower:eu-south-1::control/SRCNCCOVAKTW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:eu-south-1::control/CNVGXHJPQJVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:eu-south-1::control/MISFEMWXCCGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:eu-south-1::control/IJPNWGFQMFNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.1

• arn:aws:controltower:eu-south-1::control/IQJLHCNTBZQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:eu-south-1::control/IOUXAVZFJDAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:eu-south-1::control/QLCVBYTAQKNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:eu-south-1::control/HYYSJTSIIYLW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.2

• arn:aws:controltower:eu-south-1::control/DZQYUVLQCHYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:eu-south-1::control/UXZIDZHPWQQC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:eu-south-1::control/EYTERDXVHXQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:eu-south-1::control/FAGTWHNUTYVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.6

• arn:aws:controltower:eu-south-1::control/ZMAGGOBXQDLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:eu-south-1::control/BORKYWUAXJKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:eu-south-1::control/OUQCUUFMLXQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:eu-south-1::control/YYQIXBRIPJHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.5

• arn:aws:controltower:eu-south-1::control/ZLFYYHFZKLJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:eu-south-1::control/QAMSLUZWJHTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:eu-south-1::control/HZNFIYMPMBMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:eu-south-1::control/XKHRNISMIPCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.1

• arn:aws:controltower:eu-south-1::control/HBCOAJEAFXDU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:eu-south-1::control/KZIMAUHEPZMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:eu-south-1::control/HUKYWXEGZLOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:eu-south-1::control/SWIAIGYRDQCA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MULTISERVICE.PV.1

• arn:aws:controltower:eu-south-1::control/TFIGQZAEMVUX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:eu-south-1::control/VSKCNZBJMSDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:eu-south-1::control/CPEMPXZLTSTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:eu-south-1::control/VELCDMBUYSDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.4

• arn:aws:controltower:eu-south-1::control/OLIYTOIMRZCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:eu-south-1::control/KAONKKJAVXIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:eu-south-1::control/HOIEWDTLWCMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:eu-south-1::control/ERYDUHMYMURH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:eu-south-1::control/XRAFMHDNTZXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:eu-south-1::control/VFJYJRIWCXTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:eu-south-1::control/AMRIRKFDCRQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:eu-south-1::control/BIKTRNYRJZOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.10

• arn:aws:controltower:eu-south-1::control/OOWBBDUGZXPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:eu-south-1::control/KZQCIJBAVBFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:eu-south-1::control/YZFSNBZYNGBN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:eu-south-1::control/SIJLMHUMIBEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.14

• arn:aws:controltower:eu-south-1::control/HZEGOTZOHZQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:eu-south-1::control/USTZBJHMMNPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:eu-south-1::control/JSJWBUBPJFBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:eu-south-1::control/NPLWOOSVWQNS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.3

• arn:aws:controltower:eu-south-1::control/HQFAQRQRCIYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:eu-south-1::control/BQZZSSJVRNHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:eu-south-1::control/JVKVVHVYGEXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:eu-south-1::control/PYSBFVWYCMAU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.7

• arn:aws:controltower:eu-south-1::control/ASNSDRVZSYXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:eu-south-1::control/NSOLJEXJZYNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:eu-south-1::control/VRDRYTJLTAWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:eu-south-1::control/GICLLRYRAVTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.10

• arn:aws:controltower:eu-south-1::control/CKJESAIGJNTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:eu-south-1::control/NBWURONLVXRT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:eu-south-1::control/GVLKLASFFMRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:eu-south-1::control/UPMYISEYCNAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.14

• arn:aws:controltower:eu-south-1::control/KCPAXGBPPFCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:eu-south-1::control/EXOHLMGVBSIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:eu-south-1::control/JCRHCVJEBEBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:eu-south-1::control/EQURNFTUNIJC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.18

• arn:aws:controltower:eu-south-1::control/DKDJTNLQAPPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:eu-south-1::control/VJKMQYKKNXFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:eu-south-1::control/DJNVNBXZYBEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:eu-south-1::control/XISVVPFGPUOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.21

• arn:aws:controltower:eu-south-1::control/JWDRULGYQLUL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:eu-south-1::control/UGDMTHYBNQGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:eu-south-1::control/GGFMCMFBGGYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:eu-south-1::control/OKHIGZARDBVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.25

• arn:aws:controltower:eu-south-1::control/UWTYXFPZQYBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:eu-south-1::control/AKZHYZVLMTUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:eu-south-1::control/ZTUGXIGBTLID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:eu-south-1::control/OWTKAQNKCQAC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.29

• arn:aws:controltower:eu-south-1::control/FWTKLSNLBFIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:eu-south-1::control/EYGXDYJGBYNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:eu-south-1::control/YEHOOVMSRITJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:eu-south-1::control/QRLJHHAXNPNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.5

• arn:aws:controltower:eu-south-1::control/TTGUYMVAMNNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:eu-south-1::control/EUQFJEGDJXIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:eu-south-1::control/YVBIFQKSPPZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:eu-south-1::control/YBNFFKWIEBFT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.9

• arn:aws:controltower:eu-south-1::control/BDWHSYNRGSRD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:eu-south-1::control/OPDYRIMRTAUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:eu-south-1::control/ESNVKLAVFXDT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:eu-south-1::control/SYWHYDTEGYGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-1 4155



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.REDSHIFT.PR.4

• arn:aws:controltower:eu-south-1::control/QZFMVCTTFKUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:eu-south-1::control/FWZBXDSFUZQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:eu-south-1::control/IOUDDDYHBUYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:eu-south-1::control/ZSFLWFHDEDNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.8

• arn:aws:controltower:eu-south-1::control/TJTGHSRKCADO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:eu-south-1::control/ERJCSGIBWPXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:eu-south-1::control/FAKNTWCVJBBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:eu-south-1::control/TRPKHIGMYXAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-1 4157



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.S3.PR.11

• arn:aws:controltower:eu-south-1::control/AOJRFFGDXYLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:eu-south-1::control/VIENQADPDJBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:eu-south-1::control/RPRQAYKWHKVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:eu-south-1::control/UBEKETDJHQDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.4

• arn:aws:controltower:eu-south-1::control/RQQQDSQMSXSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:eu-south-1::control/GXPXMXODYBYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:eu-south-1::control/CTTWTIWREUJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:eu-south-1::control/BCLBADAGFADV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.9

• arn:aws:controltower:eu-south-1::control/QUSGEFKIGLXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:eu-south-1::control/XBMHGBXUTPTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:eu-south-1::control/FQOCOBHBFWNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:eu-south-1::control/YIEFICYWYZLU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-1 4160



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.SQS.PR.1

• arn:aws:controltower:eu-south-1::control/GMPKONEBTSAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:eu-south-1::control/MLKLUIARVDHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:eu-south-1::control/YVHXPCMYPLFP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:eu-south-1::control/ULPOIYIDRFWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:eu-south-1::control/PWKKZXICJEGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:eu-south-1::control/KMLHOMCISOOF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:eu-south-1::control/ZDJOMTGOHOJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:eu-south-1::control/JNFJCDGBQAQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.1

• arn:aws:controltower:eu-south-1::control/JUDFDFZUPGDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:eu-south-1::control/RBGKCDWRDJOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-2

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED
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• arn:aws:controltower:eu-south-2::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_AUDIT_BUCKET_POLICY_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:eu-south-2::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_AUTOSCALING_LAUNCH_CONFI 
G_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LO 
GS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:eu-south-2::control/AWS-GR_CONFIG_AGGREGATION_AUTHO 
RIZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CONFIG_AGGREGATION_CHANG 
E_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTI 
ON_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_ 
CONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PR 
OHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:eu-south-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:eu-south-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:eu-south-2::control/AWS-GR_DISALLOW_CROSS_REGION_NE 
TWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:eu-south-2::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:eu-south-2::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:eu-south-2::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:eu-south-2::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:eu-south-2::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:eu-south-2::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:eu-south-2::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REGION_DENY

• arn:aws:controltower:eu-south-2::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:eu-south-2::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:eu-south-2::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:eu-south-2::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICAT 
ION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:eu-south-2::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-south-2::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:eu-south-2::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-south-2::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISA 
BLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:eu-south-2::control/CDFRPKVAAEBA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:eu-south-2::control/SVYVSCZDWYQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:eu-south-2::control/KDXSGIXBAPZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.3

• arn:aws:controltower:eu-south-2::control/MYDVOFUAZSBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:eu-south-2::control/XDLQVFGAZWOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:eu-south-2::control/ATODWGOMZUCX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:eu-south-2::control/HDUPSFYARAKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.1

• arn:aws:controltower:eu-south-2::control/VTIFQREJYECJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:eu-south-2::control/BMSDSLXZPINV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:eu-south-2::control/EQEGUFUDDQHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:eu-south-2::control/PBWZKZJTUYPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.5

• arn:aws:controltower:eu-south-2::control/BFVDRTHKJLKL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:eu-south-2::control/AMGWCNEXGLWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:eu-south-2::control/TTCZJBXUAKIS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:eu-south-2::control/URPFISNFLYYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.1

• arn:aws:controltower:eu-south-2::control/BPGHYVYPPDUM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:eu-south-2::control/SVBZRUZEGMYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:eu-south-2::control/LGAMIVPBSHQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:eu-south-2::control/XGADYEWUCJUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.3

• arn:aws:controltower:eu-south-2::control/TOHLHAQRVXWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:eu-south-2::control/EEEUVWSLNVLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:eu-south-2::control/HBCLYPOQKNIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:eu-south-2::control/LEMBCAXJDJXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.8

• arn:aws:controltower:eu-south-2::control/PSRDUBINGKQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:eu-south-2::control/HXLTCQISFQBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:eu-south-2::control/SUZUXRSEELFT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:eu-south-2::control/WUYNTGJJUKNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:eu-south-2::control/UTNKPVFYDNWY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:eu-south-2::control/CAMAUZYMJOPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:eu-south-2::control/HPURLNWRKJWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:eu-south-2::control/CVMBTUQQJQVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:eu-south-2::control/LEXJMWZMLIVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:eu-south-2::control/PTDUOCAXIHAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:eu-south-2::control/GKTDSYXJRURB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:eu-south-2::control/CUEQJGENOTAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:eu-south-2::control/ZVQCJXIKMXIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:eu-south-2::control/MVBZHLFJEXGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:eu-south-2::control/YZFALBBJBHJW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:eu-south-2::control/GDQDYHIWOYJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:eu-south-2::control/GCVIUCRKRZJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:eu-south-2::control/EQJLPBKNWCEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:eu-south-2::control/IYZCFYKTLOEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:eu-south-2::control/DPZXYQALXSBJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:eu-south-2::control/SYOYMUBLETAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:eu-south-2::control/SBRKWJRBLSDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:eu-south-2::control/TLIZGYOSLXID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:eu-south-2::control/WZHIVERTKNMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.3

• arn:aws:controltower:eu-south-2::control/DGQLWMRIBAOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:eu-south-2::control/WJDAAHKATGVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:eu-south-2::control/EZEDZUYHEOZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:eu-south-2::control/NKSJVWJEWECR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.1

• arn:aws:controltower:eu-south-2::control/XTNHYZREDREV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:eu-south-2::control/RQKTASYXHVYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:eu-south-2::control/CJQFLUNIGRDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:eu-south-2::control/TGGYQCVRRDMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DMS.PR.2

• arn:aws:controltower:eu-south-2::control/XGZXZOCUAKPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:eu-south-2::control/AIUTNQWKGFDR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:eu-south-2::control/NOKRKREQWEPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:eu-south-2::control/EFNQESSMTRWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.2

• arn:aws:controltower:eu-south-2::control/GFIJUMQYZYKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:eu-south-2::control/VNHGWWCSJWRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:eu-south-2::control/DCORPIATUVCG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:eu-south-2::control/SUUBDBBVLXLQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.12

• arn:aws:controltower:eu-south-2::control/CNCXWXERYCOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:eu-south-2::control/SZRCWAQMISFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:eu-south-2::control/PWARGJRTRQXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:eu-south-2::control/NHDZBTZUXELQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.16

• arn:aws:controltower:eu-south-2::control/UHZJAZABJYWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:eu-south-2::control/NEFCDEMGSOWZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:eu-south-2::control/WNKTVRGNDUBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:eu-south-2::control/JKALPJXNDEUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.2

• arn:aws:controltower:eu-south-2::control/VHBUBKOEZTHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:eu-south-2::control/YFIOIOFAVNPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:eu-south-2::control/UWWTMOVSNRCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:eu-south-2::control/DRDSQMKCIRRJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.5

• arn:aws:controltower:eu-south-2::control/CFPKOBHYVXFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:eu-south-2::control/YCUDIIRUMWEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:eu-south-2::control/RVIOCFZIRSNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:eu-south-2::control/GAOYRTVNQGHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-2 4194



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.9

• arn:aws:controltower:eu-south-2::control/FMACBWHCXOSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:eu-south-2::control/QPCQUNRTQSAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:eu-south-2::control/WHRRRJKPJKBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:eu-south-2::control/HNBPMELXEFGD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.4

• arn:aws:controltower:eu-south-2::control/KWVFIBRUVCNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:eu-south-2::control/SQPMUEDBMIYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:eu-south-2::control/FXLWNQRVHTMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:eu-south-2::control/SSGGVLEUYGFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.2

• arn:aws:controltower:eu-south-2::control/EAUQCAJHCRLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:eu-south-2::control/UHSKPCFWWNHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:eu-south-2::control/GMOHYFMCJQWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:eu-south-2::control/VCODOIZDBXDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.11

• arn:aws:controltower:eu-south-2::control/YKEDJRVRZKEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:eu-south-2::control/HCQDNSIUYVIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:eu-south-2::control/UFMSTKPVLYKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:eu-south-2::control/PLGSGRFMDMHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.4

• arn:aws:controltower:eu-south-2::control/ZVTRPSJBSKGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:eu-south-2::control/DFBRAWTBZSIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:eu-south-2::control/JIZJUWRJAZLR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:eu-south-2::control/ROOABJEGQOBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.8

• arn:aws:controltower:eu-south-2::control/FXEHEQAFPUSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:eu-south-2::control/CTEIMJAETBLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:eu-south-2::control/VILPLVHUDSIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:eu-south-2::control/GKQONVLDDSFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.1

• arn:aws:controltower:eu-south-2::control/KKTMCYDDNQIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:eu-south-2::control/PNHPEPRKLPUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:eu-south-2::control/DHONPPSGALEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:eu-south-2::control/SBCVIFZBXREP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.5

• arn:aws:controltower:eu-south-2::control/XKMBREUXJFVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:eu-south-2::control/YPGRDMKVVDKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:eu-south-2::control/YELOMVBVITOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:eu-south-2::control/RBRVWNFADPDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:eu-south-2::control/JFCEIPDXBFEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:eu-south-2::control/FBQCCIQKUJYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:eu-south-2::control/RGYDIAKRWXNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:eu-south-2::control/JYAVIEWOCBTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:eu-south-2::control/KNBTHICPCZAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:eu-south-2::control/VLWKJNCQRHJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:eu-south-2::control/EKLTMHHIMJYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:eu-south-2::control/OLSPLUFATRIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:eu-south-2::control/ZYFULHCEJDYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:eu-south-2::control/ZGIQCDYVMSJS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:eu-south-2::control/VYRQOKMPUKEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:eu-south-2::control/UJHZJDJVEEAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:eu-south-2::control/ZVFSRQSYLGXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:eu-south-2::control/HASOTQTPCQQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:eu-south-2::control/IDEVSZEMXXFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:eu-south-2::control/DJOQXYBXRKYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:eu-south-2::control/XVSQHWPOKDLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:eu-south-2::control/EXMPAQITTJVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:eu-south-2::control/YEQCNYPDRFTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:eu-south-2::control/ERKLVPLKNZVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:eu-south-2::control/GNGTFFXVJZOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:eu-south-2::control/AMSZOJWMYMVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:eu-south-2::control/HJIMSQRPTZSY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:eu-south-2::control/DANDKACRGHEN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.3

• arn:aws:controltower:eu-south-2::control/GSHIJXLKAMTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:eu-south-2::control/LXJWHUCUNCCF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:eu-south-2::control/WQYRTWUZXQCT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:eu-south-2::control/GLDWZTWHCYIT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.1

• arn:aws:controltower:eu-south-2::control/KKZVOFXRSYJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:eu-south-2::control/OZIYLNCGRZXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:eu-south-2::control/HYIHRSXDNOGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:eu-south-2::control/EHMJZNHWSSNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.5

• arn:aws:controltower:eu-south-2::control/BGGCAVAUWZNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:eu-south-2::control/OYCWERWIIYAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:eu-south-2::control/NRBBZHZCNZIO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:eu-south-2::control/DICUTESJCXRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.3

• arn:aws:controltower:eu-south-2::control/MMQQTMXFBQCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:eu-south-2::control/MYIDTBEDJJMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:eu-south-2::control/XGWMRWRXQRID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:eu-south-2::control/JAKFHFSUCQJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.4

• arn:aws:controltower:eu-south-2::control/DRPFZFQUQQHG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:eu-south-2::control/PHQDHCSBPSUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:eu-south-2::control/KVSWABXWGVDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:eu-south-2::control/LPJIPJVEVHOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.3

• arn:aws:controltower:eu-south-2::control/YVGINZGKBDRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:eu-south-2::control/DTWYWLVUTWGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:eu-south-2::control/REZQWRYAQMTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:eu-south-2::control/AZADVQDRVPAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.1

• arn:aws:controltower:eu-south-2::control/VPCHUDLKOFXZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:eu-south-2::control/PTQGPZHVIZYL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:eu-south-2::control/JQCZITBAJQHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:eu-south-2::control/AUWZOWMMLNBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.1

• arn:aws:controltower:eu-south-2::control/TJYPFSDYTZKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:eu-south-2::control/LGRHBZUSXUXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:eu-south-2::control/DUBESZEORFLO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:eu-south-2::control/EDCFDZFLSLTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.2

• arn:aws:controltower:eu-south-2::control/JHJZOWOQKSQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:eu-south-2::control/UMJFXSSLQXOZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:eu-south-2::control/JOVZFQYFBTRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:eu-south-2::control/EIEQGAVIHYZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-south-2 4217



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:eu-south-2::control/ALCDFJHBSWUF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:eu-south-2::control/BUMCKVFUMSZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:eu-south-2::control/VETVANXGMHXZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:eu-south-2::control/YTUWMVCGZMBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:eu-south-2::control/XXAIDIGBWOYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:eu-south-2::control/RQXYFZTDBGCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:eu-south-2::control/LSFHGNPMFOHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:eu-south-2::control/TZUJHBAATELA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.12

• arn:aws:controltower:eu-south-2::control/ITLJTQKWUNYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:eu-south-2::control/EEOMDYLLXXFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:eu-south-2::control/PWCYCKZXADUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:eu-south-2::control/QHOQNFCCSYHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.16

• arn:aws:controltower:eu-south-2::control/JRBKUHRGFZJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:eu-south-2::control/CERUJQSWOLEG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:eu-south-2::control/AFJCHTBCRUSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:eu-south-2::control/ZKDDJNJNGEET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.5

• arn:aws:controltower:eu-south-2::control/WLQZFLEVVVGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:eu-south-2::control/FECUISCKYVVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:eu-south-2::control/GUCQQGCDGDNS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:eu-south-2::control/GTNCYQERTNUR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.9

• arn:aws:controltower:eu-south-2::control/NPIGGPFBLBTJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:eu-south-2::control/UMPYPULZBKMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:eu-south-2::control/WKXDONNKFYZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:eu-south-2::control/AHXQJSVNVUIS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.12

• arn:aws:controltower:eu-south-2::control/SSMTAROOYQXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:eu-south-2::control/PXZORCGCQERT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:eu-south-2::control/MLNEONXEGJIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:eu-south-2::control/IZYWOFWEAIVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.16

• arn:aws:controltower:eu-south-2::control/YLBWSAETGREA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:eu-south-2::control/UKQUAWKOJNPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:eu-south-2::control/EAEIEZEIHAFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:eu-south-2::control/YFBPWSKFZXSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.2

• arn:aws:controltower:eu-south-2::control/JFVJGUVNPUJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:eu-south-2::control/IOPGZLIWNWGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:eu-south-2::control/CSKCEKSCEMJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:eu-south-2::control/LWXPNTJGDTSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.23

• arn:aws:controltower:eu-south-2::control/NDCXNZRTTIHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:eu-south-2::control/TKHIAGEFUESQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:eu-south-2::control/NOYMFJNNHNHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:eu-south-2::control/VLQTLOMEXGXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.27

• arn:aws:controltower:eu-south-2::control/WZXNLDNKNLVX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:eu-south-2::control/ZNYYUQNRWHZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:eu-south-2::control/NVHELPSPKUIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:eu-south-2::control/AOUESOKIFERI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.30

• arn:aws:controltower:eu-south-2::control/TEINIMWOQEPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:eu-south-2::control/OGXVZKVWCSZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:eu-south-2::control/CBPIFXGZJJNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:eu-south-2::control/YRALCCMNWDHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.7

• arn:aws:controltower:eu-south-2::control/CXYFUXAJHPQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:eu-south-2::control/NDEWGWUPTERC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:eu-south-2::control/UNAQZKVPTXJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:eu-south-2::control/YDWWSCRJBNCT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.2

• arn:aws:controltower:eu-south-2::control/JREFGBNJXLVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:eu-south-2::control/SEJVFMINHDOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:eu-south-2::control/UJAYQIWWPSSB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:eu-south-2::control/VKKSWSROCOHY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:eu-south-2::control/PVWOHRPFVQOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:eu-south-2::control/NOLKAZJRJDVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:eu-south-2::control/KZEYENTRZSQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:eu-south-2::control/MKKRYHXWDZFZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:eu-south-2::control/SKGFYRDINXPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:eu-south-2::control/AGJXNIDFTLTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:eu-south-2::control/KETGOTTIJKZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:eu-south-2::control/ZDEKKVEJKNZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:eu-south-2::control/WTJTRXBVKECG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:eu-south-2::control/OWRWJJMCRCQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:eu-south-2::control/NZFRDTFZPLNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:eu-south-2::control/FAAEXSNAJBGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:eu-south-2::control/EGTVZTLAIMXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:eu-south-2::control/HPMQGMDDKGSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:eu-south-2::control/FFOCTNBPTMAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:eu-south-2::control/DFQMNGMINELE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:eu-south-2::control/TVCLBFAMYSLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:eu-south-2::control/UEYNXEJBYMSM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:eu-south-2::control/BAJGOTFZUYNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:eu-south-2::control/CMAQXQSALRDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:eu-south-2::control/WTJHRSSHPAKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:eu-south-2::control/DQMONWOSDETX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:eu-south-2::control/ZEYPELWNMQGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:eu-south-2::control/OVMOWJDWSHZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:eu-south-2::control/HSIXLKCRSNKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:eu-south-2::control/THNACPIXQEGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:eu-south-2::control/WYZTRLBPOGAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED
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• arn:aws:controltower:eu-west-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANG 
ES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:eu-west-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:eu-west-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CONFIG_AGGREGATION_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_C 
ONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:eu-west-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:eu-west-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:eu-west-1::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:eu-west-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:eu-west-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:eu-west-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:eu-west-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:eu-west-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTO 
RABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:eu-west-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:eu-west-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:eu-west-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2
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• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:eu-west-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:eu-west-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:eu-west-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:eu-west-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:eu-west-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:eu-west-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-west-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:eu-west-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-west-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:eu-west-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:eu-west-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:eu-west-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:eu-west-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:eu-west-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:eu-west-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:eu-west-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:eu-west-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:eu-west-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:eu-west-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-west-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:eu-west-1::control/RMPGJNTOZYED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:eu-west-1::control/KBXFFJCCXCCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.2

• arn:aws:controltower:eu-west-1::control/WEFXKWWQELZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:eu-west-1::control/DDAUQMQWAFBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:eu-west-1::control/VECSKJBMFGMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:eu-west-1::control/AKVOXJCRARVM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.6

• arn:aws:controltower:eu-west-1::control/GODRTVCQLFRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:eu-west-1::control/CXUKMNSNXBOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:eu-west-1::control/KPCUMXFUZQWY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:eu-west-1::control/ZCAGTBPRCATH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.4

• arn:aws:controltower:eu-west-1::control/JEWJGQYDTBBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:eu-west-1::control/NNNDVOOEOQGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:eu-west-1::control/HJUTBNSBLFBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:eu-west-1::control/DOWMICVGTMAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.2

• arn:aws:controltower:eu-west-1::control/AZHMIHHETZDO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:eu-west-1::control/MOLUIXBLTNNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:eu-west-1::control/HMVEFWNHHUTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:eu-west-1::control/CHBXZVZCTIBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.2

• arn:aws:controltower:eu-west-1::control/UBAHWQGSLVPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:eu-west-1::control/DZCHIICHZPIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:eu-west-1::control/IYKSVEZZLTNF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:eu-west-1::control/KICFAVQBOREF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.6

• arn:aws:controltower:eu-west-1::control/WMTUSTWLRDZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:eu-west-1::control/YBNNIYMRBIYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:eu-west-1::control/XEPRSGZCLSZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:eu-west-1::control/XLSIRLRDKWVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-1 4260



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:eu-west-1::control/UAUKDTHXFEXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:eu-west-1::control/COJLJAOYFIIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:eu-west-1::control/IAUDCMRWXWEY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:eu-west-1::control/SPJYDXWVBVHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:eu-west-1::control/AGJSNVMSVMZW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:eu-west-1::control/WJKMTILNPQPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:eu-west-1::control/RSSXGIZAPHTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:eu-west-1::control/OBRSKEKWVRVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:eu-west-1::control/PJOCVKGBLJJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:eu-west-1::control/CNNZUYODKIDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:eu-west-1::control/ADCFMZEXRPWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:eu-west-1::control/GNPFAAZFPLUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:eu-west-1::control/ZBAVTAQOIBMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:eu-west-1::control/BEFMOHIMGMYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:eu-west-1::control/BIDXZLOVTAPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:eu-west-1::control/YPSCUERHMDGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:eu-west-1::control/TBWHZGGFAGCX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:eu-west-1::control/GVVBWCAAOCTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:eu-west-1::control/APPYZPTNBLGO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:eu-west-1::control/NCDYZQYYXIMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.2

• arn:aws:controltower:eu-west-1::control/WEYMGAQEESOZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:eu-west-1::control/EBCCRSBQVOEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:eu-west-1::control/DWJNNCZPNFQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:eu-west-1::control/HSYKYLVTHMSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.6

• arn:aws:controltower:eu-west-1::control/RRRKAZCWMWYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:eu-west-1::control/HPQCLFNNHNVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:eu-west-1::control/GTNFGAXVMTIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:eu-west-1::control/ZDNATWERTBBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DMS.PR.1

• arn:aws:controltower:eu-west-1::control/YCHPEYBHXVBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:eu-west-1::control/LUJEQBWKCVDA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:eu-west-1::control/UWYKAUHSRUKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:eu-west-1::control/DVXWRDHUPOPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.1

• arn:aws:controltower:eu-west-1::control/EZQDFKIPCMHL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:eu-west-1::control/VNDWOJRWDJIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:eu-west-1::control/GFKNBAOPNHXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:eu-west-1::control/DBKJHDJXKWNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.11

• arn:aws:controltower:eu-west-1::control/RAMFRLQUWVMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:eu-west-1::control/SDYXHOVWBMMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:eu-west-1::control/QCBNFLLWHORL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:eu-west-1::control/VBAWHSPRVFFO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.15

• arn:aws:controltower:eu-west-1::control/OGJDLYTMEUMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:eu-west-1::control/PGCWQUDCXAJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:eu-west-1::control/ETEVULKQLPUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:eu-west-1::control/CANOYGXZAKRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.19

• arn:aws:controltower:eu-west-1::control/DLHJFRBQIOUZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:eu-west-1::control/XOCHLLPOOVTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:eu-west-1::control/SUARJCFCBBQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:eu-west-1::control/KEAWNIFQNQOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.4

• arn:aws:controltower:eu-west-1::control/NMIWXPPBIJIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:eu-west-1::control/GNLTWRBKGZMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:eu-west-1::control/KVVDNFFOMGMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:eu-west-1::control/CZSRNXVWVWON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.8

• arn:aws:controltower:eu-west-1::control/KMDVQBZYAHYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:eu-west-1::control/OTTRCZABNRLV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:eu-west-1::control/ESBANDFNAUPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:eu-west-1::control/EMUCXPDDRQRS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.3

• arn:aws:controltower:eu-west-1::control/DXEDENHXARDC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:eu-west-1::control/SNXTYMBHGDFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:eu-west-1::control/SKYWKZNFEZBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:eu-west-1::control/SXASPFXVYCVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.1

• arn:aws:controltower:eu-west-1::control/JHXDESJFVFUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:eu-west-1::control/WYFFKCKEPLJD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:eu-west-1::control/EVJNATWHXBEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:eu-west-1::control/FJIWSMFTNUJP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.10

• arn:aws:controltower:eu-west-1::control/QTCQLTCIQJQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:eu-west-1::control/UVDVAUNQEEFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:eu-west-1::control/EMXLYJRHKCXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:eu-west-1::control/HFXLZYQMGFRS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.3

• arn:aws:controltower:eu-west-1::control/LQBIGKSRNIXX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:eu-west-1::control/KOMKXLGQHVZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:eu-west-1::control/DEAHTYWKLWPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:eu-west-1::control/KVIHSHXVHFCX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.7

• arn:aws:controltower:eu-west-1::control/SECTLWSVMKFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:eu-west-1::control/DSHJHPGBENNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:eu-west-1::control/UJIYCPZPSNDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:eu-west-1::control/MAKASQNHOXIS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.2

• arn:aws:controltower:eu-west-1::control/PFWXKKGVZUKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:eu-west-1::control/IIYFHPBWXAWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:eu-west-1::control/TJNEZHVNSIPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:eu-west-1::control/GGCXYMJIRASV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.4

• arn:aws:controltower:eu-west-1::control/QNKPFQUCXQPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:eu-west-1::control/JFLVEMYTDYRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:eu-west-1::control/HOAEBNBZXXMO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:eu-west-1::control/DLTKNKGPIGCN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.8

• arn:aws:controltower:eu-west-1::control/SAZCOAQIRYWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:eu-west-1::control/HBXFJSXSUIMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:eu-west-1::control/TXCPEMIATUZF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:eu-west-1::control/TMMCJHMKVLCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:eu-west-1::control/BHMRGDCOJVNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:eu-west-1::control/EPULSMBTUMFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:eu-west-1::control/NVRAHJAKGOWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:eu-west-1::control/GNOPUCJTOMMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:eu-west-1::control/HGMLJLFKUCFW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:eu-west-1::control/VMAQQDYRDSVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:eu-west-1::control/OTFLWYTQQQUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:eu-west-1::control/ZSEFDTLWVOAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-1 4284



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:eu-west-1::control/DWLXBJDQNJFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:eu-west-1::control/WBPOTYBSJLHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:eu-west-1::control/FGLPHBUZPHIK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:eu-west-1::control/UXJGSEXNOJMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:eu-west-1::control/EDDMFEEESKTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:eu-west-1::control/STVTFNNQGFNC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:eu-west-1::control/HZMWWCHIOPKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:eu-west-1::control/TIGGQHUXHQKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-1 4286



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:eu-west-1::control/PMUEIFETYEVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:eu-west-1::control/NSQJFFBDYFJE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:eu-west-1::control/WQWNYGWHUHDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:eu-west-1::control/TWSLMQLEOHKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.2

• arn:aws:controltower:eu-west-1::control/SFHGSRUHYWUR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:eu-west-1::control/JAHQGPNBHEJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:eu-west-1::control/TETBYMUVVMCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:eu-west-1::control/GFTITBQSMXZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GUARDDUTY.PR.1

• arn:aws:controltower:eu-west-1::control/QBUMAVYUUWFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:eu-west-1::control/OVZGSDCWZLCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:eu-west-1::control/ARQSBKHBXQCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:eu-west-1::control/GDTCMKSZZJPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.4

• arn:aws:controltower:eu-west-1::control/HTVEKDWTRMZF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:eu-west-1::control/IHTJEPIWSWWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:eu-west-1::control/TCPBIRILCAQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:eu-west-1::control/VHIEQHFPSHXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.2

• arn:aws:controltower:eu-west-1::control/SGDBXEOLRRUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:eu-west-1::control/KSSFTGALEFZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:eu-west-1::control/WFPVSUNMFJXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:eu-west-1::control/NSNQFZKPOPGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.3

• arn:aws:controltower:eu-west-1::control/ISSVLWAHPUKY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:eu-west-1::control/MTOAKBAUUKKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:eu-west-1::control/LCGFHZWLQHQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:eu-west-1::control/TQQKEWSBWODP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.2

• arn:aws:controltower:eu-west-1::control/MJBVVBICLFWM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:eu-west-1::control/BVYPROWTAFIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:eu-west-1::control/MYNQPUTAPPHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:eu-west-1::control/MDQQQEWXASLO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.6

• arn:aws:controltower:eu-west-1::control/QXXQDGAQAXXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:eu-west-1::control/BRGLCIPEZUAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:eu-west-1::control/OWRKZHZGUVYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:eu-west-1::control/KJXYKUOPPURV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.2

• arn:aws:controltower:eu-west-1::control/JYTBUICKDUSX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:eu-west-1::control/UWBXKPTYRJSZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:eu-west-1::control/TACKPJYYNVWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:eu-west-1::control/LGTPYJYCCRAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.1

• arn:aws:controltower:eu-west-1::control/QBMPFYNYANKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:eu-west-1::control/WXRTDNJWPQOX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:eu-west-1::control/GFECITKOJIDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:eu-west-1::control/XWJIDBFMFSIU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.5

• arn:aws:controltower:eu-west-1::control/DGTIMIBUIKZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:eu-west-1::control/JCRWUNVVLOXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:eu-west-1::control/HOVYKEEFTIGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:eu-west-1::control/WQSZOXOJGABB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:eu-west-1::control/GPDNDENLPHWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:eu-west-1::control/YJUCHDZFHZCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:eu-west-1::control/MUMEKFGKATWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:eu-west-1::control/TJZKDXZQBHAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.11

• arn:aws:controltower:eu-west-1::control/DDNSAGXFVZYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:eu-west-1::control/YHCHFBWNQKEM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:eu-west-1::control/ZOCELNRKWSQC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:eu-west-1::control/OMMRADBYMVNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.15

• arn:aws:controltower:eu-west-1::control/SXSLJJAOTGMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:eu-west-1::control/VTQFJKCNUPTA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:eu-west-1::control/LPUSJOMLHGCV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:eu-west-1::control/CAZKXJYXMWBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.4

• arn:aws:controltower:eu-west-1::control/VPWHXJISTFOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:eu-west-1::control/QEEZPBMZYQFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:eu-west-1::control/QMIRWQGLWTKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:eu-west-1::control/UHQGAJJBQDDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.8

• arn:aws:controltower:eu-west-1::control/YYKVYXHEMUIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:eu-west-1::control/ICDKMTFLINVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:eu-west-1::control/ISZORRYWJRHN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:eu-west-1::control/LYZSDLIUYNXH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.11

• arn:aws:controltower:eu-west-1::control/QLIQBXFPMWQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:eu-west-1::control/XSWQZJIDXEXX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:eu-west-1::control/ZTKNQGKSPGTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:eu-west-1::control/UHEVILPYODIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.15

• arn:aws:controltower:eu-west-1::control/HJRGQTAYQARY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:eu-west-1::control/WLPOBBCCAWEG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:eu-west-1::control/IRQZDEJQMXLG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:eu-west-1::control/RQCDURNMVVTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.19

• arn:aws:controltower:eu-west-1::control/ZSLSJYMDJBAL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:eu-west-1::control/YVRQVGLIXYVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:eu-west-1::control/SMMMDVYGDPEN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:eu-west-1::control/RORRJYOCKMFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.22

• arn:aws:controltower:eu-west-1::control/VCVBYURVMJWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:eu-west-1::control/TRIXKGVKMLDO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:eu-west-1::control/KCHAUDQMSCNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:eu-west-1::control/JGEKIJTIJOSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-1 4306



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.26

• arn:aws:controltower:eu-west-1::control/LBDIIENDYYKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:eu-west-1::control/LINDXCLKUMKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:eu-west-1::control/KUPNXNDKDFSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:eu-west-1::control/EJFHDHQIXJPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.3

• arn:aws:controltower:eu-west-1::control/NOCXMVOIKGCV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:eu-west-1::control/TFADKFDLROQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:eu-west-1::control/UGLMTCZXLMRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:eu-west-1::control/JPXAHNOKHUZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.6

• arn:aws:controltower:eu-west-1::control/LZHVTNVJQMRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:eu-west-1::control/LHNLJBQEXQKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:eu-west-1::control/RKNKNLPLALQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:eu-west-1::control/MHMKSJQAYVLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.1

• arn:aws:controltower:eu-west-1::control/EIYJRPVVJYQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:eu-west-1::control/XYBNZEOWJKVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:eu-west-1::control/YTMBWVLJKBOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:eu-west-1::control/DZFJXHWGWBCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.5

• arn:aws:controltower:eu-west-1::control/BVBKQCZDVESL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:eu-west-1::control/RQFUXCXKBWOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:eu-west-1::control/BDXFKXOPITMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:eu-west-1::control/DXPHOEZMTCQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:eu-west-1::control/AYLFLQSRCCSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:eu-west-1::control/INPHVGNNYWHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:eu-west-1::control/WHMUOFUNYXLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:eu-west-1::control/OUGCAQGTCCFY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:eu-west-1::control/UQEOCKFZKPPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:eu-west-1::control/NCKAFXMYIELC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:eu-west-1::control/PPCZRHIWWDCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:eu-west-1::control/HMPQSWNZRQVD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:eu-west-1::control/ZQNUYRNLELMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:eu-west-1::control/PTGEBDEGHRPD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:eu-west-1::control/WWINGKFVKVZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:eu-west-1::control/XXUOTYAXZIOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:eu-west-1::control/XRTOTOYPMYBC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:eu-west-1::control/YEXOMFQQIRQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:eu-west-1::control/QUAMXLGBEEBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:eu-west-1::control/WQDIIQGFBSCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:eu-west-1::control/VIRICUDUZRHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:eu-west-1::control/SBVYLFYIIXPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:eu-west-1::control/MUNRXYWSIOUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:eu-west-1::control/KTKPKIVBNQDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:eu-west-1::control/DLVXAPJNGYIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:eu-west-1::control/ELFPBLOGRZYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:eu-west-1::control/LAPESUGIQGRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:eu-west-1::control/ACZQQJXMSSKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:eu-west-1::control/FBEJWAWHUGHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:eu-west-1::control/ZKVPMZUWFGJF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:eu-west-1::control/PISVJSLLVEXN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.1

• arn:aws:controltower:eu-west-1::control/CBNMUENGDKVZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:eu-west-1::control/UADGCPBNJJBS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-west-1 4318



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.APIGateway.3

• arn:aws:controltower:eu-west-1::control/AOQCYZGINFNV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:eu-west-1::control/HAVZHQBLTYRE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:eu-west-1::control/IBHKGKZKMHEJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.8

• arn:aws:controltower:eu-west-1::control/APXJLVKOBSEB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:eu-west-1::control/GREKWXLBUMYC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Account.1

• arn:aws:controltower:eu-west-1::control/TUJJHFEUQRTD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:eu-west-1::control/KMXMASDFBPZC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:eu-west-1::control/HHBBYUMIQBBF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.1

• arn:aws:controltower:eu-west-1::control/BVVBNBHSIGXC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:eu-west-1::control/PPNROGQXGMTG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.3

• arn:aws:controltower:eu-west-1::control/CBRREQKVJIEL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:eu-west-1::control/RVRAXDKXOGRS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:eu-west-1::control/OMIRAXEILQAK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.9

• arn:aws:controltower:eu-west-1::control/TYNABOHYGDXR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:eu-west-1::control/EZTDIOMARRWE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.1

• arn:aws:controltower:eu-west-1::control/ZSWMQFPPNNOS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:eu-west-1::control/PNVPPZDHTLDX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:eu-west-1::control/OHTOUHWXBHVL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.5

• arn:aws:controltower:eu-west-1::control/UWGSZEDUWTBP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:eu-west-1::control/ZHLTSYTCMZJZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.1

• arn:aws:controltower:eu-west-1::control/KAHXKGGQNXKH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:eu-west-1::control/QSUUNZFUBPXG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:eu-west-1::control/RROQJCOSEBIO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.4

• arn:aws:controltower:eu-west-1::control/EQRAZACXKPRQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:eu-west-1::control/GGIGOXGEKTWZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DMS.1

• arn:aws:controltower:eu-west-1::control/AIHUAMECLLHS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:eu-west-1::control/ZPKNJQUKZDVA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:eu-west-1::control/KXCDBNHBDKTF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.1

• arn:aws:controltower:eu-west-1::control/PEJTXAODKVKD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:eu-west-1::control/QJRPWNBCTHUF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.3

• arn:aws:controltower:eu-west-1::control/EGNSOWWEVSBK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:eu-west-1::control/UBCGKOORFCMO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:eu-west-1::control/LQLAWRXDYGTC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:eu-west-1::control/DJQXFSKNOMLU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:eu-west-1::control/HOTICCOJPNKR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.17

• arn:aws:controltower:eu-west-1::control/XGPQWTPUGBBB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:eu-west-1::control/VQQNYOUTJQTV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:eu-west-1::control/NRXPLVWHAEYX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:eu-west-1::control/TPTBSUKLVYNV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:eu-west-1::control/RNARDQCXVMPD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.21

• arn:aws:controltower:eu-west-1::control/YMSHAPVGFZMR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:eu-west-1::control/SQHQBAAOKFRN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:eu-west-1::control/OVJGVTKPMGPG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:eu-west-1::control/LKSBZRZYHPVM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:eu-west-1::control/BXLYPFODSWXQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.4

• arn:aws:controltower:eu-west-1::control/EJXFSQMMOBAU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:eu-west-1::control/EKEHTOJRBETQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:eu-west-1::control/ILUNFEJNBVLU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:eu-west-1::control/HBOYAMQJYZKC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:eu-west-1::control/GAVOLJJJJLIJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECR.1

• arn:aws:controltower:eu-west-1::control/UFGUBZPYBLPN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:eu-west-1::control/MTSVJIZFHVJG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:eu-west-1::control/EYLAVXIWUYJG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:eu-west-1::control/JUUTNCMUDPKT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:eu-west-1::control/TAHWMCHCPTII

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.12

• arn:aws:controltower:eu-west-1::control/NCQMUQIVVXCS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:eu-west-1::control/HCEOCFPEDPJB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:eu-west-1::control/XKOKVXODCBPP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:eu-west-1::control/BTEHFAMXVTLV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:eu-west-1::control/UIKDFBESIRCQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.8

• arn:aws:controltower:eu-west-1::control/EMXDVHJLRSJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:eu-west-1::control/YRPBNRJZQEHL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:eu-west-1::control/FVGXQKRPKOYS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:eu-west-1::control/FRSIKZQWOZSG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:eu-west-1::control/DUAIAYKTTLBT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EKS.1

• arn:aws:controltower:eu-west-1::control/WPMCDIDHHGGQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:eu-west-1::control/YSQYVFCPJXKE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:eu-west-1::control/KXDJVFVEKKHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:eu-west-1::control/VPPWCERAPGTV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:eu-west-1::control/XLTLBTOQHXLF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.14

• arn:aws:controltower:eu-west-1::control/HUBSUIYPXEUM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:eu-west-1::control/TZOKKXANFHQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:eu-west-1::control/MBTYIFQQQMUF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:eu-west-1::control/IMZPHJIOZRLA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:eu-west-1::control/ZSCPMMFXXTQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-west-1 4333



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.ELB.6

• arn:aws:controltower:eu-west-1::control/DELHOMCMSGRF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:eu-west-1::control/THSXODYFVSSS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:eu-west-1::control/GADJVJJLUSKE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:eu-west-1::control/VBDNCNXOOKSD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:eu-west-1::control/PKGSEAYOWAOJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EMR.1

• arn:aws:controltower:eu-west-1::control/RBAJHFBNQNJQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:eu-west-1::control/FMHZDKQFRJTA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:eu-west-1::control/EIAQGIKVMUXC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:eu-west-1::control/YMPGRSPCJBBD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:eu-west-1::control/RMAQOLXGSLKK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.5

• arn:aws:controltower:eu-west-1::control/ZAAOBYBSNALV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:eu-west-1::control/IJBRHMLEUQOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:eu-west-1::control/LETWZOWEVBTI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:eu-west-1::control/KLGGCWMMZGVI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.3

• arn:aws:controltower:eu-west-1::control/UEJWOKFTRSVZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElastiCache.4

• arn:aws:controltower:eu-west-1::control/AXTVUKTDCTMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.5

• arn:aws:controltower:eu-west-1::control/TUWANWNHVLHL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:eu-west-1::control/WSTWCKUNUHSS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:eu-west-1::control/QFIFLSESZLTQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:eu-west-1::control/OTKEBOVKUDWD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EventBridge.3

• arn:aws:controltower:eu-west-1::control/JALSKERKCEHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:eu-west-1::control/KEFOAQPLEGGA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:eu-west-1::control/GPMRUNIPAAHZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:eu-west-1::control/JGYSATNSTORL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:eu-west-1::control/PQTGHIEDIOPD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.3

• arn:aws:controltower:eu-west-1::control/RHVPZJVBRVIC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:eu-west-1::control/NEALLBIMAHJU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:eu-west-1::control/WUGDSPITURNA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:eu-west-1::control/FSWHMTMWCPCU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:eu-west-1::control/ASYFZUOMHFUQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.8

• arn:aws:controltower:eu-west-1::control/OTDQBWDVYVJE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:eu-west-1::control/YIKIWDHYLGBP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:eu-west-1::control/KPKAHTFYDJQQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:eu-west-1::control/VLQZELIVKMED

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:eu-west-1::control/PFKREHBJDPLH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Kinesis.1

• arn:aws:controltower:eu-west-1::control/OXTKOQQPJYIB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:eu-west-1::control/JADBMJXDJEUI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:eu-west-1::control/PIGMDBBNREIU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:eu-west-1::control/ILRWQBZXYBBL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:eu-west-1::control/FBQFGSETXZRC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.MQ.5

• arn:aws:controltower:eu-west-1::control/JJVAOTYWEWKV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:eu-west-1::control/LVPBTGSSLQOL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:eu-west-1::control/TWJDIQOIAYHG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:eu-west-1::control/GDXCMPUTLMSY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:eu-west-1::control/NEEDBPTKGKNC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.3

• arn:aws:controltower:eu-west-1::control/GPMZXXKOJOEE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:eu-west-1::control/DMWNICKIQVGC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:eu-west-1::control/KPAXHNZWNSWE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:eu-west-1::control/FSEXTXDBFHGZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:eu-west-1::control/JUDPXQZMWMHP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.8

• arn:aws:controltower:eu-west-1::control/IPODQTVQNOEC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:eu-west-1::control/JTCGWNUCWXGP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:eu-west-1::control/IDRAWMSHQVAB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:eu-west-1::control/WWSRLJHIIWPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:eu-west-1::control/ZUUHBYQIZGWS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.1

• arn:aws:controltower:eu-west-1::control/LJDAJTIFMIBW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:eu-west-1::control/UFAZXZNLUFJM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:eu-west-1::control/XUAAEQGCCKZF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:eu-west-1::control/SOQCBCPJHEEE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:eu-west-1::control/XUQONDDOGRUR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.6

• arn:aws:controltower:eu-west-1::control/HXIYGAHXBPFH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:eu-west-1::control/QIUXDLURBXQH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:eu-west-1::control/CCKMAIIZNSPH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:eu-west-1::control/GWPDEHULWHVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:eu-west-1::control/YPEONMSLBPTL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.11

• arn:aws:controltower:eu-west-1::control/NKIMJVTTDZKZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:eu-west-1::control/JSYSYGUPHBMX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:eu-west-1::control/XIRVQKZQFELN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:eu-west-1::control/QBPHBORNXALB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:eu-west-1::control/BFNXHULOVVIP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.18

• arn:aws:controltower:eu-west-1::control/PSTYGKOBDUTG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:eu-west-1::control/FFWGQTMRZLCX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:eu-west-1::control/ZNRDFQQKVSBM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:eu-west-1::control/OOZTVTPLFUZE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:eu-west-1::control/FKEYGPXPKFLG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.22

• arn:aws:controltower:eu-west-1::control/FHEENQFCWVOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:eu-west-1::control/RASOHQDBMGUM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:eu-west-1::control/MZHTGUBEWDXJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:eu-west-1::control/SMQWYFRNIEJB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:eu-west-1::control/HBTSVIZWIAQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.4

• arn:aws:controltower:eu-west-1::control/LREEKQPJSYDJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:eu-west-1::control/ABTYUCPXKSGJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:eu-west-1::control/OEPIOAXLVVJQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:eu-west-1::control/XBIZWFFXCCON

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:eu-west-1::control/IIFLSTVTRDZG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.1

• arn:aws:controltower:eu-west-1::control/CCXNECVPVRHL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:eu-west-1::control/TZZYEMVXIONE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:eu-west-1::control/BSBJQSWTSRSX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:eu-west-1::control/WWXRQFACPRHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:eu-west-1::control/SNCYQNOVQMMH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.7

• arn:aws:controltower:eu-west-1::control/WFFFLIKXSJYG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:eu-west-1::control/ROJQXUSTAPYS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:eu-west-1::control/XSRKMHENVRZY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:eu-west-1::control/LSUJTPCOEECR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:eu-west-1::control/WYRBYRJBCFGJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.11

• arn:aws:controltower:eu-west-1::control/JGYTWTUCDJRI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:eu-west-1::control/OCMEJBXKCWSF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:eu-west-1::control/QPEXOFWNQEZY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:eu-west-1::control/LLSGHRBQBSES

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:eu-west-1::control/RNRFWUNSMVZO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.3

• arn:aws:controltower:eu-west-1::control/DUWNOGUJJEYE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:eu-west-1::control/BPQXZTSPWVVX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:eu-west-1::control/XMWBZXRYGTMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:eu-west-1::control/SYIHFFPXEMOL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:eu-west-1::control/HVKIHTICWHEL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SNS.1

• arn:aws:controltower:eu-west-1::control/ATAMJPJTZVBT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:eu-west-1::control/PEPGKWDQCCMZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:eu-west-1::control/KKBOVJBZKRXH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:eu-west-1::control/RXNTSMQLKTSN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:eu-west-1::control/KUSFIFXCWYPN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.3

• arn:aws:controltower:eu-west-1::control/EQMJTEGXWFOU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:eu-west-1::control/VWFNFRROBVOX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:eu-west-1::control/NUSFXDTJWGYD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:eu-west-1::control/TLNAQJQANTYZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:eu-west-1::control/QTVCTBLIKXTQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.1

• arn:aws:controltower:eu-west-1::control/PPXTTTZIQJWC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:eu-west-1::control/STHNSKDZTLYY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:eu-west-1::control/KRZOMDMWLCLU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:eu-west-1::control/JKDFTFHBBSEK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:eu-west-1::control/XTRYNOHVVRZV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.2

• arn:aws:controltower:eu-west-1::control/HOFUVZWJNCCT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:eu-west-1::control/LSRTYDUWQTAE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:eu-west-1::control/KGKFNHJFEKZX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-west-2

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

eu-west-2 4358
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• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANG 
ES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:eu-west-2::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:eu-west-2::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CONFIG_AGGREGATION_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_C 
ONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4363
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:eu-west-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:eu-west-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:eu-west-2::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4364



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:eu-west-2::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:eu-west-2::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:eu-west-2::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:eu-west-2::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4365



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:eu-west-2::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTO 
RABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:eu-west-2::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:eu-west-2::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:eu-west-2::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

eu-west-2 4366
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• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:eu-west-2::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:eu-west-2::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:eu-west-2::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

eu-west-2 4367
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• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:eu-west-2::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:eu-west-2::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

eu-west-2 4368
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• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:eu-west-2::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-west-2::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:eu-west-2::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4369
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• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-west-2::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:eu-west-2::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:eu-west-2::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:eu-west-2::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4370
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• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:eu-west-2::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:eu-west-2::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:eu-west-2::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:eu-west-2::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:eu-west-2::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:eu-west-2::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-2::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:eu-west-2::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-west-2::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:eu-west-2::control/TMHLCRNZFYCN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:eu-west-2::control/VLFAZTXPNOXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.2

• arn:aws:controltower:eu-west-2::control/EDQVHSOAJDDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:eu-west-2::control/BBWEHVVZVYOL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:eu-west-2::control/FADFVQHALJXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:eu-west-2::control/YYOCPBGNDCOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.6

• arn:aws:controltower:eu-west-2::control/GDUDQJEAZOYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:eu-west-2::control/RDKAXOQVBPSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:eu-west-2::control/WZDLWQSTOSVK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:eu-west-2::control/SKVDXXAIZXAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.4

• arn:aws:controltower:eu-west-2::control/SAUCBCNEYIBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:eu-west-2::control/YHZYLRZMFPHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:eu-west-2::control/QTKUHWDNZXGO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:eu-west-2::control/IJYEUBWEBSMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.2

• arn:aws:controltower:eu-west-2::control/PUSAPFIQCZNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:eu-west-2::control/YJQLIPRDBJSM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:eu-west-2::control/EETUIZAQWGAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:eu-west-2::control/QKJIOLFNDGMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.2

• arn:aws:controltower:eu-west-2::control/JZYHTBOMKDXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:eu-west-2::control/MRCYHSBHWSFP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:eu-west-2::control/TJGWWGICHSES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:eu-west-2::control/UPTNYPJYCVOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4379
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• CT.AUTOSCALING.PR.6

• arn:aws:controltower:eu-west-2::control/ZPCRFNLDIVTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:eu-west-2::control/ZYAHAGQKQTAU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:eu-west-2::control/UIHDQDEKPNFW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:eu-west-2::control/CPQMWUWNTTQN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4380
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• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:eu-west-2::control/KRZLJNJUOPAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:eu-west-2::control/EDDBQAMFSHML

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:eu-west-2::control/INVLKWIIXCUX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:eu-west-2::control/TZHFMCSVNUQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4381
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• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:eu-west-2::control/GZSHUDGCTKTD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:eu-west-2::control/LEHRPQBGFKSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:eu-west-2::control/NWKZMIUZNFKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:eu-west-2::control/NJKKCOAWJJJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4382
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• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:eu-west-2::control/HVCNXRUCMQUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:eu-west-2::control/YPHHSQJLYWOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:eu-west-2::control/BJDRLQQZJKZL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:eu-west-2::control/ZWQEGGDWHBMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4383
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• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:eu-west-2::control/ZMDJHYXAERWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:eu-west-2::control/EMTYLMYRYEDC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:eu-west-2::control/YRILAMGJGTFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:eu-west-2::control/EDZSIQLZSHQT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4384
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• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:eu-west-2::control/DNHPGCXFAJST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:eu-west-2::control/ZSQDFIHSSAOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:eu-west-2::control/XRRBPVFHMAFT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:eu-west-2::control/CZYKFOXDXOAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4385
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• CT.CODEBUILD.PR.2

• arn:aws:controltower:eu-west-2::control/QZKDWOTRWSLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:eu-west-2::control/LTEOHIIZTPFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:eu-west-2::control/CLQMYJURODBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:eu-west-2::control/WLFHTAHNSJRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4386
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• CT.CODEBUILD.PR.6

• arn:aws:controltower:eu-west-2::control/TUDOZOFBNLBJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:eu-west-2::control/YQFMNRBYQZUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:eu-west-2::control/UDVRXZWEHJLQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:eu-west-2::control/NUXYWFVUJBLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4387
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• CT.DMS.PR.1

• arn:aws:controltower:eu-west-2::control/WGOOQPQGGTCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:eu-west-2::control/APLZCDFPGPZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:eu-west-2::control/CFNPIFZENDEO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:eu-west-2::control/HBAHNXQKSECW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.1

• arn:aws:controltower:eu-west-2::control/NWUTQTYYDZBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:eu-west-2::control/RIBSFVFNWIAR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:eu-west-2::control/WYVSVHJYIHAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:eu-west-2::control/CTADRPGOQIHX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.11

• arn:aws:controltower:eu-west-2::control/XRFWIPMMYBWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:eu-west-2::control/JWYSLVOEAOJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:eu-west-2::control/ZJDKEANFYUMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:eu-west-2::control/TBTEUVAWFLJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.15

• arn:aws:controltower:eu-west-2::control/WVELBOWUFUVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:eu-west-2::control/MIPGTOZISOWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:eu-west-2::control/QPBHYHIHIBIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:eu-west-2::control/TOVXSJYBPSCY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.19

• arn:aws:controltower:eu-west-2::control/ESFZABHNGKFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:eu-west-2::control/CJCTXIIMNFJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:eu-west-2::control/KLTLMNETYYCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:eu-west-2::control/RLLXYAJVITSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.4

• arn:aws:controltower:eu-west-2::control/BMSDUHXWMANZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:eu-west-2::control/XMREZWZEQWZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:eu-west-2::control/XAXENCPCHDJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:eu-west-2::control/JRGGEILMPZCB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.8

• arn:aws:controltower:eu-west-2::control/ARDGJZTPMFDP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:eu-west-2::control/UKGRYFSQWORG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:eu-west-2::control/YPAJJQFPQHZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:eu-west-2::control/XNMPIQQUPZZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.3

• arn:aws:controltower:eu-west-2::control/VZAGIIIWANTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:eu-west-2::control/QVTYZILQTNMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:eu-west-2::control/UVLTSHLSBWJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:eu-west-2::control/XBRSUVRBMRYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.1

• arn:aws:controltower:eu-west-2::control/GEXAFJDYDCYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:eu-west-2::control/IEEUEQBFFCBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:eu-west-2::control/ZEZBSLWHLNTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:eu-west-2::control/PYRWLZWVZEGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4396
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• CT.ECS.PR.10

• arn:aws:controltower:eu-west-2::control/BCRKCZGDGDIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:eu-west-2::control/HFPECCDKNWON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:eu-west-2::control/ZIQTSJXBFAEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:eu-west-2::control/FOHVPKZVRHPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4397
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• CT.ECS.PR.3

• arn:aws:controltower:eu-west-2::control/AROELFZBBOTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:eu-west-2::control/OJZFAUBEPXZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:eu-west-2::control/DSNUNMWDLPJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:eu-west-2::control/OPDRCLSYBLYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4398
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• CT.ECS.PR.7

• arn:aws:controltower:eu-west-2::control/FSUOYQJVISCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:eu-west-2::control/LVFACZHPEDFZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:eu-west-2::control/GSVMYFTSGKWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:eu-west-2::control/OGZYDIHGSKFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4399
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• CT.EKS.PR.2

• arn:aws:controltower:eu-west-2::control/XKFIHAWINDZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:eu-west-2::control/APHCLUJKHADW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:eu-west-2::control/LDBLMYQDWYBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:eu-west-2::control/IPSVUAWSJZKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4400
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• CT.ELASTICACHE.PR.4

• arn:aws:controltower:eu-west-2::control/GBGWHHGNPRTQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:eu-west-2::control/DZXWKDHYDBNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:eu-west-2::control/QCUPCDGPHTUR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:eu-west-2::control/FKXDPENTGVWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4401
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• CT.ELASTICACHE.PR.8

• arn:aws:controltower:eu-west-2::control/MTVWWFCXQEBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:eu-west-2::control/DIPFBSQQPDGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:eu-west-2::control/MVTLDACJZJSZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:eu-west-2::control/YVBNGROYSIQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4402
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• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:eu-west-2::control/MQVWCUIDHKMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:eu-west-2::control/MGIFGKQENSJD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:eu-west-2::control/SBVGEBNOBEWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:eu-west-2::control/NLNHKPUQRYEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4403
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• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:eu-west-2::control/VXIGTPWOJKYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:eu-west-2::control/PRRDNZJAOLXC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:eu-west-2::control/LCLXRADMQQGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:eu-west-2::control/JOEBOYAVBHVM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:eu-west-2::control/IEHVGTUSGXGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:eu-west-2::control/NBZVVROENITM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:eu-west-2::control/CLRMSTTALUWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:eu-west-2::control/SYMCEHDRDWZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:eu-west-2::control/GYLTSXUFSDYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:eu-west-2::control/TNPIGOQDBEEP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:eu-west-2::control/CZOZUMCNAXGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:eu-west-2::control/PQECPEVQHHKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:eu-west-2::control/SEDMCNWATELI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:eu-west-2::control/HQHFHTSBARTW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:eu-west-2::control/VEQTOWINFEKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:eu-west-2::control/KEGOEDVBGLRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.2

• arn:aws:controltower:eu-west-2::control/YWOIDYYXVQKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:eu-west-2::control/UPFHHKEZYOCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:eu-west-2::control/NGFBINLXWMZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:eu-west-2::control/PADEKLSUDPRA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GUARDDUTY.PR.1

• arn:aws:controltower:eu-west-2::control/EZEFIVKLTUWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:eu-west-2::control/GXTMGHVRNDOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:eu-west-2::control/ALIYKFTXVNCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:eu-west-2::control/DXWZZJDXVQJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.4

• arn:aws:controltower:eu-west-2::control/KNLJBTRBNYOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:eu-west-2::control/TKRBPZKLXSOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:eu-west-2::control/CODJWYQCXOXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:eu-west-2::control/DEPFJLBPJFHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.2

• arn:aws:controltower:eu-west-2::control/BICLJDRGFNKI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:eu-west-2::control/FSWTXZUNYYSF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:eu-west-2::control/DRNWPQVBTZDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:eu-west-2::control/IGOEDZWDKOJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.3

• arn:aws:controltower:eu-west-2::control/KXDLPZNODJLD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:eu-west-2::control/BLBBPTZAIQJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:eu-west-2::control/CZEKUUDDWAOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:eu-west-2::control/XQERZWTPUQEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.2

• arn:aws:controltower:eu-west-2::control/MKFONGAVAWNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:eu-west-2::control/HBVCDXCMWQXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:eu-west-2::control/QLUVOLECEOBI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:eu-west-2::control/YLQGBZFVJHHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.6

• arn:aws:controltower:eu-west-2::control/JZTICQHAKTAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:eu-west-2::control/XNQVYLKQAQHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:eu-west-2::control/PYKTKPURQELQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:eu-west-2::control/LZZVHLDPXFPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-2 4414



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.MQ.PR.2

• arn:aws:controltower:eu-west-2::control/AEXPYFQBEDBN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:eu-west-2::control/KVVDEADXQKNC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:eu-west-2::control/KSSKNNHQHEXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:eu-west-2::control/PFPYSCVEVJTP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.1

• arn:aws:controltower:eu-west-2::control/TQGVMTLQCLVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:eu-west-2::control/OCSPXMPOABNK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:eu-west-2::control/VRONLZOJVXSF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:eu-west-2::control/ROEMRZGOKQFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.5

• arn:aws:controltower:eu-west-2::control/WXGMITOBWCMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:eu-west-2::control/ISNZYDYDKGKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:eu-west-2::control/KDGIPSOLEUPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:eu-west-2::control/RLWYKMFOMTHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:eu-west-2::control/QCBVHDIASDKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:eu-west-2::control/KQASVJWTIWQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:eu-west-2::control/RYGXUZLZWLSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:eu-west-2::control/VYKPKMDZGQIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.11

• arn:aws:controltower:eu-west-2::control/RBAIGZPHECPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:eu-west-2::control/ABQEJNCVZNTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:eu-west-2::control/EGIAPDZCHMOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:eu-west-2::control/LLSYOVEGXGCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.15

• arn:aws:controltower:eu-west-2::control/SRFWZJMTQRZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:eu-west-2::control/QMPILNQUJKOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:eu-west-2::control/WEYQXRFHOQCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:eu-west-2::control/HXLIHVMXMHFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.4

• arn:aws:controltower:eu-west-2::control/YZZBKRFXBVMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:eu-west-2::control/YCOUGYAZOQNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:eu-west-2::control/EREYWUMMXCYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:eu-west-2::control/CGYOVDBJAZLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.8

• arn:aws:controltower:eu-west-2::control/NOACZITNOFIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:eu-west-2::control/NUKBIYHBXOKQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:eu-west-2::control/DKTUUXJADDDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:eu-west-2::control/EAHGNZJQRUJY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.11

• arn:aws:controltower:eu-west-2::control/QPIWXZNGMGLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:eu-west-2::control/WVSJOPRGOHET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:eu-west-2::control/VSSGLBOZRHRD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:eu-west-2::control/DMXHIYJDVVWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.15

• arn:aws:controltower:eu-west-2::control/OCSRNEWRPYWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:eu-west-2::control/WUYFXYDNPAJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:eu-west-2::control/QAJWDRVODFWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:eu-west-2::control/KMKTHWDXNXIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.19

• arn:aws:controltower:eu-west-2::control/OYIGFYNODQCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:eu-west-2::control/VVIDHBCRCKCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:eu-west-2::control/JCFELHAYCQWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:eu-west-2::control/UUOVCRJHMURS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.22

• arn:aws:controltower:eu-west-2::control/LUZHXFABWGPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:eu-west-2::control/YVLLDDQUZNZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:eu-west-2::control/DELGUCWUVHUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:eu-west-2::control/ZWYUQWFMKUZL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.26

• arn:aws:controltower:eu-west-2::control/JWQUNIZDMKFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:eu-west-2::control/MNVMJRNLXCYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:eu-west-2::control/BGUABLZKUWCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:eu-west-2::control/CTJWZOHSYKQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.3

• arn:aws:controltower:eu-west-2::control/IHCWENDKGMLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:eu-west-2::control/KTIRNVTYTTDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:eu-west-2::control/TBMMMCCSZFKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:eu-west-2::control/DOWVUJVPLQQT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.6

• arn:aws:controltower:eu-west-2::control/IWNFMALKADEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:eu-west-2::control/RNNKLRXFOADP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:eu-west-2::control/XXUEQVOEMTBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:eu-west-2::control/JQYWTSKVECRE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.1

• arn:aws:controltower:eu-west-2::control/GYTCMRRVKDHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:eu-west-2::control/YYWXMDUAJRMJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:eu-west-2::control/BYITFEKIBLPM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:eu-west-2::control/KZSEIOFDFFYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.5

• arn:aws:controltower:eu-west-2::control/JDKXPTYUTQNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:eu-west-2::control/REMWHXAQOGLG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:eu-west-2::control/QHWQGOVEKIMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:eu-west-2::control/LQVZJBEEQCJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:eu-west-2::control/SOXMPAPMUVYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:eu-west-2::control/TGRGAWCJGDOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:eu-west-2::control/YJTFSUPUCWSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:eu-west-2::control/IHLVKARQYKMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:eu-west-2::control/OKIBGUFCIMGS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:eu-west-2::control/DLJVQIJWPVWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:eu-west-2::control/UYIJGHTLYXYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:eu-west-2::control/ODQFNKZAVERW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:eu-west-2::control/KLPNFIYSSKEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:eu-west-2::control/FABQOCRPITAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:eu-west-2::control/VMEGHEZKVRHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:eu-west-2::control/KTUXUGJYXVEO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:eu-west-2::control/NFMRNEASBICM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:eu-west-2::control/BCODMJVNRAYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:eu-west-2::control/FFLFBLHYHRKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:eu-west-2::control/YGMMIMFHGIHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:eu-west-2::control/MPPVBHPMBSNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:eu-west-2::control/KDFTTNMHFBLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:eu-west-2::control/HMTTWOFYBDUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:eu-west-2::control/CAGANIVPBXCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:eu-west-2::control/ECJHXMXRZBVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:eu-west-2::control/LSGSHIHBLVLX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:eu-west-2::control/FHTQFTBMJHIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:eu-west-2::control/WNZNWBPTAQGS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:eu-west-2::control/JEGHUQJDAJPX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:eu-west-2::control/BKDZMYWHGSGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:eu-west-2::control/UYLGMFYYLOTX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.1

• arn:aws:controltower:eu-west-2::control/LPNUKHXMNIFL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:eu-west-2::control/NSPCYWJJBDRH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.3

• arn:aws:controltower:eu-west-2::control/OELZOKBLNQGJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:eu-west-2::control/RRTYUCALLKNM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:eu-west-2::control/CPPQTQSZSOZE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.8

• arn:aws:controltower:eu-west-2::control/FPBVORGPWAIT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:eu-west-2::control/HWHLVPFIFLLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Account.1

• arn:aws:controltower:eu-west-2::control/PZTQKPPLUJQC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:eu-west-2::control/WVKDSCRXWSUJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:eu-west-2::control/AADNNDJBSLRZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.1

• arn:aws:controltower:eu-west-2::control/SZIHWNZUDWBU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:eu-west-2::control/NJMEPCCINGYY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.3

• arn:aws:controltower:eu-west-2::control/CNFIJCJJGMTZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:eu-west-2::control/YWCELNXFSYON

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:eu-west-2::control/TFXWZSADFWQN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.9

• arn:aws:controltower:eu-west-2::control/RIPUYTWTZYRU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:eu-west-2::control/NQKPEMKFOZYZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.1

• arn:aws:controltower:eu-west-2::control/FBWNWOPLCWCZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:eu-west-2::control/PLGOVUAZUWPL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:eu-west-2::control/YMWJQDYNLYGX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.5

• arn:aws:controltower:eu-west-2::control/SWWUBFUZIQOR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:eu-west-2::control/TLITDEMOCENK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.1

• arn:aws:controltower:eu-west-2::control/MSIHJHKZRCLN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:eu-west-2::control/AUCSKLFJXSJZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:eu-west-2::control/FUIOFBRISQPW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.4

• arn:aws:controltower:eu-west-2::control/KFJKYEFRMELB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:eu-west-2::control/OQLYJKDVWGRQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DMS.1

• arn:aws:controltower:eu-west-2::control/UUZLDXFJSJIK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:eu-west-2::control/WNTXELAFYVQG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:eu-west-2::control/QHSRZCJABUCQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.1

• arn:aws:controltower:eu-west-2::control/EKJWCMKGILMM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:eu-west-2::control/LAXIOZREATEL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.3

• arn:aws:controltower:eu-west-2::control/NMOWQQDRNKDI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:eu-west-2::control/XQBHIIQWUMXT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:eu-west-2::control/VLMGUAIXJOHE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:eu-west-2::control/YZCNTHFDJZSH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:eu-west-2::control/NRMUBCVGQCZX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.17

• arn:aws:controltower:eu-west-2::control/HJJLVNYZLCKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:eu-west-2::control/KZWNXDXYBTQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:eu-west-2::control/FMQRFKULNUDA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:eu-west-2::control/YXDRBSXGLSYA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:eu-west-2::control/QKHKXOCLKMPH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.21

• arn:aws:controltower:eu-west-2::control/WZMUKRGPSNQX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:eu-west-2::control/WNSAWPPAROTB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:eu-west-2::control/RZAYURLGLITJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:eu-west-2::control/KCCULCTGPQQU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:eu-west-2::control/TBZTSHAAEMWV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.4

• arn:aws:controltower:eu-west-2::control/MKJYAFFLOUTW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:eu-west-2::control/CTTUXWTGFADQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:eu-west-2::control/FHAGCBGOFCZO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:eu-west-2::control/YQTWMNPRSUPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:eu-west-2::control/JQNYRJPWYEUN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECR.1

• arn:aws:controltower:eu-west-2::control/GOSHHOOLDEUD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:eu-west-2::control/DOWLYNHVRUPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:eu-west-2::control/YZOORHCUOIIX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:eu-west-2::control/WVYXIBWPTVGT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:eu-west-2::control/WTDCOBPXKBVY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.12

• arn:aws:controltower:eu-west-2::control/GIMEJGBOEQRI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:eu-west-2::control/MGZAPMBPTJJC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:eu-west-2::control/WWVNVNIGVLQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:eu-west-2::control/HQTXDZNCYCVT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:eu-west-2::control/PAQMWTHTZYVV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.8

• arn:aws:controltower:eu-west-2::control/BPVJCGDDGSQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:eu-west-2::control/BNXMOCOJDLXM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:eu-west-2::control/CRQDNORELCAL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:eu-west-2::control/FWTBUWRJMMAI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:eu-west-2::control/NLYPSJYEGSYH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EKS.1

• arn:aws:controltower:eu-west-2::control/COPIXEUXPEHP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:eu-west-2::control/YIJVYZLMAWXZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:eu-west-2::control/FAOBZSYTLPVT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:eu-west-2::control/QVTSOBDYQEAJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:eu-west-2::control/QSDQGJCOPYSA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.14

• arn:aws:controltower:eu-west-2::control/JHDFVZTRLRQD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:eu-west-2::control/FVPMNSNNEBNB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:eu-west-2::control/PMRUICASDLHV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:eu-west-2::control/PWVTDMKGKMJD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:eu-west-2::control/XTOUKDNICGIV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.6

• arn:aws:controltower:eu-west-2::control/ZVGHQEHEVMAJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:eu-west-2::control/VEJYGWLULHGK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:eu-west-2::control/DSKPMWLYPDGM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:eu-west-2::control/GZBBCHZOGDLP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:eu-west-2::control/LOWUMPQRPIGR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EMR.1

• arn:aws:controltower:eu-west-2::control/IGGIYASTPRJG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:eu-west-2::control/GQVXDQOIVYOG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:eu-west-2::control/JAQAMUDGAIVW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:eu-west-2::control/DLCHOACBHILF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:eu-west-2::control/RVIBRAMTLWXY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.5

• arn:aws:controltower:eu-west-2::control/WJGQNETAVNGC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:eu-west-2::control/RVWKSECGWWEP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:eu-west-2::control/JAJCFTHPCQKI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:eu-west-2::control/ISVOJHDBVFJJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:eu-west-2::control/HYKCKALQSVGN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.2

• arn:aws:controltower:eu-west-2::control/LWIJCVNZKWGE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:eu-west-2::control/OGHYSXXZSTRA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:eu-west-2::control/WPICOSEVQTYS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:eu-west-2::control/XZFJDHDJZVRN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:eu-west-2::control/SJWVDQMUPEYN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.21

• arn:aws:controltower:eu-west-2::control/USZNDZRQBZJR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:eu-west-2::control/WBMPXAAQFWFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:eu-west-2::control/PQZZNTWBVDMA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:eu-west-2::control/YWKENJUJLZUI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:eu-west-2::control/EQQYPBMTXUZP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.7

• arn:aws:controltower:eu-west-2::control/AKBREXBVUKLY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:eu-west-2::control/UNYQJZPHYTYB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:eu-west-2::control/ZHHPIYVVGYPR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:eu-west-2::control/PKKCOIZMWYXC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:eu-west-2::control/MVMZXTDTZZOF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.4

• arn:aws:controltower:eu-west-2::control/PFYJKVBDZVPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:eu-west-2::control/DKOUDYFDPEJG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:eu-west-2::control/TYKOSEICGFCJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:eu-west-2::control/ETXINVUEIROP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:eu-west-2::control/VTJHBPAMJPSP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.5

• arn:aws:controltower:eu-west-2::control/OVFVGQGZLEZR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:eu-west-2::control/MWCMTRXTJIVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:eu-west-2::control/CDUYEYRCARPN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:eu-west-2::control/ZQWGLUDTFVAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:eu-west-2::control/NWDVPEPKHXXD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.2

• arn:aws:controltower:eu-west-2::control/COQXZKYKBNXQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:eu-west-2::control/YXJIWSXJEKIM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:eu-west-2::control/RINTJPAJKWWU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:eu-west-2::control/DCOYCPDNYJUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:eu-west-2::control/MZGGVMWREOLW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.7

• arn:aws:controltower:eu-west-2::control/ZSKMJGSZRJOL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:eu-west-2::control/KYNITBYARJGK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:eu-west-2::control/SJFAUIKIWZPF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:eu-west-2::control/SBJTKQLKUMRB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:eu-west-2::control/ZENWXCHUOHMG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.6

• arn:aws:controltower:eu-west-2::control/PDJFTMZONXVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:eu-west-2::control/VRWSAVPPXKRH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:eu-west-2::control/FQPSSRYBKFBC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:eu-west-2::control/DAUGSZZUKKCD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:eu-west-2::control/JPSTSWTJEDDK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.5

• arn:aws:controltower:eu-west-2::control/FSORDAEQFTUW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:eu-west-2::control/KPYLKEFVFLLG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:eu-west-2::control/SQMDHKIDEBFB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:eu-west-2::control/UBUBNOTQLYHV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:eu-west-2::control/ELQQDOSZOPYE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.10

• arn:aws:controltower:eu-west-2::control/BLXPGHVCWRQD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:eu-west-2::control/PUGHZSTXSXHE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:eu-west-2::control/KWPJSLPTKZRB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:eu-west-2::control/YEQBFMEZZYKY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:eu-west-2::control/OGMFCZEGTRHD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.17

• arn:aws:controltower:eu-west-2::control/ZCZUYDTUHIOI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:eu-west-2::control/ZZHOCZFFHRAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:eu-west-2::control/WJYRSJUKCXTX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:eu-west-2::control/SLIBAUCMRGDZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:eu-west-2::control/SCDHEPMDRZYD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.21

• arn:aws:controltower:eu-west-2::control/IREBVNNCJFQN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:eu-west-2::control/USADZKONGEWL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:eu-west-2::control/PLKDXQODKBCM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:eu-west-2::control/RVSFMKXOOBZS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:eu-west-2::control/TZIPAEKMFTMH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.3

• arn:aws:controltower:eu-west-2::control/ZQCGVRDNLZEK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:eu-west-2::control/CZGUUSLYJXEQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:eu-west-2::control/HKTFGMWLCXVS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:eu-west-2::control/FUVWSPBRWRMJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:eu-west-2::control/VQMCVFXHFAQQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.9

• arn:aws:controltower:eu-west-2::control/KMLDOBVZXKCT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:eu-west-2::control/RHXEMVQOGMNY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:eu-west-2::control/ZVKXZTUNFLSZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:eu-west-2::control/BAZMHRYHVCQG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:eu-west-2::control/JLWRGFBTTBOI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.6

• arn:aws:controltower:eu-west-2::control/YGTSSKVHAGTU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:eu-west-2::control/FDQXVYALJBAT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:eu-west-2::control/DIPEQYZCPMLE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:eu-west-2::control/PMKUADEMALEE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:eu-west-2::control/BFOHYIZSLOKR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.10

• arn:aws:controltower:eu-west-2::control/JDVMZOQVCGKE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:eu-west-2::control/JQLFNEUIAMQV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:eu-west-2::control/WQICVAPWAYEZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:eu-west-2::control/TWVXCPMNSEVC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:eu-west-2::control/SVUZWOTRLCSO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-west-2 4472



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.S3.2

• arn:aws:controltower:eu-west-2::control/TNVEODWBLGQT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:eu-west-2::control/ZQLFSFHMBNQF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:eu-west-2::control/PRNYXIYGVRXN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:eu-west-2::control/MGOBAFXHHMUH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:eu-west-2::control/LMEJYAPAVGXW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.9

• arn:aws:controltower:eu-west-2::control/TZQIUGSNXXNG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:eu-west-2::control/AQEPYNTMFVZN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:eu-west-2::control/IFFLSEGZZOUB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:eu-west-2::control/AREAYHKBSDVF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:eu-west-2::control/ZQSTFGETEWJA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.2

• arn:aws:controltower:eu-west-2::control/OMNUMQWSKXCR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:eu-west-2::control/ICKTKXTHFZDK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:eu-west-2::control/VJYRNGSBXCNM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:eu-west-2::control/TUIOOPQFSYBC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:eu-west-2::control/CQECIKKXJUJN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.3

• arn:aws:controltower:eu-west-2::control/PHGBYKRHRVZN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:eu-west-2::control/PAPTNHXGBYVU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:eu-west-2::control/HKCSAHJCYOBE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:eu-west-2::control/HLNBTXEOYZHV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:eu-west-2::control/QNRCHTJKUIIZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.10

• arn:aws:controltower:eu-west-2::control/WWOBBVWWIGZC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:eu-west-2::control/CBNPHNXPNMZG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:eu-west-2::control/MUHOVSWIEMKQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:eu-west-2::control/XKBUFFXZKSUP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-west-3

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
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eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANG 
ES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:eu-west-3::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4480
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:eu-west-3::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CONFIG_AGGREGATION_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4481
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_C 
ONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4482
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:eu-west-3::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:eu-west-3::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:eu-west-3::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4483
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:eu-west-3::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:eu-west-3::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:eu-west-3::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:eu-west-3::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4484
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• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:eu-west-3::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTO 
RABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:eu-west-3::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:eu-west-3::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:eu-west-3::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

eu-west-3 4485
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• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:eu-west-3::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:eu-west-3::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:eu-west-3::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

eu-west-3 4486
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• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:eu-west-3::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:eu-west-3::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

eu-west-3 4487



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:eu-west-3::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-west-3::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:eu-west-3::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:eu-west-3::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:eu-west-3::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:eu-west-3::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:eu-west-3::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:eu-west-3::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:eu-west-3::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:eu-west-3::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:eu-west-3::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:eu-west-3::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:eu-west-3::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:eu-west-3::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:eu-west-3::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:eu-west-3::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:eu-west-3::control/DEOJHGUDMVVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:eu-west-3::control/VJLLSIZIUQRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.2

• arn:aws:controltower:eu-west-3::control/GUYFEHMSFWNE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:eu-west-3::control/QSKRUWXUNEUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:eu-west-3::control/OOIWAZTWKKPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:eu-west-3::control/JNGATIWVCCYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.6

• arn:aws:controltower:eu-west-3::control/FTMJQQMLWIID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:eu-west-3::control/QUFDDHHUWEED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:eu-west-3::control/KPJYMSGQUONE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:eu-west-3::control/NSUWZXLBBZGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.4

• arn:aws:controltower:eu-west-3::control/VYCGKMZTLQBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:eu-west-3::control/FHCEXHBWDKID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:eu-west-3::control/FSUFJSWNSEOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:eu-west-3::control/TMUWPCFSGVND

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4496
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• CT.ATHENA.PR.2

• arn:aws:controltower:eu-west-3::control/XXXDCQWYZWYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:eu-west-3::control/LURITYKMZLDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:eu-west-3::control/XUXCKEHNSBOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:eu-west-3::control/HNIZWLRFKMZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4497
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• CT.AUTOSCALING.PR.2

• arn:aws:controltower:eu-west-3::control/RIBMFYNUIJWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:eu-west-3::control/XEASQSEGQGIK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:eu-west-3::control/HHTBCTOYPGHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:eu-west-3::control/IHWPSXMEXIFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4498
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• CT.AUTOSCALING.PR.6

• arn:aws:controltower:eu-west-3::control/VVHBDVAENCXM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:eu-west-3::control/DQVZDZGYRISN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:eu-west-3::control/EXRJITRPLSJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:eu-west-3::control/PXUHPQAIVTCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4499
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• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:eu-west-3::control/ITCBSOQOBUDP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:eu-west-3::control/JSCPKFBPTUFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:eu-west-3::control/HAPUSNWOPEXI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:eu-west-3::control/VTSPOJEHAKZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4500
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• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:eu-west-3::control/YDQTLQWZBPXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:eu-west-3::control/GWBOIBMAAVZC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:eu-west-3::control/CZAGHRZSABRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:eu-west-3::control/APQPRHGKFWYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4501
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• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:eu-west-3::control/VKCENIKDHWLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:eu-west-3::control/ONPPIEAALZUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:eu-west-3::control/EUOWQLXWFGNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:eu-west-3::control/KDFZJGDKJDXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4502
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• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:eu-west-3::control/QCMJJOGTGECG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:eu-west-3::control/BBEODOCLACOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:eu-west-3::control/HDTLDOKSVHCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:eu-west-3::control/GVINKYTHSTYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4503
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• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:eu-west-3::control/QCSZCQYGUUVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:eu-west-3::control/WQCLCWXDFYLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:eu-west-3::control/HPAIEIOARUEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:eu-west-3::control/LFQQPETWUEWP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4504
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• CT.CODEBUILD.PR.2

• arn:aws:controltower:eu-west-3::control/FHZHYYESCQDF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:eu-west-3::control/QNQUMYVIDFEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:eu-west-3::control/ZNKDUDRGIXPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:eu-west-3::control/CUBUEWNCWWLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.6

• arn:aws:controltower:eu-west-3::control/YLCNQJWSXLBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:eu-west-3::control/PBMMRKGQLQSP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:eu-west-3::control/RDIXQORVUYTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:eu-west-3::control/VXDLDZAZJHUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DMS.PR.1

• arn:aws:controltower:eu-west-3::control/EOSDYNKIGAWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:eu-west-3::control/UFYAUPRMCMWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:eu-west-3::control/ACFERMCUQLYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:eu-west-3::control/JXPLMTUAETRJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.1

• arn:aws:controltower:eu-west-3::control/ZZZATCBZSQZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:eu-west-3::control/QVMDXANQFBCA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:eu-west-3::control/YAIRLGKSVPZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:eu-west-3::control/YJMLRILGRBSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.11

• arn:aws:controltower:eu-west-3::control/AZQORBOHZJMI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:eu-west-3::control/JCOYUSUWIRJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:eu-west-3::control/BWHESSZGTPFW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:eu-west-3::control/QTNFAUGUTMHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.15

• arn:aws:controltower:eu-west-3::control/UUXDVLGSYKWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:eu-west-3::control/BIJJDUJCHVWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:eu-west-3::control/SLVMAGISUXIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:eu-west-3::control/XNFTRACVSIJH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.19

• arn:aws:controltower:eu-west-3::control/YUCZSOCFIIYL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:eu-west-3::control/SSTRQDHRJJFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:eu-west-3::control/REZIZGDEHWRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:eu-west-3::control/OOHNQEEZASSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.4

• arn:aws:controltower:eu-west-3::control/AJJMZXYCZHPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:eu-west-3::control/GCHXILWGOPBI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:eu-west-3::control/UKGTSWXIIOEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:eu-west-3::control/ZQJJBPROZEJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.8

• arn:aws:controltower:eu-west-3::control/ZZTQVTTCXGIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:eu-west-3::control/RIHKQEVJLWKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:eu-west-3::control/EAXMQNVTMKSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:eu-west-3::control/IQBWWLOWSJGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.3

• arn:aws:controltower:eu-west-3::control/ZCCRTDVKBPMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:eu-west-3::control/MXJHNTCSCIJS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:eu-west-3::control/NFLPMHINYBWP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:eu-west-3::control/FSUBQPEADBIK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.1

• arn:aws:controltower:eu-west-3::control/CXODZHXMCVEE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:eu-west-3::control/YBYDPISAFGVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:eu-west-3::control/FNBIPNPRWVQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:eu-west-3::control/TFUJIAEBMCWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.10

• arn:aws:controltower:eu-west-3::control/ZBUMWEYBEHMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:eu-west-3::control/HNGJINPEUOQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:eu-west-3::control/FRGKEKWRNAFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:eu-west-3::control/OIUCPBXNKYYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.3

• arn:aws:controltower:eu-west-3::control/EFDXHWMRVIRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:eu-west-3::control/NMYHLHTRRSMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:eu-west-3::control/XCQQPQZSYJQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:eu-west-3::control/SXGYESZKKJTY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.7

• arn:aws:controltower:eu-west-3::control/IMYNHRNBGGDP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:eu-west-3::control/YPNPABPWVPNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:eu-west-3::control/JDNTXDQRRAGR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:eu-west-3::control/VWLNWLZMKRGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.2

• arn:aws:controltower:eu-west-3::control/YBOFKAFGRJZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:eu-west-3::control/XEXHSVEAHLHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:eu-west-3::control/CVPBOKRKCETX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:eu-west-3::control/MQKWJQJDJDUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.4

• arn:aws:controltower:eu-west-3::control/ABKNGZGLILSP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:eu-west-3::control/ATOCTJSQAZEO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:eu-west-3::control/CWHXTKAYAXVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:eu-west-3::control/ONHSUTRTTLUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.8

• arn:aws:controltower:eu-west-3::control/GGMNNHMJSPCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:eu-west-3::control/WRZBLOAGJNMN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:eu-west-3::control/NJTALLLWVREW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:eu-west-3::control/GCSYGTPYPSLQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:eu-west-3::control/LWIUILOQALZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:eu-west-3::control/GGDJKZWMHIKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:eu-west-3::control/VEDDJXMCKQCH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:eu-west-3::control/TOVQIXNDQMXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:eu-west-3::control/FBDACBTEASNT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:eu-west-3::control/LUVNYZMNOBRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:eu-west-3::control/TIEXXSPKPJBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:eu-west-3::control/IXOEZMSDXZWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:eu-west-3::control/GQXWFKUIIYZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:eu-west-3::control/ZTOHLMITRHNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:eu-west-3::control/RQYJFNYNJJUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:eu-west-3::control/KZUEDDHYPJAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:eu-west-3::control/QRQEUQSJGTQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:eu-west-3::control/AIVQIYPFVIVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:eu-west-3::control/VZJKBZOLBBES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:eu-west-3::control/AOXHNCAFXEQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:eu-west-3::control/VANTXKGTYIFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:eu-west-3::control/CRJEOQPBHUYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:eu-west-3::control/TEDBEMVAAJTO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:eu-west-3::control/KTMOCNTSAXOL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.2

• arn:aws:controltower:eu-west-3::control/OPAFIWVUBIIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:eu-west-3::control/QVNKNUJGSZID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:eu-west-3::control/TQDRKJOSTGFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:eu-west-3::control/ULXVMADMBHBW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GUARDDUTY.PR.1

• arn:aws:controltower:eu-west-3::control/YGKBDKCNXMAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:eu-west-3::control/WNQGLXPXUGQT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:eu-west-3::control/RAYNNMFDYEVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:eu-west-3::control/CXLKIUGCJVBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.4

• arn:aws:controltower:eu-west-3::control/PAUXSALAWTJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:eu-west-3::control/PRBDWMNDXLJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:eu-west-3::control/YANNDPDJPDKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:eu-west-3::control/AOQXVQUAUJRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.2

• arn:aws:controltower:eu-west-3::control/QASOHPDRFTMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:eu-west-3::control/NXGJVOLKXVTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:eu-west-3::control/HMSAACTPKBQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:eu-west-3::control/OYJNXIWXWRIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.3

• arn:aws:controltower:eu-west-3::control/NTDOXXVROYNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:eu-west-3::control/ZBASIZLEUIXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:eu-west-3::control/KDMSLNRTXCVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:eu-west-3::control/PHUVLDSBUNVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.2

• arn:aws:controltower:eu-west-3::control/IRVLXVEJRTUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:eu-west-3::control/IJVOXESXUCQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:eu-west-3::control/UUIQOLJJWCSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:eu-west-3::control/GIJHAEAJFHIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

eu-west-3 4532



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.LAMBDA.PR.6

• arn:aws:controltower:eu-west-3::control/BGUYYODQXMJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:eu-west-3::control/SIUALBLGDTMO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:eu-west-3::control/MJDNUHXZAXBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:eu-west-3::control/ZHDMQVITAJUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.2

• arn:aws:controltower:eu-west-3::control/WBVREAMAQFHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:eu-west-3::control/IUSVKEKARNAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:eu-west-3::control/LQDETGYRPNBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:eu-west-3::control/GGAWFNTSDAEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.1

• arn:aws:controltower:eu-west-3::control/XPUCIKNRWZQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:eu-west-3::control/ILBYOEBHNJPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:eu-west-3::control/EEFOBFRQOZLO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:eu-west-3::control/KMOMZHHLSJWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.5

• arn:aws:controltower:eu-west-3::control/QFWSBPVIHIIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:eu-west-3::control/VOSZJFYQWKNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:eu-west-3::control/TMFXXPMEJCKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:eu-west-3::control/LAGHSXBMEPCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:eu-west-3::control/PSXIXHKFMZYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:eu-west-3::control/YHGHTNJVIFPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:eu-west-3::control/QUXXZODONXRY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:eu-west-3::control/KGQIMWODUHUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.11

• arn:aws:controltower:eu-west-3::control/IYYIWMLMYEGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:eu-west-3::control/HIGDEERKYHKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:eu-west-3::control/WWWKEBANHSYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:eu-west-3::control/GVQQKJDZIBUM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.15

• arn:aws:controltower:eu-west-3::control/EFHXQGWQSZEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:eu-west-3::control/RHPSFIDONVGY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:eu-west-3::control/NEEJCATZEIMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:eu-west-3::control/MTARCONVTLOX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.4

• arn:aws:controltower:eu-west-3::control/UHBZCFPBQDRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:eu-west-3::control/USWETIYXXFTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:eu-west-3::control/HRQELGWRNOFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:eu-west-3::control/THXOAXRJOLPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.8

• arn:aws:controltower:eu-west-3::control/RTMLTTPISDQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:eu-west-3::control/CUUDCPZYQEDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:eu-west-3::control/RAGAKMUCIMRJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:eu-west-3::control/IXRCLTJDINER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.11

• arn:aws:controltower:eu-west-3::control/OCJRITLFYKTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:eu-west-3::control/BEHCRCBSQEYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:eu-west-3::control/UFCJQENIQMLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:eu-west-3::control/ADDPNHNPIOYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.15

• arn:aws:controltower:eu-west-3::control/NJJLPGDHHZWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:eu-west-3::control/ODZOBMQWAVBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:eu-west-3::control/WECTXDDEGGMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:eu-west-3::control/GFMLOENIRNTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.19

• arn:aws:controltower:eu-west-3::control/YXSNOECRRPCO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:eu-west-3::control/HRRACFGWIYQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:eu-west-3::control/QOQDDPHNUIBX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:eu-west-3::control/RUOZMJSADVLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.22

• arn:aws:controltower:eu-west-3::control/UNHYCCAWPERQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:eu-west-3::control/AQYGAZWHDBUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:eu-west-3::control/ZIGYAICEYDYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:eu-west-3::control/YRAESYFGCCEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.26

• arn:aws:controltower:eu-west-3::control/KBIHFZMXXLDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:eu-west-3::control/NRCURWPDRVCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:eu-west-3::control/JPHFKUYPIXOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:eu-west-3::control/LYJNHZCJMWWU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.3

• arn:aws:controltower:eu-west-3::control/XDFKDLURAACK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:eu-west-3::control/HVEMRBONMUAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:eu-west-3::control/NVTALRUXITEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:eu-west-3::control/IUDQBUPOZZDC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.6

• arn:aws:controltower:eu-west-3::control/MLKHAVAVKXZM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:eu-west-3::control/UNIXACIXZYGS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:eu-west-3::control/CUKMUVUZEYMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:eu-west-3::control/RWJVBPHGKPEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.1

• arn:aws:controltower:eu-west-3::control/YSTTBPHVAIZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:eu-west-3::control/BMHVJQCPZYCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:eu-west-3::control/OFQPEFLHYEMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:eu-west-3::control/EAQFEOAZNUWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.5

• arn:aws:controltower:eu-west-3::control/OKSRLWUXPPFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:eu-west-3::control/YGXMJYPAWNUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:eu-west-3::control/QPDQNIGEIGEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:eu-west-3::control/KCHBFRLLRIXU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:eu-west-3::control/MPEDXGCIBIPD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:eu-west-3::control/LHQHRBBJLOGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:eu-west-3::control/LOBZZYSXKUEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:eu-west-3::control/LGLAYYIEOEEN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:eu-west-3::control/QXHDSSDRZJGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:eu-west-3::control/EHHLHRKQKEDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:eu-west-3::control/KEOGAUVAGIWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:eu-west-3::control/FWDLBIIQYIXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:eu-west-3::control/UHGKAZQPWHYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:eu-west-3::control/SUHIETMCJFVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:eu-west-3::control/JSFWYVSJEBLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:eu-west-3::control/EQCSOZEMFEOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:eu-west-3::control/KVUSHDIZGCFC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:eu-west-3::control/TETZPAGYDAJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:eu-west-3::control/NRPXZDRCFVEM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:eu-west-3::control/ITBUKBXKLPRH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:eu-west-3::control/UWKPBOGUMVAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:eu-west-3::control/JGQQRQVFLGDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:eu-west-3::control/GCMXGSVVIEUT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:eu-west-3::control/PLLMIJKTGYDC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:eu-west-3::control/TRZOIIDYBNNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:eu-west-3::control/JSPZJEWVUVFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:eu-west-3::control/XQQXGFIHZHQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:eu-west-3::control/RQXLAXERBFAH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:eu-west-3::control/KJZYDZBLLWOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:eu-west-3::control/EJGKLXXBAEET

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:eu-west-3::control/RLNQFIYBCUMK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.1

• arn:aws:controltower:eu-west-3::control/OUDKZHUFMKXZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:eu-west-3::control/UOSOHIJTHFCO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.3

• arn:aws:controltower:eu-west-3::control/VYXBBUCNMVKX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:eu-west-3::control/HUHCOZDVSPFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:eu-west-3::control/CTJIIUNYJEWZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.8

• arn:aws:controltower:eu-west-3::control/EXXWWSPFGNML

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:eu-west-3::control/IWTDNHAOVXWZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Account.1

• arn:aws:controltower:eu-west-3::control/KIIMXDNABIMQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:eu-west-3::control/ULCHFPZDTYMP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:eu-west-3::control/TRSUSCOEUSLM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.1

• arn:aws:controltower:eu-west-3::control/LMYDOAQOQOYC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:eu-west-3::control/XYTUJNEIXONA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.3

• arn:aws:controltower:eu-west-3::control/OZFKELNYWUQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:eu-west-3::control/ESTHQVUTZYVI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:eu-west-3::control/HXJMEZAVXVYO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.9

• arn:aws:controltower:eu-west-3::control/LUSXKLYKYRGK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:eu-west-3::control/VYYIAPRLJMXU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.1

• arn:aws:controltower:eu-west-3::control/ZJRGXPPXVABV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:eu-west-3::control/QRDXCEHXZQVS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:eu-west-3::control/DWZLULAUBFFL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.5

• arn:aws:controltower:eu-west-3::control/DZEZVIWHTEMA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:eu-west-3::control/LALFKCQHELEU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.1

• arn:aws:controltower:eu-west-3::control/MELSCKPSEZZX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:eu-west-3::control/DZSVNXMIBQOH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:eu-west-3::control/ODQHQAUDEECO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.4

• arn:aws:controltower:eu-west-3::control/LWFGGPAZXPFV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:eu-west-3::control/KWJBHXYGTTUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DMS.1

• arn:aws:controltower:eu-west-3::control/FJWDHHBNJGDS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:eu-west-3::control/BXJTJFZCWOGJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:eu-west-3::control/EIPKRKMDQFWW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.1

• arn:aws:controltower:eu-west-3::control/ATQHGWQORVYZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:eu-west-3::control/URJSZZMBWZPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.3

• arn:aws:controltower:eu-west-3::control/YVWIXUILMDIT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:eu-west-3::control/FBQFDKYYSJVI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:eu-west-3::control/IPUXYYDAQXVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:eu-west-3::control/EIQBRXFUPGMQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:eu-west-3::control/DROYTLJVMLBR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.17

• arn:aws:controltower:eu-west-3::control/ZQARMCQAPSWW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:eu-west-3::control/VDINNRTBMHLP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:eu-west-3::control/UUDRZYIGIGXK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:eu-west-3::control/TDDOHOTFIXLP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:eu-west-3::control/LAQNPJIXGRKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.21

• arn:aws:controltower:eu-west-3::control/BISPHFGOSVPQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:eu-west-3::control/OKAMDKPODGVH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:eu-west-3::control/MKPOBINBPVJP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:eu-west-3::control/DRAUXWZUWCMJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:eu-west-3::control/VDKPJCLCXQXP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.4

• arn:aws:controltower:eu-west-3::control/CUCAOWNGMHEU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:eu-west-3::control/FWEXUOKAJABW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:eu-west-3::control/KKPRSSACQYWB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:eu-west-3::control/LFDVAAXJLZNB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:eu-west-3::control/YMHVDAULAAXN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECR.1

• arn:aws:controltower:eu-west-3::control/FVBLDVJDBING

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:eu-west-3::control/CFENKYCNLFUQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:eu-west-3::control/UDIEIIADBPPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:eu-west-3::control/KJDQIUMDDLYE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:eu-west-3::control/XUEPVHSYPADK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.12

• arn:aws:controltower:eu-west-3::control/PQEJONXBITPM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:eu-west-3::control/ATLAWWQGPGKL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:eu-west-3::control/PJOVTFEHEAKV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:eu-west-3::control/STYZIXTVYTTF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:eu-west-3::control/JFIBZVCAGGGD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.8

• arn:aws:controltower:eu-west-3::control/MVNPGRMJPAIV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:eu-west-3::control/TPNLRFVPUGON

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:eu-west-3::control/YVVVIWNYDVIW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:eu-west-3::control/EMNDTRBBZAOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:eu-west-3::control/SMEIEQREFMGP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EKS.1

• arn:aws:controltower:eu-west-3::control/XUXSTEHHKXOY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:eu-west-3::control/EKDIUQEYSTOM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:eu-west-3::control/XBJIKRKMXAOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:eu-west-3::control/JBHKDYCKJGIH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:eu-west-3::control/PIVSOAXMRWDV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.14

• arn:aws:controltower:eu-west-3::control/KGEMSZYTABFZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:eu-west-3::control/YDXJFEAKHTBR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:eu-west-3::control/WBBZPUNUJIZW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:eu-west-3::control/UQLQVFUBNHBW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:eu-west-3::control/NJNQRVLHTOEL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.6

• arn:aws:controltower:eu-west-3::control/LGIRHZSFPFYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:eu-west-3::control/NMSVIJUWETDU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:eu-west-3::control/YYPWRLINUDDZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:eu-west-3::control/RJLYXAXGELHQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:eu-west-3::control/GWLFGQOFTRSI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EMR.1

• arn:aws:controltower:eu-west-3::control/SEFFPSXRZCDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:eu-west-3::control/KZBVIPYLQACH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:eu-west-3::control/OGKTBRBTRFLO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:eu-west-3::control/BEMDKYRVFDOA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:eu-west-3::control/NCUUHDFHMXWJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-west-3 4574



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.ES.5

• arn:aws:controltower:eu-west-3::control/XUDITOXTGLVI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:eu-west-3::control/IIUFDVUSUNLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:eu-west-3::control/EVUMEQKJCCQO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:eu-west-3::control/AWDIDNMOVPQY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:eu-west-3::control/PZZGZMWJZJUB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.2

• arn:aws:controltower:eu-west-3::control/OHJMUKRRCYAI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:eu-west-3::control/QVSPNJKSPQYK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:eu-west-3::control/FCEDIMUYTORU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:eu-west-3::control/CFROUVIMJIDN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:eu-west-3::control/ZDZRSNRNROAX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.21

• arn:aws:controltower:eu-west-3::control/ZICTMAGIPBNJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:eu-west-3::control/XQFZKZXQPJLG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:eu-west-3::control/JQIXBFLCEXKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:eu-west-3::control/WXQUFEUZXQLB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:eu-west-3::control/WTTOHMYBKCFD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.7

• arn:aws:controltower:eu-west-3::control/IEVZFDCMJQBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:eu-west-3::control/OPPELJVTHMAQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:eu-west-3::control/GTNCXJXJAMYN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:eu-west-3::control/UOEWOHQTFMZC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:eu-west-3::control/HSHOQZGIQHCR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.4

• arn:aws:controltower:eu-west-3::control/BJNOWWJOCTHA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:eu-west-3::control/AHSFQWOFMNRN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:eu-west-3::control/BGDFNHLTPMUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:eu-west-3::control/MNLNHLMNFTWZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:eu-west-3::control/WNZVTLIZNQMH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.5

• arn:aws:controltower:eu-west-3::control/CJBTYDOANLPH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:eu-west-3::control/IGHALIQSHBFL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:eu-west-3::control/VCJWHYALYQMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:eu-west-3::control/TPJQEMSHIIOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:eu-west-3::control/FMPKPQKUTUJS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.2

• arn:aws:controltower:eu-west-3::control/IVQMALLVRGXW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:eu-west-3::control/AZVYVLXSEMIH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:eu-west-3::control/AKZDXQMJAOMP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:eu-west-3::control/IPXRSRRYYRJC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:eu-west-3::control/MDUGRJDVHOAN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.7

• arn:aws:controltower:eu-west-3::control/YYRZENLBFMKW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:eu-west-3::control/YLGUUUJTSQLD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:eu-west-3::control/PRDCUMRODGQB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:eu-west-3::control/NYONNGGEHZHP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:eu-west-3::control/BVMXMMWXNCKR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.6

• arn:aws:controltower:eu-west-3::control/NDCLXMQMSORR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:eu-west-3::control/NRDKLFIUEHUR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:eu-west-3::control/LCPPNUYQSNQC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:eu-west-3::control/OZKIJCNPYBYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:eu-west-3::control/TTTMILSTLIIA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.5

• arn:aws:controltower:eu-west-3::control/WYXULLGHGHOF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:eu-west-3::control/TRTPXUQNQSKE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:eu-west-3::control/QHKUXLTQGOPU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:eu-west-3::control/EBZSATEEXTKE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:eu-west-3::control/BJULHHBJYPSZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

eu-west-3 4584



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.RDS.10

• arn:aws:controltower:eu-west-3::control/DKTIHAZFWVQA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:eu-west-3::control/NOXEGPPLREHN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:eu-west-3::control/VHGKHDTUEGUU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:eu-west-3::control/QMXTRQBYGTDF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:eu-west-3::control/QBRSRBTJPWBO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.17

• arn:aws:controltower:eu-west-3::control/BZZSMKNBILCF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:eu-west-3::control/SWEQGXNIMHXT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:eu-west-3::control/PWEQIFVKNZUB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:eu-west-3::control/WLPKIQHXVSRI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:eu-west-3::control/JWYATNKBGECV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.21

• arn:aws:controltower:eu-west-3::control/UEMPPORPOEXD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:eu-west-3::control/MEMSFTMAYJCK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:eu-west-3::control/XNDQOTSALSLX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:eu-west-3::control/QBJWHTMNMSRR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:eu-west-3::control/DJZYDUIVJLQI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.3

• arn:aws:controltower:eu-west-3::control/ABSIYZAIAWCN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:eu-west-3::control/BKZVWTBCYGUF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:eu-west-3::control/SEMODNJPIZDI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:eu-west-3::control/XOMAAMMDKJSN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:eu-west-3::control/EGERDMSRMFYK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.9

• arn:aws:controltower:eu-west-3::control/HNXTEFHVWVUV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:eu-west-3::control/XJVAUJAVHWDX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:eu-west-3::control/TSPTAYOGXSED

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:eu-west-3::control/YQJYRYKIWLYT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:eu-west-3::control/DTMFZCWWBWBB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.6

• arn:aws:controltower:eu-west-3::control/IOUWEZSPPBNS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:eu-west-3::control/CUGFTMBJPKPT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:eu-west-3::control/ZLWJDNJODZNI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:eu-west-3::control/GQRHHERYSAUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:eu-west-3::control/ECBYLUUJDHST

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.10

• arn:aws:controltower:eu-west-3::control/IPTDZHPYCLJX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:eu-west-3::control/IFMFFIFRXKSP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:eu-west-3::control/VXTCTFSIHMVK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:eu-west-3::control/HVDXLVVRSLWK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:eu-west-3::control/MMSBTMNRGYRJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.2

• arn:aws:controltower:eu-west-3::control/DNOPTVOVRECR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:eu-west-3::control/NCGLTHGVRQUZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:eu-west-3::control/ULMDATXUHGXD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:eu-west-3::control/AARUNPWJDELC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:eu-west-3::control/PNWCPAETGOAL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.9

• arn:aws:controltower:eu-west-3::control/XEVOZIAAWYKS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:eu-west-3::control/MPWYPMECJHDO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:eu-west-3::control/SODUCRSZJCQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:eu-west-3::control/EMOPJHNXCSWH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:eu-west-3::control/QHTLZMCZKVAA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.2

• arn:aws:controltower:eu-west-3::control/NZGSDZDQPQIL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:eu-west-3::control/OBWPGGUSJHOL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:eu-west-3::control/ATGIDTBHLUTW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:eu-west-3::control/IPWMCVULQVXI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:eu-west-3::control/QRSGKHDVZGRN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.3

• arn:aws:controltower:eu-west-3::control/YRYFWFSNQQEB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:eu-west-3::control/DZAFJWOHCCOH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:eu-west-3::control/MPJHRSESKKPX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:eu-west-3::control/GEOKFDUAKJVU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:eu-west-3::control/LXYXKMYBTCEY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.10

• arn:aws:controltower:eu-west-3::control/QHQLZNXRMJAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:eu-west-3::control/TJGYMRUITIEJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:eu-west-3::control/YPYYCPXNLRIH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:eu-west-3::control/GTNPVMNBKDAE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

il-central-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 

il-central-1 4596
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eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:il-central-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:il-central-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4597
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• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:il-central-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:il-central-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4598
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• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:il-central-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:il-central-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:il-central-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZATIO 
N_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4599
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• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:il-central-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4600
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• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4601



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:il-central-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_ME 
MBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:il-central-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SH 
ARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:il-central-1::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKIN 
G

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:il-central-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4602
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• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:il-central-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:il-central-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:il-central-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:il-central-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4603
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• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:il-central-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4604
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• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:il-central-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:il-central-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:il-central-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:il-central-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4605



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:il-central-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:il-central-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:il-central-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:il-central-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:il-central-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLIC 
ATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:il-central-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:il-central-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:il-central-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:il-central-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DI 
SABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:il-central-1::control/AIMLPTHSIIAM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:il-central-1::control/AWEXQRIWWTYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:il-central-1::control/BZHXNKANLSRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:il-central-1::control/PEZSUQGJPLXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:il-central-1::control/LSFQOWIWAFSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:il-central-1::control/EFKJPLZIUAII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:il-central-1::control/NOWTBXQMFZOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:il-central-1::control/ORFYDUQFUMSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:il-central-1::control/WGYORDBIOUGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:il-central-1::control/FXLRULXUOQOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:il-central-1::control/XCLYSHBAFVLP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:il-central-1::control/YQQNPDLXEBEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:il-central-1::control/UROPEMZXDRTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:il-central-1::control/JOVCVNZSXVOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:il-central-1::control/CBHKJDCZWOWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:il-central-1::control/ISDBSSNARIHR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:il-central-1::control/QNSBUMGSEKRJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:il-central-1::control/OFDKFLDYRGUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:il-central-1::control/NPETPABQDTNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:il-central-1::control/PHUWEEGCDRBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:il-central-1::control/LCGLUULINWMJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:il-central-1::control/DZZROKPAXCYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:il-central-1::control/QAQRWYEEZZGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:il-central-1::control/SACRRCECVZND

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:il-central-1::control/TGPNJGPMKKAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:il-central-1::control/XWTPZYNDKZAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:il-central-1::control/WWAUIVWORXWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:il-central-1::control/KKJWKODDJAJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4615



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:il-central-1::control/FVQEUPCJHDGB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:il-central-1::control/ENWFNBADPKGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:il-central-1::control/AFQUJTLNZOZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:il-central-1::control/LLUWIDQCLSLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:il-central-1::control/IDPOYYEWDDAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:il-central-1::control/RLNLTYXPMQNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:il-central-1::control/VQBHQOYFACWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:il-central-1::control/CYVPKLRVWMSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:il-central-1::control/LCDMMMAPSTOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:il-central-1::control/LGMUXCEBWVNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:il-central-1::control/JYFTEXMMRZCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:il-central-1::control/KGZPEYILUFXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:il-central-1::control/KVTMFVMCHBSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:il-central-1::control/UNHKBRUEDJVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:il-central-1::control/EFOQUCOHCADL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:il-central-1::control/GMIMEPVNIBZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:il-central-1::control/OGCHPVUOWVJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:il-central-1::control/ODCFYBUSVHPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:il-central-1::control/MBMBIGGAVEJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:il-central-1::control/GIFAWZCWRHNS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:il-central-1::control/LEPJHHBLGBBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:il-central-1::control/RFRJCMVGRGLK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:il-central-1::control/AGOYHKVDQPPM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:il-central-1::control/MEQGYHFODNJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:il-central-1::control/GHAECZAUNGWM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:il-central-1::control/YWBDCWQRVAPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:il-central-1::control/HZSULTIXLIGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:il-central-1::control/NPTLETTIZUMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:il-central-1::control/ZKHDGAAGCYFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:il-central-1::control/TLEHFGYBIPPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:il-central-1::control/IKNHTZWYSGUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:il-central-1::control/SWUAFOBXQZSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.1

• arn:aws:controltower:il-central-1::control/FUBCSHOJVEMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:il-central-1::control/TJMFQWKSYRGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:il-central-1::control/PDCSLUSATDKY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:il-central-1::control/TGQZBFRIVBZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:il-central-1::control/YCZVKPCTQOOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:il-central-1::control/DNVFRNRLGAAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:il-central-1::control/KKCNYSTPSDTM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:il-central-1::control/BYDZQXJUXHWB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:il-central-1::control/TPIAEPAYBIMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:il-central-1::control/KWCXRCDPQJFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:il-central-1::control/OELBPSKEEGEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:il-central-1::control/FRMAUAMPFCPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:il-central-1::control/LHDZEXSDNLXU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:il-central-1::control/BLIXQJMENCVK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:il-central-1::control/FDAHSWCZBUGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:il-central-1::control/OFNGRJURIHXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:il-central-1::control/SGAIFIRXPCUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:il-central-1::control/RYBRVORSWOMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:il-central-1::control/LSMWAQUJVBDF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:il-central-1::control/KYQEYIPKZZGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:il-central-1::control/UDWMDOPMGLTO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:il-central-1::control/FEJPHVPBVSLV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:il-central-1::control/ZOMWXWDKCNRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:il-central-1::control/PQEPOZEKFKXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:il-central-1::control/BERLGJJSNKMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:il-central-1::control/FOPVKXPQQJNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:il-central-1::control/DKZSCADUUVKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:il-central-1::control/OCSHRWCPBIGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:il-central-1::control/FHVQFFFGCFWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:il-central-1::control/FYQMDAKQISNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:il-central-1::control/NCVWTYNSFNOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:il-central-1::control/DISVJHLQHYOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:il-central-1::control/JMISFEYTYRYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:il-central-1::control/KKQCJKDMOLMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:il-central-1::control/SYGIWESDSEZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:il-central-1::control/HZKZHFDATHMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:il-central-1::control/UAKPTHISQKRE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:il-central-1::control/JTYEXQVOZSBN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:il-central-1::control/PVHIQKXRYMXE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:il-central-1::control/TWMXRHDUVWOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:il-central-1::control/VCEDBHTMDGIK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:il-central-1::control/DWOYPXXTGQIS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:il-central-1::control/EXKWXWMEDEQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:il-central-1::control/OPJEYWQWCMPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:il-central-1::control/EYEZWOLSCHUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:il-central-1::control/SHIMSNUKBOEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:il-central-1::control/SQMPAJNFRKMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:il-central-1::control/HNFDCNZRXUCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:il-central-1::control/SYOAJQOBJNXH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:il-central-1::control/NWVNCXUTZDKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:il-central-1::control/KRCVEOCTLGQH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:il-central-1::control/TFDUTDVRWWFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:il-central-1::control/WHOFJAIXCLYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:il-central-1::control/XFHOTKGPELEI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:il-central-1::control/ORYVBIYCBRXI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:il-central-1::control/YEBOVYOVVRZZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:il-central-1::control/XORRIUNYWEZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:il-central-1::control/LLDNCKCAOXDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:il-central-1::control/CYGZKWHILPSU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:il-central-1::control/XSCNLFTCFZKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

il-central-1 4638



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:il-central-1::control/OPKDJCIXNJSZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:il-central-1::control/VYZZGJPFTEIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:il-central-1::control/SBLOYCOKSOLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:il-central-1::control/KJCEDHGDVDGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:il-central-1::control/OUFVPYRGHTCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:il-central-1::control/WIBUNBPUTHSS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:il-central-1::control/WVSNMECYMGBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:il-central-1::control/PDPKRTBURTGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:il-central-1::control/OQZOZFAIJIDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:il-central-1::control/VYKHSDTEISAB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:il-central-1::control/DEAHVSFUVIDI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:il-central-1::control/XPTUPNEMJDRJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:il-central-1::control/KDVMCUOKDUDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:il-central-1::control/SFFDXBDLASOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:il-central-1::control/JDVJIYRFXULB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:il-central-1::control/CZOVNGPORAHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:il-central-1::control/NHRUSBNKRQBU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:il-central-1::control/HTWMRRWAZSHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:il-central-1::control/LZFSULLYFCJZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:il-central-1::control/DZOVLGFMXMIO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.2

• arn:aws:controltower:il-central-1::control/RFWVZWSWOITC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:il-central-1::control/FYLKPJZTYMRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:il-central-1::control/ZGSPZACAZKYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:il-central-1::control/HGSDAZCXXKQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:il-central-1::control/HSTFUNSHQGEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:il-central-1::control/LKJHKSFLIYWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:il-central-1::control/TYGLPCXHNFSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:il-central-1::control/HRHMVKZKYDBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:il-central-1::control/SQRLWUSUKAQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:il-central-1::control/DBTIVTIRFNIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:il-central-1::control/NLBYTRXZLVBJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:il-central-1::control/LDCDJUSVTKXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:il-central-1::control/OQBQQOZGWDSN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:il-central-1::control/ZEAWJURGDKTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:il-central-1::control/XJMPXBDGZYCY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:il-central-1::control/XVIHEYZMIVPD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:il-central-1::control/UMCFTGGINALH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:il-central-1::control/WXUDGXVLZMCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:il-central-1::control/FSOFPVGUVXHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:il-central-1::control/KCCLIDVTAYFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:il-central-1::control/RDHGXRNYWRGS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:il-central-1::control/DTYFZYAVIEEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:il-central-1::control/MDLSDLWZVZRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:il-central-1::control/XVCSKWQARZXH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:il-central-1::control/CDZVSZMWQBHP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:il-central-1::control/TNPYPLHKBYQN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:il-central-1::control/XNEQNATMDCOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:il-central-1::control/TYXJKFWHUHHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:il-central-1::control/TGFIVIAQMYYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:il-central-1::control/ZHQJPXBOEXCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:il-central-1::control/UEFOVDHBPYOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:il-central-1::control/UNRUVNFQMQTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:il-central-1::control/TKQZNLWJYRZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:il-central-1::control/YGKFLCKHIGYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:il-central-1::control/ITFUJRZDNXBC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:il-central-1::control/XWLUUAZOREAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:il-central-1::control/OSIPIFATXXHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:il-central-1::control/QCKSAFPOOKQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:il-central-1::control/SKZXZATSLYXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:il-central-1::control/FEJRRCAXKHDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:il-central-1::control/AFCGOVQGNLBG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:il-central-1::control/GPETDJRRCPRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:il-central-1::control/PQKDYUOLRRFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:il-central-1::control/UFFPOLWQQNMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:il-central-1::control/TSMMXHLKSOGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:il-central-1::control/WBHFYKPZUPQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:il-central-1::control/GFKZAMSBYHGQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:il-central-1::control/WZSBECYYSBSU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:il-central-1::control/XKCISKPFWCSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:il-central-1::control/HOJNWTFCAPQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:il-central-1::control/XUZUWYWQFJFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:il-central-1::control/MVYIGHIVSXCC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:il-central-1::control/YLJBMFWYQGIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:il-central-1::control/LXDGZHIMLLKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:il-central-1::control/KZYGQTBLAIMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:il-central-1::control/UECQPAZMNEAM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:il-central-1::control/WWCJGJPMADDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:il-central-1::control/ZQZLAOUGWCLA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:il-central-1::control/MSITXUPZCMQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:il-central-1::control/HJKGUNVPDRFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:il-central-1::control/WFCMRGLIGBCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:il-central-1::control/YEZGGAFXIYJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:il-central-1::control/NLBLQIJTVACH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:il-central-1::control/JWACQDFHVGTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:il-central-1::control/UWGFBJXQKIZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:il-central-1::control/KALBIBZRIQMT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:il-central-1::control/PFAKFIEKPAUL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:il-central-1::control/FFIYPSNWVNNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:il-central-1::control/MWZFGWBFEMJH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:il-central-1::control/GJBEJJCSWGUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:il-central-1::control/WKKZTYFCSHZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:il-central-1::control/DYMVWNFMADTP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:il-central-1::control/HOCGBEZAWUUG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:il-central-1::control/RSDNCWHZUOJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:il-central-1::control/CUMZYTYFVSMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:il-central-1::control/WVVDSQJZQIHS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:il-central-1::control/TWMLGZJPMUQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:il-central-1::control/XQNBEQGNVQWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:il-central-1::control/FZYLTFYIKQMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:il-central-1::control/RPAEKITMRPNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:il-central-1::control/RKBUVYZJMOTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:il-central-1::control/ULJWZCETBUSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:il-central-1::control/LNLXEWTLDPFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:il-central-1::control/PWAHNLTYVHXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:il-central-1::control/PRSABXVVQPVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:il-central-1::control/SKQGXVYSUDGZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:il-central-1::control/NFCFLXUIDXUY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:il-central-1::control/VLLTDCCBFDKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.8

• arn:aws:controltower:il-central-1::control/RSVAKLQRLQXN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:il-central-1::control/XIYTJTWXILFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:il-central-1::control/YUWCIXIDGEIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:il-central-1::control/RZGKGHPDNNWZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.11

• arn:aws:controltower:il-central-1::control/CXDTNMKWUDQA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:il-central-1::control/HWBNGRAMKESL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:il-central-1::control/XNQIIMLEGLWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:il-central-1::control/HAIHUHROMERP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.4

• arn:aws:controltower:il-central-1::control/NKSQUEXXOXSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:il-central-1::control/ZHBXBCQPAMAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:il-central-1::control/IDZZGOPLRKFC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:il-central-1::control/TAZUUWKEQXPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.9

• arn:aws:controltower:il-central-1::control/AKLAOZHIFAHX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:il-central-1::control/GUOCCAAHNGEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:il-central-1::control/RBCEKQMEPPSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:il-central-1::control/JMEFHEDAXBAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.1

• arn:aws:controltower:il-central-1::control/CAMCCUUHVPFM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:il-central-1::control/PZGOUGUCUHIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:il-central-1::control/FPNHTOWNICVK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:il-central-1::control/EEKQLYFIYRRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:il-central-1::control/GEDNQOQRUGPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:il-central-1::control/MQXFOURKKFIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:il-central-1::control/BLSNAPKCBEBR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:il-central-1::control/WMOWJPCZJWTO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.1

• arn:aws:controltower:il-central-1::control/DWWMENQHGMKJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:il-central-1::control/KBPYZPMGKBZM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

me-central-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:me-central-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED
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• arn:aws:controltower:me-central-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHI 
BITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:me-central-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:me-central-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLI 
C_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:me-central-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_ 
LOGS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:me-central-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:me-central-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHAN 
GE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:me-central-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHORIZATIO 
N_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CONFIG_AGGREGATION_CHA 
NGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:me-central-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFI 
GURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:me-central-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENAB 
LED_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:me-central-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENAB 
LED_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:me-central-1::control/AWS-GR_DISALLOW_CROSS_REGION_ 
NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:me-central-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:me-central-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:me-central-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:me-central-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:me-central-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:me-central-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:me-central-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:me-central-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_P 
ROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:me-central-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:me-central-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2
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• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:me-central-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:me-central-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:me-central-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_ 
CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REGION_DENY

• arn:aws:controltower:me-central-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:me-central-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:me-central-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:me-central-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLIC 
ATION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:me-central-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:me-central-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_ 
BLOCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:me-central-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:me-central-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:me-central-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:me-central-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DI 
SABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:me-central-1::control/CDPBPPYWQXFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:me-central-1::control/WSEWTPYUNKIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:me-central-1::control/IWHRGFEHFWYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.3

• arn:aws:controltower:me-central-1::control/PTRXVPJHHFKP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:me-central-1::control/WGYBRYLPERPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:me-central-1::control/ILMJIBFINEQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:me-central-1::control/MUHJMIOUYMPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.1

• arn:aws:controltower:me-central-1::control/IXVVMUCTNMOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:me-central-1::control/EVXZSWWFVGMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:me-central-1::control/IDFSZUUIHHNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:me-central-1::control/JNWFIEANKNDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.5

• arn:aws:controltower:me-central-1::control/QVSLVDIFAEBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:me-central-1::control/CAVGFRMHJJHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:me-central-1::control/CGNIYDPMDQFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:me-central-1::control/CMPWKYVHAJYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.1

• arn:aws:controltower:me-central-1::control/ZIIKRKCQBGWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:me-central-1::control/SLDGWHPFIJKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:me-central-1::control/JPXNUWHGCQAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:me-central-1::control/PYCZYCNDAYHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.3

• arn:aws:controltower:me-central-1::control/PRTAVXYTRCRX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:me-central-1::control/CFRAAHZMNZLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:me-central-1::control/OGJVZSSMIDLA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:me-central-1::control/HLLQBYJSJHOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.8

• arn:aws:controltower:me-central-1::control/FJYUYTKCFRPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:me-central-1::control/SKRIPSOLCETA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:me-central-1::control/YKZGVTHBPBQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:me-central-1::control/VQHIYFLOJLMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:me-central-1::control/NREUZZCXLORX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:me-central-1::control/FTGLJNMLYHZT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:me-central-1::control/FIYDPNSPFBYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:me-central-1::control/HICXKNXMCXCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:me-central-1::control/AGTDHGABOXNI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:me-central-1::control/QDFYIJJARBVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:me-central-1::control/CGQNUYCOSGYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:me-central-1::control/RANNJKPZMAWZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:me-central-1::control/JMUEZJBIBXOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:me-central-1::control/YTPDUMSIBEBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:me-central-1::control/PHFHRPTBFXEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:me-central-1::control/ORGHRUEAQHKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:me-central-1::control/CFMFGTPDDQMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:me-central-1::control/YDPEPIRVMRSF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:me-central-1::control/CNMHXHONGEWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:me-central-1::control/PLDXKXQWHHCV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:me-central-1::control/JBRCQFIIYNSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:me-central-1::control/NNVSJITSDKOJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:me-central-1::control/YSLFINUPIWAR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:me-central-1::control/BXMYBACIZYGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.3

• arn:aws:controltower:me-central-1::control/CKDSLYLCJQRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:me-central-1::control/BTLAOICLUOUL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:me-central-1::control/IKWSXRBWZGLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:me-central-1::control/MCFLNKWOTMGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.1

• arn:aws:controltower:me-central-1::control/DNVHZNVNIVFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:me-central-1::control/RYEAAPJMVRTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:me-central-1::control/UYJFPVBTWOWY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:me-central-1::control/LTSKNULFPUTG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DMS.PR.2

• arn:aws:controltower:me-central-1::control/WOTREEFQIYYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:me-central-1::control/BBACQBVBHSDC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:me-central-1::control/ZBVKSKSCLRSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:me-central-1::control/UPBXICUCGOPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.2

• arn:aws:controltower:me-central-1::control/MPZSKTTPNYTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:me-central-1::control/FEMJIFSFEJOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:me-central-1::control/XCQTHTUPGSIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:me-central-1::control/WQCLEHZIZEEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.12

• arn:aws:controltower:me-central-1::control/NCITYDSETUMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:me-central-1::control/EWZWWABCTOCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:me-central-1::control/NYIKBWEVXMCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:me-central-1::control/RUBZGVHDFFLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.16

• arn:aws:controltower:me-central-1::control/EFBBAJPKWZRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:me-central-1::control/DFDUSDEFRXGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:me-central-1::control/KQFVBHZMGEOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:me-central-1::control/DUOGNRYPNSGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.2

• arn:aws:controltower:me-central-1::control/EHLAXLXRJAQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:me-central-1::control/RKPIXCUNYTJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:me-central-1::control/GMIFXFKTECRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:me-central-1::control/NXZKINMFEMOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.5

• arn:aws:controltower:me-central-1::control/JYHMYCYWFDIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:me-central-1::control/UKUCDQFEMDGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:me-central-1::control/PLWJRFGUNUBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:me-central-1::control/BEKNCPBAOLVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.9

• arn:aws:controltower:me-central-1::control/HZGIRZSHINZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:me-central-1::control/ZYZPAEQXYYYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:me-central-1::control/QUKENRWGEKDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:me-central-1::control/TXTQVUKURANB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.4

• arn:aws:controltower:me-central-1::control/OTYTLEJSOJRC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:me-central-1::control/YPYABWJDKHVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:me-central-1::control/NNLTLRTCRFJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:me-central-1::control/GPJWARDBOLYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.2

• arn:aws:controltower:me-central-1::control/PFYOBUVMABUR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:me-central-1::control/NPSTOIEYDVPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:me-central-1::control/QJGKAZAAQHWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:me-central-1::control/HKCKNEDVBSVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.11

• arn:aws:controltower:me-central-1::control/MPHCEJEWQEZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:me-central-1::control/WIKFYNHQWXXI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:me-central-1::control/FUTZCMEOXCYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:me-central-1::control/DKIXMNQCFEDO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.4

• arn:aws:controltower:me-central-1::control/XWNOQNOKXOVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:me-central-1::control/RYPWRZQZPNPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:me-central-1::control/CLYTXBYEVHWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:me-central-1::control/ILMNUQLOTKQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.8

• arn:aws:controltower:me-central-1::control/ZDNFRDTQKLQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:me-central-1::control/XAJBOXSRLCZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:me-central-1::control/MTSXRWLZEZIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:me-central-1::control/XDDWTJRHPODP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.1

• arn:aws:controltower:me-central-1::control/JWHOBDXLVGHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:me-central-1::control/ZPYVCNCKBSHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:me-central-1::control/EZLWWUXADVVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:me-central-1::control/FKZCOZBSBMRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.5

• arn:aws:controltower:me-central-1::control/ECVLLKGJGEKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:me-central-1::control/AUXNYAYPGXCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:me-central-1::control/JKVIXAUOMYKL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:me-central-1::control/XAFNVGPJFOQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:me-central-1::control/JPIKQDYSVCAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:me-central-1::control/OHOIYXHVYJOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:me-central-1::control/BQOPUWCEPYXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:me-central-1::control/GEJNURXPVWRG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:me-central-1::control/XOSWEMHEKDUL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:me-central-1::control/UCZRABGXCLJE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:me-central-1::control/QFIMBHVNTCRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:me-central-1::control/ETLUXEGWKVDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:me-central-1::control/HXXFEOBOXYYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:me-central-1::control/CLHTLGNOWYCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:me-central-1::control/XKYXDMSPCZYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:me-central-1::control/PBNYGWSPZMDU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:me-central-1::control/YGLOIDIHZXEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:me-central-1::control/QVHGAYXKBWBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:me-central-1::control/APWNTETPZCJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:me-central-1::control/ISQZGGMSAPQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:me-central-1::control/YMHGHVLFLBBD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:me-central-1::control/DOKSFRMQXWOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:me-central-1::control/EECNYLBXKCCV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:me-central-1::control/CRXNJTUUJIOP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:me-central-1::control/EISTKDGVFVYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:me-central-1::control/MZHSLHDOAIME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:me-central-1::control/ASFOABAEKFKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:me-central-1::control/JLKIPCOHILYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.3

• arn:aws:controltower:me-central-1::control/BULABYCCCTTY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:me-central-1::control/XVYHZAEAOUWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:me-central-1::control/PJXYGBKLGVYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:me-central-1::control/UEEPBLZVYHWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.1

• arn:aws:controltower:me-central-1::control/RELKEYQVEVJW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:me-central-1::control/FDOELRUSKFQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:me-central-1::control/OBJIKKDCCRGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:me-central-1::control/NSSGQMATGMLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.5

• arn:aws:controltower:me-central-1::control/XXSXDFHCGMET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:me-central-1::control/VOYLIBFBKLUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:me-central-1::control/OVBQLZJGMNSJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:me-central-1::control/CSXMSFJQHGCY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.3

• arn:aws:controltower:me-central-1::control/WHNUPUROUPZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:me-central-1::control/PXOZEFZHZRKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:me-central-1::control/RSVWGHFXEWNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:me-central-1::control/OCCDVOTWDUOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.4

• arn:aws:controltower:me-central-1::control/AARPXKLLOIUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:me-central-1::control/HDNDESSZBKHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:me-central-1::control/LODSFBKGRMCB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:me-central-1::control/YSKEYEFCQHZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.3

• arn:aws:controltower:me-central-1::control/MSMKHOTQFYUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:me-central-1::control/TOIDRTXYMDBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:me-central-1::control/CFKCOTSVGFOL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:me-central-1::control/IFTPIUVRSPPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.1

• arn:aws:controltower:me-central-1::control/KGBMFJEROMKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:me-central-1::control/LHDBIAJHZPLA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:me-central-1::control/FLOCYUQEBTGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:me-central-1::control/APUBWCZATBZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.1

• arn:aws:controltower:me-central-1::control/RDNFSPNYDEYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:me-central-1::control/AKSHVXVBYCWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:me-central-1::control/FYHDZNZGYHGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:me-central-1::control/DMMWWJNLMZZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.2

• arn:aws:controltower:me-central-1::control/PAKICJQWADVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:me-central-1::control/XVYPSSGWQEMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:me-central-1::control/PHQRDGGBMYVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:me-central-1::control/LVFHIRHHXDNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:me-central-1::control/YMXZYJKHEXNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:me-central-1::control/QQCXXWJNOWEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:me-central-1::control/DJCDHEBKQHFM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:me-central-1::control/QEGKHNAVRPTN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:me-central-1::control/ORXIGVIYIKIK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:me-central-1::control/TBXMTAFVCDWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:me-central-1::control/YFGVTIUSFTEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:me-central-1::control/NXTCIITQHWKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.12

• arn:aws:controltower:me-central-1::control/DDLIELBIQHXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:me-central-1::control/XDVWRCLWBTPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:me-central-1::control/HFXEUEXQDHRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:me-central-1::control/HCBWBPCVNPPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.16

• arn:aws:controltower:me-central-1::control/XCNNRCPBPQXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:me-central-1::control/OZVVNVIANAQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:me-central-1::control/FPCUMXNOKTVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:me-central-1::control/PGSJHVIOVEJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.5

• arn:aws:controltower:me-central-1::control/TIUSBCXCBQNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:me-central-1::control/GRIXGVMZZGTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:me-central-1::control/SHJFWLCQMAPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:me-central-1::control/EDRAKQMAORKE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.9

• arn:aws:controltower:me-central-1::control/ENOKJPRMLWYP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:me-central-1::control/YGNVONVKFHAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:me-central-1::control/YCHMJPARDTMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:me-central-1::control/JNEGMIOFANOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.12

• arn:aws:controltower:me-central-1::control/GYCLJLXZUCKP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:me-central-1::control/ZHHLWPFNMOOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:me-central-1::control/SMTJTNSFDIOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:me-central-1::control/QGBYVDCJSOMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.16

• arn:aws:controltower:me-central-1::control/TDMDJTUKFLVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:me-central-1::control/JZYIMKHAWARU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:me-central-1::control/CBBGRMVCOBGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:me-central-1::control/IVRSSKGVLLGF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.2

• arn:aws:controltower:me-central-1::control/UTWCWVNIJWHV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:me-central-1::control/UJIXWOPDCJHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:me-central-1::control/TRHZBDVQRBFC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:me-central-1::control/XMFPDXVIZDTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.23

• arn:aws:controltower:me-central-1::control/WQOLEVYCLUFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:me-central-1::control/YPTCDXVCWKKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:me-central-1::control/VEFXXOGWBCVW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:me-central-1::control/SKZUDJFZFFJH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.27

• arn:aws:controltower:me-central-1::control/OFJTXHNEACQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:me-central-1::control/MNPNMYCBTFHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:me-central-1::control/LCBKQQDNBZRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:me-central-1::control/CMCSHPTESJDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.30

• arn:aws:controltower:me-central-1::control/JFWYTTFPFPHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:me-central-1::control/BIZEYWPAADCF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:me-central-1::control/BHBFDGUIOXCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:me-central-1::control/ORKATQKFXFVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.7

• arn:aws:controltower:me-central-1::control/XXPPJUVQZLJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:me-central-1::control/JAHDSPUAMNCH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:me-central-1::control/UUCKIWMNBHJH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:me-central-1::control/THILQHSAMURX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.2

• arn:aws:controltower:me-central-1::control/NWNIKXIDOVHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:me-central-1::control/YYYLKDSNYUDI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:me-central-1::control/MTESQPEDNIXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:me-central-1::control/TKWVUVUVFRVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:me-central-1::control/XIOAMLVHEFKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:me-central-1::control/MFRBWMZTPOZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:me-central-1::control/ZVIYJKXRKFLQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:me-central-1::control/LUNHKATYXLDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:me-central-1::control/QZDCTXCJVTPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:me-central-1::control/YJTKDVALYOKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:me-central-1::control/LVEWHJAZVKYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:me-central-1::control/TQKVAEGMISUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:me-central-1::control/GOIDWKLVOXEO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:me-central-1::control/LELWUYTFETVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:me-central-1::control/YMIRPBUXDGVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:me-central-1::control/FOVYOXRGRRDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:me-central-1::control/ASXITBMOMFBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:me-central-1::control/QWHWEDAKJQJE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:me-central-1::control/QVLCYLNWCVQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:me-central-1::control/BPGXJEPKEMPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:me-central-1::control/JJNUJERNVMJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:me-central-1::control/IOBECTBBGGEI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:me-central-1::control/LICZJVRRYWOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:me-central-1::control/PJTDUVKFZBWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

me-central-1 4747



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:me-central-1::control/KYZJXVQAORYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:me-central-1::control/TMFZMHPVGXBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:me-central-1::control/NCJSSEWLAPCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:me-central-1::control/BHBCIBBWQQLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:me-central-1::control/WIBXCFGXLPLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:me-central-1::control/LSQMTYNBDGHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:me-central-1::control/OCOJDDRHFTCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

me-south-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED
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• arn:aws:controltower:me-south-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHAN 
GES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBI 
TED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:me-south-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFI 
G_PUBLIC_IP_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LO 
GS_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:me-south-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHO 
RIZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CONFIG_AGGREGATION_CHANG 
E_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTI 
ON_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGU 
RATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_ 
CONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_C 
HANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:me-south-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:me-south-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLE 
D_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:me-south-1::control/AWS-GR_DISALLOW_CROSS_REGION_NE 
TWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:me-south-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:me-south-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:me-south-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:me-south-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:me-south-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_REST 
ORABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:me-south-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:me-south-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:me-south-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2
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• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:me-south-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:me-south-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:me-south-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_A 
CCESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:me-south-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:me-south-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONS 
OLE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:me-south-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:me-south-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:me-south-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:me-south-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CH 
ECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:me-south-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:me-south-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:me-south-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:me-south-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:me-south-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:me-south-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICAT 
ION

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:me-south-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:me-south-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BL 
OCKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

me-south-1 4763



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:me-south-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DI 
RECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:me-south-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:me-south-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:me-south-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISA 
BLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ACM.PR.1

• arn:aws:controltower:me-south-1::control/MJAMNXHSTERV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:me-south-1::control/CKGLZQHZKKZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.2

• arn:aws:controltower:me-south-1::control/BMPTRRAHQMJC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:me-south-1::control/LJZPLSKCPFIT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.4

• arn:aws:controltower:me-south-1::control/KCIFTRLVLAAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:me-south-1::control/HLDJVPJJOPEY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.6

• arn:aws:controltower:me-south-1::control/HZBRLLFMKYLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:me-south-1::control/ABNGUTRSLNDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.2

• arn:aws:controltower:me-south-1::control/ZRBNZNZKFVSB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:me-south-1::control/VQTAYSFTYZWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.4

• arn:aws:controltower:me-south-1::control/NJNPPEGGGHUH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:me-south-1::control/GUKFISUDEUYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PV.1

• arn:aws:controltower:me-south-1::control/VQLWSAXZPUIE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:me-south-1::control/RQLNWYVGONGR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ATHENA.PR.2

• arn:aws:controltower:me-south-1::control/DQSSCZSZUYSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:me-south-1::control/RFZEANHEBLOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.10

• arn:aws:controltower:me-south-1::control/UEWBEZWBAFAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:me-south-1::control/BHETJYCYYMGR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

me-south-1 4769



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:me-south-1::control/JATCUEWOCJQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:me-south-1::control/OPUWNAQIOALE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.4

• arn:aws:controltower:me-south-1::control/XCWLRKVTYWNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:me-south-1::control/HWYCVNKQJITZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.6

• arn:aws:controltower:me-south-1::control/DWSDKOZNKSIN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:me-south-1::control/AEHEFPZQXLUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.9

• arn:aws:controltower:me-south-1::control/EPWSVXENIYJF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:me-south-1::control/RBUIYPEKFWAQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:me-south-1::control/RUGAOBODEZXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:me-south-1::control/CRMMYILUZFQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:me-south-1::control/MIPXRQLYILUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:me-south-1::control/SEODAVXUYYKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:me-south-1::control/SQZNZFSSBJQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:me-south-1::control/BSHPWYCFNNBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:me-south-1::control/PBAOGWJQTIKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:me-south-1::control/QWHDDIDDVRIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:me-south-1::control/JDWMKBYCFRRZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:me-south-1::control/XBLMALRLBRNO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:me-south-1::control/MSBIHIZOYSWP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:me-south-1::control/VFHCZZBNLJYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:me-south-1::control/DWLSTPHLZRRX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:me-south-1::control/BPYRAXQYLBFP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:me-south-1::control/UQUAZOGJVRPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:me-south-1::control/AMVXVAUISMIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:me-south-1::control/VEWMILFDETBA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:me-south-1::control/ELINFWHYRXRZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:me-south-1::control/YCKCTTEXWPSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:me-south-1::control/POTJCWBCWTKI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.2

• arn:aws:controltower:me-south-1::control/BNEGCEZBVNSJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:me-south-1::control/VUBGTNAZWXKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.4

• arn:aws:controltower:me-south-1::control/JWRRISIIXXRF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:me-south-1::control/YZAEAAYHVZTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

me-south-1 4777



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.CODEBUILD.PR.6

• arn:aws:controltower:me-south-1::control/PKBWTCMWQOAH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:me-south-1::control/TJAYEVJIIWMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.2

• arn:aws:controltower:me-south-1::control/QVZKAJFUMHFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:me-south-1::control/EKWOVFGGQRQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DMS.PR.1

• arn:aws:controltower:me-south-1::control/ZWSGRHYTXZSN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:me-south-1::control/OJGKHKSODWGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:me-south-1::control/GVXHDHLTISRP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:me-south-1::control/LBGOTUKVIBIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DYNAMODB.PR.1

• arn:aws:controltower:me-south-1::control/ZRREDRAAHQUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:me-south-1::control/PBRYEFBWDTNV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:me-south-1::control/EGMHACFCYINC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:me-south-1::control/KDLJUDSYZQNF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

me-south-1 4780



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.11

• arn:aws:controltower:me-south-1::control/QXBAGIPQXETT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:me-south-1::control/PTDARPFBEGAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:me-south-1::control/YOPBAHVWMVOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:me-south-1::control/TKROLDYAXJKI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.15

• arn:aws:controltower:me-south-1::control/MAOAWNIEEAXD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:me-south-1::control/BJDVDDJKGDCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:me-south-1::control/KUGZGUCJEEWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:me-south-1::control/YMTYKZEGMEVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.19

• arn:aws:controltower:me-south-1::control/CXDUKDCKMLAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:me-south-1::control/RBSTYRGNTGHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:me-south-1::control/FQNDWRNEBQSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:me-south-1::control/TMEYCYVUCYDC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.4

• arn:aws:controltower:me-south-1::control/NUDOLFIXZYEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:me-south-1::control/WFKPVQJGGPGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:me-south-1::control/DQKFUMTNBEXM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:me-south-1::control/WQKSUTLCTJZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.8

• arn:aws:controltower:me-south-1::control/CNOBPUWJKIGF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:me-south-1::control/NIJPSHTUOAZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:me-south-1::control/KTTDGYIDMQBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:me-south-1::control/QMCWKFJKDPTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

me-south-1 4785



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PV.3

• arn:aws:controltower:me-south-1::control/LHIONJLMUIVY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:me-south-1::control/PUTUJBSEMFAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:me-south-1::control/WIRCOWSJKYEW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:me-south-1::control/FANHZDBWKZLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.1

• arn:aws:controltower:me-south-1::control/DIPXXRQWFAQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:me-south-1::control/MDCLENDMMJGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:me-south-1::control/GRIJKPPVEHJG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:me-south-1::control/EBKWKZSZPRTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.10

• arn:aws:controltower:me-south-1::control/LVCENSFTEGNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:me-south-1::control/HTCFOMOTTSOB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:me-south-1::control/CDBKAMWXZRHR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:me-south-1::control/GBGHLSBTCWQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.3

• arn:aws:controltower:me-south-1::control/PXEGBZYRWQRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:me-south-1::control/OZKRBTWBBIQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:me-south-1::control/PTDTTDWPYNID

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:me-south-1::control/GBCMAOMNPVEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.7

• arn:aws:controltower:me-south-1::control/JUHBTBYAVHAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:me-south-1::control/EBTYHGUHIJME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:me-south-1::control/WJSSIZCTYILH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:me-south-1::control/LUCIOGEMBOTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.2

• arn:aws:controltower:me-south-1::control/EPVTQXJKDNAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:me-south-1::control/IAAWNCQOGKYL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:me-south-1::control/KKIELJVUIGMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:me-south-1::control/RXVIDRGOEQSV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.4

• arn:aws:controltower:me-south-1::control/IBSRIWUDBKBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:me-south-1::control/UGTZTWBDXCPC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:me-south-1::control/EMJLKUDJLHIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:me-south-1::control/ZZUFSTXONGBJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.8

• arn:aws:controltower:me-south-1::control/MGFNGGEMCGJC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:me-south-1::control/CXLWTIKPGOUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:me-south-1::control/ZBRMIHMFZOKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:me-south-1::control/QLMHISFBBRVH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:me-south-1::control/XRJYNTRNPOQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:me-south-1::control/KZTIQYWBNAQH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:me-south-1::control/DYITJOJMOCRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:me-south-1::control/RBIBSBEJGZCG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:me-south-1::control/KBWQZTALIDXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:me-south-1::control/YPFRBCBHBRCT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:me-south-1::control/JAVEJPSXISVP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:me-south-1::control/LWBRONIIXUIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:me-south-1::control/VEJXGZNVVZTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:me-south-1::control/DZKOPKXFHNZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:me-south-1::control/TRHKGDFOGIQJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:me-south-1::control/XSAGNUBELYFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:me-south-1::control/RQNXMRRGGNRC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:me-south-1::control/YIOIHKYEOXLP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:me-south-1::control/BZCWGRLNALJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:me-south-1::control/MQNFQYDACIXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:me-south-1::control/DWNCGPHANJWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:me-south-1::control/SSKNKDBUWGWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:me-south-1::control/XOVPGDIDQDPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:me-south-1::control/BPFAHEYTAYOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.2

• arn:aws:controltower:me-south-1::control/FBIJDMIEXCOG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:me-south-1::control/XGSFHGJQLJUV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:me-south-1::control/YXZUTBJKJKAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:me-south-1::control/YZYJEVMGPLPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GUARDDUTY.PR.1

• arn:aws:controltower:me-south-1::control/BBFSRHLQVQLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:me-south-1::control/WBZTGDFVZTCA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:me-south-1::control/QQQRCQIQWLSU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:me-south-1::control/MBZAIFOCGKFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.4

• arn:aws:controltower:me-south-1::control/WEIKDIOJBGFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:me-south-1::control/JXNXTZPYOKLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:me-south-1::control/DASBBTCYBUOF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:me-south-1::control/ZZCIURLITMQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.2

• arn:aws:controltower:me-south-1::control/RMEBEBCQJNGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:me-south-1::control/LGIMTVXMONZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:me-south-1::control/EKXJCUTTRNRJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:me-south-1::control/FNHMUDTXAGBW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.3

• arn:aws:controltower:me-south-1::control/SNHKSKSCJOBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:me-south-1::control/MVKAEZVXTTBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:me-south-1::control/TCCEMCESVPGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:me-south-1::control/NIMLBTLNZRTN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.2

• arn:aws:controltower:me-south-1::control/RMYYTDRBRHYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:me-south-1::control/ZQNEWWQNHOCA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:me-south-1::control/ZRACMNDXAWNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:me-south-1::control/COSBEYHKJWRD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.6

• arn:aws:controltower:me-south-1::control/KHSGXAHNQPIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:me-south-1::control/REBDTZYVQTHS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:me-south-1::control/WWCFPCARGEZV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:me-south-1::control/TBBQFXAWASFY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.2

• arn:aws:controltower:me-south-1::control/LAHFJWQEUILJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:me-south-1::control/LPZMRIAFLVYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:me-south-1::control/QKQNQZXTIKKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:me-south-1::control/UOJZHKRFGHPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.1

• arn:aws:controltower:me-south-1::control/JAEBJWGZUZIK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:me-south-1::control/CITQXSOCSZKP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:me-south-1::control/POYFLOMZJKGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:me-south-1::control/PGRATNEIHKBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.5

• arn:aws:controltower:me-south-1::control/FHDEQVJNEKKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:me-south-1::control/RRRVPETQNOYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:me-south-1::control/FOETEMTZEZFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:me-south-1::control/NAVPEPWJBYWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:me-south-1::control/VAMNEBFICAGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:me-south-1::control/VVEZIUOYBNTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:me-south-1::control/HGHTOHZXLQHR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:me-south-1::control/CDQCCVMOQIDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.11

• arn:aws:controltower:me-south-1::control/YAZJCIWWHQLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:me-south-1::control/JEYPGHUYMGGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:me-south-1::control/ZABURMYUXTCP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:me-south-1::control/ZDYNQADBTKIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.15

• arn:aws:controltower:me-south-1::control/ESPWZZWLPWYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:me-south-1::control/IWUPTYIRKSTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:me-south-1::control/ODWPJGSCURQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:me-south-1::control/PTVICLGFUIPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.4

• arn:aws:controltower:me-south-1::control/WZCAZXFJWWFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:me-south-1::control/QAYJNRWJQYBO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:me-south-1::control/JVWSMFEROGHX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:me-south-1::control/HILHCIVHZRUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.8

• arn:aws:controltower:me-south-1::control/YVHFPLXVZJFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:me-south-1::control/SNXVGVARRXYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:me-south-1::control/UUBOTNXZHMLG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:me-south-1::control/QFKZNHJKTIYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.11

• arn:aws:controltower:me-south-1::control/NWDRVUJIWSMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:me-south-1::control/CNDUIYYWVZYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:me-south-1::control/RWYLYEFWQHCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:me-south-1::control/CJFLOCVDNWPP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.15

• arn:aws:controltower:me-south-1::control/BJSYMTKHMSPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:me-south-1::control/DWHYDBFVSUUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:me-south-1::control/BUPIBJRNVOLH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:me-south-1::control/DUKUHXPYNTTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.19

• arn:aws:controltower:me-south-1::control/ZMSKYBINPWUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:me-south-1::control/PKEZXVUBPQNX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:me-south-1::control/CSVHKEOUFHDG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:me-south-1::control/RGFWRMBSGIJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.22

• arn:aws:controltower:me-south-1::control/OWPJIIXMSYXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:me-south-1::control/NGMGOKDLFZIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:me-south-1::control/OAEXNGTGWQQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:me-south-1::control/CVFIBPQFEOQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.26

• arn:aws:controltower:me-south-1::control/CKZDUOFIWTSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:me-south-1::control/GMRDOFQMQSNF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:me-south-1::control/PFKXLVTVJXHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:me-south-1::control/QLEEMHZERMPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.3

• arn:aws:controltower:me-south-1::control/WJHSOFNUAKYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:me-south-1::control/ADPDNJOLNHMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:me-south-1::control/FUOEEGGFJKSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:me-south-1::control/ODOFJMTXGTYJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.6

• arn:aws:controltower:me-south-1::control/ZIERFRYDTVUX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:me-south-1::control/JOFZXRMJAVNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:me-south-1::control/CQKACFXDBNPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:me-south-1::control/KXFJPHMTSFCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.1

• arn:aws:controltower:me-south-1::control/DIMRCSYAFFJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:me-south-1::control/IBCJZFVMRGAI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:me-south-1::control/QUMOAIIVCBRD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:me-south-1::control/SQIZKBESVMUI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.5

• arn:aws:controltower:me-south-1::control/LXLIAICWIGFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:me-south-1::control/ITWHNJQRRKHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:me-south-1::control/TYRAJFRQSVFZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:me-south-1::control/GACOYCVFQSZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.9

• arn:aws:controltower:me-south-1::control/CKWTJOGCULKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:me-south-1::control/RYKIJHRMZVMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:me-south-1::control/EXSNHHJHWXIO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:me-south-1::control/CCLRZDGTBJQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.12

• arn:aws:controltower:me-south-1::control/UYAPTSOOUMSX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:me-south-1::control/FIUQQJAZYWBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:me-south-1::control/HOYKRAYORWNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:me-south-1::control/HZZGGKDJSMKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.5

• arn:aws:controltower:me-south-1::control/HLIDPMXKIOFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:me-south-1::control/WMOZGCWHFQPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:me-south-1::control/BDABORJSMRZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:me-south-1::control/XDMGVMGSZSXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.1

• arn:aws:controltower:me-south-1::control/SQBNRAQIOBDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:me-south-1::control/EFQSDWADDOVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:me-south-1::control/KNZFXFKXDIKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:me-south-1::control/HTWJNZMMPUNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.2

• arn:aws:controltower:me-south-1::control/RUAWNTLATCEP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:me-south-1::control/PHYYVEOKRMOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:me-south-1::control/LRDZXXUZTAVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:me-south-1::control/MVZLKKWDHKMA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:me-south-1::control/DMWNVMCVVLCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:me-south-1::control/GPIOUFKAZYRX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:me-south-1::control/IQGCTIQOKDWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:me-south-1::control/UGZFHMKFGWPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.2

• arn:aws:controltower:me-south-1::control/SLSRAIGXMUXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED
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• arn:aws:controltower:sa-east-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:sa-east-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:sa-east-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURAT 
ION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:sa-east-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:sa-east-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:sa-east-1::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:sa-east-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:sa-east-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:sa-east-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:sa-east-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:sa-east-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:sa-east-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:sa-east-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:sa-east-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:sa-east-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:sa-east-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:sa-east-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:sa-east-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:sa-east-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:sa-east-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:sa-east-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:sa-east-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:sa-east-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:sa-east-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:sa-east-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:sa-east-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:sa-east-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:sa-east-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:sa-east-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:sa-east-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:sa-east-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:sa-east-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:sa-east-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:sa-east-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:sa-east-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:sa-east-1::control/MHGHBXOCHYCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:sa-east-1::control/XGXELVOLINOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:sa-east-1::control/MQDMDGQZLEEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:sa-east-1::control/EISQVHJSJDWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:sa-east-1::control/YLMPPINWZYZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:sa-east-1::control/ZHWUFJCAJBDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:sa-east-1::control/PRKHFLPAUJQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:sa-east-1::control/KBRRHKUVKJIV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:sa-east-1::control/CORISMGRVTBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:sa-east-1::control/WQRXWMANRGTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:sa-east-1::control/OWXHGWEYHXGT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:sa-east-1::control/YKVSQPMKRYXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:sa-east-1::control/BVZNWLXUCMHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:sa-east-1::control/GQTMGEODUBDN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:sa-east-1::control/ZETBPDEAOPXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:sa-east-1::control/DTNVACZLNIPM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:sa-east-1::control/EVOJXTEIPZKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:sa-east-1::control/YTWQBJWKZDXS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:sa-east-1::control/IJFUBJAPHSUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:sa-east-1::control/PLLJSTBTFPUX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:sa-east-1::control/MIHQDSUSOAVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:sa-east-1::control/NPDLNLLZAFAC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:sa-east-1::control/RRGVMSFSHYVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:sa-east-1::control/GVXMKGJZQXQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:sa-east-1::control/XOIVXLXSTMHC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:sa-east-1::control/QZWDNTRQVJKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:sa-east-1::control/XOWFTDERUYHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:sa-east-1::control/XHRXFSGXWPKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:sa-east-1::control/RAYNZKHYBPAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:sa-east-1::control/PGPGHMEKOYTP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:sa-east-1::control/LJBMFILEKDJH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:sa-east-1::control/LULEEVQWEQRC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:sa-east-1::control/RXASZFBDCWEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:sa-east-1::control/WMHKGFLJAWPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:sa-east-1::control/TKNLPUTAFIBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:sa-east-1::control/APWMSFWSKMFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:sa-east-1::control/AHXYZHBAZBFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:sa-east-1::control/AZGUTSGKCXJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:sa-east-1::control/GDFPFDOIRPAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:sa-east-1::control/HXNJHOVBCEQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:sa-east-1::control/NOFOPVIFERIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:sa-east-1::control/YKLBLDSNIPAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:sa-east-1::control/ACYWMNWHXDKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:sa-east-1::control/CYXHPOXPXBWZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1 4855
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:sa-east-1::control/VCHSALJJXEQI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:sa-east-1::control/PMRWCRVSHCSO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:sa-east-1::control/SIANVCWRXGWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:sa-east-1::control/KQRSGHFYHVUK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1 4856
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:sa-east-1::control/DLHTVNXDNFNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:sa-east-1::control/EOQMRPVCYIVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:sa-east-1::control/UFNUWPKHJXLL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:sa-east-1::control/XUCCOZBWAWDU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1 4857



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.DAX.PR.2

• arn:aws:controltower:sa-east-1::control/WKKCRCZYVOYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:sa-east-1::control/HVXEDWNTFVJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:sa-east-1::control/XOKBSYBQKJOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:sa-east-1::control/CRIBTOSVESOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1 4858
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:sa-east-1::control/NSSWQWRWJNFM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:sa-east-1::control/GCAWCOVVHNPC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:sa-east-1::control/OWRFVRAEHORK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:sa-east-1::control/LZFDTLNKOQXX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1 4859
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• CT.EC2.PR.1

• arn:aws:controltower:sa-east-1::control/IJAIPRTDFHRB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:sa-east-1::control/VYTXCSGZXJJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:sa-east-1::control/BCNLWTEEHTHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:sa-east-1::control/UDKUYKZVSBVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:sa-east-1::control/HLGYBXIMQRHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:sa-east-1::control/CCWGUWXJARQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:sa-east-1::control/HNROLGCXXXVS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:sa-east-1::control/UJBYDUSDWDCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:sa-east-1::control/OFWBUELFVNWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:sa-east-1::control/TDOKHZLKLJIS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:sa-east-1::control/PHGMDGBBZZVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:sa-east-1::control/AHSLJKRCKEVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:sa-east-1::control/MYAUSTBPZYAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:sa-east-1::control/QAMRZHHGXINM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:sa-east-1::control/JZHLGQYTWPNK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:sa-east-1::control/LMJNAXCWKFLK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:sa-east-1::control/FWVYDJQAPZUF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:sa-east-1::control/HMVXESEHIEFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:sa-east-1::control/LCMLSYPEDNHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:sa-east-1::control/JPSBSZNEPWSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:sa-east-1::control/CJWWHCASSXWQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:sa-east-1::control/FPLODQLMJECQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:sa-east-1::control/KIWWTIKZGTJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:sa-east-1::control/QDTMWFLIWNVW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:sa-east-1::control/VXQUMHXZOVIU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:sa-east-1::control/JPBFZNFDOLMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:sa-east-1::control/UERWGVPURZSY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:sa-east-1::control/OUGZGHPIBMEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:sa-east-1::control/FVDLDRMSGHME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:sa-east-1::control/LBRTCEKHUMKQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:sa-east-1::control/XJRVRGJIFJMX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:sa-east-1::control/OMEPVOAXBHGF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:sa-east-1::control/ANOIHODOAZVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:sa-east-1::control/ZEHKMMLYIFGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:sa-east-1::control/RQWURAFSPNKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:sa-east-1::control/DNLNJTIGMMFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:sa-east-1::control/NHSQHFUTGCNR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:sa-east-1::control/KFTLBREXIINM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:sa-east-1::control/RPTFPYNJVRRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:sa-east-1::control/GCCOHHGINCEN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1 4869



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ECS.PR.9

• arn:aws:controltower:sa-east-1::control/TIRWNJLSDRJS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:sa-east-1::control/ISUUFPYPTGGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:sa-east-1::control/OOXJFRUOXIKR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:sa-east-1::control/JNMEUSLGWULR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:sa-east-1::control/XNILTNRZOMAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:sa-east-1::control/HWQTAFCAIEVD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:sa-east-1::control/IGGUQCFBPOOX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:sa-east-1::control/XJOBGXRAPGMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:sa-east-1::control/XLKNECMRYIIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:sa-east-1::control/MKBEEQVXZQQV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:sa-east-1::control/PVPLKTLRTDOJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:sa-east-1::control/CCZWODZDVSQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:sa-east-1::control/AHAMDQSHXPXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:sa-east-1::control/NUBHZEECDULQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:sa-east-1::control/YRAICDCVUJOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:sa-east-1::control/FPUGNMHETPYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:sa-east-1::control/XPLGISTXYPWZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:sa-east-1::control/HIFLGMRIOCCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:sa-east-1::control/ODIENAEBQZJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:sa-east-1::control/XBYLAEZTWIQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:sa-east-1::control/VXULPCMAXNLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:sa-east-1::control/KALMFRNXCPDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:sa-east-1::control/QZHVAVUVBIYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:sa-east-1::control/TDECASRAMXGX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:sa-east-1::control/YSPLCVCNCDBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:sa-east-1::control/OGNHJFZTHGDA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:sa-east-1::control/INCJOOCTGBSW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:sa-east-1::control/MRCIZCRRAIWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:sa-east-1::control/YEXUASWESFBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:sa-east-1::control/JTVCDERKCQMB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:sa-east-1::control/YJOPKSHLSHDU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:sa-east-1::control/EEDDEBDDSZHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:sa-east-1::control/QQZDUTOOGNKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:sa-east-1::control/GZCNFBZSQDOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:sa-east-1::control/WFNNKLCKRXJE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:sa-east-1::control/SIAVBUUYLWBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:sa-east-1::control/IWHTELJEWCQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:sa-east-1::control/TLFCNIUBKRAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:sa-east-1::control/BUDEACEBNFPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:sa-east-1::control/PJBVRJXEOSUF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1 4879



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.IAM.PR.2

• arn:aws:controltower:sa-east-1::control/RSEEMCFURKTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:sa-east-1::control/YGJVNUUQETCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:sa-east-1::control/ESBOQQWFAIJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:sa-east-1::control/SUVBXVFLNFMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:sa-east-1::control/XRDFTFPDNALI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:sa-east-1::control/SROYFMNTJWNJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:sa-east-1::control/REZTDFNCTEQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:sa-east-1::control/YYGKNXYYZMUT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:sa-east-1::control/IOELHUOFDDQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:sa-east-1::control/KMWYGHZEOQNZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:sa-east-1::control/WRTSPXIRYBDO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:sa-east-1::control/EGLYADUUTVIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:sa-east-1::control/UOVVTTUXXEQE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:sa-east-1::control/BWONYXHSENHW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:sa-east-1::control/MKVUCRWVYEWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:sa-east-1::control/ANRAIFWUPJNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:sa-east-1::control/QFUSEDARBJFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:sa-east-1::control/DNBATCDTCWHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:sa-east-1::control/NECDSRJUJGJP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:sa-east-1::control/CHPCWCOGYSCZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:sa-east-1::control/BPKXRBEKVJQT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:sa-east-1::control/CTBROZHZFSHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:sa-east-1::control/CRLRJHOTNOHP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:sa-east-1::control/YUFFNEEGMKJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:sa-east-1::control/MSCNWGCTYWAG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:sa-east-1::control/XTXHSACQYKWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:sa-east-1::control/BIMAERWOCWOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:sa-east-1::control/VHPBMTMAGERS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:sa-east-1::control/PHRBYWIDRHTW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:sa-east-1::control/LAOWKRUXEWCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:sa-east-1::control/KAOCDXVZVGYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:sa-east-1::control/XAHWAUUTZFGI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:sa-east-1::control/ERXMHKYKAWSC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:sa-east-1::control/HGQPODHBJRUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:sa-east-1::control/TQEZIBLEAPLP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:sa-east-1::control/ZIOGNBGBLKOT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:sa-east-1::control/PHABICPTLMTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:sa-east-1::control/UCCGQWSINGEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:sa-east-1::control/CSBQQWECHTXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:sa-east-1::control/VCPRGZXWFHWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:sa-east-1::control/CTHVPVEZJBDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:sa-east-1::control/FCOHMGYYZGMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:sa-east-1::control/CFZPGDJXQJGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:sa-east-1::control/OHTIGEPUEYQN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:sa-east-1::control/BGWSRBPMDSUR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:sa-east-1::control/JFSVGFJCHFQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:sa-east-1::control/AJUFPFJHAONT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:sa-east-1::control/ZJMOCDQOAMSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:sa-east-1::control/LIRWXACRJOHY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:sa-east-1::control/ITGIWIHHKFYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:sa-east-1::control/SKGWRFAEEAUZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:sa-east-1::control/DBOUBKGZADQE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:sa-east-1::control/TNHSQNYQQZFT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:sa-east-1::control/NNOKBENVMLPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:sa-east-1::control/FLMYCPVPBXRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:sa-east-1::control/ZHQOPQLAGHIW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:sa-east-1::control/XVXISEOGBUFM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:sa-east-1::control/RBLXDVVKFFTW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:sa-east-1::control/BZCJRGOKMRDB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:sa-east-1::control/TADJJIKRHQAR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:sa-east-1::control/VIYXJSVPVORD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:sa-east-1::control/GLYKLGYIXELE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:sa-east-1::control/SCWLPXFLQOLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:sa-east-1::control/TRBXUMZVTQAJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:sa-east-1::control/PYAFZHZVXJDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:sa-east-1::control/ANABXNFAQOIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:sa-east-1::control/BOBJFVMQPNFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:sa-east-1::control/VADBVPKHYESM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:sa-east-1::control/MZOWKNBAGWMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:sa-east-1::control/AQDTQRHKAVWU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:sa-east-1::control/NVXFZNYAZAUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:sa-east-1::control/BYDWLWNZTZXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

sa-east-1 4897



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.28

• arn:aws:controltower:sa-east-1::control/LOYWKHZHISMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:sa-east-1::control/FLUUFKKXRUXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:sa-east-1::control/OFANCHVHOJOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:sa-east-1::control/LSPMJUWETEWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:sa-east-1::control/BXTYCUJTDLQW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:sa-east-1::control/UJWRDMFPBFQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:sa-east-1::control/SKHLGRRUWSCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:sa-east-1::control/YPOIUGJSDKUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:sa-east-1::control/GMWCTVXRUZFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:sa-east-1::control/UPFHHERCEHQP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:sa-east-1::control/TPIGKZDHGROC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:sa-east-1::control/TABJCEBJRTAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:sa-east-1::control/AVOAYSYOEDSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:sa-east-1::control/RYCBSKQCSOSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:sa-east-1::control/RSKDADCBGTGR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:sa-east-1::control/BBVVBFHIHERG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:sa-east-1::control/GOVQURJVCYFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:sa-east-1::control/WUMVGWBHXOSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:sa-east-1::control/BETZTXCWFTGS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:sa-east-1::control/GZSJPOJMETOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:sa-east-1::control/PJFOMSANLDYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:sa-east-1::control/QMKXNBUDMJAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:sa-east-1::control/YLNFGYIJAWEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:sa-east-1::control/QODILHSQEUDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:sa-east-1::control/AKENCMOJFZIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:sa-east-1::control/BLCIONDMMXME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:sa-east-1::control/EIXEGSOMQYMS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:sa-east-1::control/IHGNYILKIJRJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:sa-east-1::control/DMPZVJVZMWZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:sa-east-1::control/HXMAUGJKIZZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:sa-east-1::control/PKJBXQYFTRYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:sa-east-1::control/YDBJTBBNNIMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:sa-east-1::control/YHWVCTSCOZPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:sa-east-1::control/BUBHNTXSNVHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:sa-east-1::control/DCLDBWPADGYE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:sa-east-1::control/RILHLBPKXUXU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:sa-east-1::control/IBZBYQWSSFBM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:sa-east-1::control/FWZWRHWINCPZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:sa-east-1::control/XEDCRXBBIYWT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:sa-east-1::control/ZVSTKBQVFFMQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:sa-east-1::control/GHWIKZXTBTPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:sa-east-1::control/OBDIKEAZGTAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:sa-east-1::control/WKXZFSDZWWOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:sa-east-1::control/OWLPOEUWSXFB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:sa-east-1::control/TZVKBKLRCSAO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.1

• arn:aws:controltower:sa-east-1::control/LKWQTCVNHFYV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:sa-east-1::control/EJSPZRWREGJO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:sa-east-1::control/HBBTGGYEXEVJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:sa-east-1::control/TIJDCFZLPKDU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:sa-east-1::control/XCCAVLLIUNBW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:sa-east-1::control/JOEIBMZJMELB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:sa-east-1::control/OCKVZREZIOQW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:sa-east-1::control/KQCHSPVLTIWQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:sa-east-1::control/ILDFGIFJTPAU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:sa-east-1::control/MANYWTMNERPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:sa-east-1::control/EQAAEUGLWPUQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:sa-east-1::control/VXUFUULLWWPE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:sa-east-1::control/YEWHZHZIYNYF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:sa-east-1::control/GTDLBDGYNPFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:sa-east-1::control/LVDJEVJJJMVS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:sa-east-1::control/CDSPFAHUMRCA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:sa-east-1::control/YPRLQTSFYWEB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:sa-east-1::control/LWWWXXCWABFE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:sa-east-1::control/FQYLTXGIKOOB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:sa-east-1::control/JRGUQUTCBPMN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:sa-east-1::control/UTZGEIHNTWLH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:sa-east-1::control/MTKJAFEDNUIY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:sa-east-1::control/XTQYGBNGCAXU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:sa-east-1::control/HNGUINPSTYDX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:sa-east-1::control/BYNYOSFMYPZQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:sa-east-1::control/KCHFPNLICGCG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:sa-east-1::control/WKHUBEFCVPQS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:sa-east-1::control/VEFFWEQXYOSJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:sa-east-1::control/RJCXIDRMCMRO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:sa-east-1::control/SPJOGWICINEF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.1

• arn:aws:controltower:sa-east-1::control/YWDDVVHCZASI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:sa-east-1::control/EVCIVOSOHSML

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.3

• arn:aws:controltower:sa-east-1::control/UDBGKEJJRJEZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:sa-east-1::control/OXADCZVJFRQW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:sa-east-1::control/NSIDNZTQONXL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.15

• arn:aws:controltower:sa-east-1::control/QWARLTYJMMAA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:sa-east-1::control/SSWLJOJKAOLL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:sa-east-1::control/FAADSZJAEWQP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:sa-east-1::control/JRKGCRIFEMDN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:sa-east-1::control/UHFTWFYBFECZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.2

• arn:aws:controltower:sa-east-1::control/SUPDKRQJNDKG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:sa-east-1::control/FVMQLYGBWWPP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:sa-east-1::control/IJPYBWJTJRXN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:sa-east-1::control/DOWAGDSRKWQT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:sa-east-1::control/EBHYPMTFLIHR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.25

• arn:aws:controltower:sa-east-1::control/SFJZGXMIEGNS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:sa-east-1::control/TYBCYJHHUZHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:sa-east-1::control/QOZOELBFZTCX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:sa-east-1::control/VBVVYZQYOWSO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:sa-east-1::control/DQPCEGISFCNR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.8

• arn:aws:controltower:sa-east-1::control/IINOISFTCCHY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:sa-east-1::control/WVIZDNIFQJVE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:sa-east-1::control/FYIVBNSACUET

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:sa-east-1::control/POXSILHFUISA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:sa-east-1::control/AIBSWGEPDIRC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.1

• arn:aws:controltower:sa-east-1::control/RKEJYYZHLSHX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:sa-east-1::control/NLUIVMHMGHOA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:sa-east-1::control/EXXSLRJHTNEZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:sa-east-1::control/LKTODXRXWLVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:sa-east-1::control/JXVVVCWLLIJN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.4

• arn:aws:controltower:sa-east-1::control/HIEAVTMGOSDM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:sa-east-1::control/ONOOSEFNYAQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:sa-east-1::control/RNZTOFGURZUK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:sa-east-1::control/GJQNSJLZRNTD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:sa-east-1::control/PTOQRJVREEMJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.3

• arn:aws:controltower:sa-east-1::control/SYGALLBUNRYO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:sa-east-1::control/NUPVFXUNVWQR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:sa-east-1::control/ATXMHNVLDBRI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:sa-east-1::control/HQAHDQEAVOUR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:sa-east-1::control/WDXWFRSIXIUZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.12

• arn:aws:controltower:sa-east-1::control/HQGAZVJBHZXY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:sa-east-1::control/PKDNMVJGPHFK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:sa-east-1::control/SWGZINQZMLLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:sa-east-1::control/PLAZVVPNXQRL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:sa-east-1::control/HDCQTGGAITHQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

sa-east-1 4923



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.ELB.4

• arn:aws:controltower:sa-east-1::control/CFXHPKIJYIHO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:sa-east-1::control/EYYHLNPZCJJV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:sa-east-1::control/ONGHDHNAAHAV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:sa-east-1::control/FMFSHPKQEUCC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:sa-east-1::control/VYFJFUWVHFUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.9

• arn:aws:controltower:sa-east-1::control/HXSCYTCTJUUH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:sa-east-1::control/BSHPLTXRABUV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:sa-east-1::control/IMKKFPVGPRHC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:sa-east-1::control/QHWIQGMZHZJS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:sa-east-1::control/LMUSVXITTLYF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.3

• arn:aws:controltower:sa-east-1::control/RPIHYXAKUGCV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:sa-east-1::control/HHDZXJRNTOKS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:sa-east-1::control/EFCMMUJLPXPU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:sa-east-1::control/CLXEBIXECLBK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:sa-east-1::control/IHTMPZLJCAOR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

sa-east-1 4926



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.ES.8

• arn:aws:controltower:sa-east-1::control/UCYKCMEFOPSY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.3

• arn:aws:controltower:sa-east-1::control/QGDFMFQRSBZT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.4

• arn:aws:controltower:sa-east-1::control/GHMJIJSAGKRH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.5

• arn:aws:controltower:sa-east-1::control/SFOQXYOTHJAL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:sa-east-1::control/MRZJGFEJRMAN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.1

• arn:aws:controltower:sa-east-1::control/ULCSKLZYHVEE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:sa-east-1::control/XVEUIUNHHVRS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:sa-east-1::control/DNVQQBIRWGUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:sa-east-1::control/ZQJRRNJGOEVG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:sa-east-1::control/RDFMPAZPDBSW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.2

• arn:aws:controltower:sa-east-1::control/KWGAJQBCVXTC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:sa-east-1::control/CLKMPBZOBOMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:sa-east-1::control/TIINYBAUSDLA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:sa-east-1::control/DYTPSGEFQHGZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:sa-east-1::control/RKTXSSCRCOSG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.6

• arn:aws:controltower:sa-east-1::control/ZDWYGZQRVGUZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:sa-east-1::control/WJKCHOEITNXY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:sa-east-1::control/VRSVTEXAEZZH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:sa-east-1::control/IIMAAOEMTFUC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:sa-east-1::control/IITOVJDNGAND

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.3

• arn:aws:controltower:sa-east-1::control/XIVTDDCWRGYG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:sa-east-1::control/TFYPSKCNCXOX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:sa-east-1::control/QBJVWZOQCTXK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:sa-east-1::control/IHXAQZRZTQAV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:sa-east-1::control/YKPNTLKCMMXE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.3

• arn:aws:controltower:sa-east-1::control/RHFDHZUNYHNI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:sa-east-1::control/AUWVLGTJACCW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:sa-east-1::control/BJPEFAAXQVXQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:sa-east-1::control/HDKUIDUXEZBT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:sa-east-1::control/REJGVXRIBJFD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.1

• arn:aws:controltower:sa-east-1::control/SPUKKNHZROPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:sa-east-1::control/PJBDTIYTNLGL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:sa-east-1::control/JNYGVGSVCVBI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:sa-east-1::control/OAKVBKHIMKTC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:sa-east-1::control/FFMGXYSRLTRM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.6

• arn:aws:controltower:sa-east-1::control/MIDTNRJVELZH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:sa-east-1::control/POBIUAEMUMJJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:sa-east-1::control/UGAKIQSFNZMU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:sa-east-1::control/NBAGBDCLBADT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:sa-east-1::control/ZTXGNKAKQSMA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.5

• arn:aws:controltower:sa-east-1::control/IPOXUDFDGKOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:sa-east-1::control/BGLWKRBFNVTN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:sa-east-1::control/TFIVPOESOEHS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:sa-east-1::control/MSRYQGHHWEWP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:sa-east-1::control/UUHIFUJCREJE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.4

• arn:aws:controltower:sa-east-1::control/QOVSYKVMKSSY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:sa-east-1::control/RRBSFPOEGJLV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:sa-east-1::control/BYZZFSUVEFIH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:sa-east-1::control/KJJGFQQDNIUG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:sa-east-1::control/LYIOTWAGDXPY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.1

• arn:aws:controltower:sa-east-1::control/DRLOIMLUYCCX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:sa-east-1::control/ZXYUZGHNGIGV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:sa-east-1::control/MUBQTISKSHFX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:sa-east-1::control/UBPMMEGVOIKQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:sa-east-1::control/YALXEHDSNCTD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.18

• arn:aws:controltower:sa-east-1::control/HYSDYMKJVUVK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:sa-east-1::control/SODGIROQYHNV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:sa-east-1::control/KCAXLPFZJXCU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:sa-east-1::control/OAIMBCJMFKNH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:sa-east-1::control/ONKVQCAHDMMG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.22

• arn:aws:controltower:sa-east-1::control/ZIKCBMBKOYQG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:sa-east-1::control/WGAKCUZZVTHP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:sa-east-1::control/PWFHIJDDFBFT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:sa-east-1::control/WAAVLKURPRRQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:sa-east-1::control/WWDYZRWIDTXW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.4

• arn:aws:controltower:sa-east-1::control/RZHJRUQRPWRV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:sa-east-1::control/HDDRWBVHAVWK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:sa-east-1::control/KLAQLDQDNQCO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:sa-east-1::control/BQHOIAHINFUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:sa-east-1::control/NDKTXPFKNJXF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.1

• arn:aws:controltower:sa-east-1::control/YQJNEMQSMPCG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:sa-east-1::control/KAABMIDGCLBK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:sa-east-1::control/PUKFRLSTCGTP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:sa-east-1::control/EYHIRCYXXFHZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:sa-east-1::control/UGSNUMXXOSJU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.7

• arn:aws:controltower:sa-east-1::control/BLCLCFXYBPRV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:sa-east-1::control/XIJRAJTVHCJI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:sa-east-1::control/GMLYQLDUQHXH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:sa-east-1::control/EYOPEGKZSTTF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:sa-east-1::control/ZBNPDNBGPNYX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.11

• arn:aws:controltower:sa-east-1::control/GMKHBZANUDII

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:sa-east-1::control/NXKTRBNXNLUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:sa-east-1::control/XZDSAKGUPOCB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:sa-east-1::control/WENBEBLVIRFQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:sa-east-1::control/LEZLNXWHNOBS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.3

• arn:aws:controltower:sa-east-1::control/NQYKUEVXJMTQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:sa-east-1::control/UZYVCOLSTZUL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:sa-east-1::control/WKWUMSNSAANN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:sa-east-1::control/YFMJMXPVFUKX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:sa-east-1::control/YZMEODWAHVDL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SNS.1

• arn:aws:controltower:sa-east-1::control/YYTATHJHTJHD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:sa-east-1::control/MFCJPYTVEGUW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:sa-east-1::control/XCTLDMBSISCM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:sa-east-1::control/PWIULRITCIKD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:sa-east-1::control/LNHSBYVRSTVG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.3

• arn:aws:controltower:sa-east-1::control/DQOIXCSNNCLV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:sa-east-1::control/ZGSGXXWGZYKA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:sa-east-1::control/LXFEKJNOJXFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:sa-east-1::control/UUWNUMSGTIYI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:sa-east-1::control/VUPWZBFWTBDM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.1

• arn:aws:controltower:sa-east-1::control/IHQTQRKAFULV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:sa-east-1::control/VYULRBMPXUKV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:sa-east-1::control/SXONJYJKZCIN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:sa-east-1::control/QARJZOGDUKDN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:sa-east-1::control/UXJNMZSDHBJG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.2

• arn:aws:controltower:sa-east-1::control/SRGTMUGMZWSS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:sa-east-1::control/MDUPXZAXTPRC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:sa-east-1::control/EVTLKICADRVX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-east-1

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED
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• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:us-east-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:us-east-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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Control identifier, ARN, and supported Regions

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CONFIG_AGGREGATION_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURAT 
ION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:us-east-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:us-east-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:us-east-1::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:us-east-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:us-east-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:us-east-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:us-east-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:us-east-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:us-east-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:us-east-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:us-east-1::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:us-east-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:us-east-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:us-east-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:us-east-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:us-east-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:us-east-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2
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• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:us-east-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:us-east-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:us-east-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REGION_DENY

• arn:aws:controltower:us-east-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:us-east-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:us-east-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:us-east-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:us-east-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:us-east-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:us-east-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:us-east-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:us-east-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:us-east-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:us-east-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:us-east-1::control/CWIZNCRIHXMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:us-east-1::control/THVNUTMFZVUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:us-east-1::control/EHSOKSSMVFWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:us-east-1::control/FIMWSVKNFANN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:us-east-1::control/CSLQUIKVRGVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:us-east-1::control/YNAHJMRFSATY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:us-east-1::control/LEGXJUSWUBYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:us-east-1::control/ECXYQKUETWKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:us-east-1::control/YALQWSJIMFVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:us-east-1::control/CDQLXCUGHCOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:us-east-1::control/KXQLGHLTDUKA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:us-east-1::control/JSKWYPYNUFBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:us-east-1::control/GDWPOPDDUXNQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:us-east-1::control/SIBMPUMBLODX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:us-east-1::control/LNAASCWIYQWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:us-east-1::control/LHUKYNEKRWTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:us-east-1::control/MVJMDOPCHBBJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:us-east-1::control/OLRACLXUGWDA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:us-east-1::control/GZBGBNOSJNHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:us-east-1::control/ZSHOABWRTUIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:us-east-1::control/UKYGXEVHJUTL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:us-east-1::control/GXOHAMKZZBEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:us-east-1::control/IMJNNSRJLUDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:us-east-1::control/JAZMSKNXGBDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:us-east-1::control/RROOJIJVZTCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:us-east-1::control/WTDSMKDKDNLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:us-east-1::control/XDNLXQXCMXXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:us-east-1::control/MKKANNMZZHNU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:us-east-1::control/JKSWKPYLWXBN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:us-east-1::control/WPBVZXCJPXBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:us-east-1::control/KSCPLCGJKGHW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:us-east-1::control/TTGXTDSTFUVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:us-east-1::control/RSBKBJHVWOCY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:us-east-1::control/QFQNQHNDSHBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:us-east-1::control/SFIAOWRGHFHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:us-east-1::control/YPZYCTALWZLK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:us-east-1::control/XCQMSOOMOOKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:us-east-1::control/EPNCREENAXLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:us-east-1::control/ZOBWKZJTOUFY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:us-east-1::control/DZJUTMXLWLMF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:us-east-1::control/AUDOYQMVIFSG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:us-east-1::control/SSXFCVHAAYDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:us-east-1::control/HTUKCDNXPVWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:us-east-1::control/ZHZBTTZMZYST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:us-east-1::control/UUBJSMHHQBTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:us-east-1::control/JIMFDEAQDWCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:us-east-1::control/EJNHNFZRAMFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:us-east-1::control/YEHYWYAUIQHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:us-east-1::control/RBXKQFZQEPSP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:us-east-1::control/OJSTETVYFKHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:us-east-1::control/WEEZOKNMKWFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:us-east-1::control/EMIZNBUBWZST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:us-east-1::control/SBKTBSUWMKEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:us-east-1::control/JSRQEOOLHCHQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:us-east-1::control/TZMIGTNDHQVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:us-east-1::control/ORQVPINRLMOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:us-east-1::control/THVIKWXJQCEB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:us-east-1::control/ARZAKWMXVIVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:us-east-1::control/OIZVLCBZARKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:us-east-1::control/AVPWTCQJVZFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4978



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.1

• arn:aws:controltower:us-east-1::control/NOTMRPTQNRAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:us-east-1::control/VAWEVAFBTTYX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:us-east-1::control/USZSBVLKBFJW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:us-east-1::control/QNDKUCEIGRNB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:us-east-1::control/FZSUCEEYAPWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:us-east-1::control/MQKNFAXJGETK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:us-east-1::control/EKBEHJFEWPMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:us-east-1::control/MALASTZISXPG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:us-east-1::control/FPFKOPOEZRST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:us-east-1::control/TOHTLYNBKVYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:us-east-1::control/ULWNHDAVXSWD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:us-east-1::control/CVFETGCJNKXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4981



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.20

• arn:aws:controltower:us-east-1::control/PDFDBIRUZZZM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:us-east-1::control/VVDNPMRRUWKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:us-east-1::control/KFDQQXDMBXXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:us-east-1::control/DUQKORYIWJYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:us-east-1::control/THHTKPOPPVGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:us-east-1::control/TORIRIQKVTCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:us-east-1::control/SZOFEUATQICK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:us-east-1::control/CUDBAEGSAETL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:us-east-1::control/QYNBJXVUADDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:us-east-1::control/XFNEYNNZPTGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:us-east-1::control/XGEAULNJZNVE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:us-east-1::control/GHSJTKXFXHRH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:us-east-1::control/NNHGIDDKHHWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:us-east-1::control/ROQSXWNZWNSL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:us-east-1::control/QXNBGIPKJBEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:us-east-1::control/MOWSMMNGTNEJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:us-east-1::control/RKDZMSUYQTHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:us-east-1::control/MHZENEKNVRDM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:us-east-1::control/SIJXAEJNCZRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:us-east-1::control/FKKIKNEMQIMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:us-east-1::control/AMSZNQJFMYFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:us-east-1::control/BYFWXRYSYXBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:us-east-1::control/GFAVSWYHDTND

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:us-east-1::control/YAGJMMJCIQDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:us-east-1::control/WLNVQYRKIGTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:us-east-1::control/JTWWGRQVPNPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:us-east-1::control/KXUMGTKTEKZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:us-east-1::control/KKVIYLEZFGKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:us-east-1::control/ULWRYYUOYETK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:us-east-1::control/WBFBYCXMVAQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:us-east-1::control/ZYMOIFNKNWKL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:us-east-1::control/KHOAPVGNWCGL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4989
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:us-east-1::control/PRNLSSJXSYHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:us-east-1::control/MWVHFZSZZTIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:us-east-1::control/LUPKJZXBMHBK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:us-east-1::control/SJSYMXZGBOAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4990
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:us-east-1::control/FQLTUDZMHLVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:us-east-1::control/GHMQDSHZXXZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:us-east-1::control/DJUCYGQVENZF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:us-east-1::control/TMNYCDENFCPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4991
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:us-east-1::control/CGCIUYTOZICW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:us-east-1::control/SEQKNDAZBENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:us-east-1::control/DDRMDDRSTNIU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:us-east-1::control/AQYLHRCHTYFH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4992
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:us-east-1::control/JVOEMQJALNEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:us-east-1::control/SOCNUAYXONKJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:us-east-1::control/RZVUTRWTVEUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:us-east-1::control/HUFENJFLXLUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4993
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:us-east-1::control/INJPMXMBQMRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:us-east-1::control/WWSARQYKGSTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:us-east-1::control/YYKNHLJGCTZX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:us-east-1::control/VCZFJEAUAWLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4994
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:us-east-1::control/ESMQBBSNPPBL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:us-east-1::control/TWNOUSHMRFWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:us-east-1::control/VLCKSWJHUUNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:us-east-1::control/ZVVUGGRKPSNF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:us-east-1::control/XZMJRFQFABFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:us-east-1::control/ACYJDQTSIBRW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:us-east-1::control/CWXBBUJAKHIY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:us-east-1::control/OQYKDUWYEOIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:us-east-1::control/OJRPUPOEBOGC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:us-east-1::control/CGKQCHLVDEIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:us-east-1::control/RBBMAHVKFUYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:us-east-1::control/QNPZCJDNGGSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:us-east-1::control/VKFEQPOWCEQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:us-east-1::control/WPCRZFUMPUYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:us-east-1::control/HDYIPPMSWZOU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:us-east-1::control/JMBMAKMUHMKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4998
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• CT.IAM.PR.2

• arn:aws:controltower:us-east-1::control/PNOCTMYIRAQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:us-east-1::control/XJWBVKPDALLC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:us-east-1::control/BGEGSPWZQGHE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:us-east-1::control/CCMOVWIXYLYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-1 4999
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• CT.KINESIS.PR.1

• arn:aws:controltower:us-east-1::control/HUIOKNICCRBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:us-east-1::control/VULBAJMYDWHA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:us-east-1::control/IIDRQWFYOWSP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:us-east-1::control/SILIQXPGEMKZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:us-east-1::control/AYTIGCDZPGRX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:us-east-1::control/EDFRUURKIQUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:us-east-1::control/XBWZIXUBHKFI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:us-east-1::control/EBMKZKSDVMWL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:us-east-1::control/YTRCMNLDOMIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:us-east-1::control/QRQARDFSDXIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:us-east-1::control/GFCPWDHPFTHD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:us-east-1::control/BVIJMEJXIWAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:us-east-1::control/XOXGPFEWMXYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:us-east-1::control/KHFBNSFLXLFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:us-east-1::control/UZMMJBJQMQZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:us-east-1::control/DHHUNDPLAEDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:us-east-1::control/ZODWNFXUUYOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:us-east-1::control/MQQZTEMPUGWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:us-east-1::control/VHAFXJTXTQMY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:us-east-1::control/SQQDZTSFFFIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:us-east-1::control/PZUJVIDWDHOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:us-east-1::control/JBVFPCBYGPJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:us-east-1::control/VVYTTDIRYZIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:us-east-1::control/AULKJOKXSVDI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:us-east-1::control/ZVGXWMKLNOCT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:us-east-1::control/ONFZFWFIMSQN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:us-east-1::control/NRKJRTZHJLPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:us-east-1::control/MOWFCDWVPVGY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:us-east-1::control/SXRZLKJBMDWS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:us-east-1::control/PQSYWADLSXIQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:us-east-1::control/OFYAEXYSCBOV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:us-east-1::control/YDTWTSMHHQET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:us-east-1::control/RIIBJUAGRIHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:us-east-1::control/AASJRFPGBVMO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:us-east-1::control/LSGSWJZPSQLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:us-east-1::control/GDSONMYFZRLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:us-east-1::control/SFXALXZDGECS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:us-east-1::control/GXAUYPCLBCBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:us-east-1::control/QFQQFHUFYOKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:us-east-1::control/ULWLGPROCXUE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:us-east-1::control/VTLIUXDAVRDR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:us-east-1::control/HLPMHXZUFAMP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:us-east-1::control/JSTNMTMFRKGO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:us-east-1::control/KYAFRIXOLJCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:us-east-1::control/AIBFRQCHGJOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:us-east-1::control/YZEZWADHNHLT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:us-east-1::control/OHXMUXUWTJTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:us-east-1::control/KHZCMYXGFVCV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:us-east-1::control/CIPCPCUPIFSX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:us-east-1::control/TDLAWEVSVJFW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:us-east-1::control/SBVAEBQZFXKJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:us-east-1::control/UDBQCAZJXEAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:us-east-1::control/YPJCCMKZJPTP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:us-east-1::control/WHWIIFCOKJQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:us-east-1::control/BIMBKOKMEZXP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:us-east-1::control/FYVNKTVAUTPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:us-east-1::control/SHNJOPQEZHOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:us-east-1::control/HMGIGLGDRMZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:us-east-1::control/OURUAERHLOFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:us-east-1::control/MQISZILRTSFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:us-east-1::control/MDWFCNUYEZKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:us-east-1::control/EITXJLKFTQDP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:us-east-1::control/RPMTGTPXFHVA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:us-east-1::control/PWBOAFLALALP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:us-east-1::control/GFMSMJAELTVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:us-east-1::control/JURZAEDZNDKU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:us-east-1::control/EKWKLGPDQJLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:us-east-1::control/OJOUVLIKPVKB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:us-east-1::control/CLDYWYXSBRPJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:us-east-1::control/TPFQEAXLBPUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:us-east-1::control/BOMCHCSYCWLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:us-east-1::control/HTFNRVTOKZFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:us-east-1::control/QWKDSRVLGQJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:us-east-1::control/UNSIZPXYZKNF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:us-east-1::control/HQQCINNCIEGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:us-east-1::control/EFJRJBUAWLRY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:us-east-1::control/QETNOOVEKOPL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:us-east-1::control/RDSPGIJXTCPR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:us-east-1::control/YKEAYOGIETJW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:us-east-1::control/VVOXNJWWCUTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:us-east-1::control/TIGRGIIZLNWY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:us-east-1::control/RSYQCHSJXMVQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:us-east-1::control/MVWDSPIZQQOJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:us-east-1::control/XSJEOQVHQNRS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:us-east-1::control/XTYTGDHUVKCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:us-east-1::control/EXRBSBIPFHWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:us-east-1::control/YRDLVNFRHKTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:us-east-1::control/HOHCXWHXKJEM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:us-east-1::control/AZDYETJYRMPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:us-east-1::control/EUDRJBCNBNSX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:us-east-1::control/KQMZJOTZIIXZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:us-east-1::control/QUYPCYYEALDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:us-east-1::control/WNDCHAPIOWPX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:us-east-1::control/YBVXNKBMJYZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:us-east-1::control/IIICSISZKWBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:us-east-1::control/EXSYSTLXGVRE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:us-east-1::control/KQIDXVAURPNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:us-east-1::control/YCXCEZLFPPEZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:us-east-1::control/NXBXUFEBMYSV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:us-east-1::control/BFRWUSCUMZGR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:us-east-1::control/HOQUZBNWPSKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:us-east-1::control/WHMAMEUKIFGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:us-east-1::control/JBIFAREFXJYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:us-east-1::control/RARWRIGRBHPM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:us-east-1::control/BHEGKQAMVASL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:us-east-1::control/DIPWBOCJUTTO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:us-east-1::control/FQEZXYFKDEXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:us-east-1::control/UNASESNVHVZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:us-east-1::control/EVTLDFVJREHX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:us-east-1::control/XEONMNFZMEEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:us-east-1::control/BUWSNZUCOYKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:us-east-1::control/MBCMJMZJGPLS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:us-east-1::control/OESYMJROOXEJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.1

• arn:aws:controltower:us-east-1::control/OOTDCUSIKIZZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:us-east-1::control/MNPVCMDMYSLZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:us-east-1::control/OBBBFBBHDUVX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:us-east-1::control/SJEXUSOXPSPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:us-east-1::control/IDZLZNCEBCDN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:us-east-1::control/UBJNIPLJAUPP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:us-east-1::control/RGZSRLZYXNAM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:us-east-1::control/RYAEGDBVVSEZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:us-east-1::control/PCPTBIXTYLEG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:us-east-1::control/MABMXMDUIFUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:us-east-1::control/ZWORVQKMSSVN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:us-east-1::control/WPQFDZGIKXEN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:us-east-1::control/HHCYIDJRAZNC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:us-east-1::control/IKDSUOXJFKTR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:us-east-1::control/BTMIFVPUSJBQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:us-east-1::control/VEIRXQKRRWAP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:us-east-1::control/QVGJOLZXDNNY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:us-east-1::control/JSPHSKFGKKQC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:us-east-1::control/TCMJVYRGWMOM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:us-east-1::control/RRKYSCJXWUGL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:us-east-1::control/MSSQQOYZRTEE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:us-east-1::control/CYXBBWCLPWPU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:us-east-1::control/IKRQWXXPRIUG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:us-east-1::control/SNJCJYKNUBTW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:us-east-1::control/PSTQZTBWYCPR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:us-east-1::control/HQVCCVHGQAZB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:us-east-1::control/KMMZLEUZMTDU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:us-east-1::control/TJKXNFIKOWSN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:us-east-1::control/CHJUKRWBZZZI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:us-east-1::control/ZMVACKXBQOZS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.1

• arn:aws:controltower:us-east-1::control/XQGJDGQQKGCR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:us-east-1::control/ITCPEFZTGHOG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.3

• arn:aws:controltower:us-east-1::control/IMLSFCKTXCBG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:us-east-1::control/FKQAQCYRILAK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:us-east-1::control/VAUYZRKDCKOY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.15

• arn:aws:controltower:us-east-1::control/RJQGGVJZEBLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:us-east-1::control/LITUIAJFCNLG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:us-east-1::control/ODNGXSKYGCAN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:us-east-1::control/BKEEVLXJOIZI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:us-east-1::control/KTVMUAUBZNOK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.2

• arn:aws:controltower:us-east-1::control/CBXAVYGTSXPR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:us-east-1::control/SYKJWOLYPQAG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:us-east-1::control/AVYCVZQFCQNU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:us-east-1::control/DKOGNVMOVXDM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:us-east-1::control/RHHFSXUVOLEM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.25

• arn:aws:controltower:us-east-1::control/YCRFUQNWQGOU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:us-east-1::control/GPEXDJMATYQR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:us-east-1::control/GTXSQEJWOBFI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:us-east-1::control/BEEYZGSRRAZM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:us-east-1::control/AIOQAEVYZWFE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.8

• arn:aws:controltower:us-east-1::control/RZXGVSCOVETI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:us-east-1::control/MINKVOGPJARR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:us-east-1::control/OZQOTZVQZXUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:us-east-1::control/ASKLTEEGJOIL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:us-east-1::control/UDDDYEJAYHXP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.1

• arn:aws:controltower:us-east-1::control/OPQLRHGSJJBU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:us-east-1::control/WWVYZKSEXPPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:us-east-1::control/LWIVFPXZOSHV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:us-east-1::control/JCFLSLPRFWPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:us-east-1::control/UFYTWRSCKNKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.4

• arn:aws:controltower:us-east-1::control/ZTDLFKNABSTB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:us-east-1::control/KPIETXSDELVX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:us-east-1::control/LJCQVFMBPQAV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:us-east-1::control/DAAYOZMUFPOA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:us-east-1::control/AKKPASMFZEGR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.3

• arn:aws:controltower:us-east-1::control/YLSKXEGSHZFO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:us-east-1::control/IINULENBTTWX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:us-east-1::control/QSXPJMVUGBWI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:us-east-1::control/RDAUUJAGICFK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:us-east-1::control/FVCVSQHZTIZT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.12

• arn:aws:controltower:us-east-1::control/ZLQPMXHBILJA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:us-east-1::control/KXYVYWSAVBJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:us-east-1::control/YFWVKLAFIBUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:us-east-1::control/CDLXUWUBOOTY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:us-east-1::control/FWOYTUVWHEYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.4

• arn:aws:controltower:us-east-1::control/HBTZGRURMOKM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:us-east-1::control/RRDKKWVTNZOH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:us-east-1::control/SYVZPNNPLEGU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:us-east-1::control/WHVUNZVVTRSQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:us-east-1::control/BORGQLJMFKKU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.9

• arn:aws:controltower:us-east-1::control/LYMRJYHLDSDO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:us-east-1::control/PPNNYFOYSBQX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:us-east-1::control/IFSMMPPVKOTA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:us-east-1::control/NKJEYRKBJVFV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:us-east-1::control/QCHIJWURAOYF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.3

• arn:aws:controltower:us-east-1::control/QYNCJNDFTBXE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:us-east-1::control/STVVHFHXKVQM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:us-east-1::control/MMCPMMUFJIYU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:us-east-1::control/RVPSMUYBMOHQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:us-east-1::control/BHBTVOFTLCSB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.8

• arn:aws:controltower:us-east-1::control/FZIUYKFDZJIO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:us-east-1::control/HFVMYSGPEYDN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:us-east-1::control/CIYPAZNJKRRG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:us-east-1::control/CVKWOZJRGJWS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:us-east-1::control/HHVKNVANXXAA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.1

• arn:aws:controltower:us-east-1::control/GQRKBUMEATXJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:us-east-1::control/CKRCAIBXILFK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:us-east-1::control/HQVLATIMVODA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:us-east-1::control/ZEJBJAESPURY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:us-east-1::control/MLZMKASTNAMJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.5

• arn:aws:controltower:us-east-1::control/JZAYNLETVJSZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:us-east-1::control/YXQAYRGZITSE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:us-east-1::control/YJDQWPMKBQWV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:us-east-1::control/DYZBFPIWFDCI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:us-east-1::control/ZYVSVOFNLTNG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.2

• arn:aws:controltower:us-east-1::control/QNVYEARPCKHY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:us-east-1::control/CKCEVZPVWRJV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:us-east-1::control/KCRHFJYLWGRJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:us-east-1::control/LKIISYYCVINO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:us-east-1::control/SRLPVJHNHYTD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.2

• arn:aws:controltower:us-east-1::control/IOGKXEBDRDUW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:us-east-1::control/PEKUMESILPFW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:us-east-1::control/MHEKRUMWQLBJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:us-east-1::control/IOJURKAHDJMK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:us-east-1::control/JDWPBMAQOJIU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.MSK.1

• arn:aws:controltower:us-east-1::control/ZCBBRHHIQTGB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:us-east-1::control/ERKIRHGBAAOK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:us-east-1::control/NZSQQKEQDXLV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:us-east-1::control/SBCVFDUYGKYV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:us-east-1::control/KYVCQZLJTYAV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.5

• arn:aws:controltower:us-east-1::control/ZYAJHMJFHKWJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:us-east-1::control/FUHJOTQRVJKS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:us-east-1::control/QUQXKRSLQMMU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:us-east-1::control/VVPIJUDOURCA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:us-east-1::control/DAEZMRPYHWWW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.4

• arn:aws:controltower:us-east-1::control/HGOJKKYHHZHX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:us-east-1::control/BATNHYBOOGVK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:us-east-1::control/KMTLZUHSLMDH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:us-east-1::control/IHCAIGKUVWBB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:us-east-1::control/GABXYPFSQLCM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.3

• arn:aws:controltower:us-east-1::control/DPIEOZVOOBXD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:us-east-1::control/GADHHKSJUALK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:us-east-1::control/WAOBYBQZJHTA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:us-east-1::control/UHLKIWWGXHHO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:us-east-1::control/TMJKCOOOPZDS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.8

• arn:aws:controltower:us-east-1::control/OEGCJFDHPGEM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:us-east-1::control/UWMYPVTQGECU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:us-east-1::control/QKWGQNGCDPYW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:us-east-1::control/IFMREHTYREKZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:us-east-1::control/SMFUECIOXWRX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.13

• arn:aws:controltower:us-east-1::control/GUYPLHFGVYSR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:us-east-1::control/WEBMACIXPMUV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:us-east-1::control/DTZXJLHKFLEJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:us-east-1::control/PXYEQHPGSBAU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:us-east-1::control/NXPQTLYAEZFF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.2

• arn:aws:controltower:us-east-1::control/WDBVVIVSLRNF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:us-east-1::control/BZKHLGWSEYGS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:us-east-1::control/LSOCQKOMTNUV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:us-east-1::control/APIPOBXRVOAY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:us-east-1::control/YMXSTCEYXBPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.25

• arn:aws:controltower:us-east-1::control/BBSLGPRKDCNJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:us-east-1::control/DROQPQLJBTES

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:us-east-1::control/VGWJZZHSYIBM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:us-east-1::control/BZBLCONTBAMD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:us-east-1::control/WAIDVEUJUPWI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-east-1 5058



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.RDS.6

• arn:aws:controltower:us-east-1::control/CQFNSAHGKXYR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:us-east-1::control/OHXOGCEUBHHF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:us-east-1::control/BCVVFPDGVISN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:us-east-1::control/QGVYRDNRLLPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:us-east-1::control/NMNBPYCIYIAW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-east-1 5059



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.Redshift.2

• arn:aws:controltower:us-east-1::control/GJLYVQTNPXNP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:us-east-1::control/UGPCVGZGVGBN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:us-east-1::control/TKSZMFLVELUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:us-east-1::control/EFKEWIIFDJEZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:us-east-1::control/DGHUXCTZEDYI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.9

• arn:aws:controltower:us-east-1::control/SMGEELXNDBKM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:us-east-1::control/XKHROGVFBBHP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:us-east-1::control/YXSHBLNRJEIL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:us-east-1::control/NMYTVSNCIAIE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:us-east-1::control/BKLSQSHMCKWE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.13

• arn:aws:controltower:us-east-1::control/UDFSBDLMCKHG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:us-east-1::control/HAATLCRYJXSX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:us-east-1::control/EUQZPHPTYCGS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:us-east-1::control/OXQICLGDWVUS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:us-east-1::control/QPIQHVFRBWEY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.6

• arn:aws:controltower:us-east-1::control/KTMNKSWVOVXN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:us-east-1::control/BPQJQKFITSWH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:us-east-1::control/QMWZZISJNGVG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:us-east-1::control/DXZDOLIUCILU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:us-east-1::control/UJGAATDFQPEB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SQS.1

• arn:aws:controltower:us-east-1::control/AQPZJAICUMOX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:us-east-1::control/LYPKGNLPNWHL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:us-east-1::control/RDSQHZJJNJDY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:us-east-1::control/KBRZYOMGLHXE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:us-east-1::control/QPOQERPDKUUL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.1

• arn:aws:controltower:us-east-1::control/RKGYZUOFZLRQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:us-east-1::control/PMUACTTBWUIR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:us-east-1::control/FLKLKRSKSRQR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:us-east-1::control/NVINDDWBCJID

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:us-east-1::control/WMGPNBVAGVFK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.3

• arn:aws:controltower:us-east-1::control/QQURRKYALIYF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:us-east-1::control/SWGHBAYWQTEU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:us-east-1::control/KBBIQTAMWCXK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:us-east-1::control/HMAUVMDCZUKN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:us-east-1::control/KONSORMMHUGB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.4

• arn:aws:controltower:us-east-1::control/EDXGDDVAPQUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-east-2

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED
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• arn:aws:controltower:us-east-2::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIB 
ITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:us-east-2::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:us-east-2::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CONFIG_AGGREGATION_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURAT 
ION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PRO 
HIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:us-east-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:us-east-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:us-east-2::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:us-east-2::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:us-east-2::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:us-east-2::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:us-east-2::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:us-east-2::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:us-east-2::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:us-east-2::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:us-east-2::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:us-east-2::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:us-east-2::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:us-east-2::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:us-east-2::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:us-east-2::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:us-east-2::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:us-east-2::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:us-east-2::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:us-east-2::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REGION_DENY

• arn:aws:controltower:us-east-2::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:us-east-2::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:us-east-2::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:us-east-2::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:us-east-2::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:us-east-2::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:us-east-2::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:us-east-2::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:us-east-2::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:us-east-2::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:us-east-2::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:us-east-2::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:us-east-2::control/SOEEZVLQQMBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:us-east-2::control/XRIIZCMYLTPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:us-east-2::control/MQXZJKMXOREU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:us-east-2::control/DZDLWPOKGTPI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:us-east-2::control/ZZRGCTUQTBPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:us-east-2::control/KRLMXVLLTUAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:us-east-2::control/GCVCIFYYIDDI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:us-east-2::control/BCZEGAHHZSII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:us-east-2::control/IUACTSJITYIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:us-east-2::control/MMGMSISTUNPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:us-east-2::control/PEPMJSRRAZXC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:us-east-2::control/RGSLGMUEQOXS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:us-east-2::control/CLWUEYFLOCEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:us-east-2::control/GEXGKIOWZMFF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:us-east-2::control/BNBFJQSJJIFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:us-east-2::control/IBUFUPGANKZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:us-east-2::control/DUYNJIVJYYES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:us-east-2::control/DUAMDOAQRDMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:us-east-2::control/FIAZHJHSVVLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:us-east-2::control/XDFSVFABUXJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:us-east-2::control/WMWBOCEROGJK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:us-east-2::control/RHEYJDCZKXSD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:us-east-2::control/SBFDHQUFTINU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:us-east-2::control/CBEYLWICUQCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:us-east-2::control/ITCMHPPHFUUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:us-east-2::control/FMBVJTKQAEAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:us-east-2::control/IQSRCUCSGFPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:us-east-2::control/WCTTAHVMYDLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:us-east-2::control/FRBHAAKLXVJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:us-east-2::control/MLHMBKFPSZQT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:us-east-2::control/RFNNWXVMUBPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:us-east-2::control/BCDVICOTHADR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:us-east-2::control/EMCHZAZDZNVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:us-east-2::control/LQDIOWJWUTSM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:us-east-2::control/ZQXCMIVMKIAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:us-east-2::control/KQTKKFCMSTJR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:us-east-2::control/HXXCDBIITXOE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:us-east-2::control/CTXDBBKXWFYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:us-east-2::control/XFIDQGGGOMTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:us-east-2::control/NKNKEKYMHFHH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:us-east-2::control/OOPJJACQOFUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:us-east-2::control/RAMYQIPCOQPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:us-east-2::control/KZLHFSHUXRWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:us-east-2::control/UEXYNAIAHTWI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:us-east-2::control/XFOXFWKOUFVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:us-east-2::control/XMPGGVRADHWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:us-east-2::control/QFRBXZNMGMLD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:us-east-2::control/UCDPZLBJEGBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:us-east-2::control/PTLLPJYJYUZQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:us-east-2::control/XELBXZJFBGYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:us-east-2::control/ARXGHZDJMVEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:us-east-2::control/PWENJMKYDFLI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:us-east-2::control/XOLXWDXOTSDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:us-east-2::control/OUEBONYIBDEN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:us-east-2::control/VSDWQVWSEVHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:us-east-2::control/RAJOOXRIMDFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:us-east-2::control/AGSEOYNXOSRK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:us-east-2::control/ZIBRJZXDXMYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:us-east-2::control/MMOPKUVAJYZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:us-east-2::control/GLNZIQOIDTES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.1

• arn:aws:controltower:us-east-2::control/SMAKVTVJEPXO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:us-east-2::control/ZXUWTNZZOQUI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:us-east-2::control/GAJQJEHKYENL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:us-east-2::control/IFRKPJEDMUUU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:us-east-2::control/ANUKCTRRCCFE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:us-east-2::control/VMCVOKHAOFHC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:us-east-2::control/LOEXLMDALOIF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:us-east-2::control/YPFNZAUCHUGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:us-east-2::control/LVAJMRVLKXVW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:us-east-2::control/XBDTGEMIMJYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:us-east-2::control/WHXHNBCLHZVK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:us-east-2::control/HFMYOOXSTPVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:us-east-2::control/OLCBWHURMETT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:us-east-2::control/PZRWTPBHWDVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:us-east-2::control/UZFYNYFHIKDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:us-east-2::control/OEYVCMVLVIAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-2 5101



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.EC2.PR.6

• arn:aws:controltower:us-east-2::control/FAQMZVDILTRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:us-east-2::control/KWFITNUSNTWO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:us-east-2::control/KUQMAGPMTIYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:us-east-2::control/BOOVPDGTDMMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:us-east-2::control/DGXVMBTZVZON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:us-east-2::control/JRCJLYEUWEAR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:us-east-2::control/QFUMDYUVOKNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:us-east-2::control/YTABBDOBIHED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:us-east-2::control/BEIPHXRJNBTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:us-east-2::control/BXTIHYDLSFUP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:us-east-2::control/WUAWJINPVBIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:us-east-2::control/QKPSFRNOERPV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:us-east-2::control/ARYALUPZXERR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:us-east-2::control/MYSVOZBSJPIT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:us-east-2::control/KRBXESUGGRWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:us-east-2::control/YMJJJSFOHTFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:us-east-2::control/PDBTCIAMJJFJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:us-east-2::control/KERIBBICUEGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:us-east-2::control/QHAHUINVTWCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:us-east-2::control/MGBLOFCADDWF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:us-east-2::control/YIGLAGAFXXJO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:us-east-2::control/WXRVLDXHYTSD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:us-east-2::control/IPDXJYKWODXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:us-east-2::control/RTPJRDPZWEHJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:us-east-2::control/EFALHMKKXWXM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:us-east-2::control/DYHEOMIUQFIX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:us-east-2::control/TINBDMQQLKET

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:us-east-2::control/SZITQJZTSCDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:us-east-2::control/CEUMAASLVCGZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:us-east-2::control/PYAJVGNSTRBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:us-east-2::control/URUJVBVXOUMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:us-east-2::control/VMDJUBBWADIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:us-east-2::control/QOMUCVTCNKUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:us-east-2::control/ZHDBZRDJKKGN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:us-east-2::control/DKAGZNZTYESP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:us-east-2::control/FHWOIKXTZJBA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:us-east-2::control/JPTNJBASRLLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:us-east-2::control/SNODOXMTPKMM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:us-east-2::control/GHUIRLEMFQOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:us-east-2::control/ZHNDMAPIBQBP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:us-east-2::control/BIBZKVASTJJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:us-east-2::control/BWCBIWTTHMBA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:us-east-2::control/XMIEWIVADWDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:us-east-2::control/LAZXTTJXNZWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:us-east-2::control/DOVONHQVOITW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:us-east-2::control/XRLOSBAPFQJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:us-east-2::control/ARGINPIXWOQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:us-east-2::control/JLZRGIKJAFUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:us-east-2::control/DWNVOOZNWBZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:us-east-2::control/XDTTHNUPIHNG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:us-east-2::control/WORKYXIAEEPY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:us-east-2::control/GIZOETCRSJGJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:us-east-2::control/DEDMSNGUSHRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:us-east-2::control/FJIEEFHBKMEI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:us-east-2::control/JQWTMKADKIQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:us-east-2::control/NYJAEPPDXSFP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:us-east-2::control/BZAIVZYIGBEA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:us-east-2::control/YHCUCJSGQFXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:us-east-2::control/UNMATKWGXVEF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:us-east-2::control/PILEMYYHTDXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:us-east-2::control/EHLZOFIPQELW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:us-east-2::control/TCWRJOJCLVFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:us-east-2::control/PYNXRWWBWDCV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:us-east-2::control/VRYGYLBERJDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.2

• arn:aws:controltower:us-east-2::control/FOZZURSEEIOC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:us-east-2::control/UFUIAVAHEMXT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:us-east-2::control/WDSXAJOAVHZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:us-east-2::control/ONHYGFQYMLZS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:us-east-2::control/ULXLVVUVXLRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:us-east-2::control/JDPLYYQWRCOA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:us-east-2::control/HNCWLRMVGELD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:us-east-2::control/GNVSURRRJVKK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:us-east-2::control/MDJDOZYAMSKL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:us-east-2::control/PIMGRCBQFIYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:us-east-2::control/YAVUHKMTPUVH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:us-east-2::control/ZZHXODITMASY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-2 5120



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.KMS.PV.5

• arn:aws:controltower:us-east-2::control/FMPHLDLKZSVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:us-east-2::control/LWZCUGNXNQEI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:us-east-2::control/COUMHGZRQFCF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:us-east-2::control/HEQUKYBHEVKM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:us-east-2::control/RNARZBOWKHIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:us-east-2::control/KLURUNQRSOTC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:us-east-2::control/KOWWBEWWDHEQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:us-east-2::control/AEVUGRANQIIR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:us-east-2::control/KFAOIVPALKDH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:us-east-2::control/ZTCMAABBQGAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:us-east-2::control/SBNYXMCPJYYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:us-east-2::control/NVDOZWNUFIAS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-2 5123



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.MSK.PR.2

• arn:aws:controltower:us-east-2::control/XVUHNEQBVNVW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:us-east-2::control/TIXURCHHVCLB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:us-east-2::control/HHYQQNQRWPTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:us-east-2::control/ZHXCJVNWNCCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:us-east-2::control/DUNNSUBEGAMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:us-east-2::control/JDYGXWIKJYDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:us-east-2::control/GGCHHGUQKXAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:us-east-2::control/GGCHBPSTREXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:us-east-2::control/IWTSVOSLDTBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:us-east-2::control/QCOLRTHQOZKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:us-east-2::control/KMIMXOHJDVNW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:us-east-2::control/BYVZATKHREIJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:us-east-2::control/ZKJKSTRBBZVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:us-east-2::control/QZXAALUVUXXP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:us-east-2::control/XEOVAXSGANOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:us-east-2::control/JXKVVKUICIVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:us-east-2::control/USTIOXRNYFAV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:us-east-2::control/JKMVKOYUMAPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:us-east-2::control/DYLEDFCOIYCR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:us-east-2::control/WICEUAFLUNHP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:us-east-2::control/XEVFCYEQTVVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:us-east-2::control/UTXSXANDROVO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:us-east-2::control/ZJCUTJIJOESN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:us-east-2::control/LVNKFQFKMTWR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:us-east-2::control/LXDACFXTMIOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:us-east-2::control/AIOOYWFODGTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:us-east-2::control/WJYDNSSTJUZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:us-east-2::control/CZMXNAENBDTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:us-east-2::control/CPBJPVIEHMMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:us-east-2::control/MIIGPMTVJKED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:us-east-2::control/QPGIONOVKEPL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:us-east-2::control/WGTGNSNVQASQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:us-east-2::control/LMAWCCZTMZMW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:us-east-2::control/LMBFAGECJTQZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:us-east-2::control/BRRGKLOMCWFQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:us-east-2::control/DBQOQVLCRDJL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:us-east-2::control/XKWPQGYZXAMK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:us-east-2::control/KRKPUXQSNVYD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:us-east-2::control/QWXNKLRWSHXQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:us-east-2::control/UPOYGSXRLXUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:us-east-2::control/HRHVMSEIAPUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:us-east-2::control/IPSTNJIEWMCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:us-east-2::control/SUICXVEFWGTF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:us-east-2::control/OULNFNUJHYOY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:us-east-2::control/TENQAWFTXMFK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:us-east-2::control/MAIRETSDAVZB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:us-east-2::control/UOTNWAOXMKFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:us-east-2::control/DFWHSEDVILEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-east-2 5135



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.28

• arn:aws:controltower:us-east-2::control/DWDVZTVDTCHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:us-east-2::control/HPWWSBOVPXCJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:us-east-2::control/AHXQWQFGSIMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:us-east-2::control/LYXIMVCMGVYH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:us-east-2::control/ERWYFDVEMQSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:us-east-2::control/IPSVYZXQYJLE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:us-east-2::control/WKLWHFDYGDIM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:us-east-2::control/GPJEVOVWCHSF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:us-east-2::control/ZFQDCNLBJOYT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:us-east-2::control/LUAEZZMOLTOL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:us-east-2::control/RRSNGKZVNEYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:us-east-2::control/LGKVXBCGWVHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:us-east-2::control/BUXRPTPENLDJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:us-east-2::control/XXNRIFUPYIEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:us-east-2::control/GNIRCUDXTGIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:us-east-2::control/QLHEQGBWIYUX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:us-east-2::control/KEUUEIKIJQLO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:us-east-2::control/ALDUSRLWSQYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:us-east-2::control/AOSGZRUCDETW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:us-east-2::control/FKMTMPNCBGTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:us-east-2::control/WOZMWZTCVLIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:us-east-2::control/QTKNBUWIZPYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:us-east-2::control/REMJCAKGXTVB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:us-east-2::control/FHMUCMMRQQOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:us-east-2::control/NMQZFXOBMETI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:us-east-2::control/NBXPLAFUPVPO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:us-east-2::control/QOSGJSIWYQBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:us-east-2::control/SPSBPNJTBZZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:us-east-2::control/XACDBPRGTLYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:us-east-2::control/EQNXZOTUEHEL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:us-east-2::control/BILKEGTPYTLO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:us-east-2::control/GJVQQNCVKMEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:us-east-2::control/MDQQIVONAGJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:us-east-2::control/LSZZWCFWWEBV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:us-east-2::control/RXJEPAOSCUYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:us-east-2::control/CUOQMOAQVWNG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:us-east-2::control/VXVKISEMRURZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:us-east-2::control/UYFKJEOQVEWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:us-east-2::control/BOCYBRNEMMGS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:us-east-2::control/VDXLZKVLPFSH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:us-east-2::control/TESBXHDTYCVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:us-east-2::control/JWKJRMTPQGYL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:us-east-2::control/JLKGLZGUQJYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:us-east-2::control/WXFMEFMVTLUM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:us-east-2::control/NJCVUUULHBNH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.1

• arn:aws:controltower:us-east-2::control/YJANVDFZSBQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:us-east-2::control/KPORKNTFQENX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:us-east-2::control/TSNMTDBRWMPT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:us-east-2::control/MEGBFCTBLAPY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:us-east-2::control/KTVOXDKUCOLS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:us-east-2::control/UQEZDQFEKINS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:us-east-2::control/FBDMHIKAKXYQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:us-east-2::control/DDPIKWUQKYYH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:us-east-2::control/OSEDLYFBZHCJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:us-east-2::control/CDSTYMRKVGCQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:us-east-2::control/JQMVONDOPRIM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:us-east-2::control/ZBMNAYFPMEZY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:us-east-2::control/SHYROJUETSEF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:us-east-2::control/EMOKDNJXDAOB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:us-east-2::control/GMGXVALLWEBA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:us-east-2::control/KKACTCVDRBMF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:us-east-2::control/HLVWEDLVEUES

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:us-east-2::control/KVDJVCPPNKRF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:us-east-2::control/JAYTWZHKWRNB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:us-east-2::control/PQRKRAZHNQGQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:us-east-2::control/ZLNHKOHADVEF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:us-east-2::control/JUERNCJWDWDB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:us-east-2::control/VTTYJJLQHCRP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:us-east-2::control/NEQISRROQVGV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:us-east-2::control/RPWVHXRXWZUU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:us-east-2::control/HMIMEZDEFGZN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:us-east-2::control/UNCDCNTDDSUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:us-east-2::control/TXOKWLKNHFOE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:us-east-2::control/FNOKNMLZKHYT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:us-east-2::control/HSLNNBLCHKLM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.1

• arn:aws:controltower:us-east-2::control/RIGUOEEZBEMB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:us-east-2::control/HKFSWAKSTGQF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.3

• arn:aws:controltower:us-east-2::control/AJAIILPVXLOK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:us-east-2::control/GFOMMGTLUCZR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:us-east-2::control/TQGKBSIQWYJE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.15

• arn:aws:controltower:us-east-2::control/ULHSISJQFEQF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:us-east-2::control/QSBUZZBZQGLT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:us-east-2::control/GDSOIWYATGNN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:us-east-2::control/VFZNFXKWHKOV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:us-east-2::control/QUNSRZSYEABZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.2

• arn:aws:controltower:us-east-2::control/TWIVJPDMFMYR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:us-east-2::control/YXCGFXLUMVWD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:us-east-2::control/PCTQSZLBOZMZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:us-east-2::control/ZIDBSURCQSXP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:us-east-2::control/QBRSVXZPDEVQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.25

• arn:aws:controltower:us-east-2::control/KPVGGAGMRUAT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:us-east-2::control/MAVIODWHWGFU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:us-east-2::control/CVCROVPNPPCG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:us-east-2::control/KGITVPNAWVRN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:us-east-2::control/OYKQLAORAIBS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.8

• arn:aws:controltower:us-east-2::control/LUMAXIDLGKZV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:us-east-2::control/RYXXKGSIEIVR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:us-east-2::control/JQCJORMCEEUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:us-east-2::control/JWNRPDFKGDYD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:us-east-2::control/PQBPPQRIRVDR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.1

• arn:aws:controltower:us-east-2::control/YQDCIBDYUPTD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:us-east-2::control/ABBRGFOMERCX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:us-east-2::control/FZXOIKGOONZN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:us-east-2::control/HGHFAHJTOSDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:us-east-2::control/DESMSSIJBYWH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.4

• arn:aws:controltower:us-east-2::control/OCQLRQRWYOGE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:us-east-2::control/DZURSFLDZJCZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:us-east-2::control/NAWGNOLLSBXU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:us-east-2::control/TUBTOQPYRFCZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:us-east-2::control/PDXZZWIPVJJY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.3

• arn:aws:controltower:us-east-2::control/DZQNOWWCFPJI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:us-east-2::control/NLBIAOKRHRAW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:us-east-2::control/JBGJBQFRJEFT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:us-east-2::control/ZFJKLNNVBGRM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:us-east-2::control/GPJSWKIEBWUR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-east-2 5160



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.ELB.12

• arn:aws:controltower:us-east-2::control/VGZVYNURBZDT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:us-east-2::control/UECMTXGSEOCG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:us-east-2::control/WCWDSWOQLVAX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:us-east-2::control/GIDGHLCTSHTW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:us-east-2::control/YWXMTFLLBGJP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-east-2 5161



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.ELB.4

• arn:aws:controltower:us-east-2::control/ROBASCYMSHHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:us-east-2::control/VURKNNKDBOFS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:us-east-2::control/GXDETIMMTQLK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:us-east-2::control/NYOZBRSAFFEV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:us-east-2::control/LJKJKRDIYJNY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.9

• arn:aws:controltower:us-east-2::control/JHHGKBILPUKI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:us-east-2::control/LNITYBGXKRUZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:us-east-2::control/JETOPUCSYFAI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:us-east-2::control/UCHAADGIVPUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:us-east-2::control/ZOTKTSFENTUJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.3

• arn:aws:controltower:us-east-2::control/ULPXARUKLUVO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:us-east-2::control/BWPWOZTDEDRN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:us-east-2::control/XMJYMFUZYCDL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:us-east-2::control/URIOOADAOQPW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:us-east-2::control/KAFELHVBFCBK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.8

• arn:aws:controltower:us-east-2::control/AUHGLFUEHAPR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.3

• arn:aws:controltower:us-east-2::control/QXRLPYENZJCP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.4

• arn:aws:controltower:us-east-2::control/CTWGSFKXEHVP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.5

• arn:aws:controltower:us-east-2::control/HYCAQOLSMZCV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:us-east-2::control/FCYIJPJOZUEC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.1

• arn:aws:controltower:us-east-2::control/VVCFXNZNIDRP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:us-east-2::control/UPAWTQLRRSZX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:us-east-2::control/XXEZKDTEIZLY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:us-east-2::control/LDUGVICWFOGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:us-east-2::control/AMOSAUZUOENC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.2

• arn:aws:controltower:us-east-2::control/GNUNOTQMCLNP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:us-east-2::control/WUAKZZMFASZA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:us-east-2::control/DWHOWHNGILYZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:us-east-2::control/BWMCZWYOPOFV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:us-east-2::control/FCWYWFZYCEFJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.6

• arn:aws:controltower:us-east-2::control/VMFIYFNTTOHK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:us-east-2::control/QJKCDNAHSGNU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:us-east-2::control/JQZWJZWMTQCI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:us-east-2::control/NUJRZCEGSRSQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:us-east-2::control/LTNDXSCGBACC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.3

• arn:aws:controltower:us-east-2::control/HKNGPDPGWTEN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:us-east-2::control/NSBUGYBQMNCC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:us-east-2::control/LFMGOMWMIZYW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:us-east-2::control/ORSOXPSFFMIB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:us-east-2::control/MUKLGCDYGHQH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-east-2 5169



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.Lambda.3

• arn:aws:controltower:us-east-2::control/XCWRDKSXIABC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:us-east-2::control/LWOJRFFJEDHR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:us-east-2::control/NRCJELYAOPRR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:us-east-2::control/QUICIQKYMPLV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:us-east-2::control/AIEOAKHYQUJQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.1

• arn:aws:controltower:us-east-2::control/PRPAALVXURGL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:us-east-2::control/QHVCYPZDPBEK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:us-east-2::control/KJDLRYEAIYSB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:us-east-2::control/ILBNGYEWNVEW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:us-east-2::control/CKIKYVTTLNFL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.6

• arn:aws:controltower:us-east-2::control/OWJHHGLSKKCZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:us-east-2::control/CWAKJSEKLKFQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:us-east-2::control/RFZSTHMECLZN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:us-east-2::control/ZQAOKRZIJCXK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:us-east-2::control/NTLDJCLFBWUL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.5

• arn:aws:controltower:us-east-2::control/CECJUCSKGADN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:us-east-2::control/VITJPDKJTMBU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:us-east-2::control/HTPRMMEXYQLS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:us-east-2::control/NVSQFLJUXNEJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:us-east-2::control/JXNDKUHIKUPE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.4

• arn:aws:controltower:us-east-2::control/ONGPXFNPQBSA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:us-east-2::control/ABHACZZEEKDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:us-east-2::control/INAHZRREYHKS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:us-east-2::control/HYJEBTQLGRWB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:us-east-2::control/MIUYZGCZSCNK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.1

• arn:aws:controltower:us-east-2::control/OYYKDWBCQTYU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:us-east-2::control/JRCVWZHHQKOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:us-east-2::control/JXWBLIPXTXFM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:us-east-2::control/XPQKKOXJFOJU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:us-east-2::control/SVRYURDPWZDY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.15

• arn:aws:controltower:us-east-2::control/OXZGGJJGHSWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:us-east-2::control/TUGTHWRGHGVM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:us-east-2::control/JYLXQUQOFAHZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:us-east-2::control/MHCRBPUUNLAM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:us-east-2::control/JOYEWALSGIFL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.20

• arn:aws:controltower:us-east-2::control/QKBXURIFEDNR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:us-east-2::control/HXSMRIUXHEQL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:us-east-2::control/XNOPTYHHXQYF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:us-east-2::control/BMHOKULQTGAT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:us-east-2::control/RLYGPPANIDPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.27

• arn:aws:controltower:us-east-2::control/YOTEPOZWWVTA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:us-east-2::control/VCGAQSCJVXRX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:us-east-2::control/JFTFUHKRKVSA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:us-east-2::control/NTFDQTWLGZWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:us-east-2::control/QJCUZIBGHFIW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.8

• arn:aws:controltower:us-east-2::control/CCQXNXARGJAR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:us-east-2::control/OTXQBSYGPGYU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:us-east-2::control/VRMIAJEHXVEF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:us-east-2::control/FGDKUQOJDCQG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:us-east-2::control/QZALUPNZSSAE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.4

• arn:aws:controltower:us-east-2::control/VVVOXOKKREWD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:us-east-2::control/JHAJNHIIVUZK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:us-east-2::control/LRZEWAWVMSHF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:us-east-2::control/BEPNPCQCPDWJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:us-east-2::control/OVOHLKXBVPQL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.1

• arn:aws:controltower:us-east-2::control/JRCVWAZSRAPY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:us-east-2::control/RYZTTCAMHLSE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:us-east-2::control/KTXZKUGOIOZB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:us-east-2::control/KTPCIMELTXVN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:us-east-2::control/DDDWXYAMKSZD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.17

• arn:aws:controltower:us-east-2::control/KKYBUSWNADNE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:us-east-2::control/UWARQHCUKTWT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:us-east-2::control/NRDDEBVYUWNQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:us-east-2::control/PZTPBSALVUYK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:us-east-2::control/FZXEOILVPPYH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.8

• arn:aws:controltower:us-east-2::control/ZAAZUIGROKPH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:us-east-2::control/XEYTESFJJVRU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:us-east-2::control/YPXKJYRNYCKS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:us-east-2::control/OZGKTTXQNVJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:us-east-2::control/FSJSXWXDXTQG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.1

• arn:aws:controltower:us-east-2::control/STNJGGCQJCIW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:us-east-2::control/JSMHJHLHELYO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:us-east-2::control/FUUFUNICZWAN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:us-east-2::control/NGXEGNPKLRFM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:us-east-2::control/TMAFWQWAQOAY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.2

• arn:aws:controltower:us-east-2::control/VDBLYABRAGVK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:us-east-2::control/ZYWOLSUFYNHX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:us-east-2::control/YRBOLGMRVCTS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:us-east-2::control/NBCDBWRQFNMA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:us-east-2::control/DPKZCRDWWFPC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.4

• arn:aws:controltower:us-east-2::control/LVTTSUIMJUHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:us-east-2::control/WUVIEJDDNZKJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:us-east-2::control/IZERZZJXURES

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:us-east-2::control/KRWNFORBWIPZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:us-east-2::control/ZCXGWVXTGXMV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANG 
ES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITE 
D
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• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:us-west-1::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:us-west-1::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CONFIG_AGGREGATION_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_C 
ONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:us-west-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:us-west-1::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:us-west-1::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:us-west-1::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:us-west-1::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:us-west-1::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:us-west-1::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:us-west-1::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTO 
RABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:us-west-1::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:us-west-1::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:us-west-1::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2
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• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:us-west-1::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:us-west-1::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:us-west-1::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:us-west-1::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:us-west-1::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

us-west-1 5196



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:us-west-1::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:us-west-1::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:us-west-1::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REGION_DENY

• arn:aws:controltower:us-west-1::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:us-west-1::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:us-west-1::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:us-west-1::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:us-west-1::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:us-west-1::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:us-west-1::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:us-west-1::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:us-west-1::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-1::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:us-west-1::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:us-west-1::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:us-west-1::control/OGGUGDZQUZYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:us-west-1::control/ASCJCHWUCXDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:us-west-1::control/WITVQTILCFXZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:us-west-1::control/KSZKAGOPPWPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:us-west-1::control/ITPBHOOWRJGI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:us-west-1::control/YHRHPQEAQQFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:us-west-1::control/ZBNWFGFGNOLW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:us-west-1::control/NYHHSONNHIWM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:us-west-1::control/AWCIAJRPMESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:us-west-1::control/PDCBBSRBGWCU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:us-west-1::control/ZHBAGUQQVLKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:us-west-1::control/TWYHQJHYOHHK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:us-west-1::control/TMSFTWZRWSKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:us-west-1::control/SWNRBVQJSTPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:us-west-1::control/VQPTJGDPPKXK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:us-west-1::control/NCYEGHVMTPXX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:us-west-1::control/YTLCCWECZXYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:us-west-1::control/ENFCDXVLDJME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:us-west-1::control/INKEXBGBWVPF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:us-west-1::control/QQNJVLKGQIYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:us-west-1::control/ODABNVXWCCWN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:us-west-1::control/PKLTQMQWOKPC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:us-west-1::control/VULHVTLCFHLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:us-west-1::control/PISDHZLSRYXL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:us-west-1::control/SHEBBMZWBBUF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:us-west-1::control/KDYIRULEPEVX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:us-west-1::control/IWQIWQREBLHB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:us-west-1::control/GQNIWWFCXLMC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:us-west-1::control/VDNOLOGKWONY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:us-west-1::control/SBRPUJEJCGTL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:us-west-1::control/QSWVHIUPCHAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:us-west-1::control/IUIGCLTOJBUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:us-west-1::control/TBJTNHJFQFRV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:us-west-1::control/HYJHVPFFKHDY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:us-west-1::control/XDXYMIJWXNMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:us-west-1::control/WIVHPNTBEMAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:us-west-1::control/HXNZJSDBYUQE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:us-west-1::control/CJBDBOPJYMYK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:us-west-1::control/KFQRNLMNZDUB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:us-west-1::control/TZTITSLDPMHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:us-west-1::control/ARZVFSOFFRNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:us-west-1::control/YSCEYMWJPDXX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:us-west-1::control/ZWPLHRTNEWRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:us-west-1::control/CZEVEPANZGQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:us-west-1::control/UQPZKKDGYZCH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:us-west-1::control/EHWDQPAGOQVY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:us-west-1::control/WTHWLRJZZOOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:us-west-1::control/VEHXVCDHACPS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:us-west-1::control/NMOEJRZEUSOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:us-west-1::control/GMPADQDKOOSS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:us-west-1::control/AWLHICDELWPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:us-west-1::control/OQJDQHXHVHYQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-west-1 5214



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.DAX.PR.3

• arn:aws:controltower:us-west-1::control/EFBZVLOIFTYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:us-west-1::control/TSMFXMFCPLVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:us-west-1::control/CKDDWAKTYAFR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:us-west-1::control/TRACDDWLKDRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:us-west-1::control/VTWYHTWZJXDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:us-west-1::control/AOEAJRZQUOJU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:us-west-1::control/HMMSCANOFBEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.1

• arn:aws:controltower:us-west-1::control/QEIYONGZGVCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.10

• arn:aws:controltower:us-west-1::control/YCLJPFTXKZYU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:us-west-1::control/TLXGBVBTJUVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:us-west-1::control/WJSMEAZXXXVG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.13

• arn:aws:controltower:us-west-1::control/BTLZSJIHIZWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.14

• arn:aws:controltower:us-west-1::control/PHUZHFOQIHAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:us-west-1::control/VXSHNZFMMSKV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:us-west-1::control/GTBKAFMVAFYA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.17

• arn:aws:controltower:us-west-1::control/HMCQCTHXOJAK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.18

• arn:aws:controltower:us-west-1::control/KNZWSVFOLGDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:us-west-1::control/GHQNRDIDRRRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:us-west-1::control/FLIITHQMTLZG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.20

• arn:aws:controltower:us-west-1::control/UCNADOAQCDVL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.3

• arn:aws:controltower:us-west-1::control/LBDDZFPUBGSA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:us-west-1::control/PVHDAKCIBKQU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:us-west-1::control/GONSQXTKTNDT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.6

• arn:aws:controltower:us-west-1::control/AXCDWYYFELJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.7

• arn:aws:controltower:us-west-1::control/PQKLUJPAIDPH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:us-west-1::control/YCYMJNOFKIMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:us-west-1::control/VSYRJAIQJXRE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.1

• arn:aws:controltower:us-west-1::control/PPIQEJBMLGFM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.2

• arn:aws:controltower:us-west-1::control/SJTQZMYHXUUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:us-west-1::control/CWFSOMNPVEWX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:us-west-1::control/TCNVZHJEWTIH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.5

• arn:aws:controltower:us-west-1::control/MSDFVWAYUUFU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.6

• arn:aws:controltower:us-west-1::control/YRJCCIPDCHPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:us-west-1::control/THFIWZWCVZGV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:us-west-1::control/SXENUGPYUKAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.3

• arn:aws:controltower:us-west-1::control/LQFQWXGRRJXG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.1

• arn:aws:controltower:us-west-1::control/SYYXANDPGYMO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:us-west-1::control/NNYUGCATXOCK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:us-west-1::control/AIYVMWDWTLCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.12

• arn:aws:controltower:us-west-1::control/YDLIOLKELUTQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.2

• arn:aws:controltower:us-west-1::control/SGZTSNJFPGDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:us-west-1::control/QIGZSAMESKYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:us-west-1::control/FMYFLIBUAOQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.5

• arn:aws:controltower:us-west-1::control/SEKFMJRLAUDZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.6

• arn:aws:controltower:us-west-1::control/APHTPEHOKCKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:us-west-1::control/UKIVIVVHEFYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:us-west-1::control/VYVWURVYUKKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.9

• arn:aws:controltower:us-west-1::control/BNESJVBSJKKM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EKS.PR.1

• arn:aws:controltower:us-west-1::control/ZZKJNURKGFHZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:us-west-1::control/AQWSDBJGVPGE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:us-west-1::control/IGPXRJTANCPW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.2

• arn:aws:controltower:us-west-1::control/CFBKHWVNORLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-west-1 5227



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:us-west-1::control/QZJGKNPODVTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:us-west-1::control/FJOMQPXJSNJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:us-west-1::control/JVJBKOOYKGQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.6

• arn:aws:controltower:us-west-1::control/RNFHWESIBLOO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.7

• arn:aws:controltower:us-west-1::control/VTCDEGPDTFNK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:us-west-1::control/CPIDGETTRKGF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:us-west-1::control/DCSBCUPBYBBU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:us-west-1::control/WEUXECSSLASH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:us-west-1::control/TRVEHPGNRZJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:us-west-1::control/CPMXJILCQZPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:us-west-1::control/RNKDEXRBVOON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:us-west-1::control/IOLOGLDDEUGU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:us-west-1::control/VMFHHQOZIPJT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:us-west-1::control/LEZQMKJXCKRI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:us-west-1::control/VUWZZZGVLHAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:us-west-1::control/ALIDOHBHLSDW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-west-1 5231



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:us-west-1::control/WOMICOLFRYLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:us-west-1::control/QDFVSDJSXUNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:us-west-1::control/PZTKTHNHYEPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:us-west-1::control/QNQCBDIMDQUG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:us-west-1::control/HVJNQRHYMBMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:us-west-1::control/RTMVFSWFTQBU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:us-west-1::control/UOOYGDJUCEQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:us-west-1::control/XCFEFIVKEHSY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:us-west-1::control/IASBZFRYDKTB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:us-west-1::control/NIYWWGCEVFEP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:us-west-1::control/LXKUWICNDPUQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:us-west-1::control/BKNZWUBNRNKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.1

• arn:aws:controltower:us-west-1::control/UFVDCAJPRVWU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:us-west-1::control/NPCHIRMOYBBA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:us-west-1::control/PBZZRBLAUHUO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.4

• arn:aws:controltower:us-west-1::control/CRNDYYYDDGZL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.GLUE.PR.1

• arn:aws:controltower:us-west-1::control/TTFHKBNXUHRD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:us-west-1::control/XGBAGKSFTLVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:us-west-1::control/RKJORUGWSXPC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.2

• arn:aws:controltower:us-west-1::control/OGSIRAALHWTG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.3

• arn:aws:controltower:us-west-1::control/RJAICXMTHQFY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:us-west-1::control/ZCDLCRVFCOTU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:us-west-1::control/AUPBSLCCXOKW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KINESIS.PR.1

• arn:aws:controltower:us-west-1::control/IQSVGYPCMIQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PR.1

• arn:aws:controltower:us-west-1::control/QZRDNMPHLQSS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:us-west-1::control/IRNOVPOTKTKX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:us-west-1::control/VJFECXNNFSLK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.1

• arn:aws:controltower:us-west-1::control/QCWTSSYVFTOH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.2

• arn:aws:controltower:us-west-1::control/YAWIAYXXDMGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:us-west-1::control/ZKOCPCBEQKOW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:us-west-1::control/IUWYPQTCMVJX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.5

• arn:aws:controltower:us-west-1::control/WAPKSUOSFZCN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.6

• arn:aws:controltower:us-west-1::control/GSSEWCWPUIKS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:us-west-1::control/YSIDNPMMYOON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:us-west-1::control/GPNJQIYPIURY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.4

• arn:aws:controltower:us-west-1::control/OQKNXSQRWEEO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.5

• arn:aws:controltower:us-west-1::control/OFUJNIZKUUTH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:us-west-1::control/OLJVZHFTBBQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:us-west-1::control/UQSFXDRYFMHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.2

• arn:aws:controltower:us-west-1::control/FEMIYYGGMEFS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MQ.PR.1

• arn:aws:controltower:us-west-1::control/PTWZVCAADPQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:us-west-1::control/BFHEAUBRZHYC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:us-west-1::control/LEYMWRQCEHWC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.2

• arn:aws:controltower:us-west-1::control/MBUHFHUIBMAP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MULTISERVICE.PV.1

• arn:aws:controltower:us-west-1::control/KXUQFQQTDUTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:us-west-1::control/AGSWUBESEOXW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:us-west-1::control/YSOAFXOUVDMZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.3

• arn:aws:controltower:us-west-1::control/CZOYFPWHMMZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.4

• arn:aws:controltower:us-west-1::control/ZAHCCDVLHWGD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:us-west-1::control/IXTSKMKZWHMG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:us-west-1::control/RSWJSOQSPLGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:us-west-1::control/NKALWPJQEMGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:us-west-1::control/HWHGLJZTLCGZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:us-west-1::control/CWUANEFBSYHT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:us-west-1::control/RGETFSGBKEHF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.1

• arn:aws:controltower:us-west-1::control/DZKPTXADQBLK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.10

• arn:aws:controltower:us-west-1::control/EKMQUDHBJGTX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:us-west-1::control/ITXUJRWDZCIN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:us-west-1::control/TJDUFYTASRZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.13

• arn:aws:controltower:us-west-1::control/PMWAYPJMSHES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.14

• arn:aws:controltower:us-west-1::control/ERMHCHCHXXQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:us-west-1::control/EBPSQUNFBDRL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:us-west-1::control/AKOKGMZDNDBH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.2

• arn:aws:controltower:us-west-1::control/IFNDKBNUSCKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.3

• arn:aws:controltower:us-west-1::control/PUPHHEVPARPK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:us-west-1::control/EWSFLJITRUHU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:us-west-1::control/EIHWFSQEDMQS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.6

• arn:aws:controltower:us-west-1::control/DNMZNOAPKWKO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.7

• arn:aws:controltower:us-west-1::control/CACOFIMRPBKI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:us-west-1::control/UMATVVTIVRDT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:us-west-1::control/PHDGPGPDNLRZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.1

• arn:aws:controltower:us-west-1::control/RAXPKGFBBHIP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.10

• arn:aws:controltower:us-west-1::control/NZKBJFTZDXTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:us-west-1::control/NAWSDEKFNZXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:us-west-1::control/XINXZMQZMGBS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.13

• arn:aws:controltower:us-west-1::control/DOGCTOSZOKKF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.14

• arn:aws:controltower:us-west-1::control/PIPVMVSYYOSQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:us-west-1::control/MOKLHGMPEKSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:us-west-1::control/MZZNTZGDUSZJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.17

• arn:aws:controltower:us-west-1::control/IZDMIZEKSPDS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.18

• arn:aws:controltower:us-west-1::control/SAJRANHECEJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:us-west-1::control/TGIEXSEQNZVU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:us-west-1::control/ELDGFUEABECL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.20

• arn:aws:controltower:us-west-1::control/JPCMKZJLBQDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.21

• arn:aws:controltower:us-west-1::control/KVUPQJROGLHO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:us-west-1::control/ZGRERLGFHIXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:us-west-1::control/AMIKEWYRCSQD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.24

• arn:aws:controltower:us-west-1::control/OZIQMHPFNUDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.25

• arn:aws:controltower:us-west-1::control/OYUJHWHZRFAZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:us-west-1::control/LHYRJFVNLWQQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:us-west-1::control/SLQVRYTYXRQB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.28

• arn:aws:controltower:us-west-1::control/BCSWJPXDTOAY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.29

• arn:aws:controltower:us-west-1::control/HDFIQVVMWIKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:us-west-1::control/HBIGKZQQALFO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:us-west-1::control/UKCFVLHLBNOD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.4

• arn:aws:controltower:us-west-1::control/HTMSOGEZDTJN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.5

• arn:aws:controltower:us-west-1::control/WRUFJIMHOAGF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:us-west-1::control/SWMFSRJRGPJD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:us-west-1::control/PHVHLAPJJQGY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.8

• arn:aws:controltower:us-west-1::control/DHYENBVXUTBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-west-1 5256



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.RDS.PR.9

• arn:aws:controltower:us-west-1::control/DUDBSXSHNGZK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:us-west-1::control/VLKCIDKWSEGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:us-west-1::control/AADIBNWLNLVR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.3

• arn:aws:controltower:us-west-1::control/FCEWLKLDUMMV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.4

• arn:aws:controltower:us-west-1::control/FLUEZVKKTETL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:us-west-1::control/OUGVPYTMYFZA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:us-west-1::control/GUDFCNXFHQRC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.7

• arn:aws:controltower:us-west-1::control/NHUXUYYFUUYB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.8

• arn:aws:controltower:us-west-1::control/BMSSGAJEZHXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:us-west-1::control/FPGMPJBMHZJM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:us-west-1::control/UQDZOYXHSTJV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.10

• arn:aws:controltower:us-west-1::control/QVGKLBYATRGP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.11

• arn:aws:controltower:us-west-1::control/UHIVEVHOTRUS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:us-west-1::control/ZOMFZREHPSFB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:us-west-1::control/WTJNFTFPDVEU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.3

• arn:aws:controltower:us-west-1::control/PMCZHCYFLDME

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.4

• arn:aws:controltower:us-west-1::control/AKPXSEGLBYYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:us-west-1::control/LQTJJUFUBRCL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:us-west-1::control/PCNZKGERWRYG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.8

• arn:aws:controltower:us-west-1::control/HXTNWGMJJZGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.9

• arn:aws:controltower:us-west-1::control/MMPITMGATTGG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:us-west-1::control/XKYIJGULCHJI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:us-west-1::control/XGNLGNXPWUFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.3

• arn:aws:controltower:us-west-1::control/JLDGSDBFPEIG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SQS.PR.1

• arn:aws:controltower:us-west-1::control/PYPJCABAISCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:us-west-1::control/VLTWPSHSLAKQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:us-west-1::control/ASZQNSJURJXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:us-west-1::control/YANYRDEXXDEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:us-west-1::control/BODSSYLZFBOR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:us-west-1::control/YYCBBISOPTCI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:us-west-1::control/SVRRGEYNFUOM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.2

• arn:aws:controltower:us-west-1::control/NSQKESMWRPRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAFV2.PR.1

• arn:aws:controltower:us-west-1::control/NIGBBACJPCNN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:us-west-1::control/CPNWTODASNRJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:us-west-1::control/WRLVGHVNTPDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:us-west-1::control/TEJMSFNDHODY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.1

• arn:aws:controltower:us-west-1::control/QVXVDPINRLPY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.2

• arn:aws:controltower:us-west-1::control/FHQXJXTFOFWJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:us-west-1::control/UYZHEIJXHMDT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:us-west-1::control/LQQFBBKWGQUA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:us-west-1::control/LCJNAQINZRTI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.8

• arn:aws:controltower:us-west-1::control/NOSMEYUGIUHP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.9

• arn:aws:controltower:us-west-1::control/EIJKPXWMUFUM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:us-west-1::control/NVPFFNRHOZEV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:us-west-1::control/GNYCRQTXZMLX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:us-west-1::control/FNEOUWSJOZSR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.1

• arn:aws:controltower:us-west-1::control/NOOOFEEPXXDP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.2

• arn:aws:controltower:us-west-1::control/HGYFKHPSJZIO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:us-west-1::control/EIDKBDTZOYAF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:us-west-1::control/BVMXDEJASMCA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:us-west-1::control/SECDBDYCHCAO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.9

• arn:aws:controltower:us-west-1::control/PEFXRXSTWARS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Autoscaling.5

• arn:aws:controltower:us-west-1::control/TFRBKGKMRKMW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:us-west-1::control/JDZNMEXDKMCK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:us-west-1::control/BWPUAGFKHKFM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:us-west-1::control/WFNGEYPJEAHO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.5

• arn:aws:controltower:us-west-1::control/WRYVRQGCJFZD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.6

• arn:aws:controltower:us-west-1::control/HFBYSOZTBSDM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:us-west-1::control/OEJFUDWRJQWA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:us-west-1::control/ZZTXDQPPPAWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:us-west-1::control/OQKHMQZTXWKT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.4

• arn:aws:controltower:us-west-1::control/WLKIHBBPDWPS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.5

• arn:aws:controltower:us-west-1::control/LVDVTWZOBMPK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:us-west-1::control/SVRXVKHILILC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:us-west-1::control/USZWEDXFJORQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.1

• arn:aws:controltower:us-west-1::control/EKZBBLXTMJQR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:us-west-1::control/PKTHIPMCRROS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.3

• arn:aws:controltower:us-west-1::control/FURDEVJLKLKR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:us-west-1::control/DVKTNARVQCPJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:us-west-1::control/HWCKDHWPEZMG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.15

• arn:aws:controltower:us-west-1::control/MWTJUNYUOGVR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:us-west-1::control/GDAEWNRGJIWZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.17

• arn:aws:controltower:us-west-1::control/UELUSCFFWQBU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:us-west-1::control/XYCETKWSMKJE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:us-west-1::control/LUHDJKRHUFPA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.2

• arn:aws:controltower:us-west-1::control/FYKFHCWIPZEZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:us-west-1::control/HCJDMUGMARUR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.21

• arn:aws:controltower:us-west-1::control/KDDCTDCWJFZM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:us-west-1::control/MEQBWNTEFWIE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:us-west-1::control/TROVUNZNPSAT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.25

• arn:aws:controltower:us-west-1::control/XFLFCYPAZYWT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:us-west-1::control/OPFUDJAJJEQG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.4

• arn:aws:controltower:us-west-1::control/VBBWMDZZYTJK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:us-west-1::control/UJGZYPQJITPC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:us-west-1::control/MFFNOSWTXLHJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.8

• arn:aws:controltower:us-west-1::control/DUWQHNJEQKNS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:us-west-1::control/FZQCADBOVIHK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECR.1

• arn:aws:controltower:us-west-1::control/JEZPGFQEPEQL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:us-west-1::control/HKFGMXYZUIZU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:us-west-1::control/PKBHCVZWGSUM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.1

• arn:aws:controltower:us-west-1::control/NVCVMSRIONRR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:us-west-1::control/ANFBKAZJRLAL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.12

• arn:aws:controltower:us-west-1::control/PJKCMWEKLDRL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:us-west-1::control/QWKOXTIBTRAG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:us-west-1::control/DPBKENFFLCHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.4

• arn:aws:controltower:us-west-1::control/GSDEWHVOWFBJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:us-west-1::control/CVZOJYLQKGMS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.8

• arn:aws:controltower:us-west-1::control/UBMPZYXOEOSM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:us-west-1::control/ZOQSLEMJOPAG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:us-west-1::control/YNYOCEJWWSRB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.3

• arn:aws:controltower:us-west-1::control/EPCJMYEFWURL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:us-west-1::control/OXIESZJRCGZM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-west-1 5278



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.EKS.2

• arn:aws:controltower:us-west-1::control/GYVEZGBOVENZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:us-west-1::control/WSUSFKNXHPIX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.12

• arn:aws:controltower:us-west-1::control/LRHZZLHRJNUX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:us-west-1::control/BXDUORERQDGQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:us-west-1::control/OAUQWMMSCVFX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.2

• arn:aws:controltower:us-west-1::control/FMIVIICGFRXB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:us-west-1::control/ZGOIVNURPERH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.4

• arn:aws:controltower:us-west-1::control/XINTTRUSSMYM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:us-west-1::control/BCKEONHSCFNJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:us-west-1::control/EWWSQVZDTHVM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.7

• arn:aws:controltower:us-west-1::control/VNDDHFWXWULL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:us-west-1::control/VVYVCUSYMJDF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.9

• arn:aws:controltower:us-west-1::control/BYOUCZLQEVRL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:us-west-1::control/JDTAAUXJTEYF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:us-west-1::control/FKPHOKJPJXQV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.1

• arn:aws:controltower:us-west-1::control/ICJDPHKYDJMB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:us-west-1::control/NFJRPJAPDRMR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.3

• arn:aws:controltower:us-west-1::control/SMXCBZSJLEHZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:us-west-1::control/PWMKWZWORUTC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:us-west-1::control/EFAWSYQWHIVU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.6

• arn:aws:controltower:us-west-1::control/LLKXRNITKZJX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:us-west-1::control/QHEQAAHVHJSP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.8

• arn:aws:controltower:us-west-1::control/WIHBLMWBUKEA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.3

• arn:aws:controltower:us-west-1::control/XQNLRVTQMJZJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.4

• arn:aws:controltower:us-west-1::control/XUXCOXBMUZAW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElastiCache.5

• arn:aws:controltower:us-west-1::control/BEJQLVXCYDCE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:us-west-1::control/KAJUCVYTWZHC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.1

• arn:aws:controltower:us-west-1::control/ZBUJLIWPXMZC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:us-west-1::control/FPMFOBUJGTEV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:us-west-1::control/KSZTLKKOIIFH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.GuardDuty.1

• arn:aws:controltower:us-west-1::control/ZHDCSURIXQPI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:us-west-1::control/PPYXQOKDTPWB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.2

• arn:aws:controltower:us-west-1::control/QOUCRVYJIWUO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:us-west-1::control/XTNWCGTRKAQQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:us-west-1::control/DGSPIXKNFKXW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.4

• arn:aws:controltower:us-west-1::control/KRXFGDZBTYIR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:us-west-1::control/CWPEYHMAQLIX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.6

• arn:aws:controltower:us-west-1::control/XPMKIIBTFCPX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:us-west-1::control/GJMEDGOCQHMC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:us-west-1::control/XVHDUOVHZBUS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.1

• arn:aws:controltower:us-west-1::control/BWCBIXNWVGXU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:us-west-1::control/HAYAUPLTJHPL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.3

• arn:aws:controltower:us-west-1::control/WVDONOWFFERT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:us-west-1::control/KWKAWRIJNZHS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:us-west-1::control/CZCPIUJBEXHI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.1

• arn:aws:controltower:us-west-1::control/YKGFFWTMFNXR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:us-west-1::control/ZLUQNBGOPGBC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.3

• arn:aws:controltower:us-west-1::control/NJAAZCVHWYUP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:us-west-1::control/JSXPJEPESCWV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:us-west-1::control/GTDMYCGJOUBA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.MQ.6

• arn:aws:controltower:us-west-1::control/WGTNZMKTGNLH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:us-west-1::control/KSDTBSQNPNJT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.1

• arn:aws:controltower:us-west-1::control/IXGQFTYIITQP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:us-west-1::control/BUNWDCJNVGGI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:us-west-1::control/XLFTYXPVMTGB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.4

• arn:aws:controltower:us-west-1::control/RBCJUCVKLOSB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:us-west-1::control/PCCBHGBJUDJZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.6

• arn:aws:controltower:us-west-1::control/AIGZVIHZIKTP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:us-west-1::control/RZVQJWSEMVOJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:us-west-1::control/IOZSELCXPRJP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.3

• arn:aws:controltower:us-west-1::control/VQSIZTLFDMPV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:us-west-1::control/DAOBSZNWEUPW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.5

• arn:aws:controltower:us-west-1::control/DEXQDIFLMJXV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:us-west-1::control/EROQWWAXAUCZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:us-west-1::control/TWLXKVBLCCQZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.2

• arn:aws:controltower:us-west-1::control/BFCZCVPISWLS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:us-west-1::control/CIJEXNXYHHBI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.4

• arn:aws:controltower:us-west-1::control/LIHPYITEEFGH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:us-west-1::control/UJPMWYJTEGIU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:us-west-1::control/WOYZNDSBYFMD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.7

• arn:aws:controltower:us-west-1::control/KAYPQKGVRYEC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:us-west-1::control/HETKZGLMYTUT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.1

• arn:aws:controltower:us-west-1::control/EFSULLGMVDIB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:us-west-1::control/IOEHOHYBSJCL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:us-west-1::control/PJJOUURHUEOL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.12

• arn:aws:controltower:us-west-1::control/BTZHGHNRPFLP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:us-west-1::control/BOPQOMHKGHTF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.15

• arn:aws:controltower:us-west-1::control/RLSNOOCARNMP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:us-west-1::control/SIUCVIXCSYVX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:us-west-1::control/PTTJFTDKIAFZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.19

• arn:aws:controltower:us-west-1::control/JHQDLXADFWXA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:us-west-1::control/ZWAQHUGIFEBL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.20

• arn:aws:controltower:us-west-1::control/ZWIFHLDJHCYK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:us-west-1::control/GTXGBGCVGHQI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:us-west-1::control/QMZEDTMMIZLU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.23

• arn:aws:controltower:us-west-1::control/YMDPRQFAXKCO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:us-west-1::control/XIDGGFKVQTBY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.27

• arn:aws:controltower:us-west-1::control/WCSGBVJYKJKB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:us-west-1::control/TGJXCMCDKMXP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:us-west-1::control/NOZHCDEDTOTS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-west-1 5296



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.RDS.5

• arn:aws:controltower:us-west-1::control/IXXVGFGVMRZK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:us-west-1::control/EAZJCJVTNTTK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.8

• arn:aws:controltower:us-west-1::control/EPAIKXSPXSCA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:us-west-1::control/IXAUVMTYOJTU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:us-west-1::control/WUADYLMPFVGP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.10

• arn:aws:controltower:us-west-1::control/ENSMMXOHZMQJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:us-west-1::control/MABMUFJZSIUD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.4

• arn:aws:controltower:us-west-1::control/OCZIXJSTBKZD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:us-west-1::control/LGUQERXHEPJH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:us-west-1::control/PKUZKCMQQKRR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.8

• arn:aws:controltower:us-west-1::control/OUYAXYKXNKVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:us-west-1::control/XFUBODJYVTNX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.1

• arn:aws:controltower:us-west-1::control/XWNNIUOSTDBE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:us-west-1::control/POQFEOOGZRPP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:us-west-1::control/ZOLMKQEAFZIO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.12

• arn:aws:controltower:us-west-1::control/KLISLUUHUYPN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:us-west-1::control/BZWMUSQKKNPY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.17

• arn:aws:controltower:us-west-1::control/TPDYJNOFYPSU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:us-west-1::control/EUHTMNOVXIUP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:us-west-1::control/LQHXMDREDMHB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.5

• arn:aws:controltower:us-west-1::control/PNULPQNUPXRO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:us-west-1::control/WIYZFXURQWZS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.8

• arn:aws:controltower:us-west-1::control/RTJHMNHBMMAJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:us-west-1::control/ZJRFWTNSWEVB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:us-west-1::control/EOHPUZHBQTSB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SNS.2

• arn:aws:controltower:us-west-1::control/NVTKORXVIZCW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:us-west-1::control/NKGRFJUHQFGJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.1

• arn:aws:controltower:us-west-1::control/AHGSLJBGGRQD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:us-west-1::control/OCZSGXLBRYOH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:us-west-1::control/NRHVHBLWZMMA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.4

• arn:aws:controltower:us-west-1::control/MNCPCUXYPLYN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:us-west-1::control/YMPZFEHCRVWM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.2

• arn:aws:controltower:us-west-1::control/PLVBDYQNQDLK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:us-west-1::control/JBTRXDPZMKNW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:us-west-1::control/NPFKTIKTONEU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.2

• arn:aws:controltower:us-west-1::control/YRFKOYUPIDDR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:us-west-1::control/LXFYEIRGOXXV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.4

• arn:aws:controltower:us-west-1::control/JVQTGNTBDUZR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:us-west-1::control/KJPOXHOSICGE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:us-west-1::control/YGFAOMXOUWHM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.WAF.3

• arn:aws:controltower:us-west-1::control/BUWKEMZLQXRX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:us-west-1::control/IZXJKPGEKAKL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-west-2

Control identifier, ARN, and supported Regions

• AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED
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• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_AUDIT_BUCKET_POLICY_CHANG 
ES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITE 
D

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBIT 
ED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• arn:aws:controltower:us-west-2::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_I 
P_DISABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOG 
S_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CLOUDTRAIL_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_CLOUDTRAIL_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CLOUDWATCH_EVENTS_CHANGE_ 
PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

• arn:aws:controltower:us-west-2::control/AWS-GR_CONFIG_AGGREGATION_AUTHOR 
IZATION_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CONFIG_AGGREGATION_CHANGE 
_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CONFIG_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_CONFIG_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CT_AUDIT_BUCKET_ENCRYPTIO 
N_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGUR 
ATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CT_AUDIT_BUCKET_LOGGING_C 
ONFIGURATION_CHANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_CT_AUDIT_BUCKET_POLICY_CH 
ANGES_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

• arn:aws:controltower:us-west-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_MEMBER_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

• arn:aws:controltower:us-west-2::control/AWS-GR_DETECT_CLOUDTRAIL_ENABLED 
_ON_SHARED_ACCOUNTS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• arn:aws:controltower:us-west-2::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• arn:aws:controltower:us-west-2::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_DISALLOW_VPN_CONNECTIONS

• arn:aws:controltower:us-west-2::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• arn:aws:controltower:us-west-2::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southeast-1, ap-
southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_OPTIMIZED_INSTANCE

• arn:aws:controltower:us-west-2::control/AWS-GR_EBS_OPTIMIZED_INSTANCE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

• arn:aws:controltower:us-west-2::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTO 
RABLE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• arn:aws:controltower:us-west-2::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EC2_VOLUME_INUSE_CHECK

• arn:aws:controltower:us-west-2::control/AWS-GR_EC2_VOLUME_INUSE_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• arn:aws:controltower:us-west-2::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-2

• AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• arn:aws:controltower:us-west-2::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ca-central-1, eu-central-1, eu-north-1, eu-south-1, eu-west-1, eu-
west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• arn:aws:controltower:us-west-2::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

us-west-2 5313



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• AWS-GR_ENCRYPTED_VOLUMES

• arn:aws:controltower:us-west-2::control/AWS-GR_ENCRYPTED_VOLUMES

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-
north-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_IAM_USER_MFA_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_IAM_USER_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_LAMBDA_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_LAMBDA_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_LAMBDA_FUNCTION_PUBLIC_AC 
CESS_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_LOG_GROUP_POLICY

• arn:aws:controltower:us-west-2::control/AWS-GR_LOG_GROUP_POLICY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

• arn:aws:controltower:us-west-2::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSO 
LE_ACCESS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-south-1, 
eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• arn:aws:controltower:us-west-2::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southe 
ast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north-1, eu-south-1, eu-
west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-
east-2, us-west-1, us-west-2
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• AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:us-west-2::control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south-2, ap-
southeast-1, ap-southeast-2, ap-southeast-3, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• AWS-GR_RDS_STORAGE_ENCRYPTED

• arn:aws:controltower:us-west-2::control/AWS-GR_RDS_STORAGE_ENCRYPTED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-
south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

• arn:aws:controltower:us-west-2::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHE 
CK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-southe 
ast-1, ap-southeast-2, ap-southeast-4, ca-central-1, eu-central-1, eu-central-2, eu-north- 
1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_REGION_DENY

• arn:aws:controltower:us-west-2::control/AWS-GR_REGION_DENY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICTED_COMMON_PORTS

• arn:aws:controltower:us-west-2::control/AWS-GR_RESTRICTED_COMMON_PORTS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southeast-1, ap-
southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-north-1, eu-
west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-
west-2

• AWS-GR_RESTRICTED_SSH

• arn:aws:controltower:us-west-2::control/AWS-GR_RESTRICTED_SSH

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER

• arn:aws:controltower:us-west-2::control/AWS-GR_RESTRICT_ROOT_USER

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• arn:aws:controltower:us-west-2::control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

• arn:aws:controltower:us-west-2::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATI 
ON

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• arn:aws:controltower:us-west-2::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-south- 
1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

• arn:aws:controltower:us-west-2::control/AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLO 
CKS_PERIODIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-centra 
l-1, eu-north-1, eu-south-1, eu-west-1, eu-west-2, eu-west-3, me-central-1, me-south-1, sa-
east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_S3_VERSIONING_ENABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_S3_VERSIONING_ENABLED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

• arn:aws:controltower:us-west-2::control/AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIR 
ECT_INTERNET_ACCESS

• ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-
central-1, eu-central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, me-south-1, sa-east-1, 
us-east-1, us-east-2, us-west-1, us-west-2
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• AWS-GR_SNS_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_SNS_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• arn:aws:controltower:us-west-2::control/AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• arn:aws:controltower:us-west-2::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

• arn:aws:controltower:us-west-2::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISAB 
LED

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-south-1, ap-south-2, ap-southe 
ast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, eu-centra 
l-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-central-1, me-
central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ACM.PR.1

• arn:aws:controltower:us-west-2::control/RLCUCIOSPRZN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.1

• arn:aws:controltower:us-west-2::control/SKIBWKYUQAAC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.2

• arn:aws:controltower:us-west-2::control/XAZHJTQBXMLM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.3

• arn:aws:controltower:us-west-2::control/ELALMJSUVZGW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APIGATEWAY.PR.4

• arn:aws:controltower:us-west-2::control/CQKSRVXTWTEC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.5

• arn:aws:controltower:us-west-2::control/QSEYQKHHJZQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APIGATEWAY.PR.6

• arn:aws:controltower:us-west-2::control/ZHTQTRRJWMVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.1

• arn:aws:controltower:us-west-2::control/AJBUYRGFMZAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PR.2

• arn:aws:controltower:us-west-2::control/OJCFZINVIMTK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.3

• arn:aws:controltower:us-west-2::control/MTXEWCQXZRSJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.4

• arn:aws:controltower:us-west-2::control/KPAZGUODKWRH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.APPSYNC.PR.5

• arn:aws:controltower:us-west-2::control/SNXQHRNUFTVT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.APPSYNC.PV.1

• arn:aws:controltower:us-west-2::control/QLTPISPJRIPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.1

• arn:aws:controltower:us-west-2::control/HVZCGINGZUAN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ATHENA.PR.2

• arn:aws:controltower:us-west-2::control/FKFIKKLBQLRU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.1

• arn:aws:controltower:us-west-2::control/KFRLNAHWVNDQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.10

• arn:aws:controltower:us-west-2::control/KCPRFSJWXOGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.11

• arn:aws:controltower:us-west-2::control/MPAFQHWVRUYV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.2

• arn:aws:controltower:us-west-2::control/AJUNDFQNUTWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.3

• arn:aws:controltower:us-west-2::control/KQGVSJMAGCQK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.4

• arn:aws:controltower:us-west-2::control/UEEYNVTGUBLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.5

• arn:aws:controltower:us-west-2::control/IKGGRITHSTQX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.6

• arn:aws:controltower:us-west-2::control/XMQUOEMIYMAQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.AUTOSCALING.PR.8

• arn:aws:controltower:us-west-2::control/PKAHSCIYKNJT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.AUTOSCALING.PR.9

• arn:aws:controltower:us-west-2::control/XAJKDEPPKMLS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFORMATION.PR.1

• arn:aws:controltower:us-west-2::control/DKKMAWVORGDV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.1

• arn:aws:controltower:us-west-2::control/AVEFYTUYGGCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.10

• arn:aws:controltower:us-west-2::control/IJBYZPYEBBPL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.11

• arn:aws:controltower:us-west-2::control/YXRLGXTHKYTZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.2

• arn:aws:controltower:us-west-2::control/UIWBDZNONLUD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.3

• arn:aws:controltower:us-west-2::control/LHFZBEUHUBMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.4

• arn:aws:controltower:us-west-2::control/RFYXXYNURHWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.5

• arn:aws:controltower:us-west-2::control/MAPJFIKMJJKD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.6

• arn:aws:controltower:us-west-2::control/EOUIZKHISXPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.7

• arn:aws:controltower:us-west-2::control/SUXMGZJXERLV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDFRONT.PR.8

• arn:aws:controltower:us-west-2::control/DIFDZPKTUXZR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDFRONT.PR.9

• arn:aws:controltower:us-west-2::control/DOQSQVALBFCM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.1

• arn:aws:controltower:us-west-2::control/RBOKYZWNIEEH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.2

• arn:aws:controltower:us-west-2::control/SPIMIJLBSCTG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDTRAIL.PR.3

• arn:aws:controltower:us-west-2::control/XAFEOVTQSTJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDTRAIL.PR.4

• arn:aws:controltower:us-west-2::control/MIAFWDCLTQFG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.1

• arn:aws:controltower:us-west-2::control/TKCJNPHIDFHI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.2

• arn:aws:controltower:us-west-2::control/ZOBNLPQHKPDK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CLOUDWATCH.PR.3

• arn:aws:controltower:us-west-2::control/RVGRWIMSJKPB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CLOUDWATCH.PR.4

• arn:aws:controltower:us-west-2::control/LLRWYTMFYUFL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.1

• arn:aws:controltower:us-west-2::control/DWTOSZTSQXGA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.2

• arn:aws:controltower:us-west-2::control/WWHTDFQNALJW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.3

• arn:aws:controltower:us-west-2::control/MJRSPBWBBIWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.CODEBUILD.PR.4

• arn:aws:controltower:us-west-2::control/DHCOAMLWMKYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.5

• arn:aws:controltower:us-west-2::control/NTHPULVMAKSY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.CODEBUILD.PR.6

• arn:aws:controltower:us-west-2::control/ZYXLXAIYZXWK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DAX.PR.1

• arn:aws:controltower:us-west-2::control/LIDITLCMTBXF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DAX.PR.2

• arn:aws:controltower:us-west-2::control/BXXBFHSEQZVC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-2

• CT.DAX.PR.3

• arn:aws:controltower:us-west-2::control/KJQULRXQPSVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.1

• arn:aws:controltower:us-west-2::control/TEUGLLCMRFBE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DMS.PR.2

• arn:aws:controltower:us-west-2::control/AZMPQPEABVJQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.DOCUMENTDB.PR.1

• arn:aws:controltower:us-west-2::control/HXVOHNCIJRUC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DOCUMENTDB.PR.2

• arn:aws:controltower:us-west-2::control/XIHJTNHDRQAF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.1

• arn:aws:controltower:us-west-2::control/FEOCXMTUXONR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.DYNAMODB.PR.2

• arn:aws:controltower:us-west-2::control/RIOHZBTKOBKP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.1

• arn:aws:controltower:us-west-2::control/HAYOFUSRHZIZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.10

• arn:aws:controltower:us-west-2::control/MPIXENDLDJMR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.11

• arn:aws:controltower:us-west-2::control/NMURDTFOJDZH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.12

• arn:aws:controltower:us-west-2::control/VHEHBTESLGUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.13

• arn:aws:controltower:us-west-2::control/BWUUBNNIBGXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.14

• arn:aws:controltower:us-west-2::control/AGCVMUHOLSMD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.15

• arn:aws:controltower:us-west-2::control/NIVMCMYSFNKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.16

• arn:aws:controltower:us-west-2::control/LVYDZONSHIBC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.17

• arn:aws:controltower:us-west-2::control/JJBWMNJJXOLV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.18

• arn:aws:controltower:us-west-2::control/RERWXDLVIIXB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.19

• arn:aws:controltower:us-west-2::control/HQVYJHBVUYUN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.2

• arn:aws:controltower:us-west-2::control/GQRIEQCBOSSI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.20

• arn:aws:controltower:us-west-2::control/EMEHQZEQOKXY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.3

• arn:aws:controltower:us-west-2::control/ZDDEIITTHMLA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.4

• arn:aws:controltower:us-west-2::control/AECZRRYXCRTG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.5

• arn:aws:controltower:us-west-2::control/JZWYQOZYBXKL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PR.6

• arn:aws:controltower:us-west-2::control/FSNQGGGOUBAE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.7

• arn:aws:controltower:us-west-2::control/YJXXNEDHNQGK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.8

• arn:aws:controltower:us-west-2::control/LPPLQODCGROV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PR.9

• arn:aws:controltower:us-west-2::control/JAUAVPLUCXQF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.1

• arn:aws:controltower:us-west-2::control/VDGEODIDZXDR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.2

• arn:aws:controltower:us-west-2::control/WKQRXQBHPKHM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.3

• arn:aws:controltower:us-west-2::control/ZRARVNPRKEDC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.4

• arn:aws:controltower:us-west-2::control/EBWUEMXUGAPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EC2.PV.5

• arn:aws:controltower:us-west-2::control/XRKLQWOPJVYS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EC2.PV.6

• arn:aws:controltower:us-west-2::control/HQXFMTJNEBMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.1

• arn:aws:controltower:us-west-2::control/IRQTOSLASFTT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECR.PR.2

• arn:aws:controltower:us-west-2::control/WODEILPXPBWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECR.PR.3

• arn:aws:controltower:us-west-2::control/FQOEMCXBLGKN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.1

• arn:aws:controltower:us-west-2::control/PRTAZZJZIMQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.10

• arn:aws:controltower:us-west-2::control/TZNJBPCHXKPN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.11

• arn:aws:controltower:us-west-2::control/FNUUGNHLPMKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.12

• arn:aws:controltower:us-west-2::control/DFEQFDPQBGAA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.2

• arn:aws:controltower:us-west-2::control/LBPTWMIHFKYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.3

• arn:aws:controltower:us-west-2::control/FCDPZLCZQNUW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.4

• arn:aws:controltower:us-west-2::control/NDQWPPNXIKJO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.5

• arn:aws:controltower:us-west-2::control/LERIWIHIZLWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.6

• arn:aws:controltower:us-west-2::control/WOJPYBZNHNQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.7

• arn:aws:controltower:us-west-2::control/RYUYZPTAVRFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ECS.PR.8

• arn:aws:controltower:us-west-2::control/GIGMOPTTKBKT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ECS.PR.9

• arn:aws:controltower:us-west-2::control/OJBRRKEONYNH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.1

• arn:aws:controltower:us-west-2::control/GSLRTSNFSMMH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EKS.PR.2

• arn:aws:controltower:us-west-2::control/LEPJFJKICJRR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.1

• arn:aws:controltower:us-west-2::control/WAGVKTPUMMVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.2

• arn:aws:controltower:us-west-2::control/XYPKYXTSZWZY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.3

• arn:aws:controltower:us-west-2::control/PWIBHPGBWXYR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.4

• arn:aws:controltower:us-west-2::control/BOKFJHSIIIKG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.5

• arn:aws:controltower:us-west-2::control/JEJMEQFMTEBU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICACHE.PR.6

• arn:aws:controltower:us-west-2::control/NNZFDSJPKDBD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.7

• arn:aws:controltower:us-west-2::control/JESDZQANVQZE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICACHE.PR.8

• arn:aws:controltower:us-west-2::control/ORABWRKOWXNL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.1

• arn:aws:controltower:us-west-2::control/OTYYYSZCPWOZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICBEANSTALK.PR.2

• arn:aws:controltower:us-west-2::control/GFAFGVWBGLKH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICBEANSTALK.PR.3

• arn:aws:controltower:us-west-2::control/MZZHBWZZVDYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.1

• arn:aws:controltower:us-west-2::control/DFNRDMHNGCYN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.2

• arn:aws:controltower:us-west-2::control/VEZVVFVGGFDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICFILESYSYSTEM.PR.3

• arn:aws:controltower:us-west-2::control/LEXKWFEQKTOK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICFILESYSYSTEM.PR.4

• arn:aws:controltower:us-west-2::control/WTQPSFJEQBEE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.1

• arn:aws:controltower:us-west-2::control/BLNOUTJZPLAD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.10

• arn:aws:controltower:us-west-2::control/MUNVWQKVNFII

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.11

• arn:aws:controltower:us-west-2::control/YEHZWEMPWSWH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.12

• arn:aws:controltower:us-west-2::control/UBFDEGMVDXNI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.13

• arn:aws:controltower:us-west-2::control/ELKXDUVDUCCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.14

• arn:aws:controltower:us-west-2::control/JAZZWGOBQBZO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.15

• arn:aws:controltower:us-west-2::control/OCMRIQBWUSBU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.2

• arn:aws:controltower:us-west-2::control/KPAIALQFVPZD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.3

• arn:aws:controltower:us-west-2::control/RQXEJKEEBAQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.4

• arn:aws:controltower:us-west-2::control/CZGWNMZGUQQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.5

• arn:aws:controltower:us-west-2::control/VMTTTZPRYKXJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.6

• arn:aws:controltower:us-west-2::control/KBBOQEOOHYIT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.7

• arn:aws:controltower:us-west-2::control/KRJHNIMJOUVI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.ELASTICLOADBALANCING.PR.8

• arn:aws:controltower:us-west-2::control/HDFFHQGMCHAT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.ELASTICLOADBALANCING.PR.9

• arn:aws:controltower:us-west-2::control/DYNNAOSHIGUA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.1

• arn:aws:controltower:us-west-2::control/IVSACGXVHRSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.2

• arn:aws:controltower:us-west-2::control/TRYHGCGPXQBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.EMR.PR.3

• arn:aws:controltower:us-west-2::control/UDEMBGIGVWRQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.EMR.PR.4

• arn:aws:controltower:us-west-2::control/GFUOQRPWOJQO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GLUE.PR.1

• arn:aws:controltower:us-west-2::control/SKMTAZQLOSYY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.GUARDDUTY.PR.1

• arn:aws:controltower:us-west-2::control/AAEWPLCHTLBT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.1

• arn:aws:controltower:us-west-2::control/IEYHGQBFVLSK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.IAM.PR.2

• arn:aws:controltower:us-west-2::control/JMOGYFIPAVJA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.3

• arn:aws:controltower:us-west-2::control/TQOQTVTFKYZP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.4

• arn:aws:controltower:us-west-2::control/XGWPMANHZWZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.IAM.PR.5

• arn:aws:controltower:us-west-2::control/MCGPCOIVNQGM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KINESIS.PR.1

• arn:aws:controltower:us-west-2::control/KHBDMVKHOBTL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.1

• arn:aws:controltower:us-west-2::control/IJHOOMRUOCFD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.2

• arn:aws:controltower:us-west-2::control/AAYBIOQSHZST

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PR.3

• arn:aws:controltower:us-west-2::control/MXVGDDITBSPU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.1

• arn:aws:controltower:us-west-2::control/PVMTUFCQTSCQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.2

• arn:aws:controltower:us-west-2::control/GYCBXHNJQGSY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.3

• arn:aws:controltower:us-west-2::control/UBRZJERMAFCD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.4

• arn:aws:controltower:us-west-2::control/GAWXDJGYAKFT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.KMS.PV.5

• arn:aws:controltower:us-west-2::control/NYXTFGMOQSVF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.KMS.PV.6

• arn:aws:controltower:us-west-2::control/KRHABHPITGXA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.2

• arn:aws:controltower:us-west-2::control/VJIRQWYHYDXV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.3

• arn:aws:controltower:us-west-2::control/UZZBQASAXGUJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PR.4

• arn:aws:controltower:us-west-2::control/PAVLGMUCWQJJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.5

• arn:aws:controltower:us-west-2::control/NGOSLUFFFKZU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PR.6

• arn:aws:controltower:us-west-2::control/SRWDRZQEYMCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.LAMBDA.PV.1

• arn:aws:controltower:us-west-2::control/VBCTZJHNUNDG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.LAMBDA.PV.2

• arn:aws:controltower:us-west-2::control/JGPQDZGKSFMU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.1

• arn:aws:controltower:us-west-2::control/ZFWMKYOIAGSE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MQ.PR.2

• arn:aws:controltower:us-west-2::control/OMCJZWMYHEVZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MSK.PR.1

• arn:aws:controltower:us-west-2::control/MVIJOZVGIEAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.MSK.PR.2

• arn:aws:controltower:us-west-2::control/LRMSVVUASUPE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.MULTISERVICE.PV.1

• arn:aws:controltower:us-west-2::control/ZTCMZTIAOUEX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.1

• arn:aws:controltower:us-west-2::control/OIAIWVBPDRZL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.2

• arn:aws:controltower:us-west-2::control/GPMNZXUWJXSR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.NEPTUNE.PR.3

• arn:aws:controltower:us-west-2::control/CKBZYEFYGFQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.4

• arn:aws:controltower:us-west-2::control/JSFACLSPAAKM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NEPTUNE.PR.5

• arn:aws:controltower:us-west-2::control/IIJZNAMPKSOS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.1

• arn:aws:controltower:us-west-2::control/AHRCABRNZNQM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-west-2 5363



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.NETWORK-FIREWALL.PR.2

• arn:aws:controltower:us-west-2::control/DBQINFJQURTI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.3

• arn:aws:controltower:us-west-2::control/CBTUDPFAKVKC

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.4

• arn:aws:controltower:us-west-2::control/VOEDRZGRSHEV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.NETWORK-FIREWALL.PR.5

• arn:aws:controltower:us-west-2::control/ZDGARGCZBRFO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.1

• arn:aws:controltower:us-west-2::control/LIWOVOJLBRAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.10

• arn:aws:controltower:us-west-2::control/SMJAAEIMFEDL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.11

• arn:aws:controltower:us-west-2::control/PRTVHUYCEBIA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.12

• arn:aws:controltower:us-west-2::control/AOMKMLLKIJHL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.13

• arn:aws:controltower:us-west-2::control/XUNNABZCEQYZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.14

• arn:aws:controltower:us-west-2::control/CFWVMYGFBCAX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.15

• arn:aws:controltower:us-west-2::control/JIEHZXZFREPA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.16

• arn:aws:controltower:us-west-2::control/SAWLZWOPSRIB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.2

• arn:aws:controltower:us-west-2::control/IHEMPFCKBBEK

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.3

• arn:aws:controltower:us-west-2::control/QSBSQHVLFWYO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.4

• arn:aws:controltower:us-west-2::control/AKGAYTZTWFZI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.5

• arn:aws:controltower:us-west-2::control/CNSIZGNVLCLN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.OPENSEARCH.PR.6

• arn:aws:controltower:us-west-2::control/ENATZEFXPYYM

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.7

• arn:aws:controltower:us-west-2::control/WKDTZIOQBFDF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.8

• arn:aws:controltower:us-west-2::control/BAGLUYVGLRFN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.OPENSEARCH.PR.9

• arn:aws:controltower:us-west-2::control/ZIBAOFHKZHQY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.1

• arn:aws:controltower:us-west-2::control/BXNPKKZKAPUL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.10

• arn:aws:controltower:us-west-2::control/YISDVYQBVSTR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.11

• arn:aws:controltower:us-west-2::control/SAVOXDMXWEWV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.12

• arn:aws:controltower:us-west-2::control/SHDPEBVLNYBQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.13

• arn:aws:controltower:us-west-2::control/MZGZCGGQSWRE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.14

• arn:aws:controltower:us-west-2::control/FGOSLUOXFYBB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.15

• arn:aws:controltower:us-west-2::control/NUDJWWFBHWYF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.16

• arn:aws:controltower:us-west-2::control/XRFPHUIOBFJD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.17

• arn:aws:controltower:us-west-2::control/YHBMVYOGUEDD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.18

• arn:aws:controltower:us-west-2::control/GGCJMMPCKNQG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.19

• arn:aws:controltower:us-west-2::control/XUPYDDLWHDCG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.2

• arn:aws:controltower:us-west-2::control/SWFLJNEBRLPT

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.20

• arn:aws:controltower:us-west-2::control/DCGLYOBFHDPL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.21

• arn:aws:controltower:us-west-2::control/VPLSUHTSSKVN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.22

• arn:aws:controltower:us-west-2::control/IGEKWWYBNQPL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.23

• arn:aws:controltower:us-west-2::control/BSINZXEGCDDE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.24

• arn:aws:controltower:us-west-2::control/GWMSFQBJQUIL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.25

• arn:aws:controltower:us-west-2::control/MMEIVHRLITAO

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.26

• arn:aws:controltower:us-west-2::control/LJHTUFUWMNSD

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.27

• arn:aws:controltower:us-west-2::control/MRKXJWFJJRQL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.28

• arn:aws:controltower:us-west-2::control/SRHWCAMZVXEP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.29

• arn:aws:controltower:us-west-2::control/EJOWBXOSYQBZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.3

• arn:aws:controltower:us-west-2::control/FUPEXQIQKQBN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.30

• arn:aws:controltower:us-west-2::control/LBWJETISFWXS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.4

• arn:aws:controltower:us-west-2::control/LNVGZGRHGCBU

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.5

• arn:aws:controltower:us-west-2::control/ADSPCSQCOOJB

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.6

• arn:aws:controltower:us-west-2::control/JPFWRQLJMFBF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.7

• arn:aws:controltower:us-west-2::control/JVVEOIUQBJOL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.RDS.PR.8

• arn:aws:controltower:us-west-2::control/DJXFRUONYPSS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.RDS.PR.9

• arn:aws:controltower:us-west-2::control/QQXOAGHMUVGH

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.1

• arn:aws:controltower:us-west-2::control/UJZASVUBHZTV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.2

• arn:aws:controltower:us-west-2::control/JWHYTRNOCADA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.3

• arn:aws:controltower:us-west-2::control/MPMZYZBUMBNY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.4

• arn:aws:controltower:us-west-2::control/TIIOZLVHWXUZ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.5

• arn:aws:controltower:us-west-2::control/KXJMDJMVXXWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, me-centra 
l-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.6

• arn:aws:controltower:us-west-2::control/ESTXKKJJOWTE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.REDSHIFT.PR.7

• arn:aws:controltower:us-west-2::control/QIVJIJPOKQWA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.8

• arn:aws:controltower:us-west-2::control/WIYETXTZFNNA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.REDSHIFT.PR.9

• arn:aws:controltower:us-west-2::control/UHRGJXFBHKWG

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.1

• arn:aws:controltower:us-west-2::control/BAGVBAYKIDPQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.10

• arn:aws:controltower:us-west-2::control/NAJMVANQPXLA

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.11

• arn:aws:controltower:us-west-2::control/YMXFKEAZKVCS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.12

• arn:aws:controltower:us-west-2::control/FQJPZRMZNTWE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.2

• arn:aws:controltower:us-west-2::control/LWFWEJSLVKVV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.3

• arn:aws:controltower:us-west-2::control/GGFPMXFOJMKL

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.4

• arn:aws:controltower:us-west-2::control/OQTGURFVOIFX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.5

• arn:aws:controltower:us-west-2::control/OGTDJUZQBTOQ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.6

• arn:aws:controltower:us-west-2::control/WIBGVDNRDWQR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.S3.PR.8

• arn:aws:controltower:us-west-2::control/MPNBMXJVAAWW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.S3.PR.9

• arn:aws:controltower:us-west-2::control/CHIOVWNEUBWJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.1

• arn:aws:controltower:us-west-2::control/BAYFKDFICPXR

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SAGEMAKER.PR.2

• arn:aws:controltower:us-west-2::control/OXZGZLYYZZDX

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.SAGEMAKER.PR.3

• arn:aws:controltower:us-west-2::control/PGQSNZZVPTNP

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.1

• arn:aws:controltower:us-west-2::control/LIUFDWXIUWLF

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.SQS.PR.2

• arn:aws:controltower:us-west-2::control/AQUJFJQURUFV

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.STEPFUNCTIONS.PR.1

• arn:aws:controltower:us-west-2::control/OFRNXQNITJES

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

us-west-2 5382



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• CT.STEPFUNCTIONS.PR.2

• arn:aws:controltower:us-west-2::control/MSXYLKDPWZRN

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.1

• arn:aws:controltower:us-west-2::control/TEMUMMEADETS

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF-REGIONAL.PR.2

• arn:aws:controltower:us-west-2::control/EQMCVOTIUSBY

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAF.PR.1

• arn:aws:controltower:us-west-2::control/RVKEXLTMXJVJ

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2
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• CT.WAF.PR.2

• arn:aws:controltower:us-west-2::control/WHEYGYOKBFEE

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.1

• arn:aws:controltower:us-west-2::control/KYOLAPACMMCW

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• CT.WAFV2.PR.2

• arn:aws:controltower:us-west-2::control/TMEPJGMZTEOI

• af-south-1, ap-east-1, ap-northeast-1, ap-northeast-2, ap-northeast-3, ap-south-1, ap-south- 
2, ap-southeast-1, ap-southeast-2, ap-southeast-3, ap-southeast-4, ca-central-1, eu-central-1, 
eu-central-2, eu-north-1, eu-south-1, eu-south-2, eu-west-1, eu-west-2, eu-west-3, il-centra 
l-1, me-central-1, me-south-1, sa-east-1, us-east-1, us-east-2, us-west-1, us-west-2

• SH.ACM.1

• arn:aws:controltower:us-west-2::control/ANXKMBZMHTME

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ACM.2

• arn:aws:controltower:us-west-2::control/DAMNUGWIKMAB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.1

• arn:aws:controltower:us-west-2::control/TBTRTAXTTOFK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.2

• arn:aws:controltower:us-west-2::control/YPGHQDSXNTVO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.3

• arn:aws:controltower:us-west-2::control/LQTFJGDAOWKI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.4

• arn:aws:controltower:us-west-2::control/WGCGXWCPMWBV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.5

• arn:aws:controltower:us-west-2::control/ZUWFIOFNIKCI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.APIGateway.8

• arn:aws:controltower:us-west-2::control/VOMLOGQZFVTH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.APIGateway.9

• arn:aws:controltower:us-west-2::control/ZNUGCJCJBNYR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Account.1

• arn:aws:controltower:us-west-2::control/SCHNXFCTFZJG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AppSync.5

• arn:aws:controltower:us-west-2::control/QNHLOWOFTLTS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Athena.1

• arn:aws:controltower:us-west-2::control/VIBWIGDEUVJR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.1

• arn:aws:controltower:us-west-2::control/CCTCKXMLWFDI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.2

• arn:aws:controltower:us-west-2::control/TOSTAVLMCDIG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.3

• arn:aws:controltower:us-west-2::control/SMYBKBKBIJSJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.4

• arn:aws:controltower:us-west-2::control/AFMJRQPIACSQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.AutoScaling.6

• arn:aws:controltower:us-west-2::control/OWVWXHTOQSYK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.AutoScaling.9

• arn:aws:controltower:us-west-2::control/SKBFDFDSPRTT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Autoscaling.5

• arn:aws:controltower:us-west-2::control/CQYHNDCSDOKU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.1

• arn:aws:controltower:us-west-2::control/TKEVYJJCXGTI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.2

• arn:aws:controltower:us-west-2::control/YHMCHLVAJGXW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.4

• arn:aws:controltower:us-west-2::control/RFTWGBDAOZZG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CloudTrail.5

• arn:aws:controltower:us-west-2::control/BGLRJKKRJVJM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CloudTrail.6

• arn:aws:controltower:us-west-2::control/LTDEQKMWOFLJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.1

• arn:aws:controltower:us-west-2::control/QVAROLLMZGOA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.2

• arn:aws:controltower:us-west-2::control/XKWAJFIWDTOW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.3

• arn:aws:controltower:us-west-2::control/FBFYJYXDGJDO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.CodeBuild.4

• arn:aws:controltower:us-west-2::control/RUQCXNAOEZOB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.CodeBuild.5

• arn:aws:controltower:us-west-2::control/ENIPGUAUEXSC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.1

• arn:aws:controltower:us-west-2::control/JPRWVQHPQWQX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DMS.9

• arn:aws:controltower:us-west-2::control/OBODYBXTJMOY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DocumentDB.3

• arn:aws:controltower:us-west-2::control/AIQPFTZTJQOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.DynamoDB.1

• arn:aws:controltower:us-west-2::control/SQFKXDJCSXNS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.2

• arn:aws:controltower:us-west-2::control/QKJWJTTLZAEH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.DynamoDB.3

• arn:aws:controltower:us-west-2::control/VPKJJQGPZEHI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.1

• arn:aws:controltower:us-west-2::control/TKXNMRFIMBEQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.10

• arn:aws:controltower:us-west-2::control/XZPDNCDQQVUK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.15

• arn:aws:controltower:us-west-2::control/JSFKRLFHAKSN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.16

• arn:aws:controltower:us-west-2::control/PBGUIXCOFNGC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.17

• arn:aws:controltower:us-west-2::control/DEEWSUBUCMPE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.18

• arn:aws:controltower:us-west-2::control/USRKPTPFWXBG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.19

• arn:aws:controltower:us-west-2::control/QMYRIRVYDWYC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.2

• arn:aws:controltower:us-west-2::control/MVCYHCJCTHKQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.20

• arn:aws:controltower:us-west-2::control/TCELFANHENOF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.21

• arn:aws:controltower:us-west-2::control/DZFUOUZQSVYE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.22

• arn:aws:controltower:us-west-2::control/SPMPWQSGOLSG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.23

• arn:aws:controltower:us-west-2::control/NRTOUZZSTMBL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.25

• arn:aws:controltower:us-west-2::control/FYFOMHKXJRNV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.3

• arn:aws:controltower:us-west-2::control/LUVWJGYMJGGN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.4

• arn:aws:controltower:us-west-2::control/FICBNNTRAXTL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.6

• arn:aws:controltower:us-west-2::control/PDPODRNNTZOK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.7

• arn:aws:controltower:us-west-2::control/JONOVBLPBWAW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EC2.8

• arn:aws:controltower:us-west-2::control/IFGERUTZUTFR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EC2.9

• arn:aws:controltower:us-west-2::control/KXUMGWDZGDKW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.1

• arn:aws:controltower:us-west-2::control/LIWRSKLRMDEW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.2

• arn:aws:controltower:us-west-2::control/ICDSCZRMSAGC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECR.3

• arn:aws:controltower:us-west-2::control/HDESRSEEGACA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.1

• arn:aws:controltower:us-west-2::control/PZJZHDWZUIMB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.10

• arn:aws:controltower:us-west-2::control/LOZWHACNQRQQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.12

• arn:aws:controltower:us-west-2::control/TPAZNYVAIDJA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.2

• arn:aws:controltower:us-west-2::control/ITRPZWOLQECJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.3

• arn:aws:controltower:us-west-2::control/KYMDJLKLXJHG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ECS.4

• arn:aws:controltower:us-west-2::control/MRRRZFTNEETG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.5

• arn:aws:controltower:us-west-2::control/GTHMXNOZDNXN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ECS.8

• arn:aws:controltower:us-west-2::control/VHVNQSXRDIET

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.1

• arn:aws:controltower:us-west-2::control/SSNRPFOJAFFZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.2

• arn:aws:controltower:us-west-2::control/PGSGUFIPZMDK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.EFS.3

• arn:aws:controltower:us-west-2::control/NVESMCWZHHTI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EFS.4

• arn:aws:controltower:us-west-2::control/SMRVHSXRVJWI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.1

• arn:aws:controltower:us-west-2::control/UCMPEYSGHUVA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EKS.2

• arn:aws:controltower:us-west-2::control/KTILUSDFMIXF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.10

• arn:aws:controltower:us-west-2::control/USWBDHCGVRDW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.12

• arn:aws:controltower:us-west-2::control/LVFJKSJQZIZH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.13

• arn:aws:controltower:us-west-2::control/ISTVPVBYSJIR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.14

• arn:aws:controltower:us-west-2::control/DQHJULQCNNCE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.2

• arn:aws:controltower:us-west-2::control/SBRXFCDRVYFI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.3

• arn:aws:controltower:us-west-2::control/DFCYTONBHIGM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.4

• arn:aws:controltower:us-west-2::control/OELFZGUMNKNU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.5

• arn:aws:controltower:us-west-2::control/VVOADNJLLYGS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.6

• arn:aws:controltower:us-west-2::control/HVEKNEMKLWBH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.7

• arn:aws:controltower:us-west-2::control/HXVRPCPCCRZY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELB.8

• arn:aws:controltower:us-west-2::control/FEXUWZRZIBJR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ELB.9

• arn:aws:controltower:us-west-2::control/DFCKOHVLNFDB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ELBv2.1

• arn:aws:controltower:us-west-2::control/VBIBPIJKJEYJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EMR.1

• arn:aws:controltower:us-west-2::control/JGCWFSRMUIIO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.1

• arn:aws:controltower:us-west-2::control/MDTDTZWSIGIP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.2

• arn:aws:controltower:us-west-2::control/HDSBLJREMYRX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.3

• arn:aws:controltower:us-west-2::control/FMBZHHQPTZTW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.4

• arn:aws:controltower:us-west-2::control/SJLJVDZSATIT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.5

• arn:aws:controltower:us-west-2::control/CJEQHRVXTIWI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.6

• arn:aws:controltower:us-west-2::control/VWKJFNZAPCDY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ES.7

• arn:aws:controltower:us-west-2::control/KDDVJHAFANAS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ES.8

• arn:aws:controltower:us-west-2::control/QVHFDLZIKRZW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.3

• arn:aws:controltower:us-west-2::control/HKFIZPQYALLF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.4

• arn:aws:controltower:us-west-2::control/BFBUHVUQAHXR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.5

• arn:aws:controltower:us-west-2::control/BNPHNRTPVKRQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElastiCache.6

• arn:aws:controltower:us-west-2::control/BZVATKLFDCDD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.ElasticBeanstalk.1

• arn:aws:controltower:us-west-2::control/CUVOLGXTISMS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.ElasticBeanstalk.2

• arn:aws:controltower:us-west-2::control/IJZKGIDVPZUE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.EventBridge.3

• arn:aws:controltower:us-west-2::control/FFODCLSFQTOD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.GuardDuty.1

• arn:aws:controltower:us-west-2::control/APFIGXPGEUMB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.1

• arn:aws:controltower:us-west-2::control/BYCPKIWWCXUS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.2

• arn:aws:controltower:us-west-2::control/VBOICSFJPYQV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.21

• arn:aws:controltower:us-west-2::control/FEPUEQJBEEJE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.3

• arn:aws:controltower:us-west-2::control/NJXSDDNVGFJT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.4

• arn:aws:controltower:us-west-2::control/XMQHVQUWVANU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.5

• arn:aws:controltower:us-west-2::control/FJMFSLSUYOTC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.IAM.6

• arn:aws:controltower:us-west-2::control/MEFQIQZLFYAO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.7

• arn:aws:controltower:us-west-2::control/VBKLNMEHVTZB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.IAM.8

• arn:aws:controltower:us-west-2::control/VUQQVIQVRPBS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.1

• arn:aws:controltower:us-west-2::control/OONPBHUUNDTP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.2

• arn:aws:controltower:us-west-2::control/KOWUMYGVIEUY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.KMS.3

• arn:aws:controltower:us-west-2::control/JNOLPJAAZDRU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.KMS.4

• arn:aws:controltower:us-west-2::control/ZISYMNHRKXUX

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Kinesis.1

• arn:aws:controltower:us-west-2::control/MGBKMMLYFDEG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.1

• arn:aws:controltower:us-west-2::control/BNIHRCLLGNHH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.2

• arn:aws:controltower:us-west-2::control/KIONODJWVSXV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Lambda.3

• arn:aws:controltower:us-west-2::control/UUIZSSUBLVZZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Lambda.5

• arn:aws:controltower:us-west-2::control/QTBXGAAGFVRJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.5

• arn:aws:controltower:us-west-2::control/NMKTHYJZCOIT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MQ.6

• arn:aws:controltower:us-west-2::control/WPETNRUNQIYJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.MSK.1

• arn:aws:controltower:us-west-2::control/RIUQKWDXOUKP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-west-2 5408



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.Neptune.1

• arn:aws:controltower:us-west-2::control/JWHKRTXTDDMQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.2

• arn:aws:controltower:us-west-2::control/JWQLYMAHKVLO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.3

• arn:aws:controltower:us-west-2::control/QXWJVOYQNEKQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.4

• arn:aws:controltower:us-west-2::control/RBAJHJOAQMVK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.5

• arn:aws:controltower:us-west-2::control/LCVPESGNCLWT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Neptune.6

• arn:aws:controltower:us-west-2::control/WGJJYXWWBSKA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.7

• arn:aws:controltower:us-west-2::control/WKEGTXZTMJQQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Neptune.8

• arn:aws:controltower:us-west-2::control/HZVBZDZLPYJP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.3

• arn:aws:controltower:us-west-2::control/MNFWKRSSELQI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.4

• arn:aws:controltower:us-west-2::control/CWNUOQODLOSL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.NetworkFirewall.5

• arn:aws:controltower:us-west-2::control/AWRAGIQYHJDZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.NetworkFirewall.6

• arn:aws:controltower:us-west-2::control/SCVMOZZWOZTV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.1

• arn:aws:controltower:us-west-2::control/QOEVDDAFSXDN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.2

• arn:aws:controltower:us-west-2::control/QAPHAIOJQJGS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.3

• arn:aws:controltower:us-west-2::control/MSRORYOIEHHF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Opensearch.4

• arn:aws:controltower:us-west-2::control/IPGTNQNCEVHE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.5

• arn:aws:controltower:us-west-2::control/YTIOEVUJXBVO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.6

• arn:aws:controltower:us-west-2::control/GRZJBENTFMIR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.7

• arn:aws:controltower:us-west-2::control/XJACAJPWJYEG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Opensearch.8

• arn:aws:controltower:us-west-2::control/ZYMOYFTGCZOO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.1

• arn:aws:controltower:us-west-2::control/CAGKPKAGDCTC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.10

• arn:aws:controltower:us-west-2::control/EFAPZPONOBQN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.11

• arn:aws:controltower:us-west-2::control/EXXRISQZELSP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.12

• arn:aws:controltower:us-west-2::control/HGQGAKCYLYSU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.13

• arn:aws:controltower:us-west-2::control/WLWAWYKRSUMI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.15

• arn:aws:controltower:us-west-2::control/IJVHZTDIWOAW

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.17

• arn:aws:controltower:us-west-2::control/THIMEGDOQLQT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.18

• arn:aws:controltower:us-west-2::control/QFDDMLBXZFMD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.19

• arn:aws:controltower:us-west-2::control/LRBSFHOKMEYK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.2

• arn:aws:controltower:us-west-2::control/MZHXJEYNYHPM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-west-2 5414



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.RDS.20

• arn:aws:controltower:us-west-2::control/EZKYVDMHEXTT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.21

• arn:aws:controltower:us-west-2::control/VNVOSKGSBKYM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.22

• arn:aws:controltower:us-west-2::control/YNHFAJNIYTDT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.23

• arn:aws:controltower:us-west-2::control/TJALNCJQYRFH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.25

• arn:aws:controltower:us-west-2::control/QCWMEMJPWTVG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.27

• arn:aws:controltower:us-west-2::control/AEXJPTLILJTV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.3

• arn:aws:controltower:us-west-2::control/NMQXECEAQCBC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.4

• arn:aws:controltower:us-west-2::control/OGAIZAJBSGBT

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.5

• arn:aws:controltower:us-west-2::control/WQRKCNCGXMEZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.6

• arn:aws:controltower:us-west-2::control/EYAIAJPSQRWR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.RDS.8

• arn:aws:controltower:us-west-2::control/EZGQFHTMBAWO

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.RDS.9

• arn:aws:controltower:us-west-2::control/DBSDVNSHWIOG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.1

• arn:aws:controltower:us-west-2::control/KHOSQGUZDTNH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.10

• arn:aws:controltower:us-west-2::control/CLQQQXAYJAFH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.2

• arn:aws:controltower:us-west-2::control/YHXWAUSZWWSC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.Redshift.4

• arn:aws:controltower:us-west-2::control/HREVCGLTRGZP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.6

• arn:aws:controltower:us-west-2::control/TTPCFJGMJZSJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.7

• arn:aws:controltower:us-west-2::control/JSLNDFAYMRXF

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.8

• arn:aws:controltower:us-west-2::control/KLCNBPBVPMMD

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.Redshift.9

• arn:aws:controltower:us-west-2::control/UQQKZEWILTCV

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.1

• arn:aws:controltower:us-west-2::control/PSJEDKJBNWNR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.10

• arn:aws:controltower:us-west-2::control/NNKPEWEOGGGE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.11

• arn:aws:controltower:us-west-2::control/YEESXUDJFQTY

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.12

• arn:aws:controltower:us-west-2::control/SDRCGUUWECWP

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.13

• arn:aws:controltower:us-west-2::control/URNEOQLNCGXG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

us-west-2 5419



AWS Control Tower User Guide

Control identifier, ARN, and supported Regions

• SH.S3.17

• arn:aws:controltower:us-west-2::control/BPJKDXJRCEBE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.2

• arn:aws:controltower:us-west-2::control/KCEBTQBTPXWJ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.3

• arn:aws:controltower:us-west-2::control/TSWBJXBIHDPI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.5

• arn:aws:controltower:us-west-2::control/HYHJNWCTPBFR

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.6

• arn:aws:controltower:us-west-2::control/TIXQXDCZZIOI

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.S3.8

• arn:aws:controltower:us-west-2::control/PDKYAANJEWJE

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.S3.9

• arn:aws:controltower:us-west-2::control/UMKAXUFOAXGS

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.1

• arn:aws:controltower:us-west-2::control/JTEBIKCLLRKC

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SNS.2

• arn:aws:controltower:us-west-2::control/BQNJQZDDAPMH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SQS.1

• arn:aws:controltower:us-west-2::control/DVIYOYZQQBHZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SSM.1

• arn:aws:controltower:us-west-2::control/MJMHFBPPWLJA

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.2

• arn:aws:controltower:us-west-2::control/FFOYUQFIGGQM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.3

• arn:aws:controltower:us-west-2::control/RDXQFIOFSBGG

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SSM.4

• arn:aws:controltower:us-west-2::control/FBHANBZBEATL

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.1

• arn:aws:controltower:us-west-2::control/KSWIOQETFUQN

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SageMaker.2

• arn:aws:controltower:us-west-2::control/EVWTVVCSKQMU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SageMaker.3

• arn:aws:controltower:us-west-2::control/LWNZCRKRHHIB

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.1

• arn:aws:controltower:us-west-2::control/FSFKVERCZULZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.2

• arn:aws:controltower:us-west-2::control/MEFMYKVDMILQ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.SecretsManager.3

• arn:aws:controltower:us-west-2::control/IVSZZVBQUNGM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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• SH.SecretsManager.4

• arn:aws:controltower:us-west-2::control/WIRZVNDRETYM

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.10

• arn:aws:controltower:us-west-2::control/AWZLGRLEJATU

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.2

• arn:aws:controltower:us-west-2::control/HVPCLRFIDJZZ

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.3

• arn:aws:controltower:us-west-2::control/LUZSILPCBBOK

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2

• SH.WAF.4

• arn:aws:controltower:us-west-2::control/BFJEJSOYYREH

• ap-northeast-1, ap-northeast-2, ap-south-1, ap-southeast-1, ap-southeast-2, ca-central-1, eu-
central-1, eu-north-1, eu-west-1, eu-west-2, eu-west-3, sa-east-1, us-east-1, us-east-2, us-
west-1, us-west-2
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Tables of control metadata

This section contains tables that show the metadata for controls. Remember that each control 
has a unique API identifier for each Region in which AWS Control Tower is available. When you are 
working with the control APIs, provide the identifier for the Region in which you are making the API 
call.

Latest update February 15, 2024.

AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_AU 
DIT_BUCKE 
T_ENCRYPT 
ION_ENABLED

• CIS AWS 
Benchmark 1.4 
2.1.1

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_ENC 
RYPTION_E 
NABLED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_ENC 
RYPTION_E 
NABLED
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_ENC 
RYPTION_E 
NABLED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
ENCRYPTIO 
N_ENABLED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_ENCRYPT 
ION_ENABLED

• Asia Pacific 
(Singapore)
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Control identifier Framework Control objective Control API identifie 
rs, by Region

arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_ENCRYPT 
ION_ENABLED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
ENCRYPTIO 
N_ENABLED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_ENC 
RYPTION_E 
NABLED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_ENC 
RYPTION_E 
NABLED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_EN 
CRYPTION_ 
ENABLED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_EN 
CRYPTION_ 
ENABLED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_AU 
DIT_BUCKE 
T_ENCRYPT 
ION_ENABLED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_ENCRYPT 
ION_ENABLED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_ENC 
RYPTION_E 
NABLED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

UCKET_ENC 
RYPTION_E 
NABLED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_ENC 
RYPTION_E 
NABLED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_ENC 
RYPTION_E 
NABLED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

T_ENCRYPT 
ION_ENABLED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_ENCRYPT 
ION_ENABLED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_EN 
CRYPTION_ 
ENABLED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_EN 
CRYPTION_ 
ENABLED
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_EN 
CRYPTION_ 
ENABLED

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
ENCRYPTIO 
N_ENABLED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
ENCRYPTIO 
N_ENABLED

• Europe (Spain)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_EN 
CRYPTION_ 
ENABLED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_EN 
CRYPTION_ 
ENABLED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
ENCRYPTIO 
N_ENABLED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_ENCRYPT 
ION_ENABLED

AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_AU 
DIT_BUCKE 
T_LOGGING 
_ENABLED

• CIS AWS 
Benchmark 1.4 3.6

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_LOG 
GING_ENABLED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_LOG 
GING_ENABLED

AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED 5434



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_LOG 
GING_ENABLED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
LOGGING_E 
NABLED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_LOGGING 
_ENABLED

• Asia Pacific 
(Singapore)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_LOGGING 
_ENABLED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
LOGGING_E 
NABLED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_LOG 
GING_ENABLED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

R_AUDIT_B 
UCKET_LOG 
GING_ENABLED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_LO 
GGING_ENA 
BLED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_LO 
GGING_ENA 
BLED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

T_LOGGING 
_ENABLED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_LOGGING 
_ENABLED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_LOG 
GING_ENABLED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_LOG 
GING_ENABLED
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_LOG 
GING_ENABLED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_LOG 
GING_ENABLED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_LOGGING 
_ENABLED

• Asia Pacific 
(Osaka)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_LOGGING 
_ENABLED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_LO 
GGING_ENA 
BLED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_LO 
GGING_ENA 
BLED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_LO 
GGING_ENA 
BLED

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
LOGGING_E 
NABLED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
LOGGING_E 
NABLED

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_AUDIT_ 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

BUCKET_LO 
GGING_ENA 
BLED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_LO 
GGING_ENA 
BLED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
LOGGING_E 
NABLED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

T_LOGGING 
_ENABLED

AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_AU 
DIT_BUCKE 
T_POLICY_ 
CHANGES_P 
ROHIBITED

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
CM-3(8)

• NIST 800-53 Rev 5 
SA-8(19)

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_POL 
ICY_CHANG 
ES_PROHIB 
ITED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_POL 
ICY_CHANG 
ES_PROHIB 
ITED
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_POL 
ICY_CHANG 
ES_PROHIB 
ITED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
POLICY_CH 
ANGES_PRO 
HIBITED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_POLICY_ 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CHANGES_P 
ROHIBITED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_POLICY_ 
CHANGES_P 
ROHIBITED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
POLICY_CH 
ANGES_PRO 
HIBITED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_POL 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ICY_CHANG 
ES_PROHIB 
ITED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_POL 
ICY_CHANG 
ES_PROHIB 
ITED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_PO 
LICY_CHAN 
GES_PROHI 
BITED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

BUCKET_PO 
LICY_CHAN 
GES_PROHI 
BITED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_POLICY_ 
CHANGES_P 
ROHIBITED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_POLICY_ 
CHANGES_P 
ROHIBITED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

R_AUDIT_B 
UCKET_POL 
ICY_CHANG 
ES_PROHIB 
ITED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_POL 
ICY_CHANG 
ES_PROHIB 
ITED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_POL 
ICY_CHANG 
ES_PROHIB 
ITED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_POL 
ICY_CHANG 
ES_PROHIB 
ITED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_POLICY_ 
CHANGES_P 
ROHIBITED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_POLICY_ 
CHANGES_P 
ROHIBITED

• Europe (Milan)
arn:aws:c 
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ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_PO 
LICY_CHAN 
GES_PROHI 
BITED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_PO 
LICY_CHAN 
GES_PROHI 
BITED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_PO 
LICY_CHAN 
GES_PROHI 
BITED

AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED 5450
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
POLICY_CH 
ANGES_PRO 
HIBITED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
POLICY_CH 
ANGES_PRO 
HIBITED

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_PO 
LICY_CHAN 
GES_PROHI 
BITED

AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED 5451
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_PO 
LICY_CHAN 
GES_PROHI 
BITED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
POLICY_CH 
ANGES_PRO 
HIBITED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_POLICY_ 

AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED 5452
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CHANGES_P 
ROHIBITED

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_AU 
DIT_BUCKE 
T_RETENTI 
ON_POLICY

• NIST 800-53 Rev 5 
SI-12

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_RET 
ENTION_PO 
LICY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_RET 
ENTION_PO 
LICY

• US West (Oregon)
arn:aws:c 
ontroltow 

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5453
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er:us-wes 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_RET 
ENTION_PO 
LICY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
RETENTION 
_POLICY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_RETENTI 
ON_POLICY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5454
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theast-1: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_RETENTI 
ON_POLICY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
RETENTION 
_POLICY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_RET 
ENTION_PO 
LICY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_AUDIT_B 

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5455
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UCKET_RET 
ENTION_PO 
LICY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_RE 
TENTION_P 
OLICY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_RE 
TENTION_P 
OLICY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5456
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T_RETENTI 
ON_POLICY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_RETENTI 
ON_POLICY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_RET 
ENTION_PO 
LICY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_RET 

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5457
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ENTION_PO 
LICY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_RET 
ENTION_PO 
LICY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_AUDIT_B 
UCKET_RET 
ENTION_PO 
LICY

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5458
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T_RETENTI 
ON_POLICY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_RETENTI 
ON_POLICY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_RE 
TENTION_P 
OLICY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_RE 
TENTION_P 
OLICY

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5459



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_RE 
TENTION_P 
OLICY

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
RETENTION 
_POLICY

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
RETENTION 
_POLICY

• Europe (Spain)
arn:aws:c 

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5460
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ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_RE 
TENTION_P 
OLICY

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_AUDIT_ 
BUCKET_RE 
TENTION_P 
OLICY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_AUDI 
T_BUCKET_ 
RETENTION 
_POLICY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

AWS-GR_AUDIT_BUCKET_RETENTION_POLICY 5461
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er:ap-sou 
theast-4: 
:control/ 
AWS-GR_AU 
DIT_BUCKE 
T_RETENTI 
ON_POLICY

AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_AU 
TOSCALING 
_LAUNCH_C 
ONFIG_PUBLIC_IP_DI 
SABLED

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5462
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• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_AUTO 
SCALING_L 
AUNCH_CON 
FIG_PUBLI 
C_IP_DISA 
BLED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5463
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theast-2: 
:control/ 
AWS-GR_AU 
TOSCALING 
_LAUNCH_C 
ONFIG_PUB 
LIC_IP_DI 
SABLED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_AU 
TOSCALING 
_LAUNCH_C 
ONFIG_PUB 
LIC_IP_DI 
SABLED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_AUTO 
SCALING_L 
AUNCH_CON 
FIG_PUBLI 
C_IP_DISA 
BLED

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5464
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• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_AUTOSC 
ALING_LAU 
NCH_CONFI 
G_PUBLIC_ 
IP_DISABLED

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5465
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_AUTOSC 
ALING_LAU 
NCH_CONFI 
G_PUBLIC_ 
IP_DISABLED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_AU 
TOSCALING 
_LAUNCH_C 
ONFIG_PUB 
LIC_IP_DI 
SABLED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_AU 
TOSCALING 

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5466



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

_LAUNCH_C 
ONFIG_PUB 
LIC_IP_DI 
SABLED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5467



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

rol/AWS-G 
R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_AUTOSCA 
LING_LAUN 
CH_CONFIG 
_PUBLIC_I 
P_DISABLED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_AUTOSC 
ALING_LAU 
NCH_CONFI 
G_PUBLIC_ 
IP_DISABLED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5468
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trol/AWS- 
GR_AUTOSC 
ALING_LAU 
NCH_CONFI 
G_PUBLIC_ 
IP_DISABLED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_AUTOSC 
ALING_LAU 
NCH_CONFI 
G_PUBLIC_ 
IP_DISABLED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_AUTO 
SCALING_L 
AUNCH_CON 
FIG_PUBLI 
C_IP_DISA 
BLED

• Europe (Spain)
arn:aws:c 
ontroltow 

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5469
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er:eu-sou 
th-2::con 
trol/AWS- 
GR_AUTOSC 
ALING_LAU 
NCH_CONFI 
G_PUBLIC_ 
IP_DISABLED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_AUTOSC 
ALING_LAU 
NCH_CONFI 
G_PUBLIC_ 
IP_DISABLED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_AUTO 
SCALING_L 
AUNCH_CON 
FIG_PUBLI 
C_IP_DISA 
BLED

AWS-GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED 5470
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GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_DE 
TECT_CLOU 
DTRAIL_EN 
ABLED_ON_ 
MEMBER_ACCOUNTS

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-14(1)

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SA-8(22)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5471
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• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_DETE 
CT_CLOUDT 
RAIL_ENAB 
LED_ON_ME 
MBER_ACCO 
UNTS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_DE 
TECT_CLOU 
DTRAIL_EN 
ABLED_ON_ 
MEMBER_AC 
COUNTS

• Asia Pacific 
(Singapore)
arn:aws:c 

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5472
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• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• PCI DSS version 
3.2.1 10.5.3

• PCI DSS version 
3.2.1 10.5.4

ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_DE 
TECT_CLOU 
DTRAIL_EN 
ABLED_ON_ 
MEMBER_AC 
COUNTS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_DETE 
CT_CLOUDT 
RAIL_ENAB 
LED_ON_ME 
MBER_ACCO 
UNTS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5473
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• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_DETECT 
_CLOUDTRA 
IL_ENABLE 
D_ON_MEMB 
ER_ACCOUNTS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_DETECT 
_CLOUDTRA 
IL_ENABLE 

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5474
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D_ON_MEMB 
ER_ACCOUNTS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_DE 
TECT_CLOU 
DTRAIL_EN 
ABLED_ON_ 
MEMBER_AC 
COUNTS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_DE 
TECT_CLOU 
DTRAIL_EN 
ABLED_ON_ 
MEMBER_AC 
COUNTS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
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R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5476
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t-1::cont 
rol/AWS-G 
R_DETECT_ 
CLOUDTRAI 
L_ENABLED 
_ON_MEMBE 
R_ACCOUNTS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_DE 
TECT_CLOU 
DTRAIL_EN 
ABLED_ON_ 
MEMBER_AC 
COUNTS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_DE 
TECT_CLOU 
DTRAIL_EN 
ABLED_ON_ 
MEMBER_AC 
COUNTS

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5477
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• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_DETECT 
_CLOUDTRA 
IL_ENABLE 
D_ON_MEMB 
ER_ACCOUNTS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_DETECT 
_CLOUDTRA 
IL_ENABLE 
D_ON_MEMB 
ER_ACCOUNTS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_DETECT 
_CLOUDTRA 
IL_ENABLE 

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5478
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D_ON_MEMB 
ER_ACCOUNTS

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_DETE 
CT_CLOUDT 
RAIL_ENAB 
LED_ON_ME 
MBER_ACCO 
UNTS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_DETE 
CT_CLOUDT 
RAIL_ENAB 
LED_ON_ME 
MBER_ACCO 
UNTS

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_DETECT 

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5479
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_CLOUDTRA 
IL_ENABLE 
D_ON_MEMB 
ER_ACCOUNTS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_DETECT 
_CLOUDTRA 
IL_ENABLE 
D_ON_MEMB 
ER_ACCOUNTS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_DETE 
CT_CLOUDT 
RAIL_ENAB 
LED_ON_ME 
MBER_ACCO 
UNTS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS 5480
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theast-4: 
:control/ 
AWS-GR_DE 
TECT_CLOU 
DTRAIL_EN 
ABLED_ON_ 
MEMBER_AC 
COUNTS

AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_DI 
SALLOW_CR 
OSS_REGIO 
N_NETWORKING

None • Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_CROSS_R 
EGION_NET 
WORKING

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_DISALLO 

AWS-GR_DISALLOW_CROSS_REGION_NETWORKING 5481
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W_CROSS_R 
EGION_NET 
WORKING

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_DISALLO 
W_CROSS_R 
EGION_NET 
WORKING

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_CROS 
S_REGION_ 
NETWORKING

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_DI 
SALLOW_CR 

AWS-GR_DISALLOW_CROSS_REGION_NETWORKING 5482
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OSS_REGIO 
N_NETWORKING

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_DI 
SALLOW_CR 
OSS_REGIO 
N_NETWORKING

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_CROS 
S_REGION_ 
NETWORKING

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_CROSS_R 
EGION_NET 
WORKING

AWS-GR_DISALLOW_CROSS_REGION_NETWORKING 5483
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• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_DISALLO 
W_CROSS_R 
EGION_NET 
WORKING

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_CROSS_ 
REGION_NE 
TWORKING

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_CROSS_ 
REGION_NE 
TWORKING

• Asia Pacific (Seoul)
arn:aws:c 
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ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_DI 
SALLOW_CR 
OSS_REGIO 
N_NETWORKING

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_DI 
SALLOW_CR 
OSS_REGIO 
N_NETWORKING

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_DISALLO 
W_CROSS_R 
EGION_NET 
WORKING

• South America 
(São Paulo)
arn:aws:c 
ontroltow 

AWS-GR_DISALLOW_CROSS_REGION_NETWORKING 5485
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er:sa-eas 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_CROSS_R 
EGION_NET 
WORKING

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_CROSS_R 
EGION_NET 
WORKING

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_CROSS_R 
EGION_NET 
WORKING

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_DISALLOW_CROSS_REGION_NETWORKING 5486
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theast-3: 
:control/ 
AWS-GR_DI 
SALLOW_CR 
OSS_REGIO 
N_NETWORKING

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_DI 
SALLOW_CR 
OSS_REGIO 
N_NETWORKING

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_CROSS_ 
REGION_NE 
TWORKING

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
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GR_DISALL 
OW_CROSS_ 
REGION_NE 
TWORKING

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_CROSS_ 
REGION_NE 
TWORKING

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_CROS 
S_REGION_ 
NETWORKING

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_DISA 
LLOW_CROS 

AWS-GR_DISALLOW_CROSS_REGION_NETWORKING 5488
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S_REGION_ 
NETWORKING

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_DISALL 
OW_CROSS_ 
REGION_NE 
TWORKING

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_DISALL 
OW_CROSS_ 
REGION_NE 
TWORKING

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_CROS 
S_REGION_ 
NETWORKING

AWS-GR_DISALLOW_CROSS_REGION_NETWORKING 5489
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• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_DI 
SALLOW_CR 
OSS_REGIO 
N_NETWORKING

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_DI 
SALLOW_VP 
C_INTERNET_ACCESS

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS 5490
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• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPC_ 
INTERNET_ 
ACCESS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_DI 
SALLOW_VP 

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS 5491
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C_INTERNE 
T_ACCESS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
C_INTERNE 
T_ACCESS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPC_ 
INTERNET_ 
ACCESS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS 5492
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• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPC_IN 
TERNET_AC 
CESS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPC_IN 
TERNET_AC 
CESS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS 5493
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er:ap-nor 
theast-2: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
C_INTERNE 
T_ACCESS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
C_INTERNE 
T_ACCESS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS 5494
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rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPC_INT 
ERNET_ACCESS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_DI 
SALLOW_VP 

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS 5495
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C_INTERNE 
T_ACCESS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
C_INTERNE 
T_ACCESS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPC_IN 
TERNET_AC 
CESS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPC_IN 
TERNET_AC 
CESS

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS 5496
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• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPC_IN 
TERNET_AC 
CESS

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPC_ 
INTERNET_ 
ACCESS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPC_ 
INTERNET_ 
ACCESS

• Europe (Spain)
arn:aws:c 
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ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_DISALL 
OW_VPC_IN 
TERNET_AC 
CESS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_DISALL 
OW_VPC_IN 
TERNET_AC 
CESS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPC_ 
INTERNET_ 
ACCESS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

AWS-GR_DISALLOW_VPC_INTERNET_ACCESS 5498



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
C_INTERNE 
T_ACCESS

AWS-GR_DISALLOW_VPN_CONNECTIONS

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_DI 
SALLOW_VP 
N_CONNECTIONS

None • Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPN_CON 
NECTIONS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_DISALLO 
W_VPN_CON 
NECTIONS

AWS-GR_DISALLOW_VPN_CONNECTIONS 5499
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_DISALLO 
W_VPN_CON 
NECTIONS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPN_ 
CONNECTIONS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
N_CONNECT 
IONS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

AWS-GR_DISALLOW_VPN_CONNECTIONS 5500
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er:ap-sou 
theast-1: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
N_CONNECT 
IONS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPN_ 
CONNECTIONS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPN_CON 
NECTIONS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_DISALLO 

AWS-GR_DISALLOW_VPN_CONNECTIONS 5501
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W_VPN_CON 
NECTIONS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPN_CO 
NNECTIONS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPN_CO 
NNECTIONS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
N_CONNECT 
IONS

• Asia Pacific 
(Tokyo)

AWS-GR_DISALLOW_VPN_CONNECTIONS 5502
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arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
N_CONNECT 
IONS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_DISALLO 
W_VPN_CON 
NECTIONS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPN_CON 
NECTIONS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 

AWS-GR_DISALLOW_VPN_CONNECTIONS 5503
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t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPN_CON 
NECTIONS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_DISALLO 
W_VPN_CON 
NECTIONS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
N_CONNECT 
IONS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_DI 

AWS-GR_DISALLOW_VPN_CONNECTIONS 5504
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rs, by Region

SALLOW_VP 
N_CONNECT 
IONS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPN_CO 
NNECTIONS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPN_CO 
NNECTIONS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_DISALL 
OW_VPN_CO 
NNECTIONS

• Israel (Tel Aviv)
arn:aws:c 

AWS-GR_DISALLOW_VPN_CONNECTIONS 5505
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ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPN_ 
CONNECTIONS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPN_ 
CONNECTIONS

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_DISALL 
OW_VPN_CO 
NNECTIONS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_DISALL 

AWS-GR_DISALLOW_VPN_CONNECTIONS 5506
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OW_VPN_CO 
NNECTIONS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_DISA 
LLOW_VPN_ 
CONNECTIONS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_DI 
SALLOW_VP 
N_CONNECT 
IONS

AWS-GR_DMS_REPLICATION_NOT_PUBLIC

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_DM 
S_REPLICA 
TION_NOT_PUBLIC

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 

AWS-GR_DMS_REPLICATION_NOT_PUBLIC 5507
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• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

er:us-eas 
t-1::cont 
rol/AWS-G 
R_DMS_REP 
LICATION_ 
NOT_PUBLIC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_DMS_REP 
LICATION_ 
NOT_PUBLIC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_DMS_REP 
LICATION_ 
NOT_PUBLIC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_DMS_ 
REPLICATI 

AWS-GR_DMS_REPLICATION_NOT_PUBLIC 5508
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• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

ON_NOT_PU 
BLIC

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_DM 
S_REPLICA 
TION_NOT_ 
PUBLIC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_DM 
S_REPLICA 
TION_NOT_ 
PUBLIC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_DMS_ 
REPLICATI 

AWS-GR_DMS_REPLICATION_NOT_PUBLIC 5509
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ON_NOT_PU 
BLIC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_DMS_REP 
LICATION_ 
NOT_PUBLIC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_DMS_REP 
LICATION_ 
NOT_PUBLIC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_DMS_RE 
PLICATION 
_NOT_PUBLIC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 

AWS-GR_DMS_REPLICATION_NOT_PUBLIC 5510



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
th-1::con 
trol/AWS- 
GR_DMS_RE 
PLICATION 
_NOT_PUBLIC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_DM 
S_REPLICA 
TION_NOT_ 
PUBLIC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_DM 
S_REPLICA 
TION_NOT_ 
PUBLIC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 

AWS-GR_DMS_REPLICATION_NOT_PUBLIC 5511
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Control identifier Framework Control objective Control API identifie 
rs, by Region

R_DMS_REP 
LICATION_ 
NOT_PUBLIC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_DMS_REP 
LICATION_ 
NOT_PUBLIC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_DMS_REP 
LICATION_ 
NOT_PUBLIC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_DMS_REP 
LICATION_ 
NOT_PUBLIC

AWS-GR_DMS_REPLICATION_NOT_PUBLIC 5512
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• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_DM 
S_REPLICA 
TION_NOT_ 
PUBLIC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_DMS_RE 
PLICATION 
_NOT_PUBLIC

AWS-GR_EBS_OPTIMIZED_INSTANCE

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_EB 
S_OPTIMIZ 
ED_INSTANCE

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-9

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 

AWS-GR_EBS_OPTIMIZED_INSTANCE 5513



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-5(2)

t-1::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_EBS_ 
OPTIMIZED 
_INSTANCE

AWS-GR_EBS_OPTIMIZED_INSTANCE 5514
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_EB 
S_OPTIMIZ 
ED_INSTANCE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_EB 
S_OPTIMIZ 
ED_INSTANCE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_EBS_ 
OPTIMIZED 
_INSTANCE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 

AWS-GR_EBS_OPTIMIZED_INSTANCE 5515
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rs, by Region

t-1::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_EBS_OP 
TIMIZED_I 
NSTANCE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_EBS_OP 
TIMIZED_I 
NSTANCE

AWS-GR_EBS_OPTIMIZED_INSTANCE 5516
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rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_EB 
S_OPTIMIZ 
ED_INSTANCE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_EB 
S_OPTIMIZ 
ED_INSTANCE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 

AWS-GR_EBS_OPTIMIZED_INSTANCE 5517
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rs, by Region

t-1::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_EBS_OPT 
IMIZED_IN 
STANCE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_EB 

AWS-GR_EBS_OPTIMIZED_INSTANCE 5518
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S_OPTIMIZ 
ED_INSTANCE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_EB 
S_OPTIMIZ 
ED_INSTANCE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_EBS_OP 
TIMIZED_I 
NSTANCE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_EBS_OP 
TIMIZED_I 
NSTANCE

• Middle East 
(Bahrain)
 arn:aws:c 

AWS-GR_EBS_OPTIMIZED_INSTANCE 5519
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rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_EBS_OP 
TIMIZED_I 
NSTANCE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_EBS_ 
OPTIMIZED 
_INSTANCE

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_EBS_ 
OPTIMIZED 
_INSTANCE

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_EBS_OP 

AWS-GR_EBS_OPTIMIZED_INSTANCE 5520
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rs, by Region

TIMIZED_I 
NSTANCE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_EBS_OP 
TIMIZED_I 
NSTANCE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_EBS_ 
OPTIMIZED 
_INSTANCE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_EB 
S_OPTIMIZ 
ED_INSTANCE

AWS-GR_EBS_OPTIMIZED_INSTANCE 5521
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AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_EB 
S_SNAPSHO 
T_PUBLIC_ 
RESTORABLE_CHECK

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 
LIC_RESTO 
RABLE_CHECK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 
LIC_RESTO 
RABLE_CHECK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5522
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

LIC_RESTO 
RABLE_CHECK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_EBS_ 
SNAPSHOT_ 
PUBLIC_RE 
STORABLE_ 
CHECK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_EB 
S_SNAPSHO 
T_PUBLIC_ 
RESTORABL 
E_CHECK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_EB 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5523
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S_SNAPSHO 
T_PUBLIC_ 
RESTORABL 
E_CHECK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_EBS_ 
SNAPSHOT_ 
PUBLIC_RE 
STORABLE_ 
CHECK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 
LIC_RESTO 
RABLE_CHECK

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5524
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LIC_RESTO 
RABLE_CHECK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_EBS_SN 
APSHOT_PU 
BLIC_REST 
ORABLE_CHECK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_EBS_SN 
APSHOT_PU 
BLIC_REST 
ORABLE_CHECK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_EB 
S_SNAPSHO 
T_PUBLIC_ 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5525
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RESTORABL 
E_CHECK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_EB 
S_SNAPSHO 
T_PUBLIC_ 
RESTORABL 
E_CHECK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 
LIC_RESTO 
RABLE_CHECK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5526
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LIC_RESTO 
RABLE_CHECK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 
LIC_RESTO 
RABLE_CHECK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_EBS_SNA 
PSHOT_PUB 
LIC_RESTO 
RABLE_CHECK

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_EB 
S_SNAPSHO 
T_PUBLIC_ 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5527
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rs, by Region

RESTORABL 
E_CHECK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_EB 
S_SNAPSHO 
T_PUBLIC_ 
RESTORABL 
E_CHECK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_EBS_SN 
APSHOT_PU 
BLIC_REST 
ORABLE_CHECK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_EBS_SN 
APSHOT_PU 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5528
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BLIC_REST 
ORABLE_CHECK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_EBS_SN 
APSHOT_PU 
BLIC_REST 
ORABLE_CHECK

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_EBS_ 
SNAPSHOT_ 
PUBLIC_RE 
STORABLE_ 
CHECK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_EBS_ 
SNAPSHOT_ 
PUBLIC_RE 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5529



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

STORABLE_ 
CHECK

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_EBS_SN 
APSHOT_PU 
BLIC_REST 
ORABLE_CHECK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_EBS_ 
SNAPSHOT_ 
PUBLIC_RE 
STORABLE_ 
CHECK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_EB 
S_SNAPSHO 

AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK 5530
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Control identifier Framework Control objective Control API identifie 
rs, by Region

T_PUBLIC_ 
RESTORABL 
E_CHECK

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_EC 
2_INSTANC 
E_NO_PUBLIC_IP

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP 5531
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• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

t-2::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_EC2_ 
INSTANCE_ 
NO_PUBLIC_IP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_EC 
2_INSTANC 
E_NO_PUBL 
IC_IP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_EC 

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP 5532
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2_INSTANC 
E_NO_PUBL 
IC_IP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_EC2_ 
INSTANCE_ 
NO_PUBLIC_IP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP 5533
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er:eu-nor 
th-1::con 
trol/AWS- 
GR_EC2_IN 
STANCE_NO 
_PUBLIC_IP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_EC2_IN 
STANCE_NO 
_PUBLIC_IP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_EC 
2_INSTANC 
E_NO_PUBL 
IC_IP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP 5534
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AWS-GR_EC 
2_INSTANC 
E_NO_PUBL 
IC_IP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP 5535
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• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_EC2_INS 
TANCE_NO_ 
PUBLIC_IP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_EC 
2_INSTANC 
E_NO_PUBL 
IC_IP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_EC2_IN 
STANCE_NO 
_PUBLIC_IP

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP 5536
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th-1::con 
trol/AWS- 
GR_EC2_IN 
STANCE_NO 
_PUBLIC_IP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_EC2_IN 
STANCE_NO 
_PUBLIC_IP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_EC2_ 
INSTANCE_ 
NO_PUBLIC_IP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_EC2_ 
INSTANCE_ 
NO_PUBLIC_IP

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP 5537
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_EC2_IN 
STANCE_NO 
_PUBLIC_IP

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_EC2_IN 
STANCE_NO 
_PUBLIC_IP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_EC2_ 
INSTANCE_ 
NO_PUBLIC_IP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP 5538
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theast-4: 
:control/ 
AWS-GR_EC 
2_INSTANC 
E_NO_PUBL 
IC_IP

AWS-GR_EC2_VOLUME_INUSE_CHECK

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_EC 
2_VOLUME_ 
INUSE_CHECK

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.4

• Optimize costs • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_EC2_VOL 
UME_INUSE 
_CHECK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_EC2_VOL 
UME_INUSE 
_CHECK

AWS-GR_EC2_VOLUME_INUSE_CHECK 5539
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_EC2_VOL 
UME_INUSE 
_CHECK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_EC2_ 
VOLUME_IN 
USE_CHECK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_EC 
2_VOLUME_ 
INUSE_CHECK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_EC2_VOLUME_INUSE_CHECK 5540



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-1: 
:control/ 
AWS-GR_EC 
2_VOLUME_ 
INUSE_CHECK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_EC2_ 
VOLUME_IN 
USE_CHECK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_EC2_VOL 
UME_INUSE 
_CHECK

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_EC2_VOL 
UME_INUSE 
_CHECK

AWS-GR_EC2_VOLUME_INUSE_CHECK 5541
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_EC2_VO 
LUME_INUS 
E_CHECK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_EC2_VO 
LUME_INUS 
E_CHECK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_EC 
2_VOLUME_ 
INUSE_CHECK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 

AWS-GR_EC2_VOLUME_INUSE_CHECK 5542
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theast-1: 
:control/ 
AWS-GR_EC 
2_VOLUME_ 
INUSE_CHECK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_EC2_VOL 
UME_INUSE 
_CHECK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_EC2_VOL 
UME_INUSE 
_CHECK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_EC2_VOL 

AWS-GR_EC2_VOLUME_INUSE_CHECK 5543
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UME_INUSE 
_CHECK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_EC2_VOL 
UME_INUSE 
_CHECK

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_EC 
2_VOLUME_ 
INUSE_CHECK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_EC 
2_VOLUME_ 
INUSE_CHECK

• Europe (Milan)
arn:aws:c 

AWS-GR_EC2_VOLUME_INUSE_CHECK 5544
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ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_EC2_VO 
LUME_INUS 
E_CHECK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_EC2_VO 
LUME_INUS 
E_CHECK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_EC2_VO 
LUME_INUS 
E_CHECK

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_EC2_ 

AWS-GR_EC2_VOLUME_INUSE_CHECK 5545
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VOLUME_IN 
USE_CHECK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_EC2_ 
VOLUME_IN 
USE_CHECK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_EC2_VO 
LUME_INUS 
E_CHECK

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_EC2_VO 
LUME_INUS 
E_CHECK

• Middle East 
(UAE) arn:aws:c 
ontroltow 

AWS-GR_EC2_VOLUME_INUSE_CHECK 5546
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er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_EC2_ 
VOLUME_IN 
USE_CHECK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_EC 
2_VOLUME_ 
INUSE_CHECK

AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_EK 
S_ENDPOIN 
T_NO_PUBL 
IC_ACCESS

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_EKS_END 
POINT_NO_ 

AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS 5547
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• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

PUBLIC_AC 
CESS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_EKS_END 
POINT_NO_ 
PUBLIC_AC 
CESS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_EKS_END 
POINT_NO_ 
PUBLIC_AC 
CESS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_EKS_ 
ENDPOINT_ 
NO_PUBLIC 
_ACCESS

AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS 5548
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• PCI DSS version 
3.2.1 1.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_EK 
S_ENDPOIN 
T_NO_PUBL 
IC_ACCESS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_EK 
S_ENDPOIN 
T_NO_PUBL 
IC_ACCESS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_EKS_ 
ENDPOINT_ 
NO_PUBLIC 
_ACCESS

AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS 5549
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• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_EKS_END 
POINT_NO_ 
PUBLIC_AC 
CESS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_EKS_END 
POINT_NO_ 
PUBLIC_AC 
CESS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_EKS_EN 
DPOINT_NO 
_PUBLIC_A 
CCESS

• Asia Pacific 
(Mumbai)
arn:aws:c 

AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS 5550
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ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_EKS_EN 
DPOINT_NO 
_PUBLIC_A 
CCESS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_EK 
S_ENDPOIN 
T_NO_PUBL 
IC_ACCESS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_EK 
S_ENDPOIN 
T_NO_PUBL 
IC_ACCESS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 

AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS 5551
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t-3::cont 
rol/AWS-G 
R_EKS_END 
POINT_NO_ 
PUBLIC_AC 
CESS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_EKS_END 
POINT_NO_ 
PUBLIC_AC 
CESS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_EKS_END 
POINT_NO_ 
PUBLIC_AC 
CESS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 

AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS 5552
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trol/AWS- 
GR_EKS_EN 
DPOINT_NO 
_PUBLIC_A 
CCESS

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_EL 
ASTICSEAR 
CH_IN_VPC_ONLY

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

• US West (Oregon)
arn:aws:c 

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY 5553
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• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_ELAS 
TICSEARCH 
_IN_VPC_ONLY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_EL 
ASTICSEAR 
CH_IN_VPC 
_ONLY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY 5554
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:control/ 
AWS-GR_EL 
ASTICSEAR 
CH_IN_VPC 
_ONLY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_ELAS 
TICSEARCH 
_IN_VPC_ONLY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY 5555
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_ELASTI 
CSEARCH_I 
N_VPC_ONLY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_ELASTI 
CSEARCH_I 
N_VPC_ONLY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_EL 
ASTICSEAR 
CH_IN_VPC 
_ONLY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY 5556



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-nor 
theast-1: 
:control/ 
AWS-GR_EL 
ASTICSEAR 
CH_IN_VPC 
_ONLY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY 5557
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R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_ELASTIC 
SEARCH_IN 
_VPC_ONLY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_EL 
ASTICSEAR 
CH_IN_VPC 
_ONLY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_ELASTI 
CSEARCH_I 
N_VPC_ONLY

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY 5558
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• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_ELASTI 
CSEARCH_I 
N_VPC_ONLY

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_ELASTI 
CSEARCH_I 
N_VPC_ONLY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_ELAS 
TICSEARCH 
_IN_VPC_ONLY

AWS-GR_ELASTICSEARCH_IN_VPC_ONLY 5559
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AWS-GR_EMR_MASTER_NO_PUBLIC_IP

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_EM 
R_MASTER_ 
NO_PUBLIC_IP

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_EMR_MAS 
TER_NO_PU 
BLIC_IP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_EMR_MAS 
TER_NO_PU 
BLIC_IP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_EMR_MAS 
TER_NO_PU 
BLIC_IP

• Canada (Central)
 arn:aws:c 

AWS-GR_EMR_MASTER_NO_PUBLIC_IP 5560
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_EMR_ 
MASTER_NO 
_PUBLIC_IP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_EM 
R_MASTER_ 
NO_PUBLIC_IP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_EM 
R_MASTER_ 
NO_PUBLIC_IP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 

AWS-GR_EMR_MASTER_NO_PUBLIC_IP 5561
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S-GR_EMR_ 
MASTER_NO 
_PUBLIC_IP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_EMR_MAS 
TER_NO_PU 
BLIC_IP

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_EMR_MAS 
TER_NO_PU 
BLIC_IP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_EMR_MA 
STER_NO_P 
UBLIC_IP

• Asia Pacific 
(Mumbai)
arn:aws:c 

AWS-GR_EMR_MASTER_NO_PUBLIC_IP 5562
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ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_EMR_MA 
STER_NO_P 
UBLIC_IP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_EM 
R_MASTER_ 
NO_PUBLIC_IP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_EM 
R_MASTER_ 
NO_PUBLIC_IP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_EMR_MAS 

AWS-GR_EMR_MASTER_NO_PUBLIC_IP 5563
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TER_NO_PU 
BLIC_IP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_EMR_MAS 
TER_NO_PU 
BLIC_IP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_EMR_MAS 
TER_NO_PU 
BLIC_IP

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_EMR_MAS 
TER_NO_PU 
BLIC_IP

• Middle East 
(Bahrain)

AWS-GR_EMR_MASTER_NO_PUBLIC_IP 5564
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 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_EMR_MA 
STER_NO_P 
UBLIC_IP

AWS-GR_ENCRYPTED_VOLUMES

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_EN 
CRYPTED_VOLUMES

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_ENCRYPT 
ED_VOLUMES

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_ENCRYPT 
ED_VOLUMES

AWS-GR_ENCRYPTED_VOLUMES 5565



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_ENCRYPT 
ED_VOLUMES

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_ENCR 
YPTED_VOL 
UMES

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_EN 
CRYPTED_V 
OLUMES

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 

AWS-GR_ENCRYPTED_VOLUMES 5566
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:control/ 
AWS-GR_EN 
CRYPTED_V 
OLUMES

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_ENCR 
YPTED_VOL 
UMES

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_ENCRYPT 
ED_VOLUMES

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_ENCRYPT 
ED_VOLUMES

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 

AWS-GR_ENCRYPTED_VOLUMES 5567
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rs, by Region

th-1::con 
trol/AWS- 
GR_ENCRYP 
TED_VOLUMES

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_ENCRYP 
TED_VOLUMES

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_EN 
CRYPTED_V 
OLUMES

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_EN 
CRYPTED_V 
OLUMES

AWS-GR_ENCRYPTED_VOLUMES 5568
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• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_ENCRYPT 
ED_VOLUMES

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_ENCRYPT 
ED_VOLUMES

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_ENCRYPT 
ED_VOLUMES

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 

AWS-GR_ENCRYPTED_VOLUMES 5569
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rs, by Region

R_ENCRYPT 
ED_VOLUMES

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_EN 
CRYPTED_V 
OLUMES

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_ENCRYP 
TED_VOLUMES

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_ENCR 
YPTED_VOL 
UMES

• Europe (Spain)
arn:aws:c 
ontroltow 

AWS-GR_ENCRYPTED_VOLUMES 5570
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er:eu-sou 
th-2::con 
trol/AWS- 
GR_ENCRYP 
TED_VOLUMES

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_ENCRYP 
TED_VOLUMES

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_ENCR 
YPTED_VOL 
UMES

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_EN 

AWS-GR_ENCRYPTED_VOLUMES 5571
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CRYPTED_V 
OLUMES

AWS-GR_IAM_USER_MFA_ENABLED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_IA 
M_USER_MF 
A_ENABLED

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
IA-2(1)

• NIST 800-53 Rev 5 
IA-2(2)

• NIST 800-53 Rev 5 
IA-2(6)

• NIST 800-53 Rev 5 
IA-2(8)

• PCI DSS version 
3.2.1 8.3.1

• PCI DSS version 
3.2.1 8.3.2

• PCI DSS version 
3.2.1 8.6

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 

AWS-GR_IAM_USER_MFA_ENABLED 5572
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rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_IAM_ 
USER_MFA_ 
ENABLED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_IA 
M_USER_MF 
A_ENABLED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_IA 
M_USER_MF 
A_ENABLED

AWS-GR_IAM_USER_MFA_ENABLED 5573
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• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_IAM_ 
USER_MFA_ 
ENABLED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 

AWS-GR_IAM_USER_MFA_ENABLED 5574
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GR_IAM_US 
ER_MFA_EN 
ABLED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_IAM_US 
ER_MFA_EN 
ABLED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_IA 
M_USER_MF 
A_ENABLED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_IA 
M_USER_MF 
A_ENABLED

AWS-GR_IAM_USER_MFA_ENABLED 5575
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• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 

AWS-GR_IAM_USER_MFA_ENABLED 5576
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t-1::cont 
rol/AWS-G 
R_IAM_USE 
R_MFA_ENA 
BLED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_IA 
M_USER_MF 
A_ENABLED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_IA 
M_USER_MF 
A_ENABLED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_IAM_US 

AWS-GR_IAM_USER_MFA_ENABLED 5577
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ER_MFA_EN 
ABLED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_IAM_US 
ER_MFA_EN 
ABLED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_IAM_US 
ER_MFA_EN 
ABLED

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_LA 
MBDA_FUNC 
TION_PUBL 
IC_ACCESS_PROHIBIT 
ED

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5578
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• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

t-1::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 
CESS_PROH 
IBITED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 
CESS_PROH 
IBITED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 
CESS_PROH 
IBITED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5579
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rs, by Region

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

tral-1::c 
ontrol/AW 
S-GR_LAMB 
DA_FUNCTI 
ON_PUBLIC 
_ACCESS_P 
ROHIBITED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_LA 
MBDA_FUNC 
TION_PUBL 
IC_ACCESS 
_PROHIBITED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_LA 
MBDA_FUNC 
TION_PUBL 
IC_ACCESS 
_PROHIBITED

• Europe (Frankfur 
t) arn:aws:c 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5580
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ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_LAMB 
DA_FUNCTI 
ON_PUBLIC 
_ACCESS_P 
ROHIBITED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 
CESS_PROH 
IBITED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 
CESS_PROH 
IBITED

• Europe (Stockhol 
m) arn:aws:c 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5581
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ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_LAMBDA 
_FUNCTION 
_PUBLIC_A 
CCESS_PRO 
HIBITED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_LAMBDA 
_FUNCTION 
_PUBLIC_A 
CCESS_PRO 
HIBITED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_LA 
MBDA_FUNC 
TION_PUBL 
IC_ACCESS 
_PROHIBITED

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5582
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_LA 
MBDA_FUNC 
TION_PUBL 
IC_ACCESS 
_PROHIBITED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 
CESS_PROH 
IBITED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5583
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CESS_PROH 
IBITED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 
CESS_PROH 
IBITED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_LAMBDA_ 
FUNCTION_ 
PUBLIC_AC 
CESS_PROH 
IBITED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_LA 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5584
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MBDA_FUNC 
TION_PUBL 
IC_ACCESS 
_PROHIBITED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_LA 
MBDA_FUNC 
TION_PUBL 
IC_ACCESS 
_PROHIBITED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_LAMBDA 
_FUNCTION 
_PUBLIC_A 
CCESS_PRO 
HIBITED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5585
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GR_LAMBDA 
_FUNCTION 
_PUBLIC_A 
CCESS_PRO 
HIBITED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_LAMBDA 
_FUNCTION 
_PUBLIC_A 
CCESS_PRO 
HIBITED

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_LAMB 
DA_FUNCTI 
ON_PUBLIC 
_ACCESS_P 
ROHIBITED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5586
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ontrol/AW 
S-GR_LAMB 
DA_FUNCTI 
ON_PUBLIC 
_ACCESS_P 
ROHIBITED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_LAMBDA 
_FUNCTION 
_PUBLIC_A 
CCESS_PRO 
HIBITED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_LAMB 
DA_FUNCTI 
ON_PUBLIC 
_ACCESS_P 
ROHIBITED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

AWS-GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED 5587
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er:ap-sou 
theast-4: 
:control/ 
AWS-GR_LA 
MBDA_FUNC 
TION_PUBL 
IC_ACCESS 
_PROHIBITED

AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_MF 
A_ENABLED 
_FOR_IAM_ 
CONSOLE_ACCESS

• CIS AWS 
Benchmark 1.4 
1.10

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
IA-2(1)

• NIST 800-53 Rev 5 
IA-2(2)

• NIST 800-53 Rev 5 
IA-2(6)

• NIST 800-53 Rev 5 
IA-2(8)

• PCI DSS version 
3.2.1 2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_MFA_ENA 
BLED_FOR_ 
IAM_CONSO 
LE_ACCESS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_MFA_ENA 

AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS 5588
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• PCI DSS version 
3.2.1 8.3.1

• PCI DSS version 
3.2.1 8.3.2

• PCI DSS version 
3.2.1 8.6

BLED_FOR_ 
IAM_CONSO 
LE_ACCESS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_MFA_ENA 
BLED_FOR_ 
IAM_CONSO 
LE_ACCESS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_MFA_ 
ENABLED_F 
OR_IAM_CO 
NSOLE_ACCESS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_MF 
A_ENABLED 
_FOR_IAM_ 

AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS 5589
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CONSOLE_A 
CCESS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_MF 
A_ENABLED 
_FOR_IAM_ 
CONSOLE_A 
CCESS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_MFA_ 
ENABLED_F 
OR_IAM_CO 
NSOLE_ACCESS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_MFA_ENA 
BLED_FOR_ 

AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS 5590
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IAM_CONSO 
LE_ACCESS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_MFA_ENA 
BLED_FOR_ 
IAM_CONSO 
LE_ACCESS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_MFA_EN 
ABLED_FOR 
_IAM_CONS 
OLE_ACCESS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_MFA_EN 
ABLED_FOR 
_IAM_CONS 
OLE_ACCESS

AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS 5591
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_MF 
A_ENABLED 
_FOR_IAM_ 
CONSOLE_A 
CCESS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_MF 
A_ENABLED 
_FOR_IAM_ 
CONSOLE_A 
CCESS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_MFA_ENA 
BLED_FOR_ 
IAM_CONSO 
LE_ACCESS

AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS 5592
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• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_MFA_ENA 
BLED_FOR_ 
IAM_CONSO 
LE_ACCESS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_MFA_ENA 
BLED_FOR_ 
IAM_CONSO 
LE_ACCESS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_MFA_ENA 
BLED_FOR_ 
IAM_CONSO 
LE_ACCESS

AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS 5593



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_MF 
A_ENABLED 
_FOR_IAM_ 
CONSOLE_A 
CCESS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_MF 
A_ENABLED 
_FOR_IAM_ 
CONSOLE_A 
CCESS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_MFA_EN 
ABLED_FOR 

AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS 5594
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_IAM_CONS 
OLE_ACCESS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_MFA_EN 
ABLED_FOR 
_IAM_CONS 
OLE_ACCESS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_MFA_EN 
ABLED_FOR 
_IAM_CONS 
OLE_ACCESS

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_NO 
_UNRESTRI 

• NIST 800-53 Rev 5 
AC-4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW 5595
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CTED_ROUT 
E_TO_IGW

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_NO_UNRE 
STRICTED_ 
ROUTE_TO_IGW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_NO_UNRE 
STRICTED_ 
ROUTE_TO_IGW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_NO_UNRE 
STRICTED_ 
ROUTE_TO_IGW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_NO_U 
NRESTRICT 

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW 5596
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ED_ROUTE_ 
TO_IGW

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_NO 
_UNRESTRI 
CTED_ROUT 
E_TO_IGW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_NO 
_UNRESTRI 
CTED_ROUT 
E_TO_IGW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_NO_U 
NRESTRICT 

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW 5597
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ED_ROUTE_ 
TO_IGW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_NO_UNRE 
STRICTED_ 
ROUTE_TO_IGW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_NO_UNRE 
STRICTED_ 
ROUTE_TO_IGW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_NO_UNR 
ESTRICTED 
_ROUTE_TO 
_IGW

• Asia Pacific 
(Mumbai)
arn:aws:c 

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW 5598
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ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_NO_UNR 
ESTRICTED 
_ROUTE_TO 
_IGW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_NO 
_UNRESTRI 
CTED_ROUT 
E_TO_IGW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_NO 
_UNRESTRI 
CTED_ROUT 
E_TO_IGW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW 5599
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t-3::cont 
rol/AWS-G 
R_NO_UNRE 
STRICTED_ 
ROUTE_TO_IGW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_NO_UNRE 
STRICTED_ 
ROUTE_TO_IGW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_NO_UNRE 
STRICTED_ 
ROUTE_TO_IGW

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_NO_UNRE 

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW 5600
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STRICTED_ 
ROUTE_TO_IGW

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_NO_UNR 
ESTRICTED 
_ROUTE_TO 
_IGW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_NO_UNR 
ESTRICTED 
_ROUTE_TO 
_IGW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_NO_UNR 
ESTRICTED 
_ROUTE_TO 
_IGW

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW 5601
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_NO_U 
NRESTRICT 
ED_ROUTE_ 
TO_IGW

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_NO_U 
NRESTRICT 
ED_ROUTE_ 
TO_IGW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_NO_U 
NRESTRICT 
ED_ROUTE_ 
TO_IGW

• Asia Pacific 
(Melbourne)
arn:aws:c 

AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW 5602
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ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_NO 
_UNRESTRI 
CTED_ROUT 
E_TO_IGW

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RD 
S_INSTANC 
E_PUBLIC_ 
ACCESS_CHECK

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_RDS_INS 
TANCE_PUB 
LIC_ACCES 
S_CHECK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RDS_INS 

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK 5603
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• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

TANCE_PUB 
LIC_ACCES 
S_CHECK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_RDS_INS 
TANCE_PUB 
LIC_ACCES 
S_CHECK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
INSTANCE_ 
PUBLIC_AC 
CESS_CHECK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RD 
S_INSTANC 

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK 5604
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E_PUBLIC_ 
ACCESS_CHECK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RD 
S_INSTANC 
E_PUBLIC_ 
ACCESS_CHECK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
INSTANCE_ 
PUBLIC_AC 
CESS_CHECK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_RDS_INS 
TANCE_PUB 
LIC_ACCES 
S_CHECK

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK 5605
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• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RDS_INS 
TANCE_PUB 
LIC_ACCES 
S_CHECK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_RDS_IN 
STANCE_PU 
BLIC_ACCE 
SS_CHECK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_RDS_IN 
STANCE_PU 
BLIC_ACCE 
SS_CHECK

• Asia Pacific (Seoul)
arn:aws:c 

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK 5606
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ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RD 
S_INSTANC 
E_PUBLIC_ 
ACCESS_CHECK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RD 
S_INSTANC 
E_PUBLIC_ 
ACCESS_CHECK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RDS_INS 
TANCE_PUB 
LIC_ACCES 
S_CHECK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK 5607



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:sa-eas 
t-1::cont 
rol/AWS-G 
R_RDS_INS 
TANCE_PUB 
LIC_ACCES 
S_CHECK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RDS_INS 
TANCE_PUB 
LIC_ACCES 
S_CHECK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_RDS_INS 
TANCE_PUB 
LIC_ACCES 
S_CHECK

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK 5608
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theast-3: 
:control/ 
AWS-GR_RD 
S_INSTANC 
E_PUBLIC_ 
ACCESS_CHECK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RD 
S_INSTANC 
E_PUBLIC_ 
ACCESS_CHECK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_RDS_IN 
STANCE_PU 
BLIC_ACCE 
SS_CHECK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK 5609
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GR_RDS_IN 
STANCE_PU 
BLIC_ACCE 
SS_CHECK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RDS_IN 
STANCE_PU 
BLIC_ACCE 
SS_CHECK

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
INSTANCE_ 
PUBLIC_AC 
CESS_CHECK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_RDS_ 
INSTANCE_ 

AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK 5610
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PUBLIC_AC 
CESS_CHECK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
INSTANCE_ 
PUBLIC_AC 
CESS_CHECK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RD 
S_INSTANC 
E_PUBLIC_ 
ACCESS_CHECK

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RD 
S_SNAPSHO 

• NIST 800-53 Rev 5 
AC-21

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED 5611
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rs, by Region

TS_PUBLIC_PROHIBIT 
ED

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 
BLIC_PROH 
IBITED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 
BLIC_PROH 
IBITED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 
BLIC_PROH 
IBITED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED 5612
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

ontrol/AW 
S-GR_RDS_ 
SNAPSHOTS 
_PUBLIC_P 
ROHIBITED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RD 
S_SNAPSHO 
TS_PUBLIC 
_PROHIBITED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RD 
S_SNAPSHO 
TS_PUBLIC 
_PROHIBITED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED 5613
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rs, by Region

S-GR_RDS_ 
SNAPSHOTS 
_PUBLIC_P 
ROHIBITED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 
BLIC_PROH 
IBITED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 
BLIC_PROH 
IBITED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_RDS_SN 
APSHOTS_P 

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED 5614
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UBLIC_PRO 
HIBITED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_RDS_SN 
APSHOTS_P 
UBLIC_PRO 
HIBITED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RD 
S_SNAPSHO 
TS_PUBLIC 
_PROHIBITED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RD 
S_SNAPSHO 

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED 5615
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TS_PUBLIC 
_PROHIBITED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 
BLIC_PROH 
IBITED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 
BLIC_PROH 
IBITED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED 5616
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BLIC_PROH 
IBITED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_RDS_SNA 
PSHOTS_PU 
BLIC_PROH 
IBITED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_RD 
S_SNAPSHO 
TS_PUBLIC 
_PROHIBITED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RD 
S_SNAPSHO 

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED 5617
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TS_PUBLIC 
_PROHIBITED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RDS_SN 
APSHOTS_P 
UBLIC_PRO 
HIBITED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_RDS_SN 
APSHOTS_P 
UBLIC_PRO 
HIBITED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
SNAPSHOTS 

AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED 5618
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rs, by Region

_PUBLIC_P 
ROHIBITED

AWS-GR_RDS_STORAGE_ENCRYPTED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RD 
S_STORAGE 
_ENCRYPTED

• CIS AWS 
Benchmark 1.4 
2.3.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 

AWS-GR_RDS_STORAGE_ENCRYPTED 5619
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rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
STORAGE_E 
NCRYPTED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RD 
S_STORAGE 
_ENCRYPTED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RD 
S_STORAGE 
_ENCRYPTED

AWS-GR_RDS_STORAGE_ENCRYPTED 5620
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• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
STORAGE_E 
NCRYPTED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 

AWS-GR_RDS_STORAGE_ENCRYPTED 5621
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GR_RDS_ST 
ORAGE_ENC 
RYPTED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_RDS_ST 
ORAGE_ENC 
RYPTED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RD 
S_STORAGE 
_ENCRYPTED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RD 
S_STORAGE 
_ENCRYPTED

AWS-GR_RDS_STORAGE_ENCRYPTED 5622
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• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 

AWS-GR_RDS_STORAGE_ENCRYPTED 5623



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

t-1::cont 
rol/AWS-G 
R_RDS_STO 
RAGE_ENCR 
YPTED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_RD 
S_STORAGE 
_ENCRYPTED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RD 
S_STORAGE 
_ENCRYPTED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_RDS_ST 

AWS-GR_RDS_STORAGE_ENCRYPTED 5624
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ORAGE_ENC 
RYPTED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_RDS_ST 
ORAGE_ENC 
RYPTED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RDS_ST 
ORAGE_ENC 
RYPTED

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
STORAGE_E 
NCRYPTED

• Asia Pacific 
(Hyderabad)
arn:aws:c 

AWS-GR_RDS_STORAGE_ENCRYPTED 5625
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ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_RDS_ST 
ORAGE_ENC 
RYPTED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_RDS_ 
STORAGE_E 
NCRYPTED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RD 
S_STORAGE 
_ENCRYPTED

AWS-GR_RDS_STORAGE_ENCRYPTED 5626
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AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RE 
DSHIFT_CL 
USTER_PUB 
LIC_ACCESS_CHECK

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 
_PUBLIC_A 
CCESS_CHECK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 
_PUBLIC_A 
CCESS_CHECK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 

AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK 5627
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

_PUBLIC_A 
CCESS_CHECK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_REDS 
HIFT_CLUS 
TER_PUBLI 
C_ACCESS_ 
CHECK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RE 
DSHIFT_CL 
USTER_PUB 
LIC_ACCES 
S_CHECK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RE 

AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK 5628
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DSHIFT_CL 
USTER_PUB 
LIC_ACCES 
S_CHECK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_REDS 
HIFT_CLUS 
TER_PUBLI 
C_ACCESS_ 
CHECK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 
_PUBLIC_A 
CCESS_CHECK

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 

AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK 5629
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_PUBLIC_A 
CCESS_CHECK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_REDSHI 
FT_CLUSTE 
R_PUBLIC_ 
ACCESS_CHECK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_REDSHI 
FT_CLUSTE 
R_PUBLIC_ 
ACCESS_CHECK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RE 
DSHIFT_CL 
USTER_PUB 

AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK 5630
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LIC_ACCES 
S_CHECK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RE 
DSHIFT_CL 
USTER_PUB 
LIC_ACCES 
S_CHECK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 
_PUBLIC_A 
CCESS_CHECK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 

AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK 5631
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_PUBLIC_A 
CCESS_CHECK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 
_PUBLIC_A 
CCESS_CHECK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_REDSHIF 
T_CLUSTER 
_PUBLIC_A 
CCESS_CHECK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RE 
DSHIFT_CL 
USTER_PUB 

AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK 5632
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LIC_ACCES 
S_CHECK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_REDSHI 
FT_CLUSTE 
R_PUBLIC_ 
ACCESS_CHECK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_REDSHI 
FT_CLUSTE 
R_PUBLIC_ 
ACCESS_CHECK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_REDSHI 
FT_CLUSTE 
R_PUBLIC_ 
ACCESS_CHECK

AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK 5633



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_REDS 
HIFT_CLUS 
TER_PUBLI 
C_ACCESS_ 
CHECK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_REDS 
HIFT_CLUS 
TER_PUBLI 
C_ACCESS_ 
CHECK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_REDS 
HIFT_CLUS 
TER_PUBLI 
C_ACCESS_ 
CHECK

AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK 5634



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RE 
DSHIFT_CL 
USTER_PUB 
LIC_ACCES 
S_CHECK

AWS-GR_REGION_DENY

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RE 
GION_DENY

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_REGION_ 
DENY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 

AWS-GR_REGION_DENY 5635



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 7.2.1

rol/AWS-G 
R_REGION_ 
DENY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_REGION_ 
DENY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_REGI 
ON_DENY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RE 
GION_DENY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_REGION_DENY 5636
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theast-1: 
:control/ 
AWS-GR_RE 
GION_DENY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_REGI 
ON_DENY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_REGION_ 
DENY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_REGION_ 
DENY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 

AWS-GR_REGION_DENY 5637
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trol/AWS- 
GR_REGION 
_DENY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_REGION 
_DENY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RE 
GION_DENY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RE 
GION_DENY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 

AWS-GR_REGION_DENY 5638
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t-3::cont 
rol/AWS-G 
R_REGION_ 
DENY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_REGION_ 
DENY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_REGION_ 
DENY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_REGION_ 
DENY

• Asia Pacific 
(Jakarta)
 arn:aws:c 

AWS-GR_REGION_DENY 5639
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ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_RE 
GION_DENY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RE 
GION_DENY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_REGION 
_DENY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_REGION 
_DENY

• Middle East 
(Bahrain)

AWS-GR_REGION_DENY 5640
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 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_REGION 
_DENY

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_REGI 
ON_DENY

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_REGI 
ON_DENY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_REGION 
_DENY

• Asia Pacific 
(Hyderabad)

AWS-GR_REGION_DENY 5641
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arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_REGION 
_DENY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_REGI 
ON_DENY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RE 
GION_DENY

AWS-GR_REGION_DENY 5642
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Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RE 
STRICTED_ 
COMMON_PORTS

• CIS AWS 
Benchmark 1.4 5.2

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_COMMO 
N_PORTS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
TED_COMMO 
N_PORTS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
TED_COMMO 
N_PORTS

• Canada (Central)
 arn:aws:c 

AWS-GR_RESTRICTED_COMMON_PORTS 5643
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• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICTED_CO 
MMON_PORTS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RE 
STRICTED_ 
COMMON_PORTS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RE 
STRICTED_ 
COMMON_PORTS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 

AWS-GR_RESTRICTED_COMMON_PORTS 5644



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

S-GR_REST 
RICTED_CO 
MMON_PORTS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_COMMO 
N_PORTS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
TED_COMMO 
N_PORTS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_RESTRI 
CTED_COMM 
ON_PORTS

• Asia Pacific 
(Mumbai)
arn:aws:c 

AWS-GR_RESTRICTED_COMMON_PORTS 5645
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ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CTED_COMM 
ON_PORTS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RE 
STRICTED_ 
COMMON_PORTS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RE 
STRICTED_ 
COMMON_PORTS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RESTRIC 

AWS-GR_RESTRICTED_COMMON_PORTS 5646



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

TED_COMMO 
N_PORTS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_COMMO 
N_PORTS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_COMMO 
N_PORTS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_COMMO 
N_PORTS

• Asia Pacific 
(Jakarta)
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 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_RE 
STRICTED_ 
COMMON_PORTS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CTED_COMM 
ON_PORTS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_RESTRI 
CTED_COMM 
ON_PORTS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-4: 
:control/ 
AWS-GR_RE 
STRICTED_ 
COMMON_PORTS

AWS-GR_RESTRICTED_SSH

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RE 
STRICTED_SSH

• CIS AWS 
Benchmark 1.4 5.2

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 

AWS-GR_RESTRICTED_SSH 5649
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

t-2::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICTED_SSH

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RE 
STRICTED_SSH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RE 
STRICTED_SSH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICTED_SSH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_RESTRI 
CTED_SSH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
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er:ap-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CTED_SSH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RE 
STRICTED_SSH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RE 
STRICTED_SSH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• South America 
(São Paulo)
arn:aws:c 
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rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
TED_SSH

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CTED_SSH

AWS-GR_RESTRICTED_SSH 5653
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Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RE 
STRICT_ROOT_USER

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.1.1

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
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ontrol/AW 
S-GR_REST 
RICT_ROOT 
_USER

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_ROOT 
_USER

AWS-GR_RESTRICT_ROOT_USER 5655
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• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_USER

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_USER
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
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rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_USER

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER

• Asia Pacific 
(Osaka)
arn:aws:c 
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ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_USER

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_USER

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_USER
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_ROOT 
_USER

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_REST 
RICT_ROOT 
_USER

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_USER

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
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GR_RESTRI 
CT_ROOT_USER

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_ROOT 
_USER

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER

AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RE 
STRICT_RO 
OT_USER_A 
CCESS_KEYS

• CIS AWS 
Benchmark 1.4 1.4

• NIST 800-53 Rev 5 
AC-2(1)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
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• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.1.1

t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
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RICT_ROOT 
_USER_ACC 
ESS_KEYS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER_A 
CCESS_KEYS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER_A 
CCESS_KEYS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_ROOT 

AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS 5663
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_USER_ACC 
ESS_KEYS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_U 
SER_ACCES 
S_KEYS

AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS 5664
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_U 
SER_ACCES 
S_KEYS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER_A 
CCESS_KEYS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER_A 
CCESS_KEYS

AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS 5665



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS 5666
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• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_ROOT_US 
ER_ACCESS 
_KEYS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER_A 
CCESS_KEYS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER_A 
CCESS_KEYS

AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS 5667
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• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_U 
SER_ACCES 
S_KEYS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_U 
SER_ACCES 
S_KEYS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_U 
SER_ACCES 
S_KEYS

• Israel (Tel Aviv)
arn:aws:c 

AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS 5668
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ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_ROOT 
_USER_ACC 
ESS_KEYS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_REST 
RICT_ROOT 
_USER_ACC 
ESS_KEYS

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_U 
SER_ACCES 
S_KEYS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
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th-2::con 
trol/AWS- 
GR_RESTRI 
CT_ROOT_U 
SER_ACCES 
S_KEYS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_ROOT 
_USER_ACC 
ESS_KEYS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RE 
STRICT_RO 
OT_USER_A 
CCESS_KEYS

AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS 5670
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rs, by Region

AWS-GR_RE 
STRICT_S3 
_CROSS_RE 
GION_REPLICATION

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
CM-3(8)

• NIST 800-53 Rev 5 
SA-8(19)

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 
S_REGION_ 
REPLICATION

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 
S_REGION_ 
REPLICATION

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 

AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION 5671
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S_REGION_ 
REPLICATION

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_S3_C 
ROSS_REGI 
ON_REPLIC 
ATION

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_CROSS_RE 
GION_REPL 
ICATION

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RE 

AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION 5672
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STRICT_S3 
_CROSS_RE 
GION_REPL 
ICATION

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_S3_C 
ROSS_REGI 
ON_REPLIC 
ATION

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 
S_REGION_ 
REPLICATION

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 

AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION 5673
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S_REGION_ 
REPLICATION

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_CRO 
SS_REGION 
_REPLICATION

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_CRO 
SS_REGION 
_REPLICATION

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_CROSS_RE 

AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION 5674
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GION_REPL 
ICATION

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_CROSS_RE 
GION_REPL 
ICATION

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 
S_REGION_ 
REPLICATION

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 

AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION 5675
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S_REGION_ 
REPLICATION

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 
S_REGION_ 
REPLICATION

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_CROS 
S_REGION_ 
REPLICATION

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_CROSS_RE 

AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION 5676
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GION_REPL 
ICATION

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_CROSS_RE 
GION_REPL 
ICATION

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_CRO 
SS_REGION 
_REPLICATION

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_CRO 

AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION 5677
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SS_REGION 
_REPLICATION

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_CRO 
SS_REGION 
_REPLICATION

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_S3_C 
ROSS_REGI 
ON_REPLIC 
ATION

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_REST 
RICT_S3_C 
ROSS_REGI 
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ON_REPLIC 
ATION

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_RESTRI 
CT_S3_CRO 
SS_REGION 
_REPLICATION

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_RESTRI 
CT_S3_CRO 
SS_REGION 
_REPLICATION

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_S3_C 
ROSS_REGI 

AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION 5679



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ON_REPLIC 
ATION

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_CROSS_RE 
GION_REPL 
ICATION

AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RE 
STRICT_S3 
_DELETE_W 
ITHOUT_MFA

• CIS AWS 
Benchmark 1.4 
2.1.3

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
TE_WITHOU 
T_MFA
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• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• PCI DSS version 
3.2.1 2.2

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
TE_WITHOU 
T_MFA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
TE_WITHOU 
T_MFA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_S3_D 
ELETE_WIT 
HOUT_MFA

• Asia Pacific 
(Sydney)
arn:aws:c 

AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA 5681
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ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_DELETE_W 
ITHOUT_MFA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_DELETE_W 
ITHOUT_MFA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_S3_D 
ELETE_WIT 
HOUT_MFA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 

AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA 5682
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t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
TE_WITHOU 
T_MFA

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
TE_WITHOU 
T_MFA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_DEL 
ETE_WITHO 
UT_MFA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
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GR_RESTRI 
CT_S3_DEL 
ETE_WITHO 
UT_MFA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_DELETE_W 
ITHOUT_MFA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_DELETE_W 
ITHOUT_MFA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
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TE_WITHOU 
T_MFA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
TE_WITHOU 
T_MFA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
TE_WITHOU 
T_MFA

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_RESTRIC 
T_S3_DELE 
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TE_WITHOU 
T_MFA

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_DELETE_W 
ITHOUT_MFA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_DELETE_W 
ITHOUT_MFA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_DEL 

AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA 5686



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ETE_WITHO 
UT_MFA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_DEL 
ETE_WITHO 
UT_MFA

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_RESTRI 
CT_S3_DEL 
ETE_WITHO 
UT_MFA

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_S3_D 
ELETE_WIT 
HOUT_MFA

AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA 5687
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_REST 
RICT_S3_D 
ELETE_WIT 
HOUT_MFA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_RESTRI 
CT_S3_DEL 
ETE_WITHO 
UT_MFA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_RESTRI 
CT_S3_DEL 
ETE_WITHO 
UT_MFA

• Middle East 
(UAE) arn:aws:c 
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ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_REST 
RICT_S3_D 
ELETE_WIT 
HOUT_MFA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RE 
STRICT_S3 
_DELETE_W 
ITHOUT_MFA

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_RO 
OT_ACCOUN 
T_MFA_ENABLED

• CIS AWS 
Benchmark 1.4 1.5

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED 5689
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• NIST 800-53 Rev 5 
IA-2(1)

• NIST 800-53 Rev 5 
IA-2(2)

• NIST 800-53 Rev 5 
IA-2(6)

• NIST 800-53 Rev 5 
IA-2(8)

• PCI DSS version 
3.2.1 2.1

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 8.3.1

• PCI DSS version 
3.2.1 8.3.2

R_ROOT_AC 
COUNT_MFA 
_ENABLED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_ROOT_AC 
COUNT_MFA 
_ENABLED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_ROOT_AC 
COUNT_MFA 
_ENABLED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_ROOT 
_ACCOUNT_ 
MFA_ENABLED

• Asia Pacific 
(Sydney)
arn:aws:c 

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED 5690
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ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_RO 
OT_ACCOUN 
T_MFA_ENA 
BLED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_RO 
OT_ACCOUN 
T_MFA_ENA 
BLED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_ROOT 
_ACCOUNT_ 
MFA_ENABLED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED 5691
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rol/AWS-G 
R_ROOT_AC 
COUNT_MFA 
_ENABLED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_ROOT_AC 
COUNT_MFA 
_ENABLED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_ROOT_A 
CCOUNT_MF 
A_ENABLED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_ROOT_A 
CCOUNT_MF 
A_ENABLED

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED 5692
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_RO 
OT_ACCOUN 
T_MFA_ENA 
BLED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_RO 
OT_ACCOUN 
T_MFA_ENA 
BLED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_ROOT_AC 
COUNT_MFA 
_ENABLED

• South America 
(São Paulo)
arn:aws:c 

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED 5693
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ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_ROOT_AC 
COUNT_MFA 
_ENABLED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_ROOT_AC 
COUNT_MFA 
_ENABLED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_ROOT_AC 
COUNT_MFA 
_ENABLED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED 5694
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AWS-GR_RO 
OT_ACCOUN 
T_MFA_ENA 
BLED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_RO 
OT_ACCOUN 
T_MFA_ENA 
BLED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_ROOT_A 
CCOUNT_MF 
A_ENABLED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_ROOT_A 
CCOUNT_MF 
A_ENABLED

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED 5695
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• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_ROOT_A 
CCOUNT_MF 
A_ENABLED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_ROOT 
_ACCOUNT_ 
MFA_ENABLED

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_ROOT_A 
CCOUNT_MF 
A_ENABLED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_ROOT_ACCOUNT_MFA_ENABLED 5696
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th-2::con 
trol/AWS- 
GR_ROOT_A 
CCOUNT_MF 
A_ENABLED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_RO 
OT_ACCOUN 
T_MFA_ENA 
BLED

AWS-
GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_S3 
_ACCOUNT_ 
LEVEL_PUB 
LIC_ACCES 
S_BLOCKS_PERIODIC

• CIS AWS 
Benchmark 1.4 
2.1.5

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_S3_ACCO 
UNT_LEVEL 

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5697
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• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_S3_ACCO 
UNT_LEVEL 
_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_S3_ACCO 
UNT_LEVEL 
_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_A 
CCOUNT_LE 

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5698
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• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

VEL_PUBLI 
C_ACCESS_ 
BLOCKS_PE 
RIODIC

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_S3 
_ACCOUNT_ 
LEVEL_PUB 
LIC_ACCES 
S_BLOCKS_ 
PERIODIC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_S3 
_ACCOUNT_ 
LEVEL_PUB 
LIC_ACCES 
S_BLOCKS_ 
PERIODIC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5699
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er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_A 
CCOUNT_LE 
VEL_PUBLI 
C_ACCESS_ 
BLOCKS_PE 
RIODIC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_S3_ACCO 
UNT_LEVEL 
_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_S3_ACCO 
UNT_LEVEL 
_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• Europe (Stockhol 
m) arn:aws:c 

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5700
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ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_S3_ACC 
OUNT_LEVE 
L_PUBLIC_ 
ACCESS_BL 
OCKS_PERI 
ODIC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_S3_ACC 
OUNT_LEVE 
L_PUBLIC_ 
ACCESS_BL 
OCKS_PERI 
ODIC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_S3 
_ACCOUNT_ 
LEVEL_PUB 
LIC_ACCES 

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5701
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S_BLOCKS_ 
PERIODIC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_S3 
_ACCOUNT_ 
LEVEL_PUB 
LIC_ACCES 
S_BLOCKS_ 
PERIODIC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_S3_ACCO 
UNT_LEVEL 
_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5702
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R_S3_ACCO 
UNT_LEVEL 
_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_S3_ACCO 
UNT_LEVEL 
_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_S3_ACCO 
UNT_LEVEL 
_PUBLIC_A 
CCESS_BLO 
CKS_PERIODIC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5703
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theast-3: 
:control/ 
AWS-GR_S3 
_ACCOUNT_ 
LEVEL_PUB 
LIC_ACCES 
S_BLOCKS_ 
PERIODIC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_S3 
_ACCOUNT_ 
LEVEL_PUB 
LIC_ACCES 
S_BLOCKS_ 
PERIODIC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_S3_ACC 
OUNT_LEVE 
L_PUBLIC_ 
ACCESS_BL 
OCKS_PERI 
ODIC

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5704
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• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_S3_ACC 
OUNT_LEVE 
L_PUBLIC_ 
ACCESS_BL 
OCKS_PERI 
ODIC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_S3_ACC 
OUNT_LEVE 
L_PUBLIC_ 
ACCESS_BL 
OCKS_PERI 
ODIC

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_S3_ACC 

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5705
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OUNT_LEVE 
L_PUBLIC_ 
ACCESS_BL 
OCKS_PERI 
ODIC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_A 
CCOUNT_LE 
VEL_PUBLI 
C_ACCESS_ 
BLOCKS_PE 
RIODIC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_S3 
_ACCOUNT_ 
LEVEL_PUB 
LIC_ACCES 
S_BLOCKS_ 
PERIODIC

AWS-GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC 5706
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Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_S3 
_BUCKET_P 
UBLIC_REA 
D_PROHIBITED

• CIS AWS 
Benchmark 1.4 3.3

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_READ_PRO 
HIBITED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_READ_PRO 
HIBITED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5707
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• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

_READ_PRO 
HIBITED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_READ_ 
PROHIBITED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_REA 
D_PROHIBITED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_S3 
_BUCKET_P 

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5708
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UBLIC_REA 
D_PROHIBITED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_READ_ 
PROHIBITED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_READ_PRO 
HIBITED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_READ_PRO 
HIBITED

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5709
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_READ_PR 
OHIBITED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_READ_PR 
OHIBITED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_REA 
D_PROHIBITED

• Asia Pacific 
(Tokyo)

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5710
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arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_REA 
D_PROHIBITED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_READ_PRO 
HIBITED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_READ_PRO 
HIBITED

• US West (N. 
California)
arn:aws:c 

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5711
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ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_READ_PRO 
HIBITED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_READ_PRO 
HIBITED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_REA 
D_PROHIBITED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5712
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er:ap-nor 
theast-3: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_REA 
D_PROHIBITED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_READ_PR 
OHIBITED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_READ_PR 
OHIBITED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5713
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trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_READ_PR 
OHIBITED

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_READ_ 
PROHIBITED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_READ_ 
PROHIBITED

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5714
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C_READ_PR 
OHIBITED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_READ_PR 
OHIBITED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_READ_ 
PROHIBITED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_S3 
_BUCKET_P 

AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED 5715
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UBLIC_REA 
D_PROHIBITED

AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_S3 
_BUCKET_P 
UBLIC_WRI 
TE_PROHIBITED

• CIS AWS 
Benchmark 1.4 3.3

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• US West (Oregon)
arn:aws:c 
ontroltow 
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• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

er:us-wes 
t-2::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_WRITE 
_PROHIBITED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_WRI 
TE_PROHIB 
ITED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_WRI 
TE_PROHIB 
ITED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_WRITE 
_PROHIBITED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
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rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_WRITE_P 
ROHIBITED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_WRITE_P 
ROHIBITED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_S3 
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_BUCKET_P 
UBLIC_WRI 
TE_PROHIB 
ITED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_WRI 
TE_PROHIB 
ITED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
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R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_S3_BUCK 
ET_PUBLIC 
_WRITE_PR 
OHIBITED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_S3 

AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED 5721
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_BUCKET_P 
UBLIC_WRI 
TE_PROHIB 
ITED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_WRI 
TE_PROHIB 
ITED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_WRITE_P 
ROHIBITED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_S3_BUC 
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KET_PUBLI 
C_WRITE_P 
ROHIBITED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_WRITE_P 
ROHIBITED

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_WRITE 
_PROHIBITED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
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LIC_WRITE 
_PROHIBITED

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_WRITE_P 
ROHIBITED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_S3_BUC 
KET_PUBLI 
C_WRITE_P 
ROHIBITED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_B 
UCKET_PUB 
LIC_WRITE 
_PROHIBITED

AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED 5724
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• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_S3 
_BUCKET_P 
UBLIC_WRI 
TE_PROHIB 
ITED

AWS-GR_S3_VERSIONING_ENABLED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_S3 
_VERSIONI 
NG_ENABLED

• CIS AWS 
Benchmark 1.4 
2.1.3

• NIST 800-53 Rev 5 
AU-9(2)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• Optimize costs

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 

AWS-GR_S3_VERSIONING_ENABLED 5725
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• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 10.5.5

t-2::cont 
rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_V 
ERSIONING 
_ENABLED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_S3 
_VERSIONI 
NG_ENABLED
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• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_S3 
_VERSIONI 
NG_ENABLED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_V 
ERSIONING 
_ENABLED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
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rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_S3_VER 
SIONING_E 
NABLED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_S3_VER 
SIONING_E 
NABLED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_S3 
_VERSIONI 
NG_ENABLED
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_S3 
_VERSIONI 
NG_ENABLED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• US West (N. 
California)
arn:aws:c 
ontroltow 
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er:us-wes 
t-1::cont 
rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_S3_VERS 
IONING_EN 
ABLED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_S3 
_VERSIONI 
NG_ENABLED

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_S3 
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_VERSIONI 
NG_ENABLED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_S3_VER 
SIONING_E 
NABLED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_S3_VER 
SIONING_E 
NABLED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_S3_VER 
SIONING_E 
NABLED

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
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er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_V 
ERSIONING 
_ENABLED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AW 
S-GR_S3_V 
ERSIONING 
_ENABLED

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_S3_VER 
SIONING_E 
NABLED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_S3_VER 
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SIONING_E 
NABLED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_S3_V 
ERSIONING 
_ENABLED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_S3 
_VERSIONI 
NG_ENABLED

AWS-
GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_SA 
GEMAKER_N 
OTEBOOK_N 

• NIST 800-53 Rev 5 
AC-21

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 

AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS 5733
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O_DIRECT_ 
INTERNET_ACCESS

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

er:us-eas 
t-1::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• Canada (Central)
 arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_SAGE 
MAKER_NOT 
EBOOK_NO_ 
DIRECT_IN 
TERNET_AC 
CESS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_SA 
GEMAKER_N 
OTEBOOK_N 
O_DIRECT_ 
INTERNET_ 
ACCESS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_SA 
GEMAKER_N 
OTEBOOK_N 
O_DIRECT_ 
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INTERNET_ 
ACCESS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_SAGE 
MAKER_NOT 
EBOOK_NO_ 
DIRECT_IN 
TERNET_AC 
CESS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
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OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_SAGEMA 
KER_NOTEB 
OOK_NO_DI 
RECT_INTE 
RNET_ACCESS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_SAGEMA 
KER_NOTEB 
OOK_NO_DI 
RECT_INTE 
RNET_ACCESS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_SA 

AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS 5737



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

GEMAKER_N 
OTEBOOK_N 
O_DIRECT_ 
INTERNET_ 
ACCESS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_SA 
GEMAKER_N 
OTEBOOK_N 
O_DIRECT_ 
INTERNET_ 
ACCESS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
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er:sa-eas 
t-1::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_SAGEMAK 
ER_NOTEBO 
OK_NO_DIR 
ECT_INTER 
NET_ACCESS

• Middle East 
(Bahrain)

AWS-GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS 5739
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 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_SAGEMA 
KER_NOTEB 
OOK_NO_DI 
RECT_INTE 
RNET_ACCESS

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_SS 
M_DOCUMEN 
T_NOT_PUBLIC

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_SSM_DOC 
UMENT_NOT 
_PUBLIC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AWS-G 

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC 5740
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• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

R_SSM_DOC 
UMENT_NOT 
_PUBLIC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_SSM_DOC 
UMENT_NOT 
_PUBLIC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_SSM_ 
DOCUMENT_ 
NOT_PUBLIC

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWS-GR_SS 
M_DOCUMEN 
T_NOT_PUBLIC

• Asia Pacific 
(Singapore)

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC 5741
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arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_SS 
M_DOCUMEN 
T_NOT_PUBLIC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_SSM_ 
DOCUMENT_ 
NOT_PUBLIC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AWS-G 
R_SSM_DOC 
UMENT_NOT 
_PUBLIC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_SSM_DOC 

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC 5742
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UMENT_NOT 
_PUBLIC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_SSM_DO 
CUMENT_NO 
T_PUBLIC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 
GR_SSM_DO 
CUMENT_NO 
T_PUBLIC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_SS 
M_DOCUMEN 
T_NOT_PUBLIC

• Asia Pacific 
(Tokyo)
arn:aws:c 

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC 5743
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ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_SS 
M_DOCUMEN 
T_NOT_PUBLIC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWS-G 
R_SSM_DOC 
UMENT_NOT 
_PUBLIC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_SSM_DOC 
UMENT_NOT 
_PUBLIC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC 5744
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R_SSM_DOC 
UMENT_NOT 
_PUBLIC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 
R_SSM_DOC 
UMENT_NOT 
_PUBLIC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_SS 
M_DOCUMEN 
T_NOT_PUBLIC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWS-GR_SS 
M_DOCUMEN 
T_NOT_PUBLIC

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC 5745
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• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_SSM_DO 
CUMENT_NO 
T_PUBLIC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 
GR_SSM_DO 
CUMENT_NO 
T_PUBLIC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_SSM_DO 
CUMENT_NO 
T_PUBLIC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC 5746
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ontrol/AW 
S-GR_SSM_ 
DOCUMENT_ 
NOT_PUBLIC

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_SSM_DO 
CUMENT_NO 
T_PUBLIC

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_SSM_DO 
CUMENT_NO 
T_PUBLIC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AW 
S-GR_SSM_ 
DOCUMENT_ 
NOT_PUBLIC

AWS-GR_SSM_DOCUMENT_NOT_PUBLIC 5747
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• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_SS 
M_DOCUMEN 
T_NOT_PUBLIC

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

Control identifier Framework Control objective Control API identifie 
rs, by Region

AWS-GR_SU 
BNET_AUTO 
_ASSIGN_PUBLIC_IP_ 
DISABLED

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AWS-G 
R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5748
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• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

rol/AWS-G 
R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWS-G 
R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
S-GR_SUBN 
ET_AUTO_A 
SSIGN_PUB 
LIC_IP_DI 
SABLED

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5749
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AWS-GR_SU 
BNET_AUTO 
_ASSIGN_P 
UBLIC_IP_ 
DISABLED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWS-GR_SU 
BNET_AUTO 
_ASSIGN_P 
UBLIC_IP_ 
DISABLED

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AW 
S-GR_SUBN 
ET_AUTO_A 
SSIGN_PUB 
LIC_IP_DI 
SABLED

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5750
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rol/AWS-G 
R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AWS-G 
R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AWS- 
GR_SUBNET 
_AUTO_ASS 
IGN_PUBLI 
C_IP_DISA 
BLED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWS- 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5751
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GR_SUBNET 
_AUTO_ASS 
IGN_PUBLI 
C_IP_DISA 
BLED

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AWS-GR_SU 
BNET_AUTO 
_ASSIGN_P 
UBLIC_IP_ 
DISABLED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AWS-GR_SU 
BNET_AUTO 
_ASSIGN_P 
UBLIC_IP_ 
DISABLED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5752
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rol/AWS-G 
R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AWS-G 
R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWS-G 
R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AWS-G 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5753
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R_SUBNET_ 
AUTO_ASSI 
GN_PUBLIC 
_IP_DISABLED

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWS-GR_SU 
BNET_AUTO 
_ASSIGN_P 
UBLIC_IP_ 
DISABLED

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AWS- 
GR_SUBNET 
_AUTO_ASS 
IGN_PUBLI 
C_IP_DISA 
BLED

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWS- 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5754
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GR_SUBNET 
_AUTO_ASS 
IGN_PUBLI 
C_IP_DISA 
BLED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AWS- 
GR_SUBNET 
_AUTO_ASS 
IGN_PUBLI 
C_IP_DISA 
BLED

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
S-GR_SUBN 
ET_AUTO_A 
SSIGN_PUB 
LIC_IP_DI 
SABLED

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5755
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ontrol/AW 
S-GR_SUBN 
ET_AUTO_A 
SSIGN_PUB 
LIC_IP_DI 
SABLED

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AWS- 
GR_SUBNET 
_AUTO_ASS 
IGN_PUBLI 
C_IP_DISA 
BLED

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWS- 
GR_SUBNET 
_AUTO_ASS 
IGN_PUBLI 
C_IP_DISA 
BLED

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED 5756
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tral-1::c 
ontrol/AW 
S-GR_SUBN 
ET_AUTO_A 
SSIGN_PUB 
LIC_IP_DI 
SABLED

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AWS-GR_SU 
BNET_AUTO 
_ASSIGN_P 
UBLIC_IP_ 
DISABLED

CT.ACM.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ACM.PR.1 None • Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 

CT.ACM.PR.1 5757
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rol/CWIZN 
CRIHXMW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SOEEZ 
VLQQMBP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RLCUC 
IOSPRZN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CK 
CKTGLVEKYB

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OTJFGEEQXKHE

CT.ACM.PR.1 5758
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• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JHLOZPXDFZLZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EF 
GFCKDLGVOR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RMPGJ 
NTOZYED

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TMHLC 
RNZFYCN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 

CT.ACM.PR.1 5759
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th-1::con 
trol/XJPC 
VFFVVNLH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YSLZ 
GQSFAAGK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZYLCIKKLJKLN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XFRRFFLMUBDQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DEOJH 
GUDMVVV

CT.ACM.PR.1 5760
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• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MHGHB 
XOCHYCS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OGGUG 
DZQUZYR

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DIUHE 
HAUSSPQ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
IYXOFXBXLMGS

• Asia Pacific 
(Osaka)

CT.ACM.PR.1 5761
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arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
PFBKTWXIMMIV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AJYP 
IRPBHBRU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZELX 
XBEFAIZK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MJAM 
NXHSTERV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 

CT.ACM.PR.1 5762
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ontrol/AI 
MLPTHSIIAM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JS 
JTOIBKUZXR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CDFR 
PKVAAEBA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PUXH 
XGEXNZWU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CD 
PBPPYWQXFU

CT.ACM.PR.1 5763
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• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UTGLXCQDISMW

CT.APIGATEWAY.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APIGATEWAY.PR.1 • NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/THVNU 
TMFZVUS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XRIIZ 
CMYLTPU

• US West (Oregon)
arn:aws:c 
ontroltow 

CT.APIGATEWAY.PR.1 5764
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• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

er:us-wes 
t-2::cont 
rol/SKIBW 
KYUQAAC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EU 
YZNAPVCUUS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MGCUKHLRUHGP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QFZCLBSXXBKM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 

CT.APIGATEWAY.PR.1 5765
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ontrol/XH 
EVQAZTSEAZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KBXFF 
JCCXCCZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VLFAZ 
TXPNOXB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RPLZ 
IVLHUEVE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OWNN 
OAXIDVKF

CT.APIGATEWAY.PR.1 5766
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ASAMDCSLJXZV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ETKWXIYCRYUF

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VJLLS 
IZIUQRW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XGXEL 
VOLINOS

• US West (N. 
California)
arn:aws:c 

CT.APIGATEWAY.PR.1 5767
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ontroltow 
er:us-wes 
t-1::cont 
rol/ASCJC 
HWUCXDE

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/HQJNV 
XOQEKEX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CBCSCTURQXDP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SQJBDNVUHOVM

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.APIGATEWAY.PR.1 5768
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trol/EKDI 
MRUQZBUI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/BRXR 
BWLDNNXE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CKGL 
ZQHZKKZO

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AW 
EXQRIWWTYU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IO 
PQNYUJZKFP
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SVYV 
SCZDWYQP

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZKNN 
HMHVZWCV

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/WS 
EWTPYUNKIZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AOHBBOHVYOXC

CT.APIGATEWAY.PR.1 5770
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CT.APIGATEWAY.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APIGATEWAY.PR.2 • NIST 800-53 Rev 5 
CA-7

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EHSOK 
SSMVFWF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MQXZJ 
KMXOREU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XAZHJ 
TQBXMLM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RP 
OXLFOSAVOI

CT.APIGATEWAY.PR.2 5771
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EAPHSJQRHZUB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IFWWBITJQWQO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PE 
IQUNSHAALC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WEFXK 
WWQELZP

• Europe (London)
arn:aws:c 
ontroltow 

CT.APIGATEWAY.PR.2 5772
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rs, by Region

er:eu-wes 
t-2::cont 
rol/EDQVH 
SOAJDDX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JZXX 
PWRFZLER

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YVJS 
VPYRBSBH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BMGEYEHCOBBU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.APIGATEWAY.PR.2 5773



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
XSDRGBMLIVBR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GUYFE 
HMSFWNE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MQDMD 
GQZLEEB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WITVQ 
TILCFXZ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KAUPN 
LFAXLZW

CT.APIGATEWAY.PR.2 5774
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rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
EGXWMKYDFRSK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SXPSZGLUEEZH

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/MWDN 
BKQDCNCE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YCKX 
UGJPJJVQ

• Middle East 
(Bahrain)
 arn:aws:c 

CT.APIGATEWAY.PR.2 5775
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rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/BMPT 
RRAHQMJC

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/BZ 
HXNKANLSRP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MR 
KDCBADGMTL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KDXS 
GIXBAPZU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.APIGATEWAY.PR.2 5776
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rs, by Region

trol/WUVY 
CWRIERYH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/IW 
HRGFEHFWYR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CPRJZNHSLXQO

CT.APIGATEWAY.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APIGATEWAY.PR.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FIMWS 
VKNFANN
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AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DZDLW 
POKGTPI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ELALM 
JSUVZGW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XX 
KODHBWTZTZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NGDIEPXBGZNX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
ESHXZMSBZXKE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TA 
YPGUHJACMN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DDAUQ 
MQWAFBZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/BBWEH 
VVZVYOL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MQGS 
DYXVDOAD

CT.APIGATEWAY.PR.3 5779
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rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HEBR 
XKGJORFL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NBLSRDRBDJXO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
FGGPHPWIRFWB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QSKRU 
WXUNEUH

• South America 
(São Paulo)
arn:aws:c 

CT.APIGATEWAY.PR.3 5780
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/EISQV 
HJSJDWH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KSZKA 
GOPPWPH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NLXAP 
QRKPIYU

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TRNOXUPEBWOO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
CDPDATWIGGUH

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/KCSN 
FBWRTAXT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ILKA 
CTDDSJMT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LJZP 
LSKCPFIT

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PE 
ZSUQGJPLXV
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BR 
RZGXLVBEXS

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/MYDV 
OFUAZSBV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DNUE 
OQSFWTRD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PT 
RXVPJHHFKP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.APIGATEWAY.PR.3 5783
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
JSVPQLCSVWLG

CT.APIGATEWAY.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APIGATEWAY.PR.4 • NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CSLQU 
IKVRGVG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZZRGC 
TUQTBPU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CQKSR 
VXTWTEC

CT.APIGATEWAY.PR.4 5784
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WD 
EOZRYGKEQK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WUQUVNLUXDQU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KHGSJQSDYFLH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HW 
AUYOESYCQT

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.APIGATEWAY.PR.4 5785
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-1::cont 
rol/VECSK 
JBMFGMM

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/FADFV 
QHALJXO

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HHQM 
BNTKLTOG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YRNS 
AXOGSJSY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MULDPLOTLRAJ

CT.APIGATEWAY.PR.4 5786
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
QSCLQQFNJQXE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OOIWA 
ZTWKKPE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YLMPP 
INWZYZY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ITPBH 
OOWRJGI

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.APIGATEWAY.PR.4 5787
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/KNVAY 
HZACOEU

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BOOKWYPOXMTQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
FAGHQEVLPXRL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IYMX 
HZIOFYDY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.APIGATEWAY.PR.4 5788
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rs, by Region

trol/LODJ 
MMSVEOMN

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KCIF 
TRLVLAAP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LS 
FQOWIWAFSL

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/PW 
AHYUHVUMYA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/XDLQ 
VFGAZWOU

CT.APIGATEWAY.PR.4 5789
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/VXYN 
UKKTZXGE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/WG 
YBRYLPERPA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
GDMZARUABRDK

CT.APIGATEWAY.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APIGATEWAY.PR.5 • NIST 800-53 Rev 5 
AC-3

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 

CT.APIGATEWAY.PR.5 5790
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rs, by Region

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/YNAHJ 
MRFSATY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KRLMX 
VLLTUAN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QSEYQ 
KHHJZQO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NM 
HBYPLKKHGT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.APIGATEWAY.PR.5 5791
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rs, by Region

:control/ 
RBLHXKSFLKZA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FXZEDHLSFKXJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UQ 
CQWSUFRSVB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AKVOX 
JCRARVM

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YYOCP 
BGNDCOQ

CT.APIGATEWAY.PR.5 5792
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BVSV 
XEMRTBNG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UXJB 
MYYQDHMX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RFIFJOHVLBAB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UKYEADDRMENU

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.APIGATEWAY.PR.5 5793
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-3::cont 
rol/JNGAT 
IWVCCYS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZHWUF 
JCAJBDB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YHRHP 
QEAQQFX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/EGRYM 
ABJBFUD

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.APIGATEWAY.PR.5 5794
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rs, by Region

:control/ 
PAPTPLXSKUJL

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GVUDUCUXKDLN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BROA 
SONAOUZH

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WSNS 
TKYGKFUC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/HLDJ 
VPJJOPEY

CT.APIGATEWAY.PR.5 5795
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/EF 
KJPLZIUAII

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WH 
SNEETRFEHL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ATOD 
WGOMZUCX

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/EOXA 
VTBQIHIE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.APIGATEWAY.PR.5 5796
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/IL 
MJIBFINEQK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XOIJWVLCCYTU

CT.APIGATEWAY.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APIGATEWAY.PR.6 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LEGXJ 
USWUBYG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GCVCI 
FYYIDDI
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZHTQT 
RRJWMVV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OT 
RRYHQQAPMY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NGYIOYBYJLXL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HKKDWUFJIPOW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.APIGATEWAY.PR.6 5798
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er:eu-cen 
tral-1::c 
ontrol/ZW 
RTQAVLHFEX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GODRT 
VCQLFRW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/GDUDQ 
JEAZOYB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VOAF 
RPAPOKKZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FYRZ 
EYAUDCMX

CT.APIGATEWAY.PR.6 5799
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rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KUTDOXVOKANL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
MQYPRRNUCSOT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FTMJQ 
QMLWIID

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PRKHF 
LPAUJQS

• US West (N. 
California)
arn:aws:c 

CT.APIGATEWAY.PR.6 5800
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rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/ZBNWF 
GFGNOLW

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/BOFKP 
QACPDVG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
QDOMOGKGWUOB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GRMWXCQOGMBQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.APIGATEWAY.PR.6 5801
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trol/JMBK 
FYKXNRRY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/TVZM 
DZVNREUD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/HZBR 
LLFMKYLT

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NO 
WTBXQMFZOI

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/FX 
SQWOABYYRI

CT.APIGATEWAY.PR.6 5802
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HDUP 
SFYARAKE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/STHZ 
PVSVPASX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/MU 
HJMIOUYMPR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ECADNMFRQVPH

CT.APIGATEWAY.PR.6 5803
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CT.APPSYNC.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APPSYNC.PR.1 • NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ECXYQ 
KUETWKC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BCZEG 
AHHZSII

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AJBUY 
RGFMZAE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KR 
LWEXIIRJPA

CT.APPSYNC.PR.1 5804



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VZIWINLZXVMA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SZSRSNLXOOXB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MT 
IRJIPWCKMX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CXUKM 
NSNXBOO

• Europe (London)
arn:aws:c 
ontroltow 

CT.APPSYNC.PR.1 5805
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er:eu-wes 
t-2::cont 
rol/RDKAX 
OQVBPSE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DLWG 
UVABSKGB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QHZR 
CUZCBFVR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CXEXLMCYDMPY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.APPSYNC.PR.1 5806
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
XRXGFZGEYPMV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QUFDD 
HHUWEED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KBRRH 
KUVKJIV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NYHHS 
ONNHIWM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/BFEHJ 
BXPOGJN

CT.APPSYNC.PR.1 5807
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
YVQNVHXOXYLS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
TBPGNZBEDTST

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/WHCW 
MAHTSOPR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SIIO 
FVZPPRKF

• Middle East 
(Bahrain)
 arn:aws:c 

CT.APPSYNC.PR.1 5808
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/ABNG 
UTRSLNDB

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OR 
FYDUQFUMSG

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VF 
NPSSMVRVNT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VTIF 
QREJYECJ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.APPSYNC.PR.1 5809
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/KHNU 
YYGINTJK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/IX 
VVMUCTNMOM

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
NCDTANKPPSFX

CT.APPSYNC.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APPSYNC.PR.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YALQW 
SJIMFVU

CT.APPSYNC.PR.2 5810
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IUACT 
SJITYIP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OJCFZ 
INVIMTK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MD 
ZMFQUIFJSZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EPAPANCGHNLC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.APPSYNC.PR.2 5811
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.3.6

er:ap-sou 
theast-1: 
:control/ 
SQADHLZMBZJN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZF 
MIUZRFIIDZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KPCUM 
XFUZQWY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/WZDLW 
QSTOSVK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BLRX 
DIMFGOJQ

CT.APPSYNC.PR.2 5812
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YZTD 
FULTHZAI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MMIBKBUMAXKX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BYDTAFCKTVON

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KPJYM 
SGQUONE

• South America 
(São Paulo)
arn:aws:c 

CT.APPSYNC.PR.2 5813
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/CORIS 
MGRVTBQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWCIA 
JRPMESS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/FAZJY 
QKXZNZD

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
XLMCUHYROLCP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.APPSYNC.PR.2 5814
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Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
YMEIVNTGKVYF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JZUY 
XWPLLCYX

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WRAJ 
DIMQFJNZ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZRBN 
ZNZKFVSB

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WG 
YORDBIOUGK

CT.APPSYNC.PR.2 5815
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rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JJ 
INXXJYEFGA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/BMSD 
SLXZPINV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JXQT 
ZKIXJRCC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/EV 
XZSWWFVGMF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.APPSYNC.PR.2 5816
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
HJCSACGZAZKN

CT.APPSYNC.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APPSYNC.PR.3 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CDQLX 
CUGHCOY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MMGMS 
ISTUNPH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MTXEW 
CQXZRSJ

CT.APPSYNC.PR.3 5817
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rs, by Region

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GQ 
JWEDLMDAWD

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SZDKCLTUHPDS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VNCILGZEFDHS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LH 
JSAZIYQGBQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.APPSYNC.PR.3 5818
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rs, by Region

er:eu-wes 
t-1::cont 
rol/ZCAGT 
BPRCATH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/SKVDX 
XAIZXAS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JNBF 
WDSXTTSQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DSCB 
AAVLXJTA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DKAIJLHZEZFI

CT.APPSYNC.PR.3 5819
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
HXVOUTLHLMAS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NSUWZ 
XLBBZGU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WQRXW 
MANRGTV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PDCBB 
SRBGWCU

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.APPSYNC.PR.3 5820
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ontroltow 
er:ap-eas 
t-1::cont 
rol/PARBB 
QZHXMYG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
FRBNCATEBZVB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
OCFAARZLCVUW

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GEZD 
AESWIHAV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.APPSYNC.PR.3 5821
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rs, by Region

trol/XXAM 
XNJJHIZX

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/VQTA 
YSFTYZWE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FX 
LRULXUOQOB

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JB 
DXGSHRENLT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EQEG 
UFUDDQHJ

CT.APPSYNC.PR.3 5822
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/IKYK 
QMGGAKTZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ID 
FSZUUIHHNO

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
TUDPSRDPJIPG

CT.APPSYNC.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APPSYNC.PR.4 • NIST 800-53 Rev 5 
AC-17(2)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 

CT.APPSYNC.PR.4 5823
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/KXQLG 
HLTDUKA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PEPMJ 
SRRAZXC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KPAZG 
UODKWRH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NA 
GLSYFOFCUE

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
QMIISENUKIZB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MSRCCHVLERDN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UP 
RFZBBAREAM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JEWJG 
QYDTBBV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/SAUCB 
CNEYIBQ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TITP 
STZOQJEA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YBII 
YQMKPBJC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IZCXFCDNHOEL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SKJIDSWEEBBR

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/VYCGK 
MZTLQBB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OWXHG 
WEYHXGT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZHBAG 
UQQVLKG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ADBIO 
OHVWILY

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
GZLYQHADQMAH

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SLXXVXFLDWNV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IZKK 
JIXCHNGE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HXPD 
FHUHEAGX

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/NJNP 
PEGGGHUH
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XC 
LYSHBAFVLP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AA 
QCADCUGNNZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PBWZ 
KZJTUYPE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/CDKX 
WSFZGMII

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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rs, by Region

tral-1::c 
ontrol/JN 
WFIEANKNDM

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KQAFEIDTVWYB

CT.APPSYNC.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APPSYNC.PR.5 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JSKWY 
PYNUFBV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RGSLG 
MUEQOXS
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rs, by Region

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SNXQH 
RNUFTVT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FG 
RIEMDEJJCD

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DUHLLHOUMSWK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MGQZMYVDXKJS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/QB 
IHQJYGYUJQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NNNDV 
OOEOQGB

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YHZYL 
RZMFPHO

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JCAX 
XRBFBPDQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LLJE 
FWBUEEMA
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CXBGWZGMPXHM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
JYPEKUMPXCUA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FHCEX 
HBWDKID

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YKVSQ 
PMKRYXL

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/TWYHQ 
JHYOHHK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/PVJJZ 
FMQQSPF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HBAZXGAUBONS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
LWZZOXDNXPAK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/PBFQ 
TTVIAQLU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VQCM 
TFWZFESX

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/GUKF 
ISUDEUYY

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/YQ 
QNPDLXEBEC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MG 
KBZFZSNASR
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/BFVD 
RTHKJLKL

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DLCU 
IJBZAGXG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QV 
SLVDIFAEBE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UWWOREONBQQJ

CT.APPSYNC.PR.5 5836
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CT.APPSYNC.PV.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.APPSYNC.PV.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GDWPO 
PDDUXNQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CLWUE 
YFLOCEQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QLTPI 
SPJRIPE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XN 
SSRZIDASBO

CT.APPSYNC.PV.1 5837
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GIEDWCIRISTE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AXUBGPDVHUEE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NN 
VLEIVTNFHB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HJUTB 
NSBLFBB

• Europe (London)
arn:aws:c 
ontroltow 

CT.APPSYNC.PV.1 5838
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/QTKUH 
WDNZXGO

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XYER 
PUKVVRQX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OAYE 
UAAFUDDQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZVMZWNPPTITL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
YNSQAMIIRMGX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FSUFJ 
SWNSEOR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BVZNW 
LXUCMHK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TMSFT 
WZRWSKG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JUWGY 
FFVXBGQ

CT.APPSYNC.PV.1 5840
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
DYSCGAATRAXF

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RRJRZTMNIMKB

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DSFM 
ITDCAMSZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VNLZ 
ALRQBJHO

• Middle East 
(Bahrain)
 arn:aws:c 

CT.APPSYNC.PV.1 5841
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ontroltow 
er:me-sou 
th-1::con 
trol/VQLW 
SAXZPUIE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UR 
OPEMZXDRTR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WR 
ZPZVPZIXTG

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AMGW 
CNEXGLWL

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.APPSYNC.PV.1 5842



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/XUCE 
XYLCFRYY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CA 
VGFRMHJJHO

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YQEEAIPKXPEI

CT.ATHENA.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ATHENA.PR.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SIBMP 
UMBLODX
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GEXGK 
IOWZMFF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HVZCG 
INGZUAN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QO 
ALNQRZALAY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OWIQVCRQCXUW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.ATHENA.PR.1 5844
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-1: 
:control/ 
RPVMIWWYTRCR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AQ 
AVGDFNISJL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DOWMI 
CVGTMAF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/IJYEU 
BWEBSMB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BJJG 
BTHMDVPX
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DTWS 
CCHPQVNT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XKHQXXYDURHJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
RBONCQKZNOTT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TMUWP 
CFSGVND

• South America 
(São Paulo)
arn:aws:c 
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rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/GQTMG 
EODUBDN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SWNRB 
VQJSTPU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/IPFBK 
EYTLWHO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
XZCPAQEMUOVB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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rs, by Region

theast-3: 
:control/ 
SOIGIAYMTJZT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AMYQ 
FQSBYIYG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/XWOQ 
HXMRLFBS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RQLN 
WYVGONGR

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/JO 
VCVNZSXVOG

CT.ATHENA.PR.1 5848



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BU 
ANQOGPDSKD

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TTCZ 
JBXUAKIS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NEFD 
JXCQIHRK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CG 
NIYDPMDQFA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.ATHENA.PR.1 5849
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rs, by Region

er:ap-sou 
theast-4: 
:control/ 
DSLSVZIDXAQJ

CT.ATHENA.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ATHENA.PR.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LNAAS 
CWIYQWF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BNBFJ 
QSJJIFX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FKFIK 
KLBQLRU
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IA 
MMTTGPSEKX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UICXTPHIPSTT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XMSFGWXQSOWH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EA 
DNJFRAYKUJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/AZHMI 
HHETZDO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/PUSAP 
FIQCZNX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MPGN 
ZBGWNFVS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XZSY 
TUYWCXPR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JPLEOSQGPVEV
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KPLQRIMZGQFV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XXXDC 
QWYZWYF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZETBP 
DEAOPXT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VQPTJ 
GDPPKXK

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/FSUYB 
VWAVPGK

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ORRXHOXQUYOA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SVHRKRGSQYKT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/REDT 
AGETRZSC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/GXLV 
UGZWGPTI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DQSS 
CZSZUYSW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/CB 
HKJDCZWOWR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UC 
HRTODUKKUV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/URPF 
ISNFLYYG
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/WPKK 
GXFEUSGM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CM 
PWKYVHAJYB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LBESPKJSMPZT

CT.AUTOSCALING.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
1

• NIST 800-53 Rev 5 
CA-9(1)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 

CT.AUTOSCALING.PR.1 5856
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• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-2(2)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/LHUKY 
NEKRWTH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IBUFU 
PGANKZJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KFRLN 
AHWVNDQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SD 
BNXVSDHXFD

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
GUKAWPWOAMGJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QYEYJCSWQXXD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LQ 
QDNIWFNOQQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/MOLUI 
XBLTNNW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YJQLI 
PRDBJSM
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/POOF 
LSRCMVHC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UWTJ 
AKCQQDQS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FSXLENXSGMGD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UYJOBTDPHAIM

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/LURIT 
YKMZLDH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DTNVA 
CZLNIPM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NCYEG 
HVMTPXX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/EUMJC 
OCOQPZV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
BXWJNMFCDYNN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
MOPBPKZRKDTC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HDSP 
PVQSLZUA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LPDQ 
XNXJOCUG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RFZE 
ANHEBLOT
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/IS 
DBSSNARIHR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YU 
DNGTLYTVYU

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/BPGH 
YVYPPDUM

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PMSU 
PKWKNJRZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/ZI 
IKRKCQBGWF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XQUOYYWUREYF

CT.AUTOSCALING.PR.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
10

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• Protect data 
integrity

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MVJMD 
OPCHBBJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DUYNJ 
IVJYYES
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KCPRF 
SJWXOGM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SN 
IFZDSHBSEQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OISPUYEMXWDM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XHGVMBLNPPWK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/NK 
CXAQTTDOFG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HMVEF 
WNHHUTX

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/EETUI 
ZAQWGAA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CYWG 
ZFXYCWBH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LGTY 
DBJHKRWY
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZQNRMCZKOUAT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
RBQYQGMSHNLF

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XUXCK 
EHNSBOG

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EVOJX 
TEIPZKN

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/YTLCC 
WECZXYU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/XIANJ 
OZOITXH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HRADZAJMASBP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZXFBYRTFQSEF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/JKBG 
UGUPUXOH

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/XPMJ 
UVGQRZQP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/UEWB 
EZWBAFAT

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/QN 
SBUMGSEKRJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SJ 
HFPGSBNCCP
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SVBZ 
RUZEGMYE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/XUAB 
KDYXZWKI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/SL 
DGWHPFIJKK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
FXROTUVAFTOK
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
11

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• Encrypt data in 
transit

• Protect data 
integrity

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OLRAC 
LXUGWDA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DUAMD 
OAQRDMU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MPAFQ 
HWVRUYV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CQ 
VXMPTKZZLD

CT.AUTOSCALING.PR.11 5870
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GRJULAQNDWZL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LTEZJRQBQQYX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RU 
TQHWVKEXOQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CHBXZ 
VZCTIBQ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/QKJIO 
LFNDGMR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QVZF 
LXUEKXMC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RZLF 
QWHTFKLX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BPRUTBOPITBZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SBSPOYCVUQFI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HNIZW 
LRFKMZJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YTWQB 
JWKZDXS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ENFCD 
XVLDJME

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NUZQY 
TYKBLMD
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AIVKYADIWIXE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
WVMBATXXQYGH

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BYNS 
JFXOHCOC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZJUK 
ULWWSHEE

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/BHET 
JYCYYMGR

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OF 
DKFLDYRGUH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/PI 
JJPHEAASZC

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/LGAM 
IVPBSHQS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/DMKZ 
TXZXOCDV

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JP 
XNUWHGCQAF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MCUARPNYQNRM

CT.AUTOSCALING.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
2

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GZBGB 
NOSJNHE
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• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FIAZH 
JHSVVLM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AJUND 
FQNUTWW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZR 
MHGMLRJGDN

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FWWWWDZRSYOB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
WASLCDWKGJBP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PK 
WPQZWUDPMC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UBAHW 
QGSLVPQ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JZYHT 
BOMKDXG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WYHX 
VTOLLLXU
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZSFU 
PIZUKOLS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TBBXRAYTVDEK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DUPFUTISTCKO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RIBMF 
YNUIJWG

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/IJFUB 
JAPHSUS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/INKEX 
BGBWVPF

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MREIL 
TLELYSG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OKTFVJFNOEGH

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
EPLQWROCHULU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/XEJS 
BBJIGSRI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PCOG 
ZFZUZXPX

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/JATC 
UEWOCJQZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NP 
ETPABQDTNO
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OC 
WPOVIYYTSL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/XGAD 
YEWUCJUE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PCDF 
ZDMSEJKW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PY 
CZYCNDAYHZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
VAHIVVEVBWHB

CT.AUTOSCALING.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
3

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 7.1.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZSHOA 
BWRTUIY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XDFSV 
FABUXJV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KQGVS 
JMAGCQK
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UJ 
LFDUJHLYUQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PDKMRLRUFNDY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VPGOUEKJYCVR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZW 
ZDVUOFWRVS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/DZCHI 
ICHZPIG

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/MRCYH 
SBHWSFP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UZQU 
BHHSSTLR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XTCC 
YWXZTQQJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DPCTDUCUBSOH
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AEBSYPKXCLBY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XEASQ 
SEGQGIK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PLLJS 
TBTFPUX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QQNJV 
LKGQIYA

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/MVBSW 
FPHTKLL

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TAVCFHICTOOC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
TCTWXWXSMPMI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ESET 
QPIYIGQD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/BXKG 
YNSCEIQO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/OPUW 
NAQIOALE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PH 
UWEEGCDRBL

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/HG 
YPZVXWSHAZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TOHL 
HAQRVXWX
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/BYAB 
BFQHKMBZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PR 
TAVXYTRCRX

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CHDUZSJWJYUY

CT.AUTOSCALING.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
4

• NIST 800-53 Rev 5 
CA-7

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
CP-2(2)

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/UKYGX 
EVHJUTL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WMWBO 
CEROGJK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UEEYN 
VTGUBLF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VC 
DSRAZXDLZP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
DIXWASPFNOFQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WAVCCMIDCEXH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PO 
LAIJLNEGQU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IYKSV 
EZZLTNF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TJGWW 
GICHSES
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NVNX 
TLBWMDUW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SOTB 
XAWRFPZB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZFEOJGAMVVZT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WWETVQMUSGFB

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/HHTBC 
TOYPGHZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MIHQD 
SUSOAVN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ODABN 
VXWCCWN

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/XJPQI 
YKNHPPF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
XVBYPLVRQXBC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ANKICWWVQKYV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BDAQ 
OQKWQVIX

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZNIL 
UGCQAIUQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/XCWL 
RKVTYWNJ
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LC 
GLUULINWMJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/KP 
ACOOSYZFZJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EEEU 
VWSLNVLL

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/LPLV 
NKCQLVJF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.AUTOSCALING.PR.4 5895



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/CF 
RAAHZMNZLB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
OJSMBFTLWYYY

CT.AUTOSCALING.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
5

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GXOHA 
MKZZBEH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RHEYJ 
DCZKXSD
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• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IKGGR 
ITHSTQX

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CX 
HVXOATJHPY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AQIXLPCCRQHS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
THTGVEGTGXBO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/GD 
YUPFOPBKQP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KICFA 
VQBOREF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/UPTNY 
PJYCVOW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CZLF 
MLNISVYS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YWRL 
TVCFEEXT
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MOWUHFAOJRJY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
RJDSVNZODQNV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IHWPS 
XMEXIFN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NPDLN 
LLZAFAC

• US West (N. 
California)
arn:aws:c 

CT.AUTOSCALING.PR.5 5899



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/PKLTQ 
MQWOKPC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ESHYE 
DTXWSUW

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MFBWYIYZRDWU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
FOSLERMMWGCQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/LZHH 
RTKSKBYG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YIJB 
LHBBQZVZ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/HWYC 
VNKQJITZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DZ 
ZROKPAXCYC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YJ 
UEUNVOJKAO
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HBCL 
YPOQKNIW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TQET 
CIZKIMIU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OG 
JVZSSMIDLA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IDGOEBRSQBUY
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
6

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-2(2)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IMJNN 
SRJLUDS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SBFDH 
QUFTINU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XMQUO 
EMIYMAQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KN 
WXLCUZBJPR
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HYEMAFKYGEOG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JBGGLEZGYNNY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PF 
KPZDJXQARN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WMTUS 
TWLRDZO

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZPCRF 
NLDIVTB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EQRH 
GKGNQNGX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OLNB 
KFLLQMBM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PALLYLIKPDOO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
RIHZBJGCQNZN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VVHBD 
VAENCXM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RRGVM 
SFSHYVI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VULHV 
TLCFHLY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/EVLGN 
FFONEDR
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
RIAGHUSPABQY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BSHZJGOWIYAN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/WTWC 
PKFEWPYK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NCNV 
PQRRQZRO

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/DWSD 
KOZNKSIN

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/QA 
QRWYEEZZGK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UG 
ALPVVXQVQC

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/LEMB 
CAXJDJXF

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/NCSO 
ESJIZPDJ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/HL 
LQBYJSJHOV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EWEADHPWKAQO

CT.AUTOSCALING.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
8

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JAZMS 
KNXGBDD
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CBEYL 
WICUQCE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PKAHS 
CIYKNJT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SU 
QITVFXSNAS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZBBMSBCWHDJT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
CTWWGOPBJZZV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/US 
QMZZGHDRYN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YBNNI 
YMRBIYN

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ZYAHA 
GQKQTAU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JHZV 
IDCOFKWQ
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JUIB 
GGNJBHVD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YZYBKZLRYPLJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
LIFOKTEDIUJG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DQVZD 
ZGYRISN

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/GVXMK 
GJZQXQZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PISDH 
ZLSRYXL

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LMMGX 
HIXUJYZ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HFDQZKOIUTPA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
UBFEQJTBFABY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YTPN 
KYLIYKVY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YVPF 
FBYVWOYU

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AEHE 
FPZQXLUW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SA 
CRRCECVZND
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/QI 
RLBHLADKAB

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PSRD 
UBINGKQS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DKHB 
SPQGATGW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FJ 
YUYTKCFRPF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
CVLVWHPNFDHV

CT.AUTOSCALING.PR.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.AUTOSCALING.PR. 
9

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RROOJ 
IJVZTCD

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ITCMH 
PPHFUUS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XAJKD 
EPPKMLS

CT.AUTOSCALING.PR.9 5916
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GJ 
MTGWEQYCFK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XCDSJCZAJAGY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MMTQYBWWZFEN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JQ 
QDQQJXOGNO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/XEPRS 
GZCLSZI

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/UIHDQ 
DEKPNFW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RUZQ 
HTXLDRVI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PLFO 
JFSZJQRR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TXADDEAXHQJO
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
VNUBXQIEBAGA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EXRJI 
TRPLSJJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XOIVX 
LXSTMHC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SHEBB 
MZWBBUF

• Asia Pacific (Hong 
Kong) arn:aws:c 
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rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/XHMWN 
RXPSSEC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CRAVIZGSUZNW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SDWSYCVWCGEH

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GMSB 
KMGNTIRU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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rs, by Region

trol/PJFB 
BOZDWVXS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/EPWS 
VXENIYJF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TG 
PNJGPMKKAF

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VM 
YTQLGGELGN

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HXLT 
CQISFQBE
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PVJJ 
TCCPQERK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/SK 
RIPSOLCETA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YTUQPNAGTVUD

CT.CLOUDFORMATION.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
ORMATION.PR.1

None • Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-eas 
t-1::cont 
rol/WTDSM 
KDKDNLE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FMBVJ 
TKQAEAE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DKKMA 
WVORGDV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OM 
CTIJOASMIZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
UHAFTVUQLBJQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VQJENYWQLIKN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IE 
BSHSUWVLNW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XLSIR 
LRDKWVQ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CPQMW 
UWNTTQN
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RTHC 
FFNNCBIC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZNYK 
RMJOMGMD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AZAYRJYXCXZR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
TUJJPJIYTMNX

• Europe (Paris)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-3::cont 
rol/PXUHP 
QAIVTCU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QZWDN 
TRQVJKO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KDYIR 
ULEPEVX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/TRDTW 
MRSUZAV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
FZACIPKYOZWJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BKGHDLNFOLGZ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/QVSB 
UPSGUHVS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OBRU 
JGFHLWTL

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RBUI 
YPEKFWAQ
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XW 
TPZYNDKZAN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ZY 
KOUZYVAXVL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SUZU 
XRSEELFT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RTJY 
HAXOEEDY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/YK 
ZGVTHBPBQF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KCDBCIAYUXWT

CT.CLOUDFRONT.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.1

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-7(11)

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XDNLX 
QXCMXXF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IQSRC 
UCSGFPK
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.7

• PCI DSS version 
3.2.1 4.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AVEFY 
TUYGGCS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TQ 
HOWLDDEHMD

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HGEUZPXSVDOS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PHMWMCANHKSW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/ZW 
IHYGTQCIQA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UAUKD 
THXFEXN

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KRZLJ 
NJUOPAE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MYOO 
HWLVKUVG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JURD 
JLNESWGR
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VBJDOHQSIIAX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XPNZKJLGPXQA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ITCBS 
OQOBUDP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XOWFT 
DERUYHD

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/IWQIW 
QREBLHB

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MKJZC 
QJTJTUU

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TOOGKXNIZTGI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
KFBJHZDCITRT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/MLFO 
FPIEQPDK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZKNG 
GEQJFJEW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RUGA 
OBODEZXQ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WW 
AUIVWORXWH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JS 
THUABMXZDZ
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WUYN 
TGJJUKNP

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HATH 
JJWTNRTE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/VQ 
HIYFLOJLMC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AZRIXJRPZEGB
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CT.CLOUDFRONT.PR.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.10

• NIST 800-53 Rev 5 
SC-7(11)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Enforce least 
privilege

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MKKAN 
NMZZHNU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WCTTA 
HVMYDLS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IJBYZ 
PYEBBPL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EM 
BBJBOEZUXI
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XSFJGHXKKXJQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TJJCFOZERMMU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DP 
TTYLBMYLES

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/COJLJ 
AOYFIIY

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/EDDBQ 
AMFSHML

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KEBV 
YBUGDCJL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DPDN 
FOCWKPXR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YBHTLDHKEKFZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
RFCFGQXJZARA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JSCPK 
FBPTUFX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XHRXF 
SGXWPKZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GQNIW 
WFCXLMC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/RMFPW 
FTBHEUW
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
RNEBJBKTWYNP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HPIJWRRRNZWV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ZSTT 
BVOTUCTJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/QOUF 
OYZMAHTP

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/CRMM 
YILUZFQR

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KK 
JWKODDJAJZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RI 
ZVPUMYJKMF

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UTNK 
PVFYDNWY

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/NCQF 
JEHLNVOL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NR 
EUZZCXLORX

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
QLWFWMZSHUPD

CT.CLOUDFRONT.PR.11

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.11

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JKSWK 
PYLWXBN
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• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 4.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FRBHA 
AKLXVJQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YXRLG 
XTHKYTZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RO 
XOJWPKIJGJ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OLKKBIYGTTTV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
PWKKNYCLONTW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OO 
IGLWNRDLBR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IAUDC 
MRWXWEY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/INVLK 
WIIXCUX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OEQB 
OVEXMMKR

CT.CLOUDFRONT.PR.11 5944



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LATR 
CFDQWVIN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ICESDVDPQUJI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
HFHBNWIGHFMY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HAPUS 
NWOPEXI

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/RAYNZ 
KHYBPAZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VDNOL 
OGKWONY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/RKEOF 
HWPSMRG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
EBMFFONQCPFD

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
VZFSUGKCIKSL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ACOA 
LEKSQBVA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HYED 
NWKAQEGW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MIPX 
RQLYILUE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FV 
QEUPCJHDGB
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/PD 
SOEASQXLDH

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CAMA 
UZYMJOPH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/MFLJ 
BHYHDJZA

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FT 
GLJNMLYHZT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
CQEDLAWQDAEX

CT.CLOUDFRONT.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.2

• NIST 800-53 Rev 5 
SC-7(11)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WPBVZ 
XCJPXBZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MLHMB 
KFPSZQT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UIWBD 
ZNONLUD
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RU 
MPJMCCNCJW

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NMGEPJROACOH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JPIDQBIFWBWL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YI 
XCHURUJDBK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/SPJYD 
XWVBVHQ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TZHFM 
CSVNUQB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AKXT 
QWFSQTVQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SDPQ 
NYINEQRA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IOOJYJOANCXR
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BMFRHKRDLPYE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VTSPO 
JEHAKZN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PGPGH 
MEKOYTP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SBRPU 
JEJCGTL

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/JYTOH 
OYSNLMB

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
SLGAANKAFEYA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HVMWXRCNFRDO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TOJR 
WDYHNNXG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/JTUV 
GABKLAFE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/SEOD 
AVXUYYKF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/EN 
WFNBADPKGV

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XK 
AFLKSMRCTZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HPUR 
LNWRKJWL
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/KPXX 
RYKIBWCP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FI 
YDPNSPFBYH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HAXVFQCZVWMZ

CT.CLOUDFRONT.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.3

• NIST 800-53 Rev 5 
AC-17(2)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 4.1

ontroltow 
er:us-eas 
t-1::cont 
rol/KSCPL 
CGJKGHW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RFNNW 
XVMUBPQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LHFZB 
EUHUBMH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YX 
RNFYZICBAZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
MCQETJVLFUOU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JLXONOZWHECI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OI 
WLNKZULIHF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AGJSN 
VMSVMZW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/GZSHU 
DGCTKTD
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KFVE 
GDRDKNYI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OCRR 
DMBCTTPP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MKLFHIWIEWWR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
TMYDUSKTAKBS

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/YDQTL 
QWZBPXO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LJBMF 
ILEKDJH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QSWVH 
IUPCHAN

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DDVLB 
NVHGDUB

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
ISFZIBFIGEYE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
YQYFXRCGOJVL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HPKH 
JFQXJAEV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/EOVQ 
XRLMTYED

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/SQZN 
ZFSSBJQD
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AF 
QUJTLNZOZD

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/LR 
ZZVKQUSKFK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CVMB 
TUQQJQVF

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NJQT 
YERBVBJI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/HI 
CXKNXMCXCZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
TYWUXNEGBHGC

CT.CLOUDFRONT.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.4

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TTGXT 
DSTFUVR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BCDVI 
COTHADR
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RFYXX 
YNURHWK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CX 
LHFJBBESPG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ELYJMXPJVKEI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RADLRUNIIXJV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/PP 
DPQYKYCVQV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WJKMT 
ILNPQPE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/LEHRP 
QBGFKSI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KLXW 
EEBCGMDJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HPOI 
OKYDFMZE
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GFFYUYUVPDKU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
VOOZHGULFVBG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GWBOI 
BMAAVZC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LULEE 
VQWEQRC

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/IUIGC 
LTOJBUC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/WJKRC 
BQFHZMZ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
IPCYTHQFAFNW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DOTFJQVJFLRM

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/OEGL 
EOAAPISR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VXRY 
QOGVHSUW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BSHP 
WYCFNNBE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LL 
UWIDQCLSLL

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OM 
EWBMVICXJG
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/LEXJ 
MWZMLIVI

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/WQIZ 
CKKCSRXT

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AG 
TDHGABOXNI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MVVSTRHVZWSC
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CT.CLOUDFRONT.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.5

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RSBKB 
JHVWOCY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/EMCHZ 
AZDZNVL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MAPJF 
IKMJJKD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZY 
DBRRMVVTZV
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• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
COFQNFPVILDJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RHBUCASOCZAV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XZ 
RMWOAQCCXL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RSSXG 
IZAPHTX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/NWKZM 
IUZNFKT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JNBL 
GPSROEFQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QDMU 
YVEFHYOR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CGZWLZPDWIMX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
EDSGIRTYZHTA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CZAGH 
RZSABRN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RXASZ 
FBDCWEX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TBJTN 
HJFQFRV

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/HGFGD 
WIJHIUM
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
XRYUQXKTPXYZ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
NRRJRTUJBKRO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/LHGU 
LLYNLWNF

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HZEA 
IHLPXGDG

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/PBAO 
GWJQTIKW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ID 
POYYEWDDAK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DA 
AOJZCWCNLC

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PTDU 
OCAXIHAE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/JPFM 
NYTBXSIX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QD 
FYIJJARBVP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BPRDZIZNWYBS

CT.CLOUDFRONT.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.6

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QFQNQ 
HNDSHBP
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• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 4.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LQDIO 
WJWUTSM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EOUIZ 
KHISXPN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LL 
IUTEJBMGHE

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IYBPCXPFECFI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
TUIUKMPMAEUD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MA 
ELDXBVMXCM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OBRSK 
EKWVRVB

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NJKKC 
OAWJJJM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LOAX 
FPPQRMCF
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rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SWGZ 
ZGILWLWS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MCPECPGYYPPZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YFRQGLAWSBZU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/APQPR 
HGKFWYO

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/WMHKG 
FLJAWPI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HYJHV 
PFFKHDY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LEONX 
WJLQTYM

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
SAEWMKRDHMRO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
WBMVRQPRAOQX

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HYEC 
MJHMDQAO

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/MEVR 
AVQYQCBD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QWHD 
DIDDVRIX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RL 
NLTYXPMQNQ
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/LT 
KLSWPOPLNR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GKTD 
SYXJRURB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/EWCU 
LHXPMCBD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CG 
QNUYCOSGYR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
BHNUHFPPNUTC

CT.CLOUDFRONT.PR.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SFIAO 
WRGHFHB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZQXCM 
IVMKIAA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SUXMG 
ZJXERLV

CT.CLOUDFRONT.PR.7 5982



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EY 
UKXNOQHBVC

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AQDUDHILVQNE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XFODQONNCMNG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FL 
FNIUITMQCJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/PJOCV 
KGBLJJL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/HVCNX 
RUCMQUQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AMBU 
PGBVMSRB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BYQG 
XIDVQDFM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KYIFISGDQAHH
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
PVAWACSEUZOC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VKCEN 
IKDHWLI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TKNLP 
UTAFIBQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XDXYM 
IJWXNMH

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/FOMSS 
EIEPEIR

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
FEOXIQQBHYQN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
UHYZMCZNNITK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/LANX 
JNMROUBG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/OIQL 
PXBBDAEF

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/JDWM 
KBYCFRRZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/VQ 
BHQOYFACWB

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UE 
TNVSJMZFSB

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CUEQ 
JGENOTAN
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/UPTA 
BJLZLULD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/RA 
NNJKPZMAWZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XZFLLXIQYNUD

CT.CLOUDFRONT.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.8

• NIST 800-53 Rev 5 
AC-17(2)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 4.1

ontroltow 
er:us-eas 
t-1::cont 
rol/YPZYC 
TALWZLK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KQTKK 
FCMSTJR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DIFDZ 
PKTUXZR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FZ 
HDAFBJJMXP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
FWXCSWFYXMCI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XKYWAPJWATKR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VC 
VFZRIJCQUZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CNNZU 
YODKIDH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YPHHS 
QJLYWOQ
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HLXS 
OZZDWMJN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CFFX 
QUJBTGPR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DNSOBLSOWZBO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
VSBTGOOGYBBH

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/ONPPI 
EAALZUC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/APWMS 
FWSKMFJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WIVHP 
NTBEMAA

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/RTJQE 
CKEXLQP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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rs, by Region

:control/ 
UCOWSXPWKCCI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
FFUABXMEWYYC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JLXI 
NGWIDTUJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ROHX 
SITDLDWI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/XBLM 
ALRLBRNO
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/CY 
VPKLRVWMSA

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DC 
SIOMFMHOTM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZVQC 
JXIKMXIC

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DWTW 
KHVWMSMS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.CLOUDFRONT.PR.8 5994
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/JM 
UEZJBIBXOG

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ADCTWWSZWZTS

CT.CLOUDFRONT.PR.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDF 
RONT.PR.9

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XCQMS 
OOMOOKF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HXXCD 
BIITXOE
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 4.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DOQSQ 
VALBFCM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OJ 
PYIMZXKWMN

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MRNNWKOBUPWW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ORPMLBIMJEYI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.CLOUDFRONT.PR.9 5996



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-cen 
tral-1::c 
ontrol/DV 
CICCSXHKOE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ADCFM 
ZEXRPWH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/BJDRL 
QQZJKZL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IZKU 
LFXRTZNU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NBUG 
VULZANXD
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PZBIGNJZQZWK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
GITAQKSEJDXV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EUOWQ 
LXWFGNQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AHXYZ 
HBAZBFH

• US West (N. 
California)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/HXNZJ 
SDBYUQE

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KYETO 
GMXUJPF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VFZMJZENUMGT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
LFPEMXYIZGOG

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/HYDV 
IHSHNUJK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UMSU 
KOODJGNE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MSBI 
HIZOYSWP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LC 
DMMMAPSTOM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YM 
JHSAINUZQL
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/MVBZ 
HLFJEXGH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HJIQ 
HQJZMQZI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YT 
PDUMSIBEBO

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
RBADPCHOYCIE
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CT.CLOUDTRAIL.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDTRAIL.PR.1 • CIS AWS 
Benchmark 1.4 3.7

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EPNCR 
EENAXLY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CTXDB 
BKXWFYM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RBOKY 
ZWNIEEH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LA 
DQHOPWFDQE
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MQTVMQFRAQQV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LDWQNCXTIACQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QH 
BXOKOYNIQV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GNPFA 
AZFPLUN

• Europe (London)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/ZWQEG 
GDWHBMQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FRHF 
JVRAPTRV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YVIV 
TCSBKNZW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IYMKUWMIFVNY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
VFEZPSFUCMNK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KDFZJ 
GDKJDXF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AZGUT 
SGKCXJA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CJBDB 
OPJYMYK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JLCBX 
YFLJKYT
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
JQROQRCXWACD

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
XXBNGWACEEJO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JHSH 
FWNLVDKX

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/CAZM 
RVABVNVZ

• Middle East 
(Bahrain)
 arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/VFHC 
ZZBNLJYD

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LG 
MUXCEBWVNU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IW 
XMEFRDIIKX

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YZFA 
LBBJBHJW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/KFVU 
HHOBQFSH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PH 
FHRPTBFXEU

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
RAAHJHHQSMWP

CT.CLOUDTRAIL.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDTRAIL.PR.2 • CIS AWS 
Benchmark 1.4 3.2

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
SI-4

• NIST 800-53 Rev 5 
SI-7(1)

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZOBWK 
ZJTOUFY
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SI-7(3)

• NIST 800-53 Rev 5 
SI-7(7)

• PCI DSS version 
3.2.1 10.5.5

• PCI DSS version 
3.2.1 11.5

• PCI DSS version 
3.2.1 2.2

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XFIDQ 
GGGOMTT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SPIMI 
JLBSCTG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KA 
EEWMVGTQBG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DTIKKBFJWTRD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-1: 
:control/ 
VLNMMTWXFFIR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RJ 
SEMBTEORTH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZBAVT 
AQOIBMN

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ZMDJH 
YXAERWW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YAJI 
WBETKSKD
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XOLQ 
DYEYNFBA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MXWILHEXRJPT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
PNBCQSCEGUYV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QCMJJ 
OGTGECG

• South America 
(São Paulo)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/GDFPF 
DOIRPAG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KFQRN 
LMNZDUB

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/IEIDA 
MYBJTSE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VLSEDZSWLNNN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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rs, by Region

theast-3: 
:control/ 
BQOOBSDUDOJY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OBWF 
NAETCXTZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ARRM 
QAOWVILW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DWLS 
TPHLZRRX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/JY 
FTEXMMRZCC
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XY 
VNASPEROZE

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GDQD 
YHIWOYJV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/QFCA 
JQOMWRYU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OR 
GHRUEAQHKT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.CLOUDTRAIL.PR.2 6014
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
FSLGMXBTMEMG

CT.CLOUDTRAIL.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDTRAIL.PR.3 • CIS AWS 
Benchmark 1.4 3.4

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(1)

• NIST 800-53 Rev 5 
AU-6(3)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DZJUT 
MXLWLMF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NKNKE 
KYMHFHH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XAFEO 
VTQSTJA
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
AU-6(5)

• NIST 800-53 Rev 5 
AU-7(1)

• NIST 800-53 Rev 5 
AU-9(7)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-20

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-4(5)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.5.3

• PCI DSS version 
3.2.1 10.5.4

• PCI DSS version 
3.2.1 2.2

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GK 
ZHBZWQTGXQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AKRKBPXLHCRO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ENOFMWZNYKBC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DG 
ZZTHPBWAJX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-1::cont 
rol/BEFMO 
HIMGMYG

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/EMTYL 
MYRYEDC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MFOJ 
TUROQZPI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AFDQ 
MHYCXZPG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QUBSRGSNRUTO
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
GUMXCBJWOVUY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BBEOD 
OCLACOK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HXNJH 
OVBCEQW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TZTIT 
SLDPMHU

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.CLOUDTRAIL.PR.3 6018
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/BCJQM 
HEYTIGX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
RIRMCQIOIAWT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
NDEJIGGFJKIR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HDBB 
NLSSWFJN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.CLOUDTRAIL.PR.3 6019
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/RHLO 
QRXGMGBQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BPYR 
AXQYLBFP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KG 
ZPEYILUFXN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AL 
HFFPPGDKFH

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GCVI 
UCRKRZJR

CT.CLOUDTRAIL.PR.3 6020



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/YCGK 
IQTAMTUJ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CF 
MFGTPDDQMP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KWEXXNTLEAVB

CT.CLOUDTRAIL.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDTRAIL.PR.4 • NIST 800-53 Rev 5 
CA-9(1)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 

CT.CLOUDTRAIL.PR.4 6021
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

ontroltow 
er:us-eas 
t-1::cont 
rol/AUDOY 
QMVIFSG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OOPJJ 
ACQOFUS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MIAFW 
DCLTQFG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QD 
LDUFIKRTAF

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.CLOUDTRAIL.PR.4 6022
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:control/ 
CTOCGYRSDLYB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NCGCPHKAILMF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WG 
WYSUAMMWWN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BIDXZ 
LOVTAPH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YRILA 
MGJGTFS

CT.CLOUDTRAIL.PR.4 6023
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GUOV 
VFIECKHB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UQXT 
LQQUVMRO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RFBRGAFCHGRH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DJVAKGGZOBGG

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.CLOUDTRAIL.PR.4 6024
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rs, by Region

er:eu-wes 
t-3::cont 
rol/HDTLD 
OKSVHCS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NOFOP 
VIFERIB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ARZVF 
SOFFRNH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CFOQQ 
BAUVZYH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.CLOUDTRAIL.PR.4 6025
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
GBLIBFBFWEWJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
PRBKENAXOJXR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/CQII 
WIZRIDXD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HLHW 
SRJCEYDM

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/UQUA 
ZOGJVRPA

CT.CLOUDTRAIL.PR.4 6026
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KV 
TMFVMCHBSK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YR 
WHYIEUGKWK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EQJL 
PBKNWCEW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AWBL 
ELLPBPBZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.CLOUDTRAIL.PR.4 6027



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/YD 
PEPIRVMRSF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
FDRWVVLULZAD

CT.CLOUDWATCH.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDW 
ATCH.PR.1

• NIST 800-53 Rev 5 
AU-6(1)

• NIST 800-53 Rev 5 
AU-6(5)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
IR-4(1)

• NIST 800-53 Rev 5 
IR-4(5)

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-20

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SSXFC 
VHAAYDY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RAMYQ 
IPCOQPV

CT.CLOUDWATCH.PR.1 6028



AWS Control Tower User Guide
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rs, by Region

• NIST 800-53 Rev 5 
SI-4(12)

• NIST 800-53 Rev 5 
SI-4(5)

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TKCJN 
PHIDFHI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VQ 
RWIUPQXDNG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MOWBJMXOIHSB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EFYIPKXIMWCM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.CLOUDWATCH.PR.1 6029
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rs, by Region

er:eu-cen 
tral-1::c 
ontrol/OB 
ZIVWNWNIFK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YPSCU 
ERHMDGL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/EDZSI 
QLZSHQT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SFQH 
EJLEUAUE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VZQE 
AYLRUVEW

CT.CLOUDWATCH.PR.1 6030
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rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JWZXOWQPDALC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DZZBWHYOVWZH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GVINK 
YTHSTYG

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YKLBL 
DSNIPAT

• US West (N. 
California)
arn:aws:c 

CT.CLOUDWATCH.PR.1 6031
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rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/YSCEY 
MWJPDXX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JASXX 
RCJAGRM

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
EHGRDSWJBZRD

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
XFTUWPJDDHWR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.CLOUDWATCH.PR.1 6032
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rs, by Region

trol/FQUB 
DDOCHVXV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NSZI 
ACKXCZWU

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/AMVX 
VAUISMIH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UN 
HKBRUEDJVG

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IG 
PKWKCRTQSA

CT.CLOUDWATCH.PR.1 6033
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/IYZC 
FYKTLOEZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/XSCO 
QUSBVAKH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CN 
MHXHONGEWR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
FCCVJPUNPVXQ

CT.CLOUDWATCH.PR.1 6034
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CT.CLOUDWATCH.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDW 
ATCH.PR.2

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-11

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-12

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 3.1

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HTUKC 
DNXPVWK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KZLHF 
SHUXRWF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZOBNL 
PQHKPDK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VP 
XBCTGURFRG

CT.CLOUDWATCH.PR.2 6035



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HEBNGALBPYXJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QUYKUYVNWSZV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UR 
QEHVTSKLLB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TBWHZ 
GGFAGCX

• Europe (London)
arn:aws:c 
ontroltow 

CT.CLOUDWATCH.PR.2 6036
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rs, by Region

er:eu-wes 
t-2::cont 
rol/DNHPG 
CXFAJST

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DSVH 
TVHFNRSE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JPDU 
OXRODBEG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TYKALNIDLUXK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.CLOUDWATCH.PR.2 6037
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
SBTRQDFYDCOK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QCSZC 
QYGUUVZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ACYWM 
NWHXDKN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZWPLH 
RTNEWRN

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/FBRQU 
VHBOZPB

CT.CLOUDWATCH.PR.2 6038
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rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VNUHTQRCTWLU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
UZOKBNYSYIZW

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OZCL 
FSHTISCQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/MDSO 
CYVCVKCT

• Middle East 
(Bahrain)
 arn:aws:c 

CT.CLOUDWATCH.PR.2 6039
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rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/VEWM 
ILFDETBA

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/EF 
OQUCOHCADL

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DA 
UDMKIGRGOZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DPZX 
YQALXSBJ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.CLOUDWATCH.PR.2 6040
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rs, by Region

trol/UEJE 
PFFSZUBW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PL 
DXKXQWHHCV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JLVKWJATWUTV

CT.CLOUDWATCH.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDW 
ATCH.PR.3

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-12(2)

• NIST 800-53 Rev 5 
SC-13

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZHZBT 
TZMZYST

CT.CLOUDWATCH.PR.3 6041
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rs, by Region

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UEXYN 
AIAHTWI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RVGRW 
IMSJKPB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RZ 
UDTGNQSLRG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YHKYBCWCRLJJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.CLOUDWATCH.PR.3 6042
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er:ap-sou 
theast-1: 
:control/ 
AHEQLQIVIOWD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GS 
ZUCKWWMLZM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GVVBW 
CAAOCTC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ZSQDF 
IHSSAOD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VZXN 
AZZKVVEJ

CT.CLOUDWATCH.PR.3 6043
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rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OTGQ 
BKNMWNKV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CWBBUWULYLOW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WYEDDRSFQTDY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WQCLC 
WXDFYLS

• South America 
(São Paulo)
arn:aws:c 

CT.CLOUDWATCH.PR.3 6044
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rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/CYXHP 
OXPXBWZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CZEVE 
PANZGQK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QAJHR 
GEGPDMX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TGZQHFRKWOCF

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.CLOUDWATCH.PR.3 6045
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theast-3: 
:control/ 
AZANGKXVSQGH

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ORYX 
UPSLDOOT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OLDF 
VUGRRHUK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ELIN 
FWHYRXRZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/GM 
IMEPVNIBZZ

CT.CLOUDWATCH.PR.3 6046
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TM 
UERIGFSBVJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SYOY 
MUBLETAN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DEJF 
OZEGERQP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JB 
RCQFIIYNSH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.CLOUDWATCH.PR.3 6047
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
RFQBNRCCEIKA

CT.CLOUDWATCH.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CLOUDW 
ATCH.PR.4

• NIST 800-53 Rev 5 
AU-6(1)

• NIST 800-53 Rev 5 
AU-6(5)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-4(12)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UUBJS 
MHHQBTE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XFOXF 
WKOUFVI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LLRWY 
TMFYUFL
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IO 
QUGWNHEDSO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CLDCBWOSIAUL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ISMLVCTXZGYF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OO 
GEPDLGDWEM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/APPYZ 
PTNBLGO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XRRBP 
VFHMAFT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FKOI 
MKGDPJBQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IHHA 
KHDRLOGU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CFAQBJOYCLFH
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rs, by Region

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AEHEUFZDKJQD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HPAIE 
IOARUEQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VCHSA 
LJJXEQI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UQPZK 
KDGYZCH

• Asia Pacific (Hong 
Kong) arn:aws:c 
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rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/TIHAF 
DHKOGZJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VKHCXDMGUOOK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
YHLIYCNCGUAA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JULH 
FFNMMHXU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/EKMH 
YJGVZCHG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/YCKC 
TTEXWPSW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OG 
CHPVUOWVJB

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UH 
OAJRVIPLHA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SBRK 
WJRBLSDV
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TRQT 
FJOZZEOF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NN 
VSJITSDKOJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HYRUNFPDZNHR

CT.CODEBUILD.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CODEBUILD.PR.1 • NIST 800-53 Rev 5 
SA-3

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
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• PCI DSS version 
3.2.1 6.4.4

• PCI DSS version 
3.2.1 8.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/JIMFD 
EAQDWCK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XMPGG 
VRADHWF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DWTOS 
ZTSQXGA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RS 
YHHWKEXHCO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
SCDVMCSBZZBP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RDSUWXNODESZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OZ 
CLPKRVOVHV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NCDYZ 
QYYXIMF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CZYKF 
OXDXOAE
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rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LAPQ 
RZRTCBBL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PMZE 
KQNVBRKZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XWOSMSCORYXY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
EUUKRLJQRWDI

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.CODEBUILD.PR.1 6057



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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er:eu-wes 
t-3::cont 
rol/LFQQP 
ETWUEWP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PMRWC 
RVSHCSO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EHWDQ 
PAGOQVY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/EJMER 
DNUJBQJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
LBGGSSRBSGUS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QVLWIFOPPDEP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/MKNR 
UEOIFDIO

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WVYQ 
ZRGTLWHG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/POTJ 
CWBCWTKI
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rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OD 
CFYBUSVHPI

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JP 
CHEZJSIYJY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TLIZ 
GYOSLXID

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/BGON 
JAEQQODC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/YS 
LFINUPIWAR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LXVUSLOKWAYD

CT.CODEBUILD.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CODEBUILD.PR.2 • NIST 800-53 Rev 5 
IA-5(7)

• NIST 800-53 Rev 5 
SA-3

• PCI DSS version 
3.2.1 8.2.1

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EJNHN 
FZRAMFG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QFRBX 
ZNMGMLD
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rs, by Region

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WWHTD 
FQNALJW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SC 
RYBKUZHBYQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CDUPZGSWHYDK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FTDDOMZPCICH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/DD 
VQLINSURBW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WEYMG 
AQEESOZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/QZKDW 
OTRWSLC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NACQ 
KIAXFRVP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MVSG 
VYHINMLZ
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EOOPASTMJSET

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DCWLYNEJULNR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FHZHY 
YESCQDF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SIANV 
CWRXGWJ

• US West (N. 
California)
arn:aws:c 
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rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/WTHWL 
RJZZOOW

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/VYDLJ 
EUYORHK

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
JTEUUIMXIUPM

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
YPIAEPNIJNQG

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/JEUD 
KXERRMYB

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/GCSG 
HXXWTIVO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BNEG 
CEZBVNSJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/MB 
MBIGGAVEJN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/QG 
KVBMJEDJEW
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WZHI 
VERTKNMT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZQLU 
VNOAMURG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BX 
MYBACIZYGC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
TYKATGNYMSLJ
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CT.CODEBUILD.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CODEBUILD.PR.3 • NIST 800-53 Rev 5 
AC-2(12)

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
AU-9(7)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YEHYW 
YAUIQHZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UCDPZ 
LBJEGBZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MJRSP 
BWBBIWW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZN 
XNBMZCHFPQ
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• NIST 800-53 Rev 5 
SI-4

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QYCIHTAXYLTZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VBDUMCPMLQTK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UT 
FBCSBSISVW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EBCCR 
SBQVOEK

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/LTEOH 
IIZTPFH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BGMC 
KUYVIAXA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OWJX 
WKPQUCWT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BYCXOWCVCFOP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
YFGOVOOKMXZQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QNQUM 
YVIDFEX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KQRSG 
HFYHVUK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VEHXV 
CDHACPS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KOZNX 
UGUJOXA
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WKTXNANZYYLB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
MRUGSCUAOCAC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AQXB 
HQXXZESG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/DMZL 
XFFHATNX

• Middle East 
(Bahrain)
 arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/VUBG 
TNAZWXKR

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/GI 
FAWZCWRHNS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/CM 
IJYJCFEKWD

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DGQL 
WMRIBAOA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/KEFQ 
CWMQBGJR

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CK 
DSLYLCJQRL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JEZZFRMLKWFS

CT.CODEBUILD.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CODEBUILD.PR.4 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RBXKQ 
FZQEPSP
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• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• PCI DSS version 
3.2.1 8.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PTLLP 
JYJYUZQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DHCOA 
MLWMKYM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OG 
BAKFMGJPZY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XWXSPGHBLRFI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
KHJHMUSOSACW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BI 
INKIXJANDN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DWJNN 
CZPNFQB

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CLQMY 
JURODBG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MUHK 
WSBZQHHX
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RWTL 
UYFSMXLC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PBJCHJANZLVP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
JONXRDZNMTAS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZNKDU 
DRGIXPO

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/DLHTV 
NXDNFNR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NMOEJ 
RZEUSOQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LSZKD 
LJYXOEC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MCOFGYCDXMLZ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
RANLWUOVCVOF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/VMQV 
AYCAMXDO

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FBQA 
NITCHZIB

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/JWRR 
ISIIXXRF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LE 
PJHHBLGBBT
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/FR 
GCRBYCUDID

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WJDA 
AHKATGVQ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NXUQ 
ZRZNLASB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BT 
LAOICLUOUL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
ZGJLFAZSANHF

CT.CODEBUILD.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CODEBUILD.PR.5 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OJSTE 
TVYFKHE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XELBX 
ZJFBGYK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NTHPU 
LVMAKSY
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KJ 
EOAYEPVAWT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YKADOBILMOXE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BRCVOCSEPXIQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FP 
CUVSCXOALO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/HSYKY 
LVTHMSC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/WLFHT 
AHNSJRK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KSTO 
QHLUUMAB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZUBA 
PDKBHPEE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JIRHXXYRRCPU
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
QMYRAUAAQSPG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CUBUE 
WNCWWLE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EOQMR 
PVCYIVQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GMPAD 
QDKOOSS

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/XOOYS 
BYTMVEE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
IIQOEVFKXQUA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BILMNUNVKGQU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/XIPO 
NLRXVTLM

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/EWFV 
DYKGEDQM

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/YZAE 
AAYHVZTZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RF 
RJCMVGRGLK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/PV 
MESLBTIORK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EZED 
ZUYHEOZT
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ETTG 
KYPZHDWE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/IK 
WSXRBWZGLC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
RWIXRMHPKSME

CT.CODEBUILD.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.CODEBUILD.PR.6 • NIST 800-53 Rev 5 
CA-9(1)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

ontroltow 
er:us-eas 
t-1::cont 
rol/WEEZO 
KNMKWFK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ARXGH 
ZDJMVEV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZYXLX 
AIYZXWK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LW 
ZACZNXEWFR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
BKDGPCXEHUYM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LJAFCKIMTDGT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LJ 
XNLOULCHOC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RRRKA 
ZCWMWYC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TUDOZ 
OFBNLBJ
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NKXX 
SZNQJNAG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XFEB 
DNHXUVOK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MFNMFPARKBBF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
RXRLKZGUXBFQ

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/YLCNQ 
JWSXLBS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UFNUW 
PKHJXLL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AWLHI 
CDELWPN

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DQVTQ 
LQFTTBT

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
RCUQGUPBRITK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BJZEVENBVKMT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/LKLE 
VOQIMCUV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LXQD 
TRHEMKEN

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/PKBW 
TCMWQOAH
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AG 
OYHKVDQPPM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SD 
LNCTLECQXF

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NKSJ 
VWJEWECR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/SRRA 
JIIMEVGE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/MC 
FLNKWOTMGG

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BBRKFCWFUGLH

CT.DAX.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DAX.PR.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EMIZN 
BUBWZST

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PWENJ 
MKYDFLI
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• PCI DSS version 
3.2.1 3.4

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LIDIT 
LCMTBXF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NB 
KPOCFUAYKO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WQDLGHQPLUEZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QWQALHIYPODD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/US 
AYUGMVGVCZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HPQCL 
FNNHNVS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YQFMN 
RBYQZUH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QRIO 
KXQBWHTR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IPCT 
FYGTPJQK

CT.DAX.PR.1 6096



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GKKAWAPRNSLP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YJPSKRTFOVNI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PBMMR 
KGQLQSP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XUCCO 
ZBWAWDU

• US West (N. 
California)
arn:aws:c 

CT.DAX.PR.1 6097



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/OQJDQ 
HXHVHYQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/YERSB 
EZNALIC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MAULWZOVBHAG

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AVRDIKUBVIEL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/AHWD 
GTQANTPZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/RKQE 
TEUGOLZT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/TJAY 
EVJIIWMC

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ME 
QGYHFODNJQ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WE 
RBGVNLRWCP
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/XTNH 
YZREDREV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HDSP 
SOQHQADH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/DN 
VHZNVNIVFL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
RYLGGCGVEELG
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DAX.PR.2 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-2(2)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve resiliency

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SBKTB 
SUWMKEK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XOLXW 
DXOTSDS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BXXBF 
HSEQZVC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JU 
NTGFKWFFJA
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YLPPVNACLIDZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LSYCOPMQSAQK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WY 
POTMKGGRTF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GTNFG 
AXVMTIY

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/UDVRX 
ZWEHJLQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LKWS 
OIJNZRRT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KIAD 
SEVTATNK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MCGGZQJDQSEG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
KCZJTMRTLPZH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RDIXQ 
ORVUYTX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WKKCR 
CZYVOYA

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/GPIAC 
DHSJUVO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
SDXGBJAMZIPN
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• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HGXHJVIRQSTJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/UNTR 
GVLZHGWC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SILH 
LNRKXURR

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QVZK 
AJFUMHFI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
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er:il-cen 
tral-1::c 
ontrol/GH 
AECZAUNGWM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SG 
SXAYLHNUSK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/RQKT 
ASYXHVYU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RDUK 
UALNEVNU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/RY 
EAAPJMVRTI

CT.DAX.PR.2 6106



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
DNCWSEOZINHL

CT.DAX.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DAX.PR.3 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JSRQE 
OOLHCHQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OUEBO 
NYIBDEN

• US West (Oregon)
arn:aws:c 
ontroltow 
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• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

er:us-wes 
t-2::cont 
rol/KJQUL 
RXQPSVI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BY 
NSAWVHNTAJ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JCLDTMNDGRTR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VNHVFUCLAKSX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
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ontrol/XR 
LXMRYIIGWI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZDNAT 
WERTBBL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NUXYW 
FVUJBLH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DBOH 
JEJMYNWG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ACWS 
AQRXMAPJ
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QSNXKOZMYMFR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KANMRMPWOUQV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VXDLD 
ZAZJHUP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HVXED 
WNTFVJA

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/EFBZV 
LOIFTYY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/OWWBU 
IFRTHWC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BHRDSDRZCZYS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BBMUTVSRZXPV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/EXAC 
LWANURZW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PWUH 
XPBZIORO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/EKWO 
VFGGQRQF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/YW 
BDCWQRVAPI

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OO 
LZDMSTRWYG
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CJQF 
LUNIGRDW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/BEFH 
HEFAMIGJ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/UY 
JFPVBTWOWY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XTHSONULVJIP
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DMS.PR.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TZMIG 
TNDHQVL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VSDWQ 
VWSEVHU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TEUGL 
LCMRFBE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XX 
XIGZQSIPVK
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZERDIGHMXMHK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FVTCTPBWHDTL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OM 
LKCPQPSJTR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YCHPE 
YBHXVBF

• Europe (London)
arn:aws:c 
ontroltow 

CT.DMS.PR.1 6115



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/WGOOQ 
PQGGTCC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LEXI 
GWTCMJSA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UICX 
SEVCABSW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PMXDPOCYQXVY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
CTFMRJPUPGCC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EOSDY 
NKIGAWA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XOKBS 
YBQKJOK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TSMFX 
MFCPLVU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QAPCP 
DZHYEBF
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CXVEOOHIMNNL

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CPGOCDMDHGFI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OPSW 
XXYSYUMY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UNWE 
FSWWLQTO

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/ZWSG 
RHYTXZSN

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HZ 
SULTIXLIGQ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UM 
VTLBCRRGKV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TGGY 
QCVRRDMF

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/EUCL 
HHUYDEEC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LT 
SKNULFPUTG

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ROMIMQWYAGFD

CT.DMS.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DMS.PR.2 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ORQVP 
INRLMOY
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• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RAJOO 
XRIMDFG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AZMPQ 
PEABVJQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QO 
JPATDAWFRO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CHWMZWDERDLU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
WSXHLSUCKDGH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JN 
VVNWEUIOGW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LUJEQ 
BWKCVDA

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/APLZC 
DFPGPZO

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YAKM 
SVKKUHUU
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TCED 
VKZNCHKW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WKNUSICBMQOV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SQLHUPEXUOKU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UFYAU 
PRMCMWX

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/CRIBT 
OSVESOT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CKDDW 
AKTYAFR

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/GLHME 
PNCYUSQ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ENVXMQEWHFBX

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
WDEREYMNSGMU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ZXTH 
NNMVRRGT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FESP 
IXJAOULK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/OJGK 
HKSODWGV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NP 
TLETTIZUMD
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UJ 
GYUMGMJBEY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/XGZX 
ZOCUAKPP

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/YRGK 
YVHVRBSL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/WO 
TREEFQIYYS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
YFAHKVXXOCSX

CT.DOCUMENTDB.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DOCUME 
NTDB.PR.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/THVIK 
WXJQCEB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AGSEO 
YNXOSRK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HXVOH 
NCIJRUC
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CU 
USQEVMNYIR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LVZGOWHNFFQQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XUVXIHBPXAAM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XO 
BYNMAVPBFP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/UWYKA 
UHSRUKZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CFNPI 
FZENDEO

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CMAI 
LYDYAUOY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NJTD 
QSHRSPIM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TEZXETAGKYOT
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
EONQZXNXGAPB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ACFER 
MCUQLYD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NSSWQ 
WRWJNFM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TRACD 
DWLKDRI

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/NDCSW 
MCFZFWK

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BMNUBLZWWWWA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
FIHFPXXSWPVR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DTKB 
FEIQNVQL

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/AIQL 
WAENCEVZ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/GVXH 
DHLTISRP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ZK 
HDGAAGCYFF

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UF 
MCCFRSISYY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AIUT 
NQWKGFDR
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ECVI 
EFMUQJMZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BB 
ACQBVBHSDC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KNYFLVIZOIAZ

CT.DOCUMENTDB.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DOCUME 
NTDB.PR.2

• NIST 800-53 Rev 5 
SI-12

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
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• PCI DSS version 
3.2.1 3.1

ontroltow 
er:us-eas 
t-1::cont 
rol/ARZAK 
WMXVIVC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZIBRJ 
ZXDXMYK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XIHJT 
NHDRQAF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NU 
RHQPDKMITF

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
YDRKNNEUEWMB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UIHMUQNGECFF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ND 
OASXOMEPNB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DVXWR 
DHUPOPR

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/HBAHN 
XQKSECW
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UATW 
YHSUXSUY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XDKE 
CWMGYWQS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CMOMYYELJWTW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UIXMPMAVSMSO

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/JXPLM 
TUAETRJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GCAWC 
OVVHNPC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VTWYH 
TWZJXDS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/HTINN 
LWMXRAD

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
NTKVAPLDGPIE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
TYKSQTKVDRPU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AFQC 
MISIBNZC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/XDBA 
EAOQGFZQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LBGO 
TUKVIBIY
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TL 
EHFGYBIPPV

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YM 
MXEICWPZQC

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NOKR 
KREQWEPP

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/WAJS 
GCIJCGCH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/ZB 
VKSKSCLRSO

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KWPVVWPRUBZO

CT.DYNAMODB.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DYNAMODB.PR.1 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 3.1

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OIZVL 
CBZARKX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MMOPK 
UVAJYZD
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FEOCX 
MTUXONR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MU 
UOXHEGOERO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HYEXGEAODQCG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BQIMDWJDEKLB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/PU 
HTGIFRKSNJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EZQDF 
KIPCMHL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NWUTQ 
TYYDZBH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CYGI 
LLICLUBJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RMGE 
YQOKBYAT
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SICGAIHKEQSW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YLNVMSVQPPOW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZZZAT 
CBZSQZS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OWRFV 
RAEHORK

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/AOEAJ 
RZQUOJU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/IGOUA 
MZMJLPQ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
XAWHUFNRUUXO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CRICQPHNTAAY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/CXPU 
RYMVYMSC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/XHWT 
LSZDRHZD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZRRE 
DRAAHQUB

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/IK 
NHTZWYSGUQ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DM 
UBHZWCMKBV
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EFNQ 
ESSMTRWA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/CUNO 
ZJCLCDXS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/UP 
BXICUCGOPG

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HOSCJVRPLNZP
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CT.DYNAMODB.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.DYNAMODB.PR.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.5.3

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AVPWT 
CQJVZFL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GLNZI 
QOIDTES

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RIOHZ 
BTKOBKP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZX 
ANARWCPQNW
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MXJNGHQYSQWT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VATDYITSDFZT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CB 
ZJAPZHXFDX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VNDWO 
JRWDJIZ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/RIBSF 
VFNWIAR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IADW 
VKAFGXUW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WZFV 
BOYAOMIH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PGHDRCMDDFER

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
CREBIEGAAVZS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QVMDX 
ANQFBCA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LZFDT 
LNKOQXX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HMMSC 
ANOFBEX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/PRMTF 
XGWHHGM
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PCYSWLZHMHPW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QFZXLJQCUPTB

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GCGX 
GJULMUJR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FWOE 
VCMMZRIE

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/PBRY 
EFBWDTNV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SW 
UAFOBXQZSO

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TR 
YHWAUMSGSM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GFIJ 
UMQYZYKT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/MOYL 
IDKDFBHL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/MP 
ZSKTTPNYTV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
NCULPYCWMENB

CT.EC2.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• Enforce least 
privilege

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NOTMR 
PTQNRAA
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• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SMAKV 
TVJEPXO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HAYOF 
USRHZIZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HH 
AFBCZLQYXY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IZBFOJRZKBEV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

er:ap-sou 
theast-1: 
:control/ 
UKDFSIYPXFVJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AD 
ABIOVNNTMS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GFKNB 
AOPNHXF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/WYVSV 
HJYIHAD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UTXK 
BQQERGVI
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• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OZFC 
KKRKZSIB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PRPQIPYUCLFE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YSQCFBUOTEPD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YAIRL 
GKSVPZS

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/IJAIP 
RTDFHRB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QEIYO 
NGZGVCI

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/PNKPP 
QYMTJFF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PWXEQPXBWGJT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
RDUEMSJPXBWR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/WLUU 
DFWBDJHU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/RDGR 
KFSEPUCK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/EGMH 
ACFCYINC

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FU 
BCSHOJVEMA

CT.EC2.PR.1 6158



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IM 
RVGYYQJLLW

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VNHG 
WWCSJWRA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/MTSL 
SKQKPIFR

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FE 
MJIFSFEJOI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
SPYIFBBRIAND

CT.EC2.PR.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.10 None • Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VAWEV 
AFBTTYX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZXUWT 
NZZOQUI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MPIXE 
NDLDJMR
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RT 
CRBMNLMGBL

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PBNLHCFGRZZO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XXRXMNFPAIIR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HP 
OMPECAFIAJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/DBKJH 
DJXKWNY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CTADR 
PGOQIHX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LAUH 
KWTATLXY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IUSD 
ZWVDETIR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GNMPIMBYNYKE
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
PRVLLJPYMYPC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YJMLR 
ILGRBSE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VYTXC 
SGZXJJA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YCLJP 
FTXKZYU

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.EC2.PR.10 6163
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ontroltow 
er:ap-eas 
t-1::cont 
rol/HISQJ 
LSEBWSD

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
GNBOOTBHJQVG

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GBITMJKPAKCE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DNLP 
NFANEMRU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.EC2.PR.10 6164
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trol/ZBXP 
GHGLMWXH

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KDLJ 
UDSYZQNF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TJ 
MFQWKSYRGJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/EE 
VRMJQGHIFB

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DCOR 
PIATUVCG
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TWBJ 
IMNVQOYC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XC 
QTHTUPGSIF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LYBOKWDBULNW

CT.EC2.PR.11

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.11 • NIST 800-53 Rev 5 
AC-21

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 

CT.EC2.PR.11 6166
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• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

ontroltow 
er:us-eas 
t-1::cont 
rol/USZSB 
VLKBFJW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GAJQJ 
EHKYENL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NMURD 
TFOJDZH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZB 
WKQBJUYPUA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

:control/ 
HNTCZVIEEJOI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GAEZXFNKITWD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PD 
KCUGSWCJWF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RAMFR 
LQUWVMN

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XRFWI 
PMMYBWF

CT.EC2.PR.11 6168
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TXQC 
CBSQPFNB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IRKW 
HFEJOBYB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WOPJHTRSHEFP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ENUFAUVEZVFI

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/AZQOR 
BOHZJMI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BCNLW 
TEEHTHE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TLXGB 
VBTJUVZ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/GROFH 
QWVWGNJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
CRATTPOFXYCU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VSDSWNNKPRRO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/RTEW 
MJEUHLJQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/JCIT 
PFCDZUQI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QXBA 
GIPQXETT
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PD 
CSLUSATDKY

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RT 
MWZJPFHFER

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SUUB 
DBBVLXLQ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TCPU 
TKECULUH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.EC2.PR.11 6172



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/WQ 
CLEHZIZEEQ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IZALUCPZOAYN

CT.EC2.PR.12

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.12 • NIST 800-53 Rev 5 
AC-4(21)

• PCI DSS version 
3.2.1 2.2

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QNDKU 
CEIGRNB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IFRKP 
JEDMUUU
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VHEHB 
TESLGUN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HJ 
KXVHTKUFCB

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DRPWGXJHMIQA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
INYDINMLKHFD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.EC2.PR.12 6174
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er:eu-cen 
tral-1::c 
ontrol/EB 
SIWJJPVVBW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SDYXH 
OVWBMMM

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JWYSL 
VOEAOJJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SIJD 
BTELNSUI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VEHF 
JHVKJNRG
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HFYUZFTNQRZG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YBIIKCGWAORD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JCOYU 
SUWIRJX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UDKUY 
KZVSBVJ

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/WJSME 
AZXXXVG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LSZFX 
IAPRTNL

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
UQOCEESBNNIF

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DRLFKVUWERWU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/EPDE 
APQFUAPZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ERDL 
IQVQFJJU

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/PTDA 
RPFBEGAD

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TG 
QZBFRIVBZD

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VP 
OJZQAASXUU
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CNCX 
WXERYCOC

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HLEA 
KIWSBDXQ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NC 
ITYDSETUMX

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UBPYTWKIMQOK

CT.EC2.PR.12 6179
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CT.EC2.PR.13

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.13 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FZSUC 
EEYAPWI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ANUKC 
TRRCCFE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BWUUB 
NNIBGXB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MT 
UNNERTAWUK

CT.EC2.PR.13 6180
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OSVHEFPIYSYR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QZMARZRDZENJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MY 
CUMPVJEXFZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QCBNF 
LLWHORL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZJDKE 
ANFYUMV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ARMD 
LUGJAMIC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SSCK 
AJIEWDZO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OACEJPSHEDTT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
OHYRLAGKXSXR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BWHES 
SZGTPFW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HLGYB 
XIMQRHU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BTLZS 
JIHIZWG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DTDHL 
EWFGSKV
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
JYEUKJNOFJQT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZBKKUULMNWGL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AYFZ 
QOECAPEH

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/QQXK 
JMHCUFTX

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/YOPB 
AHVWMVOA

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/YC 
ZVKPCTQOOV

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OO 
EZRXCQHBCZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SZRC 
WAQMISFS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/LXNQ 
LJAJNVLT

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/EW 
ZWWABCTOCS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YXZJOTGZJJVL

CT.EC2.PR.14

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.14 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MQKNF 
AXJGETK

CT.EC2.PR.14 6186
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rs, by Region

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VMCVO 
KHAOFHC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AGCVM 
UHOLSMD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CG 
SRRXAEKBDN

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GRIQSOWFTUZO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
GIIXBVQAQTNT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RI 
ERQJRBKCVS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VBAWH 
SPRVFFO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TBTEU 
VAWFLJG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KFIX 
EWHUEYPE
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TUQF 
RYIKJBAM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WCOMSKMDNAFG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
LUUPJIKOPJWO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QTNFA 
UGUTMHB

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/CCWGU 
WXJARQL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PHUZH 
FOQIHAY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/YGASE 
HTTCVJZ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VMKDWYCKPKRH

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
IZAZFFYMGZOS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IALX 
TISTUWWM

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PPWM 
LTWEAVHD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/TKRO 
LDYAXJKI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DN 
VFRNRLGAAP

CT.EC2.PR.14 6191



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JY 
GVQKJQFJNI

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PWAR 
GJRTRQXD

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NAGY 
SJVVWTDS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NY 
IKBWEVXMCD

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
PTTAGSYATZTH

CT.EC2.PR.15

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.15 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.2

• Protect data 
integrity

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EKBEH 
JFEWPMC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LOEXL 
MDALOIF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NIVMC 
MYSFNKG
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VL 
NRASMMQCCT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HEEZTXAQNUXR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MLGHLUDGFFBA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZA 
OAPDYMTBOO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/OGJDL 
YTMEUMV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/WVELB 
OWUFUVU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JSDW 
JRIKGIEJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WCLN 
DTLLGBLC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CKNBWALGPVDU
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
TJOEOWKONPTN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UUXDV 
LGSYKWG

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HNROL 
GCXXXVS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VXSHN 
ZFMMSKV

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/QSCQV 
DJHEKMV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ORVERZAWCKRO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VWBDQCRJGCBV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DXGD 
LUEZMICZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.EC2.PR.15 6197



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/TLUQ 
UBLLKEWN

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MAOA 
WNIEEAXD

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KK 
CNYSTPSDTM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RR 
IIDIUCCWTB

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NHDZ 
BTZUXELQ
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AFZI 
XCJHXMFE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/RU 
BZGVHDFFLT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YCGPCZCVFQBM

CT.EC2.PR.16

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.16 • NIST 800-53 Rev 5 
CA-9(1)

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 

CT.EC2.PR.16 6199
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• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.2

• Enforce least 
privilege

ontroltow 
er:us-eas 
t-1::cont 
rol/MALAS 
TZISXPG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YPFNZ 
AUCHUGK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LVYDZ 
ONSHIBC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MX 
JEIQXYMIFJ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
EWRFIOLHHUOD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NCYJQJARMYXT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PH 
NEHTTRJBIV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PGCWQ 
UDCXAJG

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/MIPGT 
OZISOWW
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WAKW 
HQKMGGOF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YAAA 
YGTOXOOU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CWVHKPAVXZHH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KUMQJAZMVWLE

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/BIJJD 
UJCHVWQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UJBYD 
USDWDCL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GTBKA 
FMVAFYA

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/GUVGI 
HUKHMJX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
GTHXKJHCJEJJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RPJHCTJTENST

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/KASY 
NBCCNYUL

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WZVB 
VFGPTFYF

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BJDV 
DDJKGDCQ
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/BY 
DZQXJUXHWB

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IR 
LXLBMFAIST

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UHZJ 
AZABJYWG

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ATWN 
DZAYESGZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.EC2.PR.16 6205
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tral-1::c 
ontrol/EF 
BBAJPKWZRQ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
GHHWSDLFCIMB

CT.EC2.PR.17

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.17 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.2

• Protect data 
integrity

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FPFKO 
POEZRST

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LVAJM 
RVLKXVW

CT.EC2.PR.17 6206
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JJBWM 
NJJXOLV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DW 
QPXWTEDTUY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SAIQVZXZKNBG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HRLZOUHQKYBC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.EC2.PR.17 6207
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er:eu-cen 
tral-1::c 
ontrol/WY 
EFRJHTHWVV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ETEVU 
LKQLPUO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/QPBHY 
HIHIBIH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FYSQ 
OJHWVNSR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VSOA 
GVUGDSFC

CT.EC2.PR.17 6208
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TWGQUMHBQPEQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YNGFYRMLIHYY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/SLVMA 
GISUXIW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OFWBU 
ELFVNWT

• US West (N. 
California)
arn:aws:c 

CT.EC2.PR.17 6209
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ontroltow 
er:us-wes 
t-1::cont 
rol/HMCQC 
THXOJAK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/SSGQV 
SULIUCO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VYPANYUFOFAQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
LAAWESZWTFBN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.EC2.PR.17 6210
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trol/WAZW 
RSTLDPDP

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZUUY 
MACFMBYV

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KUGZ 
GUCJEEWT

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TP 
IAEPAYBIMP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JV 
SSYWHLGQNZ

CT.EC2.PR.17 6211
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NEFC 
DEMGSOWZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/YVOT 
FUWYGJCL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/DF 
DUSDEFRXGJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HSVUAIMCVFGU

CT.EC2.PR.17 6212
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Control identifier Framework Control objective Control API identifie 
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CT.EC2.PR.18 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.2

• Protect data 
integrity

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TOHTL 
YNBKVYA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XBDTG 
EMIMJYY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RERWX 
DLVIIXB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FC 
QLVHMQUYEM

CT.EC2.PR.18 6213
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KFSYTINXOISA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WLGOVQZCVMAX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JW 
TQANYVKKRL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CANOY 
GXZAKRK

• Europe (London)
arn:aws:c 
ontroltow 

CT.EC2.PR.18 6214
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er:eu-wes 
t-2::cont 
rol/TOVXS 
JYBPSCY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BLHV 
JCEFKWFP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PJAU 
VLXZJDJL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NDQNZAIVSEGA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.EC2.PR.18 6215
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:control/ 
OIHVTXVJSFLZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XNFTR 
ACVSIJH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TDOKH 
ZLKLJIS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KNZWS 
VFOLGDW

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NTPRV 
WTJPLDH

CT.EC2.PR.18 6216
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CXYLMYZHNKTA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CHWQTIITHCLL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BIHF 
KAGSIGRM

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HCWC 
ESPXJIHW

• Middle East 
(Bahrain)
 arn:aws:c 

CT.EC2.PR.18 6217
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ontroltow 
er:me-sou 
th-1::con 
trol/YMTY 
KZEGMEVN

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KW 
CXRCDPQJFR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/QQ 
PUOVYQOUFH

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WNKT 
VRGNDUBE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.EC2.PR.18 6218
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trol/GJHO 
NUWZLYGN

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/KQ 
FVBHZMGEOH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XHXUQXLXFAVC

CT.EC2.PR.19

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.19 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
SC-13

• Encrypt data in 
transit

• Protect data 
integrity

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ULWNH 
DAVXSWD

CT.EC2.PR.19 6219
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• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• PCI DSS version 
3.2.1 4.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WHXHN 
BCLHZVK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HQVYJ 
HBVUYUN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TN 
QREQCHEREZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RRIYZJRBCSNN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
RQZHICZBNKIT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XO 
AHAPWXPEJL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DLHJF 
RBQIOUZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ESFZA 
BHNGKFV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TQYO 
HUVRBVLH

CT.EC2.PR.19 6221
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GJAZ 
FJQQYMYY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DKNVGKMOCFRK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
IFTNPUBQDYXW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YUCZS 
OCFIIYL

• South America 
(São Paulo)
arn:aws:c 

CT.EC2.PR.19 6222
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ontroltow 
er:sa-eas 
t-1::cont 
rol/PHGMD 
GBBZZVQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GHQNR 
DIDRRRI

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/TRPSR 
CVRETKA

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
LKNKZOMUUQZI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.EC2.PR.19 6223



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
PCKXSLRDAWML

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/KXRI 
YOKIOLDG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PVGF 
TIQERUKY

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CXDU 
KDCKMLAX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OE 
LBPSKEEGEA
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/GT 
CJJWCENYCY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JKAL 
PJXNDEUJ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZDTJ 
VRYSTEYM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/DU 
OGNRYPNSGJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.EC2.PR.19 6225
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er:ap-sou 
theast-4: 
:control/ 
MCLMJUHLGSBQ

CT.EC2.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• Enforce least 
privilege

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CVFET 
GCJNKXF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HFMYO 
OXSTPVC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GQRIE 
QCBOSSI
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KL 
TLENUYLCHX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TPIXAIIDPGBY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TTTKTHOMEJGW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LD 
ZLIZEYHSBD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/XOCHL 
LPOOVTV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CJCTX 
IIMNFJX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YYGF 
VEDLRYTJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UMDA 
UNXLFJJI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UELALJTZTKJG

CT.EC2.PR.2 6228
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
IQTZLHSDAVPJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/SSTRQ 
DHRJJFX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AHSLJ 
KRCKEVG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FLIIT 
HQMTLZG

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/OXDEL 
GPZPGWI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
NSYQYXIHEBWE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
UWVOMYBTMINT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TPMK 
JPKVEDNA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.EC2.PR.2 6230
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trol/DUKU 
FDMKZNNE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RBST 
YRGNTGHQ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FR 
MAUAMPFCPJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/CJ 
VAWZZZEAFY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VHBU 
BKOEZTHI
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AKET 
HXXMVTQR

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/EH 
LAXLXRJAQD

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MIZLGQYHHGNA

CT.EC2.PR.20

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.20 • NIST 800-53 Rev 5 
CA-9(1)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 

CT.EC2.PR.20 6232
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• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.2

• Protect data 
integrity

• Enforce least 
privilege

ontroltow 
er:us-eas 
t-1::cont 
rol/PDFDB 
IRUZZZM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OLCBW 
HURMETT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EMEHQ 
ZEQOKXY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AQ 
ALJJABNSXP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
WLRZMSULFIXM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AFBXGNHALNJF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SQ 
NTAPQOUGNH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SUARJ 
CFCBBQV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KLTLM 
NETYYCK
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RLGG 
IJOQHTWU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JIIM 
KWUYJACB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BFORNBXJKDWW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
JKUGSAKGLTHD

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/REZIZ 
GDEHWRF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MYAUS 
TBPZYAV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UCNAD 
OAQCDVL

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/BWQYY 
GYNTYTF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
LDIQIPNKYDDU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SQHOCRNSEXEJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DYPM 
GYDYNEIE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HBPH 
HOIUVCIC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/FQND 
WRNEBQSL
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LH 
DZEXSDNLXU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AP 
EAFKRGXXGL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YFIO 
IOFAVNPW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RXGL 
YCJGBYGD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.EC2.PR.20 6238
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tral-1::c 
ontrol/RK 
PIXCUNYTJB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
GQNGXWBTGEVE

CT.EC2.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.3 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• Limit network 
access

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VVDNP 
MRRUWKZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PZRWT 
PBHWDVJ

CT.EC2.PR.3 6239
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• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZDDEI 
ITTHMLA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XE 
NHMLFNKUIK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WUNOAUPAPJBR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LZMEYSKSQSYC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.EC2.PR.3 6240



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-cen 
tral-1::c 
ontrol/TK 
GSLZFXKVYW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KEAWN 
IFQNQOD

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/RLLXY 
AJVITSR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RASR 
TLVWUAOU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QIMW 
ICZWNCTJ
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TLXGQRQZRNJR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DCJBSGYTZDVE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OOHNQ 
EEZASSE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QAMRZ 
HHGXINM

• US West (N. 
California)
arn:aws:c 

CT.EC2.PR.3 6242



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/LBDDZ 
FPUBGSA

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/WOHIM 
VFOWTAL

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VCSBDJNKNXJR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VFVJCOMQJKBH

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/IXEO 
ZHLDVITA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YHTH 
JBQJJVFQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/TMEY 
CYVUCYDC

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/BL 
IXQJMENCVK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VC 
NQWOBRFBYK

CT.EC2.PR.3 6244



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UWWT 
MOVSNRCU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/YCUA 
GICDVCVG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/GM 
IFXFKTECRV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MRBMELVZIAZK
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.4 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KFDQQ 
XDMBXXV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UZFYN 
YFHIKDE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AECZR 
RYXCRTG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KP 
FAQFAQJAWK
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• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GEQABOPVFXCO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BWPBQRUMLZXK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NU 
MPUVXQDHGA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NMIWX 
PPBIJIC

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/BMSDU 
HXWMANZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CZTD 
WPXRIDER

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VALJ 
QOMVXOMI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YTLKASXYASWH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.EC2.PR.4 6248



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
MHXZHOBFJFUN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AJJMZ 
XYCZHPO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JZHLG 
QYTWPNK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PVHDA 
KCIBKQU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JYOPI 
ABWXZKO
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ERCKYPEQKGQY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BNIHBVSGLUNE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GFIG 
HDGRWXGM

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NLXK 
LURXRNDL

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/NUDO 
LFIXZYEZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FD 
AHSWCZBUGN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VB 
HQSMHYYHTM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DRDS 
QMKCIRRJ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/KMFI 
IHJHPROT

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NX 
ZKINMFEMOI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LPEKGJIKOSHF

CT.EC2.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.5 • CIS AWS 
Benchmark 1.4 5.1

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DUQKO 
RYIWJYQ
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• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OEYVC 
MVLVIAT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JZWYQ 
OZYBXKL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FT 
WNDUKURLTP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JSPEJFTHBYZF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
XTGIABCGSEGH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SW 
BFLJHBRLPW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GNLTW 
RBKGZMV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XMREZ 
WZEQWZR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EJCX 
PRMBYXHH
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PEKE 
YNXLWHHA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LMVUECWMMMAG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BWLZVKGFDRIG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GCHXI 
LWGOPBI

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/LMJNA 
XCWKFLK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GONSQ 
XTKTNDT

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NXUWX 
UAOGPAS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
XNOKLOVHWBEZ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.EC2.PR.5 6256



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
HPUAFLSJFNNQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/LSSL 
WVUIITJC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ETMS 
BMVIDBMK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/WFKP 
VQJGGPGC

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OF 
NGRJURIHXN
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RU 
GKAUTIOKRF

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CFPK 
OBHYVXFU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/GXAM 
OHYONSAY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JY 
HMYCYWFDIE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
DBGPJOSFENFN

CT.EC2.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.6 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/THHTK 
POPPVGC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FAQMZ 
VDILTRV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FSNQG 
GGOUBAE
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DK 
UIAHCHYZTU

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NCDDQQZLDCZI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TJCZQYWQVXKW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VG 
TXIUNUITGO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/KVVDN 
FFOMGMT

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XAXEN 
CPCHDJK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TIUY 
QFRWXSBR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RSPK 
EHRKFSKK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UBNOJKELNWGQ
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XJFUTUKMXHKB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UKGTS 
WXIIOEJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FWVYD 
JQAPZUF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AXCDW 
YYFELJJ

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/JGBJB 
NJYKXYS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OEHVBKEUNBFI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RKIVCDUNAHHS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YPBP 
JCBGKRXG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/VFXW 
JQXLUIHI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DQKF 
UMTNBEXM

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SG 
AIFIRXPCUH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TS 
ZFSULSYZVH

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YCUD 
IIRUMWEV
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PQKQ 
BDQPIXCA

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/UK 
UCDQFEMDGT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ATKGMNOIYDJQ

CT.EC2.PR.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.7 • NIST 800-53 Rev 5 
CA-9(1)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/TORIR 
IQKVTCS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KWFIT 
NUSNTWO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YJXXN 
EDHNQGK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KM 
LZLRNMCKXY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
QVYBWOWBJXKC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FISHMDVXAKTQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NI 
LBBCJYSTMS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CZSRN 
XVWVWON

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JRGGE 
ILMPZCB
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SKZQ 
WOOFKNWA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MXXC 
FQMDZVVY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XMLXJMIJGLVL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ZAXKMESMEXSF

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/ZQJJB 
PROZEJK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HMVXE 
SEHIEFX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PQKLU 
JPAIDPH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NIMAU 
KZKMIOE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
ZPFLDJXNZPIE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QVTIUYOTIXLG

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YEAT 
EJGNLHKD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HYWN 
SPMVFTMM

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/WQKS 
UTLCTJZO
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RY 
BRVORSWOMK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/NQ 
ITDCBRPBRP

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/RVIO 
CFZIRSNU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HLKX 
SQDKBYSC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/PL 
WJRFGUNUBT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EBKEMPBNWLYF

CT.EC2.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.8 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SZOFE 
UATQICK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KUQMA 
GPMTIYY
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• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LPPLQ 
ODCGROV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BF 
YFBNGDUPMY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WTYIJXIQQBWX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HVUXMKMLIWUT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/ES 
EUINWAQPFU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KMDVQ 
BZYAHYQ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ARDGJ 
ZTPMFDP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FKBV 
RKHONPPP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PTTX 
RHPKISJL
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DMNHGNNKZEBP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XNJAYSGVGVMT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZZTQV 
TTCXGIR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LCMLS 
YPEDNHH

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/YCYMJ 
NOFKIMD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/XRRNG 
SVNWUOX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
LCZICULVYVTQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AFMPKBWMAQVX

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/DBCL 
UROPTPQJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/KHRC 
VSMBFTBG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CNOB 
PUWJKIGF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LS 
MWAQUJVBDF

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UC 
CVNQSPNYVQ
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GAOY 
RTVNQGHB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/LPNS 
PPZGRSQC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BE 
KNCPBAOLVJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
VDOHFFWLBMLL
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CT.EC2.PR.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PR.9 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CUDBA 
EGSAETL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BOOVP 
DGTDMMV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JAUAV 
PLUCXQF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SL 
QHSJSMHMNF
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NKVJXXQBVISF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JHBKWBDQDYGY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DV 
ZJISBFGPXQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OTTRC 
ZABNRLV

• Europe (London)
arn:aws:c 
ontroltow 

CT.EC2.PR.9 6280



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/UKGRY 
FSQWORG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XOGW 
RUHGLMYT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RWBQ 
BCWGSMYZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PPEWYVJJUTDL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
WSPJASMSHIMH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RIHKQ 
EVJLWKW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JPSBS 
ZNEPWSC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VSYRJ 
AIQJXRE

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ALCTC 
NZFFPWY
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ZRLPKTZVMADM

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
EBCERJIZRPES

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/LLUL 
MHXRNSIP

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UBKV 
ZJIXAHCA

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/NIJP 
SHTUOAZO

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KY 
QEYIPKZZGL

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ML 
YQXYDSMSNO

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/FMAC 
BWHCXOSO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/QCWE 
EEETSSTC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/HZ 
GIRZSHINZB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BFPRPYTVROPT

CT.EC2.PV.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PV.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QYNBJ 
XVUADDJ

CT.EC2.PV.1 6285



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DGXVM 
BTZVZON

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VDGEO 
DIDZXDR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IW 
KYDPSHHVML

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JXRGCRRLVVDI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
ZLTPOVDCNCGM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KJ 
KTXJUCVRWI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ESBAN 
DFNAUPY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YPAJJ 
QFPQHZQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MNUW 
GXOWKURU
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NMUX 
QXQEMYOU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CCDKONBVFHMX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KNDLVQMVYRIW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EAXMQ 
NVTMKSR

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/CJWWH 
CASSXWQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PPIQE 
JBMLGFM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ZSJSC 
YPAIBXQ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
JJJXZNGLHLUF

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
TFTCJOVKJLMT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DEUU 
OIHPMKAV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/JEJI 
QALGAMRQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KTTD 
GYIDMQBF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UD 
WMDOPMGLTO
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OV 
JYKTCVHJFK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/QPCQ 
UNRTQSAB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/GRWQ 
KMQTHFTA

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ZY 
ZPAEQXYYYZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
MEPYVZXUOIWE

CT.EC2.PV.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PV.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XFNEY 
NNZPTGL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JRCJL 
YEUWEAR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WKQRX 
QBHPKHM
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SF 
HBTRLTBPKE

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DYMEHJARMKVA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FDIWDCPRVBUD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YX 
RJTFNSRQBT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/EMUCX 
PDDRQRS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XNMPI 
QQUPZZQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UBHH 
EAUUYQRY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JDQD 
BMIYNKPU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KPBTWENBXJVW
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
QBBKUFGDMMSM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IQBWW 
LOWSJGW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FPLOD 
QLMJECQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SJTQZ 
MYHXUUW

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/RLFTO 
FECFBLX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
EJDXIYMHLMFA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
LYRNEBMKPRTR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TUCS 
BMYCOFPA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/SAMY 
CDSLHRSP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QMCW 
KFJKDPTH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FE 
JPHVPBVSLV

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YC 
HZHVVXGHRV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WHRR 
RJKPJKBR
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/VCZV 
ABGYJPWF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QU 
KENRWGEKDV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HYKICGFAWYUK

CT.EC2.PV.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PV.3 • NIST 800-53 Rev 5 
AC-21

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/XGEAU 
LNJZNVE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QFUMD 
YUVOKNH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZRARV 
NPRKEDC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QE 
RNFETYILJR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
ZFGPINZEDNHA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YDWHLDLLQYKQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XC 
BBLVWRUUZH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DXEDE 
NHXARDC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VZAGI 
IIWANTB
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LMOG 
ZFXQTSFQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PMUH 
WXSMSWPJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IKBXDKHINKQZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DDDZBLDXBNLI

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/ZCCRT 
DVKBPMW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KIWWT 
IKZGTJA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CWFSO 
MNPVEWX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/XOCKE 
FMNJOJL

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.EC2.PV.3 6302
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:control/ 
DUZAZKIYTOJI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
FCBHSKCCQWIW

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/UAXG 
CRLSTKBX

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VHAI 
KMBJAYNU

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LHIO 
NJLMUIVY
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ZO 
MWXWDKCNRU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XG 
UQGBDNOFSP

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HNBP 
MELXEFGD

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NEQJ 
LANSJHSN

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/TX 
TQVUKURANB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JNVLBGKIXGLF

CT.EC2.PV.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PV.4 • NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GHSJT 
KXFXHRH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YTABB 
DOBIHED
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rs, by Region

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EBWUE 
MXUGAPN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XT 
CFTTKIVGTN

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KPDJIJGHKWZJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JMVYSFPCMPOP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/ZB 
OMDKMJYNRN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SNXTY 
MBHGDFS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/QVTYZ 
ILQTNMC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IFWQ 
XGYWXHPG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JODK 
GYKBMUCI
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LZLMUHOWCXXM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DKWRBPJYSHBT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MXJHN 
TCSCIJS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QDTMW 
FLIWNVW

• US West (N. 
California)
arn:aws:c 
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rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/TCNVZ 
HJEWTIH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ODNPA 
KUTMSCP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
LETJITMENKEQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HIZPXMQPAOIA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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Control identifier Framework Control objective Control API identifie 
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trol/YNCM 
WZYJQYVG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SSTB 
OJXRKDQW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/PUTU 
JBSEMFAP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PQ 
EPOZEKFKXK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/GA 
CNHGSANTCE

CT.EC2.PV.4 6310
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KWVF 
IBRUVCNW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TADW 
JEUEHALG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OT 
YTLEJSOJRC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
TDHBNSHLEYAW

CT.EC2.PV.4 6311
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CT.EC2.PV.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PV.5 • NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• Enforce least 
privilege

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NNHGI 
DDKHHWE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BEIPH 
XRJNBTF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XRKLQ 
WOPJVYS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JU 
KQTEJGAVSA

CT.EC2.PV.5 6312
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BXVVWHFTYOAF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CKUTHXNXRMCF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FL 
VQLJKGJQCU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SKYWK 
ZNFEZBH

• Europe (London)
arn:aws:c 
ontroltow 

CT.EC2.PV.5 6313
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rs, by Region

er:eu-wes 
t-2::cont 
rol/UVLTS 
HLSBWJZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LPFL 
LHDHCXRW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KXLR 
VKUCFQSJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QFGLUGBHYXZK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.EC2.PV.5 6314
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
UWULNDELZYCJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NFLPM 
HINYBWP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VXQUM 
HXZOVIU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MSDFV 
WAYUUFU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/UYBYU 
HTDNANI

CT.EC2.PV.5 6315
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
GMSHBDOAHKHI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BZXQVPISUJUE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/CIFR 
WUDOGZZZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YZBR 
YPYMHOSR

• Middle East 
(Bahrain)
 arn:aws:c 

CT.EC2.PV.5 6316
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/WIRC 
OWSJKYEW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/BE 
RLGJJSNKMM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JD 
LBRLVBZOYN

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SQPM 
UEDBMIYH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/RWAJ 
OWNWXEWF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YP 
YABWJDKHVL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KLIFZQIZZWDM

CT.EC2.PV.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EC2.PV.6 • NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• Enforce least 
privilege

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ROQSX 
WNZWNSL

CT.EC2.PV.6 6318
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BXTIH 
YDLSFUP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HQXFM 
TJNEBMH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HP 
AJKCLSWUKI

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GUMQHPYKEKBX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.EC2.PV.6 6319
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-1: 
:control/ 
OGSGHVHZCIMC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MI 
QDLAGROXRA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SXASP 
FXVYCVQ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XBRSU 
VRBMRYY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KDBT 
SQXEVFKN

CT.EC2.PV.6 6320
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GTSX 
ROEFLIQQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WEOIFHCTULKV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WEAEZPVLACWY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FSUBQ 
PEADBIK

• South America 
(São Paulo)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/JPBFZ 
NFDOLMK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YRJCC 
IPDCHPN

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CVIAS 
RNENCBK

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ZXTGGJQZHLQY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.EC2.PV.6 6322
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Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
UVSJZUHFSUKD

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DTSI 
ZQDYZVPQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UAXL 
THFETOAY

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/FANH 
ZDBWKZLS

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FO 
PVKXPQQJNL
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rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YM 
JBBGSTFCVN

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/FXLW 
NQRVHTMZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ACJB 
MMGJKLKG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NN 
LTLRTCRFJB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.EC2.PV.6 6324
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
YQZPJPGGFKNJ

CT.ECR.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECR.PR.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 3.1

• Manage vulnerabi 
lities

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QXNBG 
IPKJBEQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WUAWJ 
INPVBIG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IRQTO 
SLASFTT

CT.ECR.PR.1 6325
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IM 
GIIRQPZYLI

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QBVJWKFJGIXU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UKSAVCPEYYXG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BL 
RQAAKNFKRK

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.ECR.PR.1 6326
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-1::cont 
rol/JHXDE 
SJFVFUH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/GEXAF 
JDYDCYJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LAUY 
CZEXCNRP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MYOM 
RLIOXVFN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QMYDBMPBOOHM

CT.ECR.PR.1 6327
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
IRDDNOLWNMNN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CXODZ 
HXMCVEE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UERWG 
VPURZSY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/THFIW 
ZWCVZGV

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.ECR.PR.1 6328
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/EHPCW 
FMOJUEW

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
YBFBQOOUVSWP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QZAKDBVRAQPU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/KIPJ 
OMKOBOMA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.ECR.PR.1 6329
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/IOIU 
ROJXAOTB

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DIPX 
XRQWFAQW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DK 
ZSCADUUVKR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/GO 
VJWUEVROCT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SSGG 
VLEUYGFH

CT.ECR.PR.1 6330
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rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RYSK 
JQCTSTWT

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/GP 
JWARDBOLYJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
TZCTUGJAEZNV

CT.ECR.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECR.PR.2 • NIST 800-53 Rev 5 
RA-5

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 

CT.ECR.PR.2 6331
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 11.2.3

• PCI DSS version 
3.2.1 6.3.2

ontroltow 
er:us-eas 
t-1::cont 
rol/MOWSM 
MNGTNEJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QKPSF 
RNOERPV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WODEI 
LPXPBWH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NT 
NTNZEGMLUH

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.ECR.PR.2 6332
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
QZCGKPXCBXGB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ATEORBKQUMYV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IT 
YUPRDRHQJX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WYFFK 
CKEPLJD

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/IEEUE 
QBFFCBK

CT.ECR.PR.2 6333
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CTBP 
MNOJRRRG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WBSB 
AJCHOSLR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ELSOUNERQMFA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BBNLHIKHVSDF

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.ECR.PR.2 6334
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er:eu-wes 
t-3::cont 
rol/YBYDP 
ISAFGVJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OUGZG 
HPIBMEQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SXENU 
GPYUKAD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/PIRUM 
JAENJDF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.ECR.PR.2 6335
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:control/ 
NQTDLNZGOGBG

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DSZQHOHPILVM

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IOCR 
OVUHSSPK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZCFF 
KHBNTVBL

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MDCL 
ENDMMJGN

CT.ECR.PR.2 6336
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OC 
SHRWCPBIGG

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BW 
SAXHIZEZDD

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EAUQ 
CAJHCRLS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JUTY 
WVTNRCMS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.ECR.PR.2 6337
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tral-1::c 
ontrol/PF 
YOBUVMABUR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
QZESSATNRQBL

CT.ECR.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECR.PR.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-8(1)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RKDZM 
SUYQTHO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ARYAL 
UPZXERR

CT.ECR.PR.3 6338
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FQOEM 
CXBLGKN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FK 
SEYKPJSDJT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NEMIRSQYEPIE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XZFSMLDDYHOK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.ECR.PR.3 6339
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er:eu-cen 
tral-1::c 
ontrol/CZ 
VDXRYERZBE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EVJNA 
TWHXBEW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ZEZBS 
LWHLNTZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DQXO 
SGOLEFTV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QAMX 
LOUSWQVO

CT.ECR.PR.3 6340
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ECNPMKMZLJXF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KIXAFVFYWNOM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FNBIP 
NPRWVQX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FVDLD 
RMSGHME

• US West (N. 
California)
arn:aws:c 

CT.ECR.PR.3 6341
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ontroltow 
er:us-wes 
t-1::cont 
rol/LQFQW 
XGRRJXG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CPTYX 
YMLLOZE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
QRCFKIBEUPDE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
UQFGHQUAIBAI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.ECR.PR.3 6342
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trol/KIFL 
KMDMDVPH

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FXWI 
RNEDJUVP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/GRIJ 
KPPVEHJG

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FH 
VQFFFGCFWK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YA 
FJVSLTGBPG

CT.ECR.PR.3 6343
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UHSK 
PCFWWNHJ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/EEHW 
JWMDSOSE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NP 
STOIEYDVPV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
QGQOOLGEUFRO

CT.ECR.PR.3 6344
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.1 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 1.3.7

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MHZEN 
EKNVRDM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MYSVO 
ZBSJPIT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PRTAZ 
ZJZIMQM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GB 
PYRLBOQCKZ

CT.ECS.PR.1 6345



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AELENOQZMXVF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ARPWJUYLVOEF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MJ 
YZZTPTBHOK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FJIWS 
MFTNUJP

• Europe (London)
arn:aws:c 
ontroltow 

CT.ECS.PR.1 6346
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er:eu-wes 
t-2::cont 
rol/PYRWL 
ZWVZEGC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JQRI 
GJXOXPYN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KPQK 
CVEFHKYM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AVQAVLSBSYMU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.ECS.PR.1 6347
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:control/ 
OXTKLLLGWCQV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TFUJI 
AEBMCWO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LBRTC 
EKHUMKQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SYYXA 
NDPGYMO

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MZVXP 
GLPGWVM

CT.ECS.PR.1 6348
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ORAWXBHCEJWG

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RXWKVANCUWSA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JRIS 
OKFFILDM

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NDMG 
EEZJEXYO

• Middle East 
(Bahrain)
 arn:aws:c 

CT.ECS.PR.1 6349
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ontroltow 
er:me-sou 
th-1::con 
trol/EBKW 
KZSZPRTF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FY 
QMDAKQISNQ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MU 
CKKRINLINT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GMOH 
YFMCJQWC

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.ECS.PR.1 6350
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trol/JUYG 
SQOUWUFL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QJ 
GKAZAAQHWG

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
OQTRAOQXRMKF

CT.ECS.PR.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.10 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.3.7

• Protect configura 
tions

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SIJXA 
EJNCZRU

CT.ECS.PR.10 6351
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KRBXE 
SUGGRWX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TZNJB 
PCHXKPN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QF 
QHDLEJLUVA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BARUWERYCVPZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.ECS.PR.10 6352



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-1: 
:control/ 
JYWFVNVOCRVR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NI 
QDIWOHUBIN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QTCQL 
TCIQJQZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/BCRKC 
ZGDGDIL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XWUP 
VDSFNTVZ

CT.ECS.PR.10 6353
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TOAJ 
YCRKCFXD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OHEAQZBMADFE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SFTBSYXOGMZG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZBUMW 
EYBEHMP

• South America 
(São Paulo)
arn:aws:c 

CT.ECS.PR.10 6354
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ontroltow 
er:sa-eas 
t-1::cont 
rol/XJRVR 
GJIFJMX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NNYUG 
CATXOCK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/BDWFW 
MGKGTLC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AJNKXRBUKMIW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.ECS.PR.10 6355



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
NTURYGMJMIDN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/NUGU 
PHOMSEQV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LUPH 
AYKCDNOT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LVCE 
NSFTEGNU

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NC 
VWTYNSFNOA

CT.ECS.PR.10 6356
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AJ 
KJAINRYYQR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VCOD 
OIZDBXDK

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TEOL 
HJITGNSI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/HK 
CKNEDVBSVT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.ECS.PR.10 6357



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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er:ap-sou 
theast-4: 
:control/ 
KQEMAQVKCPAV

CT.ECS.PR.11

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.11 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FKKIK 
NEMQIMG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YMJJJ 
SFOHTFV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FNUUG 
NHLPMKT

CT.ECS.PR.11 6358
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EI 
NHSETMUTZS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EUFKWMGWEVVF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TXMZRKTZUCXZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZG 
ZXTLVZQFHO

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.ECS.PR.11 6359
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er:eu-wes 
t-1::cont 
rol/UVDVA 
UNQEEFE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/HFPEC 
CDKNWON

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LBWO 
HEISYBLE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HZHM 
SMNSGECV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SEFHYQQECPNZ

CT.ECS.PR.11 6360
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
GQVKXJHRWRZY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HNGJI 
NPEUOQW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OMEPV 
OAXBHGF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AIYVM 
WDWTLCW

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.ECS.PR.11 6361
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ontroltow 
er:ap-eas 
t-1::cont 
rol/EFCZN 
PVOMKNP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WANJBLRHTDXZ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QHUEUPKSMVAC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OKDU 
SHUVONOT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.ECS.PR.11 6362
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trol/VHGS 
WXFFXGEA

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/HTCF 
OMOTTSOB

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DI 
SVJHLQHYOO

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TX 
ZQCWTXJKSR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YKED 
JRVRZKEH

CT.ECS.PR.11 6363
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/UZYA 
ASORZSTK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/MP 
HCEJEWQEZG

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YICNYVZHGQFA

CT.ECS.PR.12

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.12 • NIST 800-53 Rev 5 
CA-9(1)

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 

CT.ECS.PR.12 6364
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• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 8.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/AMSZN 
QJFMYFK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PDBTC 
IAMJJFJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DFEQF 
DPQBGAA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UI 
CVAWRLEUIA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.ECS.PR.12 6365
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:control/ 
QANDDOVBOKJX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EDPKYCGGTMWS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JW 
XCYUIPKHHA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EMXLY 
JRHKCXQ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ZIQTS 
JXBFAEB
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XBKA 
LBVBFBMU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PHUS 
QUZZKDFW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JTQTBQTJXRTY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
MGGRRKOTQYGT

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.ECS.PR.12 6367
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Control identifier Framework Control objective Control API identifie 
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er:eu-wes 
t-3::cont 
rol/FRGKE 
KWRNAFI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ANOIH 
ODOAZVF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YDLIO 
LKELUTQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/XAKUN 
ACPPCIH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
FBNIUCYMSFGP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CUTNMQPJIESP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/LGDX 
TFQGGNDD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ICYG 
GNTPXDRI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CDBK 
AMWXZRHR

CT.ECS.PR.12 6369
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/JM 
ISFEYTYRYK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RC 
KSOEOJJJXQ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HCQD 
NSIUYVIB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DIMY 
MTIRUMAR

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.ECS.PR.12 6370
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rs, by Region

tral-1::c 
ontrol/WI 
KFYNHQWXXI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JTJZEPHNXQVH

CT.ECS.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.2 • NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BYFWX 
RYSYXBV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KERIB 
BICUEGG

CT.ECS.PR.2 6371
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• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LBPTW 
MIHFKYF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SH 
IXZVMGGYMM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WXYOROQYZPPG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FDKSTHVUWWYA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/WR 
ZGKFSXXORW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HFXLZ 
YQMGFRS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/FOHVP 
KZVRHPF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZUDL 
VFPNDOIO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DOAW 
PTYPTCXV

CT.ECS.PR.2 6373
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LQMMPHYSFREQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
IUNRXFCQGPRI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OIUCP 
BXNKYYM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZEHKM 
MLYIFGJ

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/SGZTS 
NJFPGDX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LXJSS 
COAPFZV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WMYOLPNABXBV

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
USNBRAEIRTOF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/DQFK 
EHKZLQDW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YHHQ 
MSOSLWSQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/GBGH 
LSBTCWQS

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KK 
QCJKDMOLMW

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MN 
KWNXXTMDNM
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UFMS 
TKPVLYKF

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NUVQ 
PYPCRWRU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FU 
TZCMEOXCYM

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
OHUTRXXKJGCQ

CT.ECS.PR.2 6377



AWS Control Tower User Guide

CT.ECS.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.3 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• Enforce least 
privilege

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GFAVS 
WYHDTND

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QHAHU 
INVTWCK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FCDPZ 
LCZQNUW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WH 
BVGSRPVIND

CT.ECS.PR.3 6378
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LHNFHNNMMIXX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UWMACLLLDWQA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IC 
GGLMZIPMAT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LQBIG 
KSRNIXX

• Europe (London)
arn:aws:c 
ontroltow 

CT.ECS.PR.3 6379
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er:eu-wes 
t-2::cont 
rol/AROEL 
FZBBOTF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XUQC 
MRRSTMWQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RQJO 
QNGJDIYW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YSVBKSPQRORD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.ECS.PR.3 6380
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:control/ 
BKVHTGKQKYEU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EFDXH 
WMRVIRK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RQWUR 
AFSPNKR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QIGZS 
AMESKYV

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NOIWG 
ZCKJDWV

CT.ECS.PR.3 6381
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HIVKSROFOHMI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HIAVTIWMMCDV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/REYG 
PHBQWSGI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/GGZA 
CHVRLUUM

• Middle East 
(Bahrain)
 arn:aws:c 

CT.ECS.PR.3 6382
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ontroltow 
er:me-sou 
th-1::con 
trol/PXEG 
BZYRWQRK

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SY 
GIWESDSEZZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AA 
WOAIJMXLNY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PLGS 
GRFMDMHH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.ECS.PR.3 6383
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trol/ACWE 
VNIMYUCL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/DK 
IXMNQCFEDO

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EYTOIVASPVEM

CT.ECS.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.4 • NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YAGJM 
MJCIQDQ

CT.ECS.PR.4 6384
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• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(5)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MGBLO 
FCADDWF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NDQWP 
PNXIKJO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IA 
RHPIWNYLNY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NRNXSUVDQAOK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.ECS.PR.4 6385
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er:ap-sou 
theast-1: 
:control/ 
DQLFFJBHMJJB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NA 
MUQZRYRJQQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KOMKX 
LGQHVZI

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/OJZFA 
UBEPXZP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ETHW 
POFJNBHN

CT.ECS.PR.4 6386
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZAWN 
BERLIWEW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IBTZPTTDYAKT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
GODEJVZHXFUC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NMYHL 
HTRRSMF

• South America 
(São Paulo)
arn:aws:c 

CT.ECS.PR.4 6387
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ontroltow 
er:sa-eas 
t-1::cont 
rol/DNLNJ 
TIGMMFI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FMYFL 
IBUAOQB

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/RHQTK 
XEGVONX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
RVWNBZEIAMPE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.ECS.PR.4 6388
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theast-3: 
:control/ 
VAAGGLZEFDKT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/NZWW 
ZBPGYEQI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/DDEZ 
LVOWZIVH

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/OZKR 
BTWBBIQJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HZ 
KZHFDATHMM

CT.ECS.PR.4 6389
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/CW 
HSHXCPXHAN

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZVTR 
PSJBSKGG

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DZMB 
ACOEVMXS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XW 
NOQNOKXOVF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.ECS.PR.4 6390
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er:ap-sou 
theast-4: 
:control/ 
YTNYDNTBJROR

CT.ECS.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.5 • NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WLNVQ 
YRKIGTC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YIGLA 
GAFXXJO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LERIW 
IHIZLWV

CT.ECS.PR.5 6391
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• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MB 
YLGYRJVDVQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OOZUIEFUETGL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YAHLRRLBBDTI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YQ 
OFKKMHUBER

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.ECS.PR.5 6392
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er:eu-wes 
t-1::cont 
rol/DEAHT 
YWKLWPU

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DSNUN 
MWDLPJA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YAUD 
JTJJYGTZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AEKS 
NGNWNYUJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JLPDEEKGFTNS

CT.ECS.PR.5 6393
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
NWTWUHESHFSA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XCQQP 
QZSYJQL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NHSQH 
FUTGCNR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SEKFM 
JRLAUDZ

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.ECS.PR.5 6394
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ontroltow 
er:ap-eas 
t-1::cont 
rol/AFXFI 
KNNJTCD

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
NZXRQVWELREZ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VUOFRSMBBPCP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/MSHU 
DWEPRDVI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.ECS.PR.5 6395
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trol/JLJK 
XDPIIQQT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/PTDT 
TDWPYNID

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UA 
KPTHISQKRE

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/GV 
WABBLEXZTU

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DFBR 
AWTBZSIF

CT.ECS.PR.5 6396
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JBHW 
TYUKEEIO

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/RY 
PWRZQZPNPV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IAIPQJCUSFGX

CT.ECS.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.6 • NIST 800-53 Rev 5 
AC-2(1)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 

CT.ECS.PR.6 6397
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• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/JTWWG 
RQVPNPA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WXRVL 
DXHYTSD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WOJPY 
BZNHNQO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IF 
ZZOZKBHYXF

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.ECS.PR.6 6398
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:control/ 
ALOSYSCTDXMC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PEWMZHWHAXNB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XP 
AYGNHWKPRQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KVIHS 
HXVHFCX

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/OPDRC 
LSYBLYK

CT.ECS.PR.6 6399
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PWQA 
QGQMGWXY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DNUF 
PJWDBSLZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AMHLLJICMVIG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ZXDGEZSOPFCD

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.ECS.PR.6 6400
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er:eu-wes 
t-3::cont 
rol/SXGYE 
SZKKJTY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KFTLB 
REXIINM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/APHTP 
EHOKCKF

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CBOMK 
CLTZDHU

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.ECS.PR.6 6401
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:control/ 
KWSNCTWDCYIA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DZPUWGAVWHXA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ONBI 
LKCURYST

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HORN 
BWCMJORW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/GBCM 
AOMNPVEZ

CT.ECS.PR.6 6402
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/JT 
YEXQVOZSBN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VK 
EZRNWMAPCG

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JIZJ 
UWRJAZLR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RYOJ 
TKATLZWB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.ECS.PR.6 6403
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tral-1::c 
ontrol/CL 
YTXBYEVHWI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UWJWVKORWUOI

CT.ECS.PR.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.7 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.2

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KXUMG 
TKTEKZR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IPDXJ 
YKWODXA

CT.ECS.PR.7 6404
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RYUYZ 
PTAVRFN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OW 
WEUIDVOUHP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NEZKAVUMHCLM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
REWMTIUNPNGU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.ECS.PR.7 6405
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er:eu-cen 
tral-1::c 
ontrol/CS 
EKQRBEEBHI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SECTL 
WSVMKFB

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/FSUOY 
QJVISCW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SXCP 
WIDYPOPO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HRFR 
ZYONQAJF

CT.ECS.PR.7 6406
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZHITNVQDDRNT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BSSDTCJTXIDJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IMYNH 
RNBGGDP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RPTFP 
YNJVRRL

• US West (N. 
California)
arn:aws:c 

CT.ECS.PR.7 6407
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ontroltow 
er:us-wes 
t-1::cont 
rol/UKIVI 
VVHEFYM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DXBQE 
CPIABVE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
SZBHNXBFPDGI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QMHMUOSCGEHN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.ECS.PR.7 6408
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trol/RSBG 
FQKAVQFR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SERK 
YJMNJNYS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/JUHB 
TBYAVHAF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PV 
HIQKXRYMXE

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DV 
TKBJDCSCIJ

CT.ECS.PR.7 6409
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ROOA 
BJEGQOBT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/FTVH 
CALGECKE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/IL 
MNUQLOTKQF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
PCIZQSTGKQOY

CT.ECS.PR.7 6410
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.8 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KKVIY 
LEZFGKT

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RTPJR 
DPZWEHJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GIGMO 
PTTKBKT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OP 
JANTDNJXXU

CT.ECS.PR.8 6411
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VAHLXFOOZHSE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JEGHYZBSMSQE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HE 
KFVPAUPMOV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DSHJH 
PGBENNQ

• Europe (London)
arn:aws:c 
ontroltow 

CT.ECS.PR.8 6412



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/LVFAC 
ZHPEDFZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NLWR 
WUMEMNQR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IGXZ 
MOGOCQBH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UCEBJDGYKZIW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.ECS.PR.8 6413
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rs, by Region

:control/ 
KUHUYIYOXNXL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YPNPA 
BPWVPNA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GCCOH 
HGINCEN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VYVWU 
RVYUKKH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/FRJMQ 
PFLSYSC

CT.ECS.PR.8 6414
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CPUSDPMIROHK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
NBTIIWMCBBVP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/VQYC 
XJZPSIXD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SMFM 
CNFPQLZO

• Middle East 
(Bahrain)
 arn:aws:c 

CT.ECS.PR.8 6415
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ontroltow 
er:me-sou 
th-1::con 
trol/EBTY 
HGUHIJME

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TW 
MXRHDUVWOW

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XR 
KUTGZUWRQP

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/FXEH 
EQAFPUSH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.ECS.PR.8 6416
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trol/NIRY 
ANSAZIQL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ZD 
NFRDTQKLQS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
SUKOWFYLVDJT

CT.ECS.PR.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ECS.PR.9 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• Limit network 
access

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ULWRY 
YUOYETK

CT.ECS.PR.9 6417
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• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/EFALH 
MKKXWXM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OJBRR 
KEONYNH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QQ 
BFGIYIOMAO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YXLNPXSEMFTR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

er:ap-sou 
theast-1: 
:control/ 
BZRONDFGFUHD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZO 
DTFHONMPAK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UJIYC 
PZPSNDW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/GSVMY 
FTSGKWB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JHDQ 
JBIOETHT
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BVAR 
TMYMOPNP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FKQYIWLKBLWC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UFCFASRBMGGT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JDNTX 
DQRRAGR

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/TIRWN 
JLSDRJS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BNESJ 
VBSJKKM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CIRJD 
RQJIHRI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
NOCAIXXNKAIJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
KWFPVPYEUQKJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/VMOP 
JVSAEBDK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/KFPX 
JHOPUQJK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/WJSS 
IZCTYILH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/VC 
EDBHTMDGIK
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/PQ 
YTENJTRMQG

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CTEI 
MJAETBLH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ETUV 
KDVBNXWK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XA 
JBOXSRLCZS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
BNFDUDZYPCFD

CT.EKS.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EKS.PR.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WBFBY 
CXMVAQM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DYHEO 
MIUQFIX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GSLRT 
SNFSMMH

CT.EKS.PR.1 6424
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• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
MWFFQFZKMX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NJSROBYVJRTO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SBDBCVUFDDXN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NO 
IJYYRQMQEU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/MAKAS 
QNHOXIS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/OGZYD 
IHGSKFX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SHJW 
JBNMDRRG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YHWW 
DZFUJRBQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TGCCACSYPMRO
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
OZXLRJKGCMBS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VWLNW 
LZMKRGC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ISUUF 
PYPTGGN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZZKJN 
URKGFHZ

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.EKS.PR.1 6427
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ontroltow 
er:ap-eas 
t-1::cont 
rol/LRJDB 
OEOTGAP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
GTUYCDYBWLHO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HSZAZLRVWDLR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/XJCB 
PEDKRFOA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/GBJG 
ALFTTBMS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LUCI 
OGEMBOTI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DW 
OYPXXTGQIS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SU 
WYBNUZAMNV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VILP 
LVHUDSIQ
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/CKEC 
KGIUXTQB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/MT 
SXRWLZEZIF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
PUXOKIJTZOIE

CT.EKS.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EKS.PR.2 • NIST 800-53 Rev 5 
CA-9(1)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 

CT.EKS.PR.2 6430
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• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 8.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/ZYMOI 
FNKNWKL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TINBD 
MQQLKET

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LEPJF 
JKICJRR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NT 
RRBCOKHJRZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.EKS.PR.2 6431
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:control/ 
KIPWXYPSTXZU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RRVFDZMDHUYX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XE 
MVRMKXIHTJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PFWXK 
KGVZUKD

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XKFIH 
AWINDZC
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KMJX 
NNELYEJC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KOPL 
FFVKEDAB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WYEVJIIZOLIL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BYEGHPQCYSBN

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/YBOFK 
AFGRJZB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OOXJF 
RUOXIKR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AQWSD 
BJGVPGE

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/WOIYZ 
KWUBDWG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
XCCMMBTOHCIV

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RHHGAMNJZHYK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DFGG 
QVUCOSMS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PINK 
RROCTZKV

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/EPVT 
QXJKDNAJ

CT.EKS.PR.2 6435
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/EX 
KWXWMEDEQA

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JV 
QULLJDBYJM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GKQO 
NVLDDSFK

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DHNV 
BIPNLTTM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.EKS.PR.2 6436
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tral-1::c 
ontrol/XD 
DWTJRHPODP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KMRGWHJRKITY

CT.ELASTICACHE.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICACHE.PR.1 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KHOAP 
VGNWCGL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SZITQ 
JZTSCDZ

CT.ELASTICACHE.PR.1 6437
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• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 3.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WAGVK 
TPUMMVF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SI 
DZOIYXVIKC

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PGZSVHJPXLRN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MMGPVLCCQDKC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.ELASTICACHE.PR.1 6438
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er:eu-cen 
tral-1::c 
ontrol/NU 
TMZSMQDWKN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IIYFH 
PBWXAWV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/APHCL 
UJKHADW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OGAZ 
AAWMPVYP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RZRX 
IXZMAVLI

CT.ELASTICACHE.PR.1 6439
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GCJWCUSXQIGJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
IKOCSATHALLQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XEXHS 
VEAHLHK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JNMEU 
SLGWULR

• US West (N. 
California)
arn:aws:c 

CT.ELASTICACHE.PR.1 6440
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ontroltow 
er:us-wes 
t-1::cont 
rol/IGPXR 
JTANCPW

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ZKJYX 
VYSXGIV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
JBFIPVGUUHGW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
LFDJWCRGQXCZ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.ELASTICACHE.PR.1 6441
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trol/EWNC 
ZNFJJEHH

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HOQR 
GAEOFJZL

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/IAAW 
NCQOGKYL

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OP 
JEYWQWCMPZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DR 
IXCEWAZKMA

CT.ELASTICACHE.PR.1 6442
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KKTM 
CYDDNQIE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TRJR 
ZVZCRWLT

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JW 
HOBDXLVGHM

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
FKPZDNGAEMAN

CT.ELASTICACHE.PR.1 6443
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CT.ELASTICACHE.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICACHE.PR.2 • NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PRNLS 
SJXSYHF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CEUMA 
ASLVCGZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XYPKY 
XTSZWZY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GX 
KOJVEIZCKJ

CT.ELASTICACHE.PR.2 6444
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TIWUDRZWGRHU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BNZBYWHDDJAS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OW 
QYYBNTGQLF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TJNEZ 
HVNSIPF

• Europe (London)
arn:aws:c 
ontroltow 

CT.ELASTICACHE.PR.2 6445
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er:eu-wes 
t-2::cont 
rol/LDBLM 
YQDWYBP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WUTM 
KZYRTHQY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LFUN 
GCAFTSLK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QGOJFAEUBQYZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.ELASTICACHE.PR.2 6446
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:control/ 
KZEHHSKPGKCS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CVPBO 
KRKCETX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XNILT 
NRZOMAS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CFBKH 
WVNORLM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DHPFF 
GWWJJJU
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
QRBXRUFFBUZK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
JAYMTBJNCZCX

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/KNYM 
WNNUOOOU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HBFY 
ZGBECJMI

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/KKIE 
LJVUIGMB

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/EY 
EZWOLSCHUC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TQ 
IZCCRYALKX

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PNHP 
EPRKLPUN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/FSMT 
BMPOWFCC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ZP 
YVCNCKBSHF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YUWPABBCXFEK

CT.ELASTICACHE.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICACHE.PR.3 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MWVHF 
ZSZZTIM
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PYAJV 
GNSTRBS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PWIBH 
PGBWXYR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AG 
VBFPDHFSFH

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BPLCSUSNIIYE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.ELASTICACHE.PR.3 6451



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-1: 
:control/ 
EGNYZBJWMLRF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YY 
DSVCJSVRUP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GGCXY 
MJIRASV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/IPSVU 
AWSJZKK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KITW 
CDGNIGAB
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IYGW 
AKKVKOAO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FGFSUSQPLYJZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
MZFHEBYQRUQX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MQKWJ 
QJDJDUN

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/HWQTA 
FCAIEVD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QZJGK 
NPODVTR

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/BVLUZ 
NPVRSMN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BGSOAUDWLHLT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
GMSVMLABMCNO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/QIAR 
JESGTXMW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/BVTI 
TOUCJXHE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RXVI 
DRGOEQSV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SH 
IMSNUKBOEK
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MX 
KAVOHNDTFJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DHON 
PPSGALEU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JZIU 
WCPVXPRG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/EZ 
LWWUXADVVZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
MKKKSJGQGFRS

CT.ELASTICACHE.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICACHE.PR.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LUPKJ 
ZXBMHBK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/URUJV 
BVXOUMZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BOKFJ 
HSIIIKG
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RW 
FPWLVDFXEU

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AYHVEAYSGMHD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MMZEEFKNSKMU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CE 
RICEOQBAKR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/QNKPF 
QUCXQPE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/GBGWH 
HGNPRTQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZRZR 
XIUBBRWC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EUMQ 
YRAPDFTL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FBOBFTINYNLT
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ATDPLKOFLVCR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ABKNG 
ZGLILSP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IGGUQ 
CFBPOOX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FJOMQ 
PXJSNJQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/AQMSL 
TABZIJN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
KLQYRUHZYFAN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
LFQASCUYICHI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GLCJ 
XMIVAWFG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/RGXK 
TKOYEKBI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/IBSR 
IWUDBKBP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SQ 
MPAJNFRKMK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MT 
YVBATSPZDM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SBCV 
IFZBXREP
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/LXXV 
JGECXCLX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FK 
ZCOZBSBMRR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
OKLGYXVMGVVV

CT.ELASTICACHE.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICACHE.PR.5 • NIST 800-53 Rev 5 
AC-17(2)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

ontroltow 
er:us-eas 
t-1::cont 
rol/SJSYM 
XZGBOAX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VMDJU 
BBWADIG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JEJME 
QFMTEBU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DJ 
MUOJNRFWVF

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
ZHSLHILXVOCO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DCCIQJOHRVIE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LI 
CKFADISXMU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JFLVE 
MYTDYRU

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DZXWK 
DHYDBNP
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MNTK 
SMSTRMMF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HMBL 
NJNCTDHZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PIUNMTKIFFJL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XAEPCUPNGCNO

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/ATOCT 
JSQAZEO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XJOBG 
XRAPGMF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JVJBK 
OOYKGQM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/RTTOL 
XATLPII

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
IFMXFKFLEXKP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
WINOGQJEEOVQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/FGZT 
NSLDXWCI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/RCTL 
XAMLCHXC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/UGTZ 
TWBDXCPC
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HN 
FDCNZRXUCD

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IY 
CXHIMVNDRA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/XKMB 
REUXJFVN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JKIQ 
QDHMBWJG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/EC 
VLLKGJGEKO

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
OGTAAYEZPUMA

CT.ELASTICACHE.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICACHE.PR.6 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FQLTU 
DZMHLVZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QOMUC 
VTCNKUO
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• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.1

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NNZFD 
SJPKDBD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VA 
TZKDSWZSOA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WBJIXMOKJKNB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
INJGAMRVOAJQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/BT 
LRCFRMVAQP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HOAEB 
NBZXXMO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/QCUPC 
DGPHTUR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MCWT 
NZUDMXPM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LJWY 
GOMFTCTB
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RDYIPVICGWEI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AVPOWAHSUBEB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CWHXT 
KAYAXVV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XLKNE 
CMRYIIX

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/RNFHW 
ESIBLOO

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DZEWC 
FADZWCP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OMPFCRWUDYXW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VFZVDKOUURFD

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/BTIK 
MDWEMMBX

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FGNJ 
BRONGTOG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/EMJL 
KUDJLHIJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SY 
OAJQOBJNXH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ME 
JYWIYAMQME
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YPGR 
DMKVVDKS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/KEMJ 
KNUAMINW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AU 
XNYAYPGXCW

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
FWQDEEYQANGN
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CT.ELASTICACHE.PR.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICACHE.PR.7 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GHMQD 
SHZXXZU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZHDBZ 
RDJKKGN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JESDZ 
QANVQZE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KB 
OVLCAXAJEC
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HBXNCBGUQCBZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IWBQQXYWVQGA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FX 
UKOTDGOINU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DLTKN 
KGPIGCN

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FKXDP 
ENTGVWA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RXEU 
ZUTYLSHW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EAWB 
FGLUSNPY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NUECFXEMFWTE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.ELASTICACHE.PR.7 6479



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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:control/ 
LZOPZBLREDVZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ONHSU 
TRTTLUN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MKBEE 
QVXZQQV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VTCDE 
GPDTFNK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QHAHU 
QDYIRIJ
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
IQDCLULOMHIN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
MJULTZFOIKMK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/MKLX 
FZCODZLQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WLPS 
XAAIVLNT

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/ZZUF 
STXONGBJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NW 
VNCXUTZDKC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SP 
TKJOPDXWGW

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YELO 
MVBVITOQ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/EPMC 
DGUGOKVQ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JK 
VIXAUOMYKL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
QMVTNDBFTCLC

CT.ELASTICACHE.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICACHE.PR.8 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DJUCY 
GQVENZF
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rs, by Region

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DKAGZ 
NZTYESP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ORABW 
RKOWXNL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OI 
UOCGOEQSKS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VOUKNNRVZUZS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
FBPMVJXECTIZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LU 
FBBRLHCJKH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SAZCO 
AQIRYWI

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/MTVWW 
FCXQEBP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BKTJ 
NXQPCEHZ
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rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ISMY 
POJDEIGK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MXNLNTIYGZQB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
CWFPZBCVSCTD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GGMNN 
HMJSPCZ

• South America 
(São Paulo)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/PVPLK 
TLRTDOJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CPIDG 
ETTRKGF

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/OFKHT 
KWFFWHN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MATYZEIUCDIB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
GSYRJTGIEWKZ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GAJH 
RSMSQIFV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FKPW 
LJZCNTEZ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MGFN 
GGEMCGJC

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KR 
CVEOCTLGQH
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rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TO 
ZERUNNJSSO

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/RBRV 
WNFADPDD

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/XAYD 
SZRNRDCW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XA 
FNVGPJFOQI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.ELASTICACHE.PR.8 6489
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rs, by Region

er:ap-sou 
theast-4: 
:control/ 
ULKFEDFJABHF

CT.ELASTICBEANSTALK.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICBEANSTAL 
K.PR.1

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TMNYC 
DENFCPB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FHWOI 
KXTZJBA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OTYYY 
SZCPWOZ

CT.ELASTICBEANSTALK.PR.1 6490
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rs, by Region

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CI 
ETIOVQWORV

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YHIWFCYQDARH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EARSTRSLZBZC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HW 
OODCNIHCJI

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.ELASTICBEANSTALK.PR.1 6491
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rs, by Region

er:eu-wes 
t-1::cont 
rol/HBXFJ 
SXSUIMW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DIPFB 
SQQPDGJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KIOX 
CGYZAMNP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HDYH 
DDNUEOBS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BVOHDZJHEJIW

CT.ELASTICBEANSTALK.PR.1 6492
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UPSVYOWFPEJI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WRZBL 
OAGJNMN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CCZWO 
DZDVSQP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DCSBC 
UPBYBBU

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.ELASTICBEANSTALK.PR.1 6493
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ontroltow 
er:ap-eas 
t-1::cont 
rol/XOARM 
TAVRPGI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CFMVUMABXOQU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZITTOMDIEKYZ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/EXRO 
RZBILXWS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.ELASTICBEANSTALK.PR.1 6494
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trol/DFPW 
BGXPAWXB

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CXLW 
TIKPGOUD

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TF 
DUTDVRWWFJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OQ 
CJAPPBIIOM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JFCE 
IPDXBFEQ

CT.ELASTICBEANSTALK.PR.1 6495
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/MRWD 
NKOKEJVS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JP 
IKQDYSVCAI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LCXDOOJWVVHA

CT.ELASTICBEANSTALK.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICBEANSTAL 
K.PR.2

• NIST 800-53 Rev 5 
SI-2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 

CT.ELASTICBEANSTALK.PR.2 6496
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rs, by Region

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

ontroltow 
er:us-eas 
t-1::cont 
rol/CGCIU 
YTOZICW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JPTNJ 
BASRLLS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GFAFG 
VWBGLKH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YY 
HZHDDXKKIA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.ELASTICBEANSTALK.PR.2 6497
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:control/ 
UOCTRMADKUPW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YIGECEKFFPJW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NR 
XBKFAZGJEW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TXCPE 
MIATUZF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/MVTLD 
ACJZJSZ

CT.ELASTICBEANSTALK.PR.2 6498
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CXIW 
QGADTQOW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QYIY 
EHUBOJKB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VYCTCSCJQLYE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
VPNEUQLIRQZW

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.ELASTICBEANSTALK.PR.2 6499
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er:eu-wes 
t-3::cont 
rol/NJTAL 
LLWVREW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AHAMD 
QSHXPXQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WEUXE 
CSSLASH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AORFB 
CGNCTRN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.ELASTICBEANSTALK.PR.2 6500
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rs, by Region

:control/ 
UFUQHFPHRDMP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DNUGEFZVWZLI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JMIN 
TMKZQZXS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FRRH 
EGTSOLMJ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZBRM 
IHMFZOKU

CT.ELASTICBEANSTALK.PR.2 6501
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WH 
OFJAIXCLYJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SA 
PBZQTPSCWW

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/FBQC 
CIQKUJYH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/YQWD 
JDIGFTJI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.ELASTICBEANSTALK.PR.2 6502
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tral-1::c 
ontrol/OH 
OIYXHVYJOK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UFLZAXAQSXDA

CT.ELASTICBEANSTALK.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICBEANSTAL 
K.PR.3

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SEQKN 
DAZBENY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SNODO 
XMTPKMM
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• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MZZHB 
WZZVDYM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VB 
LRFNOUJAIX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XPBHHEZZNQJS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SNTAZAYGYTDS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 10.3.6

er:eu-cen 
tral-1::c 
ontrol/HT 
MOVEUJDAMG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TMMCJ 
HMKVLCL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YVBNG 
ROYSIQY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WWEC 
PKUIJHFA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CBTN 
CZSTVKEE
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DCJBGPHZTLJW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
VDTCPKAYZEDK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GCSYG 
TPYPSLQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NUBHZ 
EECDULQ

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/TRVEH 
PGNRZJI

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/BZZGA 
ALQHMGI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
DCNARSSNDLVD

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BIJTQZZCVCXN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/WQQM 
LOAYAPZQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WJOM 
TUOCASVN

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QLMH 
ISFBBRVH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XF 
HOTKGPELEI

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/LS 
NMTHBHSXBR
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/RGYD 
IAKRWXNX

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NSKZ 
NAONQADX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BQ 
OPUWCEPYXY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JRRSPQBKXBIQ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICFILESYSY 
STEM.PR.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DDRMD 
DRSTNIU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GHUIR 
LEMFQOA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DFNRD 
MHNGCYN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JE 
MASGVKBRQF
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QECOJWZQHMJQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ERMQRACXWHLO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CF 
DLJLDURJFV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BHMRG 
DCOJVNB

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/MQVWC 
UIDHKMT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NZNH 
LALWUMET

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LJZE 
HFLGLFSO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ASIKFXCZHAZV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
HARKDEIGPSTW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LWIUI 
LOQALZA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YRAIC 
DCVUJOI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CPMXJ 
ILCQZPE

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/FEUCY 
WWTILFU
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AUBCXBXVTKUT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GBVIFTEEMNCI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/NHKF 
JAHAGYJS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LBDE 
BBXUISHG

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/XRJY 
NTRNPOQG

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OR 
YVBIYCBRXI

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YZ 
VALCZXXASS

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JYAV 
IEWOCBTI

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/MCSQ 
EHQTIYWZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/GE 
JNURXPVWRG

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CKKIPGIOQZLP

CT.ELASTICFILESYSYSTEM.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICFILESYSY 
STEM.PR.2

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AQYLH 
RCHTYFH
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• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 3.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZHNDM 
APIBQBP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VEZVV 
FVGGFDL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SM 
QITIAHFKPG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VXMYEULBUKRK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
JVOHLVYUHCBK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TT 
LCIBPZTALN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EPULS 
MBTUMFD

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/MGIFG 
KQENSJD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SSHE 
KLSKMCES
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AKIX 
EAUEXTWQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YNQIXFRNQWFS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
OYKEDLNZHUMF

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GGDJK 
ZWMHIKZ

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/FPUGN 
MHETPYB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RNKDE 
XRBVOON

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/HJBQV 
LYNJRHH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
NUHELTPITCRU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
BDDOBOTQFTPN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TLQP 
HMZPCKTX

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SRJV 
TNOKSKYW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KZTI 
QYWBNAQH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/YE 
BOVYOVVRZZ
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BM 
TJVPKUBGYH

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KNBT 
HICPCZAG

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ARFS 
NBUXZZKJ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XO 
SWEMHEKDUL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
GVPGZWWQFCVZ

CT.ELASTICFILESYSYSTEM.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICFILESYSY 
STEM.PR.3

• NIST 800-53 Rev 5 
AC-6(10)

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JVOEM 
QJALNEH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BIBZK 
VASTJJI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LEXKW 
FEQKTOK
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RS 
ZNNHZMPHGQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FINCEVUKQTHU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CPRQIRLLJJZR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TR 
QSLRYSYASX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/NVRAH 
JAKGOWS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/SBVGE 
BNOBEWL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ETAF 
BHEUSISM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RVTH 
UVTEDVMP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FJUCAMQRKDYC
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SCENHYSBARYU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VEDDJ 
XMCKQCH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XPLGI 
STXYPWZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IOLOG 
LDDEUGU

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/LHFJT 
XLMREBC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
RFSAQLSOMRWE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
OQUMNMODBGIR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/MEGM 
JYGDZACD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/QKHC 
GUWAMJGM

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DYIT 
JOJMOCRW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XO 
RRIUNYWEZX

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VH 
HDSEWDXCTU

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VLWK 
JNCQRHJV

CT.ELASTICFILESYSYSTEM.PR.3 6528



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/CWJP 
IEBEGENM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/UC 
ZRABGXCLJE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UOGIEQYUBVWF

CT.ELASTICFILESYSYSTEM.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTICFILESYSY 
STEM.PR.4

• NIST 800-53 Rev 5 
AC-6(2)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
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• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/SOCNU 
AYXONKJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BWCBI 
WTTHMBA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WTQPS 
FJEQBEE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AK 
FECGTIWOJZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
THCBRFJBEVKS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JBBLWRTYSJII

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HI 
LXUYLMFYBM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GNOPU 
CJTOMMM

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NLNHK 
PUQRYEU
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ULQO 
LKQFXXGO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XKQW 
NWPEIRFE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TRASMSLGPGVZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YSDPCITHZXQI

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/TOVQI 
XNDQMXW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HIFLG 
MRIOCCZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VMFHH 
QOZIPJT

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JKBOC 
KTBFDMS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
TMVUNWZICUTH

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ERXWWUAEEFID

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/CUCX 
NNWYPFJG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/BQRK 
DWSQPQXA

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RBIB 
SBEJGZCG
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LL 
DNCKCAOXDK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XJ 
JFNWYXGEYG

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EKLT 
MHHIMJYR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/CVGT 
ZDJTZLJI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/QF 
IMBHVNTCRP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CGNKJZRYHIZJ

CT.ELASTICLOADBALANCING.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.1

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RZVUT 
RWTVEUO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XMIEW 
IVADWDV
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• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7(4)

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BLNOU 
TJZPLAD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GY 
IRQYZQGXOJ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JWBLMBPMKKDD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NKNJBLFCPCGJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-13(5)

• NIST 800-53 Rev 5 
SI-7(6)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

er:eu-cen 
tral-1::c 
ontrol/TF 
IXKKSMTKDE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HGMLJ 
LFKUCFW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VXIGT 
PWOJKYZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UKHA 
MPPHXYFV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KDCY 
LSTBLDFE
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• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SOSAAOOKSDIQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
MAVNERRCDGUI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FBDAC 
BTEASNT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ODIEN 
AEBQZJM

• US West (N. 
California)
arn:aws:c 

CT.ELASTICLOADBALANCING.PR.1 6539



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/LEZQM 
KJXCKRI

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CTXVL 
AEDJDLJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AXMNAMRZWUHT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
MYHWFMEYVGPL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/CKLW 
EMXBFSKT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WAKL 
GKTPRGMM

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KBWQ 
ZTALIDXV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/CY 
GZKWHILPSU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OJ 
ZJAEVLVQGT
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/OLSP 
LUFATRIH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AQBR 
QHVHBKKB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ET 
LUXEGWKVDH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BKPDDVHNQLIZ
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CT.ELASTICLOADBALANCING.PR.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.10

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HUFEN 
JFLXLUB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LAZXT 
TJXNZWX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MUNVW 
QKVNFII

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CW 
GCUTVHELNV
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• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BARRVADARLXA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
STTSKRCGXNOD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JB 
PMUDNREFNU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VMAQQ 
DYRDSVL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PRRDN 
ZJAOLXC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BYRD 
SECDQQJP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TWJW 
YQMUZOHV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DIAQAVDUUBSL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
PBOVNVABHNQW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LUVNY 
ZMNOBRU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XBYLA 
EZTWIQM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VUWZZ 
ZGVLHAD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QRJND 
NXHWVFN
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CFXSCVNJURIC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
MTFUXDNBVIJO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/QBJQ 
WLUTLLXE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YXPX 
YZWDCGBW

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/YPFR 
BCBHBRCT

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XS 
CNLFTCFZKX

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YJ 
RVUXKIUKOK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZYFU 
LHCEJDYU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/EFCE 
TYXCCSXQ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/HX 
XFEOBOXYYT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ADHRMNATNDFH

CT.ELASTICLOADBALANCING.PR.11

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.11

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/INJPM 
XMBQMRQ
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DOVON 
HQVOITW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YEHZW 
EMPWSWH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VG 
CEFHSLONXT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RFHZPJREXLSE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
GXOFHFAWFNOD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JQ 
XOGQBYFKFU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OTFLW 
YTQQQUC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/LCLXR 
ADMQQGH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TWBY 
WMNBMPNY
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AMQC 
TRGHKRTZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HPMPEDWYSHTQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SMFWPJQCLTTI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TIEXX 
SPKPJBM

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/VXULP 
CMAXNLF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ALIDO 
HBHLSDW

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/YBRAE 
MTMLLQO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
YBEQEHQUOIBL

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
USVNDLDKAFXE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/XFJZ 
OLZQSMDV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/BGRU 
SJXRHMLT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/JAVE 
JPSXISVP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OP 
KDJCIXNJSZ
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/PP 
IGURFCAKXK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZGIQ 
CDYVMSJS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JHZC 
KZSJBDKV

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CL 
HTLGNOWYCI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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rs, by Region

er:ap-sou 
theast-4: 
:control/ 
ZGXGCIGJHYHQ

CT.ELASTICLOADBALANCING.PR.12

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.12

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WWSAR 
QYKGSTH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XRLOS 
BAPFQJX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UBFDE 
GMVDXNI
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• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RZ 
QGPORFMUYS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OLUIOTBVOOCS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CXHKQIPMPPOR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DF 
PIFORHUVAL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/ZSEFD 
TLWVOAK

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JOEBO 
YAVBHVM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PPZG 
FKMGRMNY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JICD 
LDNZKCWO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CCBEBBTRLFTN
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
EWSEAKUVMBGZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IXOEZ 
MSDXZWD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KALMF 
RNXCPDH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WOMIC 
OLFRYLF

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/UDCLC 
JOOJKFE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ASSEXCKVIKWR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
NSGUUZCKLJMS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/SNQR 
KWNNHROR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/VUST 
FQGUNEMP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LWBR 
ONIIXUIV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/VY 
ZZGJPFTEIH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/QX 
AQEWRORJAG

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VYRQ 
OKMPUKEB
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/CSEU 
EGCZREOY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XK 
YXDMSPCZYZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LMBAWXBHTSZN

CT.ELASTICLOADBALANCING.PR.13

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.13

• NIST 800-53 Rev 5 
CP-10

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

ontroltow 
er:us-eas 
t-1::cont 
rol/YYKNH 
LJGCTZX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ARGIN 
PIXWOQF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ELKXD 
UVDUCCS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SH 
NYFGRZOKNR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
VDPRZIODKYSS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WQMJLMPNJRHT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PD 
RQZUMHBWIZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DWLXB 
JDQNJFH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/IEHVG 
TUSGXGN
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MXZL 
YVQILODC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LHLS 
DALYHRNL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YAKLMULFRDKX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KOHVKYUFPXUZ

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/GQXWF 
KUIIYZA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QZHVA 
VUVBIYQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QDFVS 
DJSXUNH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/XNMLH 
OXTXTYZ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
OOROGRUVAYIT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ITCUUSRTKCQP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ORVX 
QIODQZQI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/DKSV 
EZCCPUAO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/VEJX 
GZNVVZTH
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SB 
LOYCOKSOLC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/CM 
QQXVFUWSBZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UJHZ 
JDJVEEAZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HFJU 
UUOGTEPO

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/PB 
NYGWSPZMDU

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XBBFJWWSALQZ

CT.ELASTICLOADBALANCING.PR.14

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.14

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve resiliency

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VCZFJ 
EAUAWLN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JLZRG 
IKJAFUW
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JAZZW 
GOBQBZO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ME 
FQWCBROONN

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RIBTDOHHYUML

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WMUYGBVGKEVD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/MH 
MICTUWLSON

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WBPOT 
YBSJLHO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NBZVV 
ROENITM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DMQF 
ZJQBAOKW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ORKE 
SKWXKFSA
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ASEAWQQCERPP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KOYYTIUQCFMH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZTOHL 
MITRHNV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TDECA 
SRAMXGX

• US West (N. 
California)
arn:aws:c 

CT.ELASTICLOADBALANCING.PR.14 6572



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/PZTKT 
HNHYEPU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LICKE 
JRYNWTG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AKZIMZMBHXPK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
OBHPNWYXELNI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/REZX 
CUMITGVU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NVGZ 
YXILIZLG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DZKO 
PKXFHNZV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KJ 
CEDHGDVDGV

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SW 
BFYNAEJPIC
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZVFS 
RQSYLGXW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NYLP 
BEXSGGOW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YG 
LOIDIHZXEX

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
RADMLMBACOBH
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.15

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ESMQB 
BSNPPBL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DWNVO 
OZNWBZK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OCMRI 
QBWUSBU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SF 
JRXHPEEWFA
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WAIVIZIPAGHI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RTXCNGWMADBT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NK 
WJJBUZINNH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FGLPH 
BUZPHIK

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/CLRMS 
TTALUWI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ITVP 
COCJZHLR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SFHS 
NOQTUAHQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QWLTOTPYPBRS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
NCOYGDOCXNGL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RQYJF 
NYNJJUS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YSPLC 
VCNCDBH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QNQCB 
DIMDQUG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DBLEV 
FJHLDWB
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ZALYTABUTANC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
TRVJVOOTGFUQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OCYA 
DTLKTJSO

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/RLHX 
GPMICHHC

• Middle East 
(Bahrain)
 arn:aws:c 

CT.ELASTICLOADBALANCING.PR.15 6580



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/TRHK 
GDFOGIQJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OU 
FVPYRGHTCQ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ZP 
DHWKNUOHSG

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HASO 
TQTPCQQB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/IDWC 
AEQUETLC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QV 
HGAYXKBWBE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IISQUFQMIRPH

CT.ELASTICLOADBALANCING.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.2

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TWNOU 
SHMRFWV
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• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-23(5)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 4.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XDTTH 
NUPIHNG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KPAIA 
LQFVPZD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UQ 
PWYSTFWPNX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OPRFIUYZWTCD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
IBOADPMIQPQQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QG 
SARYANMWYN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UXJGS 
EXNOJMU

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/SYMCE 
HDRDWZX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WIFX 
FDAZYLAY
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YSAH 
ARNPJCBU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NZJCESRAUAKF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
TNEWNBTNWBOX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KZUED 
DHYPJAE

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/OGNHJ 
FZTHGDA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HVJNQ 
RHYMBMZ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/TIKCA 
YPVLEWI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
FTFRBHJUCHHK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
YGNXDTEMUSTJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TCIA 
XDVBEICZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OGBT 
HHEOFJIM

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/XSAG 
NUBELYFF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WI 
BUNBPUTHSS
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UE 
YBKXZRGQHS

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/IDEV 
SZEMXXFJ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/BJCG 
MXBUQOAS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AP 
WNTETPZCJN

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
BVFELBGGGJLE

CT.ELASTICLOADBALANCING.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.3

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.3

• PCI DSS version 
3.2.1 6.6

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VLCKS 
WJHUUNN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WORKY 
XIAEEPY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RQXEJ 
KEEBAQR
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BL 
KONTFMJJIM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DTFRJDGWCDVJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
OHOVDEGRDBJY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EB 
WHWDARURZT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/EDDMF 
EEESKTR

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/GYLTS 
XUFSDYJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VMKV 
MHBXXJXT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UQNS 
EXWGOAVI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DZKUXADKBLKO
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SLYLLBVCPSQB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QRQEU 
QSJGTQX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/INCJO 
OCTGBSW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RTMVF 
SWFTQBU

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/CUUDW 
QGUOMWE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BMTMYGWWKGRP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
IYJMHGRXOFTX

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OIGJ 
SCKAHJKA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/XFLH 
CLMJQKNO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RQNX 
MRRGGNRC

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WV 
SNMECYMGBR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/NE 
OGTBSZEGPQ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DJOQ 
XYBXRKYD
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/VREW 
VBQOGOTC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/IS 
QZGGMSAPQF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CLBAVIDGQFBI

CT.ELASTICLOADBALANCING.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.4

• NIST 800-53 Rev 5 
SC-7(4)

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

ontroltow 
er:us-eas 
t-1::cont 
rol/ZVVUG 
GRKPSNF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GIZOE 
TCRSJGJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CZGWN 
MZGUQQG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GP 
GUBQHOYWEA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
REBMKCJKOTPA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GGMITQUCXRSC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AH 
YTFKBZPPNU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/STVTF 
NNQGFNC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TNPIG 
OQDBEEP
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HCRX 
AYUXHXVH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YXLU 
VVLYBOMP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GMFGDGANQPXL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WJEXQWQTKVUN

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/AIVQI 
YPFVIVA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MRCIZ 
CRRAIWL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UOOYG 
DJUCEQK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ZHTQA 
BLCBMIJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
JLDJRXDZHOCS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
LSUGITKOSTLF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GFUU 
YAYTPGJL

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WDLC 
ZEENWASP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/YIOI 
HKYEOXLP
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PD 
PKRTBURTGG

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TI 
OETKTMTPUM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/XVSQ 
HWPOKDLH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/GCBL 
JGHGUUXA

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/YM 
HGHVLFLBBD

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MVEJSUXZWCOY

CT.ELASTICLOADBALANCING.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.5

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
SC-5(2)

• PCI DSS version 
3.2.1 2.2

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XZMJR 
FQFABFQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DEDMS 
NGUSHRU
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VMTTT 
ZPRYKXJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LZ 
TVNXQBDIDF

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RNHSNSUAJPAV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FCBAHAOWAPAG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/LW 
ERVUDADSHP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HZMWW 
CHIOPKU

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CZOZU 
MCNAXGV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TQLT 
EQMJSACM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NFDT 
XLIHKABM
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KZPLSIUXHZLU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
JGGUSYGAQEZO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VZJKB 
ZOLBBES

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YEXUA 
SWESFBT

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/XCFEF 
IVKEHSY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KLKOL 
HYUIDKN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PFRMCVVXGCWD

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
REBZVFIVNNZM

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/HCWI 
FNJECKZG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VDOG 
NTMSUMJG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BZCW 
GRLNALJK

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OQ 
ZOZFAIJIDM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OU 
FZBMCIXKSJ
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EXMP 
AQITTJVG

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/KGLL 
BSPUFJRB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/DO 
KSFRMQXWOQ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UQJJGFUCDAAL

CT.ELASTICLOADBALANCING.PR.5 6608



AWS Control Tower User Guide

CT.ELASTICLOADBALANCING.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.6

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ACYJD 
QTSIBRW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FJIEE 
FHBKMEI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KBBOQ 
EOOHYIT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UH 
SFKNBKXDLE
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• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TGXQXNZCCEXR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UFTGHAICJBKE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CX 
XFUAKPJAFC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TIGGQ 
HUXHQKW

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PQECP 
EVQHHKU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JOHH 
SDGRJVXT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FKDC 
IAVBHALD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YQZXXONRYIQK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
JFIXYOKMRPDZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AOXHN 
CAFXEQZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JTVCD 
ERKCQMB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IASBZ 
FRYDKTB

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DISFR 
WVXQRSD
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BCCTQMAXUQOP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
LHRLWVZAGTIE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/MRIJ 
ZHYGXLTS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LNOA 
JYUTFFUA

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/MQNF 
QYDACIXF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/VY 
KHSDTEISAB

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IY 
MNAKMMHPCR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YEQC 
NYPDRFTF

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/NVNL 
WPUSGHDZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/EE 
CNYLBXKCCV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IJCGBGKQJXLJ

CT.ELASTICLOADBALANCING.PR.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.7

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CWXBB 
UJAKHIY
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• NIST 800-53 Rev 5 
SI-13(5)

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JQWTM 
KADKIQM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KRJHN 
IMJOUVI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RX 
BCLXMNDYLS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FSRKKRIKNTVD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
OETUGRLWDUUA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IA 
JRQALUGLVC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PMUEI 
FETYEVE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/SEDMC 
NWATELI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UNYS 
AQENBDWH
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RSTF 
VKGDFFVP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PNSQXKURZAOO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ERFOIJBAKGVW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VANTX 
KGTYIFB

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/YJOPK 
SHLSHDU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NIYWW 
GCEVFEP

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JGNRB 
PRFUJHZ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
INBVXUZPITIY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
KEPKXDEDCABZ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/UVRG 
EPYISQSR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/CRFN 
OALWZKJX

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DWNC 
GPHANJWW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DE 
AHVSFUVIDI
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UV 
VSUVYGXHVB

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ERKL 
VPLKNZVI

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/KBGG 
LDWQNUTK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CR 
XNJTUUJIOP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
WPUGUNCMUAKS

CT.ELASTICLOADBALANCING.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.8

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(5)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OQYKD 
UWYEOIM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NYJAE 
PPDXSFP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HDFFH 
QGMCHAT
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• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HD 
UQIRHQJHIB

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NHXVNOSXDCMQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QKOIJAUPECRW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PJ 
GYHTTIKRFD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/NSQJF 
FBDYFJE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/HQHFH 
TSBARTW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QBKE 
GNQIMOWD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JDAA 
URPDZMOS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AEQVLTGJCUVY
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
TUPOKAOWCEWX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CRJEO 
QPBHUYN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EEDDE 
BDDSZHT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LXKUW 
ICNDPUQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/TUAET 
WCFNPHP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HLJOXOYOQRWO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QYYUHUZOKXSI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BIWE 
KWOJFQPY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/TLBP 
PGCCHPWD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/SSKN 
KDBUWGWG

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XP 
TUPNEMJDRJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/HC 
ENLRGKUPQG

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GNGT 
FFXVJZOQ
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/KJLV 
WZWYXECE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/EI 
STKDGVFVYA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JLJILSWJBAWD

CT.ELASTICLOADBALANCING.PR.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.ELASTI 
CLOADBALA 
NCING.PR.9

• NIST 800-53 Rev 5 
AC-17(2)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/OJRPU 
POEBOGC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BZAIV 
ZYIGBEA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DYNNA 
OSHIGUA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZF 
DYEMUBADTU

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
XCEABSKXHNEW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ONUHDZQBRTPI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EW 
MJJYUDXREQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WQWNY 
GWHUHDW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VEQTO 
WINFEKD
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/STGP 
ISYTFYUO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RGAN 
YVCMWFZG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LYLRCNQCPNJV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
GKAFFTUBEDGA

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/TEDBE 
MVAAJTO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QQZDU 
TOOGNKG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BKNZW 
UBNRNKF

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DLTVT 
IXROSGT

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
FAKSKCVVLGLZ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CTMACEMAYWWP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IZWN 
TXSZPIHY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/XFQF 
MXGYKBNP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/XOVP 
GDIDQDPA
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KD 
VMCUOKDUDK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XK 
GBOMUJJQHT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AMSZ 
OJWMYMVA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TRLO 
IHFYIRMI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/MZ 
HSLHDOAIME

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LFVOMXNGCJAX

CT.EMR.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EMR.PR.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CGKQC 
HLVDEIB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YHCUC 
JSGQFXA
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• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IVSAC 
GXVHRSR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IN 
XDKMEOBTFF

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TFCTANMLNGMR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KSGLCSMAEEDA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/MM 
PGMIGAJQON

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TWSLM 
QLEOHKS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KEGOE 
DVBGLRF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QSKW 
RYDHXVED

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TVAY 
HGQUXLPE
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ESGKLHSPODEY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
CTSXXPDCUEDR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KTMOC 
NTSAXOL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GZCNF 
BZSQDOQ

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/UFVDC 
AJPRVWU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MBPQY 
GMWWWUN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HGZIJECVJGDL

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
OMAMQJBXCRMU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/RJOL 
QVEUFPWX

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SAPJ 
RYDGPIJG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BPFA 
HEYTAYOS

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SF 
FDXBDLASOK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AP 
MARIGMLCIH
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HJIM 
SQRPTZSY

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/LMBW 
EFMCQIYN

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AS 
FOABAEKFKU

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
FBOBOZDTKTRB

CT.EMR.PR.1 6641
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CT.EMR.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EMR.PR.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RBBMA 
HVKFUYB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UNMAT 
KWGXVEF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TRYHG 
CGPXQBY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QS 
NQBMVQIOGP

CT.EMR.PR.2 6642
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CHDEFRBDBNLC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PFAXXMHSTOJG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SH 
PWLBFPMVXD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SFHGS 
RUHYWUR

• Europe (London)
arn:aws:c 
ontroltow 

CT.EMR.PR.2 6643
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/YWOID 
YYXVQKE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VWUF 
OFVIPEUJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PHHK 
ZGEWDAZK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NXJYKOBPZCEF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.EMR.PR.2 6644
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
DDJLGXQNVUUQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OPAFI 
WVUBIIF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WFNNK 
LCKRXJE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NPCHI 
RMOYBBA

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QHFQN 
HUAJJOS

CT.EMR.PR.2 6645
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rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PIXVJDFYLEEK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
EBFHBZHPBGVB

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/WSQG 
BUDGZQBD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/MNUY 
LLRYYTHP

• Middle East 
(Bahrain)
 arn:aws:c 

CT.EMR.PR.2 6646
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rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/FBIJ 
DMIEXCOG

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/JD 
VJIYRFXULB

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/NV 
JSHTXUXIJY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DAND 
KACRGHEN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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rs, by Region

trol/FHSO 
UOJENGFW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JL 
KIPCOHILYC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EVBCOKHITCAO

CT.EMR.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EMR.PR.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QNPZC 
JDNGGSI

CT.EMR.PR.3 6648
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PILEM 
YYHTDXA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UDEMB 
GIGVWRQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UD 
KRPGZVFDUE

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PMKIZZXISXGC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
LJLBKOOJFQZD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NU 
JINJJLQOUN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JAHQG 
PNBHEJI

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/UPFHH 
KEZYOCC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OCDD 
XWMLCWVT

CT.EMR.PR.3 6650
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XSTL 
MPKVVTZP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YIITTJQXIPJH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
PRNNBEUWYTVA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QVNKN 
UJGSZID

• South America 
(São Paulo)
arn:aws:c 

CT.EMR.PR.3 6651
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/SIAVB 
UUYLWBK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PBZZR 
BLAUHUO

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QYNTM 
PMVILFC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
GMWRRLUZJKUV

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.EMR.PR.3 6652
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Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
LVBHIHYUITGH

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IEIS 
UVEELSRQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/MVGL 
RQDIGVKY

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/XGSF 
HGJQLJUV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/CZ 
OVNGPORAHT

CT.EMR.PR.3 6653



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/LI 
IGCIMSQFLT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GSHI 
JXLKAMTB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZEST 
QVQPLBXW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BU 
LABYCCCTTY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.EMR.PR.3 6654
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
ILISLOWKJIHG

CT.EMR.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.EMR.PR.4 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VKFEQ 
POWCEQO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/EHLZO 
FIPQELW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GFUOQ 
RPWOJQO

CT.EMR.PR.4 6655
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PB 
XJBZPNELGX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YLGTYOLGXBHH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IPWAJHVDZLKX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JC 
KGMJOAJMOP

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.EMR.PR.4 6656
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-1::cont 
rol/TETBY 
MUVVMCK

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NGFBI 
NLXWMZV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OMIM 
VRHODCMR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HIZU 
GNMVVFIV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RDHYEEFAEUMS

CT.EMR.PR.4 6657
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ISRNTOKYVYFL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TQDRK 
JOSTGFE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IWHTE 
LJEWCQS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CRNDY 
YYDDGZL

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.EMR.PR.4 6658
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/UHPYO 
GSODQAI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
NWZAQBRTRVWQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VSIOOCSNCCXV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GKMO 
MEBKHZEL

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.EMR.PR.4 6659
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/WHAG 
YFSPKXKE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/YXZU 
TBJKJKAI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NH 
RUSBNKRQBU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/GU 
VJOBDBOIBJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/LXJW 
HUCUNCCF

CT.EMR.PR.4 6660
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rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PRXV 
TLEHHJRV

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XV 
YHZAEAOUWJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
GYJLBWGSDIEW

CT.GLUE.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.GLUE.PR.1 • NIST 800-53 Rev 5 
CA-9(1)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 

CT.GLUE.PR.1 6661
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rs, by Region

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

ontroltow 
er:us-eas 
t-1::cont 
rol/WPCRZ 
FUMPUYK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TCWRJ 
OJCLVFQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SKMTA 
ZQLOSYY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IE 
KSUNOKGWLL

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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rs, by Region

:control/ 
UETCETTAWIFA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QQFWDELOYZHJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZA 
BAPQCMENQX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GFTIT 
BQSMXZN

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/PADEK 
LSUDPRA
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rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LIJZ 
ZPPMXINO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TLZN 
ZDRMXYUD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FJGIMXRXTUMO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
LZYUTOYMDJEV

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.GLUE.PR.1 6664
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rs, by Region

er:eu-wes 
t-3::cont 
rol/ULXVM 
ADMBHBW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TLFCN 
IUBKRAX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TTFHK 
BNXUHRD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/SVYDU 
SNGTBAO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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rs, by Region

:control/ 
OYFSLJFWANFX

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
IOYSTBILSAIQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/FTVO 
DADNCSVE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/JWHF 
WNFLFRPL

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/YZYJ 
EVMGPLPZ

CT.GLUE.PR.1 6666
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HT 
WMRRWAZSHO

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TT 
OQOWVNSWRP

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WQYR 
TWUZXQCT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZNLH 
BHLAORXT

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.GLUE.PR.1 6667
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rs, by Region

tral-1::c 
ontrol/PJ 
XYGBKLGVYV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
VGEVDHSNVCJN

CT.GUARDDUTY.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.GUARDDUTY.PR.1 • NIST 800-53 Rev 5 
AC-2(12)

• NIST 800-53 Rev 5 
AU-6(1)

• NIST 800-53 Rev 5 
AU-6(5)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
RA-3(4)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-4

• Protect configura 
tions

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HDYIP 
PMSWZOU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PYNXR 
WWBWDCV

CT.GUARDDUTY.PR.1 6668
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• NIST 800-53 Rev 5 
SI-4(13)

• NIST 800-53 Rev 5 
SI-4(2)

• NIST 800-53 Rev 5 
SI-4(4)

• PCI DSS version 
3.2.1 11.4

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AAEWP 
LCHTLBT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ET 
RMJIXAELLB

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CELIJOZUYTCC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YTVHWKKJNVVZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/HF 
QIQZNQEDBF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QBUMA 
VYUUWFG

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/EZEFI 
VKLTUWW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WTYF 
KSYNHCOE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CGJW 
ZYIKSAKC
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KWNBRWJUUAAK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SPIMIVFZLKGT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YGKBD 
KCNXMAS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BUDEA 
CEBNFPS

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/XGBAG 
KSFTLVU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KUKBA 
IDPCVEP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OQXJTSRQRSIC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GATXICTOAKVM

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/LUCA 
AVDCOXYJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/MHNK 
SDEFFGQL

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BBFS 
RHLQVQLM

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LZ 
FSULLYFCJZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/NV 
FWCUDSLMOC
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GLDW 
ZTWHCYIT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ONTR 
OZVBXCSH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/UE 
EPBLZVYHWN

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LGYHSJSSFITW
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rs, by Region

CT.IAM.PR.1 • CIS AWS 
Benchmark 1.4 
1.16

• NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JMBMA 
KMUHMKC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VRYGY 
LBERJDX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IEYHG 
QBFVLSK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XS 
ODKGTQFXRF
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• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OHTNYZERSTJL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JOYWUUKESSYI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VL 
BUBGROVKQD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OVZGS 
DCWZLCD

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/GXTMG 
HVRNDOR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/STCT 
JILZFUDN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UTUY 
MAXJRGID

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AHDCTTXNKGUM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
AZWOFYWOCYFD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WNQGL 
XPXUGQT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PJBVR 
JXEOSUF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RKJOR 
UGWSXPC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LJCRL 
JPOVCTC
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ENDGXUBAFXAJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZHHFEZIYPBJK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ETMD 
QOKWHREI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NVNH 
MAJPWYQS

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/WBZT 
GDFVZTCA

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DZ 
OVLGFMXMIO

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WT 
ZXOEUOAWTJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KKZV 
OFXRSYJV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/VFMZ 
IMKRMWCN

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/RE 
LKEYQVEVJW

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
PULITXEDKEZN

CT.IAM.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.IAM.PR.2 • CIS AWS 
Benchmark 1.4 
1.16

• NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PNOCT 
MYIRAQZ
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• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FOZZU 
RSEEIOC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JMOGY 
FIPAVJA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HO 
KZEQYPEYHL

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CAOCWBICFGOB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
YHMPKYKTCUML

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BV 
IKMVRHDDMG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ARQSB 
KHBXQCM

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ALIYK 
FTXVNCS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NFGG 
ERHBCZUW
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FEBW 
NSMFEJIB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TRWCETXWEOUE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
HOCOFZGQHTGD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RAYNN 
MFDYEVC

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/RSEEM 
CFURKTU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OGSIR 
AALHWTG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CPYTO 
UZUVOMY

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
QJIWSLSIUGXF

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
ROHDZMYMPCUO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JIBS 
KFGZPWYZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/JQII 
UMMBPORM

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QQQR 
CQIQWLSU

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RF 
WVZWSWOITC
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SV 
NXRAXOWYPD

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/OZIY 
LNCGRZXK

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/YBDT 
HCCPRLHG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FD 
OELRUSKFQZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
HDJTIJYVJZNH

CT.IAM.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.IAM.PR.3 • NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• NIST 800-53 Rev 5 
AC-6(3)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XJWBV 
KPDALLC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UFUIA 
VAHEMXT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TQOQT 
VTFKYZP
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• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UV 
QFBXEVKVGX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DIYAWISHCSUP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RBKJFTDCPGHB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IR 
QIMXUAHHNQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/GDTCM 
KSZZJPE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DXWZZ 
JDXVQJB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YAYM 
MPOICSWS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UJVQ 
WOKLAPOA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SEDWSBCCUPUR
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BHIAWWIKNMSH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CXLKI 
UGCJVBV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YGJVN 
UUQETCS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RJAIC 
XMTHQFY

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/ORPNE 
LRUOFKT

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ILMQSXXDTGIW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CJWYUKYSXKUP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/SRCN 
CCOVAKTW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/XIIA 
JQQEISQW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MBZA 
IFOCGKFG

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FY 
LKPJZTYMRN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ND 
AJBJGDIUAH

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HYIH 
RSXDNOGB
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/LSOK 
RAEVKVHM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OB 
JIKKDCCRGV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
RLBVVZELHWHT

CT.IAM.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.IAM.PR.4 • CIS AWS 
Benchmark 1.4 
1.15

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/BGEGS 
PWZQGHE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WDSXA 
JOAVHZA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XGWPM 
ANHZWZI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UE 
HHSMOZOLIQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
NIQNDDIAPPYT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YXXSRJWMGBGN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AL 
GNWNDJOHGJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HTVEK 
DWTRMZF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KNLJB 
TRBNYOO
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EYJV 
ADFYATUK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CBIV 
ZXRPUAXJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VPFGSMFPNEDX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ZTOGOILBNLVZ

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/PAUXS 
ALAWTJL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ESBOQ 
QWFAIJM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZCDLC 
RVFCOTU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/UFHNH 
LRVIPSM

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
GQDQANYGJAPI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SXUORJZQKEPJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/CNVG 
XHJPQJVE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/CMHC 
TVLGOAZB

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/WEIK 
DIOJBGFU
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ZG 
SPZACAZKYK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JG 
DUWOAAFNAN

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EHMJ 
ZNHWSSNR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JMWL 
MQKSOWRB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/NS 
SGQMATGMLT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
SKIIBUQDKMNX

CT.IAM.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.IAM.PR.5 • NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CCMOV 
WIXYLYF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ONHYG 
FQYMLZS
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• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MCGPC 
OIVNQGM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CX 
YDXHZWZNXX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PSTEFAEBICWJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LZSJWCBDNBCK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/NS 
LUIOJZYNZS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IHTJE 
PIWSWWF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TKRBP 
ZKLXSOB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WYOB 
TTMTGXJG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JZHX 
BIKWJJLL
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BXCZTLODJIFG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ISCNDUFSMEVM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PRBDW 
MNDXLJU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SUVBX 
VFLNFMS

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/AUPBS 
LCCXOKW

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/IZTCZ 
MFKNCZO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HVFUXHSOQXPB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DOVTCMZPYCON

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.IAM.PR.5 6705



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/MISF 
EMWXCCGG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PYKM 
STZYYDBO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/JXNX 
TZPYOKLI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HG 
SDAZCXXKQF

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BJ 
KADRCUNYDC
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/BGGC 
AVAUWZNZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/QYFJ 
QEFKXMAE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XX 
SXDFHCGMET

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
QJVBMTNZMYMH
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CT.KINESIS.PR.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HUIOK 
NICCRBB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ULXLV 
VUVXLRR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KHBDM 
VKHOBTL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GJ 
HIYBNFTIXA
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KREYISSWDIIL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VPOCRYMNFLHQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XC 
IGQSTRVFAR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TCPBI 
RILCAQQ

• Europe (London)
arn:aws:c 
ontroltow 

CT.KINESIS.PR.1 6709



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/CODJW 
YQCXOXV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IMXQ 
JNMZJZAO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QEXY 
SDBEGDVZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CCUPDGNBQPGW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
STVPVNWMIFLX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YANND 
PDJPDKT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XRDFT 
FPDNALI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IQSVG 
YPCMIQQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CPXPG 
DDIBIQV
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PSNLRYLRRYHN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CXQVUZQZUGDS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IJPN 
WGFQMFNR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/KIPN 
HGILDQWA

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/DASB 
BTCYBUOF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HS 
TFUNSHQGEJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MW 
RDFWNGLTZR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/OYCW 
ERWIIYAE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/NYCM 
WPOJWLVZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/VO 
YLIBFBKLUN

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MNNUBYJOZSSI

CT.KMS.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PR.1 • CIS AWS 
Benchmark 1.4 3.8

• NIST 800-53 Rev 5 
SC-12

• NIST 800-53 Rev 5 
SC-12(2)

• NIST 800-53 Rev 5 
SC-28(3)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VULBA 
JMYDWHA
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• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.6.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JDPLY 
YQWRCOA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IJHOO 
MRUOCFD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TD 
LOCMNRYDEW

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KZDJWGKCNWVI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
FZQEVKYAAZWT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JK 
UXPIAYFKSK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VHIEQ 
HFPSHXY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DEPFJ 
LBPJFHZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YVFY 
IEHQZEWW
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XHSH 
CFZKRKSK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FSQBJXDJBZVU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KBUBBEPRVJVA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AOQXV 
QUAUJRV

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/SROYF 
MNTJWNJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QZRDN 
MPHLQSS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/RBOOW 
YIGHTIP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TLIKROYMIVQB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
RWZMAUHNERFS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IQJL 
HCNTBZQA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NTIK 
MXFYUJCH

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZZCI 
URLITMQF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LK 
JHKSFLIYWN
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/CS 
EQKCWKHJUU

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NRBB 
ZHZCNZIO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DNSQ 
MERTUTYL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OV 
BQLZJGMNSJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.KMS.PR.1 6720



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
GSGZPJGXAWVS

CT.KMS.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PR.2 • NIST 800-53 Rev 5 
CM-8

• NIST 800-53 Rev 5 
SC-13

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IIDRQ 
WFYOWSP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HNCWL 
RMVGELD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AAYBI 
OQSHZST
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UT 
UHYVIWSZJG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NBBUFFKZOIWG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CWZNIGTYZZAG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BS 
VBULVSURII

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/SGDBX 
EOLRRUY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/BICLJ 
DRGFNKI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GKRB 
FPIQRMTC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IQOK 
DDFQVULP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HANQYUPDQHSI
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
OWTLNREXRIMN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QASOH 
PDRFTMQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/REZTD 
FNCTEQQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IRNOV 
POTKTKX

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/JKLJQ 
LGQGVPY

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
KVIRUTURJNHT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
MYGXAKQZZKAU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IOUX 
AVZFJDAK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.KMS.PR.2 6725



AWS Control Tower User Guide
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trol/UWOY 
YBYLAJQS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RMEB 
EBCQJNGW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TY 
GLPCXHNFSC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/AD 
CWXSHRSAWJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DICU 
TESJCXRB
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RIKL 
HWLBSCOP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CS 
XMSFJQHGCY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
VIADYMCEWUAQ

CT.KMS.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PR.3 • NIST 800-53 Rev 5 
AC-2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/SILIQ 
XPGEMKZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GNVSU 
RRRJVKK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MXVGD 
DITBSPU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OG 
EDACIRUOBW

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
GCUYVYGOGBEF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XTNLHQDKVOZW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UY 
OKYCLBTZQR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KSSFT 
GALEFZC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/FSWTX 
ZUNYYSF
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FWPB 
ETJPERDF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VEZB 
RKXRLKAT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SDHRAOXPCXDR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WQMVYTCUAPHO

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/NXGJV 
OLKXVTZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YYGKN 
XYYZMUT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VJFEC 
XNNFSLK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CTNRP 
SCIMTII

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.KMS.PR.3 6731



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
HXBWEHKKWQBM

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CDAWCXVACTRP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/QLCV 
BYTAQKNZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OXTC 
GXKLYMEW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LGIM 
TVXMONZD
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HR 
HMVKZKYDBE

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WF 
ZWBBMWQINE

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/MMQQ 
TMXFBQCL

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/BOMF 
YPZAQNZU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/WH 
NUPUROUPZJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ZFKVOWDNEYFB

CT.KMS.PV.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PV.1 • NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AYTIG 
CDZPGRX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MDJDO 
ZYAMSKL

CT.KMS.PV.1 6734
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• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PVMTU 
FCQTSCQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TU 
WDPWLYPABH

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QOSMISZNLZHS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ERXHYQNEVRYZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.KMS.PV.1 6735
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er:eu-cen 
tral-1::c 
ontrol/KY 
XCYMGLOSLD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WFPVS 
UNMFJXD

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DRNWP 
QVBTZDZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ARHZ 
RQJRNAXN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AXYY 
ODJFUXQQ
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CAEURXKPVZIX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
OUZRLATRKXPP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HMSAA 
CTPKBQL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IOELH 
UOFDDQK

• US West (N. 
California)
arn:aws:c 
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rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/QCWTS 
SYVFTOH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/PTWPV 
UKBHYDM

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WEFPAMOTWMDM

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VEZVGZFSMURA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.KMS.PV.1 6738
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trol/HYYS 
JTSIIYLW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OWHA 
MAXNYXUK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/EKXJ 
CUTTRNRJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SQ 
RLWUSUKAQA

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WG 
GZMZPDCVQQ
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/MYID 
TBEDJJMR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZFSN 
CEDHSQJZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PX 
OZEFZHZRKW

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CHYBYDLZLYCY

CT.KMS.PV.1 6740
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CT.KMS.PV.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PV.2 • NIST 800-53 Rev 5 
CM-8

• NIST 800-53 Rev 5 
SC-13

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.6.1

• Encrypt data at rest

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EDFRU 
URKIQUB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PIMGR 
CBQFIYG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GYCBX 
HNJQGSY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VU 
UVMKZDXTGU

CT.KMS.PV.2 6741
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MJQBPFOKAHLQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NCZDNQRKDYMA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WH 
WUQTVOTHTA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NSNQF 
ZKPOPGV

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/IGOED 
ZWDKOJY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NIXE 
MBLQGRBX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HVPB 
YISBZGOC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ICJZCOYEOISC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.KMS.PV.2 6743
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:control/ 
GMSMKRASUFKN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OYJNX 
IWXWRIF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KMWYG 
HZEOQNZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YAWIA 
YXXDMGM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/PHOKV 
WOWYWTB
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
FXOKBDKDCRRN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DJFGEKHRJHSR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DZQY 
UVLQCHYN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/QCNP 
NCYCKWOG

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/FNHM 
UDTXAGBW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DB 
TIVTIRFNIY

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MB 
FSDIMFTZKH

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/XGWM 
RWRXQRID

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.KMS.PV.2 6746
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trol/VNTG 
RHVAOAZP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/RS 
VWGHFXEWNB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
VNJTGWIULHAC

CT.KMS.PV.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PV.3 • NIST 800-53 Rev 5 
SC-12

• PCI DSS version 
3.2.1 2.2

• Enforce least 
privilege

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XBWZI 
XUBHKFI
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YAVUH 
KMTPUVH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UBRZJ 
ERMAFCD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZQ 
ZJXLLWIWOJ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LAQDBVGBZTNN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
KKRPFQTHVVNF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KK 
GZONAWPTZQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ISSVL 
WAHPUKY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KXDLP 
ZNODJLD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NMWK 
OFNNPCAF
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VIYX 
FDTJFTOV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HBYZHPNOKDNQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
CXRZGJFNHKHG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NTDOX 
XVROYNA

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/WRTSP 
XIRYBDO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZKOCP 
CBEQKOW

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LLAZY 
PBBZYUB

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PMNICKKUUEAE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
SRLJJFKOCPJZ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/UXZI 
DZHPWQQC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FAXV 
INUGMYKC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/SNHK 
SKSCJOBM

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NL 
BYTRXZLVBJ
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OL 
UYXYOWEIVP

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JAKF 
HFSUCQJN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/REDX 
LSFTOGWE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OC 
CDVOTWDUOI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
UCYPTHSTGDBY

CT.KMS.PV.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PV.4 • NIST 800-53 Rev 5 
SC-12(2)

• Encrypt data at rest

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EBMKZ 
KSDVMWL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZZHXO 
DITMASY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GAWXD 
JGYAKFT
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VY 
DRIMVKDWQP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DRLHYGNQFBCK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XCURERQKNGZA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZO 
VQFVWYWTHK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/MTOAK 
BAUUKKZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/BLBBP 
TZAIQJX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YFYX 
MUCFEQJR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XVUJ 
XMNUJKRH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ODIIBHMXITOT
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
IODDJWMRKXYZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZBASI 
ZLEUIXT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EGLYA 
DUUTVIC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IUWYP 
QTCMVJX

• Asia Pacific (Hong 
Kong) arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/QYFKE 
OYNZBIW

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TBECJBYQNBXC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
JQSIEDUWSFYP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/EYTE 
RDXVHXQV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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Control identifier Framework Control objective Control API identifie 
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trol/OISQ 
VDWKRRCE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MVKA 
EZVXTTBB

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LD 
CDJUSVTKXB

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JA 
NQXGXQTNGQ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DRPF 
ZFQUQQHG
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZLVE 
AYEBGQYZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AA 
RPXKLLOIUC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ETWPTXVQZWNZ

CT.KMS.PV.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PV.5 • NIST 800-53 Rev 5 
SA-9(6)

• Encrypt data at rest

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-eas 
t-1::cont 
rol/YTRCM 
NLDOMIG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FMPHL 
DLKZSVT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NYXTF 
GMOQSVF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HI 
QDPZTWODIP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
LRZPJJXMTXYJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NJSILJCBKKDX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ET 
XNAUTWPEDI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LCGFH 
ZWLQHQL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CZEKU 
UDDWAOC
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UADD 
UJMWUMFI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BIVK 
YUJTTVXY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AVZBAPUJNOPY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
NATXYLWHLDDY

• Europe (Paris)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-3::cont 
rol/KDMSL 
NRTXCVE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UOVVT 
TUXXEQE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WAPKS 
UOSFZCN

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LARQJ 
QCTXLKN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
OMHRJDQOQRNT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AIURGKGHIPSD

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/FAGT 
WHNUTYVN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/RNVM 
MPNXUUHE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/TCCE 
MCESVPGV
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OQ 
BQQOZGWDSN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XR 
NJTYFLZJTM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PHQD 
HCSBPSUO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DCTJ 
VTIEGIZC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/HD 
NDESSZBKHM

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HXQVWADEFLZB

CT.KMS.PV.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.KMS.PV.6 • NIST 800-53 Rev 5 
SA-9(6)

• Encrypt data at rest

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QRQAR 
DFSDXIL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LWZCU 
GNXNQEI
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KRHAB 
HPITGXA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DV 
FENXUYBYML

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XDCHZDYYYBWQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XPQJDEJNQREA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-cen 
tral-1::c 
ontrol/AX 
VNMAYTCTON

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TQQKE 
WSBWODP

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XQERZ 
WTPUQEC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ONPV 
YLTFRZHK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FBTM 
EVIZDZXV
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KXELCKQIWMYL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
HKDZIXZVNQIQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PHUVL 
DSBUNVE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BWONY 
XHSENHW

• US West (N. 
California)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/GSSEW 
CWPUIKS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/VQNID 
IRZNPXO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
XQKLXTJSCQKU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GLKJUHBWIGYR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/ZMAG 
GOBXQDLS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/IOAE 
QLAJYOJX

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/NIML 
BTLNZRTN

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ZE 
AWJURGDKTF

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IW 
AMOSCHKKOH
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KVSW 
ABXWGVDW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JURD 
OMCLQETM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LO 
DSFBKGRMCB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CKHYAGZGEYNQ
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CT.LAMBDA.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.LAMBDA.PR.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GFCPW 
DHPFTHD

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/COUMH 
GZRQFCF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VJIRQ 
WYHYDXV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FX 
FPBXFQPQWW

CT.LAMBDA.PR.2 6774



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BAGTSQZJEERJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LDXUXPGTHFTM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HL 
IQPFVKCLVE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/MJBVV 
BICLFWM

• Europe (London)
arn:aws:c 
ontroltow 

CT.LAMBDA.PR.2 6775
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/MKFON 
GAVAWNY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UILF 
BLLIQABG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YMYW 
ZTVHNPMQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LNBOCFPQISPJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
PUXILAKLQQYU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IRVLX 
VEJRTUD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MKVUC 
RWVYEWG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YSIDN 
PMMYOON

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JVMXS 
VKDKFOU
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
UXZDCQJYOSNC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VYEPJCYALYAK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BORK 
YWUAXJKK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UIBD 
VHMMVAUF

• Middle East 
(Bahrain)
 arn:aws:c 

CT.LAMBDA.PR.2 6778



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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ontroltow 
er:me-sou 
th-1::con 
trol/RMYY 
TDRBRHYM

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XJ 
MPXBDGZYCY

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XL 
AKVGWNSZVU

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/LPJI 
PJVEVHOK

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.LAMBDA.PR.2 6779
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/XWZG 
MYTSSZAC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YS 
KEYEFCQHZP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XFYXVAYPOGYG

CT.LAMBDA.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.LAMBDA.PR.3 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BVIJM 
EJXIWAP

CT.LAMBDA.PR.3 6780
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HEQUK 
YBHEVKM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UZZBQ 
ASAXGUJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FE 
LBWGXPFUJB

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ORTKUZLIVKOW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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rs, by Region

• PCI DSS version 
3.2.1 2.2.2

er:ap-sou 
theast-1: 
:control/ 
ZHVUGGWVVIBX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TE 
BUKOZUOMUU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BVYPR 
OWTAFIV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/HBVCD 
XCMWQXG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AQDR 
YJFPHMSW
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OYLH 
PRXKQADB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WHXWCLBQBWBC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WOQSTHULHXBB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IJVOX 
ESXUCQJ

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/ANRAI 
FWUPJNN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GPNJQ 
IYPIURY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/PZWTI 
ELYIZTE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CLTIPWNNUWFU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.LAMBDA.PR.3 6784
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theast-3: 
:control/ 
MWERAVUHAGVJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OUQC 
UUFMLXQY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/QRUB 
HQKOLDEO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZQNE 
WWQNHOCA

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XV 
IHEYZMIVPD

CT.LAMBDA.PR.3 6785



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WK 
GMNYMTIOUY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YVGI 
NZGKBDRB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/OUAK 
OUKARUHA

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/MS 
MKHOTQFYUP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
RPXKXCXYTLEA

CT.LAMBDA.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.LAMBDA.PR.4 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XOXGP 
FEWMXYQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RNARZ 
BOWKHIP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PAVLG 
MUCWQJJ
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• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PM 
HQAFGLASNE

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DFIQWZHSSNZY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JRQNMMQUXFVX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PA 
CONHNZQYAF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/MYNQP 
UTAPPHV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/QLUVO 
LECEOBI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IIPL 
OXPQWIWC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BZXK 
MLBAUXJY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JFSZBXDKTWKB
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UKOEKFDBEQKA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UUIQO 
LJJWCSO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QFUSE 
DARBJFK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OQKNX 
SQRWEEO

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.LAMBDA.PR.4 6790
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ontroltow 
er:ap-eas 
t-1::cont 
rol/GMZAG 
JHNXSKP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ZGTSAFJLTNER

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
PJENJYVYITLK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YYQI 
XBRIPJHJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/JREQ 
FLRKPLTJ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZRAC 
MNDXAWNY

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UM 
CFTGGINALH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WW 
DZVOAOVTRP

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DTWY 
WLVUTWGK

CT.LAMBDA.PR.4 6792
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/VJSW 
ZAQROIJF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/TO 
IDRTXYMDBV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HOCXBBCNZLKK

CT.LAMBDA.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.LAMBDA.PR.5 • NIST 800-53 Rev 5 
AC-2(1)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 

CT.LAMBDA.PR.5 6793
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• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/KHFBN 
SFLXLFU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KLURU 
NQRSOTC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NGOSL 
UFFFKZU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AW 
ZAQJTRTTFM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.LAMBDA.PR.5 6794



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
QZPPEVMDCAYU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VWPMCLITUBNJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AR 
MTHJNNVDCD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/MDQQQ 
EWXASLO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YLQGB 
ZFVJHHF
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SYNF 
EUHOJIFI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PCXK 
SOQRFOJG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YLLDFQWUTMOQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BEAYVEJMKAZH

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/GIJHA 
EAJFHIV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DNBAT 
CDTCWHT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OFUJN 
IZKUUTH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/TOUJW 
QCHMRTH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
PMHEGULRZVPO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RQSBSQZIJMEB

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ZLFY 
YHFZKLJK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UDPW 
LFKXATVG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/COSB 
EYHKJWRD
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WX 
UDGXVLZMCM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SE 
LWUJIJATDK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/REZQ 
WRYAQMTV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PECE 
AWGHZUHR

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/CF 
KCOTSVGFOL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UEECKADLRWFR

CT.LAMBDA.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.LAMBDA.PR.6 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UZMMJ 
BJQMQZK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KOWWB 
EWWDHEQ

CT.LAMBDA.PR.6 6800
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• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SRWDR 
ZQEYMCW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DI 
YTGMGAPPGV

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DOXCJUNEAQCI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VITKCWEDWFWW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/DE 
FEEGBBWNMG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QXXQD 
GAQAXXW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JZTIC 
QHAKTAT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CHNM 
HTENMIPB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XORG 
KKZRAMGT

CT.LAMBDA.PR.6 6802
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NFIDIZDUGHTE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KGDGFDZTQXAD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BGUYY 
ODQXMJF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NECDS 
RJUJGJP

• US West (N. 
California)
arn:aws:c 

CT.LAMBDA.PR.6 6803
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ontroltow 
er:us-wes 
t-1::cont 
rol/OLJVZ 
HFTBBQX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DMNSQ 
NCZNIVC

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
LVDYJRBNZIDJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QIZTBZNUZBKX

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.LAMBDA.PR.6 6804



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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trol/QAMS 
LUZWJHTS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/DEWA 
WZECDNWD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KHSG 
XAHNQPIF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FS 
OFPVGUVXHI

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WI 
IRWSRTEYBB

CT.LAMBDA.PR.6 6805



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AZAD 
VQDRVPAL

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HAUI 
LIYSYSQR

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/IF 
TPIUVRSPPU

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KLZCJQZASASQ

CT.LAMBDA.PR.6 6806
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CT.LAMBDA.PV.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.LAMBDA.PV.1 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DHHUN 
DPLAEDH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AEVUG 
RANQIIR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VBCTZ 
JHNUNDG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NZ 
LDFSAFRBWL

CT.LAMBDA.PV.1 6807
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LLYURTIBPPYU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GQHTNZUZUNGF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FF 
TEZONPHDUJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BRGLC 
IPEZUAS

• Europe (London)
arn:aws:c 
ontroltow 

CT.LAMBDA.PV.1 6808
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er:eu-wes 
t-2::cont 
rol/XNQVY 
LKQAQHJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PXBK 
WTAFSWHJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BFBV 
YIEXHBJM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WCLDUBRECNQB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.LAMBDA.PV.1 6809



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
BMICNUYEFUYP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/SIUAL 
BLGDTMO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CHPCW 
COGYSCZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UQSFX 
DRYFMHT

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/SPMKG 
JCCJOPN
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
QZPCHXXRSNQQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
WKRQCRPWLTIQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HZNF 
IYMPMBMR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PSYZ 
RCXFCVTV

• Middle East 
(Bahrain)
 arn:aws:c 

CT.LAMBDA.PV.1 6811
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rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/REBD 
TZYVQTHS

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KC 
CLIDVTAYFJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/EZ 
DDUOQUXMKK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VPCH 
UDLKOFXZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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rs, by Region

trol/SLMB 
VWJDNKMX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/KG 
BMFJEROMKE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
TEVRXVTDQJPB

CT.LAMBDA.PV.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.LAMBDA.PV.2 • PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZODWN 
FXUUYOO
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• PCI DSS version 
3.2.1 7.2.2

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KFAOI 
VPALKDH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JGPQD 
ZGKSFMU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AM 
WDCROIIEIR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DLCEGPCZVKVR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
XIGDWYXFDNYI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GP 
JAJNASBGWV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OWRKZ 
HZGUVYV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/PYKTK 
PURQELQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SMCU 
FBYWBNYT
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GVZQ 
JUVYWDCB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QZRXZBUCTPUU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
CKUNXXZIGPCO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MJDNU 
HXZAXBB

• South America 
(São Paulo)
arn:aws:c 
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rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/BPKXR 
BEKVJQT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FEMIY 
YGGMEFS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DMQNS 
KCJEMGE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
YBOGPLNVDMJY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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rs, by Region

theast-3: 
:control/ 
NQDLCWOTTWYE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/XKHR 
NISMIPCD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OESC 
SLVHVSLE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/WWCF 
PCARGEZV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RD 
HGXRNYWRGS
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ET 
IFLDQRNDGM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PTQG 
PZHVIZYL

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TJFQ 
QZICEGUH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LH 
DBIAJHZPLA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.LAMBDA.PV.2 6819
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
JMFYXCOPFTXD

CT.MQ.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.MQ.PR.1 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve resiliency

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MQQZT 
EMPUGWI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZTCMA 
ABBQGAV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZFWMK 
YOIAGSE

CT.MQ.PR.1 6820
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SF 
QDJVTLHWNL

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FFGVHTGZXPEZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YSERPGVIVTQY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EC 
CIYSNDAQTE

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.MQ.PR.1 6821



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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er:eu-wes 
t-1::cont 
rol/KJXYK 
UOPPURV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/LZZVH 
LDPXFPK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AEBZ 
TYVZDNRC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KBSA 
GXSAADUW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RJIZKYGOAOPQ
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rs, by Region

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UCILLEAJEUIJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZHDMQ 
VITAJUY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CTBRO 
ZHZFSHH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PTWZV 
CAADPQK

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.MQ.PR.1 6823



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/VTBBZ 
HEVNVOI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
IXDXNGQKEAPR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
UYXVFZSKTUBK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HBCO 
AJEAFXDU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/WSJW 
KPYQTTNU

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/TBBQ 
FXAWASFY

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DT 
YFZYAVIEEX

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/QN 
ZQMPOVQBVF

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JQCZ 
ITBAJQHZ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/WTWV 
LYJWRKSB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FL 
OCYUQEBTGA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YWVSXWGEFXUC

CT.MQ.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.MQ.PR.2 • NIST 800-53 Rev 5 
CP-10

• Improve resiliency

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
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rs, by Region

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

ontroltow 
er:us-eas 
t-1::cont 
rol/VHAFX 
JTXTQMY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SBNYX 
MCPJYYF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OMCJZ 
WMYHEVZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LU 
ZXHFYGBRHQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
SWVPVFANFTMW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UXKPREDRSLDK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XM 
KXPSLJXIZG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JYTBU 
ICKDUSX

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/AEXPY 
FQBEDBN
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SMHU 
JLYTMHMQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OYDK 
TPAMRYBE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QJHCRLOLAACU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
CKSKRIHJFKXX

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/WBVRE 
AMAQFHU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CRLRJ 
HOTNOHP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BFHEA 
UBRZHYC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DXJDW 
WZOTRYO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
NHVOAEYKAXPI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CXVLQMRMZNCA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/KZIM 
AUHEPZMR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/KJEU 
GEKUNLZZ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LAHF 
JWQEUILJ
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/MD 
LSDLWZVZRU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VH 
BKUESUPAPS

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AUWZ 
OWMMLNBO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AVWB 
MTCGEFMZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/AP 
UBWCZATBZK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EZYJLTELGEJZ

CT.MSK.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.MSK.PR.1 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SQQDZ 
TSFFFIB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NVDOZ 
WNUFIAS
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rs, by Region

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MVIJO 
ZVGIEAO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MN 
IRMHULKCQS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BNIVUZKPMVQN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RDGYYRDGSFHX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.MSK.PR.1 6834



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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er:eu-cen 
tral-1::c 
ontrol/NR 
GTNOBYFTGX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UWBXK 
PTYRJSZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KVVDE 
ADXQKNC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XOXT 
XFXPXMEA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BTWM 
DHYZHDAI
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rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AGCJFRAOJAQH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UQTBILPKYTBY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IUSVK 
EKARNAG

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YUFFN 
EEGMKJB

• US West (N. 
California)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/LEYMW 
RQCEHWC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/VJKSJ 
UWKZGRN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WCDCFFYFYMDE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GRETECLSQPSI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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rs, by Region

trol/HUKY 
WXEGZLOQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/BAHW 
MNPELSAS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LPZM 
RIAFLVYV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XV 
CSKWQARZXH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/KI 
LOKNWJSYZQ
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rs, by Region

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TJYP 
FSDYTZKS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TWCR 
BSOGZPFF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/RD 
NFSPNYDEYE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
OULBRFIHYTNN

CT.MSK.PR.1 6839
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CT.MSK.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.MSK.PR.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PZUJV 
IDWDHOM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XVUHN 
EQBVNVW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LRMSV 
VUASUPE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MU 
NQHOJYUZAJ

CT.MSK.PR.2 6840
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EHTOBZTBSZXK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KDUGEVWDHRHO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SK 
RZGWYWSIPS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TACKP 
JYYNVWA

• Europe (London)
arn:aws:c 
ontroltow 

CT.MSK.PR.2 6841
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/KSSKN 
NHQHEXB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FEGV 
RWHEVDRB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XAWV 
JZRSTADX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KGTZSYXABUIQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.MSK.PR.2 6842
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
PQSCRPWAIGSI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LQDET 
GYRPNBE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MSCNW 
GCTYWAG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MBUHF 
HUIBMAP

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/WNVHO 
CPCOTRR

CT.MSK.PR.2 6843
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OJFGSQYYLTTD

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GOPUMVIQUABN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/SWIA 
IGYRDQCA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YXNJ 
QQTVFNIS

• Middle East 
(Bahrain)
 arn:aws:c 

CT.MSK.PR.2 6844
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/QKQN 
QZXTIKKH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/CD 
ZVSZMWQBHP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SQ 
BOPTGLLENJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/LGRH 
BZUSXUXO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.MSK.PR.2 6845
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/SBET 
CCVKPNIU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AK 
SHVXVBYCWH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MEFCJWCHCRQA

CT.MULTISERVICE.PV.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.MULTISERVICE.PV 
.1

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JBVFP 
CBYGPJM

CT.MULTISERVICE.PV.1 6846
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 7.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TIXUR 
CHHVCLB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZTCMZ 
TIAOUEX

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CU 
MNVXPZBGRY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TKFQGXOBPOPS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.MULTISERVICE.PV.1 6847



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-1: 
:control/ 
LSENANGXZUZZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TX 
GPJWIFOIGP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LGTPY 
JYCCRAP

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/PFPYS 
CVEVJTP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FEJA 
NOLACBIZ

CT.MULTISERVICE.PV.1 6848
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OLQB 
AKMRJYXE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BLXDPWEXTKRA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
MPJQGLAIIZEM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GGAWF 
NTSDAEQ

• South America 
(São Paulo)
arn:aws:c 

CT.MULTISERVICE.PV.1 6849
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/XTXHS 
ACQYKWD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KXUQF 
QQTDUTR

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CWTMV 
EHXOTNW

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MYZWLUGJMTLG

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.MULTISERVICE.PV.1 6850
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Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
NSDDZGMMKNER

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TFIG 
QZAEMVUX

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VXHN 
RWGNCBCI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/UOJZ 
HKRFGHPV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TN 
PYPLHKBYQN

CT.MULTISERVICE.PV.1 6851
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XY 
EOCXGQGPIL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DUBE 
SZEORFLO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/QOUY 
ADIVTWNB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FY 
HDZNZGYHGG

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.MULTISERVICE.PV.1 6852
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
JUMCMTEBPIHO

CT.NEPTUNE.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NEPTUNE.PR.1 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.7

• Enforce least 
privilege

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VVYTT 
DIRYZIC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HHYQQ 
NQRWPTR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OIAIW 
VBPDRZL

CT.NEPTUNE.PR.1 6853
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IM 
APSYUKKCBZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZBNZCKKEFZPZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UKYLCMUZFQMF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TO 
IBCMWTQULC

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.NEPTUNE.PR.1 6854



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-1::cont 
rol/QBMPF 
YNYANKO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TQGVM 
TLQCLVJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JCSH 
AIJVQJPN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HKUT 
EITUOURQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FIHJPXZCWDUV

CT.NEPTUNE.PR.1 6855
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WMPRSCMJEQPR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XPUCI 
KNRWZQY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BIMAE 
RWOCWOC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AGSWU 
BESEOXW

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.NEPTUNE.PR.1 6856
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/BQEHC 
QGVUZAL

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ZCYILJXNYJPS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VRVLPEXHUHRR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/VSKC 
NZBJMSDL

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.NEPTUNE.PR.1 6857
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/ERYI 
KQHLGOSR

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/JAEB 
JWGZUZIK

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XN 
EQNATMDCOH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XY 
VGUQMPBHLO

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EDCF 
DZFLSLTE

CT.NEPTUNE.PR.1 6858
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/GCID 
LPUWZZSC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/DM 
MWWJNLMZZA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EMRQQNEEYXAN

CT.NEPTUNE.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NEPTUNE.PR.2 • NIST 800-53 Rev 5 
CA-9(1)

• Improve availability

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 

CT.NEPTUNE.PR.2 6859
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
SC-5(2)

• PCI DSS version 
3.2.1 2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/AULKJ 
OKXSVDI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZHXCJ 
VNWNCCQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GPMNZ 
XUWJXSR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VF 
QOGQVHFGGE

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.NEPTUNE.PR.2 6860
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
EPHJMXQEYSVC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MKEKOWUXVHEC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BF 
OILRCAVCCO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WXRTD 
NJWPQOX

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/OCSPX 
MPOABNK

CT.NEPTUNE.PR.2 6861
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LZEH 
PWYXYBNV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/USKY 
FIQHPSRG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WBFRUHNLHDQY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
NACPTUROMGYT

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.NEPTUNE.PR.2 6862
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-3::cont 
rol/ILBYO 
EBHNJPW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VHPBM 
TMAGERS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YSOAF 
XOUVDMZ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MNXLY 
FLERVOH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.NEPTUNE.PR.2 6863
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rs, by Region

:control/ 
MQCMSSWZMSNP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RBZJYTJVKEHN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/CPEM 
PXZLTSTB

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NCHI 
LLHMRKWV

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CITQ 
XSOCSZKP

CT.NEPTUNE.PR.2 6864
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TY 
XJKFWHUHHA

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JP 
OGMCFZRQDK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JHJZ 
OWOQKSQQ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ALDJ 
GKDLKYSD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.NEPTUNE.PR.2 6865
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/PA 
KICJQWADVT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IJPZWNXPUXES

CT.NEPTUNE.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NEPTUNE.PR.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZVGXW 
MKLNOCT

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DUNNS 
UBEGAMH
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• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CKBZY 
EFYGFQG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BO 
NSNYFHTQYM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GQZRECITMLZC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HXRJRJSRDQBB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/GQ 
XVHTLKFULO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GFECI 
TKOJIDB

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VRONL 
ZOJVXSF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RGGB 
NARHYLPC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DSCG 
RLDBSTVB
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MPXCNSRKMDRF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
LPFIVZUROOJJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EEFOB 
FRQOZLO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PHRBY 
WIDRHTW

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/CZOYF 
PWHMMZD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/THFQX 
QZMWHWZ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WUVFSNJYPXZY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
MEYIGJFZNYVR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/VELC 
DMBUYSDH

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/MAJY 
UEOFRPCV

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/POYF 
LOMZJKGT

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TG 
FIVIAQMYYH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DA 
THNOLBMKAS

CT.NEPTUNE.PR.3 6871
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UMJF 
XSSLQXOZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AUXN 
HIKWYWOM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XV 
YPSSGWQEMK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
NXKULGHRFXPV

CT.NEPTUNE.PR.3 6872
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CT.NEPTUNE.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NEPTUNE.PR.4 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(1)

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
AU-6(5)

• NIST 800-53 Rev 5 
AU-7(1)

• NIST 800-53 Rev 5 
AU-9(7)

• NIST 800-53 Rev 5 
CA-7

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ONFZF 
WFIMSQN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JDYGX 
WIKJYDZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JSFAC 
LSPAAKM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OB 
NEBUDNRRQH
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• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-20

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-4(5)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ICNUQORDNDTA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WNMAYPTTNDEJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZL 
NXPZLYQOKG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XWJID 
BFMFSIU

• Europe (London)
arn:aws:c 
ontroltow 

CT.NEPTUNE.PR.4 6874
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• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

er:eu-wes 
t-2::cont 
rol/ROEMR 
ZGOKQFG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CQKT 
UQPFGNZN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EKPW 
QJMYXYJC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GJEVNGPGKXIW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.NEPTUNE.PR.4 6875
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:control/ 
TTUQITYQNLQX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KMOMZ 
HHLSJWK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LAOWK 
RUXEWCI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZAHCC 
DVLHWGD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CVRZO 
MASWHHH

CT.NEPTUNE.PR.4 6876
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
IOWUKZDWGONS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CETXVRVGQUKY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OLIY 
TOIMRZCM

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/QXMA 
AXPCKZFS

• Middle East 
(Bahrain)
 arn:aws:c 

CT.NEPTUNE.PR.4 6877
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ontroltow 
er:me-sou 
th-1::con 
trol/PGRA 
TNEIHKBS

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ZH 
QJPXBOEXCR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XK 
PKBPMMDZKQ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JOVZ 
FQYFBTRR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.NEPTUNE.PR.4 6878
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trol/SQJJ 
LQFWDYLT

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PH 
QRDGGBMYVR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EKFELZAAQZPG

CT.NEPTUNE.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NEPTUNE.PR.5 • NIST 800-53 Rev 5 
SI-12

• PCI DSS version 
3.2.1 3.1

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NRKJR 
TZHJLPU

CT.NEPTUNE.PR.5 6879
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GGCHH 
GUQKXAE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IIJZN 
AMPKSOS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VR 
SCWUWXSKOO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HNYWAXKKADCC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.NEPTUNE.PR.5 6880
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er:ap-sou 
theast-1: 
:control/ 
LFORACIZCHRB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HJ 
ZPJJVXQESR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DGTIM 
IBUIKZV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/WXGMI 
TOBWCMX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IBHW 
TDKBHOQR

CT.NEPTUNE.PR.5 6881
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VFHG 
VCTVPMQF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FZTDZJZCFWIV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ILVYLTZPOHWB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QFWSB 
PVIHIIC

• South America 
(São Paulo)
arn:aws:c 

CT.NEPTUNE.PR.5 6882
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ontroltow 
er:sa-eas 
t-1::cont 
rol/KAOCD 
XVZVGYR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IXTSK 
MKZWHMG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/VGEOC 
PJNBAUE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OTVNXEOUUPBR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.NEPTUNE.PR.5 6883
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theast-3: 
:control/ 
AFEXSGMDSATC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/KAON 
KKJAVXIY

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/RBOC 
ORVIYGTI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/FHDE 
QVJNEKKO

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UE 
FOVDHBPYOP

CT.NEPTUNE.PR.5 6884
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/NE 
LJWTJJPTYO

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EIEQ 
GAVIHYZT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/GUZD 
YGGUCQEF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LV 
FHIRHHXDNP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.NEPTUNE.PR.5 6885
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er:ap-sou 
theast-4: 
:control/ 
OURFPROLDKAV

CT.NETWORK-FIREWALL.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NETWORK-
FIREWALL.PR.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 11.4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MOWFC 
DWVPVGY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GGCHB 
PSTREXK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AHRCA 
BRNZNQM

CT.NETWORK-FIREWALL.PR.1 6886
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SI 
IOUKQWZSFK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ITJWVPIYBVEB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VALVPGBFFRBG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JO 
WPYQPSKHFY

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.NETWORK-FIREWALL.PR.1 6887
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er:eu-wes 
t-1::cont 
rol/JCRWU 
NVVLOXY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ISNZY 
DYDKGKX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HUIW 
IDBGYYJB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SEWC 
MVQOWXZF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VTAPSFMTMEPO

CT.NETWORK-FIREWALL.PR.1 6888
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
MKTMBJSACTFI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VOSZJ 
FYQWKNN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XAHWA 
UUTZFGI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RSWJS 
OQSPLGG

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.NETWORK-FIREWALL.PR.1 6889
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ontroltow 
er:ap-eas 
t-1::cont 
rol/CEMWK 
HOGONEX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ETUWZLERTVQI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
KFPGHTQXQZEY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HOIE 
WDTLWCMZ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.NETWORK-FIREWALL.PR.1 6890
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trol/IUMI 
PAUHWACS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RRRV 
PETQNOYN

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UN 
RUVNFQMQTS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/FK 
DEUTBSPQQZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ALCD 
FJHBSWUF

CT.NETWORK-FIREWALL.PR.1 6891
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rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/UTNK 
NMWKYEBF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YM 
XZYJKHEXNW

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
OUYOBZFVVXCW

CT.NETWORK-FIREWALL.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NETWORK-
FIREWALL.PR.2

• NIST 800-53 Rev 5 
CA-9(1)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 

CT.NETWORK-FIREWALL.PR.2 6892
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rs, by Region

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

ontroltow 
er:us-eas 
t-1::cont 
rol/SXRZL 
KJBMDWS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IWTSV 
OSLDTBS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DBQIN 
FJQURTI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GT 
FHCKELKRXJ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.NETWORK-FIREWALL.PR.2 6893
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rs, by Region

:control/ 
JTCRHWTVYTMB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IZHFDRGPHJYF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GT 
UXAMBREPYK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HOVYK 
EEFTIGU

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KDGIP 
SOLEUPZ

CT.NETWORK-FIREWALL.PR.2 6894
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZLXE 
YHKEBBOW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZJXS 
BKPNKOSO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XXDJJPDXVVTT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SDCRNFKTGMMD

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.NETWORK-FIREWALL.PR.2 6895
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-3::cont 
rol/TMFXX 
PMEJCKA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ERXMH 
KYKAWSC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NKALW 
PJQEMGP

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/IGGMC 
FBBHYCG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.NETWORK-FIREWALL.PR.2 6896
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
MTPRETPWRQNM

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VUNCRJLJDFIO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ERYD 
UHMYMURH

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/RSVJ 
LVHYRQNL

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/FOET 
EMTZEZFR

CT.NETWORK-FIREWALL.PR.2 6897
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TK 
QZNLWJYRZK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ZL 
WUEANEGUKI

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/BUMC 
KVFUMSZX

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HYPT 
JDAYXNHH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.NETWORK-FIREWALL.PR.2 6898
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/QQ 
CXXWJNOWEB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IPVFMIRAPIGA

CT.NETWORK-FIREWALL.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NETWORK-
FIREWALL.PR.3

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PQSYW 
ADLSXIQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QCOLR 
THQOZKD

CT.NETWORK-FIREWALL.PR.3 6899
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rs, by Region

• PCI DSS version 
3.2.1 1.3.6

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CBTUD 
PFAKVKC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YZ 
YEDZMRQLKG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JFLLDLXJUPDD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TKVYXDHYRAET

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.NETWORK-FIREWALL.PR.3 6900
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-cen 
tral-1::c 
ontrol/EU 
XJZRQMLYNG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WQSZO 
XOJGABB

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/RLWYK 
MFOMTHK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IXIE 
KMHOPXSA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VBXM 
AKCXQCPJ

CT.NETWORK-FIREWALL.PR.3 6901
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rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NPXRMXOWRHBB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XFESNQJWYRZV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LAGHS 
XBMEPCR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HGQPO 
DHBJRUD

• US West (N. 
California)
arn:aws:c 

CT.NETWORK-FIREWALL.PR.3 6902
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/HWHGL 
JZTLCGZ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/CWCHP 
ODDCPBB

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ISPNAEMQQYUG

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VCMKHWLPDXBS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.NETWORK-FIREWALL.PR.3 6903
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/XRAF 
MHDNTZXJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AUWS 
QHUOWBSO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/NAVP 
EPWJBYWC

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/YG 
KFLCKHIGYS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MD 
VWFMYJKBVA

CT.NETWORK-FIREWALL.PR.3 6904
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rs, by Region

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VETV 
ANXGMHXZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RFDN 
THGJELTR

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/DJ 
CDHEBKQHFM

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
PIPCLZWMAQUL

CT.NETWORK-FIREWALL.PR.3 6905
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CT.NETWORK-FIREWALL.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NETWORK-
FIREWALL.PR.4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OFYAE 
XYSCBOV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KMIMX 
OHJDVNW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VOEDR 
ZGRSHEV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QB 
ORBGFWFGIX

CT.NETWORK-FIREWALL.PR.4 6906
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BOZPZUYFXHUQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AFHBFGRQFBMV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TY 
HKWOJMOLGM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GPDND 
ENLPHWN

• Europe (London)
arn:aws:c 
ontroltow 

CT.NETWORK-FIREWALL.PR.4 6907
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/QCBVH 
DIASDKR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CSIF 
NPQGKXWV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VZAF 
YQVTASYJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NVRIPMNHUXMS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.NETWORK-FIREWALL.PR.4 6908
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
ETWPTTQYSUZG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PSXIX 
HKFMZYD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TQEZI 
BLEAPLP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CWUAN 
EFBSYHT

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/OXBWN 
YZSDNXJ

CT.NETWORK-FIREWALL.PR.4 6909
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PGEABSLQNWSZ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
TXSZCXGXZSSN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/VFJY 
JRIWCXTJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/QPYE 
RNZEOVFW

• Middle East 
(Bahrain)
 arn:aws:c 

CT.NETWORK-FIREWALL.PR.4 6910
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/VAMN 
EBFICAGE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/IT 
FUJRZDNXBC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/HY 
YFUKRTDISL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YTUW 
MVCGZMBR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.NETWORK-FIREWALL.PR.4 6911
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/KTZY 
TMWBDRHP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QE 
GKHNAVRPTN

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EAMNVEPGNHRA

CT.NETWORK-FIREWALL.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.NETWORK-
FIREWALL.PR.5

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YDTWT 
SMHHQET

CT.NETWORK-FIREWALL.PR.5 6912
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SI-13(5)

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BYVZA 
TKHREIJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZDGAR 
GCZBRFO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JN 
LBIPKXYYSI

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WBWNIXYIRGJG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.NETWORK-FIREWALL.PR.5 6913
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-1: 
:control/ 
JIUDDMVXUNTX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PP 
RQOFYBMLWE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YJUCH 
DZFHZCE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KQASV 
JWTIWQW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MIVM 
BADGFITX

CT.NETWORK-FIREWALL.PR.5 6914
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DOJB 
IXUZZFQD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LUKCMXOPMMCE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AYSFSPBIZDPJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YHGHT 
NJVIFPU

• South America 
(São Paulo)
arn:aws:c 

CT.NETWORK-FIREWALL.PR.5 6915
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/ZIOGN 
BGBLKOT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RGETF 
SGBKEHF

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LQTKG 
HEVEHHB

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PZZQCSEITCRL

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.NETWORK-FIREWALL.PR.5 6916
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rs, by Region

theast-3: 
:control/ 
JVTNUXCWXDNN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AMRI 
RKFDCRQQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YRIO 
WAKIKPBI

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/VVEZ 
IUOYBNTX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XW 
LUUAZOREAS

CT.NETWORK-FIREWALL.PR.5 6917
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OO 
YQFEWCJLCI

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/XXAI 
DIGBWOYG

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AOIK 
XRLDQGDB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OR 
XIGVIYIKIK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.NETWORK-FIREWALL.PR.5 6918
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
ECKHABEFONXL

CT.OPENSEARCH.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.1

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-4(26)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RIIBJ 
UAGRIHM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZKJKS 
TRBBZVZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LIWOV 
OJLBRAX

CT.OPENSEARCH.PR.1 6919



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DY 
HUHTZMANYT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZKCZQKAZSTAI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VIMTCPWLJSNN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KY 
NVRIQMLTBN

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.OPENSEARCH.PR.1 6920
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

er:eu-wes 
t-1::cont 
rol/MUMEK 
FGKATWE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/RYGXU 
ZLZWLSW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LFGR 
NFRJMKXE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZBDN 
HDIOZEMY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FGYTCVPCXEGE
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• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-13(5)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(6)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 10.1

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XFOEOJKEETKE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QUXXZ 
ODONXRY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PHABI 
CPTLMTC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DZKPT 
XADQBLK

• Asia Pacific (Hong 
Kong) arn:aws:c 
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• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 4.1

ontroltow 
er:ap-eas 
t-1::cont 
rol/TNDQH 
FJXDBPS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BZMOURJQBWKA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
TEXJPFYIYIRT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BIKT 
RNYRJZOC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.2.1

trol/SQGK 
FIPVDSTL

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/HGHT 
OHZXLQHR

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/OS 
IPIFATXXHO

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YK 
SFVHHVWRUZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/RQXY 
FZTDBGCS
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/STQL 
ABAVRXQO

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/TB 
XMTAFVCDWJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
QGIEHLWASGGX

CT.OPENSEARCH.PR.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.10

• NIST 800-53 Rev 5 
AC-21

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 

CT.OPENSEARCH.PR.10 6925
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• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

ontroltow 
er:us-eas 
t-1::cont 
rol/AASJR 
FPGBVMO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QZXAA 
LUVUXXP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SMJAA 
EIMFEDL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CU 
KNPGFNVIVZ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

:control/ 
JUUVIFSWJWIT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LLKOQRPPPWTV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CY 
KUSFNSTJZZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TJZKD 
XZQBHAF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VYKPK 
MDZGQIW

CT.OPENSEARCH.PR.10 6927



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FOCM 
HCPHMGIA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VOXP 
JBUXXXSH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XRNYJUFPDRET

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YTWEMPALPIMN

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/KGQIM 
WODUHUH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UCCGQ 
WSINGEF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EKMQU 
DHBJGTX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/BHBQI 
YXUEQMK

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
WTKHFUNAHSRC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
PGHNZNEDFFYC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OOWB 
BDUGZXPK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/GAER 
OJSFBVFU

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CDQC 
CVMOQIDD
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/QC 
KSAFPOOKQD

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VU 
LXBGHMFRCG

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/LSFH 
GNPMFOHV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/KJPZ 
FVGAXUSQ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/YF 
GVTIUSFTEA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EVJTHCMSEQQX

CT.OPENSEARCH.PR.11

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.11

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LSGSW 
JZPSQLN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XEOVA 
XSGANOW
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• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 4.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PRTVH 
UYCEBIA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JJ 
JBKFBKOIFL

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YBEBQCIZYYLW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NRCZHBGZPNFI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/RY 
UKNMPZHEOE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DDNSA 
GXFVZYE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/RBAIG 
ZPHECPA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AMIY 
CNJHXFZG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BPRG 
FRVWRLYQ
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SHXZHXDYIIEM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BBXSREYFFRMS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IYYIW 
MLMYEGN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CSBQQ 
WECHTXL

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/ITXUJ 
RWDZCIN

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/XIKCX 
GOTLKEJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
SVWDDTCGVTOR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VZMEQZKMKZTD

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/KZQC 
IJBAVBFU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LEHJ 
KCAWOHPJ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/YAZJ 
CIWWHQLN

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SK 
ZXZATSLYXJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/NZ 
UIIJPXVQDJ
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TZUJ 
HBAATELA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/XOAO 
JPZFFESJ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NX 
TCIITQHWKW

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LUZFSXFQSKRQ
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CT.OPENSEARCH.PR.12

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.12

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GDSON 
MYFZRLF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JXKVV 
KUICIVI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AOMKM 
LLKIJHL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GB 
ORBUKXVXWV
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• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GIVZCHZYHVFF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ABSANFLGUHSE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BP 
DFIRXUUCOO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YHCHF 
BWNQKEM

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ABQEJ 
NCVZNTT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UIQW 
GZTLAHXU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AADY 
UONVCYLF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LXMWYMCWWQDQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
FLPLZPRKQSRW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HIGDE 
ERKYHKS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VCPRG 
ZXWFHWH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TJDUF 
YTASRZU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MTPHR 
GYMTXNZ
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
GXDBIGPNJLKC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
PFESRXEPJLXF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YZFS 
NBZYNGBN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SNIF 
QJTWZTDE

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/JEYP 
GHUYMGGL

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FE 
JRRCAXKHDZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/QK 
HWLPCVKOEF

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ITLJ 
TQKWUNYO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.OPENSEARCH.PR.12 6944
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trol/GAEK 
XUENNOTD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/DD 
LIELBIQHXT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
EIGXMDVSHDTY

CT.OPENSEARCH.PR.13

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.13

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SFXAL 
XZDGECS
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• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/USTIO 
XRNYFAV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XUNNA 
BZCEQYZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MH 
OCPNBLGBET

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LIQKLRNJWVLN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

er:ap-sou 
theast-1: 
:control/ 
MSQLWOZPLNJR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZS 
JSCMIFQYHQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZOCEL 
NRKWSQC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/EGIAP 
DZCHMOG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SLMG 
ZLLTGPDT

CT.OPENSEARCH.PR.13 6947



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XRXY 
SFHHVRGW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BOWBHCDYIKIV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
IHQJBYGOYRNJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WWWKE 
BANHSYO

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/CTHVP 
VEZJBDJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PMWAY 
PJMSHES

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DRJJP 
MHHMDLX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CRYYGMVAJETX

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.OPENSEARCH.PR.13 6949



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
OCIFQRYXYVRZ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/SIJL 
MHUMIBEA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/IIUI 
GPGDAKKS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZABU 
RMYUXTCP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AF 
CGOVQGNLBG
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XM 
ZAQADYESGL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EEOM 
DYLLXXFF

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/FNRI 
XBVIOTIF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XD 
VWRCLWBTPB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
QAAEWIBSKHVB

CT.OPENSEARCH.PR.14

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.14

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GXAUY 
PCLBCBS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JKMVK 
OYUMAPQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CFWVM 
YGFBCAX
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BH 
KRHJKOIARA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HYENHQKNDJCT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XBNRHLHSYAQW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SB 
AGREZDUTQH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/OMMRA 
DBYMVNJ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/LLSYO 
VEGXGCJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BAKG 
LCSOQAJV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/POFY 
FDIMHQKH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AVEPZTWUQOHV
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
OOELHVJWNSQU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GVQQK 
JDZIBUM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FCOHM 
GYYZGMQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ERMHC 
HCHXXQM

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/UBVVZ 
QBVUCCN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
DSVSBRMWZIKQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VXVTTKVHAVTX

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HZEG 
OTZOHZQB

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/COTP 
YWONNCWV

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZDYN 
QADBTKIZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/GP 
ETDJRRCPRN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DF 
GBJORYMMNY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PWCY 
CKZXADUQ

CT.OPENSEARCH.PR.14 6957



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZRBR 
JYCVYSIG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/HF 
XEUEXQDHRR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
WAZDZCMZOCTV

CT.OPENSEARCH.PR.15

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.15

• NIST 800-53 Rev 5 
AC-2(1)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
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rs, by Region

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/QFQQF 
HUFYOKF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DYLED 
FCOIYCR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JIEHZ 
XZFREPA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AX 
PLMDKRPSRX

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
GTQNOHLWVMVH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ORFJWTUPGSZY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CY 
LADYNNHZZX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SXSLJ 
JAOTGMY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/SRFWZ 
JMTQRZZ
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XMRB 
SJAKYPQW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TJJE 
NZZFEAXL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CSJDXWLKOSQP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
NCZOCAQXAZCZ

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.OPENSEARCH.PR.15 6961



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-3::cont 
rol/EFHXQ 
GWQSZEK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CFZPG 
DJXQJGW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EBPSQ 
UNFBDRL

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/OHTDB 
HWVHJKO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
RUVAAYRTPBWD

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VOMVAUOIUNDR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/USTZ 
BJHMMNPB

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/GRUC 
GLOHAAOD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ESPW 
ZZWLPWYN
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PQ 
KDYUOLRRFL

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/PD 
UHLZPPTVRK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/QHOQ 
NFCCSYHJ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PXJL 
LPJDADLP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/HC 
BWBPCVNPPE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CNZPTJJRWSNX

CT.OPENSEARCH.PR.16

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.16

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ULWLG 
PROCXUE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WICEU 
AFLUNHP
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• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SAWLZ 
WOPSRIB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BY 
MWNEKJVBPA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SUIONSKYSCOB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RZZWLHNJDKWW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/RF 
ZMHDDCATDV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VTQFJ 
KCNUPTA

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/QMPIL 
NQUJKOC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YUIU 
SCIOMUDH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KZTA 
CTIDLFAB
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QUFLTZGKIHYN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UYTWQUJJSXPK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RHPSF 
IDONVGY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OHTIG 
EPUEYQN

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/AKOKG 
MZDNDBH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/HQXCY 
QUHXDGA

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BCISWMGTUIEK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
PKHUQJEJCLWS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/JSJW 
BUBPJFBG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UYWB 
KVDKLLPS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/IWUP 
TYIRKSTI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UF 
FPOLWQQNMA

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WT 
OJCTPLOFOI
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JRBK 
UHRGFZJN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/CINY 
SCTVZMHX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XC 
NNRCPBPQXB

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LAPLGFTJAXIB
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CT.OPENSEARCH.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.2

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VTLIU 
XDAVRDR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XEVFC 
YEQTVVZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IHEMP 
FCKBBEK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XM 
RAHLUXZRVT
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GYGEIIYYZNLM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NXUQGVFMOHAG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AC 
UNINHQNGLI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LPUSJ 
OMLHGCV

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/WEYQX 
RFHOQCU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QLSJ 
KVLPLMMO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TSAA 
UQSILYSH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UCLVYXAVOAHM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
TJJGFRBZRZSV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NEEJC 
ATZEIMW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BGWSR 
BPMDSUR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IFNDK 
BNUSCKD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/BXKDB 
CNEKUKQ
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
YCCNRZZHQRAU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CQLGRRFXIEID

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/NPLW 
OOSVWQNS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WVGI 
WATQSXNV

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/ODWP 
JGSCURQW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TS 
MMXHLKSOGU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OW 
MJYWQWWHVL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CERU 
JQSWOLEG

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/VOYU 
OLERDHMA

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OZ 
VVNVIANAQY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
NLYEGMAOFTAD

CT.OPENSEARCH.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.3

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HLPMH 
XZUFAMP
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• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 4.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UTXSX 
ANDROVO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QSBSQ 
HVLFWYO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QU 
IKFRDEFZBK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QQBYBBDRDPJS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
RMNNULZXVFFO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NG 
SGMLMBVFOK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CAZKX 
JYXMWBL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/HXLIH 
VMXMHFS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QRGS 
GEZFDHUI
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OGZK 
UCPQNZAZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UGGNPNQICGZQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WZFMVXTTCMFR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MTARC 
ONVTLOX

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/JFSVG 
FJCHFQZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PUPHH 
EVPARPK

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/GZFIO 
CNJXQLT

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
QLYZGPDANYDA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
RAGNOCSYSIJR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/HQFA 
QRQRCIYS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VHMQ 
VLVZKWNO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/PTVI 
CLGFUIPU

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WB 
HFYKPZUPQU

CT.OPENSEARCH.PR.3 6983



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/HO 
WAJKATTUKZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AFJC 
HTBCRUSW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HFBW 
ABBDQUGE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/FP 
CUMXNOKTVA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
GRSDIFUYIMFN

CT.OPENSEARCH.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.4

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JSTNM 
TMFRKGO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZJCUT 
JIJOESN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AKGAY 
TZTWFZI
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• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DO 
PPXRIVAYVN

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UYAXZWGNSLOM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NOEXBYDHYFLN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QW 
ERPPLZPCHT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 10.3.6

er:eu-wes 
t-1::cont 
rol/VPWHX 
JISTFOH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YZZBK 
RFXBVMZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KLCY 
SVFSKGBO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EJLR 
JLUVBNHN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZYBIFAAQOQZB
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
NEMEBLSVQDQW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UHBZC 
FPBQDRL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AJUFP 
FJHAONT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EWSFL 
JITRUHU

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/DJVTC 
GPZYSLR

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TOLOKFEEGTJH

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZVKTNWLSWKUC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BQZZ 
SSJVRNHD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/JCZC 
TQBRLIFS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/WZCA 
ZXFJWWFV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/GF 
KZAMSBYHGQ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/LZ 
HEPFFMOGFV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZKDD 
JNJNGEET
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RHZE 
CQRAAAZW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PG 
SJHVIOVEJV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IPQWJIRBIWGQ

CT.OPENSEARCH.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.5

• NIST 800-53 Rev 5 
AC-2(4)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

ontroltow 
er:us-eas 
t-1::cont 
rol/KYAFR 
IXOLJCM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LVNKF 
QFKMTWR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CNSIZ 
GNVLCLN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WZ 
ANTGTEGLMA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

:control/ 
ORIKZBBNSZRB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SVOHVKTULZGK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TW 
QSZLVIYAVG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QEEZP 
BMZYQFN

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YCOUG 
YAZOQNA
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GLKQ 
JFWSKVCH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FRHD 
OEXXBOWQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JCCUGYQNCITY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ZBUOYIWGUJZP

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/USWET 
IYXXFTH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZJMOC 
DQOAMSQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EIHWF 
SQEDMQS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DNGAA 
KXQFDQV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.OPENSEARCH.PR.5 6995



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
PWUNDFXSUYAY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
VXAOMOWSCIBP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JVKV 
VHVYGEXB

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/IBPR 
SOCDFQRG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QAYJ 
NRWJQYBO
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WZ 
SBECYYSBSU

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IF 
NTITBLCTPB

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WLQZ 
FLEVVVGW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/XJXE 
ZTTHXKQF

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/TI 
USBCXCBQNY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JYWSHGENXKTO

CT.OPENSEARCH.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.6

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AIBFR 
QCHGJOO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LXDAC 
FXTMIOS

CT.OPENSEARCH.PR.6 6998
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ENATZ 
EFXPYYM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AT 
EKPCKHHHYQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UTDGLWWSQDEU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VJKQXGBOJPYX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.OPENSEARCH.PR.6 6999
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er:eu-cen 
tral-1::c 
ontrol/EM 
JYVYYDOQRX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QMIRW 
QGLWTKC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/EREYW 
UMMXCYD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WSBI 
TCGHGEDK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HKMN 
HQCBPFBI

CT.OPENSEARCH.PR.6 7000
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BQNHZOCGNLIA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ULUJPIODNXMQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HRQEL 
GWRNOFE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LIRWX 
ACRJOHY

• US West (N. 
California)
arn:aws:c 

CT.OPENSEARCH.PR.6 7001
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ontroltow 
er:us-wes 
t-1::cont 
rol/DNMZN 
OAPKWKO

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NHTZG 
OYISWAH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HIZSJVEOIWXP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
WFTCZPQQJGQN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.OPENSEARCH.PR.6 7002
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Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/PYSB 
FVWYCMAU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ARTU 
ADLEDUAQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/JVWS 
MFEROGHX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XK 
CISKPFWCSK

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VP 
IIPJOBXEET

CT.OPENSEARCH.PR.6 7003
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/FECU 
ISCKYVVV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/OCLO 
CVAYTOOI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/GR 
IXGVMZZGTT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YPZCLPKBNGIA

CT.OPENSEARCH.PR.6 7004
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CT.OPENSEARCH.PR.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.7

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YZEZW 
ADHNHLT

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AIOOY 
WFODGTZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WKDTZ 
IOQBFDF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MD 
JZFKJKKFMG

CT.OPENSEARCH.PR.7 7005
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BEKZJRWESGED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YXTTBALIVPSX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IN 
NDAQGPPHVC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UHQGA 
JJBQDDJ

• Europe (London)
arn:aws:c 
ontroltow 

CT.OPENSEARCH.PR.7 7006
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er:eu-wes 
t-2::cont 
rol/CGYOV 
DBJAZLY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GFZR 
KVAQNTNM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SJEV 
TRVISWQO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LDJIZXCULADJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.OPENSEARCH.PR.7 7007
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:control/ 
GKHBCXGNPZMK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/THXOA 
XRJOLPA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ITGIW 
IHHKFYG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CACOF 
IMRPBKI

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/OJFEG 
CMAQKJO

CT.OPENSEARCH.PR.7 7008
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BQWPTLYFLVJT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BAKHBHLOYKAA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ASNS 
DRVZSYXT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WZHB 
BVAEUBFF

• Middle East 
(Bahrain)
 arn:aws:c 

CT.OPENSEARCH.PR.7 7009
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ontroltow 
er:me-sou 
th-1::con 
trol/HILH 
CIVHZRUJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HO 
JNWTFCAPQJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BQ 
NTMFNFOIRL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GUCQ 
QGCDGDNS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/TTPH 
KLHOVRAJ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/SH 
JFWLCQMAPH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YCWSPDDLEEDG

CT.OPENSEARCH.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.8

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OHXMU 
XUWTJTT

CT.OPENSEARCH.PR.8 7011
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WJYDN 
SSTJUZJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BAGLU 
YVGLRFN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PK 
OEOZEUJQMU

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RUFEVUMSOQXR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.OPENSEARCH.PR.8 7012
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rs, by Region

er:ap-sou 
theast-1: 
:control/ 
CLXJODNHERHU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZZ 
TFUHNJWNBG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YYKVY 
XHEMUIB

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NOACZ 
ITNOFIL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XUOY 
URYPSGTI

CT.OPENSEARCH.PR.8 7013
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EJEE 
GAXFUIUQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ALICRWQMXIKK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AJMLARVDOFYW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RTMLT 
TPISDQU

• South America 
(São Paulo)
arn:aws:c 

CT.OPENSEARCH.PR.8 7014
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/SKGWR 
FAEEAUZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UMATV 
VTIVRDT

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/AJFWG 
MGACTIU

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WHKQJXKELYJR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.OPENSEARCH.PR.8 7015
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rs, by Region

theast-3: 
:control/ 
MDWFWNZOUXSM

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/NSOL 
JEXJZYNL

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VVGO 
WQKFJVYY

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/YVHF 
PLXVZJFJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XU 
ZUWYWQFJFI

CT.OPENSEARCH.PR.8 7016
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ZJ 
NZNJLFXDSR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/GTNC 
YQERTNUR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/AVGV 
RWYMXRRX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ED 
RAKQMAORKE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.OPENSEARCH.PR.8 7017



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
CJKLXUEJMVCJ

CT.OPENSEARCH.PR.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.OPENSE 
ARCH.PR.9

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KHZCM 
YXGFVCV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CZMXN 
AENBDTR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZIBAO 
FHKZHQY

CT.OPENSEARCH.PR.9 7018
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IX 
YPCNJPAVYP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GLPWOLQVEQJQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UCOLFZDGGJJQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MG 
UGUPHVHUUC

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.OPENSEARCH.PR.9 7019
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er:eu-wes 
t-1::cont 
rol/ICDKM 
TFLINVG

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NUKBI 
YHBXOKQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GKDV 
QZTOHFQG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GWVT 
UMUOXNCX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LITFPWDCFWMO

CT.OPENSEARCH.PR.9 7020
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
QXOGTDBDLUJI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CUUDC 
PZYQEDD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DBOUB 
KGZADQE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PHDGP 
GPDNLRZ

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.OPENSEARCH.PR.9 7021
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ontroltow 
er:ap-eas 
t-1::cont 
rol/AASYB 
LNJTFYE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
LYXBCHEEZPVN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZQAMBSNTXDIJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/VRDR 
YTJLTAWF

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.OPENSEARCH.PR.9 7022
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trol/CQEE 
KOEIBBIV

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/SNXV 
GVARRXYR

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/MV 
YIGHIVSXCC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/EJ 
VVGUIBRFZO

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NPIG 
GPFBLBTJ

CT.OPENSEARCH.PR.9 7023
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TAOG 
FQGDMGOD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/EN 
OKJPRMLWYP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ZFTZSJUIUYUR

CT.RDS.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.1 • CIS AWS 
Benchmark 1.4 
2.3.1

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 

CT.RDS.PR.1 7024
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• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

ontroltow 
er:us-eas 
t-1::cont 
rol/CIPCP 
CUPIFSX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CPBJP 
VIEHMMU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BXNPK 
KZKAPUL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QF 
AFUIKDIHXA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.RDS.PR.1 7025
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• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
CM-8(1)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

:control/ 
XFYDDJQMPBSV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PBWERHRRPVKE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NG 
ZCEDHORKNM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ISZOR 
RYWJRHN

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DKTUU 
XJADDDB
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• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-13(5)

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(6)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DQYD 
QALNZIZZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HZBE 
HSXYTYJP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IQZLHKCZPRDQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
GYEHZOAWYUUR

• Europe (Paris)
arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

er:eu-wes 
t-3::cont 
rol/RAGAK 
MUCIMRJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TNHSQ 
NYQQZFT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RAXPK 
GFBBHIP

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/PHKJM 
GXZWMWH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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• PCI DSS version 
3.2.1 11.5

• PCI DSS version 
3.2.1 2.1

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 2.4

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

:control/ 
HUPJOPPYSUGA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ACFMYSTVSRBK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GICL 
LRYRAVTC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/YDIF 
CPCASQLB

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/UUBO 
TNXZHMLG
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/YL 
JBMFWYQGIP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ZR 
DOEHVIOCLY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UMPY 
PULZBKMV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JEHZ 
OTCTRSDL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/YG 
NVONVKFHAA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BPVKEWVTUWLR

CT.RDS.PR.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.10 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TDLAW 
EVSVJFW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MIIGP 
MTVJKED
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YISDV 
YQBVSTR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DV 
XCTDPQANLR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OVTFQMGWPNHM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QESQSXDHEYUX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/ON 
NOHNALHBAH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LYZSD 
LIUYNXH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/EAHGN 
ZJQRUJY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OLNL 
HXEKJZGE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CGCC 
LNZVZFEY
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SECLZXZVIEZO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
LXVULOYZQAOH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IXRCL 
TJDINER

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NNOKB 
ENVMLPI

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/NZKBJ 
FTZDXTE

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ZNKDV 
OVBDAVE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
UZRSPFWZQTYU

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
UXAVTPDBVFPF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/CKJE 
SAIGJNTU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LBQM 
OFWQPXZS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QFKZ 
NHJKTIYZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LX 
DGZHIMLLKF

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TV 
WGQAXDABKP
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WKXD 
ONNKFYZU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/XKOP 
EZHNRZWX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YC 
HMJPARDTMD

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ELLZCEANXPRO
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.11 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SBVAE 
BQZFXKJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QPGIO 
NOVKEPL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SAVOX 
DMXWEWV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HT 
VHIQWPULEZ
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• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OXXJQNOBPMSW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RLRMHNPBZWMZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QG 
PYEJMHJHPN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QLIQB 
XFPMWQG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/QPIWX 
ZNGMGLE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EOHT 
LNPNLAHI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZZRR 
QNGFFMLK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IFJMWZQBHUIV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
BLRCFNBJELWJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OCJRI 
TLFYKTI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FLMYC 
PVPBXRI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NAWSD 
EKFNZXA

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/FXBSI 
FWKQXOD
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
NHKXBYQLKDDS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HRHVBEGGVKUN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/NBWU 
RONLVXRT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/DIVK 
MUVKJCWC

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/NWDR 
VUJIWSMZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KZ 
YGQTBLAIMC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XB 
PNREGMWEXZ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AHXQ 
JSVNVUIS

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/JOXY 
QPQMCAXO

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JN 
EGMIOFANOA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ZFNHHDPYTJBL

CT.RDS.PR.12

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.12 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 11.5

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UDBQC 
AZJXEAD
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WGTGN 
SNVQASQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SHDPE 
BVLNYBQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RV 
APYALZJHLY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VQTXJCSDCVNL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
ILUJFEPHTBGC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OR 
SIZKYRNJQK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XSWQZ 
JIDXEXX

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/WVSJO 
PRGOHET

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XLUM 
DEETUGPN
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SKNY 
YPGEGZZE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LXSLBPHQTPFE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WIIXHZHCCJRQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BEHCR 
CBSQEYV

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/ZHQOP 
QLAGHIW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XINXZ 
MQZMGBS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ECVBI 
UCVKDHD

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
GBNYUHASXVMY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
FILLVTGDMVAK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GVLK 
LASFFMRA

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NMXE 
XSCYFMNR

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CNDU 
IYYWVZYV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UE 
CQPAZMNEAM
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SI 
IEASJGDLTH

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SSMT 
AROOYQXY

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/SKKO 
RLKAZAOP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/GY 
CLJLXZUCKP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
SZBDICZIVCPS

CT.RDS.PR.13

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.13 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
SC-5(2)

• PCI DSS version 
3.2.1 2.2

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YPJCC 
MKZJPTP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LMAWC 
CZTMZMW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MZGZC 
GGQSWRE
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WA 
JLGTNLDLJS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CWTDAVDXUYNS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ZQVRGYMNSXHA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XV 
PZAGNVDDKT

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.RDS.PR.13 7052
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er:eu-wes 
t-1::cont 
rol/ZTKNQ 
GKSPGTR

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VSSGL 
BOZRHRD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IIMG 
JHZTBAFN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PKVI 
NHPDQTMI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BFSGZKNINMRH

CT.RDS.PR.13 7053
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ANNPBISWZVNU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UFCJQ 
ENIQMLM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XVXIS 
EOGBUFM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DOGCT 
OSZOKKF

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.RDS.PR.13 7054
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ontroltow 
er:ap-eas 
t-1::cont 
rol/OPTPM 
AIZQHQV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TCPYXNOZETYP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CEVYQIDVTPJR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/UPMY 
ISEYCNAV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.RDS.PR.13 7055
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trol/WQOZ 
JPDGWHXW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RWYL 
YEFWQHCJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WW 
CJGJPMADDZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OX 
HETOCAIGYR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PXZO 
RCGCQERT
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/BIZB 
TULXELSX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ZH 
HLWPFNMOOS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JLSRQQSUNNSY

CT.RDS.PR.14

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.14 • NIST 800-53 Rev 5 
AC-2(4)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 

CT.RDS.PR.14 7057
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/WHWII 
FCOKJQR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LMBFA 
GECJTQZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FGOSL 
UOXFYBB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AU 
SMNRMJJUFG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

:control/ 
HSIZECNPMUMR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DLUNYVZCXARR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FW 
IYAMLIPWZL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UHEVI 
LPYODIR

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DMXHI 
YJDVVWS
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RMQB 
HTEVKHEX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NVAQ 
MMWPIIPQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XEFJXADORGJR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
BMFDQZNVAVYO

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.RDS.PR.14 7060



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-3::cont 
rol/ADDPN 
HNPIOYV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RBLXD 
VVKFFTW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PIPVM 
VSYYOSQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/SAQBR 
AUEMBWQ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
IGMNPKJRFZMT

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DHBPZUFKFKMP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/KCPA 
XGBPPFCI

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/GHXH 
ZGKQCISF

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CJFL 
OCVDNWPP

CT.RDS.PR.14 7062
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rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ZQ 
ZLAOUGWCLA

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XS 
UJHOIXWMWV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/MLNE 
ONXEGJIQ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/QEDA 
EPENJIPG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/SM 
TJTNSFDIOV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
KHJNQZHZNMBY

CT.RDS.PR.15

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.15 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CM-8(1)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BIMBK 
OKMEZXP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BRRGK 
LOMCWFQ

CT.RDS.PR.15 7064
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.1

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NUDJW 
WFBHWYF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KY 
NERGDEMOGQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RZHJAVYJQGUI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IYNQLANVHZKU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-cen 
tral-1::c 
ontrol/NN 
IILIDPTJRP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HJRGQ 
TAYQARY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/OCSRN 
EWRPYWN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OZJO 
BRGREXZT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KTCR 
RGSRUWGR
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QJOODGPKZYCB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
YLCLBFJJGFDZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NJJLP 
GDHHZWO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BZCJR 
GOKMRDB

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/MOKLH 
GMPEKSI

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/ZATLS 
ZLRTTSE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
DAKSTNVIEZPX

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
YZEEBZWVNKYW

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/EXOH 
LMGVBSIW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/TCJC 
RQSDCNJK

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BJSY 
MTKHMSPE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/MS 
ITXUPZCMQA

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DU 
OALUMXEYPE
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/IZYW 
OFWEAIVN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/FCTF 
OQPGTEYV

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QG 
BYVDCJSOMV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CRDTQDJYSRKA
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.16 • CIS AWS 
Benchmark 1.4 
2.3.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FYVNK 
TVAUTPK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DBQOQ 
VLCRDJL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XRFPH 
UIOBFJD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AN 
FLBGZRYMCQ

CT.RDS.PR.16 7071
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JCCMUPZAXMMW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CFYQQQEJAFFV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NE 
UJCNUIDIOU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WLPOB 
BCCAWEG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/WUYFX 
YDNPAJI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MALK 
WFCLFDSJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FWAZ 
WNKRMETW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JPOWMFDTTQPT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ZNEMLOPSODLT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ODZOB 
MQWAVBS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TADJJ 
IKRHQAR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MZZNT 
ZGDUSZJ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NPBHB 
WQUQZGY

CT.RDS.PR.16 7074
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VKMGPRNMLCBY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
OVSTMOQMNPMI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JCRH 
CVJEBEBF

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZDPI 
PPFFBMJA

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/DWHY 
DBFVSUUJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HJ 
KGUNVPDRFG

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IU 
FBLXGRTWQL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YLBW 
SAETGREA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.RDS.PR.16 7076
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trol/DITS 
ZVHZLYOM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/TD 
MDJTUKFLVN

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
QYJMTCCOYDNG

CT.RDS.PR.17

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.17 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 11.5

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SHNJO 
PQEZHOH

CT.RDS.PR.17 7077
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XKWPQ 
GYZXAMK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YHBMV 
YOGUEDD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CB 
UKUNUOEILM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TKAIVNUOZEOP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
ODRTWYAHZKPB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AS 
UNKGVVFPXY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IRQZD 
EJQMXLG

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/QAJWD 
RVODFWX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PBDU 
VVQCOKDV
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UBRP 
EHEOKHPO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OUWNJTTOMXIL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
QOUOAILPPGLH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WECTX 
DDEGGMV

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/VIYXJ 
SVPVORD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IZDMI 
ZEKSPDS

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/EQZLU 
ZVLFBMG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WUFEZOIZMXBA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
MPZBVXOJLRKF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/EQUR 
NFTUNIJC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/GZZZ 
WRTEHCNU

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BUPI 
BJRNVOLH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WF 
CMRGLIGBCW
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BE 
OEOCVQSEYO

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UKQU 
AWKOJNPA

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/USEN 
KGRNCKYN

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JZ 
YIMKHAWARU

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
BGJEHLNQLZEX

CT.RDS.PR.18

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.18 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 11.5

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HMGIG 
LGDRMZO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KRKPU 
XQSNVYD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GGCJM 
MPCKNQG
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MK 
VLLPSIEPIO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TXDOPOOEFOGJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KOPCQNKSYEUZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HT 
OVAPFGMPCJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/RQCDU 
RNMVVTS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KMKTH 
WDXNXIM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QZFG 
DRVZILTN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YKUE 
LCLADAOM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YHSXDDXXWITQ
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
PFPVEOVUMUUT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GFMLO 
ENIRNTC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GLYKL 
GYIXELE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SAJRA 
NHECEJB

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/THYPQ 
JUMLHKT

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
QNTSSYLVYSBR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GXNWDDJVUIVA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/DKDJ 
TNLQAPPR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/CWZD 
RBGTMCFC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DUKU 
HXPYNTTR

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/YE 
ZGGAFXIYJM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SQ 
ATJDIQJNBP

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EAEI 
EZEIHAFS
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/BAFZ 
PQAZNEZZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CB 
BGRMVCOBGK

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AMLFAOVWRYRF

CT.RDS.PR.19

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.19 • NIST 800-53 Rev 5 
CA-7

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
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• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 11.5

ontroltow 
er:us-eas 
t-1::cont 
rol/OURUA 
ERHLOFJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QWXNK 
LRWSHXQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XUPYD 
DLWHDCG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PJ 
XOOIPSMNDA

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
AKURSKMXIRNZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LYWQAOJFKFQC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XZ 
SPKESDKKWI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZSLSJ 
YMDJBAL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/OYIGF 
YNODQCL
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YBVH 
YRANLTFI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TQMK 
LIDIAQMF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZPVWJRXNPQEV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KZPGJXHLYHQI

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/YXSNO 
ECRRPCO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SCWLP 
XFLQOLI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TGIEX 
SEQNZVU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LNRLB 
VGINMLU

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
BXCUKDZSYLOG

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
KZEWMMUENGWQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/VJKM 
QYKKNXFJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WKBA 
YNVADIUJ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZMSK 
YBINPWUQ
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NL 
BLQIJTVACH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IJ 
RUYUBPGLLE

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YFBP 
WSKFZXSI

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ERNA 
IMFFVIWZ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/IV 
RSSKGVLLGF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BRIRJRUIOZMF

CT.RDS.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.2 • CIS AWS 
Benchmark 1.4 
2.3.1

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MQISZ 
ILRTSFB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UPOYG 
SXRLXUQ

CT.RDS.PR.2 7097
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• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
IA-5(1)

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SWFLJ 
NEBRLPT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OH 
BBTGZTMHOB

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LNDHGBLTEXAL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KOSPQCBQOVFN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.RDS.PR.2 7098



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

er:eu-cen 
tral-1::c 
ontrol/PR 
GUXERBXDAQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YVRQV 
GLIXYVC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VVIDH 
BCRCKCU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TKPU 
TYVVQYZJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YEQR 
ARYEJPWA
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• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(6)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 10.1

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TCGIZHXWOEHQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
GHYSHEHSCDNB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HRRAC 
FGWIYQK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TRBXU 
MZVTQAJ

• US West (N. 
California)
arn:aws:c 
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• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• PCI DSS version 
3.2.1 2.1

• PCI DSS version 
3.2.1 2.2

ontroltow 
er:us-wes 
t-1::cont 
rol/ELDGF 
UEABECL

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/EENMW 
ZAMRYDX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
SPKTRDUPPMSL

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZNQTIVZBEPPV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

trol/DJNV 
NBXZYBEQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/SIAT 
JXQTJBLB

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/PKEZ 
XVUBPQNX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/JW 
ACQDFHVGTZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/KI 
UDKGOCBCKH
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JFVJ 
GUVNPUJF

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/XROO 
MLOUYAFE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/UT 
WCWVNIJWHV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BKSOTGWHUEPF

CT.RDS.PR.2 7103
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.20 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MDWFC 
NUYEZKH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HRHVM 
SEIAPUA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DCGLY 
OBFHDPL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RZ 
BFFTPJOGCG
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RKTXRGUXFWXY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QKDQFKMGVHSO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NL 
IBRFKTPNGZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SMMMD 
VYGDPEN

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/JCFEL 
HAYCQWT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FGJJ 
SXEZBZCC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PJNM 
BTVRXJJA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JLKKRIKEPPCY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
UFTOXCOOXJTV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QOQDD 
PHNUIBX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PYAFZ 
HZVXJDW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JPCMK 
ZJLBQDX

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KTYTT 
DOYXIMZ
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AZTJJPGJOFEO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CBIDNXQGCCKR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/XISV 
VPFGPUOP

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZNDM 
TUXUOQZX

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/CSVH 
KEOUFHDG

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UW 
GFBJXQKIZI

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/PI 
DUQUOPTVRY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/IOPG 
ZLIWNWGE

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/QRJP 
DJCXMZTC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/UJ 
IXWOPDCJHE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BHRDIKZLQNSU

CT.RDS.PR.21

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.21 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EITXJ 
LKFTQDP
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• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IPSTN 
JIEWMCJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VPLSU 
HTSSKVN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EH 
EHUGUMGNMM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GOGYCLISXJIE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
EIXIRAFPVPAO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AM 
PSQVWJUTPB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RORRJ 
YOCKMFU

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/UUOVC 
RJHMURS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EMHU 
DINOARAM
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AONM 
PRGSRMUB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TJWPIOJAICUN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XJJPKIGGEEXG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RUOZM 
JSADVLM

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/ANABX 
NFAQOIG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KVUPQ 
JROGLHO

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DHSGT 
IVFXFLI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
CFRTFTJOZPRW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
HFOWJUBMOZXB

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JWDR 
ULGYQLUL

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PLHG 
NFBDWEBP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/RGFW 
RMBSGIJA

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KA 
LBIBZRIQMT
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/GF 
JCUGIOTNUX

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CSKC 
EKSCEMJZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HPXN 
NRRQXNXI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/TR 
HZBDVQRBFC

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
GABVUUUQLSDB

CT.RDS.PR.22

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.22 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RPMTG 
TPXFHVA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SUICX 
VEFWGTF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IGEKW 
WYBNQPL
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NI 
ABCZCSXRUW

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SIJETKICNYSA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QQNXZYQVNBCA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EE 
ZWQXHRKSYG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/VCVBY 
URVMJWL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/LUZHX 
FABWGPZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WCAP 
GBYZBASC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HYNX 
JZMOFCXV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BEJUKSCJOYQQ
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
OPPFSUXBZGNN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UNHYC 
CAWPERQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BOBJF 
VMQPNFA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZGRER 
LGFHIXR

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/PNYCU 
ZBPTAYS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
YZCWKMNAUEXZ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SWNLNNMLXINQ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/UGDM 
THYBNQGN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/MZRA 
JDTDFGWC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/OWPJ 
IIXMSYXL

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PF 
AKFIEKPAUL

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/QO 
RNHGGYQQUS

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/LWXP 
NTJGDTSG
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/KAYU 
BUDGENWW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XM 
FPDXVIZDTX

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AKPEAYGURAXN

CT.RDS.PR.23

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.23 • NIST 800-53 Rev 5 
AC-21

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

ontroltow 
er:us-eas 
t-1::cont 
rol/PWBOA 
FLALALP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OULNF 
NUJHYOY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BSINZ 
XEGCDDE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SM 
CLOXFTGGJR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

:control/ 
ODZTKLOPEVYA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VDMHBDVTTKRC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DV 
YHJPOGZNBF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TRIXK 
GVKMLDO

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YVLLD 
DQUZNZT
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AROT 
JYKQNBWL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BCJO 
WGCTPYMI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NNNWMZYHHRLE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
FTLPOWEBBBYY

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/AQYGA 
ZWHDBUS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VADBV 
PKHYESM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AMIKE 
WYRCSQD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/WHLMO 
ZJDXYGQ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
OXCYOZPUWJYP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AVEIAINBMSJA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GGFM 
CMFBGGYK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OJJP 
XBDLLIVT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/NGMG 
OKDLFZIX
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FF 
IYPSNWVNNZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/FR 
XXRRKGQQKV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NDCX 
NZRTTIHH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/YAQQ 
WPIJLYKN

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/WQ 
OLEVYCLUFN

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
COUBETKLZEDR

CT.RDS.PR.24

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.24 • CIS AWS 
Benchmark 1.4 
2.3.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GFMSM 
JAELTVU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TENQA 
WFTXMFK
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• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GWMSF 
QBJQUIL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VI 
DEBVCBMMHE

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UGDACEBUCTME

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SUXNKMQDMQML

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/UL 
FMTWYBJBHT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KCHAU 
DQMSCNA

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DELGU 
CWUVHUC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JZPW 
XKOZQLJD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VXFC 
DUYXIIEX
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SBVCZOZVTNSM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
HNUUDLAMFESZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZIGYA 
ICEYDYE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MZOWK 
NBAGWMM

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/OZIQM 
HPFNUDD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NDNGN 
JIYVJRO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OTPOYEIELITW

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GCOSKKLRMNIA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/OKHI 
GZARDBVN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PINC 
LJDJZDRE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/OAEX 
NGTGWQQZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/MW 
ZFGWBFEMJH

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OX 
PVBOGEOCBY
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TKHI 
AGEFUESQ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/IYWX 
HEMRRBHL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YP 
TCDXVCWKKT

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
YRBXFHAZOBDB
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CT.RDS.PR.25 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JURZA 
EDZNDKU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MAIRE 
TSDAVZB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MMEIV 
HRLITAO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LO 
BRESBCCMGM
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• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BLFCABKJKCSA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YZYQYLIOHQYM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LB 
AOBDKAGHAF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JGEKI 
JTIJOSK

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZWYUQ 
WFMKUZL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GOGL 
MDRACQCK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IZGP 
UABATWSO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JBPGIHOLPQAK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
RTJTUOJNOFCR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YRAES 
YFGCCEX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AQDTQ 
RHKAVWU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OYUJH 
WHZRFAZ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/GAGQX 
ONTSUSO
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
RJUTOOZNCKEA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
PUEKRODEBBUP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/UWTY 
XFPZQYBR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/JMCD 
FXUFTOUV

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/CVFI 
BPQFEOQP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/GJ 
BEJJCSWGUS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VU 
IXASYJJRGW

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NOYM 
FJNNHNHI

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/SLXK 
VCLUFUOS

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/VE 
FXXOGWBCVW

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
NLPDDLRTCAKP

CT.RDS.PR.26

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.26 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EKWKL 
GPDQJLB
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• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UOTNW 
AOXMKFV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LJHTU 
FUWMNSD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TR 
IRJEYQDGYM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BVKOXCFDOIKD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
OJDUBGHKGQQB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CX 
DSOVCFVFYX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LBDII 
ENDYYKE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JWQUN 
IZDMKFN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EFVU 
BBUPADGH
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ORBP 
VZYSXABE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BZFWVEHFCCFU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
FKSFASOSTXNY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KBIHF 
ZMXXLDB

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/NVXFZ 
NYAZAUC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LHYRJ 
FVNLWQQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KVYNP 
GJBLXLU

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MJPFJBRIDKHB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
UQKHNVHGPOWR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AKZH 
YZVLMTUU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VWVT 
YKUVAGHJ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CKZD 
UOFIWTSH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WK 
KZTYFCSHZQ
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JL 
VSIDEJQRID

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VLQT 
LOMEXGXO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/MITO 
ITKKODEW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/SK 
ZUDJFZFFJH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
RBQVQFLWMKBY

CT.RDS.PR.27

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.27 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OJOUV 
LIKPVKB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DFWHS 
EDVILEK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MRKXJ 
WFJJRQL

CT.RDS.PR.27 7150



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IJ 
DHMCUQRDCK

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MXUIEHDNELEL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PUUJCQPUHPFB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GL 
CRCNWFYCTG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

er:eu-wes 
t-1::cont 
rol/LINDX 
CLKUMKB

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/MNVMJ 
RNLXCYQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BRBG 
LNWYTWVK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GOZZ 
PVLEFGZW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DLNNZRJFAVUQ
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
MWMICZOCTCUU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NRCUR 
WPDRVCJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BYDWL 
WNZTZXK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SLQVR 
YTYXRQB

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/BEGEW 
HWLTLQX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OFCALLEOFMGC

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
XVQBQYGEVFTF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ZTUG 
XIGBTLID

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/HUBA 
LWDIIVQS

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/GMRD 
OFQMQSNF

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DY 
MVWNFMADTP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TK 
ODCROLVQJJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WZXN 
LDNKNLVX
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DYGI 
TQIOGDAU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OF 
JTXHNEACQL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
BZJJFMUTKLAJ

CT.RDS.PR.28

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.28 • NIST 800-53 Rev 5 
AC-2(4)

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/CLDYW 
YXSBRPJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DWDVZ 
TVDTCHU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SRHWC 
AMZVXEP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MC 
AZDRFZDIGR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

:control/ 
YWVWIGXDKBQC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HXFCVUHPMAEZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FD 
POTDSWRYOB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KUPNX 
NDKDFSW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/BGUAB 
LZKUWCW
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KSZO 
ILIVLSSP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UZSJ 
IYMNZODO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YBAVATEFAYXD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
NSXQRRSJUTDV

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/JPHFK 
UYPIXOQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LOYWK 
HZHISMP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BCSWJ 
PXDTOAY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/GJSTA 
LHQPHWY

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
IDDASOINPLGV

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SFUVHQQVEFDL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OWTK 
AQNKCQAC

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FBUW 
PGBDNDMW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/PFKX 
LVTVJXHF
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HO 
CGBEZAWUUG

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/DT 
ZFNFQEZOHT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZNYY 
UQNRWHZU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/FEZB 
SKMFNMGO

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/MN 
PNMYCBTFHJ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XQNYXEKDZIGQ

CT.RDS.PR.29

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.29 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TPFQE 
AXLBPUP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HPWWS 
BOVPXCJ
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• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EJOWB 
XOSYQBZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VN 
OLGBJQURAH

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YXBEPOZGPCVV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CYHFJUMZYCFE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/IL 
PIBPLOXEMP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EJFHD 
HQIXJPH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CTJWZ 
OHSYKQF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WNQW 
KSITAWHV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EZDG 
ZGLBTFVT
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ONGMKQSWCAUO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KXQTVNUROGBG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LYJNH 
ZCJMWWU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FLUUF 
KKXRUXQ

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/HDFIQ 
VVMWIKD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/IUQCA 
ALGVVOT

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MBCMHNLEZLER

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
KCZWZONUSFOV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/FWTK 
LSNLBFIW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VQDV 
PQMKBQQG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/QLEE 
MHZERMPN

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RS 
DNCWHZUOJM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/QS 
HFIWJPAOIR
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NVHE 
LPSPKUIW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NTTO 
SKRXZHSW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LC 
BKQQDNBZRN

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
PPQBRTYVMGRF
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CT.RDS.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.3 • CIS AWS 
Benchmark 1.4 
2.3.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BOMCH 
CSYCWLF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AHXQW 
QFGSIMC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FUPEX 
QIQKQBN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CK 
RDGQKNEBYT
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• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KGVGCJNUMNIY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BLXJDLBAERSW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GF 
FRRVSFMQUD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NOCXM 
VOIKGCV

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/IHCWE 
NDKGMLN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XBFX 
YKVROTZV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VFYD 
RPBPNNBT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WECZXRHVKCNL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ZTRXNVYWDDKT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XDFKD 
LURAACK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OFANC 
HVHOJOV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HBIGK 
ZQQALFO

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MPNWL 
SENZAYK
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
DHDWZPYMBDIM

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
EDXDFSJCWFCR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/EYGX 
DYJGBYNQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/TGAK 
QPBVZILV

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/WJHS 
OFNUAKYU

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/CU 
MZYTYFVSMQ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YD 
KULBFMYXBM

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AOUE 
SOKIFERI

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/BKRL 
OXVTVPME

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/CM 
CSHPTESJDL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ZUSHTBGQWBDP

CT.RDS.PR.30

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.30 • CIS AWS 
Benchmark 1.4 
2.3.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HTFNR 
VTOKZFX
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• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LYXIM 
VCMGVYH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LBWJE 
TISFWXS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SB 
RVREBPUTAB

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NQDURRVJLGNP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
RQLVEWDZZPYI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OP 
DYHNDKSQWG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TFADK 
FDLROQJ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KTIRN 
VTYTTDV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LNYH 
PQCLRBMX
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SAPC 
IDKSBCGK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KXUYYQUYMDED

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
PXFZMHXIYFXO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HVEMR 
BONMUAE

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/LSPMJ 
UWETEWN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UKCFV 
LHLBNOD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LFXMN 
OXDXAIJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ZERCEPRQWWGJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
MSKZVZDUYTGJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YEHO 
OVMSRITJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ZAIU 
JQNIGHIX

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ADPD 
NJOLNHMG

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WV 
VDSQJZQIHS
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/YA 
ECKWZFOOZJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TEIN 
IMWOQEPH

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/QTUL 
DYFDWYKD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JF 
WYTTFPFPHH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
OIFDZPETJXOW

CT.RDS.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.4 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.7

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QWKDS 
RVLGQJM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ERWYF 
DVEMQSK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LNVGZ 
GRHGCBU
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OM 
CIGOBMPXNW

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VGJJUWDNFDIK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NYTWXXKQNPYV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SJ 
FWAJASSZNA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/UGLMT 
CZXLMRP

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/TBMMM 
CCSZFKR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HIBK 
FWHCHZZB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MZCF 
SYUEMWCM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MCPSKMJZQIMN
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KNMITJGFKRMB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NVTAL 
RUXITEZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BXTYC 
UJTDLQW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HTMSO 
GEZDTJN

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/QNCIR 
BGCPRTM

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PDCYLHOTAIMM

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
TQTYWXQTGLKU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/QRLJ 
HHAXNPNO

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/FUZQ 
RLUKMSLX

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/FUOE 
EGGFJKSE

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TW 
MLGZJPMUQV

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/VF 
CIZSFITDKR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/OGXV 
ZKVWCSZQ
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/KROE 
CLWFGBSA

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BI 
ZEYWPAADCF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
PDNOCLDCOFWK

CT.RDS.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.5 • NIST 800-53 Rev 5 
SI-2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

ontroltow 
er:us-eas 
t-1::cont 
rol/UNSIZ 
PXYZKNF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IPSVY 
ZXQYJLE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ADSPC 
SQCOOJB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AO 
RICFZECLOS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
VTWUXLYFANSP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VDGRXWMZIRCD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BP 
SCCXVAHRQW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JPXAH 
NOKHUZP

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DOWVU 
JVPLQQT
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TBCP 
KYPZUHEB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NJPG 
NYPGHMDZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JEXJDXDQQRFV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
NXKKTRZGYRZU

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.RDS.PR.5 7192



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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er:eu-wes 
t-3::cont 
rol/IUDQB 
UPOZZDC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UJWRD 
MFPBFQR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WRUFJ 
IMHOAGF

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/XSRLB 
IOJYKOP

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
MREYKJJSEDQR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BEBKSCLLCLJN

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TTGU 
YMVAMNNN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WHRJ 
IORZFXIL

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ODOF 
JMTXGTYJ

CT.RDS.PR.5 7194



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XQ 
NBEQGNVQWD

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/FE 
DUDFHBPLRA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CBPI 
FXGZJJNU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RMEB 
OYADJYHO

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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rs, by Region

tral-1::c 
ontrol/BH 
BFDGUIOXCD

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
UAZNUSWPRZEL

CT.RDS.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.6 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 3.1

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HQQCI 
NNCIEGJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WKLWH 
FDYGDIM
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JPFWR 
QLJMFBF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BP 
TUKBOEYVEC

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MKNYWNVXKUKG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BKETESOGWHJT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/YU 
YGWYRMEUFS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LZHVT 
NVJQMRF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/IWNFM 
ALKADEV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PQYE 
UKWXZFFK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GFPE 
SZSMOHKB
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AUDENQFLMRAQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SAJABIITSFKW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MLKHA 
VAVKXZM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SKHLG 
RRUWSCQ

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/SWMFS 
RJRGPJD

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/UUNYJ 
STQKTKJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
AWIDKJQLXFPB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
THYQNOGWGHDY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/EUQF 
JEGDJXIV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/EHAI 
RIIGWOHC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ZIER 
FRYDTVUX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FZ 
YLTFYIKQMW

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ZT 
PWDSBGJDAX
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YRAL 
CCMNWDHT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NIOP 
CRPPKCLH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/OR 
KATQKFXFVA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
NCROQKSZJXGB
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CT.RDS.PR.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.7 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.7

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EFJRJ 
BUAWLRY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GPJEV 
OVWCHSF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JVVEO 
IUQBJOL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OP 
ZBMSCIYMQF

CT.RDS.PR.7 7203



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BVMANNHHVIJJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GUBOIKVNFYHI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RV 
ULDNZJGTET

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LHNLJ 
BQEXQKS

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/RNNKL 
RXFOADP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BUGV 
OINBXVCD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BFMJ 
VHXZBFLS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZEUMSSLIZDTU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
EGQHMBKZVKBO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UNIXA 
CIXZYGS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YPOIU 
GJSDKUC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PHVHL 
APJJQGY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/DQCWD 
YIPYKCU
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
VBTYNZMZDTYX

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RXRBKIOMOQMD

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YVBI 
FQKSPPZS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PZZA 
SLHINUOG

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/JOFZ 
XRMJAVNR

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RP 
AEKITMRPNP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/KC 
OHVMJASNKK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CXYF 
UXAJHPQB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/MXFS 
CTLATSLV

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XX 
PPJUVQZLJF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
LFKKWGDLREGN

CT.RDS.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.8 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QETNO 
OVEKOPL
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rs, by Region

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 3.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZFQDC 
NLBJOYT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DJXFR 
UONYPSS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LO 
KAOGKSIRIC

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GJKUHDAQKCNH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
COJXSEKFZEKX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XJ 
USTKGWBGZE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RKNKN 
LPLALQZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/XXUEQ 
VOEMTBR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DTQG 
IURTBPQD
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UZSC 
DCCOFFDX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HODAQWGBTRMP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DOHISTPWUUOA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CUKMU 
VUZEYMY

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/GMWCT 
VXRUZFJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DHYEN 
BVXUTBF

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/IMAZH 
UOGWZDJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
UKEUAXDWKKOV

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
AZHRBFNVKFNO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YBNF 
FKWIEBFT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HBYT 
LQZEWBJU

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CQKA 
CFXDBNPO

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RK 
BUVYZJMOTF
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/EV 
ZULDEEAKNA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NDEW 
GWUPTERC

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/QPZX 
SLCTJRTB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/JA 
HDSPUAMNCH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.RDS.PR.8 7215
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er:ap-sou 
theast-4: 
:control/ 
ISLVBOAJZVEO

CT.RDS.PR.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.RDS.PR.9 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RDSPG 
IJXTCPR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LUAEZ 
ZMOLTOL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QQXOA 
GHMUVGH

CT.RDS.PR.9 7216
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RG 
EVPCAEAOUT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TBPEWWYHECGP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YKDWRIDUGSBS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NC 
DQFSWPREWO

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.RDS.PR.9 7217



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-1::cont 
rol/MHMKS 
JQAYVLS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JQYWT 
SKVECRE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UVOD 
EWUUJGCL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LWNV 
YRAQEITA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PPBGZVGLKLZM

CT.RDS.PR.9 7218
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DUHRNEVTDQKM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RWJVB 
PHGKPEJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UPFHH 
ERCEHQP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DUDBS 
XSHNGZK

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.RDS.PR.9 7219
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ontroltow 
er:ap-eas 
t-1::cont 
rol/XOJJR 
CDGSROH

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WZXMVXZMJQSE

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
NHSQTNZHEZZM

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/BDWH 
SYNRGSRD

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.RDS.PR.9 7220
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trol/XNLO 
IHBXMWEG

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KXFJ 
PHMTSFCI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/UL 
JWZCETBUSG

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RP 
ARTQJEXFFY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UNAQ 
ZKVPTXJA

CT.RDS.PR.9 7221
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/CBIQ 
OKTFVUYG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/UU 
CKIWMNBHJH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
XXMTCRFOUHKV

CT.REDSHIFT.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.1 • NIST 800-53 Rev 5 
AC-21

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 

CT.REDSHIFT.PR.1 7222
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• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

ontroltow 
er:us-eas 
t-1::cont 
rol/YKEAY 
OGIETJW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RRSNG 
KZVNEYF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UJZAS 
VUBHZTV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YT 
YJJRRXOEZW

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.REDSHIFT.PR.1 7223
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• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

:control/ 
QUVPAAZPCFDZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GFDVQJMASRCB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YG 
JYWZCMOADX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EIYJR 
PVVJYQZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/GYTCM 
RRVKDHE

CT.REDSHIFT.PR.1 7224
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HOLU 
RSRFKYOJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GAHF 
LNXXDQAI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XOLIHOFJYQAC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XWIEKIDJYHHM

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.REDSHIFT.PR.1 7225



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-3::cont 
rol/YSTTB 
PHVAIZB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TPIGK 
ZDHGROC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VLKCI 
DKWSEGH

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KTGZU 
ACWNWFG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.REDSHIFT.PR.1 7226
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:control/ 
CXPPSTSYRQSR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
NYNGHXGLPTOR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/OPDY 
RIMRTAUP

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UMIH 
KTZTAPAV

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DIMR 
CSYAFFJX

CT.REDSHIFT.PR.1 7227
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/LN 
LXEWTLDPFS

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BD 
LGAVEPWIGV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/YDWW 
SCRJBNCT

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZNGC 
FWPHZZZI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.REDSHIFT.PR.1 7228
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tral-1::c 
ontrol/TH 
ILQHSAMURX

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
WXBAEMGBNRWL

CT.REDSHIFT.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.2 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7(10)

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VVOXN 
JWWCUTZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LGKVX 
BCGWVHZ

CT.REDSHIFT.PR.2 7229
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• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 3.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JWHYT 
RNOCADA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CX 
VHRDCRTVRV

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CMTVPJTIHQTJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KGGVMOPMMNLR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.REDSHIFT.PR.2 7230
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er:eu-cen 
tral-1::c 
ontrol/CD 
AXWWXQMPDQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XYBNZ 
EOWJKVT

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YYWXM 
DUAJRMJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WLAM 
YNHXYYHV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CUMX 
JYSQUGQJ

CT.REDSHIFT.PR.2 7231
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZQKOUCATIZVK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
VJQIDPSRYYRH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BMHVJ 
QCPZYCS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TABJC 
EBJRTAX

• US West (N. 
California)
arn:aws:c 

CT.REDSHIFT.PR.2 7232
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ontroltow 
er:us-wes 
t-1::cont 
rol/AADIB 
NWLNLVR

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QZYFQ 
VJMMFFG

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
IVYOUWQFCUYQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
AWOJXMBCSBDF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.REDSHIFT.PR.2 7233
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trol/ESNV 
KLAVFXDT

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AIZB 
OYVPCGKE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/IBCJ 
ZFVMRGAI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PW 
AHNLTYVHXO

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UK 
MXNAGLWZPR

CT.REDSHIFT.PR.2 7234
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/JREF 
GBNJXLVP

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NQJJ 
KYHZHLFG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NW 
NIKXIDOVHQ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MZVFTANPECPP

CT.REDSHIFT.PR.2 7235
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CT.REDSHIFT.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.3 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TIGRG 
IIZLNWY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BUXRP 
TPENLDJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MPMZY 
ZBUMBNY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XB 
MWWNUQRGVG

CT.REDSHIFT.PR.3 7236
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• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TZMQFTLFIYII

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NHBUDLMZCDGY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DZ 
IEVGGPLAKY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YTMBW 
VLJKBOM

• Europe (London)
arn:aws:c 
ontroltow 

CT.REDSHIFT.PR.3 7237
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er:eu-wes 
t-2::cont 
rol/BYITF 
EKIBLPM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LLXY 
EQNHCCLQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UJYY 
BSZJHUBP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OCMBDMYSNHXV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.REDSHIFT.PR.3 7238
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:control/ 
JTZSPKUCZEQP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OFQPE 
FLHYEMQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AVOAY 
SYOEDSH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FCEWL 
KLDUMMV

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/LTBAT 
EGEWNMS

CT.REDSHIFT.PR.3 7239
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
XNBKEABVQQNA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
SXXALIODJECC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/SYWH 
YDTEGYGB

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/UCTW 
BOSNRLBI

• Middle East 
(Bahrain)
 arn:aws:c 

CT.REDSHIFT.PR.3 7240
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ontroltow 
er:me-sou 
th-1::con 
trol/QUMO 
AIIVCBRD

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PR 
SABXVVQPVT

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ZL 
LOCCPTQIAA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SEJV 
FMINHDOC

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/GNWM 
BRYBYGUG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YY 
YLKDSNYUDI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ZXYQNPTGYKQK

CT.REDSHIFT.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RSYQC 
HSJXMVQ
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• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XXNRI 
FUPYIEH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TIIOZ 
LVHWXUZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NH 
AZVUYWKCGM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DJJVYZTHHNQU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
CVUXESSIFPVI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZZ 
CSSWYJZRNT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DZFJX 
HWGWBCZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KZSEI 
OFDFFYQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NHBH 
TNDISQFC
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JJYK 
TICMBNII

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PLWSDPNGNCXK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SHAQANKLSRUD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EAQFE 
OAZNUWH

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/RYCBS 
KQCSOSH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FLUEZ 
VKKTETL

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MKNPM 
KKEUYRW

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OCSPCZDHKDRV

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
DDJAPOKCNVKJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/QZFM 
VCTTFKUN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/VIBE 
CVZYWWSO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/SQIZ 
KBESVMUI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/SK 
QGXVYSUDGZ
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/IG 
BVEZKDDPSK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UJAY 
QIWWPSSB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/GOOM 
DZFIUXFU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/MT 
ESQPEDNIXA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
IKCXEHXYJRVE

CT.REDSHIFT.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.5 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MVWDS 
PIZQQOJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GNIRC 
UDXTGIB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KXJMD 
JMVXXWA
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• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JN 
UTHIPQTKAP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ICXWYEEBLZWH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VEVOVFZBXPGU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XZ 
UANQNWMUNB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/BVBKQ 
CZDVESL

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JDKXP 
TYUTQNJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TZHU 
CKEGTHPU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JVRP 
BPFUFXUO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DMBWTCJTWZZK
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
DWDPLRTCTQRK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OKSRL 
WUXPPFR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RSKDA 
DCBGTGR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OUGVP 
YTMYFZA

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/MRBTR 
PXKSMJJ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TAQKKKFUBKOK

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
XGNNEXTHJQXK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/FWZB 
XDSFUZQJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/YHKY 
PMKIWUZD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LXLI 
AICWIGFD

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/EU 
LMTTKSTDRK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KRAG 
XMCVHQPN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/WBHC 
BQEKKHKE
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• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ML 
KXPOPMOFWL

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ZPHIEJALWKIB

CT.REDSHIFT.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.6 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XSJEO 
QVHQNRS

• US East (Ohio)
arn:aws:c 
ontroltow 
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er:us-eas 
t-2::cont 
rol/QLHEQ 
GBWIYUX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ESTXK 
KJJOWTE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LX 
RTGBKAVZRM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KCSAGKLDYNMB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
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:control/ 
OWUUGCUQFZTV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IZ 
QOHUIEKSPL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RQFUX 
CXKBWOY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/REMWH 
XAQOGLG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GGTQ 
QVUSXOOX

• Asia Pacific 
(Mumbai)
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arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IQZB 
JZUENUEF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CYDYXNVPIZPG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KWCQMVWGTOPI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YGXMJ 
YPAWNUP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
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t-1::cont 
rol/BBVVB 
FHIHERG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GUDFC 
NXFHQRC

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/EPJUX 
EYJYXRT

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
DUBPDVDVASSS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
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:control/ 
XKEHDXOAJSOF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/IOUD 
DDYHBUYE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/KSKJ 
RCBRSNUY

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/ITWH 
NJQRRKHM

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NF 
CFLXUIDXUY
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UD 
PJFGOSUOGB

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/VKKS 
WSROCOHY

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/PQYA 
ZYVNBWKB

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/TK 
WVUVUVFRVV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
BGMYCCKJSXSJ

CT.REDSHIFT.PR.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.7 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XTYTG 
DHUVKCR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KEUUE 
IKIJQLO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QIVJI 
JPOKQWA
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QJ 
ZMCJVYCOGM

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IJMLIAVPGIOI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FFXXGIYUCWRF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XD 
ROKAROOZXV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/BDXFK 
XOPITMD

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/QHWQG 
OVEKIMH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LHKE 
IALJJGLM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WPOF 
SGASMAFH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IDYGEAGGLAKL
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
VURRKCWICXXJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QPDQN 
IGEIGEQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GOVQU 
RJVCYFX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NHUXU 
YYFUUYB

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/FQVGI 
HDKJGRS

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MGZSFFRPJXNJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QPKHXJWAXBEC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ZSFL 
WFHDEDNW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/PHPN 
UHCYJIVE

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/TYRA 
JFRQSVFZ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/VL 
LTDCCBFDKE

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RL 
OOAQWWOHBT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/PVWO 
HRPFVQOI
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/MBZB 
YWQHWYYA

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/XI 
OAMLVHEFKA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HDAJOFBSCAZC

CT.REDSHIFT.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.8 • NIST 800-53 Rev 5 
CA-9(1)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.5.3

• PCI DSS version 
3.2.1 8.2.1

ontroltow 
er:us-eas 
t-1::cont 
rol/EXRBS 
BIPFHWH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ALDUS 
RLWSQYM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WIYET 
XTZFNNA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XQ 
GTRHZSJLAS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
KLGGBJEKOFDX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VUQFIBCPLZJU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ED 
EMXYSBXDNA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DXPHO 
EZMTCQV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/LQVZJ 
BEEQCJF
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TNFU 
UZTWVOQS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WIWQ 
CADWSSNJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DHAUGOPSEXMD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
HIUBOYXXZOJV

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/KCHBF 
RLLRIXU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WUMVG 
WBHXOSQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BMSSG 
AJEZHXB

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/GZGTV 
BEKIPRM

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
LLUVKHVOTYKB

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
EZYWKAOZZJCS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TJTG 
HSRKCADO

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NHQC 
IPXIUDQD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/GACO 
YCVFQSZR
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RS 
VAKLQRLQXN

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/BL 
ZOVYUTPRKW

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NOLK 
AZJRJDVU

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/FWDU 
XFDXQCQQ

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/MF 
RBWMZTPOZX

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
USTDDCUNOJVF

CT.REDSHIFT.PR.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.REDSHIFT.PR.9 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YRDLV 
NFRHKTV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AOSGZ 
RUCDETW
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• PCI DSS version 
3.2.1 3.5.3

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UHRGJ 
XFBHKWG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JT 
OTPCSGXPIF

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QEUHIRFGEYFM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VLSFPDQGTLEZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/KR 
QCDKYDLPLN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AYLFL 
QSRCCSQ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/SOXMP 
APMUVYA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CHKK 
YPAFDIGQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VAKA 
VHVBZRLT
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FGEPIZCARZGW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
NSOMCBUHYDTR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MPEDX 
GCIBIPD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BETZT 
XCWFTGS

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/FPGMP 
JBMHZJM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QWLIP 
UMZTIWB

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BEDTSJXBPYRQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
WMHZVKNJBHHH

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/ERJC 
SGIBWPXF

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/DJAB 
ACHZCYDN

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CKWT 
JOGCULKB

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XI 
YTJTWXILFJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/KC 
IJAYENPABP
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KZEY 
ENTRZSQB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/NXYU 
JNVDTBZP

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/ZV 
IYJKXRKFLQ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MEFKMQGDLMBW
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.1 • CIS AWS 
Benchmark 1.4 
2.1.3

• CIS AWS 
Benchmark 1.4 
2.1.5

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
AU-9(2)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
CP-10

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HOHCX 
WHXKJEM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FKMTM 
PNCBGTR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BAGVB 
AYKIDPQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SD 
AWDCRWPYAZ
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• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-12(2)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WRGFYNFNMLEH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
OQJNJIJYYDVN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KX 
JQNRHPLFXJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/INPHV 
GNNYWHE

• Europe (London)
arn:aws:c 
ontroltow 
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• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 10.5.5

er:eu-wes 
t-2::cont 
rol/TGRGA 
WCJGDOT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WRHS 
EHIGMPNL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DVQU 
CYQSSVYJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YKBYYOORVYDQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.5.3

• PCI DSS version 
3.2.1 8.2.1

:control/ 
HCYQILOQAJGP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LHQHR 
BBJLOGX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GZSJP 
OJMETOS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UQDZO 
YXHSTJV

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/HUGVR 
CBOTHNS
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
RDNVZKOXQRBS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
BTKLXPIPPGWE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/FAKN 
TWCVJBBQ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LRNI 
NXJVLTOI

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/RYKI 
JHRMZVMS

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/YU 
WCIXIDGEIX

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/HY 
LHRTALKCXA

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/MKKR 
YHXWDZFZ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/QNVO 
FWQBEIMN

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LU 
NHKATYXLDY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
VMUQKKURTFQH

CT.S3.PR.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.10 • NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-12(2)

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AZDYE 
TJYRMPN
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• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.5.3

• PCI DSS version 
3.2.1 8.2.1

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WOZMW 
ZTCVLIG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NAJMV 
ANQPXLA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KL 
KYRVHDTSNQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XUAWJGYLSKOU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-1: 
:control/ 
XOELWGITRRJP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HW 
UKCNBPQJPH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WHMUO 
FUNYXLE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YJTFS 
UPUCWSG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IXTX 
SHXVNUZM
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZVWF 
NYUTBJQX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AJZIPUOMEHPW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SDKAAURVKROM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LOBZZ 
YSXKUEK

• South America 
(São Paulo)
arn:aws:c 

CT.S3.PR.10 7291



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/PJFOM 
SANLDYK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QVGKL 
BYATRGP

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/UNAIR 
GRMSYDE

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
SZTUWIPCDHJA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
IGACBRUIDHRL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/TRPK 
HIGMYXAO

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/NPHP 
UZYHVOIY

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/EXSN 
HHJHWXIO

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RZ 
GKGHPDNNWZ
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/ZQ 
TNVAGIGWJJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/SKGF 
YRDINXPI

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HWTO 
UVQXQKRI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QZ 
DCTXCJVTPY

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
UZNLVDVSMHZC

CT.S3.PR.11

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.11 • CIS AWS 
Benchmark 1.4 
2.1.3

• NIST 800-53 Rev 5 
AU-9(2)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EUDRJ 
BCNBNSX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QTKNB 
UWIZPYQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YMXFK 
EAZKVCS
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• PCI DSS version 
3.2.1 10.5.5

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CR 
TXZSITMULU

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EUTFKNVDBWID

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NFQVYRNQZULR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KY 
ZJOMCMHGSG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/OUGCA 
QGTCCFY

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/IHLVK 
ARQYKMH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DEHW 
LVENFBQF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YRTT 
YKIGHXEJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CCSEYYSAWFKX
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
AQQOPEFIXRLY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LGLAY 
YIEOEEN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QMKXN 
BUDMJAF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UHIVE 
VHOTRUS

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/VYSIL 
MRAEEXW

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TISETCEVQBZY

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
CICQLRNYABRT

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/AOJR 
FFGDXYLF

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/IXZS 
FQFPXBPB

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/CCLR 
ZDGTBJQX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/CX 
DTNMKWUDQA

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/WN 
GIRGIYRUQC

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/AGJX 
NIDFTLTH

CT.S3.PR.11 7300



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/JAQQ 
LPHVMOTH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YJ 
TKDVALYOKX

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
ERNMVMJMMUCD

CT.S3.PR.12

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.12 • NIST 800-53 Rev 5 
AC-21

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 

CT.S3.PR.12 7301
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• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

ontroltow 
er:us-eas 
t-1::cont 
rol/KQMZJ 
OTZIIXZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/REMJC 
AKGXTVB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FQJPZ 
RMZNTWE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DK 
CURRUTBBZV

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

:control/ 
OVQWGRGYNWTK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EPLOMJJLWCUG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RZ 
OOIFZZQPXT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UQEOC 
KFZKPPV

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/OKIBG 
UFCIMGS
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YZVB 
RUKJWFNH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YAWO 
MMVYLVVM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KBDEDURVZELG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
HVOIYQGUXWZA

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/QXHDS 
SDRZJGE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YLNFG 
YIJAWEV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZOMFZ 
REHPSFB

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JIPOQ 
DUYUWIY

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
YNGEMLONSHEF

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZNLHSTMRAXLF

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/VIEN 
QADPDJBG

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/CTUT 
TRYQQDKZ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/UYAP 
TSOOUMSX

CT.S3.PR.12 7306



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HW 
BNGRAMKESL

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UW 
NPYFLXEDJR

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/KETG 
OTTIJKZN

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/ZBRO 
MCCSOOFU

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.S3.PR.12 7307
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tral-1::c 
ontrol/LV 
EWHJAZVKYQ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
GSOHGIFWYQYG

CT.S3.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.2 • CIS AWS 
Benchmark 1.4 3.6

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QUYPC 
YYEALDZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FHMUC 
MMRQQOS
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• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LWFWE 
JSLVKVV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FG 
DZHXUFRPHF

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MSRDMFGAVCXV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BPVHEZBCMBZH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.S3.PR.2 7309



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• PCI DSS version 
3.2.1 2.2

er:eu-cen 
tral-1::c 
ontrol/LM 
PLBWVGMUCW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NCKAF 
XMYIELC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/DLJVQ 
IJWPVWK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QIGD 
YVQVHTOY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FQXY 
YRCXLSVY
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UTCUYXQMQXRC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
EEJURBQMFYKX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EHHLH 
RKQKEDX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QODIL 
HSQEUDJ

• US West (N. 
California)
arn:aws:c 

CT.S3.PR.2 7311
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ontroltow 
er:us-wes 
t-1::cont 
rol/WTJNF 
TFPDVEU

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/OXUZJ 
OSNXUGV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
USOLSRKTDAXD

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
PAAXMDTZLCSW

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.S3.PR.2 7312
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trol/RPRQ 
AYKWHKVE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HIPG 
BZKDQSKN

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/FIUQ 
QJAZYWBP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/XN 
QIIMLEGLWO

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UE 
ZMQHOAKJKC

CT.S3.PR.2 7313
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZDEK 
KVEJKNZR

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/DJAN 
ZMGCQEVC

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/TQ 
KVAEGMISUA

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
HUJNXXTHLDBM

CT.S3.PR.2 7314
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.3 • NIST 800-53 Rev 5 
AU-9(2)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 10.5.3

• PCI DSS version 
3.2.1 10.5.4

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 3.1

• Optimize costs

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WNDCH 
APIOWPX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NMQZF 
XOBMETI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GGFPM 
XFOJMKL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TW 
VWTNVBNUJI

CT.S3.PR.3 7315
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RRBBSRTVOULJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MGLDCUIJSXOP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BG 
AFYFTRFRWB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PPCZR 
HIWWDCO

• Europe (London)
arn:aws:c 
ontroltow 

CT.S3.PR.3 7316
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er:eu-wes 
t-2::cont 
rol/UYIJG 
HTLYXYJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VKFF 
QEXOWYRO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OGNP 
SHWCNUXG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZXKHHALOBMMC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ZZWZQEUOXAHO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KEOGA 
UVAGIWC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AKENC 
MOJFZIY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PMCZH 
CYFLDME

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/JWYSS 
JGWQIQI

CT.S3.PR.3 7318
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
TRWWVPDNBLSG

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
GDPYJXJBMBRS

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/UBEK 
ETDJHQDK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/BHNC 
VZBGRDSF

• Middle East 
(Bahrain)
 arn:aws:c 

CT.S3.PR.3 7319
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ontroltow 
er:me-sou 
th-1::con 
trol/HOYK 
RAYORWNL

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/HA 
IHUHROMERP

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RR 
NBHHGJPSLY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WTJT 
RXBVKECG

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.S3.PR.3 7320
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trol/MEPS 
JMORAQQD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/GO 
IDWKLVOXEO

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
WUBXNLCMSYUW

CT.S3.PR.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.4 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4

• NIST 800-53 Rev 5 
SI-4(4)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YBVXN 
KBMJYZO
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• PCI DSS version 
3.2.1 11.5

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NBXPL 
AFUPVPO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OQTGU 
RFVOIFX

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZE 
ZHYRLECUPJ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TJVPIRLFQNJU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.S3.PR.4 7322
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er:ap-sou 
theast-1: 
:control/ 
CQYPJBFGNVRN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GV 
TLGKIYRXAE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HMPQS 
WNZRQVD

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ODQFN 
KZAVERW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JRZY 
MZVVABUE
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HDFM 
AXJXVUNX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NGFEGYCAZMOQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
JIKPKVBCQTZZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FWDLB 
IIQYIXW

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/BLCIO 
NDMMXME

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AKPXS 
EGLBYYY

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/RKMCR 
SKNQDMF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
XWCENVGPFKVP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
QPOADHZNFITP

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/RQQQ 
DSQMSXSE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/ATMH 
OATOZICQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/HZZG 
GKDJSMKW

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/NK 
SQUEXXOXSL
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/TG 
VKWKNMHKGV

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/OWRW 
JJMCRCQQ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HPSJ 
SQXKSZHV

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LE 
LWUYTFETVV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
VHKXDIWZQDSN

CT.S3.PR.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.5 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.3

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IIICS 
ISZKWBP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QOSGJ 
SIWYQBY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OGTDJ 
UZQBTOQ

CT.S3.PR.5 7328
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RZ 
FOSHDJDWQR

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XBIANCENZNPT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IKFLVYCSQUUW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QD 
UMVVXOVRJU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/ZQNUY 
RNLELMH

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KLPNF 
IYSSKEX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QTKV 
XJRHKVVN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KYIC 
ILZPASAZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OUJUGYPGPBTR

CT.S3.PR.5 7330
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SKXEZLRKRIFO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UHGKA 
ZQPWHYD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EIXEG 
SOMQYMS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LQTJJ 
UFUBRCL

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/ONLMV 
XNYTOQO

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
NKZLNBHHNYWR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HCNPCYDQYBTR

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/GXPX 
MXODYBYO

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.S3.PR.5 7332
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trol/QGMB 
AEOHJWGP

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/HLID 
PMXKIOFH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ZH 
BXBCQPAMAO

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/UG 
OFNNRHFKRL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/NZFR 
DTFZPLNO
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/FIHX 
YREBYHQG

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/YM 
IRPBUXDGVZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
NMAAILPGVXAN

CT.S3.PR.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.6 • NIST 800-53 Rev 5 
AU-9(2)

• Optimize costs

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 

CT.S3.PR.6 7334
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• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 10.5.3

• PCI DSS version 
3.2.1 10.5.4

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 3.1

ontroltow 
er:us-eas 
t-1::cont 
rol/EXSYS 
TLXGVRE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SPSBP 
NJTBZZK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WIBGV 
DNRDWQR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JV 
KPEBOPGEKW

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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:control/ 
WVHLLZEVRMCQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SIFXKRHFTFJV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HY 
KSATXAETXB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PTGEB 
DEGHRPD

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/FABQO 
CRPITAI
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZDOZ 
UWMODNSH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IJYF 
TUFPBGPV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RPCLZYKICEAM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
URWGYOBMHNOV

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/SUHIE 
TMCJFVC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IHGNY 
ILKIJRJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PCNZK 
GERWRYG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/WPJQQ 
RRMWAVW

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
MENFCLCEHUMV

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
UIWWHNMZAHUB

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/CTTW 
TIWREUJJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/XBKZ 
PYOKFUZT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/WMOZ 
GCWHFQPY
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/ID 
ZZGOPLRKFC

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/GK 
FFPPVNGUOY

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/FAAE 
XSNAJBGJ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/SCSY 
AFKBKFET

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.S3.PR.6 7340
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tral-1::c 
ontrol/FO 
VYOXRGRRDS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
JJROZZPYLDSV

CT.S3.PR.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.8 • CIS AWS 
Benchmark 1.4 
2.1.2

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KQIDX 
VAURPNL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XACDB 
PRGTLYA

CT.S3.PR.8 7341
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• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MPNBM 
XJVAAWW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GI 
QAEXYNYBIQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BYKXCKKRYVIV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EVSHZCEOCLDQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/RR 
MXKKLSMMCO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WWING 
KFVKVZX

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/VMEGH 
EZKVRHV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VXOW 
MBPGJWWG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZWZW 
DEMHXOHI
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KTRFCYEXSTXR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
QWXAZRHGAPOF

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JSFWY 
VSJEBLH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DMPZV 
JVZMWZN

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/HXTNW 
GMJJZGM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QFTBT 
LBFFQSQ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
KZHGCHWLWFGO

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
RVFBVPTCPJHI

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/BCLB 
ADAGFADV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/STVA 
PGCPQSUT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/BDAB 
ORJSMRZI

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/TA 
ZUUWKEQXPV

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/FX 
NNHXMTPWOB

CT.S3.PR.8 7346



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/EGTV 
ZTLAIMXV

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/XQMJ 
UIQTGZYX

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/AS 
XITBMOMFBS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
QPPBAOJDQLFG

CT.S3.PR.8 7347
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Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.S3.PR.9 • NIST 800-53 Rev 5 
CP-6(2)

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YCXCE 
ZLFPPEZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/EQNXZ 
OTUEHEL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CHIOV 
WNEUBWJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DK 
OVKUNLSMJU

CT.S3.PR.9 7348
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MOCNFRGVJQIQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HHIBSFXWAOFQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DO 
SCMGGEBQUB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XXUOT 
YAXZIOM

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/KTUXU 
GJYXVEO

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NMEV 
AZFEZWLD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YDWM 
XGHWKJDO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GEANURJHOSJU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
HSMBYWLJEVPN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EQCSO 
ZEMFEOS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HXMAU 
GJKIZZI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MMPIT 
MGATTGG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/KQCIA 
TXNKEVO
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AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
KMRGDQJCVIKH

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
DARIPVIIRWUC

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/QUSG 
EFKIGLXK

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/MCGZ 
BCKMXTXN

• Middle East 
(Bahrain)
 arn:aws:c 
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ontroltow 
er:me-sou 
th-1::con 
trol/XDMG 
VMGSZSXJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/AK 
LAOZHIFAHX

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/CB 
YRCOKJUEIW

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HPMQ 
GMDDKGSQ

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
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trol/WVTL 
JTCJUFXM

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QW 
HWEDAKJQJE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
MNQSVFBXEKDQ

CT.SAGEMAKER.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.SAGEMAKER.PR.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NXBXU 
FEBMYSV

CT.SAGEMAKER.PR.1 7354
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• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BILKE 
GTPYTLO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BAYFK 
DFICPXR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZX 
UCDQEYSHPT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KJAHYCKSSRAA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

er:ap-sou 
theast-1: 
:control/ 
HLYGAUWTYVRB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FS 
UJOVACPHJM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XRTOT 
OYPMYBC

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/NFMRN 
EASBICM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EECQ 
VSZWLOXW

CT.SAGEMAKER.PR.1 7356
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• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EOQD 
TUMRBXGY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IHHCXMIJDPUY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KABHYKBSJCDD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KVUSH 
DIZGCFC

• South America 
(São Paulo)
arn:aws:c 
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ontroltow 
er:sa-eas 
t-1::cont 
rol/PKJBX 
QYFTRYT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XKYIJ 
GULCHJI

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/UOYFC 
MRGSGQX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
POCEBHMEGHXJ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
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theast-3: 
:control/ 
GLVFJPOFPXNJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/XBMH 
GBXUTPTS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/QMVM 
RDVZDKWA

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/SQBN 
RAQIOBDV

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/GU 
OCCAAHNGEK
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/XZ 
RBQVWNHOOL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/FFOC 
TNBPTMAL

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/WXNS 
WEWICMMI

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/QV 
LCYLNWCVQZ

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
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er:ap-sou 
theast-4: 
:control/ 
QNAPKIUXFEPP

CT.SAGEMAKER.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.SAGEMAKER.PR.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BFRWU 
SCUMZGR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GJVQQ 
NCVKMEK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OXZGZ 
LYYZZDX
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• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MC 
LENUGHMFXO

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WHZCFXEMTXVF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FTKAONSNGNFD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SS 
AOHZOHNKPC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
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er:eu-wes 
t-1::cont 
rol/YEXOM 
FQQIRQX

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/BCODM 
JVNRAYE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SCTO 
GVXJHSTW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZTZR 
IMHDVQSR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AJUBXQWZCNZA
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XRQNSQZACILS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TETZP 
AGYDAJQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YDBJT 
BBNNIMH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XGNLG 
NXPWUFA

• Asia Pacific (Hong 
Kong) arn:aws:c 
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ontroltow 
er:ap-eas 
t-1::cont 
rol/NYSYX 
CRATNBX

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
PYUYQRAJTEYR

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
WLJGIWFSJQDK

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/FQOC 
OBHBFWNB

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
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trol/ACII 
COUHVBVV

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/EFQS 
DWADDOVT

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/RB 
CEKQMEPPSR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OR 
WQSQDZDZFL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DFQM 
NGMINELE
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/FWLX 
IOSGXLZD

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BP 
GXJEPKEMPW

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
PZIBDNEVGZNV

CT.SAGEMAKER.PR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.SAGEMAKER.PR.3 • NIST 800-53 Rev 5 
AC-2(1)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
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• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.1.1

ontroltow 
er:us-eas 
t-1::cont 
rol/HOQUZ 
BNWPSKO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MDQQI 
VONAGJQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PGQSN 
ZZVPTNP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PF 
WXJZLGHZHS

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
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rs, by Region

:control/ 
WFSJGEHTGUJD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BORBTTFXSVMR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XG 
SJWJUCDSDD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QUAMX 
LGBEEBM

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/FFLFB 
LHYHRKH
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VECR 
JWSQKKJX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MWSR 
FJCKCMYZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YKZDBOCKKZBP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
HCJSGYPXGJZD

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/NRPXZ 
DRCFVEM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YHWVC 
TSCOZPQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JLDGS 
DBFPEIG

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/MAMFM 
PGXSSSQ

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
JGRCEFMTNSLL

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ODRNGAVPVJLJ

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YIEF 
ICYWYZLU

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/HRMN 
WAHHHTFT

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/KNZF 
XFKXDIKD
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/JM 
EFHEDAXBAE

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OY 
PVSQELUEML

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/TVCL 
BFAMYSLY

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RYVX 
FMPGIYGK

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
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tral-1::c 
ontrol/JJ 
NUJERNVMJV

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
NOZHICOKJIJR

CT.SQS.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.SQS.PR.1 None • Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WHMAM 
EUKIFGE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LSZZW 
CFWWEBV

CT.SQS.PR.1 7374
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LIUFD 
WXIUWLF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SC 
SCEOQLMMEP

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RBKKATWLGQVS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
OCQCVFYIRMUH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
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er:eu-cen 
tral-1::c 
ontrol/OY 
PHJPNFBWWN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WQDII 
QGFBSCM

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/YGMMI 
MFHGIHD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DALE 
UNIJKTHY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WBEX 
RWIRFKJL
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• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HBILQHCZJFAW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
JHJLYBFELNSZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ITBUK 
BXKLPRH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BUBHN 
TXSNVHH

• US West (N. 
California)
arn:aws:c 
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ontroltow 
er:us-wes 
t-1::cont 
rol/PYPJC 
ABAISCE

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/SBDRR 
PRISVPY

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BVGSHIGLNFAP

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
YWVNSHOTESWX

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
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trol/GMPK 
ONEBTSAP

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OHHO 
HNXKODUA

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/HTWJ 
NZMMPUNH

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/CA 
MCCUUHVPFM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/CS 
MGZDWGUJGL
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/UEYN 
XEJBYMSM

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/IMIC 
LTIIQHXY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/IO 
BECTBBGGEI

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
DGEFIBBKNNAY

CT.SQS.PR.1 7380
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CT.SQS.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.SQS.PR.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JBIFA 
REFXJYH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RXJEP 
AOSCUYZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AQUJF 
JQURUFV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OQ 
PVUZBBDOKR

CT.SQS.PR.2 7381
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NWPVCUCMYWJV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LLQBEYVBONPS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DN 
DLXKJDBGSF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VIRIC 
UDUZRHZ

• Europe (London)
arn:aws:c 
ontroltow 

CT.SQS.PR.2 7382
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rs, by Region

er:eu-wes 
t-2::cont 
rol/MPPVB 
HPMBSNZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZIGS 
JHHCJDFF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JAGV 
XXXLXSRF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DTARWAFQDLEJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.SQS.PR.2 7383
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rs, by Region

:control/ 
XDDGSSVPQAVQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UWKPB 
OGUMVAX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DCLDB 
WPADGYE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VLTWP 
SHSLAKQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/HGMWZ 
IVVMLXP

CT.SQS.PR.2 7384
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• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
ERHGIIDRLPCS

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
HYGNOVUHPJWO

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/MLKL 
UIARVDHN

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/AWUN 
OCUECLQA

• Middle East 
(Bahrain)
 arn:aws:c 

CT.SQS.PR.2 7385
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ontroltow 
er:me-sou 
th-1::con 
trol/RUAW 
NTLATCEP

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/PZ 
GOUGUCUHIE

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RC 
DCYANDWUAI

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/BAJG 
OTFZUYNO

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.SQS.PR.2 7386
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trol/LQQX 
TJHPPSCL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LI 
CZJVRRYWOS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
TCOMVFDNXJHQ

CT.STEPFUNCTIONS.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.STEPFU 
NCTIONS.PR.1

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RARWR 
IGRBHPM

CT.STEPFUNCTIONS.PR.1 7387
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CUOQM 
OAQVWNG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OFRNX 
QNITJES

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RJ 
CWEUDWEBLJ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HYFUIUJOXQNV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.STEPFUNCTIONS.PR.1 7388
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 10.3.6

er:ap-sou 
theast-1: 
:control/ 
CWLRWPTPGQVD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NA 
MQPORQVXQM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SBVYL 
FYIIXPP

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/KDFTT 
NMHFBLL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CGAF 
SUBVZBJH

CT.STEPFUNCTIONS.PR.1 7389



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FKXO 
NMCUFEDB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BSARINIRFYGL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
ERZIMFMFCIVL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JGQQR 
QVFLGDJ

• South America 
(São Paulo)
arn:aws:c 

CT.STEPFUNCTIONS.PR.1 7390
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/RILHL 
BPKXUXU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ASZQN 
SJURJXR

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/QIWXQ 
ALPOWVN

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
OUZWAONSGGYA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.STEPFUNCTIONS.PR.1 7391
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Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
ITIIXOXNEGVY

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/YVHX 
PCMYPLFP

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/WJFY 
NIIKQSEC

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/PHYY 
VEOKRMOA

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/FP 
NHTOWNICVK

CT.STEPFUNCTIONS.PR.1 7392
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/MN 
YFKBIEUNXE

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/CMAQ 
XQSALRDW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/LJSI 
NXGHBENY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/PJ 
TDUVKFZBWR

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.STEPFUNCTIONS.PR.1 7393
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:ap-sou 
theast-4: 
:control/ 
QNCUBTYVDMNK

CT.STEPFUNCTIONS.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.STEPFU 
NCTIONS.PR.2

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BHEGK 
QAMVASL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VXVKI 
SEMRURZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MSXYL 
KDPWZRN

CT.STEPFUNCTIONS.PR.2 7394
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BZ 
AERZJTDTLU

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BUACWBSQOPNW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JHBUWWHFLVYG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JK 
UFUGHYKGWF

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.STEPFUNCTIONS.PR.2 7395
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-1::cont 
rol/MUNRX 
YWSIOUS

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/HMTTW 
OFYBDUQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FLMF 
YWQVJDZX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YHNW 
BNXVKOZP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FLVJBWFDWHDJ

CT.STEPFUNCTIONS.PR.2 7396
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
IXMAHHUSDUVR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GCMXG 
SVVIEUT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IBZBY 
QWSSFBM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YANYR 
DEXXDEH

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.STEPFUNCTIONS.PR.2 7397
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/MWCJK 
KKFLGQI

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
MXXULKHAVUNN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
TVTNAPHRDRZU

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ULPO 
IYIDRFWE

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.STEPFUNCTIONS.PR.2 7398



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

trol/TYPG 
EIBRQHQW

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/LRDZ 
XXUZTAVN

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/EE 
KQLYFIYRRG

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/RM 
LLZIIHUNYX

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WTJH 
RSSHPAKK

CT.STEPFUNCTIONS.PR.2 7399
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/FXOE 
UGCCOWIH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/KY 
ZJXVQAORYF

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
VUVJNJRXBZAV

CT.WAF-REGIONAL.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.WAF-RE 
GIONAL.PR.1

• NIST 800-53 Rev 5 
AC-4(21)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 

CT.WAF-REGIONAL.PR.1 7400
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• PCI DSS version 
3.2.1 6.6

ontroltow 
er:us-eas 
t-1::cont 
rol/DIPWB 
OCJUTTO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UYFKJ 
EOQVEWH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TEMUM 
MEADETS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TL 
TACWUKOMHH

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.WAF-REGIONAL.PR.1 7401
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
JGWGMJBHDRUF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MBRMIDDGSBSB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XH 
VSSBIHIROY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KTKPK 
IVBNQDE

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/CAGAN 
IVPBXCM

CT.WAF-REGIONAL.PR.1 7402
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AYNF 
YQXOVCGW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PWYD 
DDJMHVKA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GMIRRPOYKDSI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
GBLQKIZJUWLI

• Europe (Paris)
arn:aws:c 
ontroltow 

CT.WAF-REGIONAL.PR.1 7403
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rs, by Region

er:eu-wes 
t-3::cont 
rol/PLLMI 
JKTGYDC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FWZWR 
HWINCPZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BODSS 
YLZFBOR

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/VVYKY 
KULBINF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 

CT.WAF-REGIONAL.PR.1 7404
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
ADCMSRCCWZPA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ZJLIMDYSNJVA

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/PWKK 
ZXICJEGW

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/LXWH 
HALWLTCF

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/MVZL 
KKWDHKMA

CT.WAF-REGIONAL.PR.1 7405
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/GE 
DNQOQRUGPJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/JL 
HUAWBNDBHN

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/DQMO 
NWOSDETX

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/GMCX 
XVDXPPHH

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.WAF-REGIONAL.PR.1 7406
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/TM 
FZMHPVGXBH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
IZBRUNFKGILL

CT.WAF-REGIONAL.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.WAF-RE 
GIONAL.PR.2

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 6.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FQEZX 
YFKDEXW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BOCYB 
RNEMMGS

CT.WAF-REGIONAL.PR.2 7407
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EQMCV 
OTIUSBY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TY 
QHRXOLTMRT

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QWRJQUNFEALJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QOMUGMEGSIHK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

CT.WAF-REGIONAL.PR.2 7408
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-cen 
tral-1::c 
ontrol/RM 
IXORRPHOQD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DLVXA 
PJNGYIP

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/ECJHX 
MXRZBVQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IRXU 
IROUYYYS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TKFT 
XHEZWGTF

CT.WAF-REGIONAL.PR.2 7409
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rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KOGUYYCCSEJB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
SNJTGWLCRZLW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TRZOI 
IDYBNNA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XEDCR 
XBBIYWT

• US West (N. 
California)
arn:aws:c 

CT.WAF-REGIONAL.PR.2 7410
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rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/YYCBB 
ISOPTCI

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/OCLEQ 
HMCFSEV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
HHXUYSUFAFPI

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
QYJWCLEEOXNL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 

CT.WAF-REGIONAL.PR.2 7411
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trol/KMLH 
OMCISOOF

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/PLBW 
FTQGUYPO

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/DMWN 
VMCVVLCU

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/MQ 
XFOURKKFIZ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/OJ 
MMCNHJKKIC

CT.WAF-REGIONAL.PR.2 7412
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• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/ZEYP 
ELWNMQGB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/RWNP 
UZWYHNMY

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/NC 
JSSEWLAPCP

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
THIHAAMWYOLM

CT.WAF-REGIONAL.PR.2 7413
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CT.WAF.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.WAF.PR.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 6.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UNASE 
SNVHVZY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VDXLZ 
KVLPFSH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RVKEX 
LTMXJVJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SE 
FPFJCQOYKK

CT.WAF.PR.1 7414
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LBEBQHSFDADD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AKUBJOAGFDTU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XV 
RZCGVSPYIL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ELFPB 
LOGRZYE

• Europe (London)
arn:aws:c 
ontroltow 

CT.WAF.PR.1 7415
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er:eu-wes 
t-2::cont 
rol/LSGSH 
IHBLVLX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IRRD 
WBVEEVZR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XANE 
TJVAEOSW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PLNVFAREKZXP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

CT.WAF.PR.1 7416
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:control/ 
TXHPCTJXMEXT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JSPZJ 
EWVUVFA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZVSTK 
BQVFFMQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SVRRG 
EYNFUOM

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/NCRRN 
MOLKHQE

CT.WAF.PR.1 7417
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rs, by Region

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
KCRFFFCEBPEA

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
XKVNIOEEWELE

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/ZDJO 
MTGOHOJR

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/GQFG 
YLKZJIDA

• Middle East 
(Bahrain)
 arn:aws:c 

CT.WAF.PR.1 7418
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rs, by Region

ontroltow 
er:me-sou 
th-1::con 
trol/GPIO 
UFKAZYRX

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/BL 
SNAPKCBEBR

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/EU 
OUIEIKSRQK

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/OVMO 
WJDWSHZX

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 

CT.WAF.PR.1 7419
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trol/ZFNF 
RZNGHWKO

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/BH 
BCIBBWQQLS

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
CMRLLTLXFKCK

CT.WAF.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.WAF.PR.2 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EVTLD 
FVJREHX

CT.WAF.PR.2 7420
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(21)

• PCI DSS version 
3.2.1 6.6

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TESBX 
HDTYCVR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WHEYG 
YOKBFEE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WK 
AOAEEFQEGB

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZWQCPIXANTTE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 

CT.WAF.PR.2 7421
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rs, by Region

er:ap-sou 
theast-1: 
:control/ 
VULAATRXMKNA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QV 
EBBPUQHHTP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LAPES 
UGIQGRW

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/FHTQF 
TBMJHIC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HAFO 
BOPSXWQF

CT.WAF.PR.2 7422
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rs, by Region

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TZFB 
NAETOMJR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HWDELIBEBVFK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
WGLOYXOZAYLU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XQQXG 
FIHZHQZ

• South America 
(São Paulo)
arn:aws:c 

CT.WAF.PR.2 7423
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:sa-eas 
t-1::cont 
rol/GHWIK 
ZXTBTPW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NSQKE 
SMWRPRQ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/WVKFS 
XCMOAFB

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
BWSNHISVRCNV

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 

CT.WAF.PR.2 7424
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Control identifier Framework Control objective Control API identifie 
rs, by Region

theast-3: 
:control/ 
TLGQQBOREOSV

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JNFJ 
CDGBQAQJ

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/OXOR 
BSCQFWTQ

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/IQGC 
TIQOKDWL

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/WM 
OWJPCZJWTO
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• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/KG 
UPKWOEJMQL

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/HSIX 
LKCRSNKW

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/TFNT 
AHCAFOHL

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/WI 
BXCFGXLPLE

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 

CT.WAF.PR.2 7426
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rs, by Region

er:ap-sou 
theast-4: 
:control/ 
ENLMLRVXKUMB

CT.WAFV2.PR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.WAFV2.PR.1 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• PCI DSS version 
3.2.1 6.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XEONM 
NFZMEEF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JWKJR 
MTPQGYL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KYOLA 
PACMMCW

CT.WAFV2.PR.1 7427
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• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NP 
VKWMPNGNPQ

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ITRZPFPNHOVU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GXKAGSHEBLQA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TJ 
ZLGRPBEFZZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 

CT.WAFV2.PR.1 7428
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er:eu-wes 
t-1::cont 
rol/ACZQQ 
JXMSSKX

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/WNZNW 
BPTAQGS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PQBM 
KWIWABGD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZJTW 
MPTTRZRR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FLFTSMDKQPGA

CT.WAFV2.PR.1 7429
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
QPSONUAQWAOR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RQXLA 
XERBFAH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OBDIK 
EAZGTAV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NIGBB 
ACJPCNN

• Asia Pacific (Hong 
Kong) arn:aws:c 

CT.WAFV2.PR.1 7430
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rs, by Region

ontroltow 
er:ap-eas 
t-1::cont 
rol/ALLKE 
ZAETGXV

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
:control/ 
WRSGKTAMFUNN

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
ATYEMLPACRYL

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/JUDF 
DFZUPGDV

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 

CT.WAFV2.PR.1 7431
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trol/AFMI 
FZSFCJAM

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/UGZF 
HMKFGWPJ

• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/DW 
WMENQHGMKJ

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/CR 
GWQEGNYRWJ

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/THNA 
CPIXQEGW

CT.WAFV2.PR.1 7432
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• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/HHWU 
XJHWSTHW

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 
tral-1::c 
ontrol/LS 
QMTYNBDGHH

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
GMGTDMVFMMIX

CT.WAFV2.PR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

CT.WAFV2.PR.2 • NIST 800-53 Rev 5 
CA-9(1)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 

CT.WAFV2.PR.2 7433
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rs, by Region

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 6.6

ontroltow 
er:us-eas 
t-1::cont 
rol/BUWSN 
ZUCOYKV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JLKGL 
ZGUQJYB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TMEPJ 
GMZTEOI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LZ 
IRXMIWBDLY

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 

CT.WAFV2.PR.2 7434
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:control/ 
HGYKZRUFIFSG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GITZQTTINVIH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VD 
AEUHLAPSJA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FBEJW 
AWHUGHF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/JEGHU 
QJDAJPX
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• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CXJM 
VDJZHUAL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FQIT 
WYCBKFGZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YUWWRBUJCKWS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
UKLHGBFDOUPK

• Europe (Paris)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-3::cont 
rol/KJZYD 
ZBLLWOQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WKXZF 
SDZWWOS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CPNWT 
ODASNRJ

• Asia Pacific (Hong 
Kong) arn:aws:c 
ontroltow 
er:ap-eas 
t-1::cont 
rol/OLRFC 
EMWLWYF

• Asia Pacific 
(Jakarta)
 arn:aws:c 
ontroltow 
er:ap-sou 
theast-3: 
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:control/ 
UFZYEEYHGRGQ

• Asia Pacific 
(Osaka)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-3: 
:control/ 
EVFGOLAANCYD

• Europe (Milan)
arn:aws:c 
ontroltow 
er:eu-sou 
th-1::con 
trol/RBGK 
CDWRDJOS

• Africa (Cape 
Town) arn:aws:c 
ontroltow 
er:af-sou 
th-1::con 
trol/FACN 
TUGQMNFD

• Middle East 
(Bahrain)
 arn:aws:c 
ontroltow 
er:me-sou 
th-1::con 
trol/SLSR 
AIGXMUXQ

CT.WAFV2.PR.2 7438
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• Israel (Tel Aviv)
arn:aws:c 
ontroltow 
er:il-cen 
tral-1::c 
ontrol/KB 
PYZPMGKBZM

• Europe (Zurich)
arn:aws:c 
ontroltow 
er:eu-cen 
tral-2::c 
ontrol/SS 
UYGEFIPPHT

• Europe (Spain)
arn:aws:c 
ontroltow 
er:eu-sou 
th-2::con 
trol/WYZT 
RLBPOGAB

• Asia Pacific 
(Hyderabad)
arn:aws:c 
ontroltow 
er:ap-sou 
th-2::con 
trol/EBHC 
UTSNUBCE

• Middle East 
(UAE) arn:aws:c 
ontroltow 
er:me-cen 

CT.WAFV2.PR.2 7439
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Control identifier Framework Control objective Control API identifie 
rs, by Region

tral-1::c 
ontrol/OC 
OJDDRHFTCD

• Asia Pacific 
(Melbourne)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-4: 
:control/ 
AUFYBCLSXDIR

SH.ACM.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ACM.1 • NIST 800-53 Rev 5 
SC-28(3)

• NIST 800-53 Rev 5 
SC-7(16)

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MBCMJ 
MZJGPLS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WXFME 
FMVTLUM
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• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ANXKM 
BZMHTME

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BU 
YCUYITYPVG

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PKBECMZKORWL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MSYJENQMUXJK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 

SH.ACM.1 7441
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rs, by Region

er:eu-cen 
tral-1::c 
ontrol/VY 
LDSKRLKKOA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZKVPM 
ZUWFGJF

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/BKDZM 
YWHGSGH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QPVA 
ASCUWYZA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VPNP 
OEIIUSHA
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rs, by Region

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TFNTUZCUNKTO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
EYLAEGFQRCWO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EJGKL 
XXBAEET

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OWLPO 
EUWSXFB

• US West (N. 
California)
arn:aws:c 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

ontroltow 
er:us-wes 
t-1::cont 
rol/WRLVG 
HVNTPDD

SH.ACM.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ACM.2 • NIST 800-53 Rev 5 
CM-8

• PCI DSS version 
3.2.1 2.2

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OESYM 
JROOXEJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NJCVU 
UULHBNH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
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rol/DAMNU 
GWIKMAB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RP 
NDGPPSHSBC

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DDIXKRVKEQEL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JSIQTGMCBGSA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HS 
NWRETFPGVZ
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• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PISVJ 
SLLVEXN

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/UYLGM 
FYYLOTX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RWLR 
YADXZPUG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QGYU 
UHWATOQJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
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rs, by Region

theast-2: 
:control/ 
DZVWVPKKLYFW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
KBBAURDMUTKQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RLNQF 
IYBCUMK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TZVKB 
KLRCSAO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 

SH.ACM.2 7447
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rs, by Region

rol/TEJMS 
FNDHODY

SH.APIGateway.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.APIGateway.1 • NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OOTDC 
USIKIZZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YJANV 
DFZSBQJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TBTRT 
AXTTOFK

• Canada (Central)
 arn:aws:c 

SH.APIGateway.1 7448
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• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DH 
NKNPSWPETE

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PWJUGOAFXGNW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AGUZTOXVATMM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UE 
DENVOMHGZD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 

SH.APIGateway.1 7449
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rol/CBNMU 
ENGDKVZ

• Europe (London)
arn:aws:c 
ontroltow 
er:eu-wes 
t-2::cont 
rol/LPNUK 
HXMNIFL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FVIR 
YJHPLBKR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YLBG 
COIJCWCO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NWUHBVMJFVWU

SH.APIGateway.1 7450



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
:control/ 
XGFCWUSCPWBT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OUDKZ 
HUFMKXZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LKWQT 
CVNHFYV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QVXVD 
PINRLPY

SH.APIGateway.1 7451
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SH.APIGateway.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.APIGateway.2 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MNPVC 
MDMYSLZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KPORK 
NTFQENX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YPGHQ 
DSXNTVO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FD 
WKKFDTSZXX

SH.APIGateway.2 7452
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• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HCPQXEYLPUTG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GCOLOAVWADDA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BB 
RKQRFGKHFM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UADGC 
PBNJJBS

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/NSPCY 
WJJBDRH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JJLT 
DTNZHJXM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZWRP 
SDCJJTPW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RDMVJESGQCRW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.APIGateway.2 7454
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:control/ 
AZWAXOWQMANJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UOSOH 
IJTHFCO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EJSPZ 
RWREGJO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FHQXJ 
XTFOFWJ

SH.APIGateway.2 7455
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SH.APIGateway.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.APIGateway.3 • NIST 800-53 Rev 5 
CA-7

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OBBBF 
BBHDUVX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TSNMT 
DBRWMPT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LQTFJ 
GDAOWKI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XC 
CMVZSAVCXR
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PMGEOVFNRWUU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TOGMXHEOYZLH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BX 
ICHCDHLEQE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AOQCY 
ZGINFNV

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/OELZO 
KBLNQGJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VOYX 
YLQQEHGQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RDTQ 
SQGIEQUC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ACSVLXDDUUQP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.APIGateway.3 7458
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:control/ 
UIZDZMDGPDQP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VYXBB 
UCNMVKX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HBBTG 
GYEXEVJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UYZHE 
IJXHMDT

SH.APIGateway.3 7459
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SH.APIGateway.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.APIGateway.4 • NIST 800-53 Rev 5 
AC-4(21)

• PCI DSS version 
3.2.1 6.6

• Protect configura 
tions

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SJEXU 
SOXPSPK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MEGBF 
CTBLAPY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WGCGX 
WCPMWBV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EZ 
ACRQZNMTPK

SH.APIGateway.4 7460
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JDOSDYPYPULQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ASBMSMGXQKPS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YY 
WWZOFOQNUG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HAVZH 
QBLTYRE

• Europe (London)
arn:aws:c 
ontroltow 

SH.APIGateway.4 7461
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rs, by Region

er:eu-wes 
t-2::cont 
rol/RRTYU 
CALLKNM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ONNV 
QAVMVKBL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RXPV 
PYDGQHYM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CWHOFIFMIUUS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.APIGateway.4 7462
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:control/ 
XIGRNZOUFDKF

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HUHCO 
ZDVSPFJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TIJDC 
FZLPKDU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LQQFB 
BKWGQUA

SH.APIGateway.4 7463
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SH.APIGateway.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.APIGateway.5 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IDZLZ 
NCEBCDN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KTVOX 
DKUCOLS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZUWFI 
OFNIKCI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UH 
UYXDUHUCFJ

SH.APIGateway.5 7464
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QRFWQMUPBGAL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YKQIWSPLFHMH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IC 
JXNXXFNJBH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IBHKG 
KZKMHEJ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/CPPQT 
QSZSOZE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZBNV 
UTRHQWLB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SZGA 
IYMXIFVU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HXGROXENSKJT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
JZSERWWQXDHP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CTJII 
UNYJEWZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XCCAV 
LLIUNBW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LCJNA 
QINZRTI
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.APIGateway.8 • NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UBJNI 
PLJAUPP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UQEZD 
QFEKINS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VOMLO 
GQZFVTH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IE 
SMZILOLTCP
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AOTXAAIXUZGO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WGRUYTXBKJPT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FE 
MIWYHJXJIR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/APXJL 
VKOBSEB

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FPBVO 
RGPWAIT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IUVY 
TYANIHHU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LPEG 
HVWXGRWR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KXMSHTINJODP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SDTKOAZRPRVU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EXXWW 
SPFGNML

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JOEIB 
MZJMELB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NOSME 
YUGIUHP
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rs, by Region

SH.APIGateway.9 • NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.7

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RGZSR 
LZYXNAM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FBDMH 
IKAKXYQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZNUGC 
JCJBNYR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YS 
RNXOSPMPAR
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• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XNMGCOKKDRTM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HSLYQANZTCLF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TC 
UHJQTYQIXF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GREKW 
XLBUMYC

• Europe (London)
arn:aws:c 
ontroltow 

SH.APIGateway.9 7473



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/HWHLV 
PFIFLLT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FSET 
KHTFGIHY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TPQD 
ZNHEPZZY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HUBWBMQSCTCI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.APIGateway.9 7474



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
KBYFZPAGEIEY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IWTDN 
HAOVXWZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OCKVZ 
REZIOQW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EIJKP 
XWMUFUM
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SH.Account.1 • CIS AWS 
Benchmark 1.4 1.2

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RYAEG 
DBVVSEZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DDPIK 
WUQKYYH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SCHNX 
FCTFZJG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IB 
IPKUPTGKCH
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TDCHULZQJJYU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CLWAFAIJBWUO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LO 
EEHDRVHTWK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TUJJH 
FEUQRTD

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PZTQK 
PPLUJQC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ACKP 
BIEHTKJO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IDEZ 
UGBAFKOT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EMCJNTXLMTCS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DTWMAHWPBVQX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KIIMX 
DNABIMQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KQCHS 
PVLTIWQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NVPFF 
NRHOZEV
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SH.AppSync.5 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PCPTB 
IXTYLEG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OSEDL 
YFBZHCJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QNHLO 
WOFTLTS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KT 
DSPDIJWYYR
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZWRDSYASCGHB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CJZBNRVKKPHC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KJ 
GYSWNIWTPL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KMXMA 
SDFBPZC

• Europe (London)
arn:aws:c 
ontroltow 

SH.AppSync.5 7481



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/WVKDS 
CRXWSUJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LRPB 
TLPEKFHL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GALG 
XJCQPHEO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KQTDHCYPENTI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
CGPDLKJQEPXW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ULCHF 
PZDTYMP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ILDFG 
IFJTPAU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GNYCR 
QTXZMLX
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rs, by Region

SH.Athena.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MABMX 
MDUIFUT

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CDSTY 
MRKVGCQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VIBWI 
GDEUVJR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ST 
TPACNBPVWU
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AWVBRDFAUVVY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CTKQUVOALPDZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SM 
PSMIXYUYOT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HHBBY 
UMIQBBF

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/AADNN 
DJBSLRZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PXFB 
KFCMXHCH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZBCV 
SSZDSNXL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VTFOBJDZWLLW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
LZLJHUKXIPFA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TRSUS 
COEUSLM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MANYW 
TMNERPK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FNEOU 
WSJOZSR
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SH.AutoScaling.1 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CP-2(2)

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 2.2

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZWORV 
QKMSSVN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JQMVO 
NDOPRIM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CCTCK 
XMLWFDI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IK 
KVVSEWGLMB

SH.AutoScaling.1 7488



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HPBROJJRPRQP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XDFGVGCIRJGE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GV 
PMLVRGBXZI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BVVBN 
BHSIGXC

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/SZIHW 
NZUDWBU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZITV 
BPNZFKCC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RJDQ 
SGGXMFNH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZAUGAPPKZGZC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
CXXHKFGCSWUH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LMYDO 
AQOQOYC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EQAAE 
UGLWPUQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NOOOF 
EEPXXDP
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SH.AutoScaling.2 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-2(2)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WPQFD 
ZGIKXEN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZBMNA 
YFPMEZY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TOSTA 
VLMCDIG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JX 
PAOXBTCBUY
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CFQPPPBKHPVE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DCTOFQWBSSEI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LO 
JSJXUWYJIP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PPNRO 
GQXGMTG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/NJMEP 
CCINGYY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EKZH 
XVNHEEVW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VFWA 
YLBRJFYI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OVEQWNZWUVPE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
ESQRNROJXEVQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XYTUJ 
NEIXONA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VXUFU 
ULLWWPE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HGYFK 
HPSJZIO
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SH.AutoScaling.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.AutoScaling.3 • NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HHCYI 
DJRAZNC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SHYRO 
JUETSEF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SMYBK 
BKBIJSJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JW 
IWNTSKAZGY
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RSJYIFHSKNSS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VJQHUCFGCESL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XZ 
HHUAZPENXE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CBRRE 
QKVJIEL

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/CNFIJ 
CJJGMTZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WQME 
EXRGQCEN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LPSG 
VWSPBFOM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VMBGAYOTTZMK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
EOCUBAKFMZJT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OZFKE 
LNYWUQY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YEWHZ 
HZIYNYF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EIDKB 
DTZOYAF
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SH.AutoScaling.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.AutoScaling.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 7.1.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IKDSU 
OXJFKTR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/EMOKD 
NJXDAOB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AFMJR 
QPIACSQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CH 
DIMYUFAZQV
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HCJSOXALINQW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DJGIZSCSOQYX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HK 
OBHUBPPUYQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RVRAX 
DKXOGRS

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/YWCEL 
NXFSYON

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BEDT 
KHHIFODC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HAQJ 
HOURKUHX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UZASSMHEBAJH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
QQJMCIPNOORW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ESTHQ 
VUTZYVI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GTDLB 
DGYNPFJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BVMXD 
EJASMCA
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SH.AutoScaling.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.AutoScaling.6 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-2(2)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BTMIF 
VPUSJBQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GMGXV 
ALLWEBA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OWVWX 
HTOQSYK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZF 
ZUXSLEGCKV
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TNSLXHUTKWTZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HRPNUEAQHJJV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YV 
WDSKAJHEJO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OMIRA 
XEILQAK

• Europe (London)
arn:aws:c 
ontroltow 

SH.AutoScaling.6 7505



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/TFXWZ 
SADFWQN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GVTH 
RVBNLZLB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NACE 
EPQFGKZT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WOMTJFIXVURH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
XNJDGLJOHAMS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HXJME 
ZAVXVYO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LVDJE 
VJJJMVS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SECDB 
DYCHCAO
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SH.AutoScaling.9

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.AutoScaling.9 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VEIRX 
QKRRWAP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KKACT 
CVDRBMF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SKBFD 
FDSPRTT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DV 
IOWKWKIFHK
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XFPEFWDNOLGH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EGWOHKNMPKMI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TL 
YXCQULSGYQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TYNAB 
OHYGDXR

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/RIPUY 
TWTZYRU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IMDD 
CNRBWEEN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UHHK 
ZSLKXCPG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FPOPHNUDJVCH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
RTZFSTKOXUDD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LUSXK 
LYKYRGK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CDSPF 
AHUMRCA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PEFXR 
XSTWARS
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Autoscaling.5 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QVGJO 
LZXDNNY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HLVWE 
DLVEUES

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CQYHN 
DCSDOKU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IX 
JDZWZANLKO
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rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BRQEJBSGCNRN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IHXGONQFSNTY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VG 
DQWYLMCBEM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EZTDI 
OMARRWE

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/NQKPE 
MKFOZYZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DGQM 
JOMPDBGU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NRPX 
JATICULB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IYOEVGEYCOFV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
IRMFCHOIJRAI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VYYIA 
PRLJMXU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YPRLQ 
TSFYWEB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TFRBK 
GKMRKMW
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CloudTrail.1 • CIS AWS 
Benchmark 1.4 3.1

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JSPHS 
KFGKKQC

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KVDJV 
CPPNKRF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TKEVY 
JJCXGTI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RQ 
FYEFHIOOMQ
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rs, by Region

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JOVYOCPUBVQT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MEWHPMWURIBQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PR 
VEFKIRBUOG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZSWMQ 
FPPNNOS

• Europe (London)
arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 2.2

er:eu-wes 
t-2::cont 
rol/FBWNW 
OPLCWCZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IEJN 
YCAPCFWN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HDXR 
GASZIBJR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KUZDSXRCMEWW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
AHVTLUTBIUMB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZJRGX 
PPXVABV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LWWWX 
XCWABFE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JDZNM 
EXDKMCK
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CloudTrail.2 • CIS AWS 
Benchmark 1.4 3.7

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TCMJV 
YRGWMOM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JAYTW 
ZHKWRNB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YHMCH 
LVAJGXW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AG 
XOGGHCGROE
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RHDAYMWQSNQM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GJBSDWACBFQE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GD 
BNBTCDAXFU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PNVPP 
ZDHTLDX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PLGOV 
UAZUWPL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BJLE 
QOVHKVJH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BJKT 
TLYAWQNP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OESJOHRDGIPI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
OMMCJBKYCGMK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QRDXC 
EHXZQVS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FQYLT 
XGIKOOB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BWPUA 
GFKHKFM
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SH.CloudTrail.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CloudTrail.4 • CIS AWS 
Benchmark 1.4 3.2

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
SI-4

• NIST 800-53 Rev 5 
SI-7(1)

• NIST 800-53 Rev 5 
SI-7(3)

• NIST 800-53 Rev 5 
SI-7(7)

• PCI DSS version 
3.2.1 10.5.5

• PCI DSS version 
3.2.1 11.5

• PCI DSS version 
3.2.1 2.2

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RRKYS 
CJXWUGL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PQRKR 
AZHNQGQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RFTWG 
BDAOZZG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JV 
YZMZLDDDRJ
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RCLUACHBLUEJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KDJOJWFSTFGL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BG 
AGHEOYWZSK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OHTOU 
HWXBHVL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/YMWJQ 
DYNLYGX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MTOA 
BAQLNODU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WYJY 
QDZHOUMC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FZYQSNLLCPXQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SHDOPOLDKXVQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DWZLU 
LAUBFFL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JRGUQ 
UTCBPMN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WFNGE 
YPJEAHO

SH.CloudTrail.4 7527
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CloudTrail.5 • CIS AWS 
Benchmark 1.4 3.4

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(1)

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
AU-6(5)

• NIST 800-53 Rev 5 
AU-7(1)

• NIST 800-53 Rev 5 
AU-9(7)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MSSQQ 
OYZRTEE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZLNHK 
OHADVEF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BGLRJ 
KKRJVJM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UH 
RCNDTKYIUY
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• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-20

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-4(5)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.5.3

• PCI DSS version 
3.2.1 10.5.4

• PCI DSS version 
3.2.1 2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WRJBVWCCGCPA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NZAPCFAOUVSK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MJ 
UAASUPXJUO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UWGSZ 
EDUWTBP

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/SWWUB 
FUZIQOR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VOKJ 
CUPZNXGR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TNFF 
XMMEKNUK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RALDKYFCIKBO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.CloudTrail.5 7530
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:control/ 
OBOZWIHZLRUH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DZEZV 
IWHTEMA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UTZGE 
IHNTWLH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WRYVR 
QGCJFZD
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CloudTrail.6 • CIS AWS 
Benchmark 1.4 3.3

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CYXBB 
WCLPWPU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JUERN 
CJWDWDB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LTDEQ 
KMWOFLJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WE 
RMMSKCVGST

SH.CloudTrail.6 7532
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• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 10.5.1

• PCI DSS version 
3.2.1 10.5.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QETMRBRJTOKF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CXOPZYUABHOD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DD 
NFHHXFQBZU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZHLTS 
YTCMZJZ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/TLITD 
EMOCENK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SCGF 
YJXAEBHT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AKRY 
YJMCPEUJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KMAFNPVVVNSY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
IQIGWUDMIDMK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LALFK 
CQHELEU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MTKJA 
FEDNUIY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HFBYS 
OZTBSDM
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CodeBuild.1 • NIST 800-53 Rev 5 
SA-3

• PCI DSS version 
3.2.1 6.4.4

• PCI DSS version 
3.2.1 8.2.1

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IKRQW 
XXPRIUG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VTTYJ 
JLQHCRP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QVARO 
LLMZGOA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SG 
USWAWCRFWN
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AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OGBNWMEGMMNM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ECIANAYMRCIX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GJ 
YCUMZXBOOX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KAHXK 
GGQNXKH

• Europe (London)
arn:aws:c 
ontroltow 

SH.CodeBuild.1 7537



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/MSIHJ 
HKZRCLN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FPFO 
NXHMHQKY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ICYK 
SDRBZJBO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TIHGQHSIUQES

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
YDRNRDUTCDVY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MELSC 
KPSEZZX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XTQYG 
BNGCAXU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OEJFU 
DWRJQWA
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CodeBuild.2 • NIST 800-53 Rev 5 
IA-5(7)

• NIST 800-53 Rev 5 
SA-3

• PCI DSS version 
3.2.1 8.2.1

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SNJCJ 
YKNUBTW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NEQIS 
RROQVGV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XKWAJ 
FIWDTOW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YU 
AEVTSMXVYI
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NENDYNYMGBAL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UDLMCNZRQMEI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZR 
PUUAKXKYNQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QSUUN 
ZFUBPXG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/AUCSK 
LFJXSJZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VMUO 
HSUKEGZY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RBON 
ONXLXNLM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IHLKDRJWXUHX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
AMKMYJENQHDH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DZSVN 
XMIBQOH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HNGUI 
NPSTYDX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZZTXD 
QPPPAWO
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CodeBuild.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PSTQZ 
TBWYCPR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RPWVH 
XRXWZUU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FBFYJ 
YXDGJDO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NZ 
BZRTLNLRHC
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HBOJXAIXDHPV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DMDCAEXHSYVD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FC 
GGEPJWWZPS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RROQJ 
COSEBIO

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FUIOF 
BRISQPW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EYHV 
UBQYCYPW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AGXA 
YVCMISLI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EAXVKDLAFMUI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
CJRJPNDUPVHS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ODQHQ 
AUDEECO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BYNYO 
SFMYPZQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OQKHM 
QZTXWKT
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CodeBuild.4 • NIST 800-53 Rev 5 
AC-2(12)

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
AU-9(7)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HQVCC 
VHGQAZB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HMIME 
ZDEFGZN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RUQCX 
NAOEZOB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KW 
XNGCKXFPFJ
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• NIST 800-53 Rev 5 
SI-4

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NQSLJQHQTLKU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VMCOHOQCISWJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FR 
TPFQMERZYU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EQRAZ 
ACXKPRQ

• Europe (London)
arn:aws:c 
ontroltow 

SH.CodeBuild.4 7549
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rs, by Region

er:eu-wes 
t-2::cont 
rol/KFJKY 
EFRMELB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RAWB 
SXYDHUPU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VZJS 
HORKBLYN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DEBWVFLXAGZI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.CodeBuild.4 7550
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rs, by Region

:control/ 
WUOXVMEZAFHA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LWFGG 
PAZXPFV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KCHFP 
NLICGCG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WLKIH 
BBPDWPS

SH.CodeBuild.4 7551
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.CodeBuild.5 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• PCI DSS version 
3.2.1 8.2.1

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KMMZL 
EUZMTDU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UNCDC 
NTDDSUE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ENIPG 
UAUEXSC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HI 
RXVHWDXNSB

SH.CodeBuild.5 7552
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CLWTRMGVZRRH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EIJPCZEIKHZD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UY 
NIPDHPSIEL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GGIGO 
XGEKTWZ

• Europe (London)
arn:aws:c 
ontroltow 

SH.CodeBuild.5 7553
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rs, by Region

er:eu-wes 
t-2::cont 
rol/OQLYJ 
KDVWGRQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SRBX 
TCCBLCPX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LSIS 
WPBSPNUR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AHXTFEFIXPTX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.CodeBuild.5 7554
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:control/ 
IQPNJANYQCRG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KWJBH 
XYGTTUO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WKHUB 
EFCVPQS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LVDVT 
WZOBMPK

SH.CodeBuild.5 7555
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.DMS.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TJKXN 
FIKOWSN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TXOKW 
LKNHFOE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JPRWV 
QHPQWQX

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AA 
JEZEBPCKQN

SH.DMS.1 7556
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rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DHOJQSKCRIQH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PZGUNNSCNTBM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UG 
TQRQUDPFTC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AIHUA 
MECLLHS

• Europe (London)
arn:aws:c 
ontroltow 

SH.DMS.1 7557



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/UUZLD 
XFJSJIK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XSOO 
ILKWTSYF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GIDD 
GGAFOUJI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KKTKHLMBCETI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.DMS.1 7558
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rs, by Region

:control/ 
MIMZFVUEANJV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FJWDH 
HBNJGDS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VEFFW 
EQXYOSJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SVRXV 
KHILILC

SH.DMS.1 7559
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.DMS.9 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CHJUK 
RWBZZZI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FNOKN 
MLZKHYT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OBODY 
BXTJMOY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HY 
OQASRNNLKH

SH.DMS.9 7560
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CSLQWAPSNYMD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GXUWCLHGXXHS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GU 
DZJBSLRTUM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZPKNJ 
QUKZDVA

• Europe (London)
arn:aws:c 
ontroltow 

SH.DMS.9 7561
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/WNTXE 
LAFYVQG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TOKZ 
OYWBNHCV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UNTG 
IPBGZWDD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CLQMFXIUXTDV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.DMS.9 7562
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rs, by Region

:control/ 
PJKHUCTAVOZO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BXJTJ 
FZCWOGJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RJCXI 
DRMCMRO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/USZWE 
DXFJORQ

SH.DMS.9 7563
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.DocumentDB.3 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZMVAC 
KXBQOZS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HSLNN 
BLCHKLM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AIQPF 
TZTJQOD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JK 
HVVRTZQZZT

SH.DocumentDB.3 7564
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rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WMKKHIOYHNFP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AHCCQFKRLYDA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BQ 
DHWQQBRZLT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KXCDB 
NHBDKTF

• Europe (London)
arn:aws:c 
ontroltow 

SH.DocumentDB.3 7565
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er:eu-wes 
t-2::cont 
rol/QHSRZ 
CJABUCQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GAVM 
NOAPGIIO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZGFV 
WYFZCTDX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JVHTNANJBMDS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.DocumentDB.3 7566
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:control/ 
KAACGTYKENKG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EIPKR 
KMDQFWW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SPJOG 
WICINEF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MVDOK 
ECXSJAK

SH.DocumentDB.3 7567
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.DynamoDB.1 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-2(2)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XQGJD 
GQQKGCR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RIGUO 
EEZBEMB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SQFKX 
DJCSXNS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BP 
AFLCPHAROG

SH.DynamoDB.1 7568
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZZTZVYPQVDAK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
URWYQJCVIFQK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QC 
ECBYGHSJFX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PEJTX 
AODKVKD

• Europe (London)
arn:aws:c 
ontroltow 

SH.DynamoDB.1 7569
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rs, by Region

er:eu-wes 
t-2::cont 
rol/EKJWC 
MKGILMM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SMOV 
ILGCYEMT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AFPO 
MTIBACAS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BEJCXBYWOVAJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.DynamoDB.1 7570
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:control/ 
XNMEOWFBWSUT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ATQHG 
WQORVYZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YWDDV 
VHCZASI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EKZBB 
LXTMJQR

SH.DynamoDB.1 7571
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.DynamoDB.2 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 3.1

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ITCPE 
FZTGHOG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HKFSW 
AKSTGQF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QKJWJ 
TTLZAEH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LE 
FDCDBLZGBP

SH.DynamoDB.2 7572
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SCPPKINQMZAF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LVADITNDSYBI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YS 
IWDENULVGH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QJRPW 
NBCTHUF

• Europe (London)
arn:aws:c 
ontroltow 

SH.DynamoDB.2 7573
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er:eu-wes 
t-2::cont 
rol/LAXIO 
ZREATEL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JKHW 
OVILEAIY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LAWQ 
MOXHJYFR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EUJVJQYTHQHZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.DynamoDB.2 7574
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:control/ 
ELRZAXWJYGNK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/URJSZ 
ZMBWZPK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EVCIV 
OSOHSML

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PKTHI 
PMCRROS

SH.DynamoDB.2 7575
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.DynamoDB.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IMLSF 
CKTXCBG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AJAII 
LPVXLOK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VPKJJ 
QGPZEHI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HZ 
UVKONSUUYX

SH.DynamoDB.3 7576
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NJASDOEDZRUE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VYIIVEBIEDCW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QC 
OJTUQOGZKE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EGNSO 
WWEVSBK

• Europe (London)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/NMOWQ 
QDRNKDI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SJFV 
JFYIXZJF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TEFX 
ANOXFVRK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YAJUTGHZORVU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
QIDTEJQLUHJL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YVWIX 
UILMDIT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UDBGK 
EJJRJEZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FURDE 
VJLKLKR
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SH.EC2.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
CM-8(1)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• Enforce least 
privilege

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FKQAQ 
CYRILAK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GFOMM 
GTLUCZR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TKXNM 
RFIMBEQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZP 
HSVMVQOEUE

SH.EC2.1 7580
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rs, by Region

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 2.4

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QNCIIGXDITVK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BDCQIYFJGXWZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TT 
SVJOMQQLTN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UBCGK 
OORFCMO

• Europe (London)
arn:aws:c 
ontroltow 

SH.EC2.1 7581
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rs, by Region

• PCI DSS version 
3.2.1 4.1

er:eu-wes 
t-2::cont 
rol/XQBHI 
IQWUMXT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YYXT 
TLZPXPSK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DCYW 
BSWPHALS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VHSRRHUYSMZF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
FLYKUCWHEFPS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FBQFD 
KYYSJVI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OXADC 
ZVJFRQW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DVKTN 
ARVQCPJ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.10 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• PCI DSS version 
3.2.1 1.2.1

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VAUYZ 
RKDCKOY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TQGKB 
SIQWYJE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XZPDN 
CDQQVUK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YU 
TCRRLVNEDL

SH.EC2.10 7584
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 4.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CMHFRDIISEAB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ZRINADVUBTHV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PI 
VIHIALZUGQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LQLAW 
RXDYGTC

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/VLMGU 
AIXJOHE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IOUV 
RZZHPJUY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HBYP 
EQKUWCTB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OXFAIHYQZTPL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
EPXMGYKIWOPN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IPUXY 
YDAQXVB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NSIDN 
ZTQONXL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HWCKD 
HWPEZMG
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SH.EC2.15

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.15 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RJQGG 
VJZEBLT

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ULHSI 
SJQFEQF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JSFKR 
LFHAKSN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JN 
IOFIQSINQA

SH.EC2.15 7588
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VSUCLWGVQLDF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FMFHQRLLYTFU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DU 
HHRMNTZCWB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DJQXF 
SKNOMLU

• Europe (London)
arn:aws:c 
ontroltow 

SH.EC2.15 7589
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/YZCNT 
HFDJZSH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KUWH 
VRCLYOJB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LHHY 
JCUXFCSE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HDIFINDBKXRQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
NBJEXIHGIXES

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EIQBR 
XFUPGMQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QWARL 
TYJMMAA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MWTJU 
NYUOGVR

SH.EC2.15 7591
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SH.EC2.16

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.16 • NIST 800-53 Rev 5 
CM-8(1)

• PCI DSS version 
3.2.1 2.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LITUI 
AJFCNLG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QSBUZ 
ZBZQGLT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PBGUI 
XCOFNGC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JO 
QQKGOKQTZN

SH.EC2.16 7592
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EVNHPWACQHEA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DSMIAZVJBJYE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KX 
JKNJEDTXLK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HOTIC 
COJPNKR

• Europe (London)
arn:aws:c 
ontroltow 

SH.EC2.16 7593
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rs, by Region

er:eu-wes 
t-2::cont 
rol/NRMUB 
CVGQCZX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UKRQ 
RKXRAMKT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WHQJ 
LTOONSGH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UNXYUHCHQWYQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.EC2.16 7594
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:control/ 
EHGVCOKGQGMI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DROYT 
LJVMLBR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SSWLJ 
OJKAOLL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GDAEW 
NRGJIWZ

SH.EC2.16 7595
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.17 • NIST 800-53 Rev 5 
AC-4(21)

• PCI DSS version 
3.2.1 2.2

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ODNGX 
SKYGCAN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GDSOI 
WYATGNN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DEEWS 
UBUCMPE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HP 
CENFROXVMO

SH.EC2.17 7596



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LWYOJLPCBZPK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HETFYOGBFWSA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VR 
WUTNMJEXZW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XGPQW 
TPUGBBB

• Europe (London)
arn:aws:c 
ontroltow 

SH.EC2.17 7597
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er:eu-wes 
t-2::cont 
rol/HJJLV 
NYZLCKN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NFPE 
RWALALZI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SLCE 
EBHVDJFI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WXFFLHKVJHMT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.EC2.17 7598
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:control/ 
URWTJDZBOHEP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZQARM 
CQAPSWW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FAADS 
ZJAEWQP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UELUS 
CFFWQBU

SH.EC2.17 7599
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.18 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Limit network 
access

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BKEEV 
LXJOIZI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VFZNF 
XKWHKOV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/USRKP 
TPFWXBG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KE 
IKZYHHGWJS

SH.EC2.18 7600
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• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UPVTHTZVSLWE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DCMKUVKUGLNS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BT 
PGDLJBAMQH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VQQNY 
OUTJQTV

• Europe (London)
arn:aws:c 
ontroltow 

SH.EC2.18 7601
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er:eu-wes 
t-2::cont 
rol/KZWNX 
DXYBTQY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KFLX 
JOLWUWRB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CMOV 
KNTIMGOH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PULYBIGQAMIU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
WUKBMIHWTCEY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VDINN 
RTBMHLP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JRKGC 
RIFEMDN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XYCET 
KWSMKJE
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.19 • CIS AWS 
Benchmark 1.4 5.2

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KTVMU 
AUBZNOK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QUNSR 
ZSYEABZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QMYRI 
RVYDWYC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FQ 
HRPTPPXKUX
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• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SQJOUZGFKZPV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KEGFOACYSSZL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BZ 
IXCRFOIRCT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NRXPL 
VWHAEYX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FMQRF 
KULNUDA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SQRE 
YUUVCPAS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VYOU 
BCPPBFTY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OSTTYXVZPAKB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
IKDBYKSLBFCO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UUDRZ 
YIGIGXK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UHFTW 
FYBFECZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LUHDJ 
KRHUFPA
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.2 • CIS AWS 
Benchmark 1.4 5.1

• CIS AWS 
Benchmark 1.4 5.3

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
CM-8(1)

• NIST 800-53 Rev 5 
CP-10

• Limit network 
access

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CBXAV 
YGTSXPR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TWIVJ 
PDMFMYR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MVCYH 
CJCTHKQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AR 
HTRDLRMOZS
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• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RDJYZGXFHYUE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FXJGCOYWIZGN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GN 
OQGMZNQKDC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TPTBS 
UKLVYNV

• Europe (London)
arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.1

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 2.4

er:eu-wes 
t-2::cont 
rol/YXDRB 
SXGLSYA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FWYH 
QCQTNNVT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HRIL 
SVBGXGGB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YPREQUJHSSEG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
XKATTEDRNKXM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TDDOH 
OTFIXLP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SUPDK 
RQJNDKG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FYKFH 
CWIPZEZ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.20 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3.2

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SYKJW 
OLYPQAG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YXCGF 
XLUMVWD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TCELF 
ANHENOF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KL 
GUNNBLXGKP
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XSSLFGGJDHRI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IXQPOKDTASVW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RJ 
ZXMCZOENJK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RNARD 
QCXVMPD

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/QKHKX 
OCLKMPH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QQIF 
UCSRDDNN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WIUL 
DPIAKWSU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ODPVIBBCEMZV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DJMCSTIICRBQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LAQNP 
JIXGRKN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FVMQL 
YGBWWPP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HCJDM 
UGMARUR
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.21 • CIS AWS 
Benchmark 1.4 5.1

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-7

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AVYCV 
ZQFCQNU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PCTQS 
ZLBOZMZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DZFUO 
UZQSVYE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KM 
VIVYSEGFWX
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• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YLOHXVLEFUBG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LQNNHNWZOCVA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FL 
CQBKGZAFLW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YMSHA 
PVGFZMR

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/WZMUK 
RGPSNQX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZAVX 
SARXKIWB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SOUT 
WZRNWHMC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZXUCIOCDKWSE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
VJMZLONUACSI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BISPH 
FGOSVPQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IJPYB 
WJTJRXN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KDDCT 
DCWJFZM
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SH.EC2.22 • NIST 800-53 Rev 5 
CM-8(1)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.4

• Protect configura 
tions

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DKOGN 
VMOVXDM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZIDBS 
URCQSXP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SPMPW 
QSGOLSG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AH 
MNFXCLBAVD
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AJFFKKXRAFMB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
POVUMUFWGDAQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WD 
LHCVPRLKUZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SQHQB 
AAOKFRN

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/WNSAW 
PPAROTB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/COFG 
IGMLJYOG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YSMQ 
IQVOSFYA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LPKINEKDDRBM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SVKEFFMYBGMC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OKAMD 
KPODGVH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DOWAG 
DSRKWQT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MEQBW 
NTEFWIE
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.23 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RHHFS 
XUVOLEM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QBRSV 
XZPDEVQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NRTOU 
ZZSTMBL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UQ 
ZLLSOWWAAT
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QKRVHRZEHOZZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HOMZIRWWCSWU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QF 
TGGFGWTDTI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OVJGV 
TKPMGPG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/RZAYU 
RLGLITJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YCLK 
RCLZPSAK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MPTU 
HRDKCFSO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JHWDNMKPAYRK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
QFKXMWQOYSLE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MKPOB 
INBPVJP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EBHYP 
MTFLIHR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TROVU 
NZNPSAT
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rs, by Region

SH.EC2.25 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YCRFU 
QNWQGOU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KPVGG 
AGMRUAT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FYFOM 
HKXJRNV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GG 
JFODCQQCED
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QRHEHTVORUEM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NSCQQNUEXPIM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VU 
WLCAOPMGSK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LKSBZ 
RZYHPVM

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/KCCUL 
CTGPQQU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EXZU 
BEASRXGZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UXLJ 
DHFLBJUT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZLOKQIGTIHZD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
EVOXPWVTDVNV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DRAUX 
WZUWCMJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SFJZG 
XMIEGNS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XFLFC 
YPAZYWT
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GPEXD 
JMATYQR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MAVIO 
DWHWGFU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LUVWJ 
GYMJGGN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IE 
YBLJBRQTUY
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QJPYFHYYTIDF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CXPQSIRUAETB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OC 
ODNWWHJRAO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BXLYP 
FODSWXQ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/TBZTS 
HAAEMWV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WSOD 
WMGKOUOW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WKHA 
UMVQJHBL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SVKZOQVUBAEW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
RKVSDKLNGUBT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VDKPJ 
CLCXQXP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TYBCY 
JHHUZHB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OPFUD 
JAJJEQG
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.4

• Optimize costs • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GTXSQ 
EJWOBFI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CVCRO 
VPNPPCG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FICBN 
NTRAXTL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KW 
VQHHYVRNDF
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TWWDQASEKNOR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YPHZLBGOPEEF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RJ 
YQZKDGGPZO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EJXFS 
QMMOBAU

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/MKJYA 
FFLOUTW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SVYL 
MDWLNEDS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FTPN 
AYEWDTJT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QVKVKMNHBRCV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
HXHUZBBSJPTR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CUCAO 
WNGMHEU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QOZOE 
LBFZTCX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VBBWM 
DZZYTJK
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rs, by Region

SH.EC2.6 • CIS AWS 
Benchmark 1.4 3.9

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BEEYZ 
GSRRAZM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KGITV 
PNAWVRN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PDPOD 
RNNTZOK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OK 
ZLDNISDVIX
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• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• PCI DSS version 
3.2.1 2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NZTMIPSZHEMV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
COKPYBGATQFC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FW 
YAUKSIVHLF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EKEHT 
OJRBETQ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/CTTUX 
WTGFADQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XMDS 
IZZAWLKR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XSSF 
YRGJZNXH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GIBTSEIVFPKI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
OTTDUNOMCDCZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FWEXU 
OKAJABW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VBVVY 
ZQYOWSO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UJGZY 
PQJITPC
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.7 • CIS AWS 
Benchmark 1.4 
2.2.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AIOQA 
EVYZWFE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OYKQL 
AORAIBS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JONOV 
BLPBWAW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XG 
NQTADZLIOK
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KOPZMCROGHHM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ROKMSCRMLKWF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NY 
JHLLGLJNVL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ILUNF 
EJNBVLU

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FHAGC 
BGOFCZO

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KXOH 
MXGPWJQZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YGQD 
RTWXYLOX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PPUMEARUOMAS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
AMMZARWOCRGP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KKPRS 
SACQYWB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DQPCE 
GISFCNR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MFFNO 
SWTXLHJ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.8 • NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RZXGV 
SCOVETI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LUMAX 
IDLGKZV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IFGER 
UTZUTFR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HX 
UBJTXHYPIP
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
JIQJXDPKNWCG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PJIPLFCSHLGZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EP 
COXJUHAMZG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HBOYA 
MQJYZKC

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/YQTWM 
NPRSUPZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EVQZ 
CKSCDYBU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BICI 
OKSBGCME

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WENMEHKVCFXE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ZTLTQYUVGVMO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LFDVA 
AXJLZNB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IINOI 
SFTCCHY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DUWQH 
NJEQKNS
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EC2.9 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MINKV 
OGPJARR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RYXXK 
GSIEIVR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KXUMG 
WDZGDKW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XP 
JJCAOJDFWB
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MQLRBDKQRBRZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WHRCLJSDRMGI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DW 
BLDYSTIZXJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GAVOL 
JJJJLIJ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/JQNYR 
JPWYEUN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GDLD 
QWNBTZSC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DJYJ 
FJKFZGNB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EXUUFYGYJTSR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
VVFAVFGIYDED

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YMHVD 
AULAAXN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WVIZD 
NIFQJVE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FZQCA 
DBOVIHK
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SH.ECR.1 • NIST 800-53 Rev 5 
RA-5

• PCI DSS version 
3.2.1 11.2.3

• PCI DSS version 
3.2.1 6.3.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OZQOT 
ZVQZXUY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JQCJO 
RMCEEUT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LIWRS 
KLRMDEW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VJ 
WDDYTKMDLE

SH.ECR.1 7656
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KTMZOOLGTWJX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DISETFBTTHBO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UK 
MVZZGIXJHA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UFGUB 
ZPYBLPN

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/GOSHH 
OOLDEUD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YEXP 
DQMOFOBN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FKTC 
YLYWJYFL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AQOJKZAMTAPS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
QVUCVSZUBUVL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FVBLD 
VJDBING

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FYIVB 
NSACUET

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JEZPG 
FQEPEQL
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SH.ECR.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECR.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-8(1)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ASKLT 
EEGJOIL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JWNRP 
DFKGDYD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ICDSC 
ZRMSAGC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SK 
IMJMSMPJYN
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
THACMOMUCYAC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TKDSBFRHCRHM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WN 
RNZOLQUPYQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/MTSVJ 
IZFHVJG

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/DOWLY 
NHVRUPZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FMXG 
UCTEFMHU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LOYO 
RBYGCYNU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OCKPMLOSKZGW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
UEEBKULXVSOR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CFENK 
YCNLFUQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/POXSI 
LHFUISA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HKFGM 
XYZUIZU
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SH.ECR.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECR.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 3.1

• Manage vulnerabi 
lities

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UDDDY 
EJAYHXP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PQBPP 
QRIRVDR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HDESR 
SEEGACA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UU 
KJMLKQDJSZ

SH.ECR.3 7664



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VMXVKJDQHDKB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XOFCCMMRFEKZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TX 
ULSFUTMWAD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EYLAV 
XIWUYJG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/YZOOR 
HCUOIIX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KQEE 
WFQPLSVD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AMXI 
UAVTMARH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IXMOORTCBTMD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
NQSPSFVPXCGO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UDIEI 
IADBPPZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AIBSW 
GEPDIRC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PKBHC 
VZWGSUM
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SH.ECS.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECS.1 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 10.1

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OPQLR 
HGSJJBU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YQDCI 
BDYUPTD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PZJZH 
DWZUIMB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZB 
KHVVFKVDFR
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• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• PCI DSS version 
3.2.1 6.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CPDDHHPDKPIP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DRQQFNIOIXFD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XD 
QJHTGYRMXH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JUUTN 
CMUDPKT

• Europe (London)
arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

er:eu-wes 
t-2::cont 
rol/WVYXI 
BWPTVGT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VPIM 
QOUEKYAC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DZKN 
SGRUQHTT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CRTKLEJMVWKX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
PTKUNQWSQMBF

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KJDQI 
UMDDLYE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RKEJY 
YZHLSHX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NVCVM 
SRIONRR
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SH.ECS.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECS.10 • NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WWVYZ 
KSEXPPK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ABBRG 
FOMERCX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LOZWH 
ACNQRQQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UL 
WMHFCYLPWR
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WILNHTOPFEWQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JLJTQCESWDOA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XR 
ZGHYWSUNRE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TAHWM 
CHCPTII

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/WTDCO 
BPXKBVY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EBJT 
JOMBWLNQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SUDP 
RJEDUAWI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MFBANBYEIBII

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ALVOGJRVKKZK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XUEPV 
HSYPADK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NLUIV 
MHMGHOA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ANFBK 
AZJRLAL

SH.ECS.10 7675



AWS Control Tower User Guide

SH.ECS.12

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECS.12 • NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LWIVF 
PXZOSHV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FZXOI 
KGOONZN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TPAZN 
YVAIDJA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KX 
ERYZUCGGJC
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• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MGJPDOBPUTIT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EVNJGVRMBUIZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TT 
HICLWSSHFL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NCQMU 
QIVVXCS

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/GIMEJ 
GBOEQRI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UOGM 
DFBVJPQJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XAFJ 
JVQHMGNX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QILRKMIFRVDI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
EOYYFDCHIFPM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PQEJO 
NXBITPM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EXXSL 
RJHTNEZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PJKCM 
WEKLDRL
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECS.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JCFLS 
LPRFWPS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HGHFA 
HJTOSDD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ITRPZ 
WOLQECJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BE 
DXPJRWTDZQ
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OAVLGBTROIFK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ZPDCBKMLWIIO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JV 
NVFXHHIODF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HCEOC 
FPEDPJB

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/MGZAP 
MBPTJJC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GEWF 
DODMQPJO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OCQS 
RQOSDJOY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AZEUZHAHYCTW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DRVAMWTXHOSO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ATLAW 
WQGPGKL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LKTOD 
XRXWLVB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QWKOX 
TIBTRAG
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECS.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.3.7

• Protect configura 
tions

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UFYTW 
RSCKNKN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DESMS 
SIJBYWH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KYMDJ 
LKLXJHG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SF 
BMOXOHPGJA
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XTGMIDMJOWXW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CQYNUJHWPJMZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SN 
WDOPIOUEOV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XKOKV 
XODCBPP

• Europe (London)
arn:aws:c 
ontroltow 

SH.ECS.3 7685



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/WWVNV 
NIGVLQY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KNUA 
LLKQETTY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZMMJ 
VDDXRGGF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VJYBXQPUIUBX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
YNJYRFYEDDHE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PJOVT 
FEHEAKV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JXVVV 
CWLLIJN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DPBKE 
NFFLCHB
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECS.4 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZTDLF 
KNABSTB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OCQLR 
QRWYOGE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MRRRZ 
FTNEETG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IF 
CCVDCGNTTK
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LFUVYWFYYLLU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WYHAZMRJHMRS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YZ 
QPFFCVZSNL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BTEHF 
AMXVTLV

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/HQTXD 
ZNCYCVT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PGNR 
TTNFKGWF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YEZC 
UVRWIYFA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZLQSIBGRUZQN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.ECS.4 7690



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
QTLPYWOKIUKL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/STYZI 
XTVYTTF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HIEAV 
TMGOSDM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GSDEW 
HVOWFBJ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECS.5 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KPIET 
XSDELVX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DZURS 
FLDZJCZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GTHMX 
NOZDNXN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XG 
GLVMQEYMTU
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XWHFZMHURMPA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GETZOYOUJIXQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JR 
ZBGRQCVXUK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UIKDF 
BESIRCQ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PAQMW 
THTZYVV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZUIT 
ZQOVJNUJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AFNC 
BEGBYIXM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RXTACLFMBSCY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
JHKKIIMQVTBF

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JFIBZ 
VCAGGGD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ONOOS 
EFNYAQJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CVZOJ 
YLQKGMS
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ECS.8 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 8.2.1

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LJCQV 
FMBPQAV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NAWGN 
OLLSBXU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VHVNQ 
SXRDIET

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OT 
HWMXXNMCSP
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HLGKEXFGGOBE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WQZEZOJHIDDT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RT 
ATKXPWIRIB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EMXDV 
HJLRSJH

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/BPVJC 
GDDGSQY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HGLD 
PNFOQMBH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KANM 
MZEMJFTV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GNPKSCSZTRDA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
FXUBXSUYWJPD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MVNPG 
RMJPAIV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RNZTO 
FGURZUK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UBMPZ 
YXOEOSM
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rs, by Region

SH.EFS.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DAAYO 
ZMUFPOA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TUBTO 
QPYRFCZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SSNRP 
FOJAFFZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CS 
VENQNTZNYV
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TTLLYUNPAEQS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FCPQPNIVMTLV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EE 
WVZSOALXSA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YRPBN 
RJZQEHL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/BNXMO 
COJDLXM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QNVQ 
PFTVIXEA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IUAG 
TQHHNXJJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YNHUHLGHQVNE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DOBFVCUKROMU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TPNLR 
FVPUGON

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GJQNS 
JLZRNTD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZOQSL 
EMJOPAG
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EFS.2 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 3.1

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AKKPA 
SMFZEGR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PDXZZ 
WIPVJJY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PGSGU 
FIPZMDK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GC 
WIQEDCGVFE
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OJAGQJKAXRQT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LNAWKNUYDXZM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QR 
UYZOHTBYFY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FVGXQ 
KRPKOYS

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/CRQDN 
ORELCAL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FGMJ 
DIKXKHPE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RYDL 
PNLERROW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VTEXLEQNDAOK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
POMNJTHRCLYE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YVVVI 
WNYDVIW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PTOQR 
JVREEMJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YNYOC 
EJWWSRB
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EFS.3 • NIST 800-53 Rev 5 
AC-6(10)

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YLSKX 
EGSHZFO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DZQNO 
WWCFPJI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NVESM 
CWZHHTI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JJ 
UVJECZICXY
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OPPEWLVDKCXA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MLSTPREPKCET

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZV 
UGCKESDOAV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FRSIK 
ZQWOZSG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FWTBU 
WRJMMAI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RIRP 
TGIVTUUG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QZXH 
MIOHKTKH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FMAXTHSWUHAN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
BBXHQCBPAYLS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EMNDT 
RBBZAOD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SYGAL 
LBUNRYO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EPCJM 
YEFWURL
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EFS.4 • NIST 800-53 Rev 5 
AC-6(2)

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IINUL 
ENBTTWX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NLBIA 
OKRHRAW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SMRVH 
SXRVJWI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QS 
SJLANZTBWW

SH.EFS.4 7712



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UWYRRBPEEWVO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VBQLOLHZXKNI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DD 
GNCQCYAADS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DUAIA 
YKTTLBT

• Europe (London)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/NLYPS 
JYEGSYH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RUBE 
QKKWPQQX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HYFD 
EIVIDTOE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LHCKUUHCRPBR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
XKCOVRIEKWFZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/SMEIE 
QREFMGP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NUPVF 
XUNVWQR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OXIES 
ZJRCGZM
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SH.EKS.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EKS.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QSXPJ 
MVUGBWI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JBGJB 
QFRJEFT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UCMPE 
YSGHUVA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TL 
PEVLKHXZPJ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SLOTDKVQKNMQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HORWJXPWMEYX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OC 
MAXHKFGZKW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WPMCD 
IDHHGGQ

• Europe (London)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/COPIX 
EUXPEHP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PLKW 
FCUWEDYB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HGFR 
LOAZSNPF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HFEPQKKCGYUO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
BLUVRGCQBQCQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XUXST 
EHHKXOY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ATXMH 
NVLDBRI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ECMEO 
TMZWCNO
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SH.EKS.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EKS.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RDAUU 
JAGICFK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZFJKL 
NNVBGRM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KTILU 
SDFMIXF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NX 
DAILOKJURD
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DAMQGUZZUZBH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ZGYTSFAJVJCI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QX 
PCMOZGPBRZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YSQYV 
FCPJXKE

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/YIJVY 
ZLMAWXZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NNTR 
KKQFKPQB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OLRV 
VJBCRSGN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KNMBERLUNBLY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
YTILPIJEMRTA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EKDIU 
QEYSTOM

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HQAHD 
QEAVOUR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GYVEZ 
GBOVENZ
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SH.ELB.10

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ELB.10 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FVCVS 
QHZTIZT

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GPJSW 
KIEBWUR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/USWBD 
HCGVRDW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RV 
BQKRTSIQHB

SH.ELB.10 7724
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZDVYGBSRJWYG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FJZFXVJRPRAZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NU 
RKMCLEHUPH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KXDJV 
FVEKKHB

• Europe (London)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/FAOBZ 
SYTLPVT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XTYT 
RYANVABU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SNUV 
EKZNARWV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KXJZKDGJXTYM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
QCGDTTLRIYXP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XBJIK 
RKMXAOD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WDXWF 
RSIXIUZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WSUSF 
KNXHPIX
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SH.ELB.12

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ELB.12 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.3

• PCI DSS version 
3.2.1 6.6

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZLQPM 
XHBILJA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VGZVY 
NURBZDT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LVFJK 
SJQZIZH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TU 
KTIBCDJAVB
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UXUMUBGBZHZO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HAQAZMDWOYQJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VD 
PGRRYBGHOV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VPPWC 
ERAPGTV

• Europe (London)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/QVTSO 
BDYQEAJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JYQS 
YKANCTJW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LKVZ 
ZNIHLSAG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QXHRCRDLPKYU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
PUUVSMOQZIPJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JBHKD 
YCKJGIH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HQGAZ 
VJBHZXY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LRHZZ 
LHRJNUX
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SH.ELB.13

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ELB.13 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KXYVY 
WSAVBJH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UECMT 
XGSEOCG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ISTVP 
VBYSJIR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FX 
CYGAGEGPGU
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZUSLMMQOYOHO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TEGUOPRVXVVR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IH 
SKURWXDUTW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XLTLB 
TOQHXLF

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/QSDQG 
JCOPYSA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SRJY 
XMTWSTJE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WMXU 
ZBXGIQWF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RAMKNMUEEEXG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
WARGNXCJHUVW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PIVSO 
AXMRWDV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PKDNM 
VJGPHFK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BXDUO 
RERQDGQ
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SH.ELB.14

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ELB.14 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.3

• PCI DSS version 
3.2.1 6.6

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YFWVK 
LAFIBUY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WCWDS 
WOQLVAX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DQHJU 
LQCNNCE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HA 
BOKKLKHBXF

SH.ELB.14 7736



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NTKIROXXRLDD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WUXJUUZOQMXC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EW 
PWYQNJOIWE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HUBSU 
IYPXEUM

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/JHDFV 
ZTRLRQD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KUDR 
COMEIPTR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GFCI 
LRDCWFSU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JMOCSNTDNPPI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
XJCITYUFRAZL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KGEMS 
ZYTABFZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SWGZI 
NQZMLLT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OAUQW 
MMSCVFX
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ELB.2 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(5)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CDLXU 
WUBOOTY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GIDGH 
LCTSHTW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SBRXF 
CDRVYFI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GW 
NPDCMTNYXF
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• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HQUTVBZCPUEL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FNNZMAARRNKG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UO 
VULDQLQTHL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TZOKK 
XANFHQY

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FVPMN 
SNNEBNB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZDDE 
NALCTJRR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QIAV 
FQEMYPRM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UTLWZJKGQSNN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
CERDAWILYRQO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YDXJF 
EAKHTBR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PLAZV 
VPNXQRL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FMIVI 
ICGFRXB
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SH.ELB.3 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FWOYT 
UVWHEYQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YWXMT 
FLLBGJP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DFCYT 
ONBHIGM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GV 
QODFJYLZWC
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• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WLNVBASSPYBO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BGOEIOEXPOID

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BK 
TUULNOSCWA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/MBTYI 
FQQQMUF

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PMRUI 
CASDLHV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YESX 
DSARDRYS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KTZT 
XRNIMGCY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RHKBQSPWEASW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
QRFDGQXERCXB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WBBZP 
UNUJIZW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HDCQT 
GGAITHQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZGOIV 
NURPERH
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rs, by Region

SH.ELB.4 • NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HBTZG 
RURMOKM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ROBAS 
CYMSHHJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OELFZ 
GUMNKNU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EP 
RDRSPZQGPS
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FIPLHETXVCED

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TGUHGXFNQXKW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TB 
BRKUWLCCBO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IMZPH 
JIOZRLA

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PWVTD 
MKGKMJD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MWRJ 
RKRTUHHJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YCLA 
VFMLZXCO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TEPRPAIKHSCW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
MLYXGOVHGTHD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UQLQV 
FUBNHBW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CFXHP 
KIJYIHO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XINTT 
RUSSMYM
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SH.ELB.5 • NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RRDKK 
WVTNZOH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VURKN 
NKDBOFS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VVOAD 
NJLLYGS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FB 
ADZSAQTFEX
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• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HPXOCKUZZONE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NKENZBRJJPOZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CQ 
GLVPHETURU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZSCPM 
MFXXTQY

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/XTOUK 
DNICGIV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZSBQ 
EDXDMBGN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FOTL 
YKSQLKLV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IVVPLPKPUUWQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
OXVTPFBQEEAQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NJNQR 
VLHTOEL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EYYHL 
NPZCJJV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BCKEO 
NHSCFNJ
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SH.ELB.6 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
SC-5(2)

• PCI DSS version 
3.2.1 2.2

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SYVZP 
NNPLEGU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GXDET 
IMMTQLK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HVEKN 
EMKLWBH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UB 
KSMZHRBUQV
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PJAZYXFFMUVW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BDRMHLFBGUEP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WR 
SISOEDDWSD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DELHO 
MCMSGRF

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZVGHQ 
EHEVMAJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/POKC 
JDINNSVR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QECH 
NAARNAON

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ZONLNMDDOGJO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ZKRUXHVKSDIG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LGIRH 
ZSFPFYQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ONGHD 
HNAAHAV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EWWSQ 
VZDTHVM
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SH.ELB.7 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WHVUN 
ZVVTRSQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NYOZB 
RSAFFEV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HXVRP 
CPCCRZY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RR 
QTKFRGJHIU
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LPNJZVNGKYJN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FIASTWTNRWVC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MA 
SPMNHSXITG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/THSXO 
DYFVSSS

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/VEJYG 
WLULHGK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SHYP 
AFLBHAML

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IKKH 
FUAQZUVN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NKYEWHLZPPQC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ZRQGKZBOWPZN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NMSVI 
JUWETDU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FMFSH 
PKQEUCC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VNDDH 
FWXWULL
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SH.ELB.8 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BORGQ 
LJMFKKU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LJKJK 
RDIYJNY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FEXUW 
ZRZIBJR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GF 
VYJMUPSGXT
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• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LBDQCQLATJBB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WHZUTCZDEVXU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YQ 
LCUFAOJXUX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GADJV 
JJLUSKE

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/DSKPM 
WLYPDGM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IJXH 
XDULMKRD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BBKA 
RSAMZQXX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LSDFYBAGXZRB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DPJVNBBVQGHT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YYPWR 
LINUDDZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VYFJF 
UWVHFUY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VVYVC 
USYMJDF
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ELB.9 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LYMRJ 
YHLDSDO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JHHGK 
BILPUKI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DFCKO 
HVLNFDB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NI 
QNQIVTOBLT
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PYRVSCBYFIYM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UPDNDZTPZAIN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WP 
WBIGRZPVNS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VBDNC 
NXOOKSD

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/GZBBC 
HZOGDLP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SDBX 
IGMFJFDR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SVEC 
MBMGSKGW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IFCBCLNRPANH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SRRIDXSTJWSL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/RJLYX 
AXGELHQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HXSCY 
TCTJUUH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BYOUC 
ZLQEVRL

SH.ELB.9 7771
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ELBv2.1 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PPNNY 
FOYSBQX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LNITY 
BGXKRUZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VBIBP 
IJKJEYJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YG 
ASWQGDRBGT

SH.ELBv2.1 7772
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• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FJVEBRUCXPRO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AJRCPZGMLTZJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SI 
POMQYYFWGO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PKGSE 
AYOWAOJ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/LOWUM 
PQRPIGR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZQCD 
KAMUINPZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BATA 
GMQWYONM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KCWNEMFFUYLN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
JNZLKQTNNUFG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GWLFG 
QOFTRSI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BSHPL 
TXRABUV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JDTAA 
UXJTEYF
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AWS Control Tower User Guide

SH.EMR.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EMR.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IFSMM 
PPVKOTA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JETOP 
UCSYFAI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JGCWF 
SRMUIIO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EP 
AGOHDKWZGV
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GJCORWHPFGQY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LCGUHRDQWNGL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GO 
NVSLDLUOON

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RBAJH 
FBNQNJQ

• Europe (London)
arn:aws:c 
ontroltow 

SH.EMR.1 7777



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/IGGIY 
ASTPRJG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IBLZ 
UDBNMLLT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NOTX 
PWZXUBGQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FUWGQXDEJHVL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SBGVRVKPCNKE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/SEFFP 
SXRZCDD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IMKKF 
PVGPRHC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FKPHO 
KJPJXQV
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ES.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NKJEY 
RKBJVFV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UCHAA 
DGIVPUY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MDTDT 
ZWSIGIP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PO 
ZXDXUYCPRU

SH.ES.1 7780
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SFSPFDZNCYNL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BIMQVMMQISKP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PF 
HFMPYLFGRU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FMHZD 
KQFRJTA

• Europe (London)
arn:aws:c 
ontroltow 

SH.ES.1 7781
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er:eu-wes 
t-2::cont 
rol/GQVXD 
QOIVYOG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PTTS 
HGGLKLPY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SCVO 
JNYHGDOL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LASVWDCILYGQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.ES.1 7782



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
UMFDEWAMMCFN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/KZBVI 
PYLQACH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QHWIQ 
GMZHZJS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ICJDP 
HKYDJMB
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SH.ES.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ES.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QCHIJ 
WURAOYF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZOTKT 
SFENTUJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HDSBL 
JREMYRX

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SZ 
ZLDHEGHCRE

SH.ES.2 7784
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BAQAAMCLMWUE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FUGYRQOZUEJV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BO 
LPWWJIEXNK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EIAQG 
IKVMUXC

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/JAQAM 
UDGAIVW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LRNN 
CPQEFSSY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NOKX 
LSVSZDSE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TPVVQKJODFVL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
WKAJHHZHBVBN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OGKTB 
RBTRFLO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LMUSV 
XITTLYF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NFJRP 
JAPDRMR
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ES.3 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QYNCJ 
NDFTBXE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ULPXA 
RUKLUVO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FMBZH 
HQPTZTW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XL 
MZTTAZIZFJ

SH.ES.3 7788
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LDLVCUOJCZXV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PPYOPHNGFCAW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QQ 
BVGZTCKGJJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YMPGR 
SPCJBBD

• Europe (London)
arn:aws:c 
ontroltow 

SH.ES.3 7789
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er:eu-wes 
t-2::cont 
rol/DLCHO 
ACBHILF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IOPR 
WMTVBSLN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OZYV 
QTZLOGQO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WJVNWGGFDDKN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
NJNJRYBPIRKY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BEMDK 
YRVFDOA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RPIHY 
XAKUGCV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SMXCB 
ZSJLEHZ
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rs, by Region

SH.ES.4 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/STVVH 
FHXKVQM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BWPWO 
ZTDEDRN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SJLJV 
DZSATIT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DH 
RRWEWMKFNT

SH.ES.4 7792
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• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NTWHSOQIKOPQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GFKAIZZPILLQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/LT 
WWGEJUMYGH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RMAQO 
LXGSLKK

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/RVIBR 
AMTLWXY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WZYP 
FCRTWXIX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TIPB 
MSRPMONC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SYUVAMHWZNFM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.ES.4 7794



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
HNFCSNRZEIRX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NCUUH 
DFHMXWJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HHDZX 
JRNTOKS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PWMKW 
ZWORUTC
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SH.ES.5 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MMCPM 
MUFJIYU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XMJYM 
FUZYCDL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CJEQH 
RVXTIWI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FU 
EFZWKCJABK
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HBJICLMPQAQO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AKWSXUIZDGPZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TE 
TKGHQCHVTJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZAAOB 
YBSNALV

• Europe (London)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/WJGQN 
ETAVNGC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YBTL 
UGMFRDZE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YVMK 
OVTHFRNH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ECKECTWTCCES

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
ELQAASFTEWWI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XUDIT 
OXTGLVI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EFCMM 
UJLPXPU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EFAWS 
YQWHIVU
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SH.ES.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ES.6 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RVPSM 
UYBMOHQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/URIOO 
ADAOQPW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VWKJF 
NZAPCDY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FA 
JDNSWEYJTJ
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LSVJLTKRGRNL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GSKYICEFCYUL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TH 
CGKVUOLBGV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IJBRH 
MLEUQOW

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/RVWKS 
ECGWWEP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GZYP 
QIASBBIJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GLOM 
YATYELRZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KSBFKZWAUVIG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
WDKCZTLLFYSN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IIUFD 
VUSUNLT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CLXEB 
IXECLBK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LLKXR 
NITKZJX
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SH.ES.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ES.7 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BHBTV 
OFTLCSB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KAFEL 
HVBFCBK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KDDVJ 
HAFANAS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RT 
HTIINVLDRG
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YKZLIAMKUETJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QORXBYKOQWGO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GZ 
WHLSAGPLNZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LETWZ 
OWEVBTI

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/JAJCF 
THPCQKI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JHNM 
RAPWCSXQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PTXY 
SYHARCVA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ABAXYOWHDPKC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
WPXNVLDJXXDP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EVUME 
QKJCCQO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IHTMP 
ZLJCAOR

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QHEQA 
AHVHJSP
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SH.ES.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ES.8 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FZIUY 
KFDZJIO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AUHGL 
FUEHAPR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QVHFD 
LZIKRZW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/EJ 
OTPAVNDFJH
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CHITVXZCWFAK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VWVZXXJAVDVY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OP 
QGRNKSRBMF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KLGGC 
WMMZGVI

• Europe (London)
arn:aws:c 
ontroltow 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/ISVOJ 
HDBVFJJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SIBU 
GFYSXGEW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QVPG 
WCRCBGPS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WZWUGROTVPXC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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rs, by Region

:control/ 
RMOCTANNUNFN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AWDID 
NMOVPQY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UCYKC 
MEFOPSY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WIHBL 
MWBUKEA
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ElastiCache.3 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Prepare for disaster 
recovery

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/URINW 
MLAKAIO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QXRLP 
YENZJCP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HKFIZ 
PQYALLF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KG 
ADKRAUIFQN

SH.ElastiCache.3 7812
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IRLLBPCLBFSF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWAGCJQXXEBJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QX 
SNUTUUGEAZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UEJWO 
KFTRSVZ

• Europe (London)
arn:aws:c 
ontroltow 
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AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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er:eu-wes 
t-2::cont 
rol/RTYCB 
UHACGDJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SAKT 
ZSWAAVOG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YFFU 
VDJOSQBZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TUBWWAKIRKHM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
UESOVOADVSMU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XDXTH 
CXIPLZN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QGDFM 
FQRSBZT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XQNLR 
VTQMJZJ

SH.ElastiCache.3 7815
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ElastiCache.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ELSTN 
MSBJRHJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CTWGS 
FKXEHVP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BFBUH 
VUQAHXR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TZ 
VUEBTZQYUN

SH.ElastiCache.4 7816
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OKARFUXXCRPD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
OACBBHOVAEVA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TU 
LMANTMOIIU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/AXTVU 
KTDCTMC

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/BKPIT 
JHEZYZJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WMUX 
THVGQTVF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VFVP 
EETPEQEZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EVVXTCRGQFLR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.ElastiCache.4 7818
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:control/ 
HDKDHUAIWMQA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MIWPG 
WTCPNRQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GHMJI 
JSAGKRH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XUXCO 
XBMUZAW

SH.ElastiCache.4 7819
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ElastiCache.5 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PWYQK 
XALPDRY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HYCAQ 
OLSMZCV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BNPHN 
RTPVKRQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OU 
PAKTMSMMUB
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YYPPUCNFWOOK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LFEWHEAIGECJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RY 
KMECNHFEHH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TUWAN 
WNHVLHL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/IZMXB 
QXWVJQR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RNEM 
CHYHNZIR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IZBM 
LBVASGIJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MOZEHOPJBUAL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
WHATZMAFLZTS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OYJFT 
WZPOVLL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SFOQX 
YOTHJAL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BEJQL 
VXCYDCE
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ElastiCache.6 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UMVEA 
KCEXKTZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FCYIJ 
PJOZUEC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BZVAT 
KLFDCDD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BV 
JRPUSXDJNH

SH.ElastiCache.6 7824
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BMQHZUZDYVZZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AIFKQIPQMNEX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZZ 
ETEGSHHBWU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WSTWC 
KUNUHSS

• Europe (London)
arn:aws:c 
ontroltow 

SH.ElastiCache.6 7825
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Control identifier Framework Control objective Control API identifie 
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er:eu-wes 
t-2::cont 
rol/UVCRQ 
ZYZWBXD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/JVXH 
GVQAGQDZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FPEP 
LYGJPXMK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ICGRRGUZPUAA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.ElastiCache.6 7826
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:control/ 
CCKMLVVXQNSW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HAFDH 
AKBNSLA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MRZJG 
FEJRMAN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KAJUC 
VYTWZHC

SH.ElastiCache.6 7827
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ElasticBeanstalk.1 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HFVMY 
SGPEYDN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VVCFX 
NZNIDRP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CUVOL 
GXTISMS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BD 
AQDLACRNUJ

SH.ElasticBeanstalk.1 7828
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IVNFFJMNHDXC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QTKGHOCLSKQR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XX 
HCDRWNECMP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QFIFL 
SESZLTQ

• Europe (London)
arn:aws:c 
ontroltow 

SH.ElasticBeanstalk.1 7829
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er:eu-wes 
t-2::cont 
rol/HYKCK 
ALQSVGN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AOEP 
TPWCMPHA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TJVU 
CTRUZXBI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GXYYXMDJPQWS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.ElasticBeanstalk.1 7830
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:control/ 
VGWIRUAPMVUR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PZZGZ 
MWJZJUB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ULCSK 
LZYHVEE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZBUJL 
IWPXMZC

SH.ElasticBeanstalk.1 7831
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.ElasticBeanstalk.2 • NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CIYPA 
ZNJKRRG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UPAWT 
QLRRSZX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IJZKG 
IDVPZUE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WI 
FJQEAWBYYY

SH.ElasticBeanstalk.2 7832
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ALIABGGIBJQX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UZMJMWJXYBRE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WI 
ZMLNWMCLPL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OTKEB 
OVKUDWD

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/LWIJC 
VNZKWGE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HWWR 
WNRQAYGV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DWGN 
UKILACZO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OLBWUHFKLXTO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.ElasticBeanstalk.2 7834
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:control/ 
UVWVYKZLJVVR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OHJMU 
KRRCYAI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XVEUI 
UNHHVRS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/FPMFO 
BUJGTEV

SH.ElasticBeanstalk.2 7835
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.EventBridge.3 • NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CVKWO 
ZJRGJWS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XXEZK 
DTEIZLY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FFODC 
LSFQTOD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GU 
UWDKSVVMBO

SH.EventBridge.3 7836
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AKIQOCPERZBO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VQFSGMZOXVFB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AU 
PPFVDVTTBR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JALSK 
ERKCEHJ

• Europe (London)
arn:aws:c 
ontroltow 

SH.EventBridge.3 7837
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er:eu-wes 
t-2::cont 
rol/OGHYS 
XXZSTRA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OVFH 
MRIQMYLB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RUXV 
SGIGSQEA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BOCATJEKJNPZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.EventBridge.3 7838
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:control/ 
MEUNQCWBTTPW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QVSPN 
JKSPQYK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DNVQQ 
BIRWGUO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KSZTL 
KKOIIFH

SH.EventBridge.3 7839
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.GuardDuty.1 • NIST 800-53 Rev 5 
AC-2(12)

• NIST 800-53 Rev 5 
AU-6(1)

• NIST 800-53 Rev 5 
AU-6(5)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CM-8(3)

• NIST 800-53 Rev 5 
RA-3(4)

• NIST 800-53 Rev 5 
SA-11(1)

• NIST 800-53 Rev 5 
SA-11(6)

• NIST 800-53 Rev 5 
SA-15(2)

• NIST 800-53 Rev 5 
SA-15(8)

• NIST 800-53 Rev 5 
SA-8(19)

• NIST 800-53 Rev 5 
SA-8(21)

• NIST 800-53 Rev 5 
SA-8(25)

• NIST 800-53 Rev 5 
SC-5

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HHVKN 
VANXXAA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LDUGV 
ICWFOGH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/APFIG 
XPGEUMB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MP 
EMCZUTKJSC

SH.GuardDuty.1 7840
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• NIST 800-53 Rev 5 
SC-5(1)

• NIST 800-53 Rev 5 
SC-5(3)

• NIST 800-53 Rev 5 
SI-20

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4

• NIST 800-53 Rev 5 
SI-4(1)

• NIST 800-53 Rev 5 
SI-4(13)

• NIST 800-53 Rev 5 
SI-4(2)

• NIST 800-53 Rev 5 
SI-4(22)

• NIST 800-53 Rev 5 
SI-4(25)

• NIST 800-53 Rev 5 
SI-4(4)

• NIST 800-53 Rev 5 
SI-4(5)

• PCI DSS version 
3.2.1 11.4

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SEPYALESYFHN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NOLGMPHOAPVF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HN 
RJJLKEIRQJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KEFOA 
QPLEGGA

• Europe (London)
arn:aws:c 
ontroltow 

SH.GuardDuty.1 7841
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/WPICO 
SEVQTYS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BYUK 
MXPSTZGB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FITX 
SLOHMHEK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SXTYEZHKEGVG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.GuardDuty.1 7842
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:control/ 
COLEXQFTHZZV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FCEDI 
MUYTORU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZQJRR 
NJGOEVG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZHDCS 
URIXQPI

SH.GuardDuty.1 7843
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.1 • CIS AWS 
Benchmark 1.4 
1.16

• NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GQRKB 
UMEATXJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AMOSA 
UZUOENC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BYCPK 
IWWCXUS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UI 
ZQWGPRMOAM

SH.IAM.1 7844
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• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LFXQGUJOZIVJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JUJQVSCCZAMM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RW 
LDODTORAPO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GPMRU 
NIPAAHZ

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.1 7845
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rs, by Region

er:eu-wes 
t-2::cont 
rol/XZFJD 
HDJZVRN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AFVW 
WEIUROEO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/TENO 
MRDYBHFD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MFXIIBSZNHHF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.1 7846
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:control/ 
WFEQVTUHENVP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CFROU 
VIMJIDN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RDFMP 
AZPDBSW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PPYXQ 
OKDTPWB

SH.IAM.1 7847
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.2 • CIS AWS 
Benchmark 1.4 
1.15

• NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CKRCA 
IBXILFK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/GNUNO 
TQMCLNP

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VBOIC 
SFJPYQV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BQ 
ESNVPCOBGD

SH.IAM.2 7848
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• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YKNIXGERUKGE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NYVWQVOKPQZU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FQ 
JSHAAJBVJZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JGYSA 
TNSTORL

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.2 7849
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rs, by Region

er:eu-wes 
t-2::cont 
rol/SJWVD 
QMUPEYN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XFGB 
PVBXFMHV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RYBH 
HGRLQNRS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YAALMGHJQDZX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.2 7850
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:control/ 
ACWMIEUICSKY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZDZRS 
NRNROAX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KWGAJ 
QBCVXTC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QOUCR 
VYJIWUO

SH.IAM.2 7851
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SH.IAM.21

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.21 • NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HQVLA 
TIMVODA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WUAKZ 
ZMFASZA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FEPUE 
QJBEEJE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PP 
LFAEVCJSZX

SH.IAM.21 7852
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 7.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CWYTGQUDYNSL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WUHBFCQMVMRD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VI 
PDQGLETFRV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PQTGH 
IEDIOPD

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.21 7853
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rs, by Region

er:eu-wes 
t-2::cont 
rol/USZND 
ZRQBZJR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HCJU 
BNEAEYCY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WFVN 
BRNTREIU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MXPBNMAHQMHQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.21 7854
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rs, by Region

:control/ 
MIGMWGINEUVS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZICTM 
AGIPBNJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/CLKMP 
BZOBOMC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XTNWC 
GTRKAQQ

SH.IAM.21 7855
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SH.IAM.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.3 • CIS AWS 
Benchmark 1.4 
1.14

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-2(3)

• NIST 800-53 Rev 5 
AC-3(15)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 8.2.4

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZEJBJ 
AESPURY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DWHOW 
HNGILYZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NJXSD 
DNVGFJT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZB 
RPUSKMGALZ

SH.IAM.3 7856
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZWZXSXOWDRJN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ZQDCZNSVLWOO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NY 
WZTJUICRUT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RHVPZ 
JVBRVIC

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.3 7857
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rs, by Region

er:eu-wes 
t-2::cont 
rol/WBMPX 
AAQFWFJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QCUY 
UTVQDRTV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RFHK 
MYZYMHYO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MCTNEBTXCMPF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.3 7858
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:control/ 
EGBXSELJNDTO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XQFZK 
ZXQPJLG

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TIINY 
BAUSDLA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DGSPI 
XKNFKXW

SH.IAM.3 7859
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SH.IAM.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.4 • CIS AWS 
Benchmark 1.4 1.4

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.1.1

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MLZMK 
ASTNAMJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BWMCZ 
WYOPOFV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XMQHV 
QUWVANU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LF 
HALIRSAOMG

SH.IAM.4 7860
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CVTOQOHCXJYE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KRKFAUZIAZCH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FV 
FAHHXHVEDZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NEALL 
BIMAHJU

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.4 7861
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/PQZZN 
TWBVDMA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WMME 
OLOBHWLP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MYNF 
RQFMIDRC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KNDGXYOAJBAD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.4 7862
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:control/ 
LCWHRMFYRDPY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JQIXB 
FLCEXKN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DYTPS 
GEFQHGZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KRXFG 
DZBTYIR

SH.IAM.4 7863
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.5 • CIS AWS 
Benchmark 1.4 
1.10

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
IA-2(1)

• NIST 800-53 Rev 5 
IA-2(2)

• NIST 800-53 Rev 5 
IA-2(6)

• NIST 800-53 Rev 5 
IA-2(8)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 8.3.1

• PCI DSS version 
3.2.1 8.3.2

• PCI DSS version 
3.2.1 8.6

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JZAYN 
LETVJSZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FCWYW 
FZYCEFJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FJMFS 
LSUYOTC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NO 
OUAVOVBUEY

SH.IAM.5 7864
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PLGJLSNGGCIG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CCOLABWRKEYN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JZ 
QVFKSOFWSA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WUGDS 
PITURNA

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.5 7865
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/YWKEN 
JUJLZUI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HXUN 
MLYFTBJC

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MAJH 
POEPBKQN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ECYNNUZFPWMI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.5 7866
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rs, by Region

:control/ 
GCNKIMWWZRKL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WXQUF 
EUZXQLB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RKTXS 
SCRCOSG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CWPEY 
HMAQLIX

SH.IAM.5 7867
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SH.IAM.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.6 • CIS AWS 
Benchmark 1.4 1.6

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
IA-2(1)

• NIST 800-53 Rev 5 
IA-2(2)

• NIST 800-53 Rev 5 
IA-2(6)

• NIST 800-53 Rev 5 
IA-2(8)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 8.3.1

• PCI DSS version 
3.2.1 8.3.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YXQAY 
RGZITSE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VMFIY 
FNTTOHK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MEFQI 
QZLFYAO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RB 
IDFUAIDOZW

SH.IAM.6 7868
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
DJMVZWKQLOWP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PUNPGEQKLGNW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NK 
LMWNZYKALI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FSWHM 
TMWCPCU

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.6 7869
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/EQQYP 
BMTXUZP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RIYG 
DTPNPQHD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HIVW 
UODPEDII

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
BOIRCXQEYNLQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.6 7870
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
FFFZNTDNXQVY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WTTOH 
MYBKCFD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZDWYG 
ZQRVGUZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XPMKI 
IBTFCPX

SH.IAM.6 7871
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SH.IAM.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.7 • CIS AWS 
Benchmark 1.4 1.8

• CIS AWS 
Benchmark 1.4 1.9

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-2(3)

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
IA-5(1)

• PCI DSS version 
3.2.1 8.2.3

• PCI DSS version 
3.2.1 8.2.4

• PCI DSS version 
3.2.1 8.2.5

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YJDQW 
PMKBQWV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QJKCD 
NAHSGNU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VBKLN 
MEHVTZB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZU 
YARIGWZBSL

SH.IAM.7 7872
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XLUHJBTPSEGR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GLWFPUPESYOC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IQ 
PAHZJVRRMC

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ASYFZ 
UOMHFUQ

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.7 7873
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/AKBRE 
XBVUKLY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LIUJ 
KZCJEXBK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XADX 
TOPDEFZN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KGKMVFEKJMLZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.7 7874



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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:control/ 
FRIQSUKOEAVU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IEVZF 
DCMJQBO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WJKCH 
OEITNXY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GJMED 
GOCQHMC

SH.IAM.7 7875
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.IAM.8 • CIS AWS 
Benchmark 1.4 
1.12

• NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-2(3)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 8.1.4

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DYZBF 
PIWFDCI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JQZWJ 
ZWMTQCI

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VUQQV 
IQVRPBS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SD 
KZNRQZVJYU

SH.IAM.8 7876
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HEXKEUELTWUJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ALXCCRNIHSHQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XZ 
DDELXKYDNY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OTDQB 
WDVYVJE

• Europe (London)
arn:aws:c 
ontroltow 

SH.IAM.8 7877
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er:eu-wes 
t-2::cont 
rol/UNYQJ 
ZPHYTYB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ABCV 
AFYFOUZL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FKPJ 
QKAODREW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LLXPAYEHWBTA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.IAM.8 7878
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:control/ 
AYWUKJZBDYQW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OPPEL 
JVTHMAQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VRSVT 
EXAEZZH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XVHDU 
OVHZBUS

SH.IAM.8 7879
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SH.KMS.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.KMS.1 • NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 3.5.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZYVSV 
OFNLTNG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NUJRZ 
CEGSRSQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OONPB 
HUUNDTP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VZ 
YJNYATGYQB

SH.KMS.1 7880
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YBJERSBVCEHS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IWKWHAGMHFQU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QG 
QGZMRWIRVZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YIKIW 
DHYLGBP

• Europe (London)
arn:aws:c 
ontroltow 

SH.KMS.1 7881



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/ZHHPI 
YVVGYPR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QKTH 
XYQPLNYY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IGBZ 
SWRYBKOJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HEQYHQMETWVE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.KMS.1 7882
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
BYXFJJHFUZOU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GTNCX 
JXJAMYN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IIMAA 
OEMTFUC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BWCBI 
XNWVGXU

SH.KMS.1 7883
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SH.KMS.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.KMS.2 • NIST 800-53 Rev 5 
AC-2

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(3)

• PCI DSS version 
3.2.1 3.5.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QNVYE 
ARPCKHY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LTNDX 
SCGBACC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KOWUM 
YGVIEUY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IX 
RRCZUELMDU

SH.KMS.2 7884
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
NHKYZBGUEQPJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KSMDOJXHBPMW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YG 
KEXZMFRPPN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KPKAH 
TFYDJQQ

• Europe (London)
arn:aws:c 
ontroltow 

SH.KMS.2 7885
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/PKKCO 
IZMWYXC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WTDV 
CVDHOVVI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JBHO 
ZLAJZRHT

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CUVJHPIMJUHF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.KMS.2 7886
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
BRCRZNYQLWRK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UOEWO 
HQTFMZC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IITOV 
JDNGAND

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HAYAU 
PLTJHPL

SH.KMS.2 7887
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SH.KMS.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.KMS.3 • NIST 800-53 Rev 5 
SC-12

• NIST 800-53 Rev 5 
SC-12(2)

• PCI DSS version 
3.2.1 3.6.5

• PCI DSS version 
3.2.1 3.6.7

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CKCEV 
ZPVWRJV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HKNGP 
DPGWTEN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JNOLP 
JAAZDRU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QR 
KASNXFSCTZ

SH.KMS.3 7888
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BDIQMPNVEKNT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TUHCPYQGZEHJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TR 
HPTRLDZSJY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VLQZE 
LIVKMED

• Europe (London)
arn:aws:c 
ontroltow 

SH.KMS.3 7889
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/MVMZX 
TDTZZOF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UESQ 
JJTMCLKN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/APZN 
ZRNDYXHH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IRPUDLZBQQWO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.KMS.3 7890
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
SMQGPFWVOPUB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HSHOQ 
ZGIQHCR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XIVTD 
DCWRGYG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WVDON 
OWFFERT

SH.KMS.3 7891
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SH.KMS.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.KMS.4 • CIS AWS 
Benchmark 1.4 3.8

• NIST 800-53 Rev 5 
SC-12

• NIST 800-53 Rev 5 
SC-12(2)

• NIST 800-53 Rev 5 
SC-28(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 3.6.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KCRHF 
JYLWGRJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NSBUG 
YBQMNCC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZISYM 
NHRKXUX

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CG 
OLOMNECFEN

SH.KMS.4 7892
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XMHSZGFVUCKV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XJHAYWLPKCMW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TH 
PIDDSSFYIT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PFKRE 
HBJDPLH

• Europe (London)
arn:aws:c 
ontroltow 

SH.KMS.4 7893
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/PFYJK 
VBDZVPK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EZTP 
QMVHTQTO

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SIAZ 
YKIXAWVM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YSEVCOKRFQTC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.KMS.4 7894
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
GACATEGITTZC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BJNOW 
WJOCTHA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TFYPS 
KCNCXOX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KWKAW 
RIJNZHS

SH.KMS.4 7895
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SH.Kinesis.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Kinesis.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LKIIS 
YYCVINO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LFMGO 
MWMIZYW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MGBKM 
MLYFDEG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XW 
JFEUSBZYWC

SH.Kinesis.1 7896
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LJRFKNWNZTFU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YTWGDULHCPTP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OZ 
CCICXZVLAG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OXTKO 
QQPJYIB

• Europe (London)
arn:aws:c 
ontroltow 

SH.Kinesis.1 7897
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/DKOUD 
YFDPEJG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PREP 
RJHMCLIQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YPEW 
SZCWJIUR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WTQVFWIGVFQL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.Kinesis.1 7898
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
VHBDITDWYRPV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AHSFQ 
WOFMNRN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QBJVW 
ZOQCTXK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CZCPI 
UJBEXHI

SH.Kinesis.1 7899
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Lambda.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SRLPV 
JHNHYTD

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ORSOX 
PSFFMIB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BNIHR 
CLLGNHH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BO 
WRFNRKVWJH

SH.Lambda.1 7900
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UQXXELUQDDBO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VTLSMHLQZNAJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WX 
FRGPFWBNLR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JADBM 
JXDJEUI

• Europe (London)
arn:aws:c 
ontroltow 

SH.Lambda.1 7901
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/TYKOS 
EICGFCJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EEWU 
ILLNDCOW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WLOT 
GENGLMYP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
FQMQXEDYMYNK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.Lambda.1 7902
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
OYRNNPFIKAPV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BGDFN 
HLTPMUE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IHXAQ 
ZRZTQAV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YKGFF 
WTMFNXR

SH.Lambda.1 7903
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SH.Lambda.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Lambda.2 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 2.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IOGKX 
EBDRDUW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MUKLG 
CDYGHQH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KIONO 
DJWVSXV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FC 
QWRAUMZQGM

SH.Lambda.2 7904
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TOCWOWCANSFU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NPXHIQYCWKOR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WL 
FOUDCRAIPB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PIGMD 
BBNREIU

• Europe (London)
arn:aws:c 
ontroltow 

SH.Lambda.2 7905
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/ETXIN 
VUEIROP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SNXJ 
DQUCDOAM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BHBS 
EUQUFGWL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QPNEMKAWAOIV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.Lambda.2 7906
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
HVGTUUNEPBRE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MNLNH 
LMNFTWZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YKPNT 
LKCMMXE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZLUQN 
BGOPGBC

SH.Lambda.2 7907
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Lambda.3 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PEKUM 
ESILPFW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XCWRD 
KSXIABC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UUIZS 
SUBLVZZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WQ 
KOVTMBTFSI
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EUFJHWDURPMH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BJGEEEFFTPQV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IW 
VKFZSXRHHS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ILRWQ 
BZXYBBL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/VTJHB 
PAMJPSP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YMEO 
WGILVDCE

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EUDG 
MAMQFGDU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MGIYSFEIQJYE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
CELGBNIGQSFA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WNZVT 
LIZNQMH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RHFDH 
ZUNYHNI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NJAAZ 
CVHWYUP
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Lambda.5 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/MHEKR 
UMWQLBJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LWOJR 
FFJEDHR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QTBXG 
AAGFVRJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XF 
YQBLRUDYNB
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WTXQRFALXGYL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BNVVXZALMUPF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NA 
QQDSSDPLIK

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FBQFG 
SETXZRC

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/OVFVG 
QGZLEZR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IICO 
IHCGFGGP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PYKS 
DWCTUPJJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KSCPKEAMJICJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
EAYLGRQVQPQZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CJBTY 
DOANLPH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AUWVL 
GTJACCW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JSXPJ 
EPESCWV
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.MQ.5 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IOJUR 
KAHDJMK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NRCJE 
LYAOPRR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NMKTH 
YJZCOIT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AN 
JDRBFUQKHR
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BXDSOSNWHWBB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RVHWTOZMZZUC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KG 
CBNMWIURNX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JJVAO 
TYWEWKV

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/MWCMT 
RXTJIVB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CWMC 
QNYSVMCK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GHRH 
LPKDQNUD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HVKNXPZTQPPN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
VOWVNNHPZEWO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IGHAL 
IQSHBFL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BJPEF 
AAXQVXQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GTDMY 
CGJOUBA
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.MQ.6 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/JDWPB 
MAQOJIU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QUICI 
QKYMPLV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WPETN 
RUNQIYJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WH 
BLMHZIKBCR
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BXVOZYIINNMW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EDUJATALIZZV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PI 
LNOLMETQBJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LVPBT 
GSSLQOL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/CDUYE 
YRCARPN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FLTT 
TDXFEOZG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ATXQ 
BWMKKEUE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PHYTUYFNLZVS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DTPEGZXDCDAF

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VCJWH 
YALYQMC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HDKUI 
DUXEZBT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WGTNZ 
MKTGNLH
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SH.MSK.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.MSK.1 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZCBBR 
HHIQTGB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/AIEOA 
KHYQUJQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RIUQK 
WDXOUKP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CD 
BVKPRQKJYK
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
AKMDCPLQCITK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NNUGSISVJIGP

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XN 
GBVCCEGVLW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TWJDI 
QOIAYHG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZQWGL 
UDTFVAS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VNXU 
VZMZSZNK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JVUE 
LRTAEORI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EIPLVFPXPLAW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
APPECGHSBOJA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TPJQE 
MSHIIOD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/REJGV 
XRIBJFD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KSDTB 
SQNPNJT

SH.MSK.1 7927



AWS Control Tower User Guide

SH.Neptune.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Neptune.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ERKIR 
HGBAAOK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PRPAA 
LVXURGL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JWHKR 
TXTDDMQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PW 
BVWSWBTQAD
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YIRYWJNNTLLE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QYYYRRLWTOMG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OT 
ZEVSPPCPAV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GDXCM 
PUTLMSY

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/NWDVP 
EPKHXXD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YGCC 
JHPDGFIA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YDRD 
BHSTEGFF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HKGQLNXOUMFP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
LJMZKYYZPTBK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/FMPKP 
QKUTUJS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SPUKK 
NHZROPV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IXGQF 
TYIITQP
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Neptune.2 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(1)

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
AU-6(5)

• NIST 800-53 Rev 5 
AU-7(1)

• NIST 800-53 Rev 5 
AU-9(7)

• NIST 800-53 Rev 5 
CA-7

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NZSQQ 
KEQDXLV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QHVCY 
PZDPBEK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JWQLY 
MAHKVLO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NU 
NSEOUQVSHL
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• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-20

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-4(5)

• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FUPOVEEUOSWA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GUOLSHIXWFMQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZD 
QKOVBBQWRP

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NEEDB 
PTKGKNC

• Europe (London)
arn:aws:c 
ontroltow 
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• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

er:eu-wes 
t-2::cont 
rol/COQXZ 
KYKBNXQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UMZN 
LNFRFXWU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZPZG 
KOGHBUPR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HQGZCYUDHVRM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SKHXOXXAWZZH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IVQMA 
LLVRGXW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PJBDT 
IYTNLGL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BUNWD 
CJNVGGI
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Neptune.3 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SBCVF 
DUYGKYV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KJDLR 
YEAIYSB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QXWJV 
OYQNEKQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UP 
GOTKZMWQPV
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GPRIYFLJKTBB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QTLTUBCUAGTR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZK 
DTBATDAALE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GPMZX 
XKOJOEE

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/YXJIW 
SXJEKIM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EREE 
UEZTQQVI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MWNO 
LNFGIQDK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AGQDWLBSVZHW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
FTUDBPPTFLVO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AZVYV 
LXSEMIH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/JNYGV 
GSVCVBI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XLFTY 
XPVMTGB
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Neptune.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
SC-5(2)

• PCI DSS version 
3.2.1 2.2

• Improve availability

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KYVCQ 
ZLJTYAV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ILBNG 
YEWNVEW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RBAJH 
JOAQMVK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OV 
WJICMFBDRQ
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TUXNKQCYFAHX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ODXEWSFKGMDG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KQ 
NOJHSPSWZH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DMWNI 
CKIQVGC

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/RINTJ 
PAJKWWU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ADOR 
VDROWVPA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WYUU 
HCKLJMJN

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GYPMVKORWSCM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DWOABBMIWODR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AKZDX 
QMJAOMP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OAKVB 
KHIMKTC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RBCJU 
CVKLOSB
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Neptune.5 • NIST 800-53 Rev 5 
SI-12

• PCI DSS version 
3.2.1 3.1

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/ZYAJH 
MJFHKWJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CKIKY 
VTTLNFL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LCVPE 
SGNCLWT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DH 
YIFIEGKCHK
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IEOEHVHFUPUO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AHWGAETJPNSM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ET 
KRDEYMOPRO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KPAXH 
NZWNSWE

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/DCOYC 
PDNYJUE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/PFZN 
FCAUVFCW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DFLU 
IGICKNQB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VZANDNGXQTNF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
OHKXCRIQIZFT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IPXRS 
RRYYRJC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/FFMGX 
YSRLTRM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PCCBH 
GBJUDJZ
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SH.Neptune.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Neptune.6 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FUHJO 
TQRVJKS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OWJHH 
GLSKKCZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WGJJY 
XWWBSKA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VR 
MZTNTYOFHJ
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KMNEEERHOZWO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
KYGVJYXTEIYZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RO 
VIKNQOEUEA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FSEXT 
XDBFHGZ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/MZGGV 
MWREOLW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CQHZ 
FMPTVOVN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RGTM 
IUHBCJER

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DWWVOIHDHQNZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ZIAVHWESTETC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MDUGR 
JDVHOAN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MIDTN 
RJVELZH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AIGZV 
IHZIKTP
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SH.Neptune.7

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Neptune.7 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 8.7

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QUQXK 
RSLQMMU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CWAKJ 
SEKLKFQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WKEGT 
XZTMJQQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IX 
ZCJBXMBCGV
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ELPFKNRXKOFT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HTMETSUNKKNC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZW 
WWOWACAAKX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JUDPX 
QZMWMHP

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/ZSKMJ 
GSZRJOL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WJIX 
MOGGTBSR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZREI 
JBCXRJCO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
USIGWXBKCXXC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SMQUYAKAPIBQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YYRZE 
NLBFMKW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/POBIU 
AEMUMJJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RZVQJ 
WSEMVOJ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Neptune.8 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VVPIJ 
UDOURCA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RFZST 
HMECLZN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HZVBZ 
DZLPYJP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MN 
SOQMMBYSSN
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FLKRVTMMLUMN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
POJMDJSLIUJF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PN 
MLKBCTHPLN

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IPODQ 
TVQNOEC

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/KYNIT 
BYARJGK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BEUA 
ZKYAMIKM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/IQNC 
AGYRQMAC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WHZKUALDWLXH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
FFYZCCNNCFOI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YLGUU 
UJTSQLD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UGAKI 
QSFNZMU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IOZSE 
LCXPRJP
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.NetworkFirewall.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 11.4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DAEZM 
RPYHWWW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZQAOK 
RZIJCXK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MNFWK 
RSSELQI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OV 
LTEUUOAYRM
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TIPAEJGHISPE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JVTCWOYSPTGH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TF 
SSQYTBVRTD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JTCGW 
NUCWXGP

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/SJFAU 
IKIWZPF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OWFE 
MSEFETJT

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KXEC 
UOXEPWAE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SIHZYNYKWUBD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ECCRBKUVPRPY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PRDCU 
MRODGQB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NBAGB 
DCLBADT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/VQSIZ 
TLFDMPV
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.NetworkFirewall.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HGOJK 
KYHHZHX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NTLDJ 
CLFBWUL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CWNUO 
QODLOSL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ND 
XZOSZBZAZP
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EVSNHFCDZNEP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
CERIDGZLWHOZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CK 
QTVOBLJVXU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IDRAW 
MSHQVAB

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/SBJTK 
QLKUMRB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VFYT 
JNCARANB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HAHS 
WPLBYDBY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YXCJHLEGWVHW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
LZJFDKEAPALS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NYONN 
GGEHZHP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZTXGN 
KAKQSMA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DAOBS 
ZNWEUPW
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.NetworkFirewall.5 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BATNH 
YBOOGVK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CECJU 
CSKGADN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWRAG 
IQYHJDZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UY 
DVGEXROLLF
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
VZMVHIMBIXOW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XGOFVGCGBCZM

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EA 
JHPCQELMZV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WWSRL 
JHIIWPV

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZENWX 
CHUOHMG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GJZC 
YPSNOAFF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OWXS 
VHKINPIX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
RCAFDPAGIMPZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ERGWLQRSNYOZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BVMXM 
MWXNCKR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IPOXU 
DFDGKOD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/DEXQD 
IFLMJXV

SH.NetworkFirewall.5 7971



AWS Control Tower User Guide

SH.NetworkFirewall.6

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.NetworkFirewall.6 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KMTLZ 
UHSLMDH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VITJP 
DKJTMBU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SCVMO 
ZZWOZTV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MK 
MOEILVVSHM
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MMCBTWVVBBFM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GWDDTZUMKSHU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BO 
WRAGMFVVRG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZUUHB 
YQIZGWS

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PDJFT 
MZONXVB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LSBU 
VHESMXCJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AYDX 
HNXYPDCX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MUVXUXJSLZGB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
LDGXFYHAKIXE

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NDCLX 
MQMSORR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BGLWK 
RBFNVTN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EROQW 
WAXAUCZ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Opensearch.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IHCAI 
GKUVWBB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HTPRM 
MEXYQLS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QOEVD 
DAFSXDN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DH 
TDOXDDWKDT
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GNNUAYUHJXLT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ISPPUNAOKJTL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZP 
PLHWOMKJDA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LJDAJ 
TIFMIBW

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/VRWSA 
VPPXKRH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SSBM 
EZOMBXUD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/UBZM 
NDYJFFGL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EUSIHTCWFMOW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
YHHTXFNVSCLL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NRDKL 
FIUEHUR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/TFIVP 
OESOEHS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TWLXK 
VBLCCQZ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Opensearch.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GABXY 
PFSQLCM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NVSQF 
LJUXNEJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QAPHA 
IOJQJGS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VH 
KUJNWUZHWF
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QWJLMXTGTTTY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PDIQINMIKBJU

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EL 
GALPGEXDOI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/UFAZX 
ZNLUFJM

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FQPSS 
RYBKFBC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EYYD 
QBDGWXAG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HTJO 
ZSBBCWOS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NPHMMQWTNQJA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
GKQYHNVCZXUM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LCPPN 
UYQSNQC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MSRYQ 
GHHWEWP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BFCZC 
VPISWLS
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rs, by Region

SH.Opensearch.3 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DPIEO 
ZVOOBXD

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JXNDK 
UHIKUPE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MSROR 
YOIEHHF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VE 
HXNORMXQFE
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
QPRZHOWCOFOW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
IMPWKHACFWKN

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CB 
WBMTSYADVE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XUAAE 
QGCCKZF

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/DAUGS 
ZZUKKCD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NZTG 
OXILALHZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LDDC 
EQCAMDTZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GGXZVSAXJJDO

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
MLXUGQDBTLDS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OZKIJ 
CNPYBYQ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UUHIF 
UJCREJE

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/CIJEX 
NXYHHBI
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Opensearch.4 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GADHH 
KSJUALK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ONGPX 
FNPQBSA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IPGTN 
QNCEVHE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MT 
RETSLGNEME
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• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YGRKTWGZGYWP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VENRTMNHFVDY

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SY 
CXPGVFVCCL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SOQCB 
CPJHEEE

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/JPSTS 
WTJEDDK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KGHP 
MJBWTZNM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FBET 
LNTPIXIH

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EZAUSYQGYQLD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
RPXLCWPBLWOD

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TTTMI 
LSTLIIA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QOVSY 
KVMKSSY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LIHPY 
ITEEFGH
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Opensearch.5 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WAOBY 
BQZJHTA

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ABHAC 
ZZEEKDD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YTIOE 
VUJXBVO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZW 
UQUZVGRFGN
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• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OZIJZGYJIAUK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MXRREADODGVF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QA 
XHUNQCUXSA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XUQON 
DDOGRUR

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FSORD 
AEQFTUW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/MCFV 
GQDHUXSS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GZUM 
MDQRRYGL

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HMQDJFSYXHRC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
JJWIXLUWYBCV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WYXUL 
LGHGHOF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RRBSF 
POEGJLV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/UJPMW 
YJTEGIU
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Opensearch.6 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UHLKI 
WWGXHHO

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/INAHZ 
RREYHKS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/GRZJB 
ENTFMIR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UF 
NJUYUNHPUO
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FTZIOOVBEHSU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
THCUKEEVGVRS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IQ 
TWVHRNNLNT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HXIYG 
AHXBPFH

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/KPYLK 
EFVFLLG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NBJR 
UMLUQPZK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AHZD 
AVZEIKPI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NALYWTOTQSQM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
BRKBMKFMLHEQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TRTPX 
UQNQSKE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BYZZF 
SUVEFIH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WOYZN 
DSBYFMD
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Opensearch.7 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-5

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TMJKC 
OOOPZDS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HYJEB 
TQLGRWB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/XJACA 
JPWJYEG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CD 
TQYPILPGYQ
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
EGTEXCKXTWYU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YWDFKJTPFDGL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HB 
OVIWODSIIQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QIUXD 
LURBXQH

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/SQMDH 
KIDEBFB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UBSE 
PWEOEVHB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWWB 
NORXHGFQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JVLECKNIHJFT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
QGKGUEKWKELB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QHKUX 
LTQGOPU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KJJGF 
QQDNIUG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KAYPQ 
KGVRYEC
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Opensearch.8 • NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OEGCJ 
FDHPGEM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MIUYZ 
GCZSCNK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/ZYMOY 
FTGCZOO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CL 
TBPMSNISNR
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MQGZXOCEDKKX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
YQCKQPEAIJQT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QB 
MJTLWYWCPB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CCKMA 
IIZNSPH

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/UBUBN 
OTQLYHV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HUPE 
GIPAJUZG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YRWI 
MCSZLLAG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ELQLURSWUQRB

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
SSAMJDSXKUQB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EBZSA 
TEEXTKE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LYIOT 
WAGDXPY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/HETKZ 
GLMYTUT

SH.Opensearch.8 8007
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SH.RDS.1 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• Enforce least 
privilege

• Protect data 
integrity

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UWMYP 
VTQGECU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OYYKD 
WBCQTYU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CAGKP 
KAGDCTC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NZ 
XCAQOXCCUB

SH.RDS.1 8008



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
KMPUUHKSUHBG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QZXCSYNMQUWZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NC 
ZTIRGKTDTQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/GWPDE 
HULWHVB

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.1 8009
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• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 11.5

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 2.4

er:eu-wes 
t-2::cont 
rol/ELQQD 
OSZOPYE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/RONR 
EVDOJLHJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EHMN 
WTQNUQFX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JZXYYUXYDVES

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.1 8010



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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• PCI DSS version 
3.2.1 3.1

• PCI DSS version 
3.2.1 6.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.7

:control/ 
TOXGHRQOOUZM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BJULH 
HBJYPSZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DRLOI 
MLUYCCX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EFSUL 
LGMVDIB

SH.RDS.1 8011
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.10 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.7

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QKWGQ 
NGCDPYW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JRCVW 
ZHHQKOW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EFAPZ 
PONOBQN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PR 
HACJRAZPNL

SH.RDS.10 8012
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SMAVVTOYNJTI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JUHUNMEAVSXZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SX 
LQIDOEFSRI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/YPEON 
MSLBPTL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/BLXPG 
HVCWRQD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BTPG 
JCTLRYLN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RYHN 
WNNMLODQ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MOLCFSPBOQVJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
HCCCLBUSXOTA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DKTIH 
AZFWVQA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZXYUZ 
GHNGIGV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IOEHO 
HYBSJCL

SH.RDS.10 8015
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Control identifier Framework Control objective Control API identifie 
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SH.RDS.11 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6

• NIST 800-53 Rev 5 
CP-6(1)

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-12

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 3.1

• Improve resiliency • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/IFMRE 
HTYREKZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JXWBL 
IPXTXFM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EXXRI 
SQZELSP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TP 
WBDXCLLFXK
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PVJEIOWFEXGW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JKXCQSHKOFWD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/EX 
PWZLGXOBNE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NKIMJ 
VTTDZKZ

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/PUGHZ 
STXSXHE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZHUF 
JUOHQHAK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YITL 
GYAIRUBP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
WNGCEPODSWMA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.11 8018



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
UEYPQELHZGCQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NOXEG 
PPLREHN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MUBQT 
ISKSHFX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PJJOU 
URHUEOL
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.12 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.7

• Use strong 
authentication

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SMFUE 
CIOXWRX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XPQKK 
OXJFOJU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HGQGA 
KCYLYSU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WL 
JSEVCPUVGT
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BMLXMSRNEDOJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BBFDNNCBMAOT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YC 
YHJVTHDNPX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JSYSY 
GUPHBMX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/KWPJS 
LPTKZRB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VGUC 
UQAUXAQZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YDFQ 
ASDRCIIK

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TUCHTKHPPAUT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
APLECYBWMJVR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VHGKH 
DTUEGUU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HVTKB 
GSPIXNI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BTZHG 
HNRPFLP
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.13 • NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GUYPL 
HFGVYSR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/SVRYU 
RDPWZDY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WLWAW 
YKRSUMI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PT 
CFMAVPZJNJ
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SFKATYNUSZRY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
PJLXYFZCQDDF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GC 
FQCJMRPAWO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XIRVQ 
KZQFELN

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/YEQBF 
MEZZYKY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YTDR 
SPNPDUDG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/SJKO 
VPHPKCSE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YHGQSNNFHDVQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
XIGVOEMJKAAN

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QMXTR 
QBYGTDF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UBPMM 
EGVOIKQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BOPQO 
MHKGHTF
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.15 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WEBMA 
CIXPMUV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OXZGG 
JJGHSWO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IJVHZ 
TDIWOAW

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VU 
XWHQTMDUIL
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CXRHCSGCTDUZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
XVSMSTPMPWPO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CV 
MCODCFPUMR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QBPHB 
ORNXALB

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/OGMFC 
ZEGTRHD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KJTO 
OKWWQYWP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ALNC 
DIFDIXFY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SEHEGBVDGFYC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
VBNKKWDFNAZW

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QBRSR 
BTJPWBO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/AXSXM 
BZSGOEX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RLSNO 
OCARNMP
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.17 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.4

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DTZXJ 
LHKFLEJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TUGTH 
WRGHGVM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/THIME 
GDOQLQT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AU 
GOGJCNNLCH
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SRFNCNDSXZNT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SRQHDGHEOMQL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DJ 
ZAPEFIHNFU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BFNXH 
ULOVVIP

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZCZUY 
DTUHIOI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FWIV 
EWQQXNHK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/YVFD 
AUWENFAA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EPTKMHACQELH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DVLDWXJCOMXM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BZZSM 
KNBILCF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YALXE 
HDSNCTD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/SIUCV 
IXCSYVX
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.18 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PXYEQ 
HPGSBAU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JYLXQ 
UQOFAHZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QFDDM 
LBXZFMD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WG 
ELDILYYVXL
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• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RBYPDKTCHCVN

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FLLXFLHIFSMQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BP 
CAMESMWAHB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PSTYG 
KOBDUTG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZZHOC 
ZFFHRAS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/EJNZ 
YMOZMYKX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WUNI 
HEUEMUJR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
NNRQJBASRGFM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
JSNSKZQFYVBT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/SWEQG 
XNIMHXT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HYSDY 
MKJVUVK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PTTJF 
TDKIAFZ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.19 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 11.5

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NXPQT 
LYAEZFF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/MHCRB 
PUUNLAM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LRBSF 
HOKMEYK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DU 
YBROXNVRZJ
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FDBSHSSUIULV

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WYTBUHZZBIKS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SD 
CINGKZSOQU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FFWGQ 
TMRZLCX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/WJYRS 
JUKCXTX

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LAZJ 
DBKFEJMA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FNYI 
MXTFODXS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JBYTKROMQCXV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
CTNWHYDIRSVT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PWEQI 
FVKNZUB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SODGI 
ROQYHNV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JHQDL 
XADFWXA
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WDBVV 
IVSLRNF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JOYEW 
ALSGIFL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MZHXJ 
EYNYHPM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/LV 
THEOBWSHXI
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• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IWPFNXTZXADU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FXNNEWSUUKUT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MO 
NNJZHXUZJV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ZNRDF 
QQKVSBM

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.2 8045
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 11.5

• PCI DSS version 
3.2.1 2.1

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

er:eu-wes 
t-2::cont 
rol/SLIBA 
UCMRGDZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LRLY 
XEVQGYTM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QPXO 
SOOJYDOD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LVCJBGBIVJAD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.2 8046
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
RYZQHJVDDKSU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/WLPKI 
QHXVSRI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KCAXL 
PFZJXCU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZWAQH 
UGIFEBL

SH.RDS.2 8047
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SH.RDS.20

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.20 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 11.5

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BZKHL 
GWSEYGS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QKBXU 
RIFEDNR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EZKYV 
DMHEXTT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OO 
DDUWOHHNMJ

SH.RDS.20 8048
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SIZRZVALISEG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QMPWTHDYXPNF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/MG 
GSWFNHYEYW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OOZTV 
TPLFUZE

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.20 8049
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/SCDHE 
PMDRZYD

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/AYTE 
EMREPGTY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NVFJ 
XDYXEZUI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HVLENLXSMYVM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.20 8050
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rs, by Region

:control/ 
YMSJKTCPZVLQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/JWYAT 
NKBGECV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/OAIMB 
CJMFKNH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZWIFH 
LDJHCYK

SH.RDS.20 8051
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SH.RDS.21

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.21 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 11.5

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LSOCQ 
KOMTNUV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/HXSMR 
IUXHEQL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/VNVOS 
KGSBKYM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JU 
UCAVNVKIFZ

SH.RDS.21 8052
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BEAJMSHPLZAF

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SFJABILZRZSE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BD 
SWAPWAEJOO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FKEYG 
PXPKFLG

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.21 8053
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rs, by Region

er:eu-wes 
t-2::cont 
rol/IREBV 
NNCJFQN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XZAJ 
RQOSAIVS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MUDG 
OLDWJQFJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GZCLBNPOKRNZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.21 8054
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
YXJRNYQXFFBJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/UEMPP 
ORPOEXD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ONKVQ 
CAHDMMG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/GTXGB 
GCVGHQI

SH.RDS.21 8055
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SH.RDS.22

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.22 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• PCI DSS version 
3.2.1 11.5

• Prepare for 
incident response

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/APIPO 
BXRVOAY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XNOPT 
YHHXQYF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YNHFA 
JNIYTDT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZG 
GHJOYOXRWY

SH.RDS.22 8056
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HGUANBQWZZZT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EQAAWXJPTMKT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NO 
QNKAMBARQQ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/FHEEN 
QFCWVOW

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.22 8057
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rs, by Region

er:eu-wes 
t-2::cont 
rol/USADZ 
KONGEWL

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WCCG 
GPOESKUN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QUVL 
HKDDEGEY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XGNLIROGTVPW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.22 8058
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rs, by Region

:control/ 
EXEHMGVOGPEL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MEMSF 
TMAYJCK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZIKCB 
MBKOYQG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/QMZED 
TMMIZLU

SH.RDS.22 8059
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SH.RDS.23

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.23 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(5)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YMXST 
CEYXBPV

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BMHOK 
ULQTGAT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TJALN 
CJQYRFH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WS 
SFKIXFVIRY

SH.RDS.23 8060
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZRQKSDQFNGQJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
QXHTVIIKMWTW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VX 
AKLAUIEPMU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RASOH 
QDBMGUM

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.23 8061



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/PLKDX 
QODKBCM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IVCT 
UYYNHZKS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/FAFQ 
HCERANWF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VIWCZSTJLLWW

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.23 8062



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
HIWFHIFSZSKM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XNDQO 
TSALSLX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WGAKC 
UZZVTHP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YMDPR 
QFAXKCO

SH.RDS.23 8063



AWS Control Tower User Guide
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.25 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BBSLG 
PRKDCNJ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RLYGP 
PANIDPZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/QCWME 
MJPWTVG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HK 
YZMPYFMAFO

SH.RDS.25 8064
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
BGPIYTQZCFXL

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NDCFQRXZYLGR

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GR 
OVJRZIBJCL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/MZHTG 
UBEWDXJ

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.25 8065
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rs, by Region

er:eu-wes 
t-2::cont 
rol/RVSFM 
KXOOBZS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ONRG 
ZMZOPBUF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/AWJU 
NDMLTRRD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YFLHZPIZNNYT

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.25 8066
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rs, by Region

:control/ 
GFQGKQGMTLQT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QBJWH 
TMNMSRR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PWFHI 
JDDFBFT

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XIDGG 
FKVQTBY

SH.RDS.25 8067
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SH.RDS.27

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.27 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DROQP 
QLJBTES

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YOTEP 
OZWWVTA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AEXJP 
TLILJTV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HY 
HWKJXEPHPS

SH.RDS.27 8068
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YIQWYGANUPYO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
UEUHZXQNABCQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YH 
FDAYZPEVWO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SMQWY 
FRNIEJB

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.27 8069
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er:eu-wes 
t-2::cont 
rol/TZIPA 
EKMFTMH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SHKE 
UJZRGZDP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VLLL 
LYEMUGOC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
ONFIOHPFSHGK

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.27 8070
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:control/ 
DRFBXTXBNCRS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DJZYD 
UIVJLQI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WAAVL 
KURPRRQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WCSGB 
VJYKJKB

SH.RDS.27 8071
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.3 • CIS AWS 
Benchmark 1.4 
2.3.1

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/VGWJZ 
ZHSYIBM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VCGAQ 
SCJVXRX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NMQXE 
CEAQCBC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KA 
ZMYJAUZYSY

SH.RDS.3 8072
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OKWMNXYZRUVG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DUPIMTBMZJBD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KN 
PNIWDEVEJG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HBTSV 
IZWIAQY

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.3 8073
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rs, by Region

er:eu-wes 
t-2::cont 
rol/ZQCGV 
RDNLZEK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QGGS 
RCNFPBON

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QLBP 
HXRQYFTE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VMJOVSBQHNLI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
ICYIAUGUTWUB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ABSIY 
ZAIAWCN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WWDYZ 
RWIDTXW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TGJXC 
MCDKMXP

SH.RDS.3 8075
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SH.RDS.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BZBLC 
ONTBAMD

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JFTFU 
HKRKVSA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/OGAIZ 
AJBSGBT

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VX 
UOLNFZHRXA

SH.RDS.4 8076
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UOCQAVOKOBTP

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SWWDMMPJTVUT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/KZ 
AQFIPMORTE

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LREEK 
QPJSYDJ

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/CZGUU 
SLYJXEQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BBVS 
FCJBDKUZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DACI 
CEFQAULS

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TXZGWWJTMYAS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.4 8078
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rs, by Region

:control/ 
CLRBHZMKGNHA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/BKZVW 
TBCYGUF

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/RZHJR 
UQRPWRV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NOZHC 
DEDTOTS

SH.RDS.4 8079
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SH.RDS.5

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.5 • NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
SC-36

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WAIDV 
EUJUPWI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NTFDQ 
TWLGZWO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WQRKC 
NCGXMEZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XM 
POBIWVBCBI

SH.RDS.5 8080
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IRSIBRZRNPGJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NNYNUMCTQZCZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RD 
RYYIDEWYNY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ABTYU 
CPXKSGJ

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.5 8081
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/HKTFG 
MWLCXVS

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YREO 
QGNQKBLJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/GPUF 
SACIRWXI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QSPRBKYKNWKM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.5 8082
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rs, by Region

:control/ 
OTHPZRZHRYNM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/SEMOD 
NJPIZDI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/HDDRW 
BVHAVWK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IXXVG 
FGVMRZK

SH.RDS.5 8083
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.6 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-2

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/CQFNS 
AHGKXYR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QJCUZ 
IBGHFIW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EYAIA 
JPSQRWR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/DK 
SRZCXJNFHQ

SH.RDS.6 8084
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LJQFIHVOJEWC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
WGVCYIMZTDAK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/JK 
BKECQARADY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OEPIO 
AXLVVJQ

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.6 8085



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/FUVWS 
PBRWRMJ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OITU 
KLCXALQI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VHPW 
TYRBFSMR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MEYNQQLIBFVH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.6 8086
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rs, by Region

:control/ 
BKCRQHWTOIDQ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XOMAA 
MMDKJSN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KLAQL 
DQDNQCO

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EAZJC 
JVTNTTK

SH.RDS.6 8087



AWS Control Tower User Guide

SH.RDS.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.8 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-3

• NIST 800-53 Rev 5 
SC-5(2)

• PCI DSS version 
3.2.1 2.2

• Improve availability • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OHXOG 
CEUBHHF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/CCQXN 
XARGJAR

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EZGQF 
HTMBAWO

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WF 
LIUEPSIAYX

SH.RDS.8 8088
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CDKCDVDPAZJE

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GINLEIXHNSYL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SQ 
HTJKLMQJGB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XBIZW 
FFXCCON

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.8 8089
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rs, by Region

er:eu-wes 
t-2::cont 
rol/VQMCV 
FXHFAQQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NMWO 
UPNACHOL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LWZR 
QWERBHQG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EWKOXIOSNJCZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.8 8090
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:control/ 
KVSVIPSIZPAS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EGERD 
MSRMFYK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BQHOI 
AHINFUY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EPAIK 
XSPXSCA

SH.RDS.8 8091
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.RDS.9 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BCVVF 
PDGVISN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OTXQB 
SYGPGYU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DBSDV 
NSHWIOG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RY 
UXCWVBRCAD

SH.RDS.9 8092
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• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.2.6

• PCI DSS version 
3.2.1 10.2.7

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FPPDNGIQPZQT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TBIMMPTMBJTL

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GX 
ZYLMFPQWDW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/IIFLS 
TVTRDZG

• Europe (London)
arn:aws:c 
ontroltow 

SH.RDS.9 8093
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rs, by Region

er:eu-wes 
t-2::cont 
rol/KMLDO 
BVZXKCT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/REJG 
KLYPHVDN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KAQQ 
DXQFJYRU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
PSHCDLXAFPIZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.RDS.9 8094
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:control/ 
EIZJBSDXPFGK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HNXTE 
FHVWVUV

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NDKTX 
PFKNJXF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IXAUV 
MTYOJTU

SH.RDS.9 8095
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Redshift.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QGVYR 
DNRLLPZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VRMIA 
JEHXVEF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KHOSQ 
GUZDTNH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RS 
FNTTQDNSXM

SH.Redshift.1 8096
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.5.3

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WVIYUKDGFONY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AWCJAMQENDQO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/IY 
GOKELWJWMB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/CCXNE 
CVPVRHL

• Europe (London)
arn:aws:c 
ontroltow 

SH.Redshift.1 8097
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rs, by Region

• PCI DSS version 
3.2.1 8.2.1

er:eu-wes 
t-2::cont 
rol/RHXEM 
VQOGMNY

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LZKI 
QTREDTFY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WXXR 
GRFXMKHZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KUKRAWPCWPWD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.Redshift.1 8098



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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:control/ 
AYTBPCVDXBQV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XJVAU 
JAVHWDX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YQJNE 
MQSMPCG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WUADY 
LMPFVGP

SH.Redshift.1 8099
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Redshift.10 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.5.3

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NMNBP 
YCIYIAW

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FGDKU 
QOJDCQG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/CLQQQ 
XAYJAFH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SF 
TASJFBQOZK

SH.Redshift.10 8100
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LQIBXYSZTOTD

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FEOOFZLBVNOD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AP 
ZBNDSLBEGY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TZZYE 
MVXIONE

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZVKXZ 
TUNFLSZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LUUI 
EVUKWMHU

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WJWR 
WAEUMDCO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
HLTTIBMTADKA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
LYYELPWNRVLL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TSPTA 
YOGXSED

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/KAABM 
IDGCLBK

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ENSMM 
XOHZMQJ
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Redshift.2 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• PCI DSS version 
3.2.1 2.3

• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/GJLYV 
QTNPXNP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/QZALU 
PNZSSAE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YHXWA 
USZWWSC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YM 
GGCUBQWEZW
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ORJWWXAPJACW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JBOXYUPVWNZO

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HF 
SIBFFEDEQY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BSBJQ 
SWTSRSX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/BAZMH 
RYHVCQG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QXUX 
FMMQNNJV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/NDBM 
IIUJFYKY

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QINDHCURJDPR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ORADMUNKKIYS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YQJYR 
YKIWLYT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PUKFR 
LSTCGTP

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MABMU 
FJZSIUD
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Redshift.4 • NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• NIST 800-53 Rev 5 
SI-7(8)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UGPCV 
GZGVGBN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VVVOX 
OKKREWD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HREVC 
GLTRGZP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/JW 
QMOSWEPUQN

SH.Redshift.4 8108



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.2

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.2.5

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UNNOEVFPFBMC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FZJIXFLBDRUT

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TX 
HHSJDORTML

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WWXRQ 
FACPRHJ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/JLWRG 
FBTTBOI

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HGPL 
AVRGKLHM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/JHIV 
YPBOODHM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VAONGWDMQJRF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
BDVLMXDLACBS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DTMFZ 
CWWBWBB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EYHIR 
CYXXFHZ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OCZIX 
JSTBKZD
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rs, by Region

SH.Redshift.6 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/TKSZM 
FLVELUE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JHAJN 
HIIVUZK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TTPCF 
JGMJZSJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MW 
BNTMMYOBQK
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WMXBZOHRKUOQ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DKJZUWRTDLHV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TM 
JCFUASVOFO

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SNCYQ 
NOVQMMH

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/YGTSS 
KVHAGTU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YRRO 
EFOYJQLY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WWTY 
VIKOAEOM

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LJCQVRORIRSP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
UOQTHHTKOQAJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IOUWE 
ZSPPBNS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UGSNU 
MXXOSJU

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LGUQE 
RXHEPJH
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rs, by Region

SH.Redshift.7 • NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EFKEW 
IIFDJEZ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LRZEW 
AWVMSHF

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JSLND 
FAYMRXF

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/VZ 
IZLXFWAEFL
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MVNWOYAUMTGJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RERSLKEIBQHG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HO 
ISPCIAYQCB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WFFFL 
IKXSJYG

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/FDQXV 
YALJBAT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/NDDI 
AQWLEPTB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QTIU 
HWEMWAMC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DBIOXKSCYZGD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DSKLSBLANWJM

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/CUGFT 
MBJPKPT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/BLCLC 
FXYBPRV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PKUZK 
CMQQKRR
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.Redshift.8 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DGHUX 
CTZEDYI

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/BEPNP 
CQCPDWJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KLCNB 
PBVPMMD

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/OU 
MGXBPLINOD
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XIDWPGTUKALT

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
FREYXDZYZTBB

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/XF 
BMDQEICXZM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ROJQX 
USTAPYS

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/DIPEQ 
YZCPMLE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ABEX 
BGLMXTJB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LNLP 
IBKGAUQR

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
KHSJIQXMKUKN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.Redshift.8 8122



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
HQIOVIJMPDMP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ZLWJD 
NJODZNI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XIJRA 
JTVHCJI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OUYAX 
YKXNKVB

SH.Redshift.8 8123



AWS Control Tower User Guide

SH.Redshift.9
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SH.Redshift.9 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 2.1

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SMGEE 
LXNDBKM

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OVOHL 
KXBVPQL

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UQQKZ 
EWILTCV

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CS 
OGIJBMPVER
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TTPOHLOSZBPO

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
THQBUSXDSJML

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/TV 
VIZSSMLNIT

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XSRKM 
HENVRZY

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PMKUA 
DEMALEE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UNTI 
RUWZWUNN

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DNJV 
ACRRVQMJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
VYGTYLRWZYAD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
VZUUWSEPMGAG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GQRHH 
ERYSAUT

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GMLYQ 
LDUQHXH

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XFUBO 
DJYVTNX
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SH.S3.1 • CIS AWS 
Benchmark 1.4 
2.1.5

• NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
AU-9(2)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/XKHRO 
GVFBBHP

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JRCVW 
AZSRAPY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PSJED 
KJBNWNR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AR 
AAXROCJLMK
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• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-12(2)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
UBQSERAFQQLI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TFBJICHQSQCX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UJ 
QJNPZSGLTA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LSUJT 
PCOEECR

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-13(5)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4

• NIST 800-53 Rev 5 
SI-4(4)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

er:eu-wes 
t-2::cont 
rol/BFOHY 
IZSLOKR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/DHAD 
SFAEUWZS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DDFX 
ZZZGUALP

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
AGLATCNIJPRQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.S3.1 8130



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 10.5.3

• PCI DSS version 
3.2.1 10.5.4

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 11.5

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• PCI DSS version 
3.2.1 3.1

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.5.3

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.3

• PCI DSS version 
3.2.1 8.2.1

:control/ 
VRHOXLIGOOYV

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ECBYL 
UUJDHST

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EYOPE 
GKZSTTF

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/XWNNI 
UOSTDBE
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.10 • NIST 800-53 Rev 5 
AU-9(2)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 10.5.3

• PCI DSS version 
3.2.1 10.5.4

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 3.1

• Optimize costs

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/YXSHB 
LNRJEIL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/RYZTT 
CAMHLSE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/NNKPE 
WEOGGGE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/MV 
WRAOTEOGZF
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
OEWTPHSMPPGY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GEKKTSNJMQZE

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CG 
PVJAMLPNCD

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/WYRBY 
RJBCFGJ

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/JDVMZ 
OQVCGKE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UFOI 
HGFEAASV

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/KPCT 
MBEDXBVA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LRFQVSXHRYQU

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
BKQZDJRIPDCH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IPTDZ 
HPYCLJX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZBNPD 
NBGPNYX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/POQFE 
OOGZRPP
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.11 • NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4

• NIST 800-53 Rev 5 
SI-4(4)

• PCI DSS version 
3.2.1 11.5

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NMYTV 
SNCIAIE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KTXZK 
UGOIOZB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/YEESX 
UDJFQTY

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/IT 
NNRYBVJGNI
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HYDZJVQVOSSG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DCZQYLXVSENF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VP 
ORJKPKMJTX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JGYTW 
TUCDJRI

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/JQLFN 
EUIAMQV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/BOYX 
QVGZIHKY

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/RFTV 
XUXSDPBJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LDPZBYDVREOG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
UWDNCNQHITXR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IFMFF 
IFRXKSP

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/GMKHB 
ZANUDII

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZOLMK 
QEAFZIO
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.12 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.3

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BKLSQ 
SHMCKWE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KTPCI 
MELTXVN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/SDRCG 
UUWECWP

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/UN 
GOCLMLKNAH
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
IYZUNEUFKEBY

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LEZPLYTTTVHV

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/CH 
IDBJOCXIKM

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/OCMEJ 
BXKCWSF

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/WQICV 
APWAYEZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/WYYT 
ZOHUUUIA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QYSZ 
QBRLIVHX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UWBLTNMBDOOX

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.S3.12 8142



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
WMGHTZRZASZI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/VXTCT 
FSIHMVK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NXKTR 
BNXNLUY

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KLISL 
UUHUYPN
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.13 • NIST 800-53 Rev 5 
AU-9(2)

• NIST 800-53 Rev 5 
CP-10

• NIST 800-53 Rev 5 
CP-6(2)

• NIST 800-53 Rev 5 
CP-9

• NIST 800-53 Rev 5 
SC-5(2)

• NIST 800-53 Rev 5 
SI-13(5)

• PCI DSS version 
3.2.1 10.5.3

• PCI DSS version 
3.2.1 10.5.4

• PCI DSS version 
3.2.1 10.7

• PCI DSS version 
3.2.1 3.1

• Optimize costs

• Improve availability

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UDFSB 
DLMCKHG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DDDWX 
YAMKSZD

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/URNEO 
QLNCGXG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KP 
NAKOZEARRB
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
TWWHDSTFPQWH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
GCYHDAOAZEZQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/GY 
GNCQLCYPEX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QPEXO 
FWNQEZY

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/TWVXC 
PMNSEVC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LIVW 
OXMJIWLK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EKXY 
SHHNTFGF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MNDGHSQGIHSP

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
IIUTDTJVTRUB

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/HVDXL 
VVRSLWK

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XZDSA 
KGUPOCB

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BZWMU 
SQKKNPY
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.17 • NIST 800-53 Rev 5 
AU-9

• NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-12(2)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 10.5

• PCI DSS version 
3.2.1 10.5.2

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 3.5.3

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HAATL 
CRYJXSX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KKYBU 
SWNADNE

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BPJKD 
XJRCEBE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/QX 
TWLYUXVMIE

SH.S3.17 8148
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RAKBNMGBWPVK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ZMDRQJPWIBDD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/DG 
ETTAJQXVAU

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LLSGH 
RBQBSES

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/SVUZW 
OTRLCSO

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ITYN 
EBUPBYGG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/QKQS 
GBKTQTNI

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
CCDJWQAZRABA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
IHEVZGGQGBKX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MMSBT 
MNRGYRJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WENBE 
BLVIRFQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/TPDYJ 
NOFYPSU
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.2 • CIS AWS 
Benchmark 1.4 3.3

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EUQZP 
HPTYCGS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/UWARQ 
HCUKTWT

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KCEBT 
QBTPXWJ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BP 
FIVHGTXOGG
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• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
WUHZWRYEJOUJ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LBKNUOHEWDPK

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UX 
NOYWDDKLNL

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RNRFW 
UNSMVZO

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/TNVEO 
DWBLGQT

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/OELO 
VGEWUICF

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WQFT 
UQOYEPUO

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
JVTGANIDGRYD

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
FNAGBSJDNSMR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DNOPT 
VOVRECR

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LEZLN 
XWHNOBS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EUHTM 
NOVXIUP
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.3 • CIS AWS 
Benchmark 1.4 3.3

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/OXQIC 
LGDWVUS

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NRDDE 
BVYUWNQ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TSWBJ 
XBIHDPI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AQ 
QIXVCNLDYX
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• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YJQGDKELZCKA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LEHHNNZDYPSC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/ZT 
SEFWNWFBFI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/DUWNO 
GUJJEYE

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZQLFS 
FHMBNQF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LTIV 
GDFURRIH

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MUMH 
ADVUHEXE

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UQFGRBNKRVKM

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
IOXTWTJPAGNK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NCGLT 
HGVRQUZ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/NQYKU 
EVXJMTQ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LQHXM 
DREDMHB
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.5 • CIS AWS 
Benchmark 1.4 
2.1.2

• NIST 800-53 Rev 5 
AC-17(2)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
IA-5(1)

• NIST 800-53 Rev 5 
SC-12(3)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-23

• NIST 800-53 Rev 5 
SC-23(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-8

• NIST 800-53 Rev 5 
SC-8(1)

• NIST 800-53 Rev 5 
SC-8(2)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 2.2

• Encrypt data in 
transit

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QPIQH 
VFRBWEY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/PZTPB 
SALVUYK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HYHJN 
WCTPBFR

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RQ 
KKRCVIIKYW
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• PCI DSS version 
3.2.1 4.1

• PCI DSS version 
3.2.1 8.2.1

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
MYWMNVQHDBPC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
BIELWGHJKGPA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/AA 
UHCKLBMUEV

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/BPQXZ 
TSPWVVX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/PRNYX 
IYGVRXN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/VDLZ 
MBUFATGB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OJXA 
XIGHYFQW

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OVTXWKOBZPZR

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.S3.5 8162



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
URNKTBOWAHSH

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ULMDA 
TXUHGXD

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UZYVC 
OLSTZUL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PNULP 
QNUPXRO
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rs, by Region

SH.S3.6 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.2.3

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KTMNK 
SWVOVXN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FZXEO 
ILVPPYH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/TIXQX 
DCZZIOI

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TS 
CSMHZBPAOD
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FGNEAZJPHZUU

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
AZGSOSZUWIKH

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QN 
JWDZCIVDCH

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XMWBZ 
XRYGTMC

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/MGOBA 
FXHHMUH

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QKUS 
DPWBMHZG

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DBIS 
INHULBGV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
QJAYYWXCXHDN

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
XUHLFSNTEWFP

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/AARUN 
PWJDELC

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/WKWUM 
SNSAANN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/WIYZF 
XURQWZS

SH.S3.6 8167



AWS Control Tower User Guide

SH.S3.8

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.S3.8 • CIS AWS 
Benchmark 1.4 
2.1.5

• NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/BPQJQ 
KFITSWH

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZAAZU 
IGROKPH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/PDKYA 
ANJEWJE

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RX 
ZJMQEOLMGW
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• NIST 800-53 Rev 5 
SC-7(9)

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HISIOKDAAMQR

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NAQFFFPSERVD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OG 
UOLZTXJTVW

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/SYIHF 
FPXEMOL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/LMEJY 
APAVGXW

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/YUTT 
RNVCQCIJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/HTLH 
SBYDSNKX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
LNGHEQDYEQLV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
LUJLEEORWUBI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/PNWCP 
AETGOAL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YFMJM 
XPVFUKX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/RTJHM 
NHBMMAJ
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SH.S3.9 • CIS AWS 
Benchmark 1.4 3.6

• NIST 800-53 Rev 5 
AC-2(4)

• NIST 800-53 Rev 5 
AC-4(26)

• NIST 800-53 Rev 5 
AC-6(9)

• NIST 800-53 Rev 5 
AU-10

• NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• NIST 800-53 Rev 5 
AU-3

• NIST 800-53 Rev 5 
AU-6(3)

• NIST 800-53 Rev 5 
AU-6(4)

• NIST 800-53 Rev 5 
CA-7

• NIST 800-53 Rev 5 
SC-7(9)

• NIST 800-53 Rev 5 
SI-3(8)

• NIST 800-53 Rev 5 
SI-4(20)

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QMWZZ 
ISJNGVG

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/XEYTE 
SFJJVRU

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/UMKAX 
UFOAXGS

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GF 
OFPVBQVUFV
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• NIST 800-53 Rev 5 
SI-7(8)

• PCI DSS version 
3.2.1 10.1

• PCI DSS version 
3.2.1 10.2.1

• PCI DSS version 
3.2.1 10.2.3

• PCI DSS version 
3.2.1 10.2.4

• PCI DSS version 
3.2.1 10.3.1

• PCI DSS version 
3.2.1 10.3.2

• PCI DSS version 
3.2.1 10.3.3

• PCI DSS version 
3.2.1 10.3.4

• PCI DSS version 
3.2.1 10.3.5

• PCI DSS version 
3.2.1 10.3.6

• PCI DSS version 
3.2.1 2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZPOEOPATKJIC

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MXLTHQZBCTDQ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YW 
WKSWSZNPSI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HVKIH 
TICWHEL

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/TZQIU 
GSNXXNG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FSDR 
KINNPPBD

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/THYM 
KLHAVMWC

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
XKQRAYJCRJRS

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
KHOWWKTFVNWS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/XEVOZ 
IAAWYKS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YZMEO 
DWAHVDL

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/ZJRFW 
TNSWEVB
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SH.SNS.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• PCI DSS version 
3.2.1 8.2.1

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/DXZDO 
LIUCILU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YPXKJ 
YRNYCKS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/JTEBI 
KCLLRKC

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/HU 
NUJVRXGYJH
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RJPBPBVBLXQI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
EXVFJOMQYEPZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VF 
LOWOVMNCQF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/ATAMJ 
PJTZVBT

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/AQEPY 
NTMFVZN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/FZCV 
BXYYZEPW

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/WDDS 
EPDQGELD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MJERXRWABXQL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
FQDPREMVVBDY

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MPWYP 
MECJHDO

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/YYTAT 
HJHTJHD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/EOHPU 
ZHBQTSB
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SH.SNS.2 • NIST 800-53 Rev 5 
AU-12

• NIST 800-53 Rev 5 
AU-2

• PCI DSS version 
3.2.1 10.1

• Establish logging 
and monitoring

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/UJGAA 
TDFQPEB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/OZGKT 
TXQNVJH

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BQNJQ 
ZDDAPMH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZA 
SOMECURBPO
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YVTYTAYMHBIH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
SPUXXPIXTYXG

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FM 
BNUPQTJINA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PEPGK 
WDQCCMZ

• Europe (London)
arn:aws:c 
ontroltow 
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rs, by Region

er:eu-wes 
t-2::cont 
rol/IFFLS 
EGZZOUB

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CTOV 
FQDVCJAA

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/EFGS 
SRJSCQHJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EWMPINBPPCPC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.SNS.2 8182



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
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:control/ 
DPMVGVDDIISI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/SODUC 
RSZJCQJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MFCJP 
YTVEGUW

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NVTKO 
RXVIZCW
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SQS.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-3(6)

• NIST 800-53 Rev 5 
SC-13

• NIST 800-53 Rev 5 
SC-28

• NIST 800-53 Rev 5 
SC-28(1)

• NIST 800-53 Rev 5 
SC-7(10)

• NIST 800-53 Rev 5 
SI-7(6)

• PCI DSS version 
3.2.1 3.4

• Encrypt data at rest • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/AQPZJ 
AICUMOX

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FSJSX 
WXDXTQG

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/DVIYO 
YZQQBHZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/YN 
RXRVWROTER
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ENSHCNPLXZHX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NZDJTQADTXGS

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/SD 
QYTAUTUONG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KKBOV 
JBZKRXH

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/AREAY 
HKBSDVF

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KBKQ 
AWGKVVBK

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/OCRD 
EAEBDMNJ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
EAUIYIPCCXXZ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
ZDMVZWYXPYNG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/EMOPJ 
HNXCSWH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/XCTLD 
MBSISCM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NKGRF 
JUHQFGJ
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SH.SSM.1

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SSM.1 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-8

• NIST 800-53 Rev 5 
CM-8(1)

• NIST 800-53 Rev 5 
CM-8(2)

• NIST 800-53 Rev 5 
CM-8(3)

• NIST 800-53 Rev 5 
SA-15(2)

• NIST 800-53 Rev 5 
SA-15(8)

• NIST 800-53 Rev 5 
SA-3

• NIST 800-53 Rev 5 
SI-2(3)

• PCI DSS version 
3.2.1 2.4

• Manage vulnerabi 
lities

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/LYPKG 
NLPNWHL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/STNJG 
GCQJCIW

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MJMHF 
BPPWLJA

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/XO 
UNWPBZJNVB
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RLRUQAVPCAZI

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
NWSTAJGOQBJJ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/RA 
PYUEVJEJBI

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/RXNTS 
MQLKTSN

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ZQSTF 
GETEWJA

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/KSKC 
LFWRTEJP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ISTI 
TQJTNGSD

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SOADYNVMUUSE

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.SSM.1 8190



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
HGKHLYMQCWXZ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QHTLZ 
MCZKVAA

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/PWIUL 
RITCIKD

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/AHGSL 
JBGGRQD
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SSM.2 • NIST 800-53 Rev 5 
CM-8(3)

• NIST 800-53 Rev 5 
SI-2

• NIST 800-53 Rev 5 
SI-2(2)

• NIST 800-53 Rev 5 
SI-2(3)

• NIST 800-53 Rev 5 
SI-2(4)

• NIST 800-53 Rev 5 
SI-2(5)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RDSQH 
ZJJNJDY

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/JSMHJ 
HLHELYO

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FFOYU 
QFIGGQM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/NM 
LXRBHLMGSL
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LARTAAZXHQGH

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ZAEIEMPTKSGD

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/HS 
ENLNFBIHTF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KUSFI 
FXCWYPN

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/OMNUM 
QWSKXCR

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/UAFF 
TPQZIXDJ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CWXN 
ZUPFQUJG

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YPZMNGTROKXV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
GYGBASAIOIXS

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/NZGSD 
ZDQPQIL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LNHSB 
YVRSTVG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/OCZSG 
XLBRYOH
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SSM.3 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• NIST 800-53 Rev 5 
CM-2(2)

• NIST 800-53 Rev 5 
CM-8

• NIST 800-53 Rev 5 
CM-8(1)

• NIST 800-53 Rev 5 
CM-8(3)

• NIST 800-53 Rev 5 
SI-2(3)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 6.2

• Manage vulnerabi 
lities

• Protect configura 
tions

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KBRZY 
OMGLHXE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/FUUFU 
NICZWAN

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/RDXQF 
IOFSBGG

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/FV 
QFKOJUNLOY
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
SFESCRTZJFXB

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DWXVJLGLHICA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/BU 
FFWCQVUNMG

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/EQMJT 
EGXWFOU

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/ICKTK 
XTHFZDK

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SLNL 
DXNHYMTS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/CVEG 
WZBOLQVU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UAWRVXEHXONI

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
KPMCXMAZTWYO

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/OBWPG 
GUSJHOL

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/DQOIX 
CSNNCLV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NRHVH 
BLWZMMA
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SSM.4 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QPOQE 
RPDKUUL

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NGXEG 
NPKLRFM

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FBHAN 
BZBEATL

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/CR 
PLDMSGZVNX
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
RKBCVEOAAXFA

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
JGSYATCRDPGX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VA 
YHIYPPEEDS

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/VWFNF 
RROBVOX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/VJYRN 
GSBXCNM

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/SAGB 
QDVUTVPI

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/XRDY 
UTEVYMMA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
UDAQAMUOGDDV

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
IUFHQEARVUHK

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/ATGID 
TBHLUTW

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/ZGSGX 
XWGZYKA

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/MNCPC 
UXYPLYN
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SageMaker.1 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/RKGYZ 
UOFZLRQ

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/TMAFW 
QWAQOAY

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/KSWIO 
QETFUQN

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/SQ 
ZAFTGIIXLN

SH.SageMaker.1 8204
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• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LYBVPJQFKFUM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
OIWALMEQVBYZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/WR 
TYZGZDWCOY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/NUSFX 
DTJWGYD

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/TUIOO 
PQFSYBC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XDTA 
LWADUVAQ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DGBA 
JFFOFTUB

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SNGBHAIQCTEF

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
JICNYNFRVRQX

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/IPWMC 
VULQVXI

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/LXFEK 
JNOJXFJ

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YMPZF 
EHCRVWM

SH.SageMaker.1 8207
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SageMaker.2 • NIST 800-53 Rev 5 
AC-21

• NIST 800-53 Rev 5 
AC-3

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-4

• NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(20)

• NIST 800-53 Rev 5 
SC-7(21)

• NIST 800-53 Rev 5 
SC-7(3)

• NIST 800-53 Rev 5 
SC-7(4)

• NIST 800-53 Rev 5 
SC-7(9)

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/PMUAC 
TTBWUIR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/VDBLY 
ABRAGVK

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/EVWTV 
VCSKQMU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/RA 
PZNYOHIVYB

SH.SageMaker.2 8208
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• PCI DSS version 
3.2.1 1.2.1

• PCI DSS version 
3.2.1 1.3

• PCI DSS version 
3.2.1 1.3.1

• PCI DSS version 
3.2.1 1.3.2

• PCI DSS version 
3.2.1 1.3.4

• PCI DSS version 
3.2.1 1.3.6

• PCI DSS version 
3.2.1 2.2.2

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
XWKDVYDAVXSW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TTNXTLKRLUQI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/UN 
UXXNVPKDKY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/TLNAQ 
JQANTYZ

• Europe (London)
arn:aws:c 
ontroltow 

SH.SageMaker.2 8209
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/CQECI 
KKXJUJN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/XJUI 
ETBSJOWP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/PLPA 
TENUQNNZ

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
OIKBJXEOZOYQ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.SageMaker.2 8210
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rs, by Region

:control/ 
MCLMAWQKBWTG

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QRSGK 
HDVZGRN

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UUWNU 
MSGTIYI

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/PLVBD 
YQNQDLK

SH.SageMaker.2 8211
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SageMaker.3 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• NIST 800-53 Rev 5 
AC-3(7)

• NIST 800-53 Rev 5 
AC-6

• NIST 800-53 Rev 5 
AC-6(10)

• NIST 800-53 Rev 5 
AC-6(2)

• PCI DSS version 
3.2.1 2.2

• PCI DSS version 
3.2.1 7.1.1

• PCI DSS version 
3.2.1 7.1.2

• PCI DSS version 
3.2.1 7.2.1

• PCI DSS version 
3.2.1 7.2.2

• PCI DSS version 
3.2.1 8.1.1

• Enforce least 
privilege

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/FLKLK 
RSKSRQR

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZYWOL 
SUFYNHX

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LWNZC 
RKRHHIB

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/GB 
JUIOMQLVOT

SH.SageMaker.3 8212
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
GHYJJWOGIPDS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
HPLWOBUPSFSF

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/OJ 
PMWQSLZIGR

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/QTVCT 
BLIKXTQ

• Europe (London)
arn:aws:c 
ontroltow 

SH.SageMaker.3 8213
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/PHGBY 
KRHRVZN

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/QOYZ 
OFZYUVBP

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LMYF 
YNKDCOKV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GRZCUFGQEKEG

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.SageMaker.3 8214
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rs, by Region

:control/ 
HLEUYIBPLNQU

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YRYFW 
FSNQQEB

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VUPWZ 
BFWTBDM

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JBTRX 
DPZMKNW

SH.SageMaker.3 8215
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SecretsManager.1 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• PCI DSS version 
3.2.1 8.2.4

• Manage secrets • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/NVIND 
DWBCJID

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/YRBOL 
GMRVCTS

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/FSFKV 
ERCZULZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/AB 
ZHCDTAXCTD

SH.SecretsManager.1 8216
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PIPRTUKNSOCX

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ABWGMGKAZWBZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VP 
LLFHIVPDDZ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/PPXTT 
TZIQJWC

• Europe (London)
arn:aws:c 
ontroltow 

SH.SecretsManager.1 8217



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/PAPTN 
HXGBYVU

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/CKUS 
CVVHKNIR

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/VCDO 
MBQOZAKF

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GPALVEMMRYOJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.SecretsManager.1 8218
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rs, by Region

:control/ 
LSEQYMIVIBNA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/DZAFJ 
WOHCCOH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/IHQTQ 
RKAFULV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/NPFKT 
IKTONEU

SH.SecretsManager.1 8219
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SH.SecretsManager.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SecretsManager.2 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• PCI DSS version 
3.2.1 8.2.4

• Manage secrets • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/WMGPN 
BVAGVFK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/NBCDB 
WRQFNMA

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/MEFMY 
KVDMILQ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ST 
QSZAQDRYTI

SH.SecretsManager.2 8220
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
HOQMRBMNIKAW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
ODPPJQBZCOTX

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/NN 
BWANKZRGIB

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/STHNS 
KDZTLYY

• Europe (London)
arn:aws:c 
ontroltow 

SH.SecretsManager.2 8221
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/HKCSA 
HJCYOBE

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZASY 
FRCXDOII

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/LOGB 
IWTPOFLX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
GIGGAHAENDHH

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.SecretsManager.2 8222
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
FEQZVIIMFICA

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/MPJHR 
SESKKPX

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/VYULR 
BMPXUKV

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YRFKO 
YUPIDDR

SH.SecretsManager.2 8223
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SH.SecretsManager.3

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SecretsManager.3 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• PCI DSS version 
3.2.1 8.1.4

• Manage secrets • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/QQURR 
KYALIYF

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/DPKZC 
RDWWFPC

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/IVSZZ 
VBQUNGM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/ZK 
LBBEFBUMDR

SH.SecretsManager.3 8224
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
FNKXYQSZMWQM

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
DVRPVFHGPOQI

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/PX 
RUQAQCPSNY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KRZOM 
DMWLCLU

• Europe (London)
arn:aws:c 
ontroltow 

SH.SecretsManager.3 8225
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Control identifier Framework Control objective Control API identifie 
rs, by Region

er:eu-wes 
t-2::cont 
rol/HLNBT 
XEOYZHV

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/GIFL 
RYEYHEHL

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DRWD 
DUMJXGDX

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
MSPQXYBGOSXA

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.SecretsManager.3 8226
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Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
FNOJORYKEHUT

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GEOKF 
DUAKJVU

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SXONJ 
YJKZCIN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/LXFYE 
IRGOXXV

SH.SecretsManager.3 8227
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SH.SecretsManager.4

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.SecretsManager.4 • NIST 800-53 Rev 5 
AC-2(1)

• NIST 800-53 Rev 5 
AC-3(15)

• PCI DSS version 
3.2.1 8.2.4

• Manage secrets • US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/SWGHB 
AYWQTEU

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/LVTTS 
UIMJUHB

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/WIRZV 
NDRETYM

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/BN 
CSMILPESRZ

SH.SecretsManager.4 8228
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rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
PTCINVDOZREK

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
LLXUCSEGVUUZ

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YI 
DNVPANOFJF

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/JKDFT 
FHBBSEK

• Europe (London)
arn:aws:c 
ontroltow 

SH.SecretsManager.4 8229
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rs, by Region

er:eu-wes 
t-2::cont 
rol/QNRCH 
TJKUIIZ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/TIDM 
OKHUHNBS

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/MFXR 
VGDHFFAU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
DZWYNEXSLLEJ

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.SecretsManager.4 8230
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rs, by Region

:control/ 
IIHPFCYMQEGJ

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/LXYXK 
MYBTCEY

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/QARJZ 
OGDUKDN

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/JVQTG 
NTBDUZR

SH.SecretsManager.4 8231
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.WAF.10 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 6.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KBBIQ 
TAMWCXK

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/WUVIE 
JDDNZKJ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/AWZLG 
RLEJATU

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/KZ 
XBOOIWPJML

SH.WAF.10 8232
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Control identifier Framework Control objective Control API identifie 
rs, by Region

• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
ZMFZRNVVUDDS

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
VTALPZJYLJOC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/QN 
QKBYXYJBFJ

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/XTRYN 
OHVVRZV

• Europe (London)
arn:aws:c 
ontroltow 

SH.WAF.10 8233
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rs, by Region

er:eu-wes 
t-2::cont 
rol/WWOBB 
VWWIGZC

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/IZGQ 
EIGCNXHB

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DZCJ 
RBFWFYZA

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
SDFINEZEUSJY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.WAF.10 8234
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:control/ 
QJDMOHVCOVCC

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/QHQLZ 
NXRMJAS

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/UXJNM 
ZSDHBJG

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/KJPOX 
HOSICGE

SH.WAF.10 8235
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SH.WAF.2

Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.WAF.2 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• PCI DSS version 
3.2.1 6.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/HMAUV 
MDCZUKN

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/IZERZ 
ZJXURES

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/HVPCL 
RFIDJZZ

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/PG 
GMESVIZFFP

SH.WAF.2 8236
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
YJAUIVTCYRJW

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
MCGLKIFMEWCW

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/YN 
DAPXATUIOY

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/HOFUV 
ZWJNCCT

• Europe (London)
arn:aws:c 
ontroltow 

SH.WAF.2 8237
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er:eu-wes 
t-2::cont 
rol/CBNPH 
NXPNMZG

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/ZYSH 
REMBYDPM

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/DLOL 
IYYVEVKV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
TMCZBYVXVTJL

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
DLQOSLPESPJR

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/TJGYM 
RUITIEJ

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/SRGTM 
UGMZWSS

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/YGFAO 
MXOUWHM
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.WAF.3 • NIST 800-53 Rev 5 
AC-4(21)

• NIST 800-53 Rev 5 
SC-7

• NIST 800-53 Rev 5 
SC-7(11)

• NIST 800-53 Rev 5 
SC-7(16)

• NIST 800-53 Rev 5 
SC-7(21)

• PCI DSS version 
3.2.1 6.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/KONSO 
RMMHUGB

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/KRWNF 
ORBWIPZ

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/LUZSI 
LPCBBOK

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/TE 
FNOEPILSHB
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
CYGNEESCWZXG

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
TFCNQSIYJFYC

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/VN 
FBLCXUEWUA

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/LSRTY 
DUWQTAE

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/MUHOV 
SWIEMKQ

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/HOLX 
VCBPWTJX

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/BXSA 
QBULUHIU

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
YMBNBHLDYVOC

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 

SH.WAF.3 8242



AWS Control Tower User Guide

Control identifier Framework Control objective Control API identifie 
rs, by Region

:control/ 
YRQAZZKPDDPI

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/YPYYC 
PXNLRIH

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/MDUPX 
ZAXTPRC

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/BUWKE 
MZLQXRX
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Control identifier Framework Control objective Control API identifie 
rs, by Region

SH.WAF.4 • NIST 800-53 Rev 5 
CA-9(1)

• NIST 800-53 Rev 5 
CM-2

• PCI DSS version 
3.2.1 6.6

• Limit network 
access

• US East (N. 
Virginia)
 arn:aws:c 
ontroltow 
er:us-eas 
t-1::cont 
rol/EDXGD 
DVAPQUE

• US East (Ohio)
arn:aws:c 
ontroltow 
er:us-eas 
t-2::cont 
rol/ZCXGW 
VXTGXMV

• US West (Oregon)
arn:aws:c 
ontroltow 
er:us-wes 
t-2::cont 
rol/BFJEJ 
SOYYREH

• Canada (Central)
 arn:aws:c 
ontroltow 
er:ca-cen 
tral-1::c 
ontrol/WQ 
QNMFDARNQD
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• Asia Pacific 
(Sydney)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-2: 
:control/ 
LYLUSATWXWGZ

• Asia Pacific 
(Singapore)
arn:aws:c 
ontroltow 
er:ap-sou 
theast-1: 
:control/ 
RWKJOQGECYVA

• Europe (Frankfur 
t) arn:aws:c 
ontroltow 
er:eu-cen 
tral-1::c 
ontrol/FX 
IUUDQLPOOX

• Europe (Ireland)
 arn:aws:c 
ontroltow 
er:eu-wes 
t-1::cont 
rol/KGKFN 
HJFEKZX

• Europe (London)
arn:aws:c 
ontroltow 
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er:eu-wes 
t-2::cont 
rol/XKBUF 
FXZKSUP

• Europe (Stockhol 
m) arn:aws:c 
ontroltow 
er:eu-nor 
th-1::con 
trol/LKOW 
MMBVXXXZ

• Asia Pacific 
(Mumbai)
arn:aws:c 
ontroltow 
er:ap-sou 
th-1::con 
trol/ZGIH 
YMZBHXMV

• Asia Pacific (Seoul)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-2: 
:control/ 
IVEPLVNECSLY

• Asia Pacific 
(Tokyo)
arn:aws:c 
ontroltow 
er:ap-nor 
theast-1: 
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:control/ 
BEIGEZGMNWRL

• Europe (Paris)
arn:aws:c 
ontroltow 
er:eu-wes 
t-3::cont 
rol/GTNPV 
MNBKDAE

• South America 
(São Paulo)
arn:aws:c 
ontroltow 
er:sa-eas 
t-1::cont 
rol/EVTLK 
ICADRVX

• US West (N. 
California)
arn:aws:c 
ontroltow 
er:us-wes 
t-1::cont 
rol/IZXJK 
PGEKAKL
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